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Conventions Used in this Manual

Bold The names of screen objects, such as menu choices, window names, field
names, and items in lists.

Italics Italics are used for emphasis or to highlight an important word or
concept.

Monospaced Pathnames, filenames, and code are shownanospaced font.
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| NTRODUCTION

Thank you forpurchasing BlacklCE Defender. BlackICE is a powerful way to detect, stop,
and analyze the activities of people trying to hack into your computer. BlackICE was
designed from the ground up to work seamlessly with Internet connections. BlackICE is
ideal for any computer using a standard dial-up modem, cable modem, or DSL connection.

Overview

In the past, computer hacking presented very little threat to home or small-business
computer users. Hackers spend most of their time attacking large corporate networks where
there were valuable things to steal or vandalize. Most home computers of five to ten years
ago held fewif any files of interest to a hacker. Furthermore, Internet connections in the
past were slow and extremely difficult to locate for even advanced hackers.

Today, the typical home or small-business computer presents numerous opportunities for
hackers. Many home computers store credit card numbers, account numbers, and
confidential information for on-line commerce, banking, or stock trading. Furthermore,
home computers are easy targets. Most home computers have little, if any, protection from
hackers. Exacerbating this problem is the rise of “always-on” Internet connections such as
cable modems or DSL connections. The more people there are using the Internet, the more
opportunities there are for hackers to steal things.

Until now, detecting and stopping hackers meant purchasing expensive hardware or
mastering complex networking tools. BlackICE places on your home computer the same
powerful intrusion detection and protection tools that big corporations use. Now you can
stop hackers before they stop you.

What Can Hackers Do?

When you connect to the Internet your computer is a part of the huge global network. You
can send data (outbound) and receive data (inbound). When you download photos on a wel
site, you send a request outbound to the web setlven, the web server transmits the photo
data back inbound to your computer.

Hackers, exploit the capability of your computer to communicate with other computers. A
hacker can use widely available networking tools to connect to your computer and send it
commands. For example, a hacker could connect to your system and download an
encrypted file containing your credit card number. Then using a freely available decrypting
program, the hacker cracks the file, gets the number, and goes on a buying spree at your
expense.

While your link to the Internet is active, hackers can identify your system and break into it.
This is why “always-on” Internet connections such as cable modems and DSL connections
are particularly vulnerable. For a hacker to break into your system, he must first locate
your computer. The more often your system is exposed to the Internet, the more likely a
hacker will find it. Some hackers run continuous scans of certain areas of the Internet
looking for home computers to break into.
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Therefore, if your Internet connection is live 24 hours a day, a hacker has more
opportunities to find your system. Dial-up connections are slightly safer, but still pose a
significant opportunity to hackers. While you are chatting on-line with a friend over a dial-
up connection, a hacker in Russia could have located your computer and begun hacking.

BlackICE operates like a persistent “traffic cop.” When BlackICE detects inappropriate
access to your computer, it blocks access to the offending user. All other Internet access
remains open and unaffected. Only the hacker is blocked, you can continue to browse the
web, send email, and listen to Internet radio stations while BlackICE rejects the hackers.

INTERNET INTERNET

Home Computer Home Computer
* Regular modem, cable modem, or DSL connection * Regular modem, cable modem, or DSL connection
Figure 1 — Without BlackICE Figure 2 — With BlackICE.

The figure on the left illustrates a common home computer when connected to the Internet.
While manylISPs have some protection from hacking, this protection only stops the most
primitive attacks. Most novice hackers can easily break through your ISP’s protection
measures. When they do, your computer is vulnerable to attack.

The figure on the right demonstrates a computer protected with BlackICE. If the hacker is
able to locate your system, and break through your ISP, BlackICE stops the intrusion before
any data is compromised.
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How BlackICE Works

BlackICE consists of an extremely powerful detection and analysis engine that constantly
monitors the inbound and outbound traffic between your computer and the Internet or any
other computers on a network. When suspicious behavior is detected, BlackICE springs
into action and begins logging information about the event. Information about the attacker
is displayed on théntruders tab. Information about the type of attack the intruder
attempted is displayed on tidtacks tab.

t + BlackICE by Metwork ICE

Attacks l Intruders | Histary |

| Tirne 1 Aftack Intruder |_A_]
9330331 131824 TCF port szan JURITERT
9930331 131824 TCF port szan JUPITERT
933-03-31 1318:24 TCP port szan JUPITER1

933-03-31 1318:24 TCP port szan JUPITER1 =l
@ 19930331 131748 TCF 5H flood JUPITERT
@ 19950331 13T TCF 5H flood JURITERT
@ 19990331 13:17:43 TCP 5N flood JURITER1
@ 19930331 1317:32 TCP 5N flood JUPITER1
@ 1993.0331 1317:30 TCF 5YM flood JUFITERT
3330331 131725 TCF port szan JUPITERT
933-03-31 1317:25 TCF part gan JUPITERT

1999.13-31 131723 TrP &N fland AIPITFRY =

[aS overload attempt. Many unzuccessful TCP connection attempts have been zeen in a

zhort period of time

Figure 3 — The BlackICE Attacks tab.

The information BlackICE collects regarding an attack is analyzed with sophisticated
networking algorithms. If the event is determined to be an intrusion, BlackICE
automatically blocks any access from the hacker’'s machine (IP address). No matter how
hard the hacker tries to crack your system, he cannot outrun BlacklICE. BlackICE blocks
the hacker’'s access at the packet level. In other words, any transmission the hacker sends
to your computer is rejected before it ever gets inside the computer.

When BlackICE reports an attack, it not only tells you what the attack was but exactly who
carried out the attack. BlacklICHBbacktraces” hackers when they try to break into your
computer. Backtracing allows you to know exactly who is attacking you. In extreme cases,
this information could be very valuable if you wish to pursue legal action against the
hacker.

BlackICE also captures a complete record of the attack in Evidence files. These files
contain all the data the hacker sent to your computer. In the hands of an experienced
network engineer or Internet Service Provider, you can know exactly what the hacker was
trying to do. See pag@l for more information about Evidence Files.

Additionally, theHistory tab displays attacks and network traffic in colorful line graphs.
This can help you spot trends and patterns in when hackers are trying to get into your
computer.

If you are using BlackICE on your company LAN, you can also configure BlackICE to
report events to alCEcap server.ICEcap is a powerful reporting and management console
for corporate networkslCEcap can aggregate information from multiple computers
running BlackICE. This helps identify more attacks and monitor intrusion information on
an enterprise-wide level.
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BlackICE ' Black ICE
ICE|pick

Figure 4 — On a corporate network, BlackICE is used to defend each workstation and report
events to anCEcap server. Th&CEcap server aggregates and reports the events that took
place on each network workstation where BlackICE is installed.

For proactive security assessment and monitoring, NetWw®Eks ICEpick can regularly
scan your network for security problems. This information is also reported 1€ Bwap
server for analysis and review.

For more information aboUCEpick andICEcap, visit the Network ICE web site at
www.networkice.com

Security Levels

When BlackICE detects an attack, it automatically blocks access from the hacker’s system.
However, not all Internet transmissions are attacks. What constitutes an attack vs.
legitimate use of the Internet is not always easy to determine. Some legitimate Internet
applications communicate with your computer in such a way that data is sent to you and
then executed. For example, an on-lineus scanning tool may appear to BlackICE as an
attack, since the web site is transmitting data directly to your computer and then executing
it.

Hackers often take advantage of legitimate Internet technologies to make their activities
seem innocuous. One of the most common ways to hack into a computer is to exploit open
“ports.”

A portis a virtual “connection point” on your computer. When you are connected to the
Internet, your computer communicates with other computers via virtual ports. For example,
when you download your e-mail, your computer establishes a connection on TCP port 110
to your ISP’s mail server. Port 110 is the TCP port nearly all mail servers use. After
sending logon information, the mail server responds and transmits your email to your
computer.
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Communication ports are divided into two categoriggstemandApplication The System

Ports, or low-end ports, are used for services installed on a computer, such as e-mail or wel
browsing. The Application ports, or high-end ports, are used by client applications such as
chat programs or the Internet telephone.

It is generally harder to crack high-end ports since they are only open when specific
applications are running. The lower ports are easier to crack since many of them are
always open.

There are two categories of ports for Internet connections: TCP and UDP. TCP connections
are the most common. They are used for web browsing, downloading files, etc. UDP ports
are essentially the same as TCP. However, UDP connections do not have the error
correction features that TCP has. UDP is used for streaming conteriRéiddudio.

BlackICE has four Security Levels that define how rigorously it blocks unsolicited traffic
for ports and port type. Inbound traffic is blocked on the security level you select. The
more restrictive the security level, the more likely BlackICE will block unsolicited inbound
traffic. Outbound traffic is never blocked. This ensures that web browsing and other
regular Internet functions remain unaffected.

There are four security levels for BlackICHrusting Cautious Nervous andParanoid
The following chart demonstrates the relative protection of these four levels.

. Inbound Ports Outbound Ports
Security
Level Port Type System Application System Application
ubp p* p p p
Trusting
TCP p p p p
_ ubp y p p p
Cautious -
TCP y p p p
ubP y p p p
TCP y y p p
ubP y y p p
TCP y y p p

* — File Sharing is blocked, unless specifically turned on. See pader more
information.
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Security Level Descriptions

Trusting: When set taTrusting BlacklCE only blocks file sharing over the Internet,

unless Internet file sharing is specifically enabled on the Protection tab (Se@4$&ye

more information). Blocking Internet file sharing ensures that hackers cannot download
files off your computer. All other ports remain open and unblocked. Even though Internet
file sharing is disabled, file sharing on an internal network remains unaffected. This
setting is good to use if you have a slower Internet connection and little threat of attack.

Cautious: TheCautioussetting is best for regular use of the Intern&his setting only
blocks inbound intrusions on System Port(s). All other ports remain unblocked and
therefore should not interfere with any Internet usage.

Nervous. This setting is good if you are experiencing repeated intrusions. Fdethvwus
setting, BlackICE blocks inbound intrusions on all the System ports and TCP Application
ports. This setting may restrict some interactive content on web sites. Streaming media
and other “application specific” Internet usage remains unaffected.

Paranoid: TheParanoidsetting is very restrictive, but useful if your system has endured
numerous attacks. Under this setting BlackICE blocks all inbound intrusions. This setting
may restrict some web browsing and interactive content.

For more information about setting security levels, see Rdge
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The Network ICE Product Line

For superior detection and protection, BlacklCE offers the power to stop hackers before they do any
damage.

BlackICE Defender

I C E BlackICE Defender features the same powerful detection abilities as
ac BlackICE Personal, however BlacklCE Defender protects against
intrusions. When attacks are detected, BlacklCE Defender
defender automatically blocks the attacker from gaining access to your

system.

BlackICE Pro

Intended for workstations on corporate networks, BlackICE Pro B1 ac k
pro

features the same powerful detection and protection as BlackICE
Defender. However, this version integrates vatlfCEcap server for
the ultimate network defense against intruders.

BlackICE Sentry

I C E This version of BlackICE is specially tuned to monitor lsabnets
B ac of a network and report any suspicious activity tol@acap server.
sentry BlackICE Probe is ideal for monitoring devices not covered by other
versions of BlacklCE or that are connected to the network via

shared media.

BlackICE Auditor

The Auditor series is designed for professional security consultant B k I C E
to performshort term (120 days or less) security audits on a ac

company's network. Auditor versions of Network ICE products auditor
contain all the features of the full product, yet have a limited use
license.
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Other Network ICE Products

Network ICE offers these other products for use identifying and stopping intrusions and security breeches.

ICEpick

ICEpick is asecurity auditing programICEpick scans the network
‘ for common network security vulnerabilities that hackers might
exploit. ICEpick runs many of the same proceduhaeskers attempt
p1 C k and reports the success or failure of such atta¢c€Epick also
includes an advanced scheduling and tracking system. The
scheduling feature allows you to keep constant watch on the network

even in the middle of the night. The tracking features look out for
new systems added to the network.

ICEcap

ICEcap is a centralized reporting system for BlacklCE HEpick
products. ICEcap can produce consolidated reports on the events and

potential security breeches on a network. Using these reports, sy

administrators can, from one central location, review the security (¢
all systems in a corporate enterprid€Ecap can also identify
attacks that single BlackICE installations may not detect as a seriq
intrusion. For exampldCEcap can detect that someone has
performed a ping sweep on the network. An individual BlackICE
system would not consider one ping an attack.

ICEcap is a powerful tool identifying and stopping internal hacking
as well as external intrusions.
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| NSTALLING BLACKICE

Installing BlackICE only takes a few minutes. This section steps you through the process
of installing the BlackICE application.

Minimum System Requirements

n

Operating Systems Windows NT Workstation 4.0, Windows NT Server 4.0, Windows
95, Windows 98

NOTE: BlacklICE has not been tested on Windows 2000 or Windows NT 5.0.

Processor Pentium or better.
Memory: 16 MB or more.
Hard Drive Space 10 MB free.

Network Connection: 10-BASE-T, ADSL, ISDN, cable modem, or regular modem
connection using the TCP/IP protocol.

How to Install BlackICE

1.

Locate the Setup Application.

You must have the setup application to install BlackICE. There are a number of places
to acquire this program.

I If you have thelCEpac suite or a CD copy of BlackICE r&etup.EXE from the
BlackICE folder.

I If you are usingdCEcap to distribute BlackICE, contact your system administrator
about the correct internal web address where the setup application is located.

I If you purchased BlackICE directly from Network ICE, you can download the latest
version fromwww.networkice.com Once you download the latest version, you can
run Blsetup.EXE or you can chose to install across the net.

Run Setup.EXE or Blsetup.EXE. If you are runnin@lsetup.EXE, the application
must unpack the setup files and verify them first. Once that is finishetd,p.EXE
runs.

If setup detects and existing version of BlackICE, the setup prompts you to uninstall or
continue to upgrade the previous version. See dddger more information about
uninstalling BlackICE.

A welcome screen is displayed’lick Next to continue.

Review the Licensing Agreement. If you accept the agreement terms,Yagk
Otherwise, clickNo to exit the BlackICE setup application.

Verify the installation path for BlackICE. If you wish to change the path, @idwse
and locate the path you wish to us€lick Next to continue.
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6.

10.

Verify the folder where BlackICE shortcuts are located on the Windows Start menu. If
you wish to use a different folder, select it from the list or enter a name iRrdgram
Folders field. Do not place BlackICE shortcuts in tBeartup folder. BlackICE
automatically places a shortcut here to start BlackICE when the system is first started.
Click Next to continue.

Enter your license key. Your key was made available to you when you purchased
BlackICE. If you have lost your key, please contact Network ICE Technical Support
(see pagd05)

The next window summarizes all the selections you have made. If you need to change
any of those parameters, cli@ack to retrace the previous steps.

BlackICE Inztallation Farameters

Current Sethngs:
Destination folder:  C:\Program Filessnetl CEMBlackiCE [ o]

Figure 5 — BlackICE Installation Parameters window.
If the information is correct, clicNext.

The installation begins. When it is finished, the BlackICE service is started.

The system then prompts you to read the Release Notes. If this is your first time
installing this version of BlackICE, it is good idea to review this information. To
review the release notes, clittes. Otherwise, clickNo.

The BlackICE setup is complete.
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Uninstalling BlackICE

To uninstall BlackICE follow these instructions. Once BlackICE is uninstalled, your
system is no longer protected from intrusions.

1. From theStart menu, selecBettings The Control Panel is displayed.

2. Double-clickAdd/Remove Programs The Add/Remove Programs Properties dialog
box is displayed.

Add/Remove Programs Properties

Install/Uninstall | windows NT S etup |

?% Toinztall a new program from a floppye digk or CO-ROM
e

drive, click Install
Inztall. .

l:-f'/‘ The following software can be automatically removed by
7] Wwindows. Toremave a programm o to modify its installed
components, select it from the list and click
Add/Remove.

ACaorm MIC Diagrostics
Adobe Acrobat 3.01
Adobe Framebd aker +5.5

Crystal 30 [MPACT!

DIAMOMD Dizplay Component Uninztal

DIaMOMD Dizplay Compotnent Uninztal

Mehfes YinuzScan NT +3.1.4a [Licenszed)

Microsaft Chat 2.1 hd

Add/Bemave... |

QK. | Cancel | Spply |

Figure 6 — The Add/Remove Programs dialog box.

LocateBlackICE in the list of programs.
SelectBlacklCE and clickAdd/Remove

You are prompted to confirm the removal of BlackICE. Clitksto continue.
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6. An UNInstallShield application begins. This application will remove the BlackICE
files, registry entries and other features.

Remove rams From You

urlnstallShield will remove the software 'BlackICE'

fromm vour computer. Please wait whils each of the following
components iz removed. ..

Shared program files...

Standard program files. ..

Folder iterns...

Program folders...

Program directories...

T A O

Frogran registry entries...

Uningtall successfully completed.

Figure 7 — UNInstallShield Application removing BlackICE.

7. When the application is completed, cli€kK.

8. If the uninstall encounters any errors or is unable to remove some components, a
Details button is displayed. Clicbetailsto display theuninstallation log. You may
need to manually delete th€Epick folders where you installed the application.
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USING BLACKICE

BlackICE consists of two main componentan invisible monitoring and detection engine
and a summary application.

The monitoring and detection engines of BlackICE are always running when the computer
is operating. These engines are “invisible” to anyone using the computer to ensure that
they are not accidentally or purposefully disabled. Therefore, once BlackICE is installed,
there is no need to worry about intrusion detection and monitoring. BlacklCE works
silently whenever the computer is operating.

The BlackICE summary application displays all the recent attacks on the system and
intruders who made those attacks. It also includes a graph of all the recent network traffic
and attacks.

The BlackICE summary application consists of three tabs, each displaying a different
aspect of the intrusion monitoring and detection.

<+ BlackICE

Attacks I Intruders’ History]

j Tirne ] Attack _i Intruder ] -
@ 19930527 10:00:01 winreq file SATURN
@ 19930527 031418 winreq file SATURM
1995-05-26 17:08:55 Lagin failed SATURNM
@ 19930526 17.08:54 M5 share dump SATURM
@ 19930526 17.08:54 winreq file SATURN

1993-05-26 17.07.46 MS zecurity [0 lookup SATURH
D 1993-05-26 17.07:33 SE emply pazzword SATURH

1333-05-26 17:06:53 Laogin failed SATURM
@ 19930526 131528 winreq file SATURM
@ 19930526 13:11:43 winreq file SATURM
@ 19930526 120215 wiinireq file SATURN
@ 1999.05.75 115500 wiiriren File SATIHIRM :j

Fozzible intruzion. & successful connection has been made to an SMB zerver
: adwICE
with an emply pazsword

ok | Hep |

Figure 8 — The BlackICE application displaying the Attacks Tab.

This section describes how to use the BlackICE application as well as how to interpret the
information displayed on each tab.
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How to Run the BlackICE Summary Application

n If the BlackICE summary application has already been started, a small icon is displayed
in the task-bar.

Open BlackICE 318 P
Configure BlackICE

whad Metwork ICE

E =it

I Right-click on the icon. A sub-menu of choices is displayed. Sé&egen
BlackICE. You can also use this submenu to access the Network ICE web site or
Exit BlackICE.

I A single regular click on the task-bar icon opens the utility as well.

n If the tool is not already running, from tigtart menu, selecPrograms, then select
Network ICE, then selecBlackICE Utility .

The Attacks Tab

This tab summarizes all intrusion events on your system. The tab displays the time, type of
event, and the intruder’'s name.

By default, the information in the Attacks tab is sorted first by time then by severity.
Clicking a column header re-sorts the list by that column. Clicking the column header
again toggles the sort order (ascending or descending).

<+ BlackICE [ x|

Attacks | Intrudersl Historyl

j Time I Attack i Irtruder I;I
1993-03-11 17:13:12 TCP port szan SCRIFTRIDDIE

. 19595-03-11 18:34:39 SKMEB empty pazswaord a.zeriouz. hacker net

@ 19930311 2048:24 Possible Srourf attack .. a.serous.hacker.net

(%) 19930312 10:07:16 Trace route THOR-127.0.2.97
19930312 112213 TCP zequence out-of-r. . SCRIPTEIDDIE

@ 1993031212546 Echa storm 12702114

(%) 19930312 14:10:46 Trace route HACEERMAN

@ 19953-03-12 16:38:57 Trace route THOR-127.0.2.97 |

@ 19930313 122552 Trace route THOR-127.0.2.97

@ 19930313 15370 Echa storm 127.0.2114

@ 1955-03-13 1E:42:08 Trace route HACKERMAMN

Scan. A trace route zcan haz been perfarmed on the system. advICE

..

ok | Hep |

Figure 9 — Detected events are listed as critical, serious, suspicious, or informational on the
Attacks tab.
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Indicator: Each event is indicated with one of four severity levels.

@ Critical event: Red exclamation pointThese are deliberate attacks on your system
for the purpose of damaging data or crashing the system. Critical events always trigger
protection measures.

@ Serious event Orange exclamation pointThese are deliberate attempts to access
information on your system, yet not directly damage anything. Some serious events
trigger protection measures.

() Suspicious event Yellow question mark These are network activities that are not
immediately threatening, but may indicate that someone is attempting to locate security
vulnerabilities in your system. For example, hackers often scan the available ports or
services on a system before attacking it. Suspicious events do not trigger protection
measures.

Not all suspicious events are indicative of a true attack. For example, many Internet
Service Providers have scanning programs installed on their servers to check if a
connection is still valid. This is a completely safe and legitimate scan from your ISP,
but BlackICE would still report it as a suspicious event. After a few weeks of
information is collected, you may notice recurring scans from one location. Note the IP
address£s) where the scans originate and contact your ISP. It is likely these scans are
a standard part of your ISP’s service and pose no threat to your system.

@ Informational event: Green “i". These indicate that a network event occurred that is
not threatening but worthy of taking note. Informational events do not trigger
protection measures.

Time: This is the time of the attack/event, listed in the fornyatYY-MM-DD-hh:mm:ss .
Time is in a 24-hour format for the time zone applicable to your system.

Attack: The name of the attack. For more information about a particular attack, select the
attack in the list. A brief description of the attack is displayed at the bottom of the screen.

For a full description of an attack, as well as suggested remedieSestien 6. How to
Handle Attackson page37, or select the attack of interest and click #twICE button.

Intruder : The best name BlackICE can gather from the attacking system. This column
displays theNetBIOS (WINS) name, DNS name, or IP address for the attacking system. If
BlackICE cannot determine a name, it displays “unknown”.

For more information about a particular intruder, double-click an event on the Attacks tab.
The application displays the Intruders tab, which aggregates all known information about
each intruder who has provoked an event on your system.

advICE: Opens a browser session that accesseadlBCE section of the Network ICE
web site. Select the particular attack of interest and clickathweCE button. Information
about that specific intrusion is displayed.
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The Intruders Tab

This tab aggregates information about all the intruders who have provoked events on your
system. This tab is designed to help you determine the severity and location of each event.

By default, the information in the Intruders tab is sorted first by Intruder then by severity.
Clicking a column header re-sorts the list by that column. Clicking the column header
again toggles the sort order (ascending or descending).

<» BlackICE

Attacks  Intruders | Histo |

i Irtruder

@ z=tainiajota.com
@ FRUMPIE

@ 255555 5555
@ oato.gala.com
@ 10197.28.337

| Severity li Details
93 :
n IP-192 10157 2
7a MetBI0S: THOR 192
7 Mode: THOR 192
7 Group: ValLHALLS,

NetBIOS: THOR

D THOR-132.10.197.2

74

@ GeHEM
271111114
artar.10.838.55.447
T WENUS

@ pangaea.tera com

73
53
53
39
13

MaC: 007562390 0FF
DWS: THOR-192.10.1597.2

Figure 10 — Intruders tab.

Indicator: Each entry is associated with one of four severity levels. The severity level
reflects the most severe attack attributed to the Intruder.

Icon

Severity

Description

100 -80

Critical event: Red exclamation pointThese are deliberate attackg
on your system for the purpose of damaging data or crashing the
system. Critical events always trigger protection measures.

@

80 — 40

Serious event Orange exclamation pointThese are deliberate
attempts to access information on your system, yet not directly
damage anything. Some serious events trigger protection measuf

40 - 20

Suspicious event Yellow question mark These are network
activities that are not immediately threatening, but may indicate th
someone is attempting to locate security vulnerabilities in your
system. For example, hackers often scan the available ports or
services on a system before attacking it. Suspicious events do nd
trigger protection measures.

20-0

Informational event: Green “”. These indicate that a network
event occurred that is not threatening but worthy of taking note.

Informational events do not trigger protection measures.
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