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Dear Readers,
Nowadays our mobiles are getting more and more advanced. 
Some time ago they were used for calling and messaging only, 
but today we can make our schedule, play games, check mails 
and surf the Internet. Being online means being in danger and 
therefore we need to minimalize the risks as much as possible.

Winn Schwartau presents us a taxonomy of the BYOD mo-
bile security spectrum. He provides us with a constructive de-
bate and criticism so that the BYOD Mobile Security Spectrum 
can be enhanced and updated in the future.

How Telecom Operators and Rogue Users can track our lo-
cation? And how can we ourselves find out our specific location 
using just mobile? Nitin Goplani helps us understand it in his 
article.

This issue also includes article about Metasploit: How to El-
evate to Domain Admin the Easy Way by Umair Vayani. There 
comes part about Network with Low Tech Hacking by Navneet 
Sharma and Security in Wireless Sensor Networks – Major At-
tacks, Encryption Algorithms and Security Protocols by Deivi-
son Pinheiro Franco.

Deivision Pinheiro Franco also provides us with articles 
about Forensics: Approaches for Computer Forensics in Virtu-
alized Environments. Live and Dead Analysis Techniques and 
Forensics on Smartphones – A Technique for Apprehension, 
Acquisition, Examination and Analysis of Evidences in Android 
Operating Systems.

The last part, Web Server, begins with Gökhan 
Muharremoğlu’s article: Web Application Level Approach 
Against the HTTP Flood Attacks IOSEC HTTP Anti Flood/DoS 
Security Gateway Module. Then, we can read How to Set Up 
Apache Web Server with Secure Configuration by Davor Gut-
tierrez and at the end we can find Web Servers Analysis under 
DoS Attacks by MSc. Predrag Tasevski.

What is more, we want to invite you to read an Extra part: an 
interview with our patron, Aatif Khan, about his company, Hack 
Defense, and its courses, Tool time: jhead by Mervyn Heng 
and Developers’ Challenge Results – ESC India 2012 by Jason 
Masters.

We hope you will enjoy this issue and find it practical. Enjoy 
your reading!

Regards,
Estera Godlewska
and Hakin9 Team

mailto:mailto:ewa.dudzic%40hakin9.org?subject=
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I, however, do not believe that the BYOD conun-
drum is an either-or binary question. The mis-
phrasing of the question itself has been cause 

for much industry confusion, thereby limiting the 
organization’s real spectrum of options for secur-
ing the mobile enterprise.

Creating a taxonomy is a tricky business in which 
I have had some past success. The industry has 
no prior-works on the subject (for many reasons, 
including a lack of vendors with deeply entrenched 
security experience), so I will attempt to function-
ally taxonimize the security spectrum of BYOD op-
tions available to the enterprise today. That being 
said, I welcome constructive debate and criticism 
so that the BYOD Mobile Security Spectrum can 
be enhanced and updated in the future.

Do Nothing
It is absolutely astounding how many organizations, 
of all shapes and sizes, in every imaginable indus-
try sector have been caught with their mobile pants 
down. Surveys tell us how many companies do not 
even know what mobile devices are connecting to 
their networks, their intranet and resources. 

CISOs, CTOs and CIOs have openly cringed in 
my presentations around the world when asked, 
“How do you currently control devices, access and 
data in your mobile work force?”

Many of us come from the BlackBerry standard 
where we didn’t have to think about security. It was 
built-in, as it should be, into a locked-down device, 
and management was handled invisibly in a data 
center with a BES, Blackberry Enterprise Server, 
far, far away. No matter how unappealing and risky 
the ‘Do Nothing’ BYOD option is, it will be with us 
for quite a while. 

MDM 
MDM is a lawsuit waiting to happen.

In June 2007 with the introduction of the iPhone, 
we saw the term MDM – Mobile Device Manage-
ment – added to the lexicon. Unfortunately, with 
a lack of technical acumen, the media and many 
analysts got stuck on this new acronym, and it has 
too often inaccurately been used synonymously 
with mobile security. Nothing could be farther from 
the truth.

MDM is not security. Yet, at last count there 
were something like 80 MDM-only vendors, some 
of whom, more so than others, are falsely posi-
tioning their MDM products as an adequate mo-
bile security solution for the modern enterprise. 
It is my belief that the regulatory compliance in-
dustry will send the Grim Reaper to the doors of 
many enterprise MDM users. As regulated data 
is moved to, stored on and accessed from mobile 
devices, organizations cannot ignore compliance 
adherence. Those that chose to do so, either by 
‘Doing Nothing’ or implementing anemic ‘MDM’ 
as poor-man’s security, will significantly increase 
their odds of being targeted by the wrath of the le-
gal system and regulators sensitive to public pri-
vacy protection failures. 

Someone, some large high-profile company is 
going to get sued in a big way when a data leak, 
breach, mobile hack or external mobile system 
penetration occurs. Then it will be disclosed that 
instead of echoing the strength and stringent secu-
rity controls they use in their fixed enterprise, they 
chose to ‘cheap-out’ with an MDM product. Embar-
rassment, humiliation and technical ridicule will fol-
low levied fines and expensive breach notifications 
due to a failure to use Best Practices.

The BYOD Mobile 
Security Spectrum 
A Functional Taxonomy for Risk

 “To BYOD or not to BYOD?” is the question that just about every 
private, government and military organization is asking itself today 
about the consumerization of IT by mobile devices of myriad flavors.
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Many organizations, initially under the belief 
MDM tools alone would meet their security needs, 
are already discovering the cost and pain of dis-
mantling their inadequate MDM approach in favor 
of deploying more comprehensive mobile MDSM 
(Mobile Device Security & Management) suites.

Sandboxes, Containers & Wrappers
The concept for this kind of BYOD implementation 
is simple, but in my opinion, not a viable long-term 
security approach. Sandboxes and containers are 
no more than mobile apps that the user must in-
voke to use. These new apps, first of all, change 
the entire user experience which was the initial at-
traction to the consumerized mobile device to be-
gin with. This means user training and support time 
and expenses for the sandbox app.

Beyond that, though, lies a core hurdle: how 
easy is it to build a full featured browser? Every 
security professional understands the problems 
therein, and a sandbox BYOD approach com-
plexifies the problem with yet another browser. 
Further, a new email client must be designed 
and integrated, that may or may not have prob-
lems integrating with widely deployed mail serv-
ers and its own set of additional security weak-
nesses. 

Sandbox BYODs may have further security de-
ficiencies if the goal is to provide the mobile user 
with access to corporate resources and data. Ad-
ministrators need to understand how the specific 
access controls are designed, vetted and applied, 
and then if and how they can be tied to existing 
firewalls or other ACLs.

As I believe in ‘Defense in Depth’, sandboxes 
represent to me a potential single point of failure. 
With hostile groups aiming at the mobile user more 

Figure 1. Possible options to protect your mobile

MDM for Password Enforcement in iOS 

 

Figure 2. MDM for Password Enforcement in iOS
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and more, at what point will the sandbox – or con-
tainer’s walls – be breached? Memory isolation 
techniques and virtualization can be valuable tools 
in a controlled environment, but I am yet to be con-
vinced that they do not suffer from a sense of bra-
vado.

A mobile environment by definition is more 
hostile, and if a vendor’s memory protection 
schemes are weak or subject to a vulnerability 
caused by an OS vulnerability (known or not), 
the entire mobile defense collapses. Given that 
so many companies are having severe problems 
with containers and sandboxes, it’s worth a care-
ful look to see if this approach really works for 
the organization.

I also put app-wrapping into this section of the 
spectrum because it is highly focused on protect-
ing specific apps with VPN capability rather than 
the entire device. For custom apps, wrapping is 
a good approach, however, its real strengths be-
come apparent under Mobile Device Encryption. 

Not surprisingly, though, a little research will 
show that many top notch organizations are view-

ing that the lesser security oriented BYOD solu-
tions are in fact more expensive that doing it right. 
So, one has to consider the wisdom of the last thir-
ty years of security: if you are bolting on security as 
an after-thought, and it costs more in the long run 
with a true TCO (Total Cost of Ownership) analy-
sis… why are you bothering? My experiences over 
the last several years suggests that such non-
best-practices decisions are made by non-tech-
nical, non-security people, who believe the false 
promises of limited mobile security efficacy.

MDSM-1: Mobile Device Lock-Down
Mobile Device Security Management adherents 
take a much different view of mobile security.

As RIM’s BlackBerry has rightfully done for years, 
effective security control begins with device lock-
down. Device-identity authentication, such as us-
ing a CA-based handshaking schema in conjunc-
tion with AD is essential to create a reliable basis 
for mobile work-force provisioning, management 
and reporting.

But perhaps more importantly as part of the lock-
down initialization, is the security enforcement of 
an always-on VPN, to ensure that all traffic in and 
out of the mobile device meets industry best prac-
tices. A centrally managed VPN not only insures 
that carrier data traffic is protected but three signifi-
cant positive benefits result:

•  VoIP traffic becomes encrypted, enabling a na-
tive secure voice channel for mobile phones.

•  WiFi traffic is now encrypted, enabling trans-
parent and secure use of Hot Spots any-
where.

•  The user cannot bypass the VPN.

Since SSL-based VPNs have known vulnerabili-
ties, the industry, as aptly demonstrated in the 27 
February 2012 NSA document, “Mobile Capabili-
ty Package” will necessarily adapt iPSec VPNs (at 
least 256 bit AES, perhaps FIPS 140-2/3) as the 
default minimal standard for mobile VPNs. At this 
point, I believe that anything less than an always-
on VPN, such as native SSL, will not be regarded 
as Best Practice.

Optionally, though, some organizations may, for 
many reasons, elect to allow some device traffic 
to be transported through a personal email server. 
The aim here is to alleviate concerns on the part 
of the user that his personal emails can be read by 
the company. Applying a split VPN for such cases 
should be an integral part of any mobile implemen-
tation to give administrators both current and fu-
ture security control and flexibility.The Lack of Mobile Security is Evident in iOS MDM 

Controls 
Figure 3. The Lack of Mobile Security is Evident in iOS 



http://www.malwarebytes.org/


11/2012 10

MOBILE

MDSM-2: Mobile Content Control
Does any organization want adult materials to ap-
pear on its computers or mobile devices? What 
about access to gambling or hate sites? These are 
policy questions to be sure, but I again fail to un-
derstand why an organization would not want to 
have appropriate controls in place over user activ-
ity, Internet and local network resources.

Mobile Content Control begins with a hard-
ened stateful inspection mobile firewall that gives 
the policy and security administrators the same 
amount of enforcement control they currently en-
joy over the rest of their enterprise, including ser-
vices, ports, processes and users/groups.

One hugely positive side effect of implementing 
MDSM-2 level mobile security for BYOD with a 
centrally managed mobile firewall is that the entire 
mobile population becomes invisible to the Internet 
and attackers. The device IP address is removed 
from the security equation, and the security effica-
cy is mandated by the enterprise.

In organizations that are mobility heterogeneous, 
policy enforcement can be further granularized by 
Device Type and User Risk. Androids and iDevices 
have different native capabilities and control attri-
butes, thus the risk is different. In the chart below, 
we have three types of devices: iDevices, native 
Android with limited MDM controls and a Kernel 
modified Android giving highly granular administra-
tive controls over the device itself.

Users come in different flavors, too, from the C-
Level to the lowest rung on the ladder. For each 
group, there is the question of “How Much Do I 
Trust Thee?” and how much access that group or 
class of device is going to be given to network re-
sources and data.

This example shows how some of this ‘Device 
Type’ policy enforcement would look, mapped 
across user groups and access rights. MDMs only 
provide binary access control to the network (nota-
bly flat ones) – it’s all or nothing. Ergo, the need for 

dynamic resource access controls through admin-
istration and policy – just like it is done in our fixed 
enterprise networks.

An oft overlooked attack vector and potential 
high risk to mobile enterprises is email. What rea-
son is there not use anti-virus and malware con-
trols over email to the mobile device? The indus-
try currently has a small inventory of known hostile 
mobile-specific signatures, but more than 600 mil-
lion unique pieces of malware have been identified 
to date, increasing at a rate of almost 30 million per 
month. For MDSM-2, some basic app black listing 
should be included, and enhanced as reputation 
engines evolve.

Finally, attempts to compromise the mobile de-
vice, such as through jail-breaking, must be de-
tected with such speed that an automatic reme-
diation can be initiated so that data breaches or 
damage(s) are immediately mitigated. We success-
fully use IDS and IPS in the enterprise, which pro-
vides us with the evidence to support that these ca-
pabilities are necessary for all mobile enterprises,  
too.

Security has evolved to a defense in depth mind-
set and the same thinking should apply to mobile 
security implementations. MDSM should be de-
signed in such a way that allows the rapid seam-
less integration of additional security tools into the 
BYOD security controls suite.

Some companies may choose to add higher 
levels of granularity for web filtering, while others 
may care less, or otherwise choose broader poli-
cy blocks to be enforced at the centrally managed 
mobile firewall.

Many companies have chosen to further extend 
their mobile security with the inclusion of DLP and 
SIEM, both for clear reasons to the security practi-
tioner. MDSM-2 level security should offer both the 
tools and the ability to integrate into existing DLPs 
and SIEMs, extending the controls to the organiza-
tion’s entire mobile enterprise.

Figure 4. Corporate panel
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Since apps are (arguably) “the most efficient mal-
ware distribution system ever invented by man,” a 
distinction between public app stores and private 
enterprise app stores must be part of any strong 
mobile security effort. The differences between the 
Apple App Store, Android Marketplace and count-
less unapproved app download sites are profound. 
But even more profoundly, unless apps are com-
pletely vetted with a formalized code review, there 
is every chance that an approved app may well 
become hostile via either event or time triggers se-
creted into the binary. 

App stores cannot, do not, and should not be 
expected to provide that level of scrutiny. There-
fore, additional alternative methods of analysis 
are required. A combination of app filtering and 
ABC (Application Behavior Control) provides the 
best of breed methodology. Rather than relying 
upon static code imagery in the hopes of iden-
tifying hostile ‘DNA’, a dynamic application be-
havioral based control system is the preferred 
method.

In both iOS and Android, there are unacceptable 
behaviors such as reading or writing to system-
only memory locations, PII access and a dozen 
or more actions that violate good security, priva-
cy and compliance guidelines. A well-constructed 
ABC mechanism will always be active (with no 
need for resource intensive background tasking), 
capable of being updated on-the-fly and initiating 
high speed remediation.

MDSM-3: Mobile Device Encryption
Device level encryption to protect data at rest 
is certainly kernel and OS dependent, and their 
approaches are substantially different. In a non-
multi-tasking environment this is very difficult to 
do, especially one that does not natively offer a 
modified kernel designed to implement this lev-
el of security. Android and iOS take different ap-

proaches, and the flexibility to perform and de-
ploy kernel modifications that iOS users and 
enterprises cannot take advantage of.

For BYOD, some organizations find that MDSM-2 
meets their Best Practices requirements, especial-
ly those that do not allow sensitive data to reside 
at rest on the mobile device. That may mean using 
a Citrix-like tool to access corporate resources and 
essentially treat the mobile device as a fancy GUI 
cum dumb terminal; albeit one that is locked-down 
with encrypted traffic, firewall controls and filtering 
– all necessities no matter which BYOD method is 
preferred.

Applying another level of defense in depth is 
achieved by adding a Container along with selec-
tive app-driven localized encryption. As described 
earlier, ‘App Wrapping’ provides trusted app down-
load mechanisms in addition to specifically de-
signed functionality that requires an extra layer of 
security. 

Keep in mind, though, that even if your users 
are operating under the invisible security shells of 
lock-down, VPN, firewall and content filtering con-
trols, there are downsides. Any additional contain-
er must be invoked, the user must authenticate to 
it and learn how to use it. Further, given the back-
ground tasking limitations of non kernel modified 
Androids, the usability of such a container may be 
functionally limiting.

The use of virtualization in any aspect of BYOD 
does add a level of complexity and potential for 
failure. But if the VM or Hypervisor based contain-
er is maintained under a proper shell of security 
(defense in depth again!), at least a failure of the 
VM or container does not expose the entire device 
or its data to compromise.

Figure 5. The access granted to particular users groups
Figure 6. The difference between mobile devices for business 
and for work
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MDSM-4 Geo-Location Policy Enforcement
Mobile devices are… well, mobile. Yet, too few or-
ganizations have chosen to implement Geo-Loca-
tion Policy Enforcement. (Some use the term Geo-
Fencing.)

For example; if your company does business 
in some culturally sensitive region of the world, 
it might be best for you and your company’s re-
lationships, to be more restrictive with firewall, 
content filtering and other security enforcement 
policies. Thus, when a planes lands, say in the 
Middle East, perhaps all adult materials are made 
inaccessible. 

In China, perhaps, any links or communications 
with those resources deemed politically improper 
should be filtered out. With mobile firewalls and 
filtering capabilities, applying such dynamic rules 
makes mobile devices truly mobile, yet also reduc-
es the risk of ownership and data breaches.

Or, perhaps healthcare workers need one set 
of enforcement while at work and another when 
away. Should trading floor rules be the same as 
when out and about? What about government and 

the defense establishment? Geolocation offers 
great power over access rights in a mobile envi-
ronment.

Geo-location policy enforcement comes in two 
fundamental forms.

•  GPS or tower-based resolution enforcement 
is more than enough for many organizations. 
With a policy enforcement resolution of approx-
imately one mile, a mobile device can be trans-
formed from a business to a personal device 
when someone leaves the office, thus creating 
a spatial differentiation for BYOD implementa-
tion.

•  More organizations are extremely security sen-
sitive than you might think. By integrating a set 
of sensors with the mobile firewall and policy 
enforcement capabilities, a highly granular res-
olution of 3 meters can be achieved. The de-
vice policy changes from office to office, floor 
to floor or as otherwise arranged. From finan-
cial institutions, medical facilities and govern-
ment and military installations, security needs 

Figure 7. Mobile device
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Figure 8. Mobile BYOD risk descriptions for particular options of protecting your mobile
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and controls can substantially vary from ‘door 
to door’ and mobile security should be able to 
effectively enforce such policy, automatically 
and invisibly to the user.

Air Gap
Then there is the air gap, the antithesis of Doing 
Nothing and the most secure end on the Mobile 
Security Spectrum.

With Air Gap, users have one mobile device for 
business and an entirely separate one for work. It 
initially costs the company a bit more than a mere 
monthly stipend to the employee, but is the risk of 
BYOD worth it? Again, recent findings suggest that 
BYOD is more expensive than maintaining two de-
vices, one under complete corporate control.

Androids and iOS can be made as secure as 
a fully compliant desktop computer, but it is the 
BYOD conundrum that adds so many variables, 
introducing risk to all parties.

Each company needs to decide its own risk and 
pain tolerance. Someone is going to get sued, and 
we do not yet know the strengths or weaknesses 
of BYOD in a legal contest. On the other hand, we 
do know that for many years, best industry prac-
tice was to have a BlackBerry on one hip and an 
iPhone on the other. Why should we change that 
model?

What’s the Right Answer?
All mobile enterprises present additional risk.

The legal system in untested. Does personal pri-
vacy trump corporate data security? Or is it the 
other way around?

If I had my choice for the ideal mobile security 
solution it would look like the following:

•  Air Gap. Two devices. 
•  I want my mobile work force as homogenous 

as possible. iOS plus a select best of breed 
Androids.

•  Lock-down, VPN, firewall and content filtering.
•  Geo is only necessary for some businesses, 

and less so in a non-BYOD environment.
•  FDE.
•  Use a Citrix-like remote access tool and mini-

mize any local data storage at rest.

It all comes down to risk, budget, and politics with 
employees, technical know-how and a willingness 
to do what is right for the organization.

As the creator of ‘Time Based Security’, I do tend 
to add that extra dimension when thinking about 
security controls and functionality. I see today, too 
many people only thinking of today, today’s devic-

es, and the apparent needs for today based upon 
the unpredictable nature of technology and human 
behavior.

I have to imagine the last thing any enterprise 
wants to see is the following scenario:

•  Get lots of mobile devices.
•  Oops! What do we do now?
•  No budget.
•  Let’s get MDM. It’s cheap.

Now there’s a branching for failure modalities:

•  It just doesn’t work.
•  I need more security.
•  I want people to access internal resources with 

controls in place.
•  Active Sync takes too darned long.
•  What do you mean there’s no firewall?
•  Users rebel against non-native experience.

Regardless of the problem, the company is on the 
same path we experienced decades ago.

•  Uninstall MDM. (That was already paid for.)
•  Downtime and security breaches from mobile 

workforce.
•  Integrate new MDSM. (More $$.)

This is an initial suite of ideas that will necessarily 
evolve in the coming months and years. I do invite 
debate and comment so that I can strengthen the 
‘The BYOD Mobile Security Spectrum’. 

I look forward to your thoughts.

WiNN SChWARTAu
Winn Schwartau thinks asymmet-
rically and has been “Security” 
for almost 30 years. As he puts it, 
“I’ve been in security for about 30 
years and I think, maybe, I’m just 
starting to understand it.” If you 
want originality in thought, writ-
ing, presentations or any aspect 

of Security, call Winn. In addition to being called, “The 
Civilian Architect of Information Warfare,” he is one of 
the country’s most sought after experts on information 
security, infrastructure protection and electronic priva-
cy. http://en.wikipedia.org/wiki/Winn_Schwartau and 
www.WinnSchwartau.Com.

http://en.wikipedia.org/wiki/Winn_Schwartau
http://www.WinnSchwartau.Com
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It is a fact that user needs may vary depend-
ing on the location where they are presently. 
No Doubt, there are several benefits of this ser-

vice, it’s also possible that others might track your 
movements. These movements can help to per-
form social engineering attacks too. It may reveal 
their potentially sensitive destinations like hospital, 
park, market etc.

Before we understand how Telecom Operators 
and Rogue users can track your location, lets see 
how you can yourself find out your specific location 
using just your mobile.

Field Test Mode
The easiest way to obtain your location without us-
ing GPS is by making use of the Field Test Mode on 
your mobile. Field Test Mode is basically a feature 
used to evaluate your home network. You could say 
it’s a software application often pre-installed on mo-
bile phones that provides technical details/statistics 
relating to the mobile phone network and allows the 
user to run hardware tests on the phone.

It is also known as Net Monitor mode. Generally 
this functionality is not open on every handset(we 
have tested it on Android n iOS), but information 
provided by Field Test mode is very important for 
those who know what to make of it.

For example: we can see the LAC (Location Area 
Code) value and Cell iD in field test which helps 

us find the location of a user. We can also find IM-
SI Value which is key information for a hacker to 
be able to launch attacks. Some of the information 
provided by field test mode:-

•  MCC (Mobile Country Code)
•  MNC (Mobile Network Code)
•  LAC (Location Area Code)
•  Cell Id
•  IMSI (International Mobile Subscriber Identity)
•  P-TMSI
•  Neighboring Cell Information
•  Received Signal Strength
•  PLMN Codes
•  Handover Details

Field Test Mode in Android Mobile Phones: – In 
order to open the field test mode enter *#*#4636#*#* 
on your android phone or you can also use 
*#*#197328640#*#* which gives even more detailed 
information. As soon as you press the last * as-
terisk you will see a menu which will show a list of 
options like (if you pressed *#*#4636*#*#) (Figure 1).

Click Phone Information option and you will see 
Figure 2. In the above figure we can see the value 
of LAC (Location Area Code), CID (Cell Id), Net-
work Type, Signal Strength (Figure 3).

Warning: Do not change the Preferred Network 
Type as it can affect the phone performance.

Location Dependent 
Attacks 
on Mobile Services

In a world that is ruled by “advertising”, predicting User behavior is a 
very important factor for improving business prospects. These days 
many advertising companies, mobile operators are using 
Location Based Services to provide more facilities to user and 
better users’ experience.

What you will learn…
•	 various	 risks	 and	 some	 prevention	 techniques	 like	 not	 to	

submit	 any	 crash	 report	 and	 checking	 required	 permissions	
before downloading apps

What you should know…
•	 basic	knowledge	of	telecom
•	 awareness	related	to	android	application	

http://en.wikipedia.org/wiki/Mobile_phone
http://en.wikipedia.org/wiki/Mobile_phone
http://en.wikipedia.org/wiki/Public_land_mobile_network
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If you dialed *#*#197328640#*#* you will find a menu 
like: Figure 4. And when you press VERSION IN-
FORMATION, you will find an option of IMSI, 
which is unique to every user. This IMSI Value is 
a key for launching an attack (Figure 5).

Now the time to find out location
In order to find location, from the above example 
we have MCC=404, MNC=86, LAC=c353 (50003 

in decimal) & Cell Id=a8b7 (43191 in decimal). So 
now for finding the location we have to convert this 
parameter into Latitude and Longitude (Figure 6 
and Figure 7). We enter the parameters and get 
the Latitude and Longitude value. And we can see 
our exact location is JP Nagar.

Methods of Tracking user Location

•  Sniffing GSM network (using software defined 
radio SDR and USRP) as every BTS broadcasts 
cell id and LAC (Location Area Code) value.

•  In Telecom network Unilateral Authentication is 
a critical vulnerability. It means this is the net-
work that Authenticates users. The user does 
not authenticate network so the attacker can 
use a false BTS with the same mobile network 
code as the subscriber's legitimate network to 
impersonate himself and perform a man-in-
the-middle attack. The attacker can then per-
form several scenarios to modify or fabricate 
the exchanged data.Figure 1. Field Test Mode Menu

Figure 2. Phone information revealing various important 
information

Figure 3. Setting of SMSC via phone information

Figure 4. Other Option for detailed information

Figure 5. IMSI & IMEI sensitive information

Figure 6. Obtaining location with the help of LAC & CellID
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•  When we install an android app it asks for in-
ternet permission, geolocation permission, 
READ LOGS Permission (depends on the ap-
plication) and whenever the application crash-
es it asks for force shut down or report. If us-
er clicks on report the crash option, system log 
is sent using the integrated Google feedback 
client. Google shares the system log with de-
veloper’s to fix the problem and the developer 
in his developer console will be able to see all 
users’ reports by exception types. So with the 
help of system log one can find the location of 
user and many more details.

•  Man in the middle attack (MITM) during ap-
plication download over wifi: the new an-
droid market and android download manag-
er send application name, description, permis-
sions then content in plain text http. It is possi-
ble to change application description, permis-

sions, content and install any malware applica-
tion. We can ask for READ LOGS Permission 
so when the user accepts the application then 
we can spy the user easily. As the log size of 
Android (Considering Android) is not so big so 
while malware installation we can multiply the 
log size by 10 or 100 so we can see lots of de-
tails of victim like cell id visited, call history and 
sms.

•  Android uses a specific logging facility which is 
enabled by default. These logs are of different 
type like system log, radio log, event log, main 
log. In the Radio logs attacker can find history 
of visited MCC, MNC, LAC & Cell Id.

•  Location Service: Location services like in-
formation of pizza store nearby my place etc. 
In the location service (LCS), a network carri-
er locates a MS through the public land mobile 
network (PLMN). The LCS uses special mobile 
location technology and locates a mobile ter-
minal with a precision of longitude and latitude. 
Gate mobile location center (GMLC) is a gate-
way that is used to connect the LCS client and 
the LCS server. After obtaining related location 
requests through the Le interface, the GMLC 
is responsible for requesting routing informa-
tion from the HLR and sending the location re-
quest to the VMSC. The GMLC is also respon-
sible for sending the location results to the re-
lated LCS client. It can convert the result in-
to the location information according to the re-
quirement.Figure 7. Above figure showing location of user

Figure 8. GSM Architecture
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Attacking Privacy via iMSi Catcher
Understanding concept of IMSI Catcher, we need 
to know the components of GSM. These are not in 
the scope of this article, so will not describe it here.

Components of GSM Architecture includes

•  Home Location Register (HLR)
•  Mobile Switching Center (MSC)
•  Base Station Controller (BSC)
•  Base Transceiver Station (BTS)
•  Visitor Location Register (VLR)
•  Equipment Identity Register (EIR)
•  Authentication Center (AuC)
•  Gateway SMSC (Figure 8)

Capturing iMSi by iMSi-Catcher
IMSI Catcher, a virtual base transreceiver station, 
works as a Man in the Middle Attack between mo-
bile user and service provider, means it establish 
another connection from the real base station for 
forwarding the communication. It is used for vari-
ous activities like Intercepting, Recording and Jam-
ming the GSM network. As our mobile authenticate 
the network, network not required to authenticate 
the mobile subscriber. IMSI Catcher uses this loop-
hole to track the mobile user. The biggest advan-
tage of using IMSI Catcher is that service provides 
are unable to detect the use of IMSI Catcher. IMSI 
Catcher acts as a fake base station and records 
every mobile station’s IMSI numbers of that area. 
IMSI Catcher used to intercept the GSM network 
by forcing the user to connect with A5/0 Encryp-
tion algorithm, means no encryption at all, As its 
base station responsibility to choose the encryp-
tion mode. Without encryption it can easily inter-
cept and convert it into audio. IMSI Catcher for-

wards the call to the network and then can monitor 
it for a long amount of time (Figure 9).

In GSM our mobile connects the network of max-
imum signal strength, IMSI Catcher acts produce 
maximum signal strength of that particular area 
and can connect any mobile station. Hence the 
mobile station acts this fake base station as a real 
base station. Once we connect to the victim mobile 
as a fake Base Station, we can sniff the call but for 
this we have to re-transmit the signal to the real 
network. For this we can use repeater.

Attacker sends a fake TMSI for updating to loca-
tion, to the visited network and visited network un-
able to resolve this so it sends an identity request 
to the attacker, this time attacker replies with the 
real IMSI of victim. Now the visited network request 
for authentication with the home network with the 
IMSI given by attacker. Home network sends au-
thentication response including 32 bit signed re-
sponse (SRES), random challenge (RAND) and 
64-bit session key (Kc) back to the visited network. 
Now visited network send a random challenge 
to attacker and attacker responds back with the 
SRES to the network. Visited network matches the 
SRES values given by home network and attack-
ers. If matches then the attacker got authenticated.

Conclusion
User privacy is one of the primary responsibilities 
of Telecom Operators. If an adversary can use any 
of the location based attack’s to predict a user’s 
location then this could lead to loss of Privacy for 
the user. Once a user’s location has been revealed 
then this could lead to more formidable attacks.

Also Location based services will be used more 
and more in the near future. But it remains to be 
seen how securely these services will be used. 
The security behind the use of such services will 
be of paramount importance.

Figure 9. IMSI Catcher flow diagram
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This article will describe how to get Domain 
Admin on a network using the Incognito Ex-
tension within Metasploit. This is a post ex-

ploitation technique which takes advantage of the 
manner in which access tokens are implemented 
in Windows Operating Systems. 

A Post Exploitation technique is an attack per-
formed after achieving a successful compromise. 
It can be either further exploitation or maintain-
ing access and covering your tracks. In this case 
we will be discussing the former, further exploi-
tation.

A brief introduction regarding Tokens and 
incognito
Windows access tokens are created and man-
aged by the Local Security Authority Subsystem 
Service (LSASS) and part of Microsoft’s authen-
tication, access control and single sign-on (SSO) 
model. A server or event workstation may have 
different user tokens of some variety present de-
pending on the function of the server or worksta-
tion. If the system is compromised then Incognito 
can be used to take advantage of these user to-
kens to perform privilege escalation. So choose 
your system carefully! A system where it is likely 
that a high privileged domain user will require ac-
cess to like a database server is a good way into 
the network.

There are two types of tokens, delegate and im-
personate. Delegate tokens are created for ‘inter-
active’ logons, such as logging into the machine 
via SMB or connecting via terminal services (RDP). 
Impersonate tokens are for ‘non-interactive’ ses-
sions, such as assigning a network drive. Further-
more, these tokens are persistent so they will be 
there for you to steal until the system is rebooted.

Incognito was originally a stand-alone application 
and still is but is additionally conveniently available 
in Metasploit’s Meterpreter.

Now that we have discussed the background of 
the exploit, we can see at how to use the tokens to 
our advantage with the Incognito tool.

how to Elevate 
to Domain Admin the easy way!

Using Metasploit’s Incognito extension we will look at one of the 
easiest ways of getting Domain Admin within minutes. A post 
exploitation method everyone should know and enjoy.

What you will learn…
•	 Introduction	to	Metasploit’s	Incognito	extension
•	 How	to	use	tokens	to	your	advantage
•	 A	Post	Exploitation	method
•	 Basic	understanding	of	Access	Tokens	 in	Windows	Operating	

Systems

What you should know…
•	 Metasploit	and	Meterpreter
•	 Linux

Figure 1. Deploy meterpreter payload via psexec
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Below we have successfully exploited a server 
with a weak MSSQL password of ‘password’ via 
the Metasploit XP command shell exploit. We cre-
ated ourselves a local user on the server and have 
successfully used psexec to return a Meterpreter 
shell. This is just one particular scenario I experi-
enced a couple of months back, but the main thing 
here is that you have successfully achieved a Me-
terpreter shell back on a machine. Below is an ex-
ample of what the Meterpreter shell should look 
like: Figure 1.

Note: if you are ever stuck and don’t remem-
ber the Meterpreter commands, just type ‘help’ as 
shown below: Figure 2.

To load one or more extensions we use the com-
mand ‘load’. Figure 3 on how to load Incognito.

By typing in ‘help’ again, you will be provided 
with a brief description of the commands offered 
by Incognito at the end of the help, as shown Fig-
ure 4.

16th INTERNATIONAL SECURITY AND RFID EXHIBITION
16th INTERNATIONAL FIRE,
EMERGENCY RESCUE EXHIBITION

SMART HOUSES AND BUILDING AUTOMATION EXHIBITION

OCCUPATIONAL SAFETY AND HEALTH EXHIBITION

INFORMATION, DATA AND NETWORK SECURITY EXHIBITION

The Most Comprehensive Exhibition
of the Fastest Growing Sectors of recent years

in the Center of Eurasia

SEPTEMBER 20th - 23rd, 2012
 IFM ISTANBUL EXPO CENTER (IDTM)

THIS EXHIBITION IS ORGANIZED WITH THE PERMISSIONS OF T.O.B.B.
IN ACCORDANCE WITH THE LAW NUMBER 5174.

Figure 2. Help command

Figure 3. Incognito loaded

Figure 4. Incognito commands

Figure 5. Check user privileges

http://www.isaffuari.com/
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First we need to see whether there are any to-
kens on this workstation that we can impersonate. 
Ensure you have SYSTEM privileges to get the 
most out of this extension. If you don’t, then try us-
ing the getsystem command or migrating to a privi-
leged process.

To check what privileges you have on the current 
shell, type ‘getuid’ as shown Figure 5.

We need to be SYSTEM on the workstation so 
using Meterpreter’s module will carry out a local 
privilege escalation. By entering in ‘getsystem’ in 
your current shell, like Figure 6.

To confirm we are SYSTEM on the worksta-
tion run the getuid command again, as shown  
Figure 7.

Now that we are SYSTEM we can take advan-
tage of the Incognito tool and see what tokens are 
available for impersonation. By running the list_
token command we are able to see what options 
we have as shown Figure 8.

We have two options in the list_token command, 
either to list tokens by users or groups. Listing 
groups is a good idea to see if you have any to-
kens that are part of an administrative group (Fig-
ure 9).

From the above screenshot we can see there are 
account tokens present that are part of administra-
tive groups like the ‘Domain Admins’ group. Below 
is an example of how to list the user specific token 
available on the system (Figure 10).

Our objective here is to add our user to the ‘Do-
main Admins’ group so we have control of the en-
tire domain. Thus, we need a user with similar 
privileges to add our user to the group via Active 
Directory (AD). Incognito has provided us with a 
list of users but we don’t know which of these us-
ers is part of the ‘Domain Admins’ group. 

Don’t panic, we don’t need to! The add_user 
command utilises all the tokens available on 
the system. We will try to add a user to Domain 
now by using the add_user command, as shown  
Figure 11.

The add_u,ser command requires a username, 
password and the Domain Controller (DC) ad-
dress. Additionally when entering your password 
ensure that it needs to meet the password policy 
defined in the domain. 

Figure 10. List user tokens

Figure 11. Add user command options

Figure 12. Discover DC

Figure 6. Get SYSTEM on the box

Figure 7. Check user privileges

Figure 8. List token commands

Figure 9. List group tokens



www.hakin9.org/en 23

how to Elevate to Domain Admin the Easy Way!

If you don’t know the DC address then, either let 
the extension find it for you, or use the Meterpreter 
script /post/windows/gather/enum_domain’, as shown 
Figure 12.

We have all the information we need to create a 
user; thus, we will add a user called ‘snake’ with 
a complex password that meets the default Win-
dows Server 2003 password complexity, Pass-
word123 to the DC found in Figure 13.

The command executed successfully, therefore 
the user ‘snake’ is now a domain user or part of 
the ‘Domain User’ group. Now we will escalate our 
privileges by adding ourselves to the ‘Domain Ad-
mins’ group with a user token. This can be done 
using the command add_group_user command as 
shown Figure 14.

The user ‘snake’ is successfully added to the 
‘Domain Admins’ group and now has full admin ac-
cess to any machine under the domain. 

From this stage, I would personally log onto the 
DC, dump the hashes, crack them to find other 
weak passwords and possibly gain admin access 
to other domains.

A screenshot of the user snake in AD below is 
showing the groups the user is a member of and 
as we can see the user is part of the ‘Domain Ad-
mins’ group.

In conclusion, using Metasploit’s Incognito ex-
tension allows us to take advantage of access to-
kens stored on a machine, to further penetrate in-

to the network, very quickly and efficiently. In this 
example we have only explored one example of 
how to get Domain Admin using access tokens. It 
is especially useful if you are a frequent Metasploit 
user. There are other tools that can be used to car-
ry this out, and, perhaps, this can be discussed in 
further articles.
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Figure 13. Add user to the domain

Figure 14. Add user to the domain admin group

Figure 15. The snake user is now a Domain Admin
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The Big Question is: how would the hackers 
gather this confidential information about the 
privileged network, how would they come to 

know the corporate email IDs of the employees, 
how would they scan the network and able to exit 
unnoticed from the network? Even SIEM tools fail 
to log their presence on the network. 

What hackers actually do is – hack into the 
network, plant a virus over the network, scans 
for the number of hosts present over the net-
work and check from where the response is 
coming from; thereafter start exploiting the net-
work with their existence or self-developed  
exploits. 

Low Tech hacking
Internet is being attacked from several decades; thus it becomes 
inevitable to secure data. New techniques and methods are being 
developed and implemented to provide security to the data. 
Similarly,	hackers	(Bad	Guys)	are	also	inventing	new	ways	to	do	
malicious activities, over the internet and as well on the corporate 
network. Security Solutions like anti-viruses with heuristic detection 
technique,	Port	Blocking	firewalls,	event	monitoring	tools,	are	not	
even sufficient to stop hacking attempts over the network. 

What you will learn…
•	 This	 Article	 covers	 the	 lowest	 technique	 to	 hack	 into	 the	

network, how sometimes hackers without any tools and 
exploit are able to take sensitive information. And what are 
gaps left unnoticed in building security lifecycle

What you should know…
•	 You	 must	 have	 basic	 understanding	 of	 information	 security	

and key terms used in the article like Social engineering, 
physical security, and network security

Figure 1. Low-Tech Hacking Classification
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Sometimes hackers uses less technical skills 
to penetrate inside the network, this is something 
called “Low Tech hacking”.

This Article is going to give you complete over-
view of low-tech techniques to penetrate INSIDE 
the network.

Low-Tech hacking is generally classified into 
three main categories:

•  Social Engineering
•  Physical Security
•  Network Security

Social Engineering
Social Engineering is most popular technique for 
Bad Guys to do their activities. It is also a key for 
the Low-Tech Hacking, as this technique doesn’t 
need any tools to bypass any defense. It is the art 
use for manipulating people for their purpose and 
benefit. As one said “There is no PATCH made for 
human stupidity”. 

Social Engineering Activities are as follows:

•  Gaining Confidence of the employees, by pos-
ing themselves as a counselors/friend to them.

•  Sending phishing emails to users, by posing 
themselves as an authentic source, e.g. an 
email from HR asking details of the employee 
& Lottery win.

•  Posing as they are calling from a known au-
thority (Figure 2).

•  Collecting information about the employee in 
bits and pieces.

•  Sending a virus alert link to the user that “Sys-
tem is under threat, Click to Scan immediately”.

The following techniques are identified as a part 
of Social Engineering: 

•  Dumpster Driving
•  Shoulder Surfing
•  IVR (Interactive Voice Response)
•  User Awareness (Figure 3)

Dumpster Driving technique is used to carry out 
attack from the information collected out from 
trash or from their dashboards, consider an ex-
ample, user write their username and password 
on a paper and throw it in the trash. Somehow 
attacker collects that information and misuses it. 
Similar to this is IVR (Interactive voice response 
system), where attacker get the company phone 
directory, and start dialing the number, wherever 
he gets response, he start posing as he is call-
ing from the HR department, and need to up-
date his bank account details in their records 
(Figure 4).

Figure 2. Social Engineering

Figure 3. Dumpster Driving

Figure 4. Low-Tech Hacking 
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Shoulder surfing is one of its kind, let’s take an 
example to look into it, you are working on your 
computer and your office CCTV is pointed at your 
computer screen. CCTV generally records every 
movements when you are at work, what if, this 
CCTV records like events when you are trying to 
login into bank account or your company confi-
dential document, CCTV will recording every key 
pressed by you to access you confidential infor-
mation.

User Unawareness is one of the key to social 
engineering attack, because at the end informa-
tion lies in the person’s hand, they have the pow-
er to remember what they read. Suppose during a 
business conference they talk about their business 
deals, bad guys try to be friendly to them or try-
ing to pose them as higher, but due to completion 
zeal, something secret came out from your mouth 
(Figure 5).

Let’s take one more example, when two people 
are discussing the complexity of the password and 
are unable to remember them, so one advise them 
to keep it simple, so that they can remember it. So 
they use the name of his/her town/Wife/Children’s 
etc.

It is important to note that “No Incident will be 
raised for known/authentic users, so keep yours 
username and password safe” (Figure 6).

Combating Techniques to Social engineering

•  User of printer and shredders in a separate se-
cured room, with restricted entry, every docu-
ment which is of no use and confidential must 
be shredded

•  Good Practice is to not point CCTV’s at users’ 
monitors, point them at gates, plus the lock the 
keypad wherever necessary

•  Security education is a must for every employ-
ee, they must know, what things, not made for 
sharing with others are. Never give yours pass-
words over the phone if someone asks. Ask 
them to send email if they need it.

Physical Security: Physical security plays a vital 
role while designing security model for organiza-
tions, physical security is concerned with action 
taken to protect personnel, premises, and tech-
nology from outsider’s threats. Also includes pro-
tection from natural disasters, theft and terrorism. 
Controlling the access of the rooms/areas where 
information resides from intruders or unauthorized 
users. 

Data Center Securities are designed with Spe-
cial care, Biometric access /Retina scan authenti-

cation mechanism used to provide additional layer 
of security.

Here are examples of a few preventive physical 
security controls, which will help in building physi-
cal security model:

•  Flood Management
•  Fences
•  Security Guard
•  Power Supply
•  Access Control
•  Smoke Detectors
•  Locks 
•  Video Surveillance

Employees get noticed/identified with their ID 
Card, this ID card contains all the relevant access 
and these accesses are controlled via centralized 
access management system. This procedure of 
identifying employees with their ID cards, is called 
Badge Surveillance. 

To control the access of vehicles, employee’s 
vehicles are tagged with a vehicle pass, so that it 
becomes easy for security guards to differentiate 
between authorized vehicles and non-authorized 
vehicles. This procedure is Vehicle Surveillance. 

Continuous monitoring of activities happening 
within the premises can be done with the help of 
CCTV cameras, called as Video Surveillance.

Sometimes physical security controls are over-
looked, due to the fact that some gaps remains un-

Figure 5. User Awareness
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noticed, here are gaps which 
left unnoticed, are used by 
hackers as a low-tech hack-
ing procedure:

•  Badge Surveillance
•  Vehicle Surveillance
•  Video Surveillance
•  Tailgating (Figure 7)

Let’s have a quick look at how hackers take ad-
vantage of those gaps and penetrate inside the 
premises and take whatever they need with a 
Low-Tech Procedure: 

An employee ID card contains information to 
what company they belong to, their employee ID, 
Card number, and some time the department they 
belongs to. Similar to their vehicle pass, they also 
have information like the name of your company or 
apartment. 

Consider this example, if someone takes a copy 
of your ID card, or takes a picture of your card 
with high resolution camera, and makes a copy of 
it, most of the time security guards do not check 
for content on the card during the morning/eve-
ning time, when employee comes in or out. Or 
make a copy of vehicle pass when they are en-
tering.

Video surveillance monitors the activities that 
employees are doing inside the premises. And 

our Mr “X” tailgates to a restricted room and even 
into the data center area, where he breaks into 
stuff.

One more example. Mr. “X” got the internal phone 
directory, by anonymously calling to the range of 
numbers, or by using dumpster driving techniques, 
or via mail room where courier used to arrive. And 
spread a “bomb threat” rumor inside the organiza-
tion by calling to random number, this incident was 
really happen in 2007 at “Bangalore” at one the IT 
tech park, so all the employees were being told to 
evacuate the premises.

Combating Techniques to Physical Security 

•  Review video logs; build a system which can 
detect if others are tailgating.

•  Protect the employee card with some specific 
numbers, if others takes copy of that, so that 
there number will be secret

Figure 6. Physical Security Categorization

Figure 7. Bomb Scare at Bangalore Tech Park
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•  Do not wear their access-card outside the of-
fice premises

•  Do not share your office numbers for personal 
use.

•  Do not tag the company logo, /department 
name on vehicle pass, instead use specific sig-
nal on the vehicle pass

Network Security: Network security attacks are 
one of the most common attacks which users 
are generally aware of. So a layered defense ap-
proach is generally adapted. This defense ap-
proach consists of the placement of security con-
trols like Router, Firewall, Switches, IDS/IPS (In-
trusion Detection and Prevention system), Anti Vi-
ruses,’ SIEM devices etc (Figure 8).

This Defensive approach is able to control ac-
cess from the outside, but controlling the access 
from inside is still a challenge.

Generally bad guys target the user layer. Here 
are a few points where a hacker could attack:

•  Portable Media (CD/DVD/USB)
•  Wireless Network
•  Google Hacking

Portable media like CD/DVD/USB, could be a 
potential threat to low-tech hack. Let’s take an 
example to elaborate this in more details, Mr. 
“X’s” Company offers free USB drives to your 
employees, receiving gifts are always exciting. 
So some of the employee takes that and plug 
it in their system, this USB drive may contain 
key logger, or some software to install, or some 
known software with malware embedded on it, 
which may steal confidential information by sit-
ting on the system.

Wireless Network: As we know, Wireless net-
work were invented to provide freedom to the us-
er, from wired network, and provide connectivity 
while the user is on the move, Cellular network 
is one of the best examples for wireless network-
ing, Wireless network uses radio frequency and 
optical wavelength technology to broadcast the 
packets. Wireless network comprises of following 
things: Access points, channels, WEP, etc etc… 
(Figure 9)

Let’s see how hackers perform attacks with Low-
Tech, 

•  War-Driving: The most common technique to 
reconnaissance on a wireless network is war-
Driving, to find active APs (Access points) on 
the network. As a Low-Tech practice tools 
used for Wi-Fi network scanning are: WiFiS-
canner and netstumbler.

•  DOS to Wireless network: Wireless network as 
we know broadcast radio frequencies. When a 
user connects to the Wi-Fi network they send 
request packet to nearest Access point, along 

Figure 8. Wireless Hacking

Figure 9. Ways to Hack Google
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with their SSID, post to that Access Point ver-
ifies the request, thereafter connection will be 
established. And an IP from DHCP pool will be 
assigned to the user.

 It’s not easy to protect wireless network from 
DoS attack because when a use send multiple 
malformed packets to the Access point, it can 
cause resources exhaustion on that access 
point, so that authorized users will not be able 
to get access to the network. And also session 
hijacking to the end users. 

•  Cracking of Default Passwords used in access 
points

Google Hacking: Google itself maintain its hack-
ing database known as GHDB (Google Hack-
ing Database) to perform basic level of hacking. 
Google with the use of advanced operators to 
search within the database. Operator like: 

•  Info: index.of
•  Intext: index.of
•  Intitle: index.of
•  Inurl: index. of
•  Link: index.of

Google also has its own tools to perform low-
tech hacking like GOOSCAN, Goolink Scanner, 
Google Hacks, and Search Diggty. Search diggty 
is based off of JSON/ATOM API’s, which can also 
integrated with other search engines like Micro-
soft BING with the BING API.

Combating Techniques to Network Security

•  Do not allow any USB drives inside the premis-
es, always disable the use of USB or any other 
external drives on the systems

•  Do not place Access Points near windows of 
the premises, and always use encryption tech-
niques to encrypt the key
•  Remove the default password for access 

points
•  Harden the Wi-Fi access points to prevent it 

from unauthorized access.
•  Always use secured wireless network, do 

not connect with any unsecured wireless 
network which is available on airports and 
other public places

•  Continuously monitor the usage of Wi-Fi 
equipment and their usage.

•  Disable the use of visitors laptop to the net-
work, some security policy must be defined 
if visitor laptop are going to be the part of in-
ternal network

•  Regularly audit the use of the Wi-Fi network
•  Use of Alert Diggity from Stach & Liu (The 

FUNdle bundle) and SHODAN alert Bundle to 
defense from google hacking 

Conclusion
The key to Low-Tech hacking is social engineer-
ing, so it becomes important for an organization to 
prepare a TVR (Threat, vulnerability & Risk) index, 
to calculate the risk associated with every asset 
used in the organization. The best way to deal with 
Low-Tech Hacking is security awareness educa-
tion to all of the employees within the organiza-
tion. Plus the adoption of internationally acquired 
best practices model/standard for building the en-
terprise security model. 

References
•  http://video.google.com/videoplay?docid=-216082 

4376898701015
•  http://www.thenetworkadministrator.com/Low-Tech-

Hacking.htm
•  http://www.insecure.in/wireless_hacking.asp
•  http://www.wbdg.org/ccb/ARMYCOE/FIELDMAN/

fm31930.pdf
•  http://csrc.nist.gov/organizations/fissea/2006-confer-

ence/Tuesday300pm-OLeary.pdf
•  http://en.wikipedia.org/wiki/Social_engineering_(se-

curity)
•  http://www.amazon.com/Low-Tech-Hacking-Securi-

ty-Professionals/dp/1597496650
•  http://www.offensive-security.com/community-proj-

ects/google-hacking-database/
•  http://techteachtoo.com/technology-basics/shoul-

der-surfing-increases-debit-credit-cards-increase/
•  http://www.enisa.europa.eu/activities/cert/security-

month/ecsm-material/password_poster_2.jpg/view
•  http://dryicons.com/icon/colorful-stickers-part-

3-icons-set/id-card/
•  https://sites.google.com/site/sociedaddefilosofiapli-

cada/classroom-pictures/instruccion-publica

NavNeeT SHaRma
Navneet Sharma is an Information Se-
curity Analyst with the Technology Ex-
cellence Group of Tata Consultancy 
Services (TCS) working in the domain 
of information and network security. 
He holds a degree of B.Tech in Infor-

mation Technology and has worked in a diverse range 
of industry verticals over the last 7 years of his career. 
Some key assignments that he has been involved in in-
clude network security design and consulting, security 
auditing, vulnerability assessment, penetration testing. 

http://video.google.com/videoplay?docid=-2160824376898701015
http://video.google.com/videoplay?docid=-2160824376898701015
http://www.thenetworkadministrator.com/Low-TechHacking.htm
http://www.thenetworkadministrator.com/Low-TechHacking.htm
http://www.insecure.in/wireless_hacking.asp
http://www.wbdg.org/ccb/ARMYCOE/FIELDMAN/fm31930.pdf
http://www.wbdg.org/ccb/ARMYCOE/FIELDMAN/fm31930.pdf
http://csrc.nist.gov/organizations/fissea/2006-conference/Tuesday300pm-OLeary.pdf
http://csrc.nist.gov/organizations/fissea/2006-conference/Tuesday300pm-OLeary.pdf
http://en.wikipedia.org/wiki/Social_engineering_(security)
http://en.wikipedia.org/wiki/Social_engineering_(security)
http://www.amazon.com/Low-Tech-Hacking-Security-Professionals/dp/1597496650
http://www.amazon.com/Low-Tech-Hacking-Security-Professionals/dp/1597496650
http://www.offensive-security.com/community-projects/google-hacking-database/
http://www.offensive-security.com/community-projects/google-hacking-database/
http://techteachtoo.com/technology-basics/shoulder-surfing-increases-debit-credit-cards-increase/
http://techteachtoo.com/technology-basics/shoulder-surfing-increases-debit-credit-cards-increase/
http://www.enisa.europa.eu/activities/cert/security-month/ecsm-material/password_poster_2.jpg/view
http://www.enisa.europa.eu/activities/cert/security-month/ecsm-material/password_poster_2.jpg/view
http://dryicons.com/icon/colorful-stickers-part-3-icons-set/id-card/
http://dryicons.com/icon/colorful-stickers-part-3-icons-set/id-card/
https://sites.google.com/site/sociedaddefilosofiaplicada/classroom-pictures/instruccion-publica
https://sites.google.com/site/sociedaddefilosofiaplicada/classroom-pictures/instruccion-publica


11/2012 30

NETWORK

Ubiquitous computing, also known as perva-
sive computing, will be based on “invisible” 
sensors and autonomous elements, which 

interact with each other to build environments and 
provide services to its users. The engineering re-
quired to build these environments is challenging, 
in terms of software and hardware. The social is-
sue is also a complicating factor.

Ad hoc networks or MANET (Mobile Ad hoc Net-
works) are wireless networks that do not have any 
centralized infrastructure. Thus, each node can 
act as a router, capable of forwarding packets and 
may also run applications. In this context, routing 
protocols for ad hoc network must consider certain 
features that do not occur in a structured network, 
such as limited resources and dynamic topology. 
For this reason, if a routing protocol that wastes re-
sources or those that do not react well in the face 
of node mobility is used, the network may become 
unviable. 

In summary, the basic mode of operation of sen-
sor networks is quite different from the wireless 
computer networks due to the high integration of 
these networks with the physical world. Since the 
technological expansion in telecommunications to 

computer science brought a new set of challenges 
overcome, one these challenges is to provide ac-
cess to technologies and a means for these de-
vices to communicate accurately, converging with 
each other and integrating into a cohesive network.

Currently one of the focuses of research in wire-
less networks is in the context of mobile ad hoc 
networks. It is expected that these networks will 
play an important role in sensing applications, es-
pecially where an infrastructure network is not ac-
cessible or does not exist. Typical applications for 
this type of networks include mobile computing in 
remote areas, tactical communications and search 
and rescue in disaster situations.

The critical issue in such networks is their abil-
ity to adapt to dynamic changes in topology that 
is generated by the movement of the nodes. Ad-
aptation to topological changes requires dynamic 
changes in routing. Route management is crucial 
for these networks. Due to the high mobility of the 
nodes, finding a route between source and desti-
nation and keeping it active as much as possible is 
a complex task. Similarly, finding the node to which 
a certain message is addressed is difficult in such 
networks.

Security in Wireless 
Sensor Networks – Major Attacks, Encryption Algorithms 
And Security Protocols

Technological advances in the areas of microelectronics and 
telecommunications	bring	WSNs	(Wireless	Sensor	Networks)	to	a	
vast	array	of	industries.	So	what	exactly	is	a	WSN?	WSNs	are	mobile	
network technologies that enable the integration of sensors in small 
wireless devices that collect data for decision making in a monitored 
environment.

What you will learn…
•	 The	main	 vulnerabilities,	 attacks,	 encryption	 algorithms	 and	

security	protocols	for	Wireless	Sensor	Networks	(WSNs);	
•	 Standards	and	precautions	for	implementing	security	in	WSNs.

What you should know…
•	 Wireless	Sensors	Networks	concepts;
•	 Components,	concepts	and	operational	aspects	of	enhancing	

the	security	of	WSNs;
•	 How	 sensors	process	 and	 transmit	 information	based	on	 the	

decision making processes;
•	 Notions	 of	 applications,	 protocols,	 topologies,	 routing	 and	

management	of	WSNs;	
•	 Situations	that	a	network	analyst	can	find	when	analyze	WSNs.
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Wireless Sensor Networks (WSNs) are an es-
sential part of the infrastructure of these environ-
ments. They work based on the sensing technique, 
which is the set of activities performed to obtain in-
formation about a certain situation or environment 
through sensors. The acquired information is then 
used for decision making.

WSN Architecture
A WSN is a collection of interconnected sensors 
that communicate with each other and with the en-
vironment, collecting data and transmitting that in-
formation to a processing center (local or distribut-
ed) that will use this information to make decisions 
appropriate to the situation being monitored.

The physical medium used to form the sensor 
network can be radio signals or infrared light. For 
economic reasons it is not feasible for an inter-
connection used in traditional computer networks, 
since the types of applications that run on these 
networks differ from networks of wireless sensors.

The WSN nodes are distributed communica-
tion mechanisms and can implement self-config-
uration in case of failures. Each node is equipped 
with sensors and can be organized into clusters. 
A WSN must have at least one sensor, called the 
sink node or sink, capable of detecting, process-
ing; reaching a decision to take a monitored event 
and transmit it to the sensors broadcast by the net-
work. Figure 1 illustrates a sensor network.

Simplified Description of a Sensor Node
Sensors or Sensor Nodes (SN) are standalone de-
vices capable of acquiring, processing and com-
municating information or intelligence regarding a 
monitored environment. The basic hardware con-
sists of a sensor transceiver, processor, memory, 
battery and sensor element, which are mounted 
along the gateways and actuators in the composi-
tion of a WSN. Actuators are elements capable of 
changing values   and correct flaws in the monitored 

environment. The gateways enable communica-
tion of a WSN with other networks. Figures 2 and 
3 illustrate the basic hardware of a SN and present 
images sensors, respectively.

Communication interface
The IEEE 1451 standard defines a communication 
interface for transducers (elements that are sen-
sors and actuators at the same time), facilitating 
their development when they should be networked 
or systems that use various types of communica-
tion protocols. Its architecture is shown in Figure 4.

Vulnerabilities and Attacks in WSNs
Many vulnerabilities exists in WSNs due to the 
wireless communication and the fact that the sen-
sor nodes are in locations without physical security 
or are not monitored.

The major vulnerability related to the physical 
layer includes the interference of transmitted com-
munication signals, and damage of sensor nodes. 
The interference of communication signals trans-
mitted by a node (signal jamming) occurs when an 
intruder node generates random signals to prevent 
communication between the nodes of WSN. One 
way to avoid this type of interference is through the 
use of spread spectrum signals for encoding. How-

Figure 1. Sensor Network (Adapted of STOCHERO, 2003 and 
CAMPISTA, 2003)

Figure 2. Basic Hardware of a Sensor (Adapted of LOUREIRO, 
2002)

Figure 3. Sensors (RUIZ, 2004)



11/2012 32

NETWORK

ever, the radios that supports encoding spread 
spectrum are more complex, more expensive and 
consume more power, which could derail its use 
in WSN.

Another physical vulnerability comes from the 
fact that the sensor nodes stay in places without 
physical security or not monitored. An attacker 
could damage a sensor node, impairing the func-
tioning of the application being run by WSN. Fur-
ther, the node could be replaced by a malicious 
node to generate attacks the network or informa-
tion being transmitted. A third possibility is that the 
information stored on a sensor node is captured 
and extracted, allowing an attacker to obtain en-
cryption keys or authentication. To prevent this vul-
nerability from being exploited, additional circuits 
are needed for data protection, protective caps or 
seals would help on the outside of the device.

Vulnerabilities at the network layer come from 
problems associated with data routing, since in 
WSN, all nodes are routers. The most direct at-
tack on a routing protocol is to change, repeat or 
fake (spoof) control packets of the same, to create 
loops, detours, black holes or partitions. Among 
the major attacks in WSNs, we can enumerate:

Spoofing
Targeting the control packets responsible for route 
table information, this type of attack occurs when 
a malicious node modifies or repeats routing infor-
mation in the network in order to cause loops, at-
tract or repel traffic, generate error messages and 
routes, and divide the network. This ensures that 
the information never reaches the destination and 
will always pass through the same node, which will 
spend too much energy to send and receive it. In 
this type of attack the malicious node goes by a 
sink node, causing the network information pass-
ing through it.

Selective Forward
This type of attack is used to undermine the func-
tioning of the collaborative network, where a mali-
cious node refuses to forward packets, discarding 
them. This causes the network to function collab-
oratively and this cannot occur because the trans-
mission of information to becomes point-to-point, 
where each node must forward packets coming 
from its neighbors. Thus, a malicious node can act 
as a black hole, not forwarding incoming data re-
gardless of who received them.

Deviations
This attack happens when there is a deviation of 
packets for malicious nodes. The SN neighbors 
or even the SN itself can manipulate the data and 
make modifications. This vulnerability occurs be-
cause attackers change the routing messages. 
This causes a node to become useful to its neigh-
bors as part of their routes, others may reach us by 
flooding the network with false routes.

Sybil
Some systems use redundant routes in order to 
prevent possible threats, should any be compro-
mised. In this attack a node may have several 
identities and by impersonating other nodes could 
enable control of the network. This can occur be-
cause with multiple IDs, replacing good routes with 
bad. In this way, we think it was a malicious node 
that is applying this type of attack, when it is not.

Wormholes
Wormholes are tunnels created by attackers. The 
messages that enter these tunnels are propagat-
ed across the network from one part to another 
through two malicious nodes that are at the ends 
of the tunnel. By forging routing metrics, each ma-
licious node will transfer inform its neighbors that 

Figure 4. Architecture of the IEEE 1451 Standard (LOUREIRO, 2002)
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the wormhole is the best path for the transmission 
of packets. 

hello inundations
Hello packets are sent by routing protocols be-
tween neighboring nodes to test and verify net-
work connectivity. Thus, a malicious node can 
send packets Hello deliberately to any node in the 
network. The sensors, to receive these packages, 
think that node as a neighbor and will accept rout-
ing information advertised by them. These routes 
induce the nodes to perform packet forwarding 
where the malicious node directs.

Spoofing of Positive Recognition
This attack is used with the goal of making it look 
like a bad traffic route looks good and suitable for 
sending packets, or showing that a disabled node 
is operating normally. This is done when a mali-
cious node sends a positive acknowledgment to a 
transmitting node, with transfer of the message by 
the attacker node. 

The Ring of Evil
The ring of evil occurs when malicious nodes sur-
rounding a sensor or group of sensors and refuse 

to forward packets by injecting misinformation in 
the ring. For this case, it should be noted that when 
a network is compromised, or when a node is sur-
rounded by many malicious nodes, it becomes dif-
ficult to make viable decisions.

Loops
Loops can be introduced into the network by in-
truders. These in turn, through the propagation of 
routing information for sensors, cause information 
to be circulated through the network indefinitely, 
resulting in increased energy consumption in an 
SN until exhaustion. 

Encryption Algorithms and Security 
Protocols in WSNs 
Sensor networks use wireless communication, mak-
ing them more vulnerable to attack, since this type 
of communication is broadcast. The network is more 
susceptible to intruders, which can easily listen to, 
intercept and alter data traveling on the network.

The purpose of providing security in WSNs 
brought the need for the creation and implementa-
tion of algorithms and techniques to establish se-
cure communication between the various nodes 
involved in a particular environment. For this to 

a d v e r t i s e m e n t

http://workbooks.com
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become more efficient, the initial solutions pro-
posed directly involved the layer with the highest 
incidence of attacks – the layer three – network. It 
is at this layer that the creation, integration and im-
provement of security codes are directly made in 
the protocols routing.

Using encryption and secure protocols in WSNs 
can prevent or reduce the severity of most of the 
types of attacks presented earlier. However, due to 
limited resources (energy, processing, and mem-
ory) in the existing sensor nodes, choosing an al-
gorithm to encrypt and decrypt messages sent by 
these nodes is not a trivial task. This is because 
the more complex (in terms of processing and key 
size) the algorithm, the greater the security, but 
more energy will be spent and therefore the life-
time of WSNs decrease (Araújo, 2004).

Implementations of routing protocols for ad hoc 
networks in sensor networks were successful with 
respect to packet forwarding. However, the solu-
tion did not meet safety expectations, as this as-
pect is not native in their algorithms. In addition, 
implementation of public key cryptography in this 
type of network is not feasible since it consumes 
too much energy resources of the sensors and the 
network as a whole. Thus, most of the proposed al-
gorithms for secure protocols for sensor networks 
apply symmetric key encryption, both to save en-
ergy and to ensure confidentiality and authentica-
tion between sensors and the base station.

Perrig (2001) states that the variables needed to 
make key calculations would not fit in the memory 
of a sensor and that the spread in signal broadcast, 
too, is a major obstacle, especially on the issue of 
key distribution, since it is not a reliable means. The 
good news is that studies and research have been 
conducted in order to solve some of these problems.

Changing and implementing security code level 
protocols AODV (Ad Hoc On-Demand Distance 
Vector Routing) and DSR (Dynamic Source Rout-
ing) were proposed by Marti et al (2000), which, 
even with some efficiency problems, resulted in 
the creation of two new algorithms: the watchdog 
and pathrater. The first act promiscuously, which 
consumes more energy in checking the activities 
of the network nodes for packet forwarding. The 
second, based on data provided by the watchdog, 
acts in measuring the reliability of the transmission 
rates of the alternative routes to the same destina-
tion. But, how does the performance of these two 
algorithms determine if two nodes are normal and 
attacking its neighbors at the same time?

One attempt to answer this question was pro-
posed by Michiardi (2002)who presented a mech-
anism that forces collaboration between sensors 

and generalizes the measured transmission rates 
– CORE (Collaborative Reputation Mechanism to 
Enforce Node Cooperation in Mobile Ad Hoc Net-
works). In this mechanism the neighboring nodes 
of a particular node collaborate measuring the effi-
ciency of this node in the performance of assigned 
tasks to it. This in turn is being reviewed and may 
change information on the packages around it. 
Therefore, there is no guarantee of the reliability of 
the data transmitted.

The need to connect to other networks creates 
vulnerabilities to network attacks and security in-
cidents. For a network that is always available 
to users certain requirements must be adopted. 
In WSNs the SN should be installed and config-
ured according to policies and goals before be-
ing placed online. The security of a WSN is mainly 
tested before and during your installation, because 
one of the problems with services is that they con-
sume too much energy in its operation and affect 
their lifetime of the sensor.

Some limitations of this type of network, such as 
processing and low power consumption, make the 
use of encryption not suitable as it requires a more 
processing with a higher consumption of energy. 
Thus, providing security in wireless sensor net-
works becomes a great challenge, which required 
security mechanisms that are appropriate to the 
restrictions of memory, processing and bandwidth 
existing in this type of network.

Precautions
Some precautions are necessary when consider-
ing a communication infrastructure data safe. It is 
necessary to know what the objectives and require-
ments are, and have to be considered when choos-
ing the application. Managing the information that 
will be sent by its nodes so as not to overwhelm the 
sensor, since these have several limitations. 

Requirements
The availability of services to authenticated and au-
thorized users must be constant. For this, the net-
work must by necessity be free of any realistic pos-
sibility of denial of service or distributed denial of 
service. The DoS or DDos consist of overload re-
quests, draining air resources and network services.

As the components of the network sensors are 
addressed here, it becomes necessary for con-
stant verification of energy use, since this is a pri-
mary issue for the lifetime of a WSN.

Principles of availability, integrity, confidentiality 
and authenticity are vital for any network data com-
munication, since they guarantee that an intruder 
cannot get the information. This is achieved through 
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the use of encryption that is implemented in security 
protocols, so that an attacker stealing information 
exchanged by SN condition not understand it.

In WSNs cryptographic keys are held by the SN. 
The more keys each node is uses, the more pri-
vate, unique and reliable the information is, ensur-
ing the authenticity and eliminating the potential for 
malicious information.

The verification of a given source can be done 
using protocols that make challenges to the trans-
mitters. These messages are sent in plain text so 
that we encrypt and authenticated with your key.

The authenticity is confirmed by the data sent 
to the decryption mechanism authenticator, which 
then verifies the key used is correct and that the 
sender is really who they say they are.

Another mechanism for authenticity verification 
and validation is to exchange a secret key to com-
pute a message authentication code, but this so-
lution is not secure since the propagation of the 
messages is broadcast due to the wireless char-
acteristic of the network.

The update ensures that information is not copied 
and inserted in the network. Copied data would be 
authentic, but not valid. This mechanism is achieved 
by the use of cryptographic keys revocation which is 
done periodically. The SN resists manipulation and 
is always updated to changes in the network.

Data integrity ensures that nothing has been al-
tered in transit by an adversary. This mechanism is 
usually implemented through the use of hash func-
tions. Any data can be manipulated without the at-
tacker knowing it was encrypted. Thus, a given 
node or NS can be manipulated, but without know-
ing the hash, the changes made will not allow ac-
cess. Depending on the particular application such 
action may be detrimental to the operation of the 
services and the network as a whole. 

The nodes should be resistant to manipulation 
because if a malicious user can gain access to a 
node they cannot obtain sensitive information such 
as data, code and even a cryptographic key. If an 
attacker was in possession of such false informa-
tion a fake node can be included in the network.

The SN should be collaborative, contributing to 
the functioning of the network, and not forwarding 
data packets or control. It is necessary to note that 
the behavior of the network is idle while a SN is not 
in connection with the rest of the network. this hap-
pens, he will be prevented from exchanging infor-
mation with the network.

Law (2002) says that in order to detect an intru-
sion of this kind of behavior, you would need some 
sort of mechanism that detects network anomalies 
through the use of an IDS, but this mechanism is 

still very sophisticated because it is included at the 
time of development of the sensor networks and 
can cause a great expenditure of energy.

Limitations
Encryption algorithms for sensor networks re-
quire a compromise between the security provided 
by the algorithm and the amount of energy it us-
es. Studies and comparisons have already been 
made by Law (2002) between the TEA and RC5. 
Their choice was made apply to sensor networks.

This is highly relevant since energy is required 
to encrypt, decrypt, send and receive data as well 
as store the information to process, verify and vali-
date signatures that travel over the network. All this 
results in energy consumption, and the amount 
stored on this sensor as well as the use thereof is 
its main limitation.

To Akyildiz (2002) another important factor is the 
behavior during the process in which the sensor 
is on standby to conserve power. At this time, the 
sensors may lose synchronism necessary for the 
functioning of security algorithms, since there is an 
exchange of information used in the update pro-
cess of keys. If a node loses this information, it 
may be unable to exchange information with the 
network. This mechanism must be used carefully, 
because the fact that a sensor in and out of this 
state may expend more energy than if it was on all 
the time.

Following are the major cryptographic algorithms 
and protocols, simple, efficient, low power con-
suming and memory, developed in order to provide 
security for wireless sensor networks, so that the 
process of communication in these networks more 
efficient and safe.

The RC5 Algorithm
This encryption algorithm was developed in 1994 at 
the Massachusetts Institute of Technology (MIT) by 
Ronald Rivest, who initially called it “Ron’s Code”.

Its high performance occurs because its simplic-
ity and speed not require much memory consump-
tion within the sensor, the CR5 can be parameter-
ized by word size (block to be encrypted), number 
of iterations and key size – which can customized 
to provide different levels of performance and se-
curity, is considered as the most suitable encryp-
tion algorithm for WSNs. 

The RC6 Algorithm
The RC6 is a variant of the RC5 block cipher type 
(block cipher), being simple enough to be easily 
stored and can be implemented in a compact form 
both in software and hardware.
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In creating the RC6 its authors wanted to make it 
more secure against cryptanalysis and faster than 
RC5, with the difference being the schema key that 
is generated more leads than in RC5, these deri-
vations are called subkeys.

Its main difference with respect to its previous 
version is that the rotation of RC6 uses variable 
digits for places determined by the data rather than 
replacing tables in its encryption process. 

The DES Algorithm
Created by Horst Feistel and initially called LUCI-
FER, DES (Data Encryption Standard) encryption 
algorithm is the best known in the world.

Long used by the U.S. government and a lot of 
banks, this algorithm has undergone some modi-
fications (National Bureau of Standards – NBS), 
when it received its current name (DES), and may 
also be called DEA (Data Encryption algorithm). 
It is widespread and requires a greater capacity 
for data storage due to the tables used in queries, 
serving as a basis for comparison with other algo-
rithms that require little storage space.

The TEA Algorithm 
The TEA – Tiny Encryption Algorithm, was de-
signed and created in 1994 at the University of 
Cambridge by David Wheeler and Roger Need-
ham in order to be used on platforms that are quite 
simple or require high processing power.

Its basic principle is one of the simplest encryp-
tion processes, which consists of a large number 
of iterations with XORs and the sums and subtrac-
tions XORs coding and decoding, which reduces 
its complexity and enhance its performance. Thus, 
it is estimated that the TEA is at least three times 
faster than DES.

This algorithm uses the sequence of operations 
on words instead of wasting energy with hardware 
operations on bytes or 4 bits. The security provid-
ed by it is related to the large number of iterations 
used and not its complexity.

The SkipJack Algorithm 
This algorithm was proposed, designed and spon-
sored by the U.S. government during the 1980’s 
through the National Security Agency (NSA).

Released for use in 1998, SkipJack was created 
to be used in chips and require little storage space 
– a necessary condition for providing security in 
sensor networks, transforming an input block of 64 
bits within a block of 64-bit output. The transforma-
tion is parameterized by a key of 80 bits and in-
volves performing 32 iterations of a nonlinear func-
tion.

The iNSENS Protocol
Assuming that an intruder node will affect only their 
neighbors and not the network as a whole and the 
possibility of permanent existence of this type of 
node, INSENS (Intrusion-tolerant routing proto-
col for wireless sensor networks) is able to detect 
a malicious node and not to consider the routine 
tasks of the network. Beyond the use of path re-
dundancies for data transmission, INSENS also 
limits the type of communication between the sen-
sors to help prevent attacks such as denial of ser-
vice. If a route is impaired by the presence of an in-
truder node, alternative paths may be used, (single 
or distributed), making only the base station, open 
to attack. There is also packet filtering and routing 
by the base station or the sink, which provides the 
infrastructure WSN, increasing its robustness.

The insertion prevention and dissemination of 
false routes in the network is done through authen-
tication of routing control information. This is done 
by the base station which in turn uses processes 
and propagates the routing tables for the sensors. 
Thus, the sensors retain the tables received and 
not update them. This is somewhat favorable be-
cause it minimizes computation, communication, 
storage and bandwidth required by the sensor, but 
is unfavorable to the sink, since it will need to in-
crease these same characteristics.

From the moment that an intruder node is identi-
fied, all evidence of perceived intrusion on routes 
that rely on this node is associated with it. This as-
sociation is performed in the third part of the algo-
rithm. If a node intruder has been identified, the 
second parameter of the function “Detect intruder” 
gets the node identified as an intruder. If this pa-
rameter is checked, then the signs of intruders are 
associated with that node.

The Ariadne Protocol
The Ariadne (Secure on-demand routing protocol 
for ad hoc networks) was created primarily for ad 
hoc networks, but can be used in WSNs. It is a se-
cure protocol that works with on-demand routing 
to prevent the forging and changing of information 
in the routing tables. In this protocol each node al-
gorithm generates a chain of cryptographic keys. 
However, as mentioned earlier in this topic, memo-
ry constraints and energy consumption of sensors, 
prevent keys are generated very long chains which 
results in a greater expenditure of time and energy 
into your calculation.

The SPiNS Protocol
The SPINS (Security Protocols for Sensor Net-
works) are a set of specific rules for providing se-
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curity for WSNs consisting of two protocols: the 
μTESLA (Micro Timed Efficient Stream Loss-toler-
ant Authentication Protocol) and SNEP (Sensor Net-
work Encryption Protocol) – these protocols ensure 
that data traveling over the network is intact, allow-
ing the base station and the sensors communicate 
with each other through a secure routing. The first is 
responsible for the confidentiality and authentication 
in the network. The second addresses issues of au-
thentication and update the communication between 
us and the messages broadcast with low overhead.

The SNEP is based on a counter shared between 
transmitter and receiver used as the initialization 
vector for the encryption algorithm that is used in 
the encryption and decryption of data. In this case, 
encryption is performed by an RC5 algorithm lean 
due to limitations of the sensors, and therefore 
more suitable for the WSN. As both participants 
have the counter and increment after each block 
of encrypted data, the counter does not need to be 
sent to each transmission. Thus, to authenticate 
the transmitter and receiver and maintain data in-
tegrity code is used for message authentication.

The μTESLA uses a method for authenticating 
communication broadcast from symmetric keys for 
emulating asymmetry that no unauthorized receiv-
er can obtain the key. For that sends a message 
to each node participating in the network param-
eters necessary for communication to be safe and 
for the algorithm to work. The authenticity of these 
parameters is guaranteed by a digital signature. 
There are proposals that attempt to optimize the 
process parameters for transmission other than 
point to point, for a network with many nodes that 
process would induce a large delay (Liu 2003).

Distribution and Management of 
Cryptographic Keys 
The distribution of cryptographic keys for a group of 
participants is vital in the formation of WSNs. There-
fore, the cycle for the establishment of a key chain 
or key corresponds to all of the following: pre-dis-
tribution, transportation, and arbitration agreement.

The pre-key distribution is the distribution of keys 
by the nodes concerned before the start of com-
munication. This requires that all network nodes 
are previously known, although not always re-
quired that all participating network.

In key transport, exchange keys entities to com-
municate. The simplest method for this phase is 
called Key Encryption Key (KEK), which is to en-
crypt the new key with the shared secret, and only 
those who possess this secret we can get a new 
key. In case there is a key for a group previously 
known, but there is a public key infrastructure, this 

new key can be exchanged by encrypting it with 
the public key of the node that will receive it.

The arbitration keys using a central arbiter to cre-
ate and distribute keys between participants, which 
makes it a specialization of the transport phase. In 
infrastructure systems, a central point is chosen to 
play the role of arbitrator. However, in sensor net-
works, this function centralized arbiter is prohibi-
tive because of the absence of infrastructure and 
resource constraints.

The key agreement corresponds to the key ex-
change after the start of the network. Here secrets 
between nodes will be established through asym-
metric keys, if they are available. This is necessary 
to achieve a secure communication within the net-
work, even though it is a very costly operation.

Key management is the process in which the 
cryptographic keys are generated, stored, protect-
ed, transferred, loaded, used and destroyed. This 
management is problematic in sensor networks 
because they are vulnerable to manipulation due 
to its limited memory and energy.

To meet the functional requirements and security 
of most sensor networks must take into account 
certain requirements such as:

•  Do not work with a single key, because due to 
their lack of protection 

•  Respect scalability criteria when adding new 
nodes. Nodes can be added at any time with-
out cause excessive increases in the level of 
processing per node, communication and ad-
ministrative overhead on the network.

This can be considered two types of schemes 
for key distribution in sensor networks. One that 
is open to the entire network and a specific type 
of node. The open type network team throughout 
the network node with the same key and equates 
compromise of a single key system with the in-
volvement of the entire network. If there is infor-
mation theft, the network is completely compro-
mised. The specific type of node determines a 
single key combination for all of the nodes who 
are communicating.

There are other proposals for the secure distri-
bution of keys that offer protection on small-scale 
attacks, increase network security by passing the 
key through multiple paths and ensure network se-
curity even with some nodes compromised.

Providing Security in Base Stations
In some WSNs, sensors can make use of an ac-
cess point, also called a base station, to provide 
for communication between nodes.
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The applications of this type of network demon-
strate the necessity of using base stations in some 
cases, especially in the sensing areas of difficult 
access. The standard for sensor networks aims 
to specify the protocol for medium access control 
layer used in MAC (Medium Access Control) and 
different physical layers as well as offer two meth-
ods of access control: the Distributed Coordination 
Function – based distributed control and Function 
Coordination Spot – based on consultation, where 
the base stations consult the nodes enabling trans-
mission and reception of data, from time to time.

During the proposal of its algorithms many au-
thors assume that the base station is a safe spot. 
The justification is that by having greater process-
ing can have a more efficient algorithm that derives 
security. However, even the base station is subject 

to attack. Campista (2003) proposes three meth-
ods that can increase the safety of base stations: 

•  Establishment of multiple paths to multiple 
base stations: the introduction of redundant 
base stations provides protection against at-
tacks to a single base station; this strategy 
can be considered for both the route discovery 
phase and for data transfer. 

•  Hide the address of the destination in packets 
transferred: by obtaining a packet, an attack-
er has no way to identify the destination, which 
could be the address of the base station. 

•  Displacement of the base station in the net-
work topology: with that, the base station 
would not be static, which would hinder physi-
cal alterations/destruction.

Conclusions
Security mechanisms inevitably cause processing 
overhead when applying a WSN, and possibly al-
so cause communication overhead due to the in-
crease in size of the messages. However, for some 
applications, this overhead is acceptable because 
your security needs. 

There is still lot of evolution that must occur in this 
area not only about the safety aspects in particular, 
but in all matters related to sensor networks. The 
major limiting factor to this type of network is the 
amount of energy that is stored and processing ca-
pacity of nodes that limit their applications.

Few security algorithms were developed and im-
plemented for these types of networks, allowing 
much space for research and development in this 
area. What has been observed is that one should 
seek a solution that can reconcile the limitations of 
energy with maximum possible security.
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In this context, and also to (MORRISON, 2009), 
virtualization arises as a cover and better dis-
tribute and use characteristics and physical 

resources of a computing platform, via a virtual 
hardware, emulating one or more isolated environ-
ments virtualizing if your hardware from the oper-
ating system and applications.

Faced with the above and for (MARINS, 2009) is 
of vital importance to focus special attention to the 
questions inherent and necessary security in virtu-
alized environments, so as to enable an efficient 
audit process and computer forensics in cases of 
fraud and / or illicit that run these types of envi-
ronments. Thus, according to (MONTEIRO, 2009) 
is intended to prevent, restore and analyze trac-
es and computational evidence, both physical or 
virtual components, the data that have been pro-
cessed or stored and accessed electronically. 

Computer Forensic of Virtualized 
Environments
The purpose of virtualization is appropriate for 
working with virtual images of real machines with-
out modifying them. Previously this process re-

quired the expert to clone the hardware (HD), puts 
it in a new machine and boot it. Thus, when the first 
boot, the expert still could not be sure whether the 
cloned image was adequate for research. Thus, 
whenever there was any suspicion of contami-
nation of the clone, it was necessary to remake it 
from a valid copy. All this was a time consuming 
process and could easily be challenged, since the 
data integrity would be lost and / or questioned.

Operating systems and applications running in 
virtualized environments make different types of 
computational traces to be analyzed, which results 
in new evidence and procedures in conducting an 
investigation upon the occurrence of an offense 
digital. Factor that worsens due to lack of technical 
and / or procedures directed to execute its com-
puter forensics.

Based on (MELO, 2009), (ORMANDY, 2009) 
and (BARRETT, 2010), it is observed that the con-
cept of traditional forensics is designed to handle 
events that occur in the real world. In the virtual 
world, demand is very recent, even more when it 
comes to virtualized environments, that is, a virtual 
world inside a virtual world, and for lack of foren-

Approaches 
For Computer Forensics in Virtualized Environments Live 
And Dead Analysis Techniques

The growth and evolution of environments and infrastructures bring 
the need for alternatives to simplification, increased productivity and 
reduced costs. To this end, virtualization is shown as one of the best 
and	most	efficient	options	to	be	adopted.	However,	their	technique	
creates new challenges and difficulties for forensic computing 
(GALVÃO,	2009).	

What you will learn…
•	 A	 technique	 for	 collecting	 traces	 computing	 in	 virtualized	

environments, upon the occurrence of a crime in this type of 
environment, that allows to obtain results identical or similar 
to those obtained in real environments;

•	 Choosing	a	technique	for	the	ones	with	virtualized	operating	
system, given the peculiarities of the environment turned on 
or	turned	off	–	situations	that	the	forensic	analyst	can	face.

What you should know…
•	 Approaches	 to	 computer	 forensic	 analysis	 and	 their	

procedures;
•	 Procedures	for	the	stages	of	forensic	analysis	for	computers;
•	 Features	 of	 virtualization	 and	 virtualized	 operating	 systems,	

from the forensic perspective;
•	 Basic	 techniques	 for	 forensic	 analysis	 of	 computers	 and	

operating systems; 
•	 Situations	that	an	expert	can	find	when	examine	a	virtualized	

machine and operating system.
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sic techniques specific to these cases, we seek to 
adapt existing methods to analyze situations oc-
curring in this type of environment.

With the advancement of technology, various so-
lutions have emerged to reduce costs and increase 
the availability of systems and services offered by 
the IT industry. One such solution is the complete 
virtualization of operating systems, allowing a de-
crease in spending on hardware.

Virtualization has brought a new computational 
paradigm, completely different from the previous 
one, where you cannot get access to the physi-
cal memory of virtualized systems that share the 
same hardware devices. In this scenario, how ev-
erything is virtualized system processes also are, 
as well as disks and media.

In this new paradigm, there is no physical access 
to servers with virtualized systems, and the crimes 
and the commitment of the information is not only 
prerogatives of traditional systems, these same is-
sues also occur in machines and virtualized environ-
ments. Since the problem here is that it becomes 
necessary to understand how this technology works, 
how it is possible to perform analysis of their data, 
and especially how to use this technology for their 
own benefit in the light of computer forensics, as for-
merly, the expert had to make a new forensic image 
whenever there was a risk that the copy that was un-
der analysis could have been modified.

With virtualization there is the possibility of 
changing the analyzed image at any time. Best 
practices for forensic computing expert virtualized 
environments have to make two clones of the origi-
nal disc to make the phases proposed for collect-
ing evidence and analysis.

Adapting the phases of a traditional computer fo-
rensic process, you can include the steps and the 
setting for the computer forensic analysis of vir-
tualized environments, defining them in: Access, 
Collection, Analysis and Reporting. The first is for 
the expert to access effective environment to be 
analyzed. The second is for production of the im-
ages for use in expertise (both virtual as tradition-
al). The third is to the actual analysis of the images 
generated by the expert. Finally, the fourth corre-
sponds to reporting (report) analyzes about the en-
vironment.

Faced with the above, it is necessary to consider 
some aspects of computer forensics that are af-
fected by virtualization, because there are several 
problems with the digital investigation within virtu-
alized environments. They are:

•  The data acquisition within the environment;
•  How to collect data;

•  What data to collect;
•  How to deal with data that are usually always 

on “moving”;
•  How to respect the privacy of other hosts that 

are not under investigation.

Therefore, below will explain the process of trans-
formation of digital evidence occurred in virtu-
alized environments into something that an ex-
pert can analyze and use with confidence. Thus, 
when using a virtual machine, the content of the 
machine can similarly be seen that the saw sus-
pect. Since even discussed the concept of “best 
evidence” as well as the acceptability of the evi-
dence obtained from the computer virtual instanc-
es of a suspect, describing a proposed meth-
od that combines traditional methods with virtual 
technology to enjoy the benefits of virtualization 
and still meet the rigors expected by forensic in-
vestigation upon the occurrence of crimes in virtu-
alized environments.

Computer Forensic of Virtualized 
Environments – Live Analysis Technique
For a long time, computer forensics used only stat-
ic units or “dead”. In fact, in many cases, this is 
still the main method of finding evidence. In this 
type of forensic analysis, often the evidence found 
is scarce and, as technology advances, the com-
puter forensic analysis of virtualized environments 
dead (off) is facing challenges as more complex 
networks, greater storage capacity and encryption.

With increasing amount of evidence recoverable, 
the live analysis investigations are becoming in-
creasingly common. In fact, many large organiza-
tions, especially those linked to the government, 
changed most of their types of computer forensics 
for live analysis, since in a large enterprise, da-
ta preservation can be quite expensive, since evi-
dence obtained from images of complete disks of 
various officials may require several terabytes of 
storage.

Faced with the above, it is recommended to copy 
(not image) files that assemble and load the virtual 
machine suspicion on media that can be secured 
by chain of custody. This approach can be used for 
all cases except those in which the server virtual-
ization is being used to influence or corrupt VMs.

The image file used by the VM contains all space 
allocated and unallocated physical machine, so if 
suspicious activity is on the original computer, co-
py the image file from the virtual machine, and the 
files associated with it are sufficient for research 
forensics. However, if there is any possibility of 
corruption or influence external to the VM affect 
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your files, they should be viewed instead of cop-
ied. However, if the allocation size of the virtual 
machine (file size that mounts the virtual machine) 
decrease over time, you may not need more than 
just the file system on the existing VM, depending 
on the specifics of each case.

As there is a large change in current computing 
landscape with green IT increasingly driving the 
concept and implementation of hardware consoli-
dation, organizations have increasingly migrated to 
virtualized environments, which provides chances 
to undertake analysis computer forensics type live 
in these environments. However, there are some 
specific issues related to these environments that 
an expert should be aware of when conducting a 
live analysis of the same.

Fundamentals
All computer forensic analysis require that the 
methodologies used to collect evidence are sound 
and ensure that the evidence will be admissible in 
court. Computer forensics methodologies are also 
based on verification and repetition. Although live 
computer forensics analysis is becoming more ac-
ceptable, there are still some issues with this type 
of technique.

The main issue is that investigations like live 
change the system state investigated and their re-
sults cannot be repeated. Any change in the sys-
tem state and check inconsistencies and repetition 
of the evidence goes against the accepted princi-
ples in the midst of computer forensics.

Until now, major advances have been made in 
relation to limitations on the admissibility of evi-
dence collected by the technique of live type, but 
this type of collection used in virtualized environ-
ments can be a bit trickier.

Live forensic analysis help to protect digital evi-
dence sensitive, easily changeable, and may be 
performed in different ways. Many commercial 
packages for computer forensics offer the ability to 
control and monitor the work environment (virtual-
ized or not). A package can be acquired, and the 
data that travels on the environment can be col-
lected in real time. Other packages allow collection 
and live analysis through web browsers. These ap-
plications offer the same features as an applet in-
stalled, but are used on demand or in an incident 
reported by the monitoring. Finally, there is the re-
sponse of the first analysis where the live collec-
tions are made upon notification of an incident.

Regardless of the method used for data collec-
tion and analysis, the principle of live computer fo-
rensics analysis is based on the premise of col-
lecting data from a running system (on) in order to 

collect relevant information and are not available 
for dead type analysis (with the ambient off). Thus, 
the information obtained in this technique usual-
ly consist of volatile system data, such as memo-
ry, running applications and processes and open 
ports, sockets and active connections.

When creating a forensic image is needed to 
prove that the image is an exact copy, or docu-
ment and explain any and all differences and how 
they occurred. There is the possibility of creat-
ing a forensic image and then convert it or copy 
it to a virtual system. However, this becomes a 
problem when the case under investigation re-
quires the analysis of many disks. But now there 
is a new image format called Advanced Forensic 
Format, which is designed to help the expert to 
handle disk drives and very large data volumes, 
through the allocation of metadata about a drive 
with the disk data and segmenting it into manage-
able pieces.

As said before, the traditional computer foren-
sics requires the creation of a complete disk im-
age, making it almost impossible to perform a skill 
in terabytes of data.

To resolve this type of situation, (BAWCOM, 
2009) proposes the use of two techniques – The 
Live Response and The Live Acquisition. At first, 
the expert accesses a running system and collects 
information volatile and non-volatile, and one of 
the most practical ways to save volatile informa-
tion, besides the use of commercial tools is the use 
of a remote system forensics, a CD / DVD, or a 
USB card. In the second, the expert creates an im-
age of the hard drive while the system is still run-
ning. These two techniques defy best practices to 
solve problems that cannot be solved using tradi-
tional techniques of computer forensics.

Faced with the above, there are three rules that 
must be observed to ensure the reliability of digital 
evidence: must be produced, maintained and used 
in a normal environment and must be authenticat-
ed by an expert, and should be the best available 
evidence.

The RFC 3227 provides guidance and legal con-
siderations for the collection and archiving of evi-
dence and define best practices for responding to 
a security incident, describing the collection proce-
dures in order of volatility, the more volatile to the 
less volatile and calls for evidence digital should 
be:

•  Permissible – obey laws;
•  Authentic – evidence for the incident;
•  Complete – tell the whole story and not just a 

particular perspective;
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•  Reliable – there should be no doubts about au-
thenticity and veracity of its collection;

•  Credible – credible and understandable.

For purposes of efficient service these rules and 
guidelines as well as to reduce the challenges in-
herent in forensic tools, NIST produced a set of 
test specifications (specs of tools for digital imag-
es), for use in the validation of tools used to cre-
ate forensic images. These specifications ensure 
that the tools for creating disk images produce fo-
rensic images reliable.

As virtualized environments are becoming in-
creasingly common in live computer forensic anal-
ysis, depending on the tools used, the virtual envi-
ronment may or may not be captured and analyzed 
in order to meet what advocates RFC 3227. To do 
this, imagine a scenario in which an organization 
uses an enterprise solution that includes a tool 
that monitors the workstations of its users through 
a monitoring program installed.

The intent of this environment is to provide its 
managers the ability to monitor machines on the 
network, which can be done silently putting up 
monitoring programs on a server without alerting 
users of the process, allowing the monitoring runs 
undetected and turning it into a tool for computer 
forensics. However, even if the monitor is silent, if 
you use a virtual environment that uses the net-
work card of the host, the traffic can be analyzed, 
but monitoring would not be able to scrutinize the 
environment and be restricted to show only the ac-
tivities of physical host and not the virtual.

This type of scenario has been tested with vari-
ous tools, and was mostly ineffective in analyzing 
virtualized environments, where the analysis of 
network traffic and IP addressing, and monitoring 
recognizes the virtual environment, but can neither 
be installed nor run this type of environment. How-
ever, this is the most promising result, because 
the tool recognizes the virtual environment, since 
these types of monitoring are designed to run be-
tween the interacting and hypervisor host.

The advancement of techniques and virtualiza-
tion technologies, as well as the spread of deploy-
ing virtualized environments brings with it prog-
ress monitoring tools these types of environments, 
which means that the evolution and improvement 
of forensic analyzes of them will progress signif-
icantly, since all the recent developments to its 
management provisioning and monitoring comput-
er forensic experts to provide more concrete ways 
to find evidence. However, the combination of fo-
rensic analysis to virtualized environments must 
be certified on the monitoring capabilities of the 

tools for this type of environments, and other inter-
esting aspect is monitoring the functioning of the 
monitoring VM from machine to machine.

In addition to commercial tools, there are many 
open source tools for monitoring and analysis of 
environments and virtual machines, such as Net-
cat, and its version of encryption, Cryptcat, for ex-
ample. Both are free and used, in addition to mon-
itoring for forensic imaging environment of trust 
between the target station and forensics.

Another open source tool is the Forensic Server 
Project, which can be used to collect forensic re-
mote. There are also tools through bootable CD / 
DVD, among which we can mention the DFLCD 
and Knoppix STD. There are many tools available 
that provide conditions for live computer forensic 
analysis and can be used for research in virtual-
ized environments.

Advances in data storage capacity that can sup-
port a removable drive, as well as its speed of 
reading and writing and also your ability to boot, 
make this type of media appealing tools for live fo-
rensic analysis.

Artifacts and Evidences
In a computer forensic analysis of virtualized envi-
ronments in vivo, there are many similarities in the 
types and patterns of data collected in relation to a 
physical environment, because in some respects, 
the evidence will be the same in both a physical 
environment and in a virtual environment, such as 
logged users, open ports, running processes, in-
formation system and registry and connected de-
vices.

In conducting a computer forensic analysis of 
virtualized environments in vivo, some additional 
considerations are relevant to validate the type of 
environment as: whether the environment is physi-
cal or virtual, whether for virtualization hardware, 
software or both, whether MAC addresses are, as 
well as specific hardware units and identifiable. 
These items may seem unimportant, but they can 
affect the outcome of a case.

Process Files and Ports
In any live computer forensic analysis of virtualized 
environments, it is important to capture their doors 
open and services, given the particularities of each 
virtualization tool. However, things are not always 
as they seem, so it is important that the expert un-
dertake process analysis and doors carefully.

Log Files
Most virtualization vendors are already providing 
centralized resource management for virtual ma-
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chines, as well as support for SNMP and WMI, but 
the standardization of logs remote is not quite per-
fect yet.

Memory usage
The analysis of memory is a major component of 
a research-type in vivo. When a virtual machine 
is created, memory is allocated to it. In this pro-
cess, parts of physical memory available on your 
computer (real memory) are defined (allocated) for 
use of each virtual machine. Thus, the host OS (re-
al) enables your memory manager set the swap 
of physical memory (RAM) allocated to the virtual 
machines on the real machine.

Changes in memory settings directly affect the 
virtual machines and system performance. It 
should be noted limitation of the total amount of 
RAM allocated for the virtual machines, so that 
they do not consume all of this resource and cause 
the host to collapse.

As a general rule, the total memory of all the vir-
tual machines running from the consumption of all 
processes cannot be greater than the amount of 
physical memory of the host machine (real), ex-
cluding the additional memory reserved for the 
host to proper operation, while virtual machines 
are running.

A portion of memory reserved depends on the 
host operating system and the amount of physical 
memory available on the computer. Although the 
amount of RAM used to be reserved, the memory 
is not allocated in advance and all the remaining 
unused is available for use in other applications, 
where the VMs are not using the. However, if all 
the RAM is in use by the VM, only the host OS or 
any other application can use it.

The VM overhead varies with the size of the disk 
and the memory allocated (both real and physical-
ly). In order to avoid this, the following options can 
be used as reference:

•  Place all virtual machine memory into a re-
served area of RAM, restricting the number 
and size of the memories of running virtual ma-
chines for a certain time;

•  Allow part of the memory of the virtual ma-
chine swap allocate a space for moderate ex-
change disk if necessary;

•  Allow the memory of the virtual machines do 
swap disk if necessary.

The process of memory management in virtu-
al machines can affect the amount of informa-
tion recoverable virtual machine. Some virtualiza-
tion technologies make use of paging tables while 

others do not, except on a temporary basis, and 
through changes in the kernel can ensure limit-
ed access to the guest OS paging tables of physi-
cal memory. For this, a paging table is maintained 
to provide access virtual memory pages between 
virtual guest OS (virtual) pages and the under-
lying physical machine, protecting the operat-
ing systems that are specifically invited to rely on 
physical memory, which allows the hypervisor to 
optimize memory usage.

Virtualization of memory to virtual machines is 
based on the same principle of virtual machine 
monitor (VMM) used to control paging files while 
the operating system maintains a table of address-
es of virtual pages for each process that matches 
the physical page.

In the most common virtualization technologies 
to dynamically increase or decrease the amount 
of memory allocated to the virtual machines, or 
a memory driver is loaded into the guest operat-
ing system, or paging is implemented from the VM 
swap file on a server. Thus, when a virtual machine 
is powered on, a swap file is created in the same 
directory as the virtual machine configuration, and 
the memory controller is part of the suite of tools 
and drivers of the VM, which if not installed, make 
the host OS use its swap area on disk to force the 
recovery of memory.

Memory Analysis
The allocation of physical memory and virtual 
memory in virtual machines occurs through the 
interaction between the host OS and the virtual-
ized environment. The physical machine virtual-
izes memory management to the guest operat-
ing system. As a result, direct access to the actual 
physical memory is not allowed by the guest OS. 
For this, the VMM uses the paging tables to map 
the memory allocation and coordinates guest OS 
memory mapping to the physical machine.

That said, the amount of RAM allocated to indi-
vidual virtual machines has minimal impact on the 
environment, due to the way that the host (physical 
machine) memory buffer for virtualized machines, 
or even more physical memory is allocated to a vir-
tual machine so that it does not often visit the vir-
tual memory, there is nothing that entails decline in 
the amount of recoverable data from the swap file 
even with the increased amount of RAM.

The memory analysis of some virtualized envi-
ronments is simpler than other analyzes. The in-
vestigation of the memory contents of a virtual ma-
chine in a virtualized environment, it is more easily 
analyzed to capturing and analyzing correspond-
ing file to your memory used, which is nothing 
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more than the paging file from the virtual machine, 
in other words, is a backup of the main memory of 
the guest operating system.

This file is located in the file system of the host 
and is created on startup of the virtual machine 
and to retrieve it you can pause the VM and then 
use any analysis tool to analyze it.

There are many tools available to make the col-
lections and analyzes specified – from tools to 
commercial open-source tools.

Computer Forensic of Virtualized 
Environments – Dead Analysis Technique
Traditionally, forensic computer experts use the 
virtual machines to create environments for analy-
sis of isolated viruses or malware and to see the 
surroundings in the same way that the suspect, so 
that it is possible to start the expert image or a vir-
tual disk in the order to view the system in a user-
level perspective.

This methodology provides a controlled environ-
ment settings that do not modify the host operating 
system and in which, after the expert conduct the 
necessary forensic analysis, any changes can be 
discarded. Thus, the original machine is preserved 
and can be used without any adverse effects.

Now, instead of using virtualized environments 
to analyze a suspect’s machine, virtualized envi-
ronments need to be analyzed. As described ear-
lier, virtualization technology is used in all facets 
of corporate environments from the desktop to the 
datacenter.

Furthermore, the mobility and portability of appli-
cations allow greater flexibility and ease in the use 
and transportation of the work environment. Entire 
environments can be carried on portable devices 
such as a USB drive, for example, where an oper-
ating system can be easily and independently run. 
Thus, with removable media, the only place where 
digital evidence of a crime may be located is in 
random access memory (RAM), which is erased 
when the computer is turned off.

These environments, combined with the ability 
to download a virtual machine from the Internet, 
have changed the setting and context of digital evi-
dence. All these technological changes bring new 
challenges to traditional methods of conducting 
computer forensic analysis.

Many forensic computing skills are still made us-
ing the traditional method of creating a forensic co-
py (forensic imaging) machine the suspect through 
a blocker written to disk and then use that image to 
create a case in software forensics (as FTK, for ex-
ample). However, this method does not allow the 
expert to see inside the virtual machine. Instead, 

you should look for signs that a virtual environment 
was used and then mount it to examine your files.

As discussed earlier, the virtual machines are up 
files on the hard drive, which can be easily cop-
ied, deleted or stored in remote locations. Virtu-
alization technologies are able to make a snap-
shot (snapshot) of a virtual machine, which can be 
subsequently reverted to its original state (when it 
was copied). The concept behind the snapshots is 
analogous to creating a restore point – where and 
when all the information is stored in system con-
figuration for later restoration if necessary. Having 
the ability to have the same evidence.

The following will be covered the main installa-
tion files, registry entries, artifacts and other items 
that you can find an expert when it comes to com-
puter forensic analysis of virtualized environments.

Formats of Virtual Disk images
Virtual formats may have different file locations and 
headings of a real environment, when the analysis 
of virtualized environments. The formats of virtu-
al disk images are varied, with the most common 
types are:

•  Fixed – image file assigned to your fixed disk 
with same size.

•  Dynamic – image file that is as large as the da-
ta being written to disk, including the size of 
the header and footer.

•  Differentiated – collectively representing the 
state of the virtual disk compared to real.

Among these three types of virtual disk formats 
more common, the image of the dynamic type 
has the peculiarity of being constantly adjusted 
and can grow to the size allocated with a maxi-
mum of 2040 gigabytes.

The footer of a virtual disk file is the key part of 
the image and is mirrored as a header before the 
file for redundancy. Thus, whenever a data block is 
added to the file that mounts the disk, the footer is 
moved to the end of the file.

A disk image is a different representation of the 
state of the block compared to the actual virtual 
disk. Therefore, this type of image is dependent on 
the actual disc to be fully functional.

The actual disk image can be fixed or dynam-
ic differentiated. As the image differentiated disk 
stores the file finder’s real hard within itself, when 
this type of disc is opened by a virtual machine, the 
actual disc is also open. If the actual disk may be 
a different disk, one can then assemble a chain of 
images of different hard disks of the type where im-
ages may be fixed or dynamic found.
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Being like that, the hard disk formats are de-
signed to store files locators real hard for different 
platforms at the same time in order to support the 
movement of hard drives across platforms.

In dynamic disk images and differentiated field 
data offset footer image point to a secondary struc-
ture that provides additional information about the 
disk image. The dynamic header image appears in 
a limited sector of the disk (512 bytes).

The first sector of a virtual disk is the MBR (as 
in real discs). From it, the partitions on the virtual 
disk can be determined. Usually the first entry is 
the boot partition (primary). Through the structures 
to the MBR, the boot sector can be determined. 
Thus, the boot sector is the boot sector and parti-
tion chain from the first sector to the boot sector 
is consistent and can be determined by the code 
based on the

Recommendations
Scanning and exploitation tools such as sniffers, 
can be very helpful in the process of computer fo-
rensic analysis of virtualized environments. How-
ever, their use requires great attention, care and 
expertise expert, since the results obtained with 
their catches may need information that require 
additional analysis, which can be misinterpreted, if 
not thoroughly investigated and studied.

As devices are becoming smaller and more ca-
pable, they can be easily hidden. Thus, physical 
environments should be examined closely and 
spot.

In the analysis of a removable device, locking 
procedures for writing are used to make your im-
age forensics, but the expert should exercise cau-
tion and consider using, the drive, the utilities like 
USB Hacksaw and that can compromise the test 
machine. Furthermore, the use of tools like Switch-
blade, for gathering information, can affect the ma-
chine expert and their analysis.

Conclusions
The vast scope of computer forensics activity in 
several areas involving safety computational com-
plexity brings the work to be performed in the in-
vestigation of each case. The validity of technical 
and legal methods to recover data from computers 
involved in security incidents has become critical 
because the procedures have to be technological-
ly robust to ensure that all relevant information is 
obtained and as evidence in a way also to be le-
gally accepted to ensure that nothing in the original 
evidence is changed, added or deleted.

Virtualized environments can make forensics a 
difficult task, since the virtualization hosts, appli-
cations and operating systems tends to leave evi-
dence scattered. Another problem when the com-
puter forensic analysis of virtualized environments 
is to find out where the information is or is stored. 
The expert must constantly monitor the dynamics 
improvements and new techniques, the differenc-
es between the products and which files are inter-
esting for data collection and analysis.
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With advances in technology, the market 
for mobile phones has evolved so that 
today there are the smartphones. These 

are devices that have a large computational pow-
er, offering users a wide variety of applications that 
can use resources provided by the Internet. 

Cell phones are among the most popular devic-
es, being the objects dearest wish of those who 
enjoy technology and seek to facilitate access to 
various information sources.

Smartphones with the Android operating system 
offer many features such as browsing the Internet, 
storing images and videos, documents, calendar, 
contacts, GPS location, maps, among others. The 
facility to develop, publish and install applications 
on Android operating system provides to the plat-
form features that are only limited by the capac-
ity of the developer, enhancing the functionality of 
your smartphone. 

Due to this great ability to provide different func-
tionalities, from the perspective of forensics, a 
phone with the Android system can store large 
amounts of information about its users, and is an 
excellent “witness” to prove facts or information to 
an investigation (ROSSI, 2008).

Forensic Analysis on Smartphones
As quoted by Jansen and Ayes (JANSEN and 
AYERS, 2007), the forensic community is faced 
with constant challenges to keep up the search for 
evidence relevant to the investigation. Cell phones 
are used by many people in their day-to-day lives, 
both for personal and professional use, and are a 
potential source of information for a particular cal-
culation. 

The increased resources provided by the OS of 
mobile devices, the processing power and storage 
hardware and reduced cost, smartphones become 
major providers of information. The forensic analy-
sis in this type of device can bring lots of informa-
tion about your users, since features such as stor-
ing files, Internet history, calendar, contacts, and 
even access to cloud computing, will be available 
on the smartphone. From the standpoint of an ex-
pert, as the characteristics of the hardware and es-
pecially software smartphone are understood, you 
can define how it should be handled and where the 
relevant information is present on the device.

Unlike the approach of data acquisition in com-
puting environments, where often the data is ex-
tracted in the state they were found, being pre-

Forensics 
On Smartphones – A Technique For Apprehension, 
Acquisition, Examination And Analysis Of Evidences in 
Android Operating Systems

The popularization of the Internet, the advent of mobile networks, and 
the spread of mobile devices, note that the market, with the support of 
technological advancement, has been focusing increasingly on devices 
that offer convergence of these technologies.

What you will learn…
•	 A	 technique	 and	 procedures	 for	 forensic	 analysis	 of	

smartphone with Android operating system, from the 
identification	of	 the	different	 situations	 in	which	 the	 forensic	
analyst can come across in the process of seizure, acquisition, 
examination and forensic analysis of these types of devices in 
order	 to	 obtain	what	 is	 possible	 from	 the	 configuration	 and	
data stored in the machine;

•	 Choosing	a	technique	for	the	ones	with	the	Android	operating	
system, given the peculiarities of the platform and the 
situations that the forensic analyst will face.

What you should know…
•	 Approaches	 to	 forensic	 analysis	 of	 mobile	 phones	 and	 their	

forensic procedures;
•	 Procedures	for	the	stages	of	forensic	analysis	for	smartphones;
•	 Features	 Android	 Operating	 System	 from	 the	 perspective	

forensics;
•	 Basic	techniques	for	forensic	analysis	of	Android	smartphones;	
•	 Situations	 that	 an	 expert	 can	 find	 when	 examine	 a	

smartphone with Android operating system.
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served in its entirety; the extraction of data from 
smartphones usually requires some iteration of the 
device, which uses different procedures depend-
ing on the operating system used. Moreover, we 
note that use embedded memories, accessible, 
and direct hardware is delicate and complex. So 
you need to install applications or use tools directly 
on the device in order to proceed to the forensic 
analysis of the stored data more intuitively.

The increased resources provided by the OS of 
mobile devices, the processing power and stor-
age hardware and reduced cost, smartphones 
become major providers of information. Thus, fo-
rensic analysis on mobile phones differs from the 
approach used in personal computers. 

The acquisition of the internal memory of a mo-
bile device, including those with the Android sys-
tem, is a more complex process than the approach 
of removing a computer hard drive and mirroring it 
(copying it). In mobile phones, an internal memory 
is used to install the operating system and its core 
functionality, and its removal and copying, a more 
complex procedure than a provision of non-volatile 
memory such as a hard drive, a memory card or a 
solid-state drive (SSD).

The approach of acquiring and examining da-
ta used in conventional computer environments, 
where the information in the memory can be pre-
served in its entirety, does not apply to smart-
phones and mobile environments, given the diffi-
culties explained above, plus the peculiarities, the 
example of different hardware that manufacturers 
provide and use in their devices.

Thus, an another and different technique is re-
quired to perform the correct extraction of data 
from Android smartphones, given the situations 
that will be encountered due to the different pro-
files of the users of these devices and its function-
alities in order to prevent important information for 
research cease to be collected by the team of ex-
pert analysts who conduct the forensic examina-
tion on the cell phone.

The Technique for Apprehension, 
Acquisition, Examination and Forensic 
Analysis of Evidences on Smartphones 
with Android Operating System
Beyond the specifics already described, as Android 
is an open system, there are applications that can 
be installed to “unlock” the system user. You can 
run applications with command and power super 
user (root), which makes the system accessible 
in its entirety, although this procedure is not rec-
ommended by the manufacturers of equipment for 
mobile and Google, since the system can be fully 

modified by its users and applications can perform 
any function within the system, which hurts secu-
rity principles.

It is worth noting that the Android system has au-
thentication mechanisms that can be activated by 
the user or not. Among these mechanisms, we can 
mention the password-locked screen or standard 
touch, where access to the system only occurs 
when it is placed in the correct sequence authenti-
cation. Moreover, depending on the version of An-
droid and customization, integration with a Google 
account, for example, may be greater where the 
release may occur by inserting the correct pass-
word of the user or through biometrics.

The proposed technique aims to show how to 
proceed with the forensic analysis at the time of 
apprehension, data acquisition, test and documen-
tation (report) of smartphones with the Android sys-
tem. You can use the method described, in order 
to be able to extract maximum information from the 
device in order to protect and properly document 
the evidence that is being processed.

The Apprehension
The process of apprehension of a smartphone with 
the Android system should preferably be accom-
panied by an expert analyst who is knowledgeable 
about the platform.

When you find the smartphone, firstly, to as-
sist in documenting process of the evidence ap-
prehension/collection, with a digital camera, you 
should take some pictures of the device. After that 
you must document where it was found. If the de-
vice is switched off it is interesting to observe it. It 
is also advisable to check for removable memo-
ry cards and SIM cards, since they can be used 
on the phone. If the phone is on, when collected, 
you can try and keep the device on using a char-
ger. And too isolate the phone from the network, 
disconnecting the device from any network con-
nection. These steps will be better treated and de-
tailed ahead.

Normally, the process of search and apprehen-
sion, witnesses accompany all the actions of the 
team, this is essential to prove the suitability of 
this step. If there is any apparent damage to the 
equipment, this should be documented in your de-
scription in order to protect the team from being 
accused of intentionally causing damage. 

If the owner of the device has been apprehend-
ed, should be disclosed in the apprehension (the 
arrest) his name and personal identification. If 
found in a location, describe the document which 
concern the people who attended that region or 
room.
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It is the observation of the analyst that, depend-
ing on the location or reason the search is neces-
sary, to preserve the physical evidence that may 
be contaminated in the apprehension, like a digital 
print, or a remnant of fabric to carry out DNA tests. 
In these situations, it is important to pay attention 
to preservation procedures in order to use the per-
sonal protective equipment (PPE) such as gloves, 
uniforms and caps to collect evidence.

The whole process of apprehension must be 
properly photographed, documented and packed 
for further examination and report. The documen-
tation of the apprehension is important for the sub-
sequent phases; it is the beginning of the chain of 
custody and preservation of historical evidence. 

Any intervention performed in cell should be doc-
umented, as well as the state of the phone if it is 
locked or not, whether the suspect provided the 
password or not, you have some application that 
could influence the test if the unit was off, IMEI 
number SIM etc.. In another words, you should 
document in the chain of custody items like: Make 
and model of the mobile device, IMEI or ESN num-
ber, if there is a SIM card present and if so how 
many, If there is an SSD card, If there is a pass 
code and if so, what is it, if you disabled all con-
nections possible that would allow the mobile de-
vice to send or receive signals and if there are any 
chargers or data cables associated with the mobile 
device.

Much information can be obtained only at this 
stage and will influence the decisions to be taken 
in the other phases, potentially enabling a skill if 
you are documented, for example, an unlock code 
provided by the suspect at the time of apprehen-
sion, or disabling an application that deletes impor-
tant information before the data extraction system.

The Expert
You should check if there is in the apprehension 
team somebody with knowledge on the Android 
platform. If so, the smartphone should be handed 
to him so you can proceed with the apprehension.

You can make the right decisions while the phone 
is on or not. In case the device is on, you can as-
sess whether there is any blockage of access to 
the. So, you can proceed a manual intervention in 
the cell, if it needed, like isolate it from the net-
work (disconnecting the device from any network 
connection) or analyze the suite of applications in-
stalled on the device.

The analysis of these applications must go be-
yond the applications menu of the device, the ex-
pert must also observe the setup menu and, de-
pending on the situation, the apps downloaded 

from Google Play (if the phone has not been isolat-
ed from the network). This is because some appli-
cations may not appear in the applications menu, 
but will be present in the configuration menu or the 
Google Play.

Ask the suspect if there is a pass code and if they 
will provide it to you. Test the pass code while on-
site to ensure it is correct. Once the pass code has 
been verified, go ahead and remove the battery, 
this will ensure no signals reach the phone. Anoth-
er option to pulling the battery is to place the phone 
in a faraday bag or box. A faraday bag or box is 
a special bag or box that keeps any signals from 
entering or leaving the mobile device. This means 
you can keep the device on and not have to worry 
about signals reaching the phone to wipe it. This 
is a forensically sound option, especially if you are 
not sure about; pulling the battery, unable to de-
termine if the device has a pass code, or you can’t 
retrieve the pass code (PSYLLOS, 2012).

Now that we have cut off all signals and service 
to our mobile device and secured the safety of the 
data, we next want to focus on correctly document-
ing the mobile devices information. Other informa-
tion, such as email and Google account passwords 
the geo-location system, may be useful during the 
exam. 

The expert who is on site should perform inter-
ventions in order to seek information regarding use 
of the Android platform smartphone owner, isolat-
ing it from the telephone network at the time most 
convenient. This intervention is justified in situa-
tions where failure to perform this procedure may 
result in loss of information or data extraction im-
practicability of the smartphone, which will be con-
ducted at a later time. Even when the device is 
connected, it is recommended to set it in airplane 
mode (offline). By placing the phone into this mode 
you´ll can securely create a forensic image of the 
mobile device for further analysis, ensuring the 
safety of the data residing on the mobile device.

Moreover, the expert must observe at the time 
of apprehension, if they have applications that 
can overwrite important information stored on the 
smartphone, for example, a backup tool with a 
scheduled task to restore the system at a future 
time, before the stage extraction of data.

The Preservation
The lack of an expert at the time of arrest is not rec-
ommended, however it is possible to occur, either 
by lack of information about the suspect or the trial 
there was no need of his presence by the authority 
responsible for search and apprehension. If no ex-
pert, the team must isolate the smartphone’s tele-
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phony network and data (disable 3G services, 4G, 
Wi-Fi, GSM, Bluetooth and as mentioned before 
– disconnect the device from any network connec-
tion), or through the use of an enclosure that blocks 
signals or placing the device in airplane mode. In the 
latter case, if the team does not have a shell or does 
not have enough knowledge to put the phone in air-
plane mode, you must remove the battery or discon-
nect the equipment to isolate it from the network.

This procedure causes loss of volatile memory 
of the phone, however, is justifiable due to the An-
droid systems ability to install applications remote-
ly via network or Internet telephony, and then pos-
sibly erasing the data on the device, locking it with 
access codes, or performing restorations of back-
ups made at an earlier time. Only after the unit is 
isolated from the network, and thus preserved, 
the team should try to get possible access codes, 
passwords, e-mail, Internet users and other data.

The Acquisition
The acquisition time is more technical, where the 
skill of the expert is important for achieving the ex-
traction procedures as appropriate. This process is 
more complex and requires a specialist with spe-
cific knowledge of the Android platform, because 
there may be a need for manual intervention to en-
able the acquisition of correct information.

At this stage, the expert should extract as much 
information with minimal intervention to the sys-
tem, which will probably be inevitable. At first, the 
forensic analyst must get acquainted with the pro-
cess of apprehension, reading the documentation 
produced (the arrest and technical information), 
and learn about what is being asked in the exams 
in order to subsidize the decisions being taken in 
the process of data extraction.

The whole process of data acquisition must be 
documented with its peculiarities and exceptions, 
as well describing the information about the An-
droid system, to include kernel version. Proper 
documentation of all procedures will be essen-
tial to the examination, which also need to be de-
scribed in the report all procedures performed in 
order to clarify the parties how the data were ac-
quired equipment seized.

Acquisition and Data Preservation of the Card 
and of the Smartphone
With the smartphone in the off position, you should 
worry about extracting the information from the 
memory card, which can be removed from the 
device, replacing the original card with a dupli-
cated one to be used during the examination.. 
But should be noted that some models of Android 

http://www.cybergates.org/en/home/
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phones cannot have the data on the memory card 
copied at this time, since they are internal and not 
removable. To completely duplicate the data from 
the memory card you may use the same approach 
used in devices of type USB memory, such as flash 
drives. For copying may be used forensic tools and 
generate the hash of the duplicate data. At the end 
of this procedure, the memory card that contains 
the copy must be inserted in the device.

The next concern is whether it is possible to iso-
late physically the telephone network through an 
isolation room with electromagnetic signals, in or-
der to avoid the telephone communication with ex-
ternal sources before turning it on. If you cannot 
physically isolate the network, the expert analyst 
must place the phone in airplane mode immedi-
ately. If the phone is on, the analyst must isolate 
the phone from the network immediately.

The Data Acquisition of Smartphones Without 
Access Control
With the phone on, you can check if the phone has 
some kind of access control enabled. Not after be-
ing locked or unlock it or if he has access debug-
ging with super user permissions, if you have not 
been performed to extract the data from the card, 
this will be the time to extract them.

You must use write lock, and if possible to clone 
(duplicate entirely) their content to a card which 
the examiner will replace it in the machine. Should 
be evaluated replacing the original card in situa-
tions where it is not possible to remove, or when 
you have the need to remove the battery to re-
move it is not desirable shutdown smartphone. In 
these situations it is justifiable to use the original 
card to perform the skill after it has been copied in 
full, with expert analyst documenting and justifying 
the procedure.

Checking Super user Permissions
Then you need to check if the device meets su-
per user permissions. Being with these permis-
sions enabled, you must copy the entire contents 
of system partitions. The process of mirroring sys-
tem partitions with super user permissions is sim-
ple way to obtain the data. 

You can fully reflect the analyst expert system 
partitions through the command add or cat. It is im-
portant to clarify that, with the current techniques, 
the generated files with the contents of system par-
titions (images) are recorded on the memory card 
installed in the machine. Then, if applicable, must 
extract the data in memory processes that are run-
ning, to gain access to sensitive information such 
as passwords and cryptographic keys.

Data Extraction of the Phone
With the data from the original memory card pro-
tected, as well as the system as appropriate, be-
gins the process of extracting data from the phone. 
In this case the card is in the device must be prop-
erly prepared to perform the extraction of data from 
the phone, with enough space to store the data to 
be extracted. 

In not having enough space on the memory card 
to extract the required information, the expert ana-
lyst can, if possible, provide a larger capacity card, 
mirroring the original card to the new card. In the 
latter case, the situations and who could not re-
place the card with the unit seized by an exam-
iner, you can assess what can be erased from the 
memory card to free up storage space for extrac-
tion. The whole procedure must be documented 
with appropriate caveats. Another option is to use 
the tools to extract forensic data from cell phones 
available in the market, such as the Cellebrite 
UFED (CELLEBRITE, 2011).

If the system has super user permissions at this 
stage of extracting data from the phone, despite 
already having performed the full copy of the sys-
tem data, it is recommended to copy the database, 
applications and cache files system configuration, 
and even perform a visual inspection in order to 
facilitate access to this information at the stage 
of examination, as well as files generated in the 
previous example of the memory dump files. This 
is because for the further analysis of the extract-
ed data, the analyst must have a forensic testing 
environment with tools for mounting images with 
file system support used in the device, usually the 
YAFFS2, which are not commercially available. 
The creation of this redundancy may be useful at 
the time of examination, especially in situations 
that do not need further analyzing the system par-
titions. Moreover, some applications can be active 
on the system, and a simple visual inspection can 
provide information that would be difficult to ac-
cess through the analysis of the generated image.

To perform the extraction of data from the phone 
in a more friendly and efficient, it is necessary to in-
stall one or more applications on the smartphone. 
On being possible, this installation should be per-
formed by the ADB tool, configuring the device to 
accept connection on USB debugging mode. An-
other way to install them is through an application 
manager that enables navigation on the memory 
card, where they should be stored with the phone 
set to accept installation of applications not from 
Google Play. When installing an application on the 
mobile phone forensics, data from the device are 
modified. However, this approach is interesting to 
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be able to extract all the data accessible to the us-
er on the phone and should therefore have access 
to the phone manual. For this, the application will 
have forensics on the file “AndroidManifest.xml” all 
necessary permissions to perform the extraction.

To complement the extraction of data from the 
phone, the expert analyst can browse the Android 
system from the perspective of its owner, and 
can even observe the way he used applications 
installed, checking the recent calls made   and re-
ceived by analyzing the messages e-mail and text, 
among other activities. Even, it is recommended to 
expert analyst to compare the data obtained from 
the extraction of forensic application with the data 
actually stored on the mobile phone in order to au-
dit the information collected and complement them 
when necessary.

The Data Acquisition of Smartphones With Access 
Control
In the event of a smartphone with access restric-
tion, which could not unlock them, the expert can 
even try making a USB connection with the expert 
station and try to access them via ADB. If access 
via ADB is not released, it will not be feasible to 
extract forensic data analyst in the system of the 
phone, unless you use more aggressive extraction 
techniques (to be discussed in the exam), leaving 
the analyst to perform expert extracting the mem-
ory card seized along with the phone, if you have 
not been performed.

Otherwise, the expert may try to get a shell with 
super user permissions, and, if possible, proceed 
with data acquisition. If the expert can use the ADB 
tool, but cannot super user permissions, you can 
still try to configure the system to bypass the au-
thentication system, installing application for this 
purpose. In the technique described by Cannon, 
it is necessary that the account password is reg-
istered with Google Android device, and enabled 
access to the Internet, which is inadvisable. Thus, 
it is recommended to get the application from an-
other Android device and install it on your mobile 
device via ADB examined.

On not being viable bypass the authentication 
system, it is still possible to get information from 
the system log tools, like the dmesg, logcat dump-
sys and, since, depending on what is being as-
sessed, may provide some assistance in the ex-
amination, after attempting to extract the memory 
card, if you have not been performed.

The Examination
Before starting the analysis of what was extract-
ed in the previous step, the expert analyst should 

bother to set the exam objectives, based on what 
was requested in the process. This definition is im-
portant because, depending on what is being as-
sessed, the exam may follow different paradigms 
in the analysis of the extracted data, and may, for 
example, the focus is just pictures and videos or 
contacts and geo-location.

Defined the exam objectives, the specialist 
should seek the extracted data, and even in their 
own smartphone when necessary, information that 
can set the owner of the unit, singling him. Search 
is performed on the data extracted, such as the 
username of the account used Google, name the 
e-mail, IM users, notes, calendar, digital business 
cards, among others. This individualization of the 
phone determines who the user of the device, so 
you can link the evidence found by analysis and 
evidence to a suspect in an unquestionable way.

As in the process of apprehension and data ac-
quisition, the entire examination process should 
be documented. When reporting what was done in 
the examination, the expert must use a language 
clear and objective, as what was found in this step 
will give subsidies for training completion of work.

The Forensic Analysis 
As cell phones with the Android system have mem-
ory cards, the analysis must start with the data ex-
tracted from these media. From an image memory 
card, which was obtained in the acquisition phase, 
it is possible to use forensic tools normally used 
for computers to view the file structure, search by 
keyword, search by regular expressions, and visu-
alization of images videos, or take the examination 
seeking to attain the goal set.

Thereafter, examination of data from the smart-
phone can vary depending on how they were ob-
tained. If been extracted from a forensic tool, we 
must analyze the output produced, and observing 
the generated report files generated and recov-
ered. Typically, tools specific to a particular plat-
form can achieve good results, since it simulates 
the manual extraction by automating the process. 
However, in the acquisition phase, the analyst 
should have conducted a comparison of what was 
extracted by the application with the information 
contained in the phone, complementing the foren-
sic report generated by the tool.

If the extracted data were obtained from an im-
age system using a super user access, the inves-
tigator can rely Publishers hexadecimal and tools 
used for forensic analysis of the memory card, and 
other forensic techniques in order to performing 
the analysis. You can also avail disassemblers of 
“dex” files to audit applications installed.
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In order to perform the analysis of the database 
extracted from the memory card or internal memo-
ry of the phone, the analyst should use the SQLite 
software, since the Android platform adopted this 
relational database as the default. The analysis of 
the files related to SQLite is very important, since 
almost all data stored by applications are in this 
database manager. Thus, depending on the situa-
tion, it is possible, for example, information about 
the maps cached by Google Maps Navigation 
(HOOG, 2010).

Besides the large storage capacity of informa-
tion, smartphones with the Android operating sys-
tem installed have many features associated with 
cloud computing. Given this feature, you may want 
to research that exams are thorough, searching for 
information that is beyond the physical barrier im-
posed by the device.

Finding information like photos, videos, files, 
notes, contacts, emails, favorites, among others, 
that are stored in the Internet services offered, 
the analyst responsible for forensic examinations 
should evaluate the need to inform the research 
team that the utility such data may have to be an-
alyzed. Furthermore, there may be a situation in 
which the telephone data could not be extracted 
due to the impossibility to unlock it, may be nec-
essary to use more invasive techniques for tele-
phone access.

So when is a situation that the examiner believes 
is essential for completion of the examinations, 
this may issue a document stating the need for ad-
ditional tests. Thus, the investigating authority may 
assess, together with the expert analyst, aware of 
the information passed on by this, the need to pro-
vide the means for further examinations are per-
formed, such as a court order to have access to a 

box e-mails or an online file repository, or permis-
sion to perform procedures that could damage the 
unit.

Conclusions
With the necessary knowledge about forensics in 
mobile phones and the Android platform, was pre-
sented a technique to assist the expert in informa-
tion technology from the moment of apprehension 
smartphone until the report generation / expert re-
port.

From the study of the methods described in ap-
proaches used internationally, adding them to the 
specificity of the Android platform, it was possible 
to describe a technique on how an expert can act 
when faced with a smartphone, with access con-
trol system, or with cards embedded memory, or 
super user access, and even how it can use the 
USB debug mode to obtain the traces stored on 
the device.

Unlike what’s on expert analysis on smartphones, 
the technique proposed here acts to address all 
processes involving the treatment of the Android 
smartphone as evidence. While the current liter-
ature there is an emphasis on the description of 
specific techniques for extracting information from 
mobile devices with Android operating system and 
broad and generic approaches for forensic analy-
sis on mobile phones, based on tests conducted 
in the case study, it was observed that the method 
proposed in this work gives an overview analyst 
expert in the treatment of a mobile device with the 
Android operating system, and at the same time, 
considering the peculiarities of the in order to de-
scribe techniques and procedures to assist in the 
process forensics.
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In order to accomplish a denial of service state on 
systems, flood attacks aim to push limits of sys-
tem usage to the out of boundaries determined 

by the normal usage scenarios. There may be a 
flood attack between the considered normal network 
traffic and the considered abnormal network traffic. 
The flood attack name can be determined by the 
specific protocol that attack is made on. For exam-
ple, a flood attack on the DNS protocol is called as 
DNS Flood Attack while a flood attack on the HTTP 
protocol is called as HTTP Flood Attack. Since every 
protocol has its own technical architecture and vul-
nerabilities, flood attacks can differ on the attacking 
techniques from protocol to protocol. 

The main reason of flood attacks is the vulner-
ability in the protocol. For example, a UDP Flood 
or SYN Flood attack uses the nature of protocol’s 
design to saturate the network traffic. In a SYN 
Flood attack, attacker uses the TCP 3 way hand-
shake’s first initiation step to spoof IP addresses 
and to drain server side system/network resourc-
es. When the subject comes to the UDP Flood at-
tack, attacker uses the stateless design of the UDP 
protocol to spoof IP addresses and to drain server 
side system/network resources. For this reason, 
to accomplish an effective security solution, every 
mitigation method for the flood attacks must be im-
plemented in a consideration and perspective of 
system/protocol design. 

Since HTTP protocol serves at the application 
(7th) layer of the OSI Model, it is possible to de-
tect and analyze packet payloads only by applica-
tion layer security devices like IPS or WAF (Web 
Application Firewall). For other security devices 
which do not serve at the application (7th) layer, 
there are no inspection and analyzing chance on 
the HTTP flood attacks. The only detection way 
for these devices is TCP connection counts made 
for the HTTP responses. As a result of detection, 
HTTP Flood attack attempts can be prevented by 
and blocked on different layers of OSI model other 
than application (7th) layer. 

There are many situations in the real world sce-
narios that the HTTP flood attacks are not miti-
gated properly. Some of them might be related 
with security configuration weakness of the se-
curity device and others might be depending on 
an absence of a security device. Situations like 
these might be handled with the other security 
enhancements at the different level of the infor-
mation technology architecture. This is where the 
web application level comes in. Unlike network-
layer protection products, an application-layer so-
lution works within the application that it is pro-
tecting.

Web application is a bunch of technologies 
which serves for the web service. Before start-
ing a discussion on the web application level ap-

Web Application 
Level Approach against the hTTP Flood Attacks 
iOSEC hTTP Anti Flood/DoS Security Gateway Module 

While	HTTP	Flood	and	DoS	attacks	are	spreading	nowadays,	there	is	
a new attack surface reduction approach against these attacks called 
“Web	Application	Level	Approach	against	the	HTTP	Flood	Attacks”.	
If it is used properly with the conventional mitigation methods, the 
web	application	level	approach	against	the	HTTP	flood	attacks	can	
save the day.

What you will learn…
•	 Denial	 of	 Service	 mitigation	 method	 against	 HTTP	 Flood	

attacks at the web application level

What you should know…
•	 Basic	understanding	of	DoS	attacks
•	 Knowledge	of	HTTP	protocol
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proach to the HTTP flood attacks, it is important 
to clarify whether the attack is a HTTP flood at-
tack or not. To consider an attack attempt as a 
HTTP flood attack, a TCP packet which carries a 
HTTP request payload should be interpreted by 
the web service. Attack surface for HTTP flood at-
tacks always begins with the web service and its 
backend infrastructure. A HTTP flood attack at-
tempt, which cannot make it to the web service, is 
just a TCP DoS attack that saturates the network 
traffic.

Mitigation Levels against the hTTP Flood 
Attacks 
There are 5 main mitigation levels against the 
HTTP flood attacks:

•  first level is the Cloud Services Level (ISP, 
Cloudflare, etc.),

•  second level is the Network level (web applica-
tion firewall), 

•  third level is the Web Server Level (host 
IPS), 

•  fourth level is the Web Service Level (mod_
evasive, Dynamic IP Restrictions), 

•  and the fifth level is the Web Application Lev-
el (IOSEC HTTP Anti Flood Security Gateway 
Module).

Every mitigation level has its own specific tech-
nical design to mitigate the HTTP flood attacks. 
The First and Second levels are the most im-
portant levels for handling the attack attempts. 
The Second level includes every network relat-
ed component that comes before the web serv-
er. Even a WAF (web application firewall) which 
operates at the application (7th) layer could be an 
example for this level. If it is possible, prevent-
ing the HTTP flood attacks at these levels is the 
best way. However, it is a good security practice 

to implement additional precautions to every lev-
el including the web application level. 

Today’s enterprise information technology infra-
structures that are commonly used in corporations 
seem well prepared for attacks like SYN, UDP, 
DNS, ICMP, HTTP flood attacks. Of course, there 
are a lot of exceptions yet when it is only compared 
to the resistance of the HTTP flood attacks, this as-
sumption drastically changes its way.

Unlike SYN flood scenarios, according to the 
3-way handshake of the TCP protocol’s design, 
HTTP requests cannot be spoofed. Therefore, it 
is easy to detect real flooder IP addresses. This 
is the basic idea for creating a web application 
level mitigation method against the HTTP flood 
attacks.

The Basic Concept idea of the Mitigation
To create a resistance at the web application lev-
el against the HTTP flood attacks, the basic idea 
might be summarized into 3 steps:

•  detect IP addresses of the abnormally exces-
sive requests according to a previously defined 
rule,

•  to reduce attack surface, return these requests 
with a low resource used response (like a 
blank page or else),

•  block detected IP addresses by using oth-
er components at the other mitigation levels 
(WAF, web server/service, etc.).

While reducing attack surface by sending low re-
source used responses, this implementation will 
also save resources of the backend infrastruc-
tures like SQL Servers, distributed services or e-
mail/ media/application servers, etc. This is ex-
tremely important and critical for the network ar-
chitectures which share the backend infrastruc-
ture members with other infrastructures like in-

Figure 1. Mitigation Levels of HTTP Flood Attacks
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tranet or distributed web application servers. Sav-
ing the resources for the backend infrastructure 
will prominently reduce the amplitude of the HTTP 
flood attacks.

It is a good security practice to bring the HTTP 
flood attack awareness for the web application and 
implement additional precautions to every mitiga-
tion level including the web application level. 

The Rule Creation Concept 
The critical point for the web application level 
HTTP flood attack mitigation is the false positives. 
In order to avoid false positives, the detection rules 
must be well defined and be tested with the real 
world traffic usage scenarios. Also a good under-
standing for the rule creation concept is highly sug-
gested.

In Figure 4, there are two HTTP request scenarios 
at the same mathematical ratio (10 requests/sec-
ond). Nevertheless, they are not in the same char-
acteristics. A detection rule written for the request 
“A” is always more tolerant (10 times) than the de-
tection rule written for the request “B”. For exam-

ple, a rule written for the request “A” can let 100 
requests in a second. However, a rule written for 
the request “B” would not let it. Defining the nor-
mal usage traffic scenarios is really important at this 
phase of defining the detection rules. Weak rules 
can cause false positives.

The steps below might be an example to design 
a web application level HTTP anti flood system to 
detect flooder IP addresses and reduce the attack 
surface against the HTTP flood attacks at the web 
application level:

•  call a global script file/class/library before the 
every code related to the web application,

•  log every IP addresses that sent the request,
 •  save all logs to DBMS:: Flat File or RAM, 
•  record the every request time microseconds 

and counts alongside with the IP addresses,
•  compare the counts and times of every re-

quests made by the same IP address,
•  record the IP addresses and time values upon 

a rule breach,
•  create exceptions for white listed IP addresses,

Figure 3. HTTP Flood Attack Awareness for the Web Application

Figure 2. Saving the Resources for the Backend Infrastructure
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•  record every IP addresses that breached the 
rule,

•  stop web application execution to reduce at-
tack surface upon a breach with the psuedo 
code “EXIT”,

•  define a time limit for the suspension of the 
web application execution,

•  show a CAPTCHA question to user who is ac-
cidently blacklisted and doesn’t want to wait for 
a suspension time,

•  send detected IP addresses to the other secu-
rity components (eg. stateless firewall),

•  notify the administrator via an e-mail.

Basic design for a HTTP flood guard might in-
clude these steps. Further information on project 
and proof of concept content may found at http://
www.iosec.org and http://sourceforge.net/proj-
ects/iosec Internet addresses.

A hTTP Flood Attack Scenario with Traffic 
Baselines and Rules
In order to accomplish a healthy rule base against 
HTTP flood attacks, the first step should be the de-
fining the normal traffic.

The normal network traffic values on the web ap-
plication are given below:

•  maximum request count from a single IP ad-
dress: 5 requests/second, 

•  the time between the closest two requests 
from a single IP address: 0.2 seconds.

These are the baseline traffic values for creating 
a rule against the HTTP flood attacks. This is the 
minimal information to create a healthy rule.

A basic abnormal traffic rule based on these 
baseline values could be sampled as “10 requests 
in 0.1 seconds”.

According to the normal traffic baseline values, 
1 request in 40.000 microseconds from a single IP 
address will not be considered as a HTTP flood at-

tack. The abnormal traffic rule above allows 1 re-
quest in 10.000 microseconds at 10 times from a 
single IP address. According to the rule creation 
concept, this rule also has a tolerance factor point-
ed out by “10 times” description.

The tolerance factor (the request count) can give 
an opportunity to mitigate false positives. Many 
web development technologies like Ajax queries or 
HTML inner frames (iframe) may cause false posi-
tives without this tolerance value.

Besides HTTP flood attacks, this web applica-
tion level implementation can provide an oppor-
tunity to slow down the Brute Force Attacks and 
Web Vulnerability Scanners. When the detected IP 
addresses shared with other security components, 
this also would provide an opportunity to block at-
tackers’ access to the web application.

IOSEC HTTP Anti Flood/DoS Security Gateway 
Module http://sourceforge.net/projects/iosec.

Figure 4. The Rule Creation Concept
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Most of my work includes working with and 
building web servers and advising web 
programmers which technique use in pro-

gramming web applications and what are common 
errors within those applications.

introduction
In this article I will talk about common errors, when 
we are building web server and how to prevent se-
curity holes in web server configuration. The most 
popular web server today is Apache web server, 
which is big and if we don’t pay attention to config-
uration, we can easily have security breach.

You should never use automatic configuration, 
when installing server or desktop machine. If you 
install new server, you don’t need X Window or 
Gnome desktop environment. If you need to run 

graphical applications on your server, then you 
should use X11 SSH Forwarding method, which is 
very simple even if you use Windows desktop cli-
ent. If we use automatic installation, then we never 
know what is installed on our server. 

We need to pay attention to user and groups per-
missions. We don’t need to »chmod 777« files and 
directories, when we have troubles with our web 
application or web page. Always read installations 
instructions for web applications. 

Everyone has some doubt which modules for 
Apache or which package for server to install. 
My recommendation is that the best installation is 

how to Set up Apache 
Web Server with Secure Configuration

Security	of	web	servers	is	major	topic	in	security	world.	When	talking	
about security, we can talk about two topics; security of web server 
like Apache security or security of web application, which is for 
example	web	page	written	in	PHP	or	Perl,	which	are	using	one	of	
popular databases in background. 

What you will learn…
•	 How	 to	 make	 secure	 installation	 of	 web	 server	 on	 Linux	

platform. Advice about security problems and common 
mistakes when installing web servers.

What you should know…
•	 Basic	 concepts	 of	 working	 with	 Linux	 or	 UNIX	 servers.	 You	

should have some expirience with system administration, 
basic knowledge of networking and understanding of how 
web servers works.

Figure 1. Wrong permissions Figure 2. How Linux default Auditing works
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minimal installation because it’s always easier to 
add modules or packages, than delete them. If we 
don’t have some modules or packages installed, 
then application will tell us so and we can install 
this packages or module after initial installation. 

Check the hash file, ie. MD5 checksum, before 
installing the software. Do not install the server 
software, which is from 3rd Party sources, which 
is unverified and to which we don’t trust. If you are 
using Enterprise Linux OS distribution, then use 
the software recommended by the vendor.

Check the “init.d” directory and don’t run all ser-
vices on server, because you have made full in-
stallation of server. Disable unneeded services, 
don’t run RPC (Remote Procedure Call) services. 

Turn on Auditing Program 
Each distribution of Linux has at least one of the 
programs for Auditing. Use the one that comes 
with your distribution (Figure 2).

use logging 
Log as much information as possible and use a 
remote log server like syslog-ng or rsyslog. If some-
one hacks into your system, your logs will be on a 
remote server and cracker will not be able to clean 
your log files.

The use of iDS
IDS – Intrusion Detection System in conjunction 
with the IPS – Intrusion Prevention System are re-

Figure 3. IDS Snort diagram

Figure 4. SNORT Flow Diagram

Figure 5. How TCP Wrappers work
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ally good idea. The most famous and popular is 
Snort with many plugins, which are freely available 
on the internet (Figure 3).

Simple SNORT Flow Diagram you can see on 
Figure 4.

iPTables and TCP Wrappers
Restrict access to the server using the already 
built-in functionality of the operating system. Use 
iptables and TCP Wrappers.

SELinux and AppArmor 
Those two have become part of all Linux distribu-
tions. With the help of these you can easily pro-
tect your server. Using mod AppArmor module for 
Apache is simple and can be implemented manually 
or automatically, or through GUI interfaces: Listing 1.

Mount Point
Always keep a separate mount point for the web, 
use mount option like noexec, nodev and nosuid. 
Also hide the Apache server tokens (Lising 2). 

Disable next modules
Those modules are really not needed on server sys-
tem and we can have only troubles with using them.

•  userdir – Mapping of requests to user-specific 
directories. i.e ~username in URL will get trans-
lated to a directory in the server

•  autoindex – Displays directory listing when no 
index.html file is present

•  status – Displays server stats
•  env – Clearing/setting of ENV vars
•  setenvif – Placing ENV vars on headers
•  cgi – CGI scripts
•  actions – Action triggering on requests
•  negotiation – Content negotiation
•  alias – Mapping of requests to different filesys-

tem parts
•  include – Server Side Includes
•  filter – Smart filtering of request
•  version – Handling version information in con-

fig files using IfVersion
•  as-is – as-is filetypes

Restrict access to root directory (use 
Allow and Deny)
Secure the root directory by setting the following in 
the httpd.conf (Listing 3).

In the above:

•  Options None – Set this to None, which will not 
enable any optional extra features.

•  Order deny,allow – This is the order in which 
the “Deny” and “Allow” directives should be 
processed. This processes the “deny” first and 
“allow” next.

•  Deny from all – This denies request from ev-
erybody to the root directory. There is no Allow 
directive for the root directory. So, nobody can 
access it.

Disable Directory Browsing
If you don’t do this, users will be able to see all the 
files (and directories) under your root (or any sub-

Listing 1. Example of using SELinux script language

#include <tunables/global> 

/usr/lib/apache2/mpm-prefork/apache2 { 
  #include <abstractions/base> 
  #include <abstractions/nameservice> 

  capability kill, 
  capability net_bind_service, 
  capability setgid, 
  capability setuid, 
  capability sys_tty_config, 

  / rw, 
  /** mrwlkix, 

  ^DEFAULT_URI { 
    #include <abstractions/base> 
    #include <abstractions/nameservice> 

    / rw, 
    /** mrwlkix, 

  } 

  ^HANDLING_UNTRUSTED_INPUT { 
    #include <abstractions/nameservice> 

    / rw, 
    /** mrwlkix, 

  } 

  # This directory contains web applica-
tion 

  # package-specific apparmor files. 

  #include <apache2.d>
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Listing 2. Options for Apache web server

ServerSignature Off Prevents server from giving version info on error pages.
ServerTokens Prod Prevents server from giving version info in HTTP headers
Listen 80 (remove) Remove the “Listen” directive – we’ll set this 

directive only in ssl.conf, so that it will only be 
available over https.

User webserv (or whatever you 
created in step 2 above)

Ensure that the child processes run as unprivileged user

Group webserv (or whatever you 
created in step 2 above)

Ensure that the child processes run as unprivileged group

ErrorDocument 404 errors/404.html
ErrorDocument 500 errors/500.html
etc.

To further obfuscate the web server and version, 
this will redirect to a page that you should 

ServerAdmin <hostname>-webmaster@
xianco.com

Use a mail alias – never use a person’s email address 
here.

UserDir disabled root Remove the UserDir line, since we disabled this 
module. If you do enable user directories, you’ll 
need this line to protect root’s files.

<Directory />
    Order Deny, Allow
    deny from all
</Directory>

Deny access to the root file system.

<Directory /opt/apache2/htdocs”>
 <LimitExcept GET POST>
     deny from all
 </LimitExcept>
 
 Options -FollowSymLinks 
-Includes -Indexes -MultiViews
  AllowOverride None
  Order allow,deny
  Allow from all
</Directory>

LimitExcept prevents TRACE from allowing attackers 
to find a path through cache or proxy servers.

The “-” before any directive disables that option.
FollowSymLinks allows a user to navigate outside the
 doc tree, and Indexes will reveal the contents of 

any directory in your doc tree.

Includes allows .shtmlpages, which use server-side 
includes (potentially allowing access to the host). 
If you really need SSI, use IncludesNoExecinstead.

AllowOverride None will prevent developers from 
overriding these specifications in other parts of the 

doc tree.
AddIcon (remove)
IndexOptions (remove)
AddDescription (remove)
ReadmeName (remove)
HeaderName (remove)
IndexIgnore (remove)

Remove all references to these directives, since we 
disabled the fancy indexing module.

Alias /manual (remove) Don’t provide any accessible references to the Apache 
manual, it gives attackers too much 
info about your server.
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directory). For example, if they go to http://{your-
ip}/images/ and if you don’t have an index.html un-
der images, they’ll see all the image files (and the 
sub-directories) listed in the browser (just like a ls 
-1 output). From here, they can click on the individ-
ual image file to view it, or click on a sub-directory 
to see its content.

To disable directory browsing, you can either set 
the value of Options directive to “None” or “-Indexes”. 
A – in front of the option name will remove it from 
the current list of options enforced for that direc-
tory.

Indexes will display a list of available files and 
sub-directories inside a directory in the browser 
(only when no index.html is present inside that 
folder). So, Indexes should not be allowed (List-
ing 4).

Disable other Options

•  Following are the available values for Options 
directive:

•  Options All – All options are enabled (except 
MultiViews). If you don’t specify Options direc-
tive, this is the default value.

•  Options ExecCGI – Execute CGI scripts (uses 
mod _ cgi)

•  Options FollowSymLinks – If you have symbolic 
links in this directory, it will be followed.

•  Options Includes – Allow server side includes 
(uses mod _ include)

•  Options Includes NOEXEC – Allow server side 
includes without the ability to execute a com-
mand or cgi.

•  Options Indexes – Disable directory listing
•  Options MultiViews – Allow content negotiated 

multiviews (uses mod _ negotiation)
•  Options SymLinksIfOwnerMatch – Similar to Fol-

lowSymLinks. But, this will follow only when 
the owner is same between the link and the 
original directory to which it is linked.

Conclusion
This is few advices, when installing server and few 
advises about security of web server. Next what 
can we do within security is securing our web serv-
er with additional modules like mod_security2, se-
curing PHP and securing MySQL.
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Listing 3. Example of securing root directory access in 
Apache configuration

<Directory />
    Options None
    Order deny,allow
    Deny from all
</Directory>

Listing 4. Example of disabling direcotry browsing

<Directory />

  Order allow,deny
  Allow from all
</Directory>

(or)

<Directory />
  Options -Indexes
  Order allow,deny
  Allow from all
</Directory>

http://www.GUTTIERREZ.org/
http://www.DMASHINA.net/
http://www.GSISTEMI.net/
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Many researchers have been focused on ex-
amining, determining the behaviour and 
capability in performance of web servers 

under denial-of-service attacks (DoS). In this arti-
cle we will present another approach and method of 
analysing the capability of both most common and 
latest stable version of web servers under denial of 
service attacks (DoS) with Script Kiddie – Apache 
and Nginx. Nowadays current daily attacks are DoS 
attacks that occurred from the botnets(1).

This kind of attacks are based on a single user, 
where distributed denial of service (DDoS) attacks 
are controlling hundreds, if not thousands of com-
promised systems remotely coordinated to execute 
attacks against a victim, in our case web server (2). 
Moreover, Script Kiddie is a derogatory term used 
to describe those who use scripts or programs de-
veloped by others to attack computer systems and 
networks and deface websites (3). Our purpose of 
using Script Kiddie for this article is to launch light-
weight denial-of-service script that can be effective 
to terminate the response time of web server and to 
determine which web server – Apache and Nginx 
can hold larger amount of requests per connection.

Web server analysis is necessary in finding the 
bottleneck and capacity performance depending on 
the situation, environment of measured metrics and 
amount of requests per connection. Analysis of web 
server is usually performed on per connection ba-

sis. By obtaining overall statistical information, such 
as response time and throughput, we expect that 
we can get much more information if we perform 
different set amount of requests per connection into 
web server. It will aim to determine which web serv-
er will be able to hold larger amount of requests per 
connection. Hence, will prove whatever web server 
is capable of performing under large DoS attacks.

In this article we used already distributed open 
source scripts developed for security research pur-
pose. Their primary goal is to achieve lightweight 
denial-of-service attacks, by specified the amount 
of requests that could be made per connection. 
Sadly, in this article we do not distribute how to 
perform denial of service attacks under real live 
server, but only for a research and home purposes.

Moreover, we categorized the attacks into three 
levels and analyse the effect of changes in the 
server by delivering graph for levels, per three dif-
ferent amount of requests, and measured delay 
of response time. Response time means that the 
time between when the client initiated connections 
request and finishes receiving the last byte of re-
sponse. Thus it will only measure the time within 
the server, not the network delays.

For this reason the content of this article is: firstly, 
we introduce the reader with the testing environ-
ment and configuration. Second, we demonstrate 
the analysing performance categorized into three 

Web Servers Analysis 
under DoS Attacks
Examination,	determination	and	ability	of	both	most	common	and	
latest stable web servers under DoS attacks, Apache and Nginx.

What you will learn…
•	 In	 this	 article	 you	 will	 learn	 how	 to	 perform	 examination	

of	 DoS	 attacks	 on	 different	 web	 servers	 with	 lightweight	
Scriptkiddie script.

What you should know…
•	 You	 should	 know	 beforehand,	 the	 configuration	 process	

of servers as well as virtual machine, setup and installation 
process	of	Content	Management	Systems	and	the	basic	Linux	
commands.
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levels, low attack, middle attack and high attack. 
Last but not least, we present the result by deliver-
ing performance of three levels on both web serv-
ers – Apache and Nginx. And finally we conclude 
with the results analysis of this examination.

Environment
In order to perform examination of both web serv-
ers – Apache and Nginx, we have to compose envi-
ronment to meet our needs. As can be seen in Fig-
ure 1, first we have to create two virtual machines 
(VMs). Our chosen server is latest stable version of 
Debian (4) operating system. Our visualization soft-
ware solution is Oracle Virtual Machine, VirtualBox 
(5). In addition, Virtual Machine 1 is constituted of 
an Apache web server (6), MySQL open source da-
tabase (7) and latest stable version of Wordpress 
(8) content management system installed with de-
fault settings. Second Virtual Machine is composed 
of the Nginx web server, MySQL open source data-
base, in addition PHP-FPM (FastCGI Process Man-
ager) for PHP (9) and latest stable version of Word-
press installed with default settings.

In details, to be able to test both web servers, we 
have to bear in mind that there has to be some con-
tent in the web server to be requested. For that rea-
son, in this method, Wordpress most commonly 
known content management system was chosen be-
cause it is one of the most practical ways to examine 
the ability of web servers under DoS attacks. Also it 
is very important to highlight that if the content on the 
web server is static, not dynamic, as in our case, this 
analysis and the result will be significantly different.

Furthermore, the key advantages of our method are:

•  Same version of operating system, database 
software, content management system and 
hardware specifications.

•  For both web server, we have chosen default 
configuration settings of content management 
system and equivalent content.

One disadvantage factor regarding our methodolo-
gy is that in Virtual Machine 2 with Nginx web serv-
er we had to install FastCGI Process Manager to 
be able to request PHP. Despite the disadvantage, 
we still believe that the results will be decisive.

This approach, environment and software solu-
tions were chosen in order to benefit to the read-
ers and to be able to perform this examination by 
guiding them for further implication. In fact, it can 
be beneficial even to the organizations for further 
enlargement and research.

Nevertheless, now that we have clear image of 
the environment and the method, it is time to move 

on the operational research by delivering you the 
three categorized attacking levels, denial of ser-
vice script and tools used in this article.

Analysis
Web server analysis is necessary in finding the 
bottleneck and capacity performance depending 
on the different situation. Therefore in this article, 
we used already distributed open source scripts 
developed for security research purpose. The soft-
ware was designed in order to achieve lightweight 
denial-of-service attacks, by specified the amount 
of request that could be made per connection. Un-
fortunately, this analysis does not distribute how to 
perform denial-of-service attacks under real live 
server, but only for a research and home purposes.

The script kiddie application used to carry out 
denial-of-service attacks was Keep-Dead (10). Ad-
ditionally, the measuring delay in web server re-
sponse it is done using tcpdump (11) application 
to collect the data from port 80 (By default, HTTP 
uses port 80) and application to transform the tcp-
dump into metrics that permit is pt-tcp-model (12). 
Further, script kiddie has a good way to specify 
certain URL to be attacked, such as in our case 
Wordpress content management system – blog. It 
includes future for random value to be automati-
cally generated for each individual request.

Moreover, we categorized the attacks into three 
levels and analyse the effect of delays in each web 
server by delivering three different types – amount 
of requests. The analysis was limited in several 
ways. First, the script kiddie used for analysis has 
own limitations, such as, setting the maximum num-
bers of requests to be made to the web server; 
maximum number of requests to be made per con-
nection, in other words the connections made per 

Figure 1. Testing environment with specification, installation 
and network configuration
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attacking level; and it is in position only to crash the 
service, rather than to flood the service. This aspect 
will be dealt in more details in the next paragraph. 
Second, the three categorized attacking levels: low, 
middle and high attack. The attacking levels were 
categorized by opening connections to the victim 
web server. Third, the numbers of requests (i.e. at-
tacks) were performed through the host machine 
and through only one IP address. In real life scenar-
io this could be significantly different. Whereas now-
adays attacks are performed from hundreds, if not 
thousands of compromised systems remotely and 
different IP address coordinated to execute attacks 
against a victim web server. Last but not least, the 
virtual machine configuration is important as well, 
for instance in our testing environment is configured 
to 512 MB of RAM per VM, which in larger amount 
of request the server will be out of memory. Despite 
these limitations, we can still state that it is plausible 
that a number of attempts of three attacking levels 
might have influenced the results obtained.

Furthermore, to distinguish the number of opened 
connections per attack we use the following approach:

Where the:
 C is opened number of connections per attack,
 R is maximum number of requests set in script 

kiddie and
 RP is the maximum requests per connection 

according to attack.

Table 1 compares the number of connections for 
each level of attacks. It was decided that the best 
method for this study were selected high denomi-
nation amount of connections.

Although there are two general forms of DoS/
DDoS attacks: those that crash services and those 
that flood services; and additionally there are dif-
ferent methods, such as: ICMP, SYN, application 
flood, peer-to-peer attack, low-rate and permanent 
DoS/DDoS attacks, packet injection, etc. Never-
theless, we believe that the analysis approach and 
methods of this study will represents a useful alter-
native to previous (13) and further studies. As well 
as it will benefit not only to a home users but also 
to the organizations. More details on this analysis 
will be given below in the results section.

Results
Before interpreting our results, we remind the read-
er of our main aims. In this article we present anoth-
er approach and method of analysing the capability 
and performance of both most common and latest 
stable version of web servers under DoS attacks 
with Script Kiddie – Apache and Nginx. With goal 
to achieve lightweight denial-of-service attacks, by 
specified the amount of request that could be made 
per connection. Thus large amount of requests will 
contribute to measure delay in response of web 
server. In other words, it will pinpoint the response 
time to both web servers, Apache and Nginx. Likeli-
hood the measurements are categorized into three 
levels: low, middle and high attack. Each level of at-
tack has certain number of connections and for this 
study were selected high denomination amount of 
connections, listed in above Table 1.

The set of analyses, from previous section, ex-
amined the impact of three level of DoS attacks in 
both web servers and their response time are illus-
trated in Figure 2, the average response time (i.e. 
delay) conforming to number of connections (i.e. 
three level of attacks).

Interestingly, for low level of attack Apache per-
formed drastically better than Nginx, opposite from 
the rest level of attacks, middle and high, where 
Nginx response time per second is greatly active. 
These values correlate with previous findings (13) 
and further support the role that in fact Nginx per-
form and it is capable to respond to much larger 
number of connections in steadily mode and to re-
spond to the request quicker than Apache. Oppo-
site from Nginx, in low level of attack was found 
that Apache response time is able to perform bet-
ter, different way from middle and high levels where 
the performance is to vary.

Table 1. Three predefined levels of attacks according to 
number of connections

Low Attack Middle Attack High	Attack

Number of 
connections

500 1.000 10.000
Figure 2. Response time according to three level of attacks 
(i.e. number of connections) intersect with average response 
time in seconds per web servers
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Generally speaking, we found in fact that under 
large amount in denial-of-service attacks of both 
most commonly known web servers higher capacity 
and ability has Nginx, than Apache web server. With 
a few exceptions, our results show that Apache per-
formed and responded greater in low number of at-
tacks than Nginx, yet as mentioned above the goal of 
DoS/DDoS attacks are hundreds, if not thousands, 
of executed attacks against a victim. The analysis 
for this study is examined only once for each level of 
attacks to measure the average response time ac-
cording to number of connections. Whereas if this 
is compiled three or few times, indeed the average 
response per number of connections will be signif-
icantly different and matter-of-fact. Additionally, in 
this article no significant differences were found from 
the previous studies (13), where the main aim was 
to overstate and compare the performance bench-
mark of both selected web servers, as well as differ-
ent approach and tools for comparison. Given that 
our findings are based on a limited number of at-
tacking levels, the results from such analyses should 
consequently be treated with considerable meaning. 
In addition, the present findings suggest competed 
results in order to offer preferable web server per-
formance under DoS attacks to the readers. Results 
so far have been very encouraging and they have 

confirmed that the method, environment, analysis 
and the approach of our study are decisive and in-
vincible. The results will improve and worthwhile ev-
eryday work and usage of selected web servers. As 
well as, needed future action and studies.

Conclusion
Presently, the DoS and DDoS attacks you read about 
in the news are distributed across thousands and 
even hundreds thousand of computers and it uses 
pure brute force techniques to wipe their target off the 
internet by sending a large traffic to the remote server 
that it simply has no bandwidth left to serve legitimate 
requests. And the attacks to web servers are con-
stantly evolving, with different methods, approaches 
and tools. Thus we need to have knowledge, and al-
so abilities and capabilities of web server in perform-
ing and endurance under attacks. In the introduction 
of this article we present our main aims and expect-
ed outcome. The general conclusion of contend is 
evident, from the both web servers, in lower level of 
attacks/requests the best performance has Apache, 
contrary in larger amount of connections (i.e. attacks) 
for drastically steadily mode performance won Nginx.

In conclusion, the article recommendations and 
purpose are to show to the readers how to be able 
to perform examination and analysis for further stud-
ies. Also to illustrate clear image how to simulate 
denial-of-service attacks on web servers. Whereas 
this approach, environment and software solutions 
are in order to benefit to the readers, as well as in 
fact could be significantly beneficial even to the or-
ganizations for further enlargement and research.

In addition, when it come to recommendation in 
recognizing DoS/DDoS attacks there is neither clev-
er or naive solution, as well as different approaches 
and methods. Therefore, we recommend to use ad-
ditional modules for each web servers, for instance 
in Apache or Nginx, libapache2-mod-evasive(14) or 
mod_security(15) modules, or to use firewall and In-
trusion Detected Systems (IDS), etc. These avert 
solutions are just simple and clever solutions to pre-
vent and recognize DoS/DDoS attacks.
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This article summarises the results of the en-
tries and gives interesting insight into how 
developers in India approached the chal-

lenge and how good their reviewing skills were.

The Code
The code sample consisted of around 70 lines of 
C code. This code contained a mixture of inten-
tional errors, undefined behavior, bugs, poor style, 
‘worst’ practise and poor design. Participants were 
invited to manually review the code, identify any 
coding issues and annotate the entry with their 
comments. There were no functional requirements 
given for the code (so they could concentrate on 
the static analysis) and no style guide was given 
(so we could gauge the detection of style issues).

The code sample does compile and link – though 
it will crash if you try to run it.

Entries
There were a total number of 115 entries, with the 
winner identifying 23 issues. This was closely fol-
lowed by several entries catching around 20 is-
sues. At the lower end, some entries found just 
one issue (they may have thought that the winner 
would be randomly selected). In between, most of 
the participants found around 8 issues. Most peo-
ple took between 5 to 10 minutes reviewing the 

code, with the longest about 30 minutes – which 
is about the right amount of time to spend on this 
code (typically 150 lines an hour for non-safety 
critical code). By contrast, analysis using the QA·C 
tool took 1 second.

issues Detected, Critical issues
These would cause the program to crash:

The commonest issue found was the use of an 
uninitialized local variable, i: 89 entries:

int i,j;
    {
        array[i]=malloc((strlen(word)+1));

In this case the variable is used to index into an 
array, so the value it contained was likely to be 
outside of the array bounds. Thus, when dynam-
ically testing the code there is a good chance this 
issue would cause the code to crash. If the vari-
able is used for a different purpose, such as in an 
arithmetic expression, the junk value it contains 
may not cause the program to crash immediately, 
rather the program would contain unexpected da-
ta, which could cause a later malfunction – which 
could be very hard to track down. The declaration 
of i was on the same line as the declaration of j, 
which was not used in the function – an issue de-

Developers’ Challenge 
Results – ESC india 
2012
This	year,	for	the	first	time,	PRQA	took	their	‘Developers’	Challenge’	
to	the	Embedded	Systems	Conference	(ESC)	in	Bangalore,	India.	
The	Challenge	is	for	developers	to	manually	review	a	page	of	
(intentionally	poor)	C	or	C++	code	and	annotate	the	code	with	
any bugs, coding standard violations, poor practise, or any general 
comments on the quality of the code. There are several incentives 
to	take	part	–	test	your	own	code	reviewing	skills,	compare	them	to	
your	colleagues,	have	some	fun	–	and,	of	course,	for	the	contestant	
who	finds	the	most	defects,	win	an	Apple	iPad.
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tected by 36 participants. While unused variables 
pose no direct danger to the program, they waste 
resources, clutter the code and lead to increased 
maintenance cycles. For example, while looking 
at the code you could ask ‘did they mean to use j 
instead of i here?’ 

Nobody objected to the two declarations on one 
line – a practise usually avoided. One can see the 
rationale for this if we try to address the first issue 
by (erroneously) adding an initializer for the vari-
ables:

int i,j=0;

In this case j is initialised to zero as expected but 
i is still uninitialized. 

Another issue could cause the code to crash – 
but this depends on an external condition:

  FILE *fptr = fopen(“document.txt”,”r”);
  if(fptr==NULL)
  {
          printf(“cant open document.txt\n”);
  }
  for(i=0;i<Dsize;i++)
  {   
          fscanf(fptr,”%s”, word);
                 ^
Msg(5:2812) Apparent: Dereference of NULL pointer.

The variable fptr could be NULL when passed 
to fscanf. This is a more interesting error since 
if the file document.txt can be opened then the 
code will be run correctly – thus, in dynamic test-
ing this error may never be detected – it may on-
ly occur once the code is released. Getting 100% 
code coverage during dynamic testing would help 
– though detecting the issue while the code is be-
ing written is much more cost effective. Here the 
code already detects the case where the file can-
not be opened – it just needs to take some addi-
tional action to print this out.

Types, types, types
54 people noticed the integer/float comparisons 
and operations. Some entrants claimed (wrong-
ly) that comparing floats and integers was not al-
lowed. Although C has types, the type enforce-
ment is not particularly strong and you are free to 
mix integer and floating point operations. Howev-
er, this is bad practise due to losing data precision 
and rounding errors.

Another issue detected by 18 entries was issues 
relating to the upper bounds of the loop in main. 
At 80386, this is well above the maximum value 

for the int loop counter, so the loop exit condition 
would never be reached. However, only one en-
trant noticed that the global array of size 80386 
elements was too big for a strictly conforming ISO 
c90 program. While many compilers support over 
and above the minimum limits, constructs that ex-
ceed them are not as portable.

Comparisons
50 entrants noticed that the program attempted to 
compare strings by comparing the pointers to the 
character arrays. While comparing pointers is al-
lowed in some circumstances, here the pointers 
are completely unrelated so the result is undefined. 
Though the program probably won’t crash, the re-
sult is meaningless and not what was indented.

Style issues
The program was written without sticking to any 
particular style. The bracing was inconsistent and 
in some cases confusing – though only 8 people 
complained about this. Only one person noted that 
one set of braces was completely redundant.

Style is one of the areas which can become a 
fighting ground – probably because it is so sub-
jective. The important thing is to stick to a clear 
bracing and indenting policy to improve readability. 
For those who don’t think style is important, they 
should look at this:

if(core_temperature < MAX_TEMP)
    gas_flow++;
    radiation++;

Is the intention of the code that the radiation 
should be increased whatever the core tempera-
ture, or only if the temperature is below the max-
imum? A clear bracing and indentation policy 
would make the code clear and explicit.

Scan What?
The scanf family of functions can be hard to use 
correctly, as there is a number of flags and modi-
fiers to specify the type being scanned. 55 people 
identified the incorrect argument %q for a character 
pointer and roughly the same number noticed that 
an address-of operator, &, was being used on a 
pointer. Far fewer people noticed that if more than 
one character was read in, then memory would be 
overwritten. 

Embedded Programmers
Looking at the types of issues detected you could 
get an idea of sorts of programs the entrants usu-
ally worked on.
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Portability
18 entrants made comments relating to the size 
of the integer. Many people assumed the code 
was for a 16 bit processor – in which case their 
comments on the code were correct. However, in 
C the size of an integer is implementation depen-
dent (and this implementation detail was purposely 
omitted). The comments on the loop were correct 
– due to the maximum size of an int, the loop was 
infinite on a 16-bit system, but not a 32-bit system. 
These types of issues have a big impact on the re-
usability of code – where code that works correctly 
on one platform behaves differently on another.

Main
Only 12 entrants noticed that main was declared 
with an implicit int return type and only 7 entrants 
noticed that main did not return anything. This sug-
gests that many entrants were from an embedded 
background where they aren’t used to main return-
ing.

False positives
There were several false positives detected. Some 
of these were unreachable code, others were 
things like malloc or FILE being undeclared. While 
the 2nd two could easily and quickly be explained in 
a code review (e.g. FILE is declared in stdio.h), un-
reachable code can be an area that requires more 
in-depth analysis. This can significantly increase 
code review times, limiting the time left for the rest 
of the code and frustrating developers.

Compilers
With the default compiler settings for GCC (version 
4.3.4) no issues are reported. Using the Microsoft 
compiler from Visual Studio 2010 (CL) with the de-
fault settings, it only reports the use of the uninitial-
ized local variable.

Increasing the verbosity of the compiler results in 
some more issues being detected. Oddly, GCC de-
tects the unused variable, but not the uninitialized 
one – which is far more serious. It also detects the 
lack of return type on main and the wrong scanf 
format specifiers.

CL goes on to detect the unused variable, float/
integer conversions and lack of return type for main.

Therefore it is not sufficient to turn on all the com-
piler warnings to ensure there are more defects in 
your code. These two popular compilers didn’t de-
tect all of the issues, or even a consistent subset.

Design Analysis
Many entrants made comments on the poor de-
sign of the code, with most comments on the use 
of global variables rather than passing parameters 
to functions. This is encouraging – as this is an 
area that computers are not very proficient at. It 
demonstrates that a code review is required even 
if the code passes static analysis and complies to 
a coding standard (and even passes all dynamic 
testing!). But now the emphasis in the code review 
is on ‘is this the best way to do this’ rather than 
looking at language issues. Human being is still 
the best way to decide on best implementation. 

There were no requirements for the code – but 
many people commented that the code wouldn’t 
do what it was supposed to. Two people looked 
at the loop containing the scanf and commented 
that it was bad practise to expect someone to enter 
80368 strings at the keyboard!

Comparisons with the Previous 
Developers’ Challenges
The quality of the best entries was roughly equiv-
alent to the best entries in previous Developers’ 
Challenges. The volume of entries was higher than 
previous Challenges. 77% of entrants detected the 
initialised variable.

Summary
The Developers’ Challenge demonstrates that 
manual code review is not an effective way to 
check coding standard violations and bugs. Using 
your most proficient developers, you may detect 
a reasonable percentage of issues – but when a 
static analysis tool can detect more in a couple of 
seconds – and you don’t really want your best de-
velopers spending their days reviewing code when 
they could be writing it!

Interested in finding out more about PRQA’s 
Developers’ Challenge? Go to www.program-
mingresearch.com/resources/white-papers/ and 
download the 31-page detailed white paper ana-
lysing the entries from the ESC Developer’s Chal-
lenge held in Silicon Valley last year.

Contact us
PRQA	 has	 offices	 globally	 and	 offers	 worldwide	 cus-
tomer	support.	Visit	our	website	to	find	details	of	your	
local representative.
Email:	info@programmingresearch.com
Web:	www.programmingresearch.com

All products or brand names are trademarks or registered trade-
marks of their respective holders. JASON MASTERS 

GLOBAL PRODuCT MANAGER

http://www.programmingresearch.com/resources/white-papers/
http://www.programmingresearch.com/resources/white-papers/
http://www.programmingresearch.com/resources/white-papers/
mailto:info@programmingresearch.com
http://www.programmingresearch.com
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Learn and test yourself 
with hack Defense

interviewer: At the beginning let’s start 
from… the beginning. Aatif, how did it 
happen that you decided to start this 
company?
Aatif Khan: From past number of years, I have 
been working with number of clients in different 
verticals, from Banking, Telecom, Government 
Agencies and number of Fortune 500 MNC’s. 
The concept of Hack defense was influenced 
by my experience gained and market studies. I 
have number of members from top notch hack-
ing community, who work under me in designing 
course and lab exam. We also offer recruitment 
services specifically for Information Security 
guys. And we have a hard core penetration test-
ing team for providing range of information secu-
rity solutions.

interviewer: Your company became well 
known among information Security 
specialists because of courses. Why are 
they so popular? 
Aatif Khan: It took over a year for us to design 
these comprehensive courses on ethical hacking 
and penetration testing. We have designed course 
structure after studying what all the top informa-
tion security companies are offering and basing on 
my experience what exactly is the industry require-
ment and, thus, we came up with all latest and ad-
vance courses in ethical hacking, exploit writing, 
web exploitation.

Aatif	Khan,	the	founder	of	Hack	Defense,	agreed	to	give	an	interview	
especially	for	the	Hakin9	Magazine.	Hack	Defense	is	known	as	a	
global	leader	in	Information	Security	Training	and	Penetration	
Testing Services.
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interviewer: We already know how hack 
Defense occurred and why it became 
so popular. Can you tell us what are the 
courses you offer? 
Aatif Khan: Presently, we have wide range of 
courses from Penetration Testing to Web Applica-
tion Security, Wireless Security, Malware Analysis 
and Reverse Engineering, Exploit Writing and our 
most popular course on BackTrack, its lab exam 
and certification Certified Penetration Testing Pro-
fessional (CPTP).

interviewer: Each of the courses has its 
own certification. Can you tell us more 
about it?
Aatif Khan: Our Certifications are based on lab 
exam, where candidates are given number of 
tasks to clear, they are even awarded points and 
grades on their approach and the amount of work 
done, even if they are unable to clear the exam, 
they get in-depth exposure to real time penetra-
tion testing environment. This is one strong rea-
son for information security professional’s to learn 
from us, as their skills are analyzed in practical 
way rather than simply answering some objective 
questions.

interviewer: CPTP is the most famous one. 
Why?
Aatif Khan: Certified Penetration Testing Profes-
sional certification exam is performance-based, 
meaning that candidates must perform tasks in 
live penetration testing environment, rather than 
answering questions about how one might per-
form those tasks. Our Exam lab is designed to 
cope with real world cyber threats and to meet the 
immediate security needs of an organization in a 
relative short time.The hands-on nature of this 
exam makes real-world experience a critical facet 
of preparation. The CPTP certification is quickly 
becoming accepted worldwide as one of the most 
prestigious Information Security certification in 
the industry. Information Security Professionals 
holding an active CPTP certification are recog-
nized for their expert-level knowledge and skills 
in hard core penetration testing. The deep tech-
nical penetration testing knowledge that a CPTP 
brings ensures that they are well qualified to ad-
dress the most technically challenging cyber se-
curity threats and security vulnerabilities to Cor-
porate Infrastructure.

The program continually updates and revises 
its testing tools and methodologies to ensure un-
paralleled program quality, relevance, and value. 
Through rigorous practical exams, the CPTP cer-

tification program sets the standard for the most 
advance penetration testing expertise.

interviewer: Can you tell us how many 
people go through your courses per year 
and what is the percentage of passed 
exams?
Aatif Khan: Till Date, six thousand candidates 
have attended our trainings. As far as clearing lab 
exams are concerned, candidates who attend our 
training have fair idea to clear lab exam, as they 
undergo rigorous training in our lab environment. 
Over all 80% of candidates have cleared the ex-
am.

interviewer: This is a really good 
result. Your way of offering training is 
exceptional and i know you are expanding 
in different corners and want to cover 
complete world?
Aatif Khan: We are expanding at a pace, we have 
already done partnership with some top notch 
companies from New York & Amsterdam and now 
we are planning to expand our operations in dif-
ferent states of USA, Middle-East & Europe. Pres-
ently we are reviewing number of proposals from 
investors and Training Institutes who are willing to 
run our courses. We will be setting up Hack De-
fense Academy in different parts of world, where 
I and other Hack Defense Certified trainers will be 
offering boot camp training’s.

Interviewer: Thank you for the interview. Our 
team wishes you good luck with your work.

ESTERA GODLEWSKA
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Tool Time

I recently had to reset my Smartphone to factory 
default as it was not functioning properly. Em-
baressingly, I forgot that the phone has location 

recording enabled by default on the phone. I start-
ed using it to take pictures and my geographical 
information was being stored in the image files. I 
had to figure out a way to remove these sensitive 
information without destroying the files. 

Using GHex, I tried locating the GPS metadata 
within display.jpg but was not able to successfully 
find them (Figure 1). 

A tool is needed to parse and isolate the offend-
ing metadata. jhead is an open source tool to sat-
isfy this requirement.

Install jhead on Ubuntu 10.04 by entering the fol-
lowing command in your Terminal. 

sudo apt-get install jhead

jhead successfully displayed sensitive information 
such as the make of the camera and the GPS co-
ordinates where the image was taken (Figure 2).

jhead can be used with either the -mkexif or 
-purejpg options to remove the unwanted informa-
tion from the image file. I made 2 duplicate copies 
of the test image and tested both options against 
them. The first option removes minimal informa-
tion whilst the latter option deletes all information 
not required to render the image. However, testing 
both options produces the same outcome (Figure 
3).

This tool is simple to install and use yet incredibly 
useful in ensuring your privacy. Beside removing 

jhead
Smartphones are feature packed and owned by nearly everyone in 
developed	countries.	We	cannot	get	by	with	our	daily	lifes	without	
them.	They	provide	us	with	a	pocket	sized	gadget	to	surf	the	World	
Wide	Web,	direct	us	to	where	we	want	to	go	via	the	built-in	Global	
Positioning	System	(GPS)	and	even	permit	us	to	take	videos	as	well	
as photographs on the go. The caveat of this device is that it records 
a lot of sensitive data about its owner by default. 

Figure 1. Hex editor Figure 2. Metadata output



www.hakin9.org/en

unwanted metadata from individual images, it can 
be used as a batch job to strip out metadata from 
images within folders too.

Figure 3. Metadata removal

Figure 4. Bulk removal

MERVYN hENG
Mervyn Heng, CISSP, is into Ubuntu, Comic Universe 
characters, Pop culture and Art outside of Information 
Security. If you have any comments or queries, please 
contact him at commandrine@gmail.com. 

For many years, Joe Weiss has been 

sounding the alarm regarding the potential 

adverse impact of the ‘law of unintended 

consequences’ on the evolving convergence 

between industrial control systems 

technology and information technology. In 

this informative book, he makes a strong 

case regarding the need for situational 

awareness, analytical thinking, dedicated 

personnel resources with appropriate 

training, and technical excellence when 

attempting to protect industrial process 

controls and SCADA systems from potential 

malicious or inadvertent cyber incidents.”

—Dave Rahn, Registered Professional 
Engineer, with 35 years experience.

FOR INTERNATIONAL ORDERS:
McGraw-Hill Professional

www.mcgraw-hill.co.uk  
PhOne: 44 (0)1628 502700

FOR US ORDERS:
www.momentumpress.net

PhOne 800.689.2432 

mailto:mailto:commandrine%40gmail.com?subject=
http://www.momentumpress.net


  
 

Need a scholarship? 
White hats, Ninjas, Grinders, and Engineers – listen up! 
 
The Lint Center for National Security Studies awards merit-based 
scholarships semi-annually in both July and January. A 
streamlined, web-based application form is available on our main 
portal. Undergraduate and post-graduate students pursuing 
technical degrees in computer security, computer science, 
diplomacy, and linguistics are encouraged.  

 

LintCenter.org  
 
 

About the Lint Center: The Lint Center for National Security Studies in the 
United States is a Veteran and Minority directed, all-volunteer 501(c)(3) 
non-profit organization, dedicated to fostering the educational development 
of the next generation of the National Security and Intelligence communities 
by providing passionate individuals with scholarship opportunities and 
mentorship from experienced National Security personnel. 
 
About the Lint Center’s Mentoring Program: 
In addition to the scholarship award, winners will acquire an experienced 
security practitioner-mentor. With over 150 mentors, the Lint Center is well 
positioned to match emerging leaders with practitioners to streamline the 
learning curve. 
 
Check out our blog: LintCenter.info 
Follow us on Twitter: @LintCenter 
Become a fan: facebook.com/LintCenter 
 

EMPOWER, ENHANCE, ENABLE… 
(Script Kiddies need not apply) 

http://www.lintcenter.org/
http://www.lintcenter.info/
http://www.twitter.com/LintCenter
http://www.facebook.com/LintCenter


Certification Exam 2 - Certified Cyber 51 
Pentesting Expert - (CC51PE)

MONTH 7

Certification Exam 1 - Certified Cyber 51 
Pentesting Professional - (CC51PP)

MONTH 6

Web Application Penetration Testing - level 3
MONTH 5

Web Application Penetration Testing - level 1
Web Application Penetration Testing - level 2

MONTH 4

Network Penetration Testing - level 3
MONTH 3

Network Penetration Testing - level 1
Network Penetration Testing - level 2

MONTH 2

Vulnerability Assessment - level 1
Vulnerability Assessment - level 2
Vulnerability Assessment - level 3

MONTH 1

Get trained today through our exclusive 7-months hands-on course.
Gain access to our complex LAB environment exploiting vulnerabilities across many platforms.
Receive a trainer dedicated to you during the 7 months.
10 different hands-on engagements, 2 different certifications levels.

http://www.cyber51.com/affiliates/idevaffiliate.php?id=109&url=17


PLEASE SEE WWW.UAT.EDU/FASTFACTS FOR THE LATEST INFORMATION ABOUT DEGREE PROGRAM PERFORMANCE, PLACEMENT AND COSTS.

[  GEEKED AT BIRTH. ]

www.uat.edu > 877.UAT.GEEK

LEARN:
Advancing Computer Science
Artificial Life Programming
Digital Media
Digital Video
Enterprise Software Development 
Game Art and Animation
Game Design
Game Programming
Human-Computer Interaction
Network Engineering

[  IT'S IN YOUR PULSE.  ]

You can talk the talk.
Can you walk the walk?

Network Security
Open Source Technologies
Robotics and Embedded Systems
Serious Game and Simulation
Strategic Technology Development
Technology Forensics
Technology Product Design
Technology Studies
Virtual Modeling and Design
Web and Social Media Technologies

http://www.uathackad.com/Nov12
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