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We know all too well how trends turn into 
permanent fixtures. Bad ideas left unchal­
lenged become the norm and new genera­
tions, unfamiliar with any other way, assume 
this is how things should be. 

We're seeing just such a development with 
the rapid advances in surveillance, not only 
in the States but globally. A quickly evolving 
technology, as well as an easily manipulated 
and fearful mindset in the general public, is 
making it all possible. But if things keep going 
the way they've been, neither technology nor 
the public will be able to reverse the trend. 

This isn't exactly a new issue. We've 
been talking about the increasing amounts of 
surveillance since we first started publishing 
back in 1984. Back then it was more of a 
"what if" scenario, where most of us feared 
what coulJ happen if the government had the 
ability to track us in real time, if there were 
cameras everywhere, if our private information 
was no longer so private. As part of the hacker 
community, we knew full well how fleeting 
any form of privacy actually was. If there's 
one thing we've learned over the years, it's 
that those entrusted with keeping our private 
information secure aren't really expending all 
that much effort to achieve this. 

So with this bit of knowledge, we can add 
poor security into the mix. While the powers 
that be don't really need this in order to gather 
information on everyone, the spectre of our 
privacy always being invaded or compro­
mised has the effect of lowering our overall 
expectations. Every time we read a story 
about another few hundred thousand data­
base records of people's confidential infor­
mation being compromised, left posted on a 
website, or just lost when a laptop was stolen 
out of someone's car, we become all the more 
resigned to a world where keeping such data 
safe seems less and less likely. So when we 
find that we're being watched on a more offi­
cial level, it's no longer the shock it might 
have been once. 

There's yet another element to all of this. 
Perhaps as a result of this resignation to the 
unlikelihood of our private lives remaining 
private, many of us have jumped onto the 
bandwagon of exposing the most intimate 
personal details of those lives to the entire 
world. Through the Facebooks, MySpaces, 
Twitters, and LiveJournals of the net, we can 
now spy on each other in ways unimaginable 
only a few years ago. Students voluntarily 
post their class schedules, their pictures, 
home addresses, and phone numbers for 
everyone on the planet to see. We've taken 
the concept of a diary, something people 
used to keep literally under lock and key, and 
turned it inside out so that now we broadcast 
our innermost thoughts, fears, and desires 
to anyone who cares to read about them. 
Such self-surveillance on this level is unprec­
edented and not a healthy development for 
a free society. Granted, there are merits to 
transparency, particularly when it concerns 
government or corporate oversight; such 
things affect millions of people and should 
be open to scrutiny. Individuals, however, do 
not need to have every aspect of their lives 
analyzed, compared, and displayed to the 
rest of us. To embrace this kind of a culture 
invites an inevitable pressure to conform to 
one kind of a standard or another. Gone will 
be the days where individuals can live and 
interact merely with those they wish to be 
around. Failure to be public and transparent 
in thoughts and emotions will itself be seen 
as suspicious. 

It's still possible to be surprised by the extent 
of our voluntary exhibitionism. We often have 
fun demonstrating this to people. Something 
as innocuous as sitting in a coffee shop using 
a laptop can wind up being the first step 
towards having your entire life exposed due 
to your own choices. You may see someone 
pop up on your local networks. You notice 
they have their iTunes library publicly read­
able. Now you know not only what they like 
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to listen to but what they're listening to right 
now. From there you can search for their 
username throughout the Internet, which 
often will be the same one they used here. 
You will then see what they've said on public 
forums, where they stand politically, what 
kinds of experiences they've had in life. You'll 
find out where they go to school, where they 
grew up, who they're friends with, who they 
have crushes on, what they hope to achieve 
in life. Their personal family pictures will no 
doubt be displayed somewhere on Flickr, 
probably with the exact same username or 
one that can easily be gleaned from all of 
the other information that's obtainable about 
them. You'll learn all about their relatives, 
where they're from, where they've been, 
birthdays, addresses, milestones, etc. All of 
this simply from seeing them on a network 
in a coffee shop. And you haven't even done 
anything that could be considered an inva­
sion of privacy since they set these param­
eters themselves and clearly have no expec­
tation of privacy. 

And that is the problem. We are erasing 
our own expectations of privacy which makes 
it that much less of a big deal when various 
authorities wipe out more and more of it. In 
the city of London alone, there are well over 
half a million surveillance cameras, public 
and private, capturing the average citizen 
around 300 times a day. It hasn't stopped 
crime and it certainly hasn't made people 
less fearful. In the entire United Kingdom, 
there is one camera for every 14 people. In 
the States, we are starting to embrace this 
technology and the attitude that says we must 
do this to stay safe. Citizens of high crime 
neighborhoods are more likely to demand 
that cameras be installed on their streets 
when only a few years ago such an action 
would have been seen as a grievous intru­
sion into people's lives. Even without any 
clear evidence that crime is being reduced 
as a result, it's the illusion of security that so 
many of us cling to which is enough for us 
to give up our very tangible right not to be 
monitored around the clock. 

This illusion can be seen in many forms, 
from being forced to sign into any office 
building while being told that this somehow 
makes us safer from terrorists, to bei ng 
randomly searched while in the public trans­
portation system, to imposing "Iockdowns" 
at the drop of a hat while forgetting that this 
used to be something that only went on in 
prisons. We now use terms like "homeland 
security," "Total Information Awareness," 
"PATRIOT Act," and "if you see something, 

say something," without remembering how 
absurd, jingoistic, and ultimately meaning­
less they are. We're even willing to accept 
the suspension of essential constitutional free­
doms if it will allegedly speed up the process 
and make us feel safer. It's all on the way to 
becoming normal. 

You may have seen mention of some­
thing called FISA in the news recently. The 
Foreign Intelligence Surveillance Act of 1978 
may well have escaper! the radar of many, 
as it basically authorizes a "secret court" 
to approve warrants to collect foreign i ntel­
ligence information in the United States. Of 
the nearly 23,000 warrants requested from its 
inception to 2006, only five were rejected. 
And yet, this secret court wasn't enough 
for the current administration. The Protect 
America Act of 2007 basically removed the 
warrant requirement which allowed for an 
unlimited amount of wiretaps of Americans 
suspected of communicating with suspicious 
people overseas. The most outrageous part 
of all of this was that the warrantless surveil­
lance had been ongoing since 2002 as part 
of a secret cooperative program with the NSA 
and various major phone companies. The 
Protect America Act allowed for those phone 
companies engaging in illegal and warrantless 
wiretaps to be retroactively immune from any 
civil lawsuits from citizens whose privacy was 
violated. 

Needless to say, such detours around the 
Constitution are merely a foot in the door 
to far more egregious violations of privacy. 
Under this Act, it is theoretically possible 
for hardware and data to be seized without 
a warrant if there is said to be suspicion that 
somehow there is a link to someone overseas. 
We're certain this is but one of many potential 
abuses any acceptance of this Act will invite. 
At press time, the Act has not been renewed 
pending resolution of disagreements between 
Democrats and Republicans. Oddly, an offer 
by Democrats to temporari Iy extend the Act 
by 21 days pending resolution of the disagree­
ments was rejected, which tends to throw 
water on the whole premise that the country 
is at risk every day this Act is not in place. 
It would appear this has nothing at all to do 
with national security. 

We face a lot of troubl i ng ti mes ahead with 
regards to surveillance. Most of the power, for 
the moment at least, remains in our hands 
and in our minds, should we choose to use 
them. It is our acceptance of the elements of 
a surveillance state which will give it the most 
strength and solidify its presence for future 
generations. It doesn't have to be this way. 
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Vhreaking 
with VoxALot 

by J.R. Vela 
jrvela@aristasol .com 

an old a nalog telephone can be con nected . An 
ATA al lows you to use a traditional phone as  a n  
I P  phone.  

Is p h reaking dead? In the days of war between BYOD: Br ing You r  Own Device.  This  i s  a 
the te l ephone compan ies a n d  p h reakers (phone form of VolP serv ice where the prov ider  a l lows 
h a ckers) ,  m a ny battl es were fought .  Most hackers you to b r i n g  you r  own device. Some p roviders 
thin k about p h rea k i n g  as  the "good old days", h ave devi ces that  a re locked to that  prov ider's 
when hackers j ust wanted to learn  about the n etwork .  You wa nt  a provider that  offers BYOD 
myster ious te lephone system,  whi le  the tel cos connect iv i ty. The dev ice m ust be u n locked for 
wanted to keep their secrets to themse lves.  As t h i s  to work .  
we a l l  k now now, many secrets got out, wh ich  Device Registration (Register): When an  
opened the te lephone system to exploits such  IP  dev ice  i s  configu red to  use a prov ider, the 
as  the 2600 Hz tone used to gain access  to tele- device wil l  regi ster to the provider's SIP server. 
phone tru n ks .  Most of the o ld  phone v u l ner- The device w i l l  look for the server a n d  attempt 
a b i l i t ies h ave been plugged, or strong l aws have to regi ster w i th a user ID a n d  a password . As part 
been put  i n  p l ace to p u n i s h  those who exploit of the reg i strat ion,  the device w ill send i nforma-
these v u l n erab il i t ies .  Unt i l  recent ly, the tele- tion a bout itself, such as its IP address, to the 
phone system had not  changed m uch i n  the 100 server. Thus, when a nother  user on the server 
years s i nce its i nvent ion . With the i n trod uct ion calls th is IP  device u s i n g  its SIP address, i t  knows 
of cell phones, the basic tec h nology was about w h i c h  device to r ing. Some prov i ders wi l l  a l low 
the sa me; the o n l y  d i fference was that te lephony m ulti ple devi ces to reg i ster to a s i n gle accou nt .  In 
went w i reless .  Today, cell phones do more than  t h i s  case ,  a l l  the  devices w i l l  r i n g  at once when 
prov ide bas ic  d i a l tone serv ice; they have become ca l l ed .  
true m u l t ipu rpose dev ices .  T h e  p l ayers i n  t h e  ce l l DID: Di rect Inward D i al .  T h i s  i s  a telephone 
bus i ness a re st i l l  the o ld  te leos for the most part .  n u m ber in the PST N that  can  be ass igned to a 
Voice over IP (Vol P), on the other  hand ,  has  been telephone on a network. You can thin k of the 
matu r i n g  over the last few yea rs .  Cou p l i ng Vo lP DID a s  you r  telephone n u mber on the PST N .  
wi th  t h e  growth of the Internet, a new telephony PBX: P u bl ic  Branch Excha nge. A mecha n i cal 
techno l ogy has  the potent i a l  to explode in the switch that  has  telephone trunks com i n g  in from 
com i n g  years .  The trad it ional telcos feel that  the PSTN o n  one end and te l ephone stat ions on 
there is the potent ia l for a d i stu rbance wh ich  the  other  end .  I t  al lows the stat ions to make a n d  
cou l d  i mpact t h e  da rk  s ide  o f  t h e  force.  There a re receive ca l l s from the PST N .  
h u nd reds o f  VolP compan ies,  a n d  the o l d  tel cos PSTN: Public System Telephone N etwork.  T h i s  
are n o t  even i n  the g a m e .  T h e y  are h a n g i n g  on to is the good old telephone network that  p h rea kers 
the old network .  The new p l ayers offer telephony used to e njoy. 
serv i ces with  a technology completely different PSTN Gateway: Th i s  is a device that  s i ts 
than  A l ex a nder G ra h a m  B e l l's l i tt l e  i nventio n .  between a Vol P  network a n d  t h e  PST N .  I t  a l lows 
VolP offers an awesome playground for a new VolP networks to com m u n i cate with the PST N .  
generat ion of p h rea kers. Vol P  p h reak i ng, o r  SIP: Session In i t i at ion Protocol . Th i s  i s  a n  
v h rea k i ng, is the new front ier. open i n ternet protocol  used to establ i sh  com m u -

In t h e  o ld  days, phreaking w a s  d r iven b y  a n i cat ion between VolP devices .  One of the 
des i re to learn  a n d  be a ble to ca l l  fr iends  for adva ntages of SIP is that, u n l i ke other Vol P proto-
free or at low cost. Vol P  offers the same oppor- cols, it is ope n .  If you wa nt, you c a n  d i g  i nto the 
t u n i t ies  w i thout h av i n g  to b rea k the l aw. What RFCs, but  that  i s  beyond the scope of t h i s  a rt i c l e. 
follows is a descr i pt ion of how one can  set u p  For now, i t  i s  j u s t  i m porta nt  t h a t  you u s e  a SIP VSP 
a free, or nea r l y  free, te l ephone serv ice to p l ace that  a l l ows B YOD. 
cal l s a rou n d  the g lobe.  F i rst, let's rev iew some SIP Client: Th i s  i s  a n  endpoi nt  device 
common VolP terms: con necti ng  to a SIP network .  It could be, a mong 

ATA: Ana log Telephone Adapter. Th i s  i s  a h a rd- other  th i ngs,  a ha rdwa re IP telephone, a softwa re 
ware device that  acts l i ke a n  IP phone.  Unli ke a n  IP  te lephone, a n  ATA, a PST N Gateway. 
IP phone, it does not h ave a h a n dset a n d  a d ial SIP Proxy: Th i s  is a server that takes SIP 
pad; i n stead i t  has an RJ 1 1 te l ephone jack where req uests and then forwa rds them to the r ight  
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place for p rocess ing .  T h i s  is how cl ients come 
i nto the VSP's VolP network.  SIP p rox i es face the 
Internet on one s ide, w h ile connect i n g  on the 
other  s ide to a SIP Server. 

SIP Server: Call p roces s i n g  equ i pment. The 
SIP sever performs the  fu nct ions of a n  old tele­
phone switch or PBX. The d i fference is that  SIP 
devices work over IP a n d  c a n  con nect v i a  the 
Internet .  The SIP server holds a d i al plan and is  
capable of rout i ng  calls between devices. 

SIP Network: The SIP server and all the SIP 
devices m a ke u p  a SIP n etwork. You can u s ually 
call devices wi th i n  the n etwork by s i m ply d i a l i ng  
the SIP n umber of  the devi ce. 

VolP Soft Phone (Softphone): Th i s  is a soft­
ware version of an IP Phone. You r u n  th i s  soft­
ware on a Pc, laptop, or hand-held device.  You 
wi ll n eed a headset a n d  m ic rophone for the soft 
phone to be useful. 

VolP Telephone or IP Phone: T h i s  is a device 
that  l ooks l i ke a trad i t iona l  te lephone, but  i t  i s  
actually a computer. I t  con n ects to a network 
u s i n g  its Ethernet port. It i s  used to m a ke calls 
u s i n g  a VolP network.  

VSP: VolP Serv ice Prov ider. A company or 
orga n i z at ion that  p rovides VolP servi ces. Most 
VSP are for-profit orga n i zat ions try i n g  to m a ke 
money offer ing  i nexpens ive telephone serv i ces .  

I th i n k  we now h ave enough i ngred ients to 
cook u p  ,1 n i ce home m,lde Vol P  syste m .  One 
of  our  goals i s  to  b u i l d  our  telephony system 
keep i n g  the cost as  clasp to zero ilS poss i ble. 
Whenever poss i ble, we w i ll use free serv ices .  

F i rst we need to get  a n  IP phone.  S i nce we 
a re on a budget, we w i l l  get a free softphone.  
We wi ll use X-Lite as  our  softphone. X-Lite i s  ,1 

free download from Cou n terPath (1'1 t tp: ;' /"C,M. 

-COllCl'OIpaUl. COIll/). You wil l  have to i nsta l l  
X-Lite on you r  system a n d  configu re the a u d io 
levels for you r h eadset a n d  m i c rophone. 

The next th i n g  we need i s  a free VolP serv in' 
provider  (VSP). There a re m a n y  VSPs offe r i n g  a 
var iety of servi ces. A lot of them ch<Hge for the i r  
servi ce; however, there a re some that offer a bas ic  
serv ice  for free a n d  a n  opt ional prem i u m  serv ice  
for a fee. For t h i s  exerc i se, we w ill use a free serv ice  
from VoxALot (hL Lp: / /www. 1 oL . com). 
We chose VoxALot beca use it uses SIP a n d  al lows 
BYOD.  It i s  free, has  free voice m a il, i s  fr iendly 
wi th  other SIP n etworks, has c ustom izable d ial 
pla ns ,  and allows us  to use other VSI)s to m a ke 
a n d  receive calls. So, it acts l i ke  a h u b. Th i s  
al lows you to  h ave a s i n gle SIP n u mber for l ife' 

When you regi ster on the VoxALot webs i te, 
you wi ll get you r  SIP n u m ber, wh ich  you can p i c k  
as  long  as i t  i s  n o t  a l ready taken,  a n d  password . 
You wi ll use t h i s  SIP n u mber as you r  accou nt  
n u m ber to reg i ster you r  IP phone a n d  a l so to 
logi n  to VoxALot ' s  web page to configu re you r  
syste m .  VoxALot a l so has  i n struct ions on how 
to configu re X-Lite.  There ,lre fou r  p i eces of 
i m portant i nformat ion that  you w i l l  need: you r  
username, somet i mes called you r  accou nt, SIP 

n u m ber, or Author i zat ion User; you r  password; 
the dom a i n ,  voxaloL. c om; a n d  the SIP p roxy, 
LlS . voxaJ at. c om. 

Follow the i n struct ions at h t t p: / /'''''JW . 

-vo x a l oL . c om/acLion/Lutorial? 

-i tem()ID�69. If all goes well, you r softphone 
wi ll regi ster and i t  w i ll wa i t  for you to m a ke a 
call. VoxALot has  a spec i al SIP n u mber to do a n  
echo test; j ust d i al 600 to do you r  test. 

The way we wr i te down the SIP n u mber 
i s  i m portant  beca use we want  to g ive our  SIP 
n u m ber to people we want  to get calls from. Let ' s  
assume t h a t  our  n u mber on VoxALot i s  112600. 
Our SIP n u m ber  w i ll be sip:1l2600G1voxalot. 

-com. T h i s  tells people that we a re on VoxALot's 
s i p  n etwork a n d  our  n u mber there is 112600. 
Other u sers on the same network can  c all us by 
j u st d ia l i ng  112600. 

If you r  fr iends  a re on the VoxALot n etwork, then 
you a re golden. B u t  s i n ce there a re many VSPs, 
c h a n ces are that you r fr iends  a re not on the same 
SIP network. Pee r i n g  to the rescue! M a ny SIP VSPs 
h ave agreed to peer the i r  n etworks. T h i s  means  
that  you can  h ave calls that  cross SIP networks. 
SIP B roker (hit ://www.c;ipbroh.t.com/) 

fac i l i tates a la rge SIP peer i n g  network. There are 
m a ny networks that peer wi th  SII) B roker a round 
the world. When a n etwork peers with S IP  B roker, 
they get ass i gned a " s i p-code" to ident i fy the 
n etwork.  VoxAlo t ' s  s i p-code i s  0 1 0 .  Another 
popular SIP network i s  Free World D i a l u p  (FWD),  
which i s  hosted by p ulver.com.  FWD's  s i p-code 
i s  .19.1. So i f  we wa nt  to place a elll from a 
VoxALol II' phone to Ill> 17H',lfwd.pu 1 vcr . com, 

w(� d i al *19lB61 234. Note that  t h i s  form of 
d i a l i ng  is u n ique to VoxALot; other VSI)s i m ple­
ment the access to SIP Bloker w ith a d i fferent d i al 
pla n .  

Peer ing  a l lows LIS t o  ca l l  ,my SIP phone on 
any network that  peers with  SIP B roker. Chances 
a re that  you r  fri ends u s i ng a SIP telephone serv ice 
a re peered u p .  Some large VSPs, such as  Vonage, 
do not peer with SIP B roker. (Von age u sed to do 
so, but for some reason they s h u t  t h e i r  gateway 
dowll . )  You can get a complete list of peer 
networks from hr:tP://WV.J'I/I.�_�ipl)r()kC'l . ('on). 

N ote that w i th SIP networks a n d  peer i ng,  t he  
PS1  N cou l d  be replaced a s  the ma in  telephony 
network .  If we all had SIP phones on peered 
networks, we would not need the PST N to talk 
to each other. Obviously, we a re not there yet. 
The telcos don ' t  want  us to be therr' e i ther. The 
PST N w i l l  be a rou nd for a w h i l e; we w i ll h ave 
to deal with  i t .  

Some of the peers  on SIP B roker h ave PST N 
gateways con nected to the i r  local telephone 
networks.  Th i s  means that  by calli ng  a loc a l  PSTN 
n u mber, a nybody can  place a cal l  to a SIP phone 
on a ny network peered wi th  SIP B roker. You will 
need to fi nd  a local PST N  n u mber by consult i n g  
hLLp: / /www .. sipbcoker.com/. Ca ll  the n u m ber 
u s i n g  a n  ord i n a ry PST N or cellula r phone, a nd ,  
when prompted for a n u m ber to con nect to, 
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d i al *+s i p-code+n u m ber. For exam p l e, suppose s i m ila r to the accou nt we set up on VoxALot. 
you fou n d  that  the n u m ber i n  N YC to call is + 1 You can  call other  Ca l lcentr ic u sers, you ca n 
(646) 8 1 0-92 80.  Call t h i s  n u m ber from a regula r call SIP B roker wi th  a nasty d ial pla n ,  a n d  you 
telephone or cell and ,  when p ro mpted, d i al ca n conf igure you r X-L i te to regi ster to Callcen-
*0 1 0 1 1 2 600.  You wi ll get  a callan you r  IP phone t r ic .  Th is  i s  cool, but  we don ' t  n eed a nother  SIP 
if the phone is cu rrently regi stered . phone to m a n age. In stead, we ca n configu re 

B e i n g  able to get ca l ls from the PSTN to VoxALot to route outbound PSTN ca l ls u s i n g  
t h e  SIP B roker network i s  verv n i ce.  SIP B roker our  Callcentr ic accou nt .  We can  also configu re 
ma kes t h i s  poss i ble, but pe�p l e  a re not used Cal lcentr ic  to forward all calls to our VoxALot 
to th i s  stra n ge way of d i al ing .  A DID would SIP n u mber :  1126000llS. voxalot. com. 

be a n ice t h i n g  to have. DIDs cost a bout  $61 Th i s  way our  IP phone w i ll only regi ster to 
mon t h .  There is one orga n i zat ion that g ives VoxALot a n d  wi ll make a n d  rece ive calls th rough 
free DIDs; h owever, they are i n  a rea codes i n  VoxALot as  well as  Callcentr ic .  T h i s  ent i re config-
Seattle . But they ' re free, so you ca n ' t compla i n .  u rat ion i s  done o n  t h e  web pages for VoxALot 
Surf over  to http://www . Lpkall .com/ a n d  Callcentr ic.  For the most pa rt, i t  is fa i rly 
a n d  s ign  up for a free 010. When fill i n g  out the stra ightforward. The only t r icky part m i ght  be 
form for the 010 conf igurat ion,  use you r VoxALot sett i n g  up Smart Call (also called Dial Pla n )  i n  
n u mber ( 1 1 2 600) i n  the accou n t  field a n d  spec i fy VoxALot, so that  when you d i al PST N n u m bers, 
the sip proxy us. voxalo t. com. Th i s  w i ll poi n t  the they get routed to Callcentr ic.  Read the VoxALot 
DID to you r VoxALot SIP phone.  It takes a bout a n  Tutor i als (h t tp://www.voxalo t.com/action/ 

hou r for the change to take effect. Suppose you " tu torialLis t). I spent t ime  play i n g  wi th  the 
got a DID in  the 360 a rea code a n d  that  the DID D i a l  P l a n  to m a ke it do cool t h i ngs, l i ke abbrev i -
i s  360-5 5 5 - 1 004 . After the c h a n ge takes  effect, ated d i al i n g  to my own a rea code a n d  rout i ng  tol l 
anybody ca l l i n g  1 -360-5 5 5 - 1 004 w i l l  be d i rected free calls th rough SIP B roker to avo id  Cal l cen-
to you r IP softphone. The IPKa l 1  DIDs a re free, t r ic  charges. I also rou te 900 ca l ls to an i nval id 
but  exp i re i f  l eft u n u sed for a mont h .  route, s o  I avoid ca l l i ng these n u m bers wi th  the i r  

With t h i s  configu rat ion,  we ca n ca l l  other  p rem i u m  fees .  The VoxALot forum has  a lot of 
SIP IP phones that  peer w i th  SIP B roker. We d i scuss ion a bout d i a l  p l a n s .  
can  get i ncom i n g  cal l s  v i a  the local SIP B roker Cal lcentr ic  i s  j u st o n e  o f  the m a n y  
PST N gateways or when callers d i al our  free D I D  VSPs ava i l a b l e .  There are others t h a t  
n u m ber. N ot bad for freeb ies .  In the old days, t h i s  offer s l ight ly  d i fferent serv ices a n d  rates . 
type of access would h ave made m a ny h appy Pen ny tel (h t tp://www.penny tel.com/) offers 
p h rea kers .  low rates to many cou ntr ies i nclud i n g  the U.S.  

With a s mall i nvestment, we can u pgrade They don ' t  h ave the 9 1 1 issue and i t  works great 
our  phone system to be a b l e  to m a ke outbound  wi th  VoxALot. Us i n g VoXALot to  m a nage al l  you r  
calls t o  t h e  PST N .  Ca l lcentr ic (h t tp://www . SIP needs, you can  h ave m u l t i ple VSPs i n  the 
"callcentric. corn) offers a pay-per-call  backgrou n d .  The more VSPs you h ave, the more 
serv ice .  It works by prepay i n g  a n  amount  to complex the d i a l  p l a n  gets, but  you can  benef it  
c red i t  to you r  accou nt .  The m i n i m u m  c red it  i s  $5;  from lower rates and q u a l i ty. Beware that  there 
you can pay wi th  PayPaI. Beware: the fi rst t i m e  a re VS ' s  that  a re n o t  fu l ly SIP com p l i an t  or other-
you do th i s, there wi ll be a n  extra one-t ime  setup  wise w i l l not  work  wi th  VoxALot. An example of 
charge of $2 .03 a n d  a $2 .37 per month fee for t h i s  is J ustVo ip  (h t tp://www.jus t voip.com). 

emergency 9 1 1 cost recovery, so a tota l of $4 .40 H av i n g  to use the com puter for te lephony 
w i ll be deducted from you r  cred i t .  Th is  latter fee ca n be p a i nful. If you r softphone is not regis-
on l y  appl ies to U.S. res idents.  Cal lcentr ic  cla i m s  tered, t h e n  you can not m a ke or rece ive cal l s .  A n  
t h a t  t h i s  i s  m a ndatory for phones i n  the U . S .  With i nexpens ive solut ion i s  a n  ATA. You c a n  get an 
VoIP, th is  i s  q u estiona ble, s i nce you c a n  h ave a ATA such  as the Gra ndstream H a ndyTone 4 8 6  for 
U.S.  DID wh ile the actua l  phone is i n  a nother a bout $5 0.  I t  i s  well worth the  i nvestment to free 
cou ntry. There is also the q u est ion of softphones u p  you r  computer  and i n stead use a n  old fam il i a r  
on l aptops, w h i c h  means  they a re mob i le a n d  so te lephone set. Another option is an IP phone, 
send i n g  the regi stered street add ress for emer- wh ich  a re more expens ive than  ATAs but  offer 
gency w i l l not h e l p .  Okay, enough wh i n i ng some extra featu res . Some ATAs a re locked to a 
about 9 1 1 fees .  When request i n g  you r DID from part icu l a r  VSP (such as Von age), so make s u re it 
Callcentr ic ,  you get a s ked i f  the phone w i l l  be i s  u n locked when you buy an ATA. 
used outs ide  of the U.S. ;  if so, you wil l  not be Th i s  would be a good t i m e  to act ivate you r 
c h arged the 9 1 1 fees.  Obviously, then,  9 1 1 ca lls free VoxALot voicema il .  Log i n  to VoxALot a n d  
w i ll not work .  O n c e  you h ave a c red it  on you r  nav igate t o  t h e  Voice M a i l  m e n u  option . M a ke 
accou nt, you can  call a nywhere i n  the U.S. for s u re that  Voice M a i l  is act ive a n d  select you r  PIN .  
about $0.0 1 9 per m i n ute. You ca n also m a ke From you r  p hone, access you r  voice m a ilbox by 
i nternat iona l  cal l s .  The i nternat ional cal l  rates d ial i ng  500. Follow the p rompts to record greet-
vary by country. You can check the rates on i ngs and otherwise set up you r  ma ilbox . 
h t tp://www.callcen tric.com/. VoXALot also a llows us to c reate speed d i als 

Sett i n g  up an accou nt on Callcentr ic  is u s i n g  the web page. When you create a speed 
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d i a l ,  you give it a n u m ber to ident ify it. To ca l l  a 
speed d i a l  s i m p l y  prefix it with **; for example, 
**200 w i l l  d i a l  the n u m ber configured in speed 
d i a l  200. 

E N U M  is  a system that maps phone n u mbers 
in i nternati ona l  notat ion ( E.164 format) to 
URis. E N U M  works with DNS records and 
i t  i s  i n  i t s  ear l y  stages of  deve lopment. The 
idea i s  that you Gill regi ster your E.164 phone 
n u m ber to have a n  E N U M  entry i n  a g l oba l 
datdbdse. For i nstance, our DID number has 
cou n try code I , af(�a code :160, and tel ephone 
n umber i s  5551004, so the E.164 n u m ber i s  
1.i60555 I 004. We regi ster 11605.1.11004 i n  

t h e  E.164 database a n d  assoc iate i t  with our 
SIP URI,  iT': 11)G()(Hcl\J:;.V()Xdl()l. 

The idea is that VSPs cou l d  query the E N U M  
deltabase before p l ac ing  a n  outbound ca l l . 
Then, if the d i a l ed n u m ber had a SiP URI ,  the 
VSP cou l d  rou te the ca l l  u s i n g  the I nternet, thus  
avoid i ng th,> PST N. Obvious ly, some powerf u l  
ent it ies have a n  i nterest i n  E N UMs not becom i n g  
become pop u l ar. VoxALot i s  o n e  o f  t h e  few VSf's 
that queries E N U M  records. Every entry in their 
Smart Ca l l  Dia l  P lan has a n  E N U M  option that 
can be configured. Th is  mea ns th'lt VoxA Lot can 
check the n umber d i a led to see it  i t  has a URI;  
i f  so,  i t  routes the ca l l  that way i ns tead of go i n g  
through t h e  V S P  wh ich i n  t u r n  routes o u t  t o  the 
PSTN. E N U M  is  a pretty c lever idea. The catch i s  
t h a t  t h e  owner o f  t h e  n u mber, you, wou l d  have 
to regi ster the E N UM. Do your fr iends a favor and 
regi ster your n u m ber at hl lp: / /wwW.P ! 6'1. 

Yes, vou wi II have to create a nother account and 
fi l l  s(;me web forms to get the n u m ber regi stered. 
They a l so va l i date your n u m ber by p lac ing a ca l l  

and rec i t ing  a P I N  that you wi l l  have to type i nto 
the record before i t  becomes va l id. Hopefu l l y, 
your fr iends have reg i stered the i r  n u mbers, so 
you can route your ca l l s  over tbe I n ternet and 
avoid PST N cbarges. 

Each VSP offers a n umber of features. Some 
of thpsp fpatures arp wpb-baspd. For i n stance, 
Ca l l centric and Penny te l have a way to i n i t i ate 
a ca l l  from a web page. Th is prpsent<, an  i nter­
est i ng scenar io. You logi n to tbe web page, type 
thp n u m ber you wa nt to i n it iatp the ca l l  from (th i s  
cou l d  be a l a n d  l i ne or  a ce l l  phone), and type 
in the n u m ber you want to ca l l . Wben you c l ick  
OK, the first n u m ber wi l l  IlP ca l l ed; when it's 
answered, the second n umber wi l l  be ca l led. I 
am sure you can sep the poss i b i l i t ips here . 

There arc so many tb i ngs that you can do 
with SIP networks. A S I P-based tel ephony system 
i s  h igh ly  customizab le. You carl do rea l ly coo l 
t h i ngs with i t  and have s o  much fu n vhrea k i ng. 
SI P te lephony i s  just becoming popu l ar. The 
n u m ber of S I P  phone users i s  sti II sma l l  cornpared 
to the PSTN and cel l u lar  networks. The n u m ber of 
vhrea kers is a l so re l at iwly srna l l. SIP te lephony i s  
probably  i n  a state s i m i  l ar t o  how ema i l  was about 
20 years ago. The telcos are not very i nterested i n  
h<lv ing  t h e  VolP tecbnology expl ode. Obvious ly, 
they do not want to l ose customers and revenue. 
Tbat is proba b l y  one of thp b iggest rC'dsons they 
bave been aga i nst Net Neutra l i ty. They wou l d  
l i ke to i m pose a t<lX for lSI's ( i n c l uding VSPs) so 
they can get a p iece of the act ion. 

I hope this arti c l e  has just enough i nforrnation 
to spark your i nterest. For a n ice repos itory ofVolP 
i nformation, v i s i t  h l-. t p: .I /WVJV.J. vuip- info. 01 q /. 

Dirt-Cheap Phone 
Calls the VolP way 

by S i l iconeClone (te l ephone l a nd l i ne) that wi l l  tben tra n sfer to 
you r  FWD extens ion. Th i s, in essence, w i l l  

I k now that tbere h ave been many art ic les prov ide you witb a complete l y  free ca l l i ng i n  
about VolP c a l l i ng a n d  a bout w h i cb way i s  the serv i ce, as FWD does not charge at a l l  for t h i s  
absol ute best w a y  m a ke c a l l s. U nfort u nate ly, serv ice. I n  t h i s  a rti c l e  we w i l l  not be u s i n g  the i r  
most cornpa n ies o n l y a l l ow you to ca l l  otbers that com m u n i cator software; i nstead, our setup w i l l  
have tbe same serv i ce, o r  they offer a com p l ete use an ATA S I P  device for these ca l l s. More on 
serv ice package for a pr ice that, wh i l e  not neces- that in d b i t. 
sari l y  b igb, is more then we want to P,lY, wh icb is An exa m p l e  n u m ber for tbe F l i nt, M i cbigan 
not h i ng. I bave yet to d i scover a tru l y  free setu p, area is 810-223-0700 (try it). When you ca l l  t h i s  
so I w i l l  share witb y o u  wbat I h ave l earned a n d  n umber, i t  w i l l  ask y o u  t o  d i a l  the extens ion (tbe 
thl' setup that I bave current ly. FWD user n u m ber) of the person you wish  to  get 

F i rst, there Me two tb i ngs to s ign up for : a ho ld  of. Tb i s  wi l l  then route you to the FWD 
1. A FreeWor l d D i a l u p  account  from member you a re ca l l i ng. 

ww'W. tleeWCH lcldia lup. corn. Th i s  w i l l  g ive FW D offers no VolP to PST N  outbound 
you a s i x  d ig i t  user accou nt, a n d  there arc m

�
any except for to l l-free numbers, so on we go. 

free n u mbers wh ich you ca n ca lion your PST N  2. A Skype acco u nt over at WWl;j. cckype . com. 
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S kype is one of those serv ices that, without a 
p l a n ,  o n l y  l ets you ca l l  other S kype users for 
free . B ut o u r  goa l is the cheapest poss i b l e  phone 
serv ice  we can  get, a n d  we a l ready h ave free 
i n-com i ng ca l l s; now we need free or cheap 
outgo i ng .  Unfortu nate l y, cheap i s  what we w i l l  
h ave t o  g o  with i n  t h i s  case, as  I was u n a b l e  to 
f ind a tru l y  free method that went both ways.  

With that sa id ,  S kype offers u n l i m ited l a nd­
l i ne c a l l s  f rom to the US a n d  Canada for o n l y  
$2 9 . 9 5  a yea r. I don't know about you,  but  for 
me, a one-t ime payment of $30 is cheaper than  
one month  of  my actua l  phone b i l l .  So t h i s  wi l l  
b e  the method used i n  t h i s  a rt i c l e .  

Setup 
Now that we have i ncom i ng and outgo i n g  

ca l l s  for o n l y  $30 a yea r, there a re have two 
choices.  One opt ion is to st ick with a headset 
and be done with  it. After a l l , you a re a l ready 
done with the serv i ce parts . S kype and FWD 
h ave software com m u n icators that a l l ow you to 
end t h i s  tutor i a l  at t h i s  po i nt .  However, i f  you 
a re l i ke me, then you do not want to be stra pped 
to you r  headset a n d  wou l d  l i ke an a l ternative 
method. 

We a re go i ng to p u rchase and optiona l l y  
m a ke some h ardwa re t o  get you set u p. The 
ha rdwa re port ion of t h i s  p roject i s  a one-t i m e  
expense. T h e  cost wi l l  depend on h o w  y o u  buy 
or acq u i re you r  equipment.  I p a i d  rough ly  $90 
for my ent i re setup. I pa id  a tota l of $120 for 
ha rdwa re a n d  my fi rst yea r's serv i ce, wh ich  was 
o n l y  $20 more than my c u rrent phone b i l l ,  so 
the p roject wi  II pay for itse l f  rather q u  ick ly. 

Needed Hardware 
You need a VolP to USB adapter that su pports 

Skype. Th i s  i s  a device thaI connects a PSTN 
phone to a Vo l P  box that then con nects to you r  
P C  v i a  U S B  cab le. These ada pters a re re l at ive l y  
c h e a p  a n d  can  be p u rchased on eBay for roug h l y  
$20-30. (Search "skype vo i p  usb adapters". )  Or, i f  
you prefer, you can b u i l d  such a device you rse l f  
for about $5. Schematics a re over at http: / / 

.vital.pri.ee/PSTN/. 

You wi l l  a l so need an ATA SIP devi ce. I used 
a D-li n k  DVG-1120s w h i c h  can somet i mes be 
fou nd on e B ay for a bout $20. However, a s i m p l e  
sea rch for "ATA SIP" on e B a y  w i l l  prod uce many 
var iet ies to choose from. 

F i n a l ly, you w i l l  need a two- l i ne phone, 
preferab l y  cord l ess. You can  a l so use a two· l i ne 
corded phone or even two sepa rate phones.  I 
wa nted a smooth ha rdwa re setup,  so I suggest the 
two- l i ne cord l ess. I bought one off eBay for $1 9 

N ow, why d i d  we p u rchase a l l  th i s  h a rdware? 
Wel l ,  I wanted a phone system that m i m i cked 
my c u rrent phone system as  m u c h  as  poss i b l e .  I 
w i l l  exp l a i n  how to set up a l l  the ha rdwa re, a n d  
t h e n  y o u  w i l l  s e e  h o w  strea m l i ned i t  rea l l y  i s .  

Hardware Setup 
The Vol P  to USB adapter i s  p retty much p l ug 

a n d  p lay, so I wi l l  not get i nto that one here. 
The ATA SIP dev ice needs a l i tt le  tweak i ng.  

As each model i s  d i fferent, I s uggest you go to 
forums. freeworlddialup. com for spec i f ic  
i nformat ion .  If, however, you m a n age to get  a 
ho ld  of the DVG-1120s, then here is the configu­
rat ion for that device.  Many of these sett i ngs a re 
s i m i l a r  for other ATA SIP devices as wel l .  

U nder SIP Config u rat ion, enter the 
fo l lowi ng: 

Dom a i n  N ame: fwd . p u l ver.com 
Port: 5060 
Serv ice Dom a i n: fwd . p u l ver.com 
U R L Format: SIP-URL 
User Parameter Phone: E n abled 
Ti mer T2: 4 sec 
Regi ster Exp: 3600 
Sess ion Exp: 180 
M i n-SE: 180 
Sess ion Exp Ref: uac 
Choose "Save" , b u t  when asked,  te l l  the u n i t  

t o  cont i n u e  a n d  restart t h e  system l a ter. 
Then, u nder the U ser  Agent Screen: 
Same phone#: Th i s  option is designed to be 

used i f  you wish to u se both FXS ports on the 
back, for exa m p l e  i f  you had more than  one 
FWD n u mber. If you do not h ave more than  one 
FWD n u mber, s i m p l y  choose "enab le"  to b i nd 
both ports together on one SIP account .  

Phone #: E nter you r  FWD n u m ber. 
D i s p l ay Name:  Th i s  entry w i l l  show up on 

the ca l l er  10 d i s p l ay of the peop l e  you ca l l .  
Ca l l er 10 Del:  Yes (send c id ? )  
D i s p l ay CID: Yes ( rece ive c i d )  
U ser  Agent port: 5 060 for port 1 ,  5061 for 

port 2 
Authent icat ion U sername: With FWD, t h i s  i s  

usua l l y  you r  F W D  n u m ber. 
Password a n d  Confirm Password: you r  FWD 

password 
The a bove i nformat ion taken from s igmaz's 

post to the FWD foru m .  
Now that w e  have t h e  two boxes configu red, 

p l ug a phone l i ne from each box i nto one l i ne 
of the phone.  My ;etup has  my S kype box go i n g  
t o  l i ne two o f  my p h o n e  a n d  FWD goi n g  t o  l i ne 
one. 

Whenever I receive a cal l ,  I p ickup l i ne one, 
wh ich  is peop le  ca l l i ng me on my FWD exten­
s ion. To m a ke a ca l l , I s i mp l y  p ic k  u p  l i ne two 
and d i a l -out, wh ich  uses the Skype box to m a ke 
my ca l l s. 

And so you h ave what I bel ieve to be the 
cheapest phone serv ice you can  c u rrent ly  get 
i ns ide the US or Canada. I hope t h i s  was c lear 
enough for everyone. 
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by The Thomps 

So, you've decided to sign your mobile 
life away to AT&T Mobility (formerly Cingular, 
formerly AT&T Wireless, etc., etc.) for the next two 
years, and now you're looking for a few ways to 
capitalize on the situation, right? As a soon-to-be­
former employee of the monolithic corporation 
that everyone loves to hate, I thought that it'd be 
high time for me to chime in with a few tidbits 
of information that will be a big help to anyone 
looking to get a bit of an edge in their dealings 
with a corporate giant. 

Credits 
It's happened 10 us all. You open the bill, slap 

your forehead, and realize that you're never going 
to be able to pay for your caffeine-fueled binges 
of text messagi ng and i nternationa I ca II i ng. So, 
how do you fix it? Most people immediately dial 
customer service without bothering to read their 
bi II, and start screaming "t Ihe poor suckl'r who 
picks up the phone. Rad choice, because you just 
kissed goodbye any chance of getting a ([edil for 
those chargps. Here are a few socic11 engineering 
and policy tips to help you out: 

(a) Read your bill. Take however much time 
you need to go over that hi II u Ilti I you know i I 
front-to-back. VVhether you're trying to get;1 credit 
for a totally legitimate issuE' or you're trying to 
weasel a credit for charges Ihill you knowingly 
racked up, you wanl to he dble to rderence page 
numbers and flip through the bill ,11 Ihe same time 
the rcpresc'ntalive you speak to does. 

he prepared to take the time you need; don't call 
in while you're on your morning commute, while 
you're on the toilet, or while you're trying to wolf 
down a giant bottle of soda and sandwich on your 
lunch break. 

(c) Never forget the SOA (Schedule of Autho­
rization). For AT&T, your average rep on the floor 
is authorized to give up to $2 50 per account per 
day, whether for a genuine billing error or a cour­
tesy credit. Courtesy credits include a once per 
year credit for misunderstanding of an issue and 
these credits can he issued for multiple misunder­
standings, as long as they're either a year apart or 
different types of misunderstandings. What consti­
tutes a misunderstanding is left deliberately vague, 
which means that if you're following guideline (b), 
you can call in one month for an airlime overage 
and tell the rep you didn't know how many minutes 
you had. Call in the next month with a messaging 
overage and tell them you didn't know how many 
text messages your plan included. Call in the llC'xt 
month with internalional ro:Hning charges: you 
know the drill. As long as it's different issues ,lnd 
within the SOA each time, if you haven'l pissed off 
the rep, you're like!y 10 get the credit. 

(d) Don't bother with a Supervisor. Supervi­
sors or Speci,llists ,1f(� able to give out $400 per 
an:ounl per day, and Operdtions M,lnagers can do 
$750 per account p,'r day (but good luck getting 
anyone higher ranked than a supervisor on the 
phone in this lifetime). Anylhing higher Ih,)I1 that 
is rC'lerr(,d to execulive stdff for dpproval, ,md til,11 
1,1kes forever to dC',',! with. Once you ('s,';11;11(' a 
situation I)('yond Ihe fil'l-tier reps, you're' only 
likely to get credits lor g('lluil1l' hilling errors; ii's 
very 1',11'(' for courtesy ('fcdils to be' given at higher 
levels. And Ihe IOllie of hilling error', hrings us 
to .. 

(b) The rep is your friend. Mosl people' think 
that the way to get credil is 10 S( ream or belittle 
the represenlative that they're' speaking to. Almost 
dlways, this is going 10 screw you over big time. 
Remember: that rep is just trying to get through his (e) Never mention your contract. [vcr. 

ddy without driving his headsel lhrough his cubicle Although yuu mdY think Ihal Ihe conlracl you 
wdll in a fit of rage'. AT 8, T aClually allows reps a signed hinds AT&T into an ,lgre('t1wnl to provide 
re,1sonable amount of Ipew,1Y in giving couriesy service for vou ;1t ;m agrepd-upon rate, it actually 
credits to cu<;tomers, but Ih(' rep is under no obli- gives them permission to do whalever Ihe hell 
gat ion 10 do so. And if you piss him oil, th,1t rep's they W,lIlt 10 vou, ilKluding lying to your iacl' and 
supervisor is actudlly policy-hound to back up th" G1I1ceiling your s('rvice becluse you're a pain in 
rep's decision to deny a creelit, with the exception tlwir dSS. Threatening to cdncel your service won't 
of a few genuine procedural crediting policies. help eithpr, because the person you're talking to 
Also, a clause in your conlract (more on contracts doesn't ;Ktu;llly carc what carrier you use ;md if 
later) authorizes AT&T to terminate your conlracl you really do cancel, you're (Jut of their h;lir. If 
with early termindtion pen,llties if you call in wilh you've already cancelled ,lnd are trying to get a 

offensive behavior. Just keep c;!lm, be friendly, and credit on your findl hill or early termination
-

fee, 
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don't bother. Once you've cancelled, tbe company 
no longer carps about keeping you happy. 

(f) Play rep lotto. If the first rep you speak 
with doesn't give you the credit you want (you did 
follow rule (b), righti), hang up and call back. With 
almost 60,000 custoiller service representatives 
taking calls, you're not likely to reach the saille 
person twice. If your repeatpd call-ins are noticed, 
tell the rep you're speaking with that the other n'ps 
disconnected you, or that your phone dropped the 
call and you weren't called back. 

Free Phones 
Ahh . .  the ((blank)). Th" newest. shiniest model 

of phone on the market. The one you just need 
to have. f low do you get it for free or at least 
with a major diq:ount? You won't always get the 
phone you want for IrC'c, but you can almost 
always knock a hefty chunk off tlw price that the 
other suckers pay if you're careful about how you 
do it. First, kec'p in mind that you generally get 
discountt'd pricing on upgraded phones once 
every two years, usudlly six months hefore your 
contract comes duC' to end. This vdries depending 
on whether you pay your bill on time and whether 
you have outstanding halances. If you owe AT&T 
mOlley, kiss the upgrade goodbye. liut il yuu pay 
your bill on time ,lnd it's time for an upgrade, 
her("s what you do: 

Day I: elll in to customer service. Ask Wh,lt 
phoill's are ,lVdil"ble right now. You'll probably get 
rdl'rred to our website or to ,\ store, but make sure 
th,lt you ,15k what phones are avai Idble, ,md make 
the rep list off dt least h,dt a dOLen different models. 
Don't .lsk for details on ,my specific phone, and 
then volunteer to go to " store to check them out. 
After every c.tll, reps are required to note what 
tfwy talked to you about, but as long as you didn't 
ask thelll about a specific phone, they're likely to 
just write that they talked to you on the subject 
of phone upgr,l(jes, and won't mention that they 
didn't discuss pricing with you. At this stage, it's 
also important to make sure that customer service 
carries the phone you want. There are some 
models that only retail stores or the web site will 
carry. f jowl'ver, if the pbone you want is available 
from customer service, proceed. 

Day 2: Visit the store, and ask if you're eligible 
for an upgrade to the phone you want. The rep will 
run it tbrough the computer (Telegence and CARE, 
the billing systems used by AT&T, leavp notes 
imprinted on your account any time eligibility for 
an upgrade is checked), and after verifying that 
you're eligible, he'll give you the price. Decline it 
and walk out of the store. 

Day 3: Call customer service back. Ask them 
about upgrading your equipment and the pricing 
on the phone you want. As soon as they tell you 
the price of the phone, act surprised. Say that the 
rep you spoke with on day 1 told you it was $1 00 
cheaper (or however much you want to save, but 
keep in mind the SOA and that reps are much less 
eager to give out discounts on equipment than 

courtesy credits). Also say that you were told you 
could bundle the phone with somp accessories 
and get the accessories for free: a case, a Bluetooth 
headset, ,lnd a car charger make a nice bundle. 
Also tell them that you were in a store on day 2 
but declined the upgrade there because the rep 011 
day 1 gilve you a much better price. This is why 
you had the store agent run your name through tlw 
computer, but didn't complete the upgrade. Here 
is where it gets tricky: representatives can pnter 
any price they want on a phone order, as long as 
the phone is available through customer service, 
but theey gelwrdlly need supervisor approval. If you 
claim that the rep from day 1 told you that the 
phone was a certain pricp but that rep didn't note 
in your account the price he actually told you, the 
supervisor will tell the rep to ,1ssume that you're 
telling the truth and give approval for thp reduced 
price. You'll usually have to pay up front for your 
accessories, but can get a credit to your account 
for their total cost, as long as you're not exceeding 
the SOA. Or you can tell the rep to forget the 
accessories as long as you get the phone at the 
price you were promised. You'll still probably have 
to pay shipping and handling and tbe $ 1 8 upgrade 
fee, but if you've been patient and gotten on the 
rep's good sidl', they'll probably waive these for 
you. 

Free Ai rtime 
Sometinws, it's better to get some extra airtime 

and avoid getting a high hill than it is to call in after 
the fact and ask for a monetary credit. In ,1ddition 
to the monetary SOA for reprp�pntati\'es, AT&T has 
eswblished a nOI1-monet,uy SC1A that ,1110W5 the 
rep you're t.llking to the leeway to give you up 
to 1 000 frep rollovc'r minutes, no qup';tions asked. 
The easiest way to get these is to call in and say that 
your phone has been dropping c,llls constantly for 
the last week, but spems fine today. They'll walk 
you through some pointless troubleshooting, then 
offer you some free minutes to make up for tbe 
inconvenience of the dropped calls. If they don't 
proactively offer these minutes, tell the representa­
tive that you don't think that it's right that you pay 
airtime for calls that you weren't able to complete. 
This is enough to force most reps to offer tbe 
minutes. They'll give you a lowball offer (some­
thing like 2 0() minutes is standard, though there 
are no official guidelines), and you can bargain 
from there. If they offer 750 minutes or more, 
accept and get the hell off the line. Unlike mone­
tary credits, airtime credits can be given as often 
as a rep desires, though only once per account per 
day. However, if you're asking for airtime credits 
more than once every three or four months, don't 
be surprised if you get turned down. 

These are just a few of the easy ways to game 
AT&T Mobility for a few extras here and there. 
Just follow the guidelines above, and before you 
know it, you'll have all sorts of extra perks for your 
service. Enjoy! 
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H e l l o, a n d  greeti ngs from the Centra l Off ice !  
Spr i ng has  s prung h ere in  the Pac i f ic  N orthwest. 
B irds are s i ngi ng, f lowers are b l osso m i ng, a n d  
the ra i n  i s  even a l i tt l e  warmer. A t  least, that's 
what  they te l l  me .  I t's st i l l  no i sy, d u sty, a n d  a 
l ess than  comfortab l e  62 degrees h ere i n  my 
w i ndowless conc l ave, so i t 's been noth i ng but  
spri ng c l ea n i ng for m e  the past  few weeks.  

Across town, there's a b u i l d i ng that l ooks 
very s i m i l ar to my Centra l Off ice.  I t 's a nony­
mous, gray, concrete b u t, u n l  i ke the Centra I 
Office, it has  a few s l its for w i n dows mou nted 
h ig h  on the wa l l .  I ns i de, i t 's J l so no isy  ,lIld 
d usty, Just l i ke my Centra l Offi ce.  A n d, if  my 
cou nty a d h eres to nat ionwide stat i st i cs, i t  is  
home to over one out of every 1 00 men in the 
cou nty -- u n l ess you're b l ack, in w h i c h  case 
i t's one out of every n i ne. Yes, I 'm ta l k i ng a bout 
tilt' cou nty ja i l , a parti c u l ar l y  i nfuri a t i ng p l a ce 
to me bec a u se they're served by a fi l thy C L EC 
(wh ich  prevents me from perform i ng "serv ice  
m o n i tori ng").  

le lephone serv ice  i s  very u n i q u e  in  th i s  e n v i ­
ron ment .  Depe n d i ng upon the prov i der (e i ther 
the I L EC or C L EC) the l i ne c l ass vari es, but  i s  
near l y  a l ways d i st i n ct fro m  other serv ice  types. 
For exa m p l e, D DB i s  the most com mon l y  u sed 
l i ne c l ass in AT& T terr i to r ies .  Th i s  l i ne c l ass o n l y  
a l l ows a u tomated co l l ect ca l l s, compl ete with  
a n  a n nou ncement that  the co l l ect ca l l  i s  from 
a n  i n m ate. The RCMAC guys h a d  a pretty b ig  
l a ugh when the cou nty sheriff's home phone 
was "acc identa l l y "  coded D D 8  a few years ago. 
Word to the w i se, j i l t i ng a l over who wor k s  i n  
tr,lnslilt ions i s  a very b a d  i dea ! 

I n m ate phones arc b ig  b u s i llPss .  In N ew 
York State alone, gross reven ues exceeded $39 
m i l l i on  between 2001 and 2002. The b u s i ­
n e s s  m o d e l  used by prison te lephone serv ice 
prov iders i s  borrowed from the COCOT i n d u stry. 
These compa n i es, such as C l oba l  Te l*L i n k  a n d  
Correct i o n a l  B i l l i ng Serv i ces ( t h e  two l argpst  
nat ionwide prov iders) genera l l y prov i d e  a l l  of  
the ir  eq u i pment  a n d  tec h n o l ogy to correct i o n a l  
i n st i tut ions  at no charge.  I n  add i t ion, t h e y  pay 
k i ckbacks to t h e  prison. These can be outra­
geous ly  h igh and are effect ive ly  a tax o n  i n m ates' 
fa m i l ies  and l oved ones. For ex,lmp l p, the N ew 
York Department of Correct i o n a l  Serv icps, u nt i l 
recent ly, rece ived a 5 7 . 8  [ll'rcent com m i s s i o n .  

For many years, the pr ison systpm attc>mpted to 
s p i n  t h i s  as a benefit to the i n m ates (rather t h a n  
a n  arb i trary a n d  capr i c i o u s  t a x  l ev ied  aga i n st­
demogra p h i ca l l y - some of the poorest peop l e  
i n  t h e  state) because t h e  money w a s  spent on 
pr i son operat i o n a l  costs . Ca l i for n i a  co l l ected 
over $26 m i l l i o n  in com m i ss i o n s  in 2007, 
accord i ng to the I.m /Ingell'S TiIJlPs. 

To s u b s i d i z e  i n m ate te lephone sets, te l e­
phonp serv ice, a n d  surve i l l a nce/control tech ­
no logies t o  pr i sons  at  no charge ( a l o n g  w i t h  
the a bove ment ioned k i ckbacks), f i r m s  s u c h  
as  G l ob a l  Te l*L i n k  a n d  Correct i o n a l  rl i l l i ng 
Serv ices (CRS) c harge rates that are severa l times 
the m arket rate for col l ect ca l l s .  For example, 
accord i ng to C BS' tariff on fi l e  wi th  the FCC:, a 
one m i n ute co l l pc:t ca l l  is b i l l pd as  fol lows : 

$2.49 - monthly billing fee 
$1.49 - bill processing charge 
$3.95 - operator service fee 
$.89 - call charge, billed per minute 
$.40 - voice biometrics charge, billed per call 
$1.00 - USF administrative fee, billed per call 
As a res u l t  of these h i gh charges, the unfor-

t u nate rec i p i ent  of a olle m i n ute el l l  from 
prison is dlarged a whopp i ng $10.22! Despite 
such  h i gh c harges, many consumers com p l a i n  
o f  poor c u stomer serv ice from illmate-focu sed 
te lephone comp'lIlies .  For exa m p l e, C l oba l 
Te l*L i n k's c a l l  center is l ocated i n  Argent i n a .  
Representatives work i ng there are pa i d  approx­
i mate l y  $IS() per month for a 35 hour week 
(wh i c h  works out  to approx illlate l y  $2.S0 per 
hour). I t 's a typ i cli ca l l  center env iro n ment; 
poor l y  l i t, s l ow computers, a n d  i nf lex i b l e  pol i ­
c i es that do not favor t h e  cons u m er. 

There h a s  been an ongo i ng GlI11pa i g n  to 
draw attent ion to tb i s  s i tuat ion, a n d  a press ure 
group ca l l ed the E q u i ta b l e  le lephone C h arges 
(eTc) Campa ign  h,lS h a d  some recent s u ccpss 
in N ew York .  After the eTc Campa ign success­
fu l l y l o b b i ed N ew York Covernor E l iot Spi tzer, 
rates for c a l l s  from state pri sons were red uced 
to some of the l owest in the cou n try. Cal l s  now 
cost 6 .B cpnts per m i n ute p l u s  a $1 .2B connec­
t ion fee regard l ess of where in t h e  u.S.  the cal l  
i s  p l aced ( l oc a l  ca l l s  are not b i l l ed a t  a f lat  rate). 
Prior to Apri l of 2007, ca l l s cost 16 cents per 
m i n ute wi th  a $3 con nect ion fee .  

I n  a few states, i n mate p h o n e  serv ice  

Spring 2008 -------------------- Page 13 



p rov i ders c h a rge m u c h  l ower pr i ces for col l ect 
ca l l s. N ebraska and M i ssour i  l a rge l y  p ro h i b i t  
the payment o f  k i c kbacks t o  ja i l s a n d  pr i sons, 
res u l t i n g  i n  m u c h  l ower costs (as l i tt l e  as 60 
cents f lat  rate for loca l  c a l l s  in N e b raska) .  As 
these stiltes Me equa l l y a b l e  to p rov i d e  co l l ect 
cilil i ng serv ices to the i r i n m a tes as  the i r h i gher­
pr i ced ne igh bors, a rgu ments a bout h igher  oper­
at i o n il l  costs for ca l l s  from pr i sons  seem to r i n g  
h o l l ow. Operat i o n a l  costs a re i ndeed h i gher i n  
p r i so n s, but  u sage i s  a l so h i gher  (creat i n g  much 
h i gher reven u es t h a n  ilverage for a pay te le­
phone). Thl' c u stomer base, after a l l , i s  captive 
in both ,1 l i teril l ilnd f igu rative sense. E q u i p­
nwnt i s  a l so more d u ra b l e  a n d, wi th  no coins to 
co l l ect, te l ephones m u st lx, servi ced on ly i n  the 
event of vanda l i s m  or  fil i l u re .  

Te lephone eq u i p me n t  i n  p r i sons  i s  rap i d l y  
evo l v i n g  t o  take ,ldv, mtage o f  t h e  l a test tech n o l ­
ogi es, <l l o n g  with  both the s u rvei l l a n ce-fr i e n d l y  
,l n d  l i t i gat ion-heavy l ega l c l i mate. R il t h e r  thiln  
typ i c il l  fortress phones, spec i a l i zed (a nd, as  
you m i ght i magi ne, h i g h l y  d u ra b l e) stJt ions  
a re used.  Most  of  these  a re c u sto mer owned; 
n u merous compa n i es m a n u factu re and market 
i n mate te lephone c'q u i p ment. These days, tech­
n o l ogy h a s  evo l ved fa r beyon d  t h e  b l ue Western 
E l ectr i c  "cha rge-d-G1 1 1 "  stilt ions  of the E'a r l y  
1 980s. F o r  exa m p l e, C l ob;l l Te l *L i n k, thE' l a rgE'st 
p l 'lyer in til<' i n mate te lephone m,l r ket, offers a 
p a rti c u l a r l y  i n novative i n mate phone.  I n matE's 
a re dss i gned a P I N  to p l a CE' ca l l s ,  wh ich  m u st 
m ,ltch thpi r t h u m h p r i n t  (;1 t h u m b p r i n t  sca n ner  
i s  b u i l t  i nto the phunp). A p i n ho l e  camera i s  
b u i l t  i nto the phOnE', il n d  every ca l l  i s  d i g i ta l l y  
recorded, assoc i ,lted wi th  t h e  t h u m bpr i nt, a n d  
v ideota pl'd - a l l  wrapped i n  a d i g ita l cnvelope 
that meets l ega l cha i n  of c u stody req u i rements.  
S i ncp a l l  cd l l s  are associ ated wi th  a P I N, i n m ate 
conversat i o n s  c a n  q u i c k l y  be rev i ewed weeks 
or  months l ater. 

Texas  I n m ate Phones mil kes a very d u r,l b l e  
p r i son phonE' (TI P 2000 I n m ate P h o n e  il b  
"The S,lfe" offi c i a l l y, a n d  perh'lps  "The Don' t  
S u e  Us Phonp" u noffi c i a l ly )  that  does not h,lVe 
a corel. The h , m dset is recessed i ns i d e  the 1 4  
g,l uge stee l ch'lss i s. Obv i o u s l y, th i s  phone i s  
very u n comfortab l e  to use because the i n m;lte 
m u st sta n d  right next to the wa l l , bend down, 
ilnd t i l t  t h e i r  hmd aga i n st the phone .  However, 
t h i s  des ign  is popu l a r  wi th  pol i ce depilrtments 
who wou l d  otherw i se have to E'scort i n m ates to 
a te lephone. As  is thl' common p ract ice with  
other  i n mate te lephone serv ice  p rov i ders, Texas 
I n m ate PhOnE'S i n sta l l s  one of these phones i n  
each ce l l a t  n o  c h a rge, s u bsid i z i n g  the serv ice 
by b i l l i n g  h ig h  co l l ect ca l l  rilles. I t's v i rtu a l l y  
i m poss i b l e  t o  va nda l i ze these phones, il n d  
there i s  no h a ndset cord for i n m iltes to use for 
s u i c i d e  attem pts. 

The specif ic  peop l e  ( a n d  the n u m ber of 
peop le )  that i n m ates a re a l l owed to c a l l depends 
upon the r u l es of the fac i l i ty. For exa m p l e, 
Oregon a l l ows its state p r i son i n m ates to ca l l  a 
pre-approved l i st of u p  to 1 S peop l e. Know i ng 
who i n m ates CJI I g ives va l u a b l e  i n format ion to 
l aw enfo rcement; they c a n  ope n l y  engage i n  
f i sh i n g  exped i t ions  as  warra nts a re not req u i red 
to m o n i tor i n m ate conversat ions. Add i t ion­
il l l y, p re-c l e a r i n g  the l i st p revents i n m ates from 
h a rass i n g  law enforcement, ju dges, w i tnesses, 
ju rors, and prosec utors i nvol ved with the i r 
Glse. S u c h  i n d i v i d u a l s  wou l d  not be ( i n  theory, 
at l east) app roved on a n  i n m ate's ca l l i ng l i st .  

As  il n  i n mate, you 're genera l ly su bject to 
a n u mber of add i t i o n a l  restr ic t ions  on you r  
ca l l i ng. Here ,m� some eXil m p l e  pol i c i es from 
Orego n :  

B i l l i ng i s  v i a  co l l ect c a l l ,  p rep a i d  
co l l ect ca l l , or  d e b i t  (p repa i d  outgo i ng)  
accou nt. 
Col l ect ca l l s  to il p a rt i c u l a r  n u mber a re 
s u bject to a c red i t  l i m i t u nt i l there is an 
esta b l i shed c u stomer re l at ions h i p  w i ih 
Qwest a n d/or C l oba l Te l*L i n k  as a pp l i ­
c il b l e .  After t h e  l i m i t  i s  reached, co l l ect 
c a l l s  can  no l o n ger be made to that 
n u m ber bv the i n mate u nt i l the b i l l  is  
p a i d. 

' 

As is typ i c a l ,  the i n mate m u st p l ace the 
phonE' n u m ber o n  a l i st for prior approva l 
by the department of correct ions. 
Ca l !  forwa rd i n g  is not a l l owed, nor  are 
th ree-way ca l l s. I f  the i n m ate i s  d i scov , 
ered to be cilil i ng n u m bers that a re 
forwa rded or thilt th ree-w,lY c a l l , c a l l i n g  
pr iv i l eges a re s u spended . A l so, "c l i cks"  
heard on the l i ne w i l l  re's u l t  in c a l l s  
d i scon necti ng. 

A nd, wi th  th at, i t 's t i m e  to b r i n g  a nother 
issue of "The Te l ecom I nformer" to a c l ose. My 
phone i s  r i n g i ng. I t 's a co l lect  ca l l  f rom ppn n sy l ­
vil n i a, ; m d  I hope it  i s n 't B e r n i e  S !  

Li nks 
h L i p :  / i www . e t c C illl1pil i CjTl . l: OTT;/ 

E q u i t a b l e  Te lephone C h a rges p ressu re 
c a m p a i gn, l ead i ng iln efforl to m a ke rates more 
eq u i ta b l e .  

h t tp : //www . Cj l oba l t e l l ink . c om/ 

C l ob a l  Te l *L i n k, l a rgest prov i d e r  of p r i son te l e­
p h o n e  servi ces i n  the U n i ted States . 

h t tp : / /www . •  3 e c u rw; t e c h . nc� L/ 

Sec u r u s  Tech n o l og i es, p a rent company of 
Correct iona l B i l l i ng Serv i ces .  Check out the 
"test i mon i a l s" v ideos. 

ht L p : / / WWW . t ex a EJ  i n m a  t ep h o n e :::; . c o m / ­

Texas I n mate Phones, m a n ufa ctu rer of the T I P  
2000. 

Page 14 --------------------2600 Magazine 



I;;-i I I  
by Agent ZerO 

agentzrO@gmai l .com 

If you're like n1(', th(�n you have my concio­
lences: you have a social life that's on life support 
and nothing better 10 do with your Friday nighls 
than drafting articles for q uarterly hdCker zines. 
Not Ihat this is such a bad thing-.. I j ust wish I 
had a hot date. However, if vou ' re like the 
,lVerage intel'llet user, then y()� regular ly v isit 
quite a number of websiles which req uire a 
usel'llame and P,lssword for you to use of them. 
Proper password selection, much like goud dat,l 
,1rchiving, is one of those issues that you don't 
really think about until a situdtion arises which 
makes you regret the fact that you didn ' t  think 
about it earlier. In an ideal world where everyone 
W,lS smart enough to read this quarterly, you 
would be using a completely diflerent password 
for every single online resource you usc. U nfor­
tunately, this is easier said than done; in fact, 
it opens up a whole new world of problems. 
Depending on how many se(' lnC' sites you use, 
your lisl of passwords may get real long re,ll fast. 
Writ ing the list down on a piece of paper ,md 
sloring it somewhere is no good, because the 
piece of paper can be found or stolen. I've heard 
of [Jrugrarns that will store you r l i sts of usernarnes 
and passwords for you in a secured : Hed on your 
computer, and these programs may be the best 
tbing going. But  then you have another program 
that you ' ll have to buy and manage and, to me, 
the very concept seems tantamou

'
nt to storing ,1 

key to a safe in the safe itself-and then leaving 
the damned thing unlocked. 

authorization in order for you to do anything 
worthwhi Ie, which llleans you're going to need si)( 
distinct passwords. Instead of attempting to come 
up with six separate randorn passwords that you 
think Ihat you ' ll be able 10 keep up with, you ' re 
going to devise one simple password templ.lte 
that you can easily remember and use th'lt to 
create your six sep,lrate passwords. So, say the 
particu lar template or rule you decide to set u p  
tor yourselt i s  <siten,lmc><codeword><number> 
and that your codeword is "apple." Then, your 
login for four of those s ix  s i tes would be as 
follows: 

for Yahoo l ,  login joi1 n DOl', password 
yahooappleOO 
for Gmail, login 10ilnD()(', password 
gma i lappleOO 
for MySpace, login john[)()e, password 
myspaceappleOO 
for Slashdot, login JohnDol', password 
slashdotapplcOO 

I think you get Ihe idea. Here, you can creak' 
passwords for ,1S mimy s i tes as you w,mt, and ,1 1 1  
you ' ll haw' to remember is the one rule you set 
up for you r  self to create passwords for d l l Ihe 
sites. Then, if you do forget 01lE' of your pass­
words, you can always re(Teale it. 

Now, suppose you have one wehsite (or a 
cou ple of similar websites) that have several 
sections, each of which req uires its own sepa­
rate usernal11e and password.  If you included 
a number as a part of your tel11pldte then you r 
answer is as s i rn ple as incrementing the number 
for every separate section of the sill' that you 
need a separate P,15sword for. If you d idn ' t  use 
a number, then you can j ust expand on the 
site name sect ion of your mnemonic. I et's use 
Yahoo ! as a hypothetical case, though in reality, 
you don't need separate logins for each of their 
sections. Then you might set up passwords like 
this: 

Recently, as a solution to th is  issue, I devised 
a simple little memory rnnemonic of my own that 
allows me to generate separate, distinct pass­
words for all of the secure websites I use. At the 
same time, I can easi Iy rem<'mber all of the pass­
words, so I don't need to worry about keeping 
up with any paper lists or third party programs. for Ydhoo ! Mail, login johnDoe, 

Before I get into it, I feel I should make due dili- password yahooappleOO or 

gence and insert the standard disclaimer here: yahoomailappleOO 

this article is for informational p u rposes only; use for Yahoo ! Personals, login johnDoe, 

it at your own risk. Don' t  cat yellow snow. Blah, password yahooappleO l or 

Blah, Blah. yahoopersonalsappleOO 

So, to get started, lets assume that you have a for Yahoo ! Finance, login 10hnDoe, 

user called ' John Doe ' at yahoo.com, gmail.com, password yahooapple02 or 

myspace.com, slashdot.com, citizensbank.com, yahofinanceappleOO 

and facebook.com. If you pay close attention to pol icies of some 

H ere we have six sites that req uire a secure secured sites, such as Myspace, you ' re probably 
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thinking to yourself right now, " Hey, MySpace 
won ' t  let me create a password that completely 
fits my mnemonic. It ' s  giving me an 8 or 1 0  
(or whatever) character limit." I've run into this 
problem a couple of times myself. The way I see 
it, you have three options: 

1 .  Find a similar site with a better password 
policy. Everyone is copying everyone 
else on the web these days. Some are 
doing so legitimately; others are not. My 
point is that you'd be hard pressed to 
find a site providing a service which is 
so original or brand spanking new that 
it ' s  not also being provided by someone 
else who might allow you to use more 
that handful of characters for your 
password. 

2 .  Crack the web page, system, or server. 
Show the webmaster or system adminis-

trator just how weak their current policy 
is, thereby spurring them to strengthen 
it. Admittedly, this is a more extreme-­
not to mention illegal--road to take, 
but it has been taken, and it has gotten 
results. 

3 .  The option I usually choose is to modify 
your mnemonic for that one site or 
take it as far as you can . Returning 
to the MySpace example, you might 
want to use "myspaceappleOO", but 
the website will only let you get up to 
about "myspaceapp" before it will stop 
accepting input. If that's the case, j ust 
follow through with the entry and hit 
enter. You' ll still get in  and you'll still 
have a fairly decent password. 

I hope this is as helpful for you as it's been for 
me. Happy hacking. 

HACKING 
TWO-DlmEnSIOnRl BRRCODES 

I I I I I I I  I I I  
by glutton 

Recently, news articles have been trumpeting 
the " new" technology that lets us scan cE'rtain 
bar codes with our cell phones. These news bites 
have grudgingly admitted that "certain Asian 
nations"  have the technology already. The truth 
is that keitai girls in Japan have known about this 
trick for ages; the rest of us are finally catching 
up. 

The codes I'm talking about are called 2 D  
o r  "matrix" codes. Instead of bars, the data is 
stored as squares (typically), and the codes are 
read both horizontally a nd vertically, allowing 
for considerably greater density of information .  

For a long time, these codes had primarily 
industrial applications, such as tracking pallets 
and containers in warE'houses and through ship­
ping routE'S. H owever, w ith the advent of matrix­
read i ng camphone software, all of a sudden 
there are potentially hundreds of millions of 
rpaders out there, and this has a lot of people 
giddy. Imagine sca n ning a coupon code off <l 

GAP billboard to save 1 0% off a pair of pre-torn 
j eans?  The codes, if blown up big enough, C,Hl 

be scan ned at a distancC'. 

K now Your Codes 
First off, "matrix" does n ' t  refer to a cE'rtain 

trilogy of movies. A matrix is a grid, pure and 
simple. At onE' point, databases were called 

matrices because the information stored in a 
database can be displayed in a grid. William 
Gibson called the then-nascent internet the 
Matrix in his short stories and novels, and the 
Wachowski Brothers played off of that. But when 
someone refers to a matrix bar code, it refers to 
the fact that the bars are in a grid format. 

There are several types of matrix bar codes 
out there . H owever, there are four that stand  
out. 

AZTEC: Popular in Japan, it can store up 
to 3 75 0  ASC I I  characters. Identifiable by the 
square "target" in the center of the code. No 
"quiet space" is required with this standard, so 
the code can be placed on a patterned surface 
without the pattE'rn being mistaken for data by 
the scanner. 

Sem acode: A variant of the ISO 1 602 2 Data 
Matrix standard. It can storE' a maximum of 
3 1 1 6  ASC I I  characters. You can tell a Datama­
trix code because it has sol id lines a long the left 
and bottom of the code, and a regular pattern 
of squ<1res and spaces along the top and right 
edges. A very flexible standard, Datamatrix 
c a n  be used to make code ranging from 8x8 to 
1 44 x 1 44  bits .  An error-checking algorithm is 
built in, facilitating scan ning of damaged codes. 
Datamatrix is a DoD standard, is used by the 
U SPS, and is also used for parts tracking in the 
electronics industry. 
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QR Code: A Japanese sta ndard s i nce 1994, 
u sed pr i mar i l y  for i nventory m�ltlageml'nt unt i l 
softwdre WdS written a l low i ng camera phones to 
scan them. You can te l l  a Q R  code by the three 
square "targets" on the upper l eft, u p per r ight, 
and l ower l eft corners of the matri x. A rob u st 
standard, the Q R  code can store over 7000 
n u mer i c  d i g its or 42'l G a l pha n u mer i c, 295 ] 
ASC I I  or 1 817 b n j i  characters. 

M axi Code: U sed by U n i ted Parce l Serv i ce, 
the Maxi  Code for var ious reasons is u n l i ke ly  
to ever be used for !e l l phone sca n n i n g  anyt ime 
soon; I've just i n c l uded i t  herp becil use we sec 
them every day. The sta ndard M�lX i Code i s l "  
squilre and cons ists of u p  to 81)4 hexagons i n n 
rows s urro u n d i n g  d c i rc u l ar b ul l sey e. It can be 
read even if 2 S 'X> of tile code i s  destroved. An 
o l der stil ndard, i t  can o n l y  stme up to 1 44 char­
,H ters. U PS Max i  Codes ty p ica l ly cons ist of two 
p i eces of i nformation. The f irst has thp ;lddress­
ee ' s  posta l code, country code a n d  del ivery c l il ss 
(e.g. , second-day a ir). The seco nd p i ece has thl' 
street address. 

Security by Obscurity 
A l l  bar codes are i nherent l y  i n secure. The 

fact that they are machi ne-reild d b l l'  only (wi th 
the except ion of trad i t iona l U PC: sy m bo l s, wh ich 
d i s p l ay the n u m ber be low the 1);1[s) mil kes 
them more i nsecure, not l ess, IWCduse we re l y  
on machi nes t o  ver ify the ir ,lUthe n t i c i ty. What 
cashier ever looks at the bar code of a pacbge 
u n less there's a prob lem s(.llm i ng i t ?  Further­
more, the data i s n't encry pted, ,0 no "pdssword "  
i s  req u ired b y  the sca n n i ng mach i n e  t o  access 
the data s tored i n  a barcode. 

Shop p i n g  m a l l  hust lers have long known 
a bout pee l i ng U PC:s off of one prod u c t  a n d  
p l a c i n g  t h e m  on a mor e  expells iv,' model.  Now, 
with  the adve n t  of web-based encoders a n d  labe l  
pr i n ters, th i s  i s  o n l y  go i ng to get  worse. At l east 
a cash ier can verify the U PC n u m bers wri tten 
below the bars. A matr i x  code is too i nformd­
t ion-dense to permi t  that .  You pretty much have 
to scan dnd pray. 

Bas ica l ly, the pro m i se of cel l phone sca n n i ng 
is that com p l i cated U R Ls can  be entered i nto 
,1 ce l l  phone's browser without a lot of thu m b  
stra i n  on the user's part. However, th i s  i s  a l so 
the technol ogy 'S greatest v u l nera b i l i ty. I t ' s  the 
equ iva lent  of c l i c k i n g  on I nternet l i n ks wi thout 
look i ng at the U RL before you do so. W h i l e  i t  is 
s uggested that u sers w i l l  peer a t  the U RL i n  the ir 
pho n e ' s  d i s p l ay before h itt i ng "go," the rea l i ty is  
that  most peop l e  are e i ther too ignorant or too 
l a zy to pay attent ion. A n d, l et's face i t, a nyone 
can  m a ke a barcode on l i ne these day s. Software 
l i ke Bar Code Pro has gone by the way s i d e  i n  
favor of web-based ut i l i t ies  that m a ke codes for 
free .  Cou p l ed wi th  ev i l doers' a b i l i ty to pr i n t  the ir 
own matr ix  st ickers, you 're go i ng to see a lot of 
scams where codes are spoofed by cover i n g  u p  
t h e  rea l code wi th  a f a k e  o n e .  Less- l arcenous 

p l oy s  cou l d  i nvo l ve movie  t i mes a n d  transit  
sched u les gett i n g  rep l ;lCed with fa l se  i nforma­
t ion, wh i l e  protesters dnd competitors can  send 
wou l d-be shoppers to s i tes deta i l i ng the sweat­
shop s i n s  of a c loth ier or to the compet i t ion's 
home page. 

Code Cloning 
More i n s i d ious tha n cre<1t i ng a b l atant ly  fa l se 

code is d u p l icat ing an ex is t ing one.  
Recent ly  there was an art i c l e  in 2600 where 

some guy had an idea to swipe l i brary books by 
stack i ng them on top of each other so both seUl­
r i ty devices wou l d  be deactiv,l ted by the a u to· 
lIl.lted checkout machi ne. A far more c lever p l a n  
wou l d  i nvo l ve cre.l t i ng new bar code s t ickers. I n  
short, c lo lle a nother book to  foo l the machi ne. 

So, how does th i s  rel ate to matr ix  codes ? I n  the 
most recent l a ptop battery scare, the company I 
bought my computer from hild  .1 progra m where 
they'd send you a battery a n d  <1 m a i l er and you 
ma i l  your bad hattery hack. They sent mp two 
billteries. I WilS a l i tt l e  confused beca use I o n l y  
had one had batlPry. S o  I looked a t the D H I  
track i ng n u m ber for the two pacbgf's .  I t  was 
the Sdme track ing  n u m ber for both boxes, ;lIld 
the n u m ber of boxed shi pped was l i sted dS 1 of 
1. As tar ,1 S the d,ltabase was cOllCcmed, there 
was o n l y  one box. N eed less to say I kept the 2 nd 
battery, a n d  110 nne has  ra ised a fuss. 

Th i s  made me thi n k  that there is .1 v u l lwr­
abi l i ty i n  the tra c k i n g  sy stem. Obvious ly ,  two 
pdckages sh ipped Oil d i ffl'rent tldy s with t h e  
s a n w  code elf1 g o  through. Why ! Ilecd use the 
ddtaiJase seems to a u tom,lt ica l ly Iw l ievl' a p i d U ­
s i b l e  track i n g  n u m ber o r  code. May be it o n l y  
works when a compdny s h i p s  (Jut thousands of 
prod ucts, but  to an a utom�lted sort i n g  mach i n e  
i t  sho u l d n't matter whether the sh ippl'r sent a 
m i l l i on packages or just one.  If the packdge was 
shi pped it sho u l d  have a fecord. 

I t  wou l d  be i nterest ing to l eave d test box at 
a U PS drop box with a c loned label and see if i t  
arrives. J ust m a ke sure t o  l eave your rea l Ilamc 
off of  the way b i l l !  

The Future of Matrix Codes 
lJ nfort u n ate l y, the state of technology today 

i s  such thdt tacky cri m i n a l s  wi l l  ru i n  a perfect ly  
good opport u n i ty to explore a n d  p l ay pra n ks .  
Who ru i ned b l uebox i ng?  T h e  street hust lers who 
sold long-d i stance phone ca l l s  from pay phones. 
The ear ly  sem i- lega l cxp lorat ions of the i n ternl't 
were tu rned i nto bot nets and scri pt-ru n n i ng 
spammers. And so, as with other f ront iers, th i s  
o lle w i l l  be colon i zed b y  petty crooks .  

More tech n i c a l ly, i n  m a ny WilYS, the matr i x  
b a r  code i s  the predecessor o f  the R F I D  chi p. 
Th i n k  about i t: an i nformat ioll repos i tory wh ich  
i s  not  human readab le  b u t  can be sca n ned by  
mach i nes,. So p l ay wh i le  you can, because the  
matr i x  b a r  codes w i l l  o n l y  b e  aro u n d  for so 
long. 
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by Knl ghtlOrd 
knl ghtlOrd@hotmail .com 

There is a lot of ta l k  about R F I D  and what 
is going to happen with it .  Wal-Mart and the 
DoD a re pushing the tech nology o n  all of their 
supp liers, and it ' s  j u st a matter of time before we 
see R F I D  labe l s or embedded tags in our goods. 
As consumers, we have a right to know what is 
being put o nto our person or  into o u r  house. And, 
as  fa r  as  I know, nobody has sat down and told 
Joe Blow what exactly sits on these " radio tags" 
that everyone is tal king about. I 'm here to shed 
a litt le light on the darkness of R F I D, specifically 
the EPC a n d  Gen2 sta ndards .  For the commer­
cial sector, there is real ly only one option when 
select i ng an RF ID tech nology for  s h i pments and 
i tem tracking: E PC Gen2 U H F  tags. Let me break 
down al l t hose an noying acronyms for  you. E PC 
stands for  electronic prod uct  code. T h i s  is the 
newest vers ion  of the U PC or U niversal Product 
Code. I ' m s u re that everyone is familiar with the 
barcode identi fiers on  the labe l s or  tags of every­
t h i ng we pu rchase. T h i s  is U PC. So, E PC is the 
logicJI  step u p from t h i s; instead of ba rcodes, 
we have RF data. Gen2 stands for Generation 2 .  
It's t h e  newest version of t h e  coding scheme for 
the E PC tags. T his def i nes the way that  the infor­
mat ion is put onto the tag and how it is inter­
preted u pon read. And lastly, U H F  stands for 
u l tra high freq uency, which is the RF freq uency 
that  the tags actually operate on.  Depending on  
where you live i n  the world, the p recise unli­
censed band set as ide for U H F  may differ, but it 
i s  generally between 865 M H z  and 928 M H z. In 
the U S, the band is 902-9 2 8  M H z; in Eu rope it's 
865-868 M H z. 

So now, let ' s  talk a bout what is actually going 
onto the tags. The E PC i s  b roken u p into seven 
coding schemes c u rrently. They are as follows :  

• General Identifier (G I D) 
a serial i zed vers ion of the G S l  G l obal 
Trade I tem N umber (G T IN) 
GSl  Ser ial  Shipp i n g  Container Code 
(SSCC) 
G S l  Global Location N umber (G LN)  

• GS 1 G loba I Returnable Asset Identif ier  
(GRAI)  

G S l  G lobal I n dividual Asset Identifier 
(G IA I )  
DOD Construct 

Each coding scheme i s  broken down into 
section s  a n d  the scheme defines what belongs 
in those sections .  Although I listed a ll seven 
schemes above, I am on ly go i ng to cover two of 
them i n  this a rtic le :  SG T I N  a n d  SScc. These a re 
the types of tags that wi ll most likely end up in 
you r  hometown store and in  you r  actual home. 
We will start off with the most common scheme, 
the SG T I N. T h i s  is the type of tag that will end 
u p  ma king i t  on indiv idual items when the 
time comes, so this  is what  you a re most like ly 
to actually be able to get you r  hands o n .  The  
SG T I N  is an e lectronic extension of the G T I N  
o r  g loba l trade item n u mber. The  G T I N  i s  a n  
attempt establish a u n ique  identif ication n u mber 
for  each type of item in the world. A G T I N  might 
l ook like 0061 4 1 4 1 0000 1 2 ,  where the first digit 
i s  a check digit, digits two t h rough eight a re the 
company header, and the rest  is the item refer­
ence n u mber. So, by taking th ree pieces of infor­
mation spec i fic to the company and item then, 
we can c reate the G T I N. Now, the SG T I N  is j ust 
the G T I N ,  coded a little bit differently. Each type 
of tag of E PC Gen2 R F I D  tag has a common 
element, the header. This lets the reader know 
w h i c h  type of tag it i s  seeing. The header value 
for the SG T I N  is 48 or, in bina ry, 001 1 0000. This 
is the first part of any tag.  The  next pa rt is the 
filter value, wh ich  def i nes whether the tagged 
i tem is a u n i t, case, a s i n gle-case u nit (a big item 
like a bike or gr i ll that only one of wh ich  fits on  
each pallet), or u n specif ied. T h i s  field i s  3 bits 
long an d is 1 ,  2, 3, or 0 respectively. The  next 
section is called the part i t ion,  wh ich  ident if ies 
the length of the company prefix n umber. T h i s  is 
also 3 bits and defines there to be 9-1 2 digits in 
the reference n umber when the part i t ion is set to 
using 6-0 respect ively. N ow, the kicker wi th  this 
is that th i s  a l so defines how large the item refer­
ence is as well. The tags have a fixed length and 
only 44 b i ts, or 1 3  d ig i ts, total can be used for 
both the i tem and compa n y  i nformat ion.  So,  the 
next 2 0-40 b its are the company prefix, which i s  
def i ned by the E PC Global group. The rema i n i ng 
4-2 4 bits  a re the item reference as defined by 
the company selling the item. And, f i nally, the 
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l a st a n d  most i m porta nt  n u m ber of the SGTI N i s  
t h e  fi n a l  3 8  b i ts, w h i c h  i s  t h e  tag ' s  seri a l  n u m ber. 
Th i s  is the u n iq u e  set of b its that ma kes every 
tag d i fferent. Without the ser ia l  n u mber, i t ' s  not 
a ser i a l i zed GTI N. Hopefu l l y, that was a l l  p retty 
stra ight forward. Now the catch to t h i s  is that the 
data i s  encoded onto the tag, so even i f  you have 
a U H F  reader to get the i nformation, you may 
not be a b l e  to see what i t  actu a l l y  says. You have 
to do a l i tt l e  convers ion  fi rst. Here is an exam p l e :  
Raw text entered : 12345678;908 7654;64 782922 
E ncoded data:  3 000EODCD8D4 D08000000000 

The encod i n g  scheme is u nder some locks 
at  E PC G lobal  b u t  I ' ve fou n d  the key docu ment 
to decod i ng E PC tags. The fi rst th i ng we need 
to do is to decode the hex i nto b i nary. For t h i s  
exa m p l e, I wi l l  use t h e  fo l lowi ng d ata : 

E PC code: 30140029 B689 BA8000898682 
Actua l  data entered i nto a pp l i cat ion :  

4 8,0, 5,002135 7,009962,10000002 
So when we convert the 

30140029 B689 BA800898682 to b i n a ry, we get 
0011000000010100000000000010100110110 
.. 11010001001101110101000000000000000 
.. 100010011000011010000010 

So, l et ' s  break th i s  apart:  
Header:  00110000 = 4 8  
F i lter:  000 = 0 
Pa rti t ion :  101 = 5 
Company prefix (zero-padded) :  (0000000000 

"0)0101001101101101(0) = 002135 7  
Item reference:  0010011011101010(0000) = 

.. 009962 
Seri a l  n u m ber:  

(0000000000)1001100010010 
"11010000010 = 10000002 

There you go; t h a t ' s  how you decode a 
SGTI N tag. N ote that t h i s  is actu a l l y  a pract ica l 
demonstrat ion, as t h i s  tag data was encoded 
u s i n g  a Zebra R l l 0X i  R F I D  labe l  pr i nter. 

Let ' s  go ahead a n d  move on to the next 
cod i ng scheme, the SSCc. The SSCC i s  a l ready 
a standard practice for m a ny compa n i es, as  it 
was or ig i n a l l y  a ba rcode techno logy sta ndard.  
Th i s  has obv ious ly  been m i grated to the R F I D  
rea l m  a n d  hasn ' t  seen a n y  cha nge. Now, a s  
ment ioned a bove, t h e  header defi nes what type 
of tag we a re look i n g  at, and the SSCC has a 
header va l ue of 49 or 0011 0001. The SSCC i s  
l a i d  out s i m i l a r l y  t o  the SGTI N, but i t  does not 
have to be item-spec if ic;  i n stead, i t ' s  pa l l et­
spec i fic. So, each p a l l et has an SSCC to ident i fy 
the p a l l et u n iq u e ly. If you have m u l t i p l e  SGTI N s  
on o n e  pa l let, you c a n ' t  p u t  a n  SGT I N  pa l l et tag 
on i t  as  the SGT I N  is spec if ic  to a s i ng le  item, 
so the SSCC a l l ows you to group items together 
for s h i p ment. You m ust, however, send a n  ASN 
or adva nced s h i pment not ice to the rec i p ient 
i n  order for them to be able to dec ipher  the 
SSCC and a l l ocate the correct SGT I N  items to 
the correct p l aces.  So the SSCC a l so has a fi l ter 
a n d  part i t ion va l ue .  The fi l ter wi l l  a l ways be 0 

because the tag w i l l  a l ways be on a s i ng l e  p a l let .  
The part i t ion wi l l  a l so a l ways be 5,  beca use each 
tag has  the same n u mber length w ith no f luctua­
t ion. The next b i ts a re the company prefix and 
the seri a l  reference. So fa r, th i s  i s  very s i m i l a r  
t o  t h e  SGTI N, except without t h e  item reference 
n u m ber. Then the l a st 24 b its m u st be u n a l l o­
cated i n  order to conform to the c u rrent vers ion 
of  the spec i ficat ion. As with the SGT I N ,  the SSCC 
data i s  a l so encoded. You shou l d  expect to see: 
Raw text entered : Textl  ;Text2;Text3;Text4 
E n coded data : 3121519 5 E l  DOC87433787434 

Each of these tag types comes i n  a 64-b i t  or 
96- b i t  vers i o n .  I h ave showed you the cod i n g  
scheme for t h e  9 6  b i t  vers ion beca use t h a t  i s  
the R F I D  m a ndate i n  p l ace by Wa l -Mart, a n d  
we can guess t h a t  any s m a l ler  company w i s h i ng 
to i m p l ement R F I D  w i l l  p robab l y  st ick with the 
same sta ndard. Now, the next logical  q ues­
tion for a l l  of you is p robab l y  where can I f ind 
these?  Are there a ny stores i n  my a rea that  h ave 
R F I D  i m p lemented? How long u n t i l  i t ' s  every­
where? I have some a n swers for you, but for 
the sake of b revity, I suggest you ta ke a look at 
the spreadsheet at h t tp : / / i n fonomi con . 

"org / rfid / L i  ve % 2 0 S t o r ce s . x l s .  Th i s  
spreadsheet shows a l l  Wa l -Mart stores a n d  
d i st r ibut ion centers throughout t h e  U S  where 
R F I D  i s  c u rrent ly  be i ng used. Note, however, 
that  there a re no stores cu rrent l y  req u i r i ng 
tagg i n g  at the item l eve l a n d  that o n l y  cases or 
pa l l ets a re be ing tagged . There i s  a good cha nce 
that you may see a case or pa l l et on the floor, 
however, a n d  you can  f ind the R F I D  tag s i m p l y  
b y  look ing  for t h e  E PC logo on t h e  l a be l.  I t  i s  
req u i red for a ny d i str i butor t h a t  i s  u s i ng the EPC 
standard to be E PC-com p l i a nt, and that i n c l udes 
putt i n g  the E PC l ogo on every R F I D  tag. For 
more E PC a n d  Wa l-Mart mandates a n d  g u i de­
l i nes, p l ease refer to h t t p : / / i n fonom i con . 

"org / rfid / RF I D % 2 0 G u i d e l i n e s % 2 0 a n d %  

" 2 0 Re qu i r eme n t s . p d f . I f  you a re 
cur ious  about the other cod i ng schemes 
that I have ment ioned, you can a l so 
check out  the doc u ment at h t tp : / / 

.. w w w . t e c h n o r i v e r s o f t . c o m / d o c / 

" s ma r t rfid . p d f .  U se t h e examples I have given 
and the exa mp les l i sted in the Wa l-Mart gu ide­
l i nes to dec ipher  what each one mea n s .  And, for 
more i nformation on how to decode E PC i nfor­
mat ion, you can check out h t tp :  / / i n fonom 

" i c o n . o r g / r fi d / e p c - s t a n d a r d s . p d f . 

Hopefu l l y  you now fee l  a l i tt l e  more e n l ightened 
about the E PC sta ndard and what i s  actua l l y  be ing 
put on the tags on those j a rs of  mayo n n a i se .  

Shoutz :  droops, morge/lon, dosman, zach, 
goa tse, cs_weasel, mirovengi, coldsteal, opera tOr, 
phizone, slickO, and the rest of the infonomicon 
crew. A lso thanks to the OOP for keeping it rea l. 
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by phundie 
phundle@yahoo.com 

Recent ly, a L i n u x  sysadm i n  that I ' m  aqua i nted 
with  boasted proud ly  to me about the secur ity 
mechan i sms on one of h i s  servers. He  had estab­
l i shed a tuned 5 E L i n u x  po l icy, created a custom 
tr ipwire system,  and configured h i s  logs to be 
pub l i shed l ive over a ser i a l  con nect ion to a sta nd­
a lone mach i ne .  A l l  of th is was to guard his G n u PG 
s ignatory mach i ne .  

Th i s  mach ine  runs  a front-end to G PG, 
a l low i ng users to log on and  send up  fi les for 
s ign i ng.  The keys and  the G PG softwa re a l l  res ide 
on the server, far from the dubious conf ines of the 
users ' Windows desktops. The s igned fi les a re then 
a utomatica l ly transferred to a fi l eserver and made 
p u b l i c .  

He  agreed t h a t  i t  wou ld  be poss i b l e, w i t h  some 
effort, to obta i n  a user ' s  password to the system:  
maybe i t ' s  the same as the i r  desktop password, or 
maybe it 's thei r dog ' s  name. B ut he ma i nta i ned 
that h i s  GPG keys were safe :  they were encrypted 
on d i sk, and each user had been ass igned a strong 
passph rase to the keys. 

I ment ioned the poss i b i l i ty of a subverted G PG .  
I m m ed i ate ly, a l most w i t h  sati sfact ion,  he rem i nded 
me of the tr ipw i res. And, of cou rse, he poi nted out, 
you ' d  need root . Or do you ?  So I made a fr iend ly  
wager: Fr iday n ight dr i n ks were on the loser. I bet 
that I cou l d  get a G PG key, with passphrase, out 
of his system.  So, he gave me the password to the 
test i ng  account on his dev box and let me have at 
i t .  Obv ious ly, I wou l d n ' t  be wr i t ing  this art ic le  i f  I 
had ended up buy ing  the G u i n ness. 

Certa i n l y, to change the GPG b i nary on 
d i sk, one wou l d  need root access. The front-end 
program has its G PG path hard-coded, so i n sert i ng 
somet h i n g  at the head of the PATH var iab le  won ' t  
work. B ut there i s  a nother env i ronment var iab le  
wh ich  w i l l  he lp :  LD_ PRELOAD. 

demo-program protect ion' . I t  i s  a l so usefu l as  a 
too l for reverse engi neer i ng' . Here, we use it to 
stea l secret b its.  

For those not fa m i l i a r  w i th L i nux,  C, a n d  
certa i n  featu res o f  t h e  l i n ker, th i s  may seem l i ke a n  
a rcane attack-but i t  i sn ' t .  Th is  i s  rea l l y  n o  more 
than an e lementary C progra m m i ng exerc ise, as  
we w i l l  see. 

A q u i c k  look at p a s sphra s e . c from the 
GPG d i str ibut ion g ives us  the function r e a d_ 

"pa s sphra s e_ f r om_f d  ( ) .  We ca n ' t  h ijack t h i s  
fu nct ion d i rect ly, because i t  i s  stati ca l ly l i n ked i nto 
G PG, but we can ya n k  the rug out from u nder i t :  
vo j d  r e a d---» a s s ph r a s e_ f r Offi_ f d { i n t  f d  ) 

( 
i n t  j. I l e n ; 

c h a r  * p w ; 

wh i l e ( !  ( r ead ( f d ,  b u f , 1 )  

.. ! =-- 1. I I * b u f  = =  ' \ n '  ) )  

memcpy ( pw ,  pw2 , i ) ;  
x f r e e  ( pw2 ) ; 

i f  ( r ead ( f d ,  pw +- i ,  1 )  ! =- 1 
.. i I pw [ i l  = =  ' \ n '  

b r e ll k ; 

f d-pa s s wd ::: p w ;  

Look ing  at th i s  fu nct ion, we can c l ear ly  see 
that our best targets a re r e a d  ( ) and memcpy ( ) . If 
we can successfu l l y  h i j ack these funct ions, we can 
peer  i nto a great dea l of the i n ner work i ngs of a 
G PG process. 

I offer a s i m p l e  progra m, eve . c ,  which over­
loads r e a d  ( ) and  memcpy ( ) .  When i ntercept i ng 
r e a d  ( ) ,  Eve performs the rea l r e a d  ( ) and tucks a 
copy of the read data away. When perform i ng the 
memcpy ( ) ,  we dump the source and dest i nat ion 
contents a long wi th  the l ength pr ior  to the copy, 
so that we can see the o ld  data that is be ing  over­
wr i tten, as  we l l  as the fresh data bei ng copied. 

Because I ' m  not operat i ng  in a host i l e  env i ron­
ment (one of the adva ntages of age and profess ion,  
I suppose), I don ' t  need to worry about stea l th .  I 
s i mp ly  dump my data to 5TD E R R  and use she l l 
red i rect ion to captu re the goods. If I were rea l ly 
try i n g  to stea l  the key, I ' d  send it over TCp, maybe 
u s i ng TC P  seq uence n u m bers as a covert s i de-band 
i f  I wanted to get fa ncy. Of cou rse, I ' d  a l so over­
load g e t en v  ( ) to force a return of N U L L  when 
try ing  to i nspect the LD_PRE LOAD var iab le .  

I comp i led e v e . c to  a . so fi le  wi th  
g e e  - f P I C  - c  eve . c ;  I d  - s h a r e d  

.. - R s ymbo l i c  - 0  eve . s o eve . o  - I e - l d l  

L D_PRELOAD tel l s  the dynam i c  l i n ker to over­
load a shared l i bra ry. When a progra m is run ,  the 
l i n ker tr ies to l i n k  a ny req u i red fu nct ions to the 
LD_PRELoADed l i bra ry before search ing  e l sewhere. 
In other words, we can h i jack any dyna m ica l ly­
loaded fu nct ion,  in user-space, wi th  no spec i a l  
pr iv i l eges . Th i s  mecha n i sm i s  profo u n d l y  usefu l .  
I t  c a n  b e  used t o  i ntrod uce t i m i ng a n d  stat ist ica l  
profi l i ng fu nct ion wrappers w i thout need i n g  to 
recom p i l e ' . I t  ca n be used to prov ide a measure 
of compat i b i l i ty between d i fferent imp lementa­
tions of a l i bra ry. I ' ve used it  to defeat t i me- locked 
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and up loaded eve . so to the ta rget mach i ne .  I 
then q u ick ly  edited the user profi l e  to defi ne LD_ 

PRELOAD at l og i n  t i me. Now, the next t ime that 
G PG i s  run, the user-suppl ied passph rase w i l l  get 
saved in a fi le  for l ater extract ion .  

A part i a l  example  of  eve . s o ' s  output i s  given 
below. The supp l ied passph rase to G PG, "ph rack", 
i s  c lear ly  v i s ib le  in the output, which was gener­
ated wi th  
e c h o  Th i s  i s  P l a i n t e x t  I g p g  - c  

The p l a i ntext i s  shown as wel l ,  i ntercepted 
from memcpy ( ) . 
READ : 

F D : 3 
BUF : p 

S I Z E : 1 

READ : 

F D : 3 

BUF : h 

S I Z E : 1 

READ : 

P O : 3 

B U F : r 
S I Z E : 1 

READ : 

F D : 3 

BUF : a 
S I Z E : 1 

READ : 

F D : 3 

B U F : C 
S I Z E : 1 

READ : 

FD : 3 

B U F : k 
S I Z E : 1 

MEMC PY :  

SRC : Th i s  i s  P l a i n t e x t  

An amus i ng, i f  gr im,  look came over my 
fr ien d ' s  face as he rea l i zed that, for a l l  h is l ate 
hours gett i ng th i s  server set up, the secur i ty of the 
keys st i l l  re l ies on the user be ing  soph ist icated and 

wel l - i nformed. Who'd h ave thought? 
There a re a few d i fferent ways to frustrate th i s  

attack .  The  fi rst, and  perhaps the  eas iest, i s  to  bu i l d  
stat i c  b i nar ies .  Bu t  t h i s  i s n ' t  s o  great, beca use fi x i n g  
a bug i n  a l i bra ry wou l d  now req u i re a recomp i l e  
o f  dependent progra ms.  

A better way i s  to be very v i g i l a nt about 
checking  the env i ronment at sta rt up .  Th i s  i sn ' t  as 
easy as  i t  sounds. Not only do we have to avo i d  
u s i ng g e t env ( ) ,  but we have t o  avo id  us i ng  a ny 
dyna m i ca l l y- l oaded funct ions pr ior  to env i ron­
ment check i ng.  s t rncmp ( ) i s  gone,  for i n stance, 
because a h i jacked s t r ncmp ( )  cou ld  scrub 
the env i ron ment. Fortunately, th is  i s n ' t  a l l  that  
bad of  a s i tuat ion,  because not  much more than 
s t r n c mp ( )  i s  needed, so we can wr i te our  own 
trusted vers ion of i t  and  have i t  ava i l ab le  stat ica l l y. 
If LD_PRELOAD is configu red i n  the ca l l i ng envi ron­
ment ,  G PG shou l d  gracefu l ly, i f  rudely, abort. Th i s  
wou l d, o f  cou rse, prec l ude over load i n g  G PG with ,  
say, a hardware-accelerated encrypt ion l i b ra ry, but 
that i s  the pr ice.  

Shouts still go out to Sryth and WipeOut for 
years of beer and code; battles with sqUirrels and 
other sundry a dven tures. 

References and Further Reading 
' h t t p : / / d e v e l op e r s . s u n . c om / s o l a r i s /  

- a r t i c l e s / l i b_ i n t e rpo s e r s . h tm l  
'h t tp : / / p a c k e t s t o rms e c u r i t y . o r g / U N I x /  

-mi s c / f a k e da t e - v l . O . ta r . g z 
'h t tp : / / n ewo r d e r . bo x . s k / n ews r e a d . php 

- ? news i d = 1 3 8 5 7  

h t t p : / / w w w . u b e r h i p . c o m / g o d b e r /  

- i n t e r c ep t i on / i n d e x . h trnl 

The scripts mentioned in this 
article can be downloaded from 

the 2600 Code Repository a t  
http://www. 2 600. com/code/ 
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# # ## ###### ## ###### 
## # # # # ## # # 

### # # # # # # # 
# # ##### #### ## # #### #### #### # #### # # #### ### ## 

##### # # # # # # # # ##  ## ## ## # # # # # # ## # 
# ## # # # # # # # # # # # ## # # #### # ## 

## # # # # # # # ##  ## ## # #  # # # # # # # # # 
##  ### #### ### ### ### ### #### #### ### #### ###### ##### # 

# # 
### ## 

- 1 - 1 - I _ I  _ _ I  \ I -
I I 1 ( /_ I I < - I  < - 1 < ( /_ 1  \ / \ /  < - 1 \ / 

by xinit  

Norma l ly, I 'm  not  the k i n d  of guy that  goes 
a round pu l l i ng  off pract i ca l  jokes a l l  day, but two 
yea rs ago, I set up a rea l ly n i ce j o ke on Apr i l Foo l s '  
Day. 

At the t i me, I worked for a sma l l  med i a  company 
that a l so hosted some of their  customers '  websites. 
Some of those customers were p retty big and pretty 
I m portant, or at least, my company made some 
good money of these s i tes. S i nce my boss, the CEO 
of the company, was a l ways in for a l augh,  I deci ded 
to rea l l y  p u l l  one off that yea r. If  you ' re the CEO 
of a company that i s  respons ib le  for the secur i ty of 
customers ' webs ites, you r  b iggest fea r has  to be that 
one day you ' l l  receive a phone ca l l  from one of you r  
b iggest customers tel l i ng you that t h e  customer ' s  s i te 
has  been defaced. I dec ided to exp lo i t  that fea r and 
m a ke i t  the subject of  my j oke. I wanted to pretend 
that a l l  s i tes that we hosted had been cracked and 
defaced, but of cou rse without caus ing  troub le  for 
ou r  customers by rea l l y  ta k i ng the i r  websites off 
l i ne .  My o n l v  ta rget was the CEO.  

I n  the ea r l i er yea rs of the compa ny, I had 
des igned the network a n d  I sti l l  had  access to a l l  of 
the servers a n d  routers. S i nce host ing  was becom ing  
a bigger and  b igger part of  ou r  bus i ness, I m igrated 
our network from a s i ng le p rov ider u p l i n k  to 
mu lt i p l e  up l i n ks to d i fferent provi ders. Th i s  a l lowed 
us  to be completely i ndependent of a ny I S Ps and  
gave us  the freedom to  do our  own rout ing .  Because 
of th i s ,  I was ab le  to do whatever I wanted with our  
i ncom ing  a n d  outgo i ng traffi c .  

That yea r, t h e  1 s t  o f  Apr i l w a s  on a Sunday, wh ich  
was perfect .  S i nce I hoped that my boss  wou ld  be at 
home in the morn i n g, I cou l d  setup our  routers i n  
such a way that a l l  webs ite requests com i ng from 
my boss ' s  home DSL connect ion wou l d  be routed 
to a s i ng le  page. Th i s  page wou l d  then conta i n  some 
cracker g ibber i s h .  S i nce we used Quagga on L i n u x  
boxes for ro uti ng, I w a s  ab le  t o  setup some s imp le  
I ptables ru les to  forwa rd a l l  traffic com i ng from 
my boss ' s  stat i c  home IP address to a s i ng le  server 
ru n n i ng apache.  On th i s  server, I setup a rewrite 
ru le  so that a l l  requests-no matter wh ich  doma i n ,  
page, whatever-wou l d  be a n swered w i t h  o n e  
s i ng le  page. I n  my case, the page o n l y  conta i ned 
one sentence: "yOu h4v3 b3 3 n  h4xOr3 D By d4 
\/\/1 z4rd ! "  Th i s  sounds k i n d  of cheesy, but I ' m  not 
rea l l y  a 1 3 3 7-spea ker. So, the trap was set. Now I 
needed some ba i t .  

As I was the main IT guy at the t i me, I figu red that 
i t  wou ld  be too obvious if  I ca l l ed the CEO on Apri l 
1 st to te l l  h i m  that we had been cracked. I needed 
an accom p l i ce.  After hav ing done some projects for 
one of our b iggest customers, I knew some peop le  

I 

from the boa rd of d i rectors. I n  the week before Apr i l 
Foo l s '  Day, I c a l l ed the customer ' s  IT d i rector, to l d  
h i m  about t h e  j o ke, a n d  a sked h i m  i f  he w a s  wi l l i ng 
to cooperate. He rea l l y  thought that t h i s  was a n ice 
j o ke, so he  was i n .  

So, Apr i  I 1 s t  arr ived, a n d  i t  was t i m e  t o  execute 
my master p l a n .  On the Su nday morn i ng, I made a 
c u p  of coffee, tu rned on my computer, and  logged 
in to the routers and web server I had prepared . 
Here, I setu p some traff ic mon itor ing and  c a l l ed my 
accomp l i ce.  I asked h i m  if he cou l d  ca l l  my boss 
and te l l  h i m  that our customer ' s  website had been 
defaced. F i rst I showed our customer that his website 
was sti l l  on l i ne .  I a l so showed h i m  the page that my 
CEO wou ld  see. I hung  up the phone and wa i ted. 
Of cou rse, I rea l l y hoped that my boss wou ld  be 
at home; otherwi se, the who le  joke wou l d  be over. 
A coup le  of m i n utes went by and sudden ly  I saw a 
G ET req uest from h i s  I P  for our  customers webs i te .  
The routers n i ce ly  routed the traff ic to my apache 
server a n d  the spec i a l l y  crafted page was retu rned ! 

Two seconds la ter, my mob i l e  phone rang; it was 
h i m .  "Our customer ' s  website has been hacked," he 
sa id ,  sou nd i ng a l l  tense .  I cou l d  hear the sweat dr i p­
p i n g  on the f loor on the other  s ide of the te lephone 
l i ne .  

"What?" ,  I responded, fa k i ng my d i sbe l i ef. "Te l l  
me what you see, wh i l e  I sta rt my b rowser," I sa id ,  
to  leave h im i n  agony j ust a b i t  longer. He read the 
gi bber ish to me. I n  the mean t i me, I put a b ig  ASC I I  
a rt on t h e  page wh ich  s a i d  "AP R I L  FOOLS ! "  I then 
asked h i m  to check if ou r  own company webs i te 
was g iv ing h i m  the same crap.  He typed i n  the 
URL of our  website and  got the same page. S i nce 
our  website was ru n n i ng on a separate mach i ne, 
I cou l d  hear h i m  th i n k i ng "Oh my . . .  everyt h i ng is 
hacked . . .  " "Yes, yes, the same page ! "  he responded, 
sou n d i ng very, very concerned. Obv ious ly, he d i d n ' t  
qu i te see m y  n i ce ly-crafted ASC I I  a rt .  To p u t  h i m  out 
of h is  m i sery, I asked h im to read very, very care­
fu l l y. When he noti ced the message in the ASC I I  a rt, 
he sta rted l augh i ng, and the only t h i ng he cou l d  
produce for over five m i n utes w a s  a constant stream 
of "Ohohoooh, you, you . . .  ohooo, you, you d i rty . . .  
ohoohoo . . .  " Luck i l y, after five m i n utes, h e  cou l d  
ta l k  aga i n .  He took t h e  j o k e  very wel l ,  s o  I sti l l  h a d  
a j o b .  

O f  cou rse, he got me back-not on  t h e  1 st of 
Apr i l ,  but on the day I l eft the compa ny. B u t  that ' s  
stuff for a nother t ime.  

For me, the fun th ing about th is  joke was that i t  
worked out complete ly  as  I had p l a n ned. A l so, the 
tech a n d  soc i a l  parts of the joke were rea l l y  fun to 
combine .  I hope th is  has  i nsp i red you to p u l l  one 
off next yea r !  
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by s i l icOnsi lence 
www.si l icOnsilence.com 
2 600@si l icOnsi lence.com 

I ' ve been wa i t ing  a long t ime to write t h i s  
art ic le .  I n  case y o u  d i d n ' t  know, Comp U SA c losed 
1 2 6 of its 2 2 0  stores in May 2 007 .  I was one of 
the u n l ucky employees. Was I su rpr ised ? H e l l ,  no.  
The company had been doing horr ib ly  for yea rs. 
We j u st cou l d n ' t  compete with Best Buy. Del l ,  
and  Wa l-Mart--not t o  mention our  l egendar i l y  
horr ib le  customer serv ice. When the news of  the  
store c los i ngs was  re l eased, i n stead of  j u m p i ng 
s h i p  l i ke many people,  I stayed. Not j u st for the 
great l iq u idat ion dea l s  or the med iocre s('vera nce 
package, bu t  because those Comp U SA employees 
were my fam i ly. And they were j ust as p i ssed as 
I was. We had every r ight to be. We w,1 l ked i nto 
work one day and were to ld we were los ing our  
jobs .  The next day, we went  i nto l i q u idat ion . B u t, 
honest ly, it was the most fun I h,1d in the 2 1  years 
I h ave been on t h i s  p l a net. 

So, here ' s  tbe exp lo i t .  There a re l i tt le  computers 
a l l over Com p U SA stores that customers wa l k  by 
a l l  the t ime but wh ich  they shou l d n ' t  h ave access 
to. U nfortunate ly, employees use them so otten 
that they rare ly  log out of them. These mach i nes 
are ca l l ed IMS Term i n a l s .  We used them to check 
pr ices of products, look at the cost if we wanted to 
buy someth i ng, run  the sa les n u mbers, and so o n .  
W h i l e  foo l i ng a round  one day, I f igured o u t  that  
you cou ld  eas i l y  get deta i l s  of every s i ng le sa le  
that went  th rough the syste m - i n c l u d i ng cred it  
card sa les, complete with  the fu l l  card n u m ber, 
perso n ' s  name, and  exp i rat ion date. The t h i n g  tha t  
rea l l y got me was  that  a nyone had access to t h i s  
i nformation if t h e  computer was logged o n !  

Here ' s  t h e  procedu re for look ing  up  th i s  i n for­
mat ion .  Note that I say to press enter severa l t i mes 
in some of the steps below. Th i s  prov ides a b l a n k  

fie ld  t o  t h e  i n put requested. I f  a fie ld  i s  not needed, 
the system uses defa u l t  va l ues. 

F i rst, go to a term i n a l  in the store . Tu rn on the 
caps lock if i t  i s  not a l ready on .  I f  the term i n a l  i s  
not  logged i n ,  enter "OPSM# # # "  for a USf!rname, 
where # # #  i s  the n u mber of the store. Th i s  i n for­
mat ion can be fou n d  on a recei pt; buy a pack of 
gu m !  OPSM sta nds for Operat ions Manager. The 
password wi l l  be the same as the user name.  If 
you wou l d  rather  not f ind the store n u m ber, use 
"djen k i ns" as the username and  pa ssword. I t  i s  a 
u n iversa l log i n  of a f icti t ious person .  

Then ,  type "AO",  wh ich  sta nds for "Assembly 
Order" and  press enter  twice .  Next, type "OE",  
then press enter. I f  you see a n  error, press FB to 
reset the term i n a l  a n d  go back to the begi n n i ng of 
the proced ure. 

Next.. type " 1 6 "  (C red it Card Author i zat ion)  
<mel press enter. Type " 1 " (Author iza t ion Report), 
and then press enter th ree t i mes. You wi l l  be 
prompted for ,1 ddte. Enter the cu rrent date in 
MMDDYY format. Press Enter twice.  Then, type 
"Y", fo l lowed by " D "  to d i sp lay the author izat ion 
report or "1''' to pr int i t .  Press i n g  P does not output  
the report on the screcn,  bu t  imag ine the workers ' 
faces when they go to the i r  pr i nter a n d  see a l i st of 
cred it  card transact ions !  

The l i st w i l l  then d i sp l '1y or  pr i nt, with Glsh 
tra nsact ions fi rst. Th is  doesn ' t  provide you with 
any i nformation of cou rse, so press enter u nt i l the 
page shows what you want. I f  you d i d  everyth i n g  
r ight, y o u  h i t  the jackpot. 

The data w i l l  be i n  the fo l lowi n g  format :  sa le 
t icket num ber, credit card or check n u m bers, 
payment type (MC for Masterca rd, V I  for Visa ,  
etc. ) ,  Exp i rat ion Date, Cha rged Date, Card Secu­
r i ty  Code, Regi ster n u m ber, 

-
some other crap, and  

the amount of the transact ion .  
Remember, use t h i s  for knowledge on ly; don ' t  

get yourse l f  i n  troub le .  
Shouls: Baby Cirl, 1111 laid-oti CompUSIl [mployees 



by He-Who-Must-Not-Be-Named 

Tool s  I nvolved: None. On ly  two webs ites w i l l  
b e  used. 

OK, we a l l  know the major BS  su rrou nd ing 
a l l o frnp J . c orn, rnp l s p a r k s . c orn, and the i r  
other s i ster s i tes, a l l  of  which a re owned by the 
same Russ ian parent company. They operate in  
Russ ia ,  out of  the lega l j u r isdict ion of  the R IAA.  
I cou ld  write a whole  a rt ic le  on how the R IAA is  
lobby ing  the US to try to req u i re that the Russ ian 
government shut  down these s i tes as a cond i ­
t ion for enter i ng the WTO. You can read about 
i t  on website s ites l i ke S lashdot, Tech D i rt, D igg, 
and other p laces. As of th i s  writ i ng, 
www . a l l o frnp3 . c om sti l l  works. I f  i t  gets shut  
down, though, you can use the other  websites in  
th i s  a rt ic le .  

The Procedu re 
Back to free MP3s .  S i nce www . mp 3 s p a r k s . 

c o m  has not been shut  down, we w i l l  use th i s  
webs i te for our  educat iona l  needs. Open up  
F i refox, K-Meleon, F lock, or any other web browser 
and navigate to www . mp 3 co p a r k co . c om. C l i c k  on 
S ignup in the top r ight-hand corner and proceed to 
fi l l  out the i nformat ion.  Be sure to leave the ema i l  
address b l a n k  for now. You don ' t  need t o  b e  honf'st 
with the i nformat ion.  J u st remember what you 
typed for the username and password . 

I n  another wi ndow or tab, go to www . l Omi n u L l­

-ma i l . c om a n d  get a l O-m in ute ema i l  address. 
Copy that ema i l  address, and paste i t  i nto the 
ema i l  f ie ld on www . mp l s p a r b·; . r om .  Once a l l  
the i nformation has been fi l led i n ,  c l ick o n  the 
"Signup" button at the bottom of the page. You w i l l  
then see a message that says that your  account has 
been creatf'd. 

Now, go b(lck to your  "-.N1!V'vV . 1 0 m j n u t elll u i l  
.. . c o m  windovv and wa it  for the reg istrat ion 
confi rmat ion .  1 1  shou ld arr ive with i n  20 sf'conds. 

C l ick on the confi rmation ema i l ,  and you w i l l  see a 
confirmation U R L .  You can not c l ick on the U RL, so 
i nstead you shou ld  copy and paste i t  i nto a browser 
window. You w i l l  see a message afterwards that 
says, " Registration has been successfu l .  Welcome 
to Mp3 Sparks.com ! "  

F ind  a n y  song that you l i ke a n d  add i t  to your 
basket. Once you do that, you w i l l  need to s ign in 
with the username and password that you created . 
C l ick  on the prov ided l i n k  to "My Basket" and wa i t  
a few moments for the song to encode. After i t  i s  
done, down load the song  and enjoy. 

The Secret 
Every time you sign up  with a d i fferent ema i l  

address, Mp3 Sparks w i l l  g ive you a cred i t  of $0 .20, 
wh ich  is good for one song. S i nce we don ' t  want to 
create an ema i l  account for every song we wa nt to 
down load, we i n stead use www . 1 O m i nu c e ma i l  . 
- c om to get a temporary, random ema i l  address 
with a c l ick of the mouse. I t  norma l l y  takes me five 
m i n utes to go th rough the ent i re process, so by 
the t ime you a re fi n i shed down load i ng your  song, 
you can just wait unt i l  your  ema i l  expi res or "self 
destructs" and then get a new ema i l  address that i s  
good for a nother 10  m i n utes. Then, s ign  up aga i n  
for Mp3 Sparks and get a nother account wh ich  
i s  good for another song. Repeat as  often as you 
want. 

The parent company in Russ ia owns a number 
of webs ites and the techn ique descri bed here 
works on a l l  of them: 

W\VVJ . mp j Spa r- k s  . C Olli, IJIWW . mpj ;; u g a r  . c om, 

'1/If1N\,N . mp 3 ::; (, (J r  ch _ 1 U, \IV'iNW . mp _j �; t: 0 1- . c om, 

-l/JIfIfI/<l . mp j fl (� �; t a . C Oin, 'II'I'I/I:-Vl . mp j J ega } . org,  

V,rVI\v . mp J S I_'O r e h . 1" 11, W,d'!] _ mp j n i n -j '-1 .  c om, 

www . mp 3 �:; k y l i n p . (' onl, WVV'",' . mp J �; d l f::' . c om, 

WVv'W . ltlp -3 r; L or . (, ()Ill, . .L f-; Q l_�nd . tJe, 

(,lnd w\r-Iw . l d va rn l J �; _ (' () rn .  

I hope you a l l  enjoyed my fi rst a rt i c le  for 2600 . 
I ' d  l i ke to mention that I have no hack ing sk i l l s , 
o n l y  i magi nat ion . 

-��� 



by AtomicRhino 
AnAtomicRhino@gmai l .com 

I cu rrent ly run a lot of i nformative webs i tes 
which have some sort of advert i s i ng  system to 
offset the cost of the servers. I m a i n l y  use Coogle 
AdSense for my endeavors, but I came across an 
advert i ser  by the name of Search Feed .com a few 
months ago which bas ica l l y  g ives you a dumred 
l i st of l i n ks to d i sp l ay as  advert i sements. The t h i ng 
wh ich i ntr igued me was the Javascr ipt track ing 
code that they gave me to dumr on my webs ites. 
I t  looks a bit l i ke th i s :  

< �:> c: r i p t >  

I -j s t i ng �-;  :-: n e w  l\ r r a y  ( )  i 
< / s c r i p l > 

< :.3 c r i  p t  s rc - " ht tp : ,I /'WVlW _ s c a r c h f c c d _ 

" c om / r  d /  f e e d /  ,JaV(l S c r  i p t Ft,:'C'd . j ;3p? c a t oc key 

-wo rd& t ra c k l D c XXXXXXXXXX& p J D = XXXXXX&n l =  

- S & c x c T D = " > < / s c r i p t >  

< s c r ipL > 

i f  ( l j s t_ i T\ g ��  ! =  n u ] .] & &  J i s t i n g �:; . 
- l en g t h > 0 )  { 

documen t . wr i t c-c ( '  � L a b l e  b O J" d c l' -- O c c : 1 1 

"'padd i ng = O  c e l ] ;-:;p a c -i n g - O '0J i d t h -:-- l rJ (J �i  ) i 
documen t . 'wY i t  (' ( " < L c .-" L cJ 

"' c o l spa n �c 3 >-- i mq S l C - ' h t tp : / / vrww . s e c n  -;h 

- f c C' d . c om / Jmagc s / p i xc l  . g i f ' h c i g fl l = 4 �  

- t c1 > < / t J: > " ) ; 
documen t . w r  i tc ( " <- t .r > "  ) ; 

documenl . wL i Le ( " < L d > < i mq c; L C = ' ht L p : / ;' 

-v'iW\'.j . s e a r c h f e c' d . c u m /  I m a q e �; / p i x e l . q i  [ , 

-wl d th c 4 > < / t d > , ) ;  

doc umen L . wr i L e ( " < Ld w i d L h = ' l 0 0 9o ' " ) ;  

tor ( i  -= U ;  � l i :-; l . I ('[)(d Ut i i + � )  
v a y- t i t l e --=- I i. s t i n g s l i_ l . t i t l c ; 

l_ r ( l. i ::o t i ng �3 [ i l . L i L l e . ] c:n 9 t h  l ':' O ) 
t i U e  c l i s t i ng :; l l ]  . t i l l e . 

::=; u b s L r l ng ( 0 ,  

- I  ') 0 ) + " . . . " ; 

uo c umen l . vn i l e (  " <- d  ru: e [ = ' + l i �3 l i nq � ;  

� l i J  . u r i  + " ' > < f o n t  f a c e � ' v e r d a n a , 

� .'?,eri. f '  s i ::::. c =  j '  

- f on t > </a > <br> ' ) ; 

+ L .L l .l F� + 

Th i s  is o n l y  a s n i rret of the code; there are 
about twenty-five more l i nes which I omi tted . B ut 
we ' re go i n g  to look at one th i ng:  the l ast l i ne above 
has someth i n g  very i nterest i ng. They a re g iv ing  us 
the exact c l ick U R L ( i n  ] J S l i ng s [ i ] . ll l i ) that we 
need to generate a va l i d  c l ick .  As I m a ke my adver­
t i s i ng money when users c l ick on these U R Ls, th i s  
has the potent i a l  to  be i nterest i ng. 

As long as your s i te gets some traffic, you cou l d  
u s e  somet h i n g  l i ke t h e  fo l lowi n g  P H P  i n c l ude to 
s i m u l ate users '  c l i c k i ng on the Search Feed ads.  
Th i s  code ta kes i nto considerat ion the notion that 
you don' t want the user to c l ick  every t ime a n  ad 
i s  d i sr l ayed, as  that wou l d  gua rantee you r  account 
wou ld  he f lagged . I n stead, we generate a ra ndom 
t ime vary i n g  between 1 -9 hours between each 
s i m u l ated c l ick .  Th i s  i s  pu re ly  a rroof of concert 
on the flaws of Sea rch Feed .com. 

< ?p hp 

i f  ( !  i s " e t  ( " _  

�COO f n  1-;: I ' S ea r- c h f;' e e d C' u o k i C"  1 )  { 

�; v il l u ('  - T a nd ( J 6 0 0 , 3 1 0 IJ O ) ; 
:c; e l c o o k i_ IC:.' ( 1 S e i-H c h F c l_' c1C u o k  i C' '' 

"' �; va l u c )  ; 

p c i n l  i r 1 t -

01 i Il t  . d O (' l l m c n t . i t  c ( "  i f  1 awl'''' 
- + L i ::--; L i ng s r l J . u r i  t 

... '0! i d L h - C  h e i qh t. = O ·, - / i  f r a me > " ) 

[J y- i rl t  ' � / s c r i p L > ' ;  

Th i s  s n i rret w i l l  check to see if we have run the 
scr ipt recent ly. I f  we h ave not, it w i l l  set a cook ie  to 
flag us as ' c l i ck ing '  on the ad and rrevent the scr irt 
from ru n n i ng aga i n  for a few hours.  After that, we 
create an i nv i s ib le  i frame to load our  c l i cked page. 
I h ave cha nged the var iah le  i in the or ig i n a l  scr irt 
to 1 in ours .  Th i s  denotes the U R L  in seljuence to 
use. You may wa n t  i n stead t o  u s e  land ( () ,  ,1 )  to 
ra ndomly  cha nge the c l icked LJ RL .  

Hopefu l l y, one day  Searc h Feed.com w i l l  make 
it a b i t  harder to fa ke the i r  c l icks .  



"How long can the regime control wha t  
people are allowed t o  know, without the people 
caring enough to object? On current evidence, 
for quite a while . "  

So conc l udes J ames Fa l l ows'  a rt i c l e  a bout  
the G reat F i rewa l l  of  C h i n a  i n  the M a rc h  '08 
i s sue  of The A tlan tic. (Search for  [fi rewa l l  
ch i n a  fa l l ows] ) The C h i nese fi rewa l l  i s  a crude 
b u t  effective system that l ooks  at every s i n g l e  
I n ternet con nect ion i n  the cou ntry, a n d  deci des 
whether or  n ot the u ser  may proceed, based 
o n  pol i c i es set by the gover n m ent. I f  a C h i nese 
c i t i zen  looks too h a rd for i nformat ion about, 
say, Ti betan i ndependence, the Ti a n a n men 
S q u a re m assacre, or F u l a n  G a ng,  n ot o n l y  
m ight  h e r  searc h  be b l ocked, s h e  i s  a l so i nv i t i n g  
a v i s i t  from the  pol ice .  A n  outrageou s  i nvas ion 
of pr ivacy, i s n 't i t ?  

Read i n g  Fa l l ows' a rt i c l e  i m medi ate l y  
made m e  th i n k  a bout h o w  t o  get a r o u n d  t h e  
C h i nese fi rewa l l ,  a n d  made m e  wonder  how 
many peop l e  there a l ready have.  I guess i t's 
the hacker  i n st i nct i n  me -- I go stra ight  from 
b e i n g  outraged about the i nvas i o n  of pr ivacy to 
won d e r i n g  how I m i ght  hack  i t  if I h a d  to. 

I f igu red out  how ord i n a ry locks worked 
somet i m e  in j u n ior  h ig h  school, and soon there­
after, I f igured out how to p i c k  these l ocks, how 
to m a ke keys for them without  fa ncy locksm ith 
m a c h i n es, a n d  how to re-key locks my way. 
Soon thereafter, I d i scovered computers, w h i c h  
defi n i te l y  were n o t  perso n a l  i n  t h o s e  days. I got 
k i cked out of my 10th grade computer progra m ­
m i ng ( Fortra n )  c l ass for a l l eged l y  load i ng some­
th i n g  i nto the school  d i str i ct's m a i nfra m e  that 
b ro u g h t  the whole th i n g  dow n .  (No comment . )  
In  those days ,  s u c h  sec u r i ty system s  were c h a l ­
l enges - p i c k i n g  the l o c k  was a n  e n d  t o  itse l f. 
As I grew up,  I c h a n n e l ed t h i s  energy i nto 
gett i n g  a decent eng i neer i n g  degree, then i nto 
becom i n g  an e ntrepre n e u r. I guess you cou l d  
s a y  t h a t  Tes l a  Motors w a s  m y  fi rst try at h a c k i n g  
the g loba l energy system. 

Meanwh i l e  we a re b u s i l y  transfor m i n g  the 
Land of the Free i nto a H i g h  Tech S u rvei l l a n ce 
Soc i ety of o u r  own. I n  the n a m e  of prevent i n g  
terro r i s m  i n  t h i s  post-9/11 wor ld ,  we h ave 
come to accept the Patr iot Act, v i deo ca meras 
watch i ng u s  a l on g  h ighways and i ntersect ions ,  
m o re v i deo c a meras in  other p u b l i c  p l a ces, 

i nvas ive a i rport scree n i ng, scrut i n i zed fi n a n ­
c i a l  tra n sact ions ,  w i despread w i retaps, s u rve i l ­
l a nce o f  o u r  o n l i ne act iv i t ies ,  efforts t o  c reate 
nat i o n a l  ident i ty c a rds,  face recog n i t i o n  e q u i p­
ment  at sport i n g  events, a n d  l ots more.  (Search 
for [patr iot  act spy i ng] ) 

A l a r m i n g l y, we g i ve u p  o u r  pr ivacy not j ust 
to p rotect o u rselves from terrori sts, but a l so for 
m u nd a n e  conve n i ence:  " p reference" i nfor m a ­
t i o n  gathe red by o n l i ne reta i l ers,  c red i t  c a rd 
u sage data, u b i q u itous R F I D  tags e mbedded 
in consumer  goods, " C l u b" d i scou n t  cards 
at s u pe r m arkets, deep perso n a l  i nformat ion 
posted at  soc i a l  n etwo r k i n g  s i tes and then so ld  
to m arketers, open w i re l ess n etworks, etc. 

I n  t h i s  a rt i c l e  I foc u s  on the ocea n of d ata 
col l ected about u s  by search e n g i n e  compa­
n i es. We k n ow that search e n g i n e  compa n i es 
col l ect and save mass ive a m o u nts of i nforma­
t i o n  about  o u r  sea rches, b u t  then a ga i n , search 
e n g i n es a re so u sefu l a n d  conve n i ent .  (Search 
for  I " search eng i ne" data ] ) They ostens i b l y  use  
th i s  i nformat ion to  t u n e  the adverti s i ng that  we 
get to see. We a l so know that many s i tes se l l the 
data they col l ect to others .  Who k nows to w h at 
other e n d s  these data a re put?  Some, s u c h  a s  
Goog l e  says a s  a m atter o f  pol i cy t h a t  t h e y  w i l l  
n ot b e  ev i l. (Sea rch for I "don't b e  evi l " ] )  

U nfort u n ate ly, you r pr ivacy i s  not a r ight  
that  i s  c l ea r l y  or specif ica l l y c a l led out  in  the 
U . S. Const i tut ion. Some specif ic aspects of 
you r p r ivacy a re p rotected, s u c h  as the pr ivacy 
of you r bel  i efs ( i n  the F i rst A m e n d m ent),  pr ivacy 
of you r  home aga i nst d e m a n d s  that  i t  be used 
to house s o l d iers ( i n  the Th i rd Amendment) ,  
pr iva cy of you and you r  possess ions  aga i n st 
u n reaso n a b l e  searches ( i n  the Fou rth Amend­
ment ) ,  a n d  perhaps  most  i m porta nt ly  the F i fth  
A m e n d m e nt's pr iv i l ege aga i n st se l f- i ncr i m i n a ­
t ion ,  w h i c h  prov ides some protect ion for the 
p r i va cy of you r  perso n a l  i nformat ion. (Search 
for  [ " r i ght to  pr ivacy" ] )  

S i nce about 1923, the  U.S. S u preme Cou rt 
h a s  i nterpreted the " l i berty" g u a ra ntee of the  
14th A m e n d ment to  g u a ra ntee a n  i n creas­
i ng l y  b road r ight  to p r ivacy, and i s  the basis  of 
most pr ivacy protect i o n  outs i d e  those spec if i ­
ca l l y  l i sted. B u t  the future of  th i s  const itut i o n a l  
p r i va cy protect ion  rema i n s  a n  o p e n  q uest ion. 
In our c u rrent S u p re m e  Cou rt, the so-ca l l ed 
"or ig i n a l i sts," l i ke J u st ices Sca l i a  and Thomas ,  
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a re not i n c l i ned to p rotect you r  pr ivacy beyon d  
w h a t  i s  p l a i n l y  a n d  spec if ica l l y g u a ra nteed i n  
the B i l l  o f  R i ghts .  (Search for I sc a l i a  thomas 
pr ivacy ] )  ( S u p reme Cou rt n o m i nee Robert Bork 
h a s  der i ded the r ight  of pr ivacy as "a  l oose 
c a n n o n  in the l aw." (Search for I bork  " l oose 
c a n n o n  in the l aw"] ) C ood t h i n g  he n ever 
made i t  onto the Cou rt ! )  

Beyond const i tut i o n a l  p rotect ion,  you r  
pr ivacy a n d  you r  sens i t i ve or perso n a l  i nforma­
t i o n  a re p rotected somewhat  by a patchwork of 
statutes on a per- i n d u stry b a s i s .  The Pr ivacy Act 
of 19 74 p reven ts the u n a uthor ized d i s c l os u re 
of you r  perso n a l  i nformat ion that  i s  h e l d  by the 
federa l gove r n m ent .  The Fa i r  C red i t  Report i n g  
A c t  p rotects i nformat ion a bout y o u  t h a t  h a s  
b e e n  gathered b y  c r e d i t  report i n g  a ge n c i es .  
T h e  C h i l d re n 's O n l i ne Pr ivacy Protect i o n  Act 
restr i cts what i nformat ion about you r ch i l ­
dren (age 13 a n d  u n der) c a n  b e  co l l ected by 
webs i tes .  The Sarbanes-Ox l ey Act, H I PAA, a n d  
C l BA e a c h  conta i n  s o m e  p rotect ion for some 
of you r  perso n a l  or  conf ident i a l  i nformat i o n .  
S o m e  state l aws a l so p rov i d e  p rotect i o n .  

S i nce pr ivacy i s  n ot spec if ica l l y  p rotected 
in the const i tut ion,  there w i l l  cont i n u e  to be a 
batt l e  between those of us who want o u r  pr ivacy 
p rotected and those who want  to i nvade i t  -
often o u r  own government, certa i n l y a l so b u s i ­
n esses w h o  a ggregate a n d  se l l o u r  eyeba l l s  a n d, 
worst of a l l , cooperat ion  between the two. 

let's not forget most of the phone compa­
n i es' g l eefu l cooperat ion with  the U . S .  
government's w i despread warra nt l ess w i reta p 
p rogra m .  (Search for [te l ecom w i retap us coop­
erat i on ] )  You can bet that every serv i ce p rov i d e r  
company - s e a r c h  e n g i n e  compa n i es i n c l u ded 
- i s  pay i n g  c l ose attent ion  to the i m m u n i ty that 
Congress i s  r ight n ow g ra n t i n g  to these p h o n e  
com p a n i es for the i r  i l lega l  p a rt i c i pat ion i n  
t h i s  w i reta p p i n g  p rogra m .  (Th i s  i s  part of the  
l a test Fore i g n  I nte l l igence S u rve i l l a nce Act, 
or F I SA b i l l  - search for [us  te l ecom w i reta p 
i m m u n i ty] ) 

What  w i l l  happen when the gove rn ment  
asks you r  favor ite search eng ine company 
to d i v u l ge what  you a n d  I have searched fo r? 
Th i s  h a s  h appened a l rea dy. So fa r, Coog l e  
h a s  resi sted, b u t  AO l a n d  others d i d  n o t .  The 
Wor l d  Pr ivacy For u m  (search for [wo r l d  pr iva cy 
foru m ] )  notes: 

" I n  2006, AOl re l eased about 20 m i l l i on  
search q u e r i es of over  500,000 of its users .  
Those q uer ies  were put  on the web.  Reporters 
for the New York Times were a b l e  to ident i fy a 
user  from the search q uer ies; others h ave a l so 
been a b l e  to ident i fy users .  I n  2005, the U . S .  
Department o f  J ust ice su bpoenaed Coog l e, 
Ya hoo, M S N ,  a n d  AO l for tens of m i l l i o n s  of 
u sers' search q u er ies .  Coog l e  s u ccessfu l l y 
fought  the req uest, a n d  was a b l e  to l i m i t i ts 

d i sc l o s u re, b u t  it i s  u n known h ow m u c h  data 
other compa n i es may h ave tu rned over." 

A l though Ask .com has s u bseq uent ly  
a n nou nced that  they w i l l  d e l ete you r searches 
after 18 months (search for [ask eraser] ) ,  C oog l e  
has  not. To get a n  i dea a b o u t  h o w  l o n g  Coog l e  
i s  i nt erested i n  you r  data, a Coog l e  coo k i e  on 
you r  mach i n e  exp i res in  the yea r 2038 ! (Sea rch 
for [goog l e  cook i e  exp i res] ) So the Coog l e  
sea rch y o u  made th ree years a g o  for, say, "fi l e  
s h a r i n g  m u s i c "  cou l d  c o m e  b a c k  t o  h a u nt you 
th ree years from now when some new, even 
more od ious  vers i o n  of the D ig i t a l  M i l l e n ­
n i u m  Copyr ight  A c t  c o m e s  i nto l aw. (Search fo r 
[dmca ] )  

C a n  even Coogle forever be tru sted n o t  to 
be evi l ?  To what  new ends  w i l l  they p u t  a l l  that  
data a bout  u s ?  Anyway, doesn't  i t  c reep you 
out k n ow i n g  that  they a re sav i ng a n d  a n a l y z i n g  
every search y o u  h a v e  ever made?  

And now, w i t h  Coogl e's a cq u i s i t i o n  of 
D o u b l eC l i c k  (search for [goog l e  dou b l ec l i ck ] ) ,  
t h e y  w i l l  be a b l e  to corre l ate you r  searches 
with the rest of you r  web b rows i n g  - a n d  
maybe m a ke i t  more p a i nfu l t o  b l ock coo k i es 
from Dou b l eC l i c k  a n d  Coog l e .  

Strategies to  protect your  pr ivacy: 
An a nonym i zer too l or  a proxy s i te (search 

for [ a n o ny m i zer l )  w i l l  mask  you r  IP address 
dnd some of the i nfo about you r  comp uter 
when you s u rf the web . (  To get an i dea a bout  
what webs i tes, i nc l u d i ng sea rch eng i n es 
a l ready k n ow about  you, check out  t h i s  s i te :  
h tt p : / /  L p i d . ;; h a t. . ne- t! .  Spooky. ) I use a n  
I ron key (sea rch for l i ronkey l )  w h e n  I can,  
a n d  there a re both free s i tes a n d  pay s i tes that  
c a n  m a ke you r  s u rf ing  a nonymous .  B u t  some 
websites don't work wel l wi th  these too l s .  

T h e  Wor l d  Pr ivacy For u m  s uggests severa l 
strateg i es to h e l p  p rotect you r pr ivacy wh i l e 
u s i n g  search eng i nes :  

Do not accept search eng i ne cook i es .  I f  
y o u  a l ready h ave s o m e  on you r  computer, 
d e l ete t h e m .  

• Do not s i g n  u p  for e m a i l  at the sa m e  
search e n g i n e  where y o u  regu l a r l y  
sea rch .  

• M i x  it u p .  U se a va r i ety of search 
eng i nes.  

• Watch what  you search for. 
• Read you r  news on one search eng i n e, 

h ave you r  ema i l  on a nother, a n d  use a 
h a n dfu l of other sepa rate search eng i nes 
for web resea rch .  

• Va ry the phys i c a l  locat ion you search 
fro m .  

• If you s u rf u s i n g  a c a b l e  modem, or a 
stat ic  ( u n c h a n g i ng) I nternet con nect i o n, 
ask  you r  serv i ce prov i der  to give you a 
new I I'  add ress. 
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Be awa re that  you r  o n l i ne p u rc h a ses c a n  o f  p rovocat ive terms, so t h a t  a n y  s u c h  
be corre l ated t o  you r  search act iv i ty at  sea rch that  you m ight  do w i l l  not sta n d  
s o m e  sea rc h  eng i nes .  out .  

These search strateg ies a re c u m bersome a n d  • Search com p l e x i ty :  l i ke search terms, 
not espec i a l l y  effective. We u'rt,) i n l y  c a n not b road and ra n d o m .  Search for s i ng l e  
count  o n  the government  t o  respect o r  h e l p  words, a s  wel l a s  severa l words at a t i me,  
to p rotect o u r  pr iva cy. A n d  I wou l d  ra ther not and even with p x c l uded words.  
have to trust G oog l e  and Ask .com to p rotect Computer usage:  I d ea l l y, H aystac k  
my pr iva cy. What  we nped i s  a s i m p l e  too l that  shou l d  not i n i t i ate sea rc h es when e ither 
rpq u i res l i tt l e  of our attent ion ,  and p rov i des you r  computer i s  very busy or  you r  
pretty good pr ivacy - someth i ng a s  s i m p l e  to n etwork con n ecti o n  is very b usy. S i nce 
use a s  a b rowser p l u g- i n. the actu a l  search res u lts  a re not va l u a b l e, 

Th i s  i s  a n  opportu n i ty for a l i tt l e  construc- H aysta c k  s h o u l d  even a bort a n  i n i t i ated 
t ive h a c k i ng, and b rowsers that a l l ow p l ug- i n s  search b y  c l o s i n g  t h e  c o n n ect ion t o  t h e  
p rov i d e  t h e  perfect opportu n i ty. W h a t  I a m  search e n g i n e  i f  C P U  usage sudden l y  
propo s i n g  i s  a s i m p l e  p l ug- i n  for t h e  F i refox i n c reases.  
b rowser ( a n d  a n y  other browser that  s u pports U ser  contro l s :  
p l ug- i n s )  that  w i l l  b u ry you r  searches in  n o i sp .  O n/off rad i o  b utton 
Let's ca l l  th i s  p l ug- i n  " H ilystack ."  (Search for • Check boxes to e n ,l b l e  one or more 
I fi rPiox " h ow to wr i te" ] )  search e n g i n e  s i tes 

H ere i s  h ow i t  works:  H aystack generates S l i der  for search frequency 
a re lCi t ive ly  low levpl  backgro u n d  of ra ndom (2 secon d s  10 1 0  m i n utes! )  
searches a c ross a va r i ety of spa rch png i nes B u tton to c l e a r  sparch e n g i n e  
whenever you r  computer  and you r  network coo k i es and pr ivate data 
con nect i o n  a re not too b u sy. The gOJ I i s  to B u tton to get l a test vprs ion  
generate h u n d reds to  thousa n d s  of  ra ndom Output :  H aysta c k  s h o u l d  not bother  
(hav)  se<1 rches for evpry rea l sCdrch you do,  the user with il n  open tab;  the search 
such that  you r  searches a re a s ma l l  need l e  i n  res u l ts shou l d  be s i l e n t l y  Imded a n d  
the h ayst,lCk  o f  these automat ica l l y-generated d i scarded (after g l pa n i n g  a new search 
searches. term or two from the data ) .  A s ma l l  i con  

Se,lrch  eng i nes genera l l y  r u n  a n a l yt i C  soft- on tllP too l b a r  i nd i cat i n g  that  H aysta c k  i s 
ware that  consta nt ly  l ooks for attacks - den i a l  ru n n i ng shou l d  be good enough,  perhaps 
of serv ice  atta cks,  bogus c l i ck-th roughs  to a l so i n d icat ing  the rat i o  of H aystack 
p u m p  u p  somebody's advert i s i n g  costs, etc . searches to you r  own searc:hps.  
S i nce  the goa l of H aystack i s  to p rotect o u r  I t  y o u  a n d  I b o t h  r u n  H ,lysta ck, then the 
pr ivilcy, n ot 10 b r i n g  a ny sea rch e n g i n p  down, " i nformat ion"  sparch eng i nes co l l ect from o u r  
i t  m ust be w r i tten i n  s u c h  a W d Y  that, from t h e  searches i s  most ly n o i se .  Perfect. B u t  th i n k  w h a t  
searc h  engi n e's poi n t  o f  v iew, i t  l ooks l i ke you happens  i f  m i l l i o n s  of u s  run H dysta c k  . . . .  I t  
a re j ust m a n u a l l y sea rch i ng. does t h row a m o n key wrench i nto the i r l ovel y  

Sparch e n g i n e  va r iety:  t h rough a setup data co l l ect ion m a c h i nery, doesn 't i t ?  Such i s  
opt ion ,  you c a n  se l pct w h i c h  search the cost of a sserti n g  our r ight to pr ivacy. 
e n g i nes H aystac k  u ses, match i n g  the So why am I w r i t i n g  t h i s ?  S i m p l e :  I am a 
ones you norm a l l y  use you rse l f. h a rdwa re hacker. My softwa re a b i l i t ies  a re 
Frequency:  I th i n k  o n e  search every l i m ited to some rea l l y  t ight  asspm b l y  l a nguage 
1 S secon d s  o n  average i s  about  r ight, code. I am a l so spend i n g  most of my t i m e  p l a n -
though t h e  i nterva l shou l d  be ra ndom, n i ng my next b ig hack i nto the worl d  of o i l  
vary i ng from,  say, f ive secon d s  t o  a bout  consu m pt ion ,  perhaps the s u b j ect of a futu re 
five m i n utps. If you r  m a c h i ne is on for ten co l u m n  here.  
h o u rs per day, t h i s  w i l l  generate 2 ,400 A l though I ca re a l ot about  pr ivacy a n d  
" h ay" searches p e r  day. Remember, recog n ize its defense as a patr iot i c  a ct, I a m  not 
the goa l is to l oo k  a s  m u c h  l i ke a l ot of the one to wr i te H aysta c k .  Are you !  
h u m a n-generated searches a s  poss i b l e, Martin Eberhard has founded three compa-
n ot to j a m  u p  t h e  search e n g i n e .  nies : Tesla Motors, NuvoMedia (makers o f  the 
Search terms :  t h i s  needs to be very b road,  Rocket eBook), and NCO Inc.  His interest in 
ra ndom,  a n d  a l ways c h a n g i ng .  I s uggest tech probably started when he disassembled 
seed i ng the p rogra m w i t h  a search word his fa thers snazzy Omega Smmaster watch 
l i st, a n d  t h e n  p u l l i ng npw search terms when he was six, though the pxperience of 
from t h e  search res u lts  themse l ves, as trying to get it  back together again (and his 
we l l  as occas i o n a l l y  from the text on t h e  father's wrath at his failure to do 50) led him to 
fron t  pages of news s i tes l i ke c n n . c o m .  g o  gpt an engineering degree or two, so tha t  h e  
T h e  searches m u st i n c l ud e  a spect r u m  actually k n e w  wha t  he was doing. 
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putty . exe 

Bypilssing iI Rlsliril!liiul 
Inlilrnlli PraHY 

by Anonymous 

Background 
I work at a top 200 company where the I nternet 

con nection is fi l tered by a program ca l led Smart­
F i l ter and a restr ict ive f i rewa l l .  Sad ly, we l ive i n  
a n  age where censors h i p  i s  happen i n g  more often, 
and gett i ng  to raw i nformation i s  gett ing  more 
d i fficu lt .  

SmartF i l ter i s  a p iece of software created 
by a company ca l led Secu re Comput ing  wh ich 
p l ugs i nto the company ' s  ex ist i ng web proxy. The 
f i l ter acts l i ke any other fi lter, cutt i ng  off access 
to restr icted websi tes, wh ich  a re detected with a 
b l ack l i st or word fi l ter. Even I ra n  appears to be 
us ing  th i s  software ' .  

B ecause there i s  usua l ly on ly  one way out of 
the i nterna l  I ntranet to the I nternet, we m ust use 
the ava i l ab le  proxy. Th i s  a rt ic l e  wi l l  exp l a i n  how 
the proxy works, how to tu nne l  past i t, and how to 
configure you r app l i cat ions .  

My workp l ace uses Microsoft ' s  Proxy Server 
with a uthent icat ion enab led .  Some prox ies 
a l low a command ca l l ed CON N ECT which wi l l  
a l l ow a user to specify a host and port to fetch a 
request from.  Th i s  part icu la r  proxy is configu red 
to not support CON N ECT; i n stead, i t  on ly  a l lows 
proxy i n g  to ports 80 and 443 (http and https) . The 
proxy on ly  a l lows fu l l y  q u a l if ied dom a i n  names 
(FQDNs) and wi l l  deny a ny connection requests to 
a n u mer ica l  IP address. Here i s  how the con nec­
tion i s  set up :  
I C l i e n t l � >  I I n t r a n e t I - >  

I P r oxy I I F i l  t e r  I - >  I n t e r n e t  

Server Side 
On the I nternet I h ave a colocated mac h i n e  

wh ich I u s e  for ma i l  and  a l most everyth i ng.  I set 
up Open SSH sshd to l i sten on port 443 of one of 
my ava i l ab le  I Ps by putt i ng the fol lowing l i ne i n  
s s h d . c a n f :  

L i s t e nAddr e s s  1 9 2 . 1 6 8 . 0 . 1 : 4 4 3  

# r ep l a c e  w i t h  a n  ava i l ab l e  I P  

B y  l i sten ing  o n  port 443 , w e  get around the 
l i m itat ion of the proxy not be i ng able to connect 
to port 2 2 .  I f  your  proxy does a l low con nect ions to 
d i fferent ports, then you w i l l  be ab le  to sk ip  a few 
steps. If the proxy you ' re try ing  to avo id  is config­
u red d i fferent ly, you may need to make some 
modif icat ions.  

Rega rd less, set up  a dom a i n  name to point  
to you r  IP  address. For th i s  example, I ' l l  use 
pap . my i p . c om.  Remember the FQD N  l i m itat ion 
ment ioned ear l ier?  

Opt ion a l l y, start i n g  Apache httpd with proxy 

support tu rned on may be benefic ia l .  Th i s  w i l l  be 
exp l a i ned below. 

Cl ient Side 
I ' l l  beg i n  by sett i n g  up  Putty. Putty now has the 

a b i l i ty to create proxy connect ions, so connect ing  
to a s sh  server i s  not  a prob lem a nymore through 
the corporate proxy. The logic i s  to have Putty 
create a dynamic  port which i s  s imp ly  a SOCKS 
proxy. I n stead of configur ing the app l i cat ions on 
my l aptop to use the corporate proxy, I configure 
them to use my own :  
I C l i e n t l - >  I Dynam i c  P o r t l - >  I I n t e r ne t l 

Here ' s  the configurat ion sett i ngs for Putty: 
Session: 
Host Name:  pop.myip .com 
Port: 443 
Type: SSH 
Connection: 
Proxy: 
Type: HTTP 
Hostname:  proxy 
Port: 80 
U sername: username 
Password:  password 
SSH : 
Tu nne l s :  
Desti nat ion :  8080 
Type: Dyna m i c  
C l ick  Add 
I t  i s  a good idea to save these sett i ngs i nto a 

Putty sess ion .  
To configure F i refox to  use  t h i s  setup, go to 

the network ing  tab in the opt ions screen and  fi l l  
i n  the SOC KS (vS)  host and port fie lds .  The host i s  
1 2 7 .0 .0 . 1 and the port 8080. Pidgi n 1 M  and  other 
i nstant messagi n g  c l ients can be set u p  the same 
way. 

I f ind that Apach e ' s  proxy support i s  faster than 
the dyna m i c  port proxy method. So,  i n  Putty, I 
created a " Loca l "  tunne l  on the c l ient  from port 
9090 to the Apache i nstance ru n n i ng on the server. 
Then, I enab led proxy support i n  the h t tpd . c a n f  

fi l e .  I t  i s  very i mporta nt t o  restr ict t h e  proxy t o  your  
server u n less you  rea l l y  want  to  g ive  everyone a 
free proxy. The Apache httpd docu mentat ion'  is a 
great gu ide on gett ing  th i s  set up .  Then, in F i refox, 
I set up the Proxy to be an HTTP proxy and config­
u red i t  with hostname 1 2 7 .0 .0 . 1 and port 9090. 
Switch Proxy3 i s  a ha ndy F i refox p l u g i n  to q u ick ly  
cha nge prox ies .  

A common problem i s  l ea k i n g  DNS i nfor­
mat ion .  Even though the tra nsport to pop .my ip .  
com i s  encrypted, the  D N S  i nformation i s  sti l l  
quer ied from the corporate D N S  servers. F i refox 
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supports fetc h i ng D N S  i nformat ion from the proxy 
by brows ing  to abo u t : c o n 'l 'l  and chang ing  the 
opt ion n e two r k . PH)Xy . S O C k !3_-n=-mo t c_ d n :3  to 
true.  Sad ly, I h ave n ' t  f igu red out a great way to 
forwa rd D N S  quer ies from other programs.  

I f  you ' re not us i ng Windows and  Putty, you 
can use OpenSSH on U n i x  i n stead.  OpenSSH 
does not support authent icat ing prox ies by 
defa u lt; however, there i s  a h e l ppr progra m ca l led 
Corkscrew which Gln  be used i n  the ProxyCom­
mand opt ion'- Add the fo l l owi n g  l i nes to your 

� / . �J �) h /  c onn r;.J fi l e: 
H o !:;  l pop . mY_i f) . c:Orll 
l) r o x v (  ' omrna n d  p r o xy 13 0 pop . 

-my i p . �' Olll 4 ,1 .j I h omc / u s 0 r /  . ;:l u r hfi l c  

1' C P K c (-� p/\ I i vp y e s  

Th i s  configur" t ion te l l s  corkscrew to con nect 
to Ihe hostnanlP ' proxy '  on port 80, then have the 
proxy connect to pop .my ip .com on port 44:1 wilh  
the a uthent icat ion tokens fou n d  i n  Ihome/user/. 
a uthfi l e .  Tu rn ing  on keep-a l ive wi l l  atlempt to 
prevent the tunne l  from t i m i ng out .  

The a uthfi l e  i s  a fi l e  that  conta i n s  your  
username: password for the a uthenl icat ing  proxy. 

by Akasha 

L i ke most a rt i c l es in 26()O, th i s  a rt i c l e  i s  for 
i nformat iona l pu rposes o n l y, and I ,1 m nol n,spoII ­
s i b i l'  for  a nyth i n g  you may choose to  do with i t .  
Remember: i dent i ty thell ,md money l a u nder ing 
are i l l ega l .  

I n  t h i s  &t i c l e, I w i l l  atlempl 10 oUl l i ne I h e  bas i l  
lec h n i q ul's of creat ing  an  a l ias .  Th i s  i s  j ust a foun­
dal ion ,  but each p iece' of  the fou ndat ion can be 
b u i l t  on. I t  i s  o n l y  l i m ited by you r i magin;lt ion .  

There are Iwo pa ris to an a l i a s :  the persona l ity 
and the ident i ty. In this a rt ic le,  I a m  writ i ng  about 
the la tter. 

Step 1 :  C reate a name. You don ' t  want a name 
thai i s  easy 10 search for ()r to i nvestigate. You 
wa nt a name that h i des itse l f .  Search the web for 
Ihe most common na mes, and look for Ihe  most 
common names used around the year you were 
born. You can a l so check you r loca l  phone book 
to get an  idea of how many peop le  in your area 
share the fi rst and l ast name comb i nat ion you have 
selected . 

Step 2: E-mail. Create an ema i l  address u nder 
your  new name, us ing you r a l i as  as the actua l  
address. So ,  if you 've sel ected John  Smi th  as your 
name, pick a n  ema i l  add ress l i ke ,J. S rn i t h 0 7 @  

- Li cld r c eo  c; . C OIll . I f  you don ' t  want lo use your  rea l 
ema i l  address to create you r  new one, try go ing  
to  h w � hrrii:l j I . c om to create an ema i l  add ress 
(on l y  comp lete steps J -'i ) ,  and then use that ema i l  
address 10 creale the a l i d s '  ema i l  address. 

S tep 3 :  Fake wallet. Buy a new wa l let to carry 
o n l y  a l i a s  ident i f icat ion in .  Create a bus i nt'sS card. 

Make s u re to ch mod 600 that fi l e !  
To start the lunne l  s i m p l y  run :  

�; :; h -D 8 0 n o p op . my -r p . c om 

Conclusion 
Perhaps IT peop le  w i l l  learn thai restr ic t ing 

what peop l e  read or  where Ihey browse i s  not 
terr i b l y  h a rd to work a rou nd.  (A l r ight, a l r ight,  it 
fa i l s  the grandmother test ) .  As long as you trust 
you r  endpo i nt server (and perh aps your  c l i en l  to 
a l i m ited extent), u s i n g  t h i s  method adds more 
protection  than  s i m p l y  goi ng through the c:orpo­
rille proxy, and, obv ious ly, i t  bypasses the s i l l y 
content fi l ters .  J u st don ' t  get you r IP ban ned by 
corporate. 

Resources 
I h t L p : / / . u p c  Il n e t  i n  i t i it t j V (-' • H E-:  t / 

_!: L ll d l e e; / i 1  
'
h t l  p :  / / h t t p c1 . a p a c il e . o r - q 1 d o c :-,.; / 

l h L t P s : ;' / a d d  0 1l :1 • TIl () Z l 1 1 ;: j • U r 9 ;' en U S  / 

-� r f� f o x / il(i(lllrl / 1 2 5  

4h t t p : / c l q rC)llld l l . n e L  

Ther(' a rc p l aces o n  t h e  i nternet where you can get 
them for free. Put you r a l ias,  ema i l  address and 
phone nu mber (we ' l l  gel to th.lt l ,lter) on the bus i ­
ness  ca rel . T.l ke th(' fa ke cred i l  cards I hat you get 
in the m a i l  and put Ihem i n  you r wa l l et as we l l .  
C d  members h i p  cards to stores o r  fa n c l ubs i n  you r 
" l i a s .  If you ever gel mugged, th i s  is what you can 
hand over. You shou ld  kepp you r fa ke wa l l et on 
your "wea k" s ide so you can defend or attack  with 
the "strong" s ide .  Most untra i ned peop le  wou l d n ' t  
even t h i n k  I h a l  you were carry ing  two wa l l ets with 
you .  I suggest keep ing  at l east some of your money 
i n  the w,l l let, so you ' re not ta k i ng your rea l wa l let 
out to purchase or pay for anyth ing .  

S tep 4: M asterC ard/V! sa/ American Express 
gift cards. Cet some of these! They ' re prepa id ,  
and you can purchase stuff over the i nternet with 
them without g iv ing up you r  rea l name. Terrori sts 
buy I hem in b u l k  to l au nck'r money. These cards 
can .l l so go in your  wa l l et; thf'y l ook rea l ,  and most 
p l aces accept them. 

Step 5 :  C ell phones. Cet you rse lf a prepa id  ce l l  
phone.  They ' re d i sposab le  and harder to trace as 
long ,15 you don ' t  use them to ca I I  someone you 
know. Terrori sts a l so buy these i n  b u l k  for that exact 
reason.  When you activate it  (remember you h ave 
an II> address), use your a l i as .  I know you that don ' t  
h ave t o  give up a n y  i nformation t o  act ivate some 
phones, but g iv ing Ihem your a l i a s  wi l l  he lp  get 
your  a l i as  i nto the system.  

There you go : you now have a uSdb le  a l  i dS ,  
maybe for a one n ight stand or for some soc i a l  
e n g i  neeri n g .  Whatever t h e  case, you ' re set. 

And remember: knowl edge i s  the fou ndal ion of 
all th i ngs.  
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� 'V'e 

by Phlux 

Intro 
Do you know what a th row up is? Toss i n g  

up?  How about "f las h i ng t h e  s ign?"  Street gangs 
use hand s ign a l s  to com m u n icate with their own 
groups or fact ions .  These s igna l s  may a l so be 
known as wa l ks .  

I on ly  bang keyboards, but I know enough 
about "stack i ng" to present to you th is  a rt i c l e  on a 
method of secu re com m u n i cat ion .  Note that some 
of the more spec if ic ga ng rel ated knowl edge may 
be i naccurate or out of date. 

What fo l lows i s  a fa i r  amount of i nformat ion 
about the s ign a l s  of actua l  gangs. You shou ld  know 
what you are dea l i ng  with  before j u st mak ing  you r 
own s ign la nguage. Some gangs have actu a l  books 
of knowledge, conta i n i ng the ga ng ' s  creed a n d  
other symbo l s .  Mem bers study these books and  
may read from them dur i ng  meet i ngs .  

Gang mem bers can  have comp lete conversa­
tions without say i n g  a word, us ing  advanced body 
and hand s igna l s .  These s igna l s  a re often used for 
pr ivacy pu rposes. 

Caution ! 
Fi rst of a l l :  a word of caut ion .  Th is  app l ies espe­

c i a l l y  i f  you l ive in l a rge c i t ies l i ke C h i cago, New 
York, or Los Angeles. Be ca refu l what you do with 
you r  h a nds, espec i a l l y  a round peop le  who look 
l i ke they may be gang types. You may inadver­
tently catch a potent i a l  gang member ' s  attent ion .  
Or, worse, you  might  f l a sh  a r iva l gang ' s  s ign .  Th i s  
cou ld  b e  b a d .  I t  cou ld  j u st resu l t  i n  a "G check."  
where the gang member or members approach  
you  and ask  you  to  " rep yo set," wh ich  means  they 
a re ask ing  what gang you represent, and  for you to 
ident ify you r name and  ra nk .  

I n  add i t ion  to  a l lowing gangs to recogn i ze 
the i r  own members, gang s igns a re used to ident ify 
r iva l s .  Th i s  is known as c l a i m i ng, or represent ing.  

j a i l  cel l .  You may be mon itored, and  you shou ld  
know that  you  shou ld  never ta l k  about a nyth i n g  
t h a t  can i ncr i m i n ate y o u  w i t h  someone who you 
t h i n k  i s  a fe l low i n mate. That "fe l low i n mate" may 
be a po l i ce officer p l a nted there spec if ica l l y  to 
narc .  

Knowing What to Avoid 
There a re certa i n  hands igns  you shou l d  avo id  

just to  be  safe, no matter where you  l ive. The  fi rst 
two are the CK and  B K  hand s igns,  or Cr ip  K i l ler  
and B l ood K i l le r. Look them up on the in ternet and 
make you rse l f  fa m i l i a r  with them. Th i s  shou ld  be 
easy; the C K  hand  s ign looks  l i ke the letters C and 
K, and the B K  hand  s ign i s  much the same. 

A l so, never say "crab", "s lob",  or ,  i n  Canada, 
"goof" . Crab is  a derogatory term for Cr ip  used by 
riva l gangs which have been known to f ight with 
other Cr ip  groups .  S ioh may be j ust a va r iat ion of 
crab and i s  a derogatory term for a B l ood.  Goof 
i s  a Canad ian  pr i son s l ang  term wh ich  l i tera l ly 
means a pedop h i l e  but can be used to descr ibe 
a nyth i ng rea l l y  desp icab le or bad. J u st to be safe, 
never say goof if you a re in Canada;  you might  be 
around someone who has done t ime .  Say ing  any 
of  these words can  h ave severe consequences. 

Avo id throw i n g  up  "the horns." Th i s  hand sign 
i s  com mon ly used among the Lat i n  K i ngs. I t  mea ns 
" I  love you" i n  Amer ican S ign Language and  is  a l so 
used by sata n i sts and heavy meta l enth us iasts. To 
the Lat i n  K ings, I be l ieve i t  i s  supposed to repre­
sent a th ree-poi nted crown.  Th i s  sign may a l so be 
used to i nd icate a B lood K i l ler. 

To see a very good Lat i n  K ing  stack, search 
YouTube for " Lat i n K i ngs yon kers stack i n  crowns" 
or see the l i n ks at the end of th is a r t ic le .  

That  guy can stack !  I t ' s  probab l y  my favorite 
stack; the way h e  does i t  shows a lot of respect, 
demonstrates crowns with d i fferent n u m bers of 
poi nts, and exp l a i n s  how everyt h i ng re lates to the 
" K i ngs" . The speed at which goes near the end i s  
a l so i ncred i b le .  

Note the sta r he ma kes at the begi n n i ng with 
Hackers and Phreakers both hands .  F ive- and s i x-poi nted stars shou ld  be 

However, a ga ng stack may a l so appea l to a avoided, espec i a l l y  in C h i cago. 
group of phreakers who regu la r ly  go out in the The five-po i nted sta r i s  a symbol of the Peop l e ' s  
f ie ld t o  do s u c h  th i ngs as  tras h i ng. Hav ing  you r  A l l i ance, w h i c h  I be l i eve w a s  sta rted i n  t h e  I l l i no i s  
own stack a l so has  adva ntages for a Captu re the  penal  system and  runs strongest i n  C h i cago. 
F l ag or warga m i n g  crew. I f  the stack  i s  deve loped The s i x-poi nted sta r or Star of David is ,  l i ke 
securely, you wi l l  be ab le  to com m u n i cate at a the p i tchfork, a symbol of the Fo l ks A l l i ance. To 
reasonab le  d i stance and without worry i n g  about gang mem bers and other peop le  who use it, the 
about someone on the network sn iffi ng you r  p i tchfork m a y  represent t h e  struggles t o  overcome 
com m u n icat ions .  oppress ion .  

Your  own stack wi l l  h ave other uses  too; for The stars may be gang knowledge app l icab le  
example, if  you  and a buddy f ind you rse l ves i n  a on ly  to C h icago. Each point  of the star has a 
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d i fferent mea n i ng, or "va l ue" .  To Lat i n  K i ngs, the 
five-poi nted star represents a c l u ster of five i s l and  
countr ies i n  the Car i bbean :  Puerto R ico, Cuba,  
Dom i n ican Rep u b l i c, H a it i ,  and  Jama ica .  

Search on l i ne for the Gangster D i sc ip les hand 
s ign;  that is ,  the p i tch fork .  Po i nt ing  that hand  
s ign downwards shou ld  espec i a l l y  be avoi ded, as  
th i s  shows d i srespect, or worse. ( I  bel ieve there 
i s  a scene in the movie  Dangerous Minds where 
Miche l l e  Pfeiffer flashes some gang members the i r  
own s ign and  then turns i t  ups ide dow n .  The ga ng 
members react. )  

A ga ng ' s  l etters or symbo l s  shown backwards or 
ups ide down shows d i s respect and  may be used to 
make a th reat. In gang graffit i ,  a r iva l gang ' s  name 
may be spe l l ed out backwards to show d i s respect 
and d i ss the gang ment ioned. Letters represent ing 
a riva l gang, for i n stance "b" for B l oods or "c" for 
Cr i ps, may be be crossed out for the same reason.  
I t  may be rep laced with with the l etter of the graf­
fit i sprayer ' s  gang, so Cr ip  may turn  i nto B r ip .  Cr ips 
and B l oods may even refuse to pronou nce or write 
the letters C. B, or P, i n stead j u st "mark  out" the 
oppos i ng ga ng ' s  l etters when writ ing.  P here a l so 
i n d icates the B loods, as the B l oods were fou nded 
on P i ru  Street in Los Angeles.  P i ru  may refer to a 
B l ood, or it may more spec if ica l ly refer to a set 
such as the P i ru  x B l oods, or a member of such 
a set. 

Cross i n g  out a hands ign such as the C for cr ip ,  
with the other  hand m a k i ng a s l ash  l i ke a cent 
sign, i s  one way of show i n g  d i s respect. Another 
way is  to m a ke a handsign and  break i t  over the 
knee, ra i s i n g  the knee s l ight ly. 

On a re l ated, i n terest i ng note, look at the 
word Piru.  Read i t  backwa rds, but rotate the U so 
i t  becomes a C. S i m i l a r ly, "b lood" written ups ide 
down is PLOOP. If you ever see graffit i  with a 
down arrow, cha nces a re its a gang i n d icat ing you 
are on the i r  tu rf. H owever, some e laborate graffit i  
a rt ma kes use of a rrows. 

You may have seen the B l oods hand s ign 
somewhere. The f ingers of both hands actu a l l y  
spe l l  o u t  t h e  word b- I -o-o-d . There i s  a C r i p  hand 
s ign wh ich  has a spe l l i ng of the i r  l etters as  wel l ,  
us i  ng both hands .  

Gang members may "fa lse f lag"  a hand s ign 
to a riva l gang member. Suppose a Cr ip  sees 
someone he t h i n ks i s  a B lood . He may j u st th row 
up the GD s ign,  to see if the person in q uest ion i s  
i n deed a B l ood, by  wa i t ing  for h i m  to  th row up  h i s  
own s i g n .  After th i s, t h e  i n i t i ator m a y  th row up  h i s  
rea l hand s i g n ,  maybe a C for a Cr ip .  

Gang colors a re not  a n  i n d icator of a part icu l a r  
gang. B l oods m a y  b e  seen wea r ing b l u e  jeans,  
or banda nnas  in a color  other than red . Gang 
mem bers may d i sgu i se themselves i n  non-gang or 
r iva l ga ng colors .  Some sets just wear other colors, 
as in the case of L i me Street P i rus, who a re affi l i ­
ated with the B l oods. G uess what the i r  color i s .  

Not a l l  gangs  of  the same name use  the sa me 
hand s ign.  The B l oods a n d  the Cr ips have no 
centra l i zed l eaders h i p, so every set, fact ion,  or trey 
i s  d i fferent. Some sets a re not sate l l i te sets; these 
a re known as c lone sets. These a re ga ngs who use 

the name of a l a rger ga ng but wh ich h ave no ties to 
the l a rger gang i n ,  for examp le, C h i cago or LA. 

Ga ngs often use a character ' s  ord i n a l  pos i t ion 
i n  the a l phabet to represent that character. For 
examp le, 1 4 1 8  mea ns  A D R which u l t i mately 
stands for Amor de Rey, which i s  a Lat i n  K i n g  
say i n g  mea n i ng " k i n g ' s  love." 

I f  you ever see 1 8 7 somewhere, l i ke on a wa l l ,  
i t  means m u rder. I t  i s  a n u mer ic code i n  use b y  the 
pol ice.  Sect ion 1 87 of the C a l iforn i a  Pena l  Code i s  
for the cr ime of  m u rder. For  more i nformation, see 
h t t p : / / en . w i k i p e d i a . org / w i k i / 1 - 8 - 7 .  

Walk the Wal k  
You may b e  t h i n k i ng :  with a l l  t h e  gangs out  

there, what can you safe ly  stack?  I f  you are a round 
strangers, the answer i s  noth i ng .  B ut i n  the dead of 
n ight, or the she l ter of a hacker convent ion,  you 
can stack pretty safe ly. You don ' t  h ave to avoid  
every s ign i n  use  by  other ga ngs tha t  wou ld  l eave 
none for you to commu n i cate with ! 

Avo id  the ones mentioned and  avo id  f lash i ng 
in p u b l i c  u n less you h ave to. 

When mak ing  you r  stack, the most secu re way 
i s  to do i t  on paper. You cou l d  even use spy paper 
which i s  destroyed when i t  comes i nto contact 
with water. Get a sign l a nguage d ict ionary if you 
ca n ' t  t h i n k  of new ways to contort your f ingers and  
come u p  wi th  mot ions .  Don ' t  j u st copy the  defi­
n it ions from the d ict ionary. Photocopy the pages 
with you r  hand s igns and m a i l  them out secure l y  
t o  fr iends .  I f  y o u  have t o  s e n d  t h e m  d ig i ta l ly, use 
strong encrypt ion .  

Fam i l i a r ize yourse lf  with  other  gangs '  s igns ,  
l i ke those of the Vice Lords, M S 1 3 ,  and so on .  
Aga i n ,  check out the l i n ks at the end of  th i s  art ic le .  
Check out the i r  graffit i  for symbols  they  may use. 

The b igger your stack, the more usefu l i t  w i l l  
be for com m u n icat ion .  Keep i n  m i nd that you 
have to memorize whatever you create. Try us ing  
m nemon ics, but be ca refu l not  to  comprom ise the  
secur i ty of  your  stack .  

Th i n k  of symbo l s  or l etters that you can make 
with you r hands .  Don ' t  forget the mot ions .  You can 
even have a beh ind-the-back-stack .  One hand s ign 
that shou l d  come to m i nd, espec i a l l y i f  you a re a 
ph reak, is the s ign for phone, wh ich  I be l ieve a l so 
means "hang loose": thumb and p i n ky extended, 
m i dd le  th ree fi ngers c losed and c lenched i nto a 
part i a l  f ist .  

You m ay be l ucky l i ke me and be able to spe l l 
out you r  a rea code with your f ingers. For me, it i s  
as  fo l l ows: four  fi ngers on t h e  r ight h a n d  extended, 
thumb fo lded:  fou r. On the left hand the thumb 
t ip  touches the poi nter t ip :  zero. Rema i n i ng f ingers 
on left hand extended: th ree. 403 . I f  you want to 
be a bit more dramatic,  you can po i nt your  hands 
downwards, and then cross you r  arms and reverse 
the d ig its to have the 403 s ign at your  shou lders. 

You may wa nt to cha nge up  you r stack at 
certa i n  t i mes. Some signs may not need chang ing 
i f  they do not  comprom ise secur i ty. 

Here a re some tact i ca l  hand  s igna l s  from the 
textfi l e  hands ig .txt, which I comp i led i n  2 003 . I got 
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these from the manua l  for Daryl  F. Gates' Po l ice 
Quest SWAT s i m u l ator game, wh ich  i s  otherwise 
a waste of money. You might  f ind these usefu l for 
f ie ld phrea k i ng or u rban explorat ion .  

C lenched f i s t  = ho ld  
F la t  h a nd, hor i zonta l ly = take  cover 
F i st with arm at r ight ang le  = h u rry 
F l at hand with a l l  fi ngers spread 
suspect 
Snapping fi ngers ( i n  motion )  = attent ion 
I ndex fi nger po i nt ing  = look 
Th umb up  = c lear  
F l at hand, vert ica l l y  = stop 
F l at ha nd, hor i zonta l l y at neck ( i n motion)  
= k i l l  
I n dex fi nger aga i n st l i ps = "ST F U "  

Outro 
I s  it rea l ly necessa ry to stack?  No, but i t  can 

be fun, and i t  may bring you and you r hacker 
buddies c loser together. I was wonder ing i f  I cou ld  
make a l i ngu i st ic  ana lys i s  of  the s igns ,  but you r  
process c a n  b e  much s i m p ler. J u st p i c k  up  a pocket 
d i ct ionary of s igns, a n d  use it  as a reference. And 
watch stack ing  v i deos on YouTube for  i nsp i rat ion . 

Try to get creative a n d  make your  own s igns .  
Here are some that I thought  of. 

w x Y: ASC I I  a rt for the fema le  form. The s igns  
can be f lashed i n  success ion .  I sto le  th i s  f rom a 
Beavis and Butthead comic,  i n  wh ich  Beav i s  sa id ,  
" D rawing na ked c h i cks i s  as easy as  W x Y ! "  

x_X o r  0_0 : M uggi ng o r  confus ion .  With Xs,  
th is may a l so symbo l i ze deat h .  Th i s  hand s ign is  
made by touch ing  the thumb and poi nter f inger 
together wh i l e  bend i n g  and  fo l d i n g  the m idd le  
fi nger to  touch the j o i nt on the poi nter. 

Two uti l i ty k n i fe razor b l ades touch i ng each 
other at their sharp ends .  Th i s  symbol and hand  
s ign i s  used to  represent be i n g  on the  "cutt i n g  
edge." To make the hand  s ign ,  make the u n iversa l 
hand  s ign for a phone handset on both hands .  
Touch you r p i n k ies and  thu mbs together. Th i s  
makes a d iamond- l i ke shape, and you r knuck les 
represent the notches i n  the razor b l ades.  

C ( _ ) : Coffee m ug. Th i s  may resemble  the G D  

hand s ign .  To make t h i s  s ign ,  d o  the 0_o s ign and 
j ust open you r thumb and  poi nter to m a ke the 
cup .  

< 3 :  The heart .  Th i s  has  gang con notat ions  but  
can be used safe ly. I saw t h i s  i n  0 Magazine (don ' t  
ask ) .  

Ho ld  your  f ingers on one hand  together with 
no gaps between them, whi le leav i n g  the  thumb 
free. Th i s  looks  l i ke a cane.  (The  V ice  Lords use 
canes l i ke t h i s . )  Do this with both hands  and br ing 
them together to make a heart, wi th  the f ingert ips 
and thu mbs tou c h i ng. Now, figure out how to 
make a heart with  you r hands and a d i amond at 
the same t ime for a nother heart hand  s ign .  

Another fu n idea i s  to  have a ca l l .  Th i s  i s  a 
no i se you make as if you were an a n i m a l .  The 
B l oods ro l l  the i r  tongues and say " B l l l aaattt ! "  or 
" B rrrattt ! "  to m i m i c  a n  a utomat ic  gun l i ke a n  U z i .  
T h e  Cr ips h ave a s i m i l a r  ('a l l  as we l l .  These ca l l s  
a re used t o  i nt i m idate. 

" R rrrrri i i i  i i i  i i n n n nggggggg ! " 

links 
Lat i n  K i ngs (Yon kers, N Y K i n g C h ucho) : h t  L p : / / 

� W W W . y o 1 1 L u b e . c om / w d l c h ? v  .. 6 B 1 M D V J � ; L N O .  

Best stack ever. 
H a n d  S igns :  h t  L p : / / Witl'W .  ( O h  i c a q o �FJ rl q s . 

" O y g I i n d c :' x . p l:J p  ? p r = H A N D_MJ\ r N (dl 0 �-; €' S �� i O il  
_ l.; i l1 c l. 

I mper i a l  G a ngster :  h t tp : / /lvww . y o u  L u b e . 

- c, o m / wCl l c h ? v o V - 4 j JAKH'/ E. F u n .  I l i ke the i r  
col ors (p ink  and b l ack) ,  p l u s  the v i deo has  some 
wicked mus ic  from 90s tapes. 

Worl d ' s  fastest " B l ood" hand s ign :  h I I  p :  / / 
.. www . y o u t u b e . c o m / w d t c h ? v - S i D a X AA 5 h y k .  

The laugh  i s  h i l a r ious .  
MS1 3 Stack :  h t tp : / / j e I o e n a r e n d s e n . Il J / 

- 2 0 0 7 / 0 1 / m s 1 3 - an d - o t he r - g a ng s - g e s t u r e s / 

C h i  Town Ga ngsta z :  h tt p : / / www . yo u t u he . 
- c o m / w a  t c h  ? V o  1 S 2 nBKQa yVM . Another fu n v ideo. 

"My n igga L i l  B S tack in  Bbbbl i l l aaaaaatttt" :  
h t t p : / / w w w . y o u t u b e . c o m / w a t c h ?  

- v o qZ O z I Q k MwKc . A great stack ing  v i deo, th i s  
t ime from a B lood . See i f  you  can catch h i m  
th row i ng t h e  p itchfork .  

2 6 0 0  SWEAT S H I RT S  - THE S ECOND ED I T I ON 

We now have a completely new style of hooded sweatshirt in addition to our standard 

black pul lover design.  These new ones are gray in color and have a zippered front. B i g  

red numbers proclaim "2600" for those w h o  see y o u  coming a n d  big red letters i n  the 

back spel l  out "HACKER" for those who wonder who it  was that just went past. (If 

you ' re trying to h ide the fact that you ' re a hacker, this may not be the sweatshirt for you. )  

Available in sizes L, X L ,  and XXL for $35 (outside the U . S .  and Canada add $ 1 0  for shipping). 

Send check or money order to address below or visit store .2600.com. 
(Additional sizes wi ll be stocked if enough people ask for them. )  
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Random Bits 

Dear 2600: 
I j ust wanted to let you guys know that Freedom 

Downtime (the whole movie) is on Google Video. 
You can  down load i t  and everyth i ng  so . . . .  

Exce l l ent maga z i ne.  Keep u p  t h e  awesome work 
you guys a l ways do! 

A reader of 2600 
We have no problem a t  all with this as we made 

the movie as part of a cause to get the message out 
to as many people as possible in a time of great 
urgency. Spreading it around helped to accomplish 
this . Naturally, we encourage people to buy the DVO 
in order to support thp magazine as our survival is 
what  makps such projects possihle in the firs t place, 
plus there are a whole lot more features availahle 
on the DVD. 

Dear 2600: 
I <101 wri t i n g  a book on computer s('("u r i ty, wh ich  

you  can  read o n l i ne (for free) here :  https:!!www. 
- s u  b s p a Cl'f i e l  d .  o rg!sec u r i ty!sec u r i  ty _co n cepts . 
-h tm ! '  I imag ine  that  your  more i n t e l l i gent rea de" 
may f ind . 1  great de,1 1  of i nterest i n g  rea d i n g  matt'r i a l  
i n  t h ,1 I  docl InlPnt  or the onps to w h i c h  I t  I r n ks .  

Travis H .  
We also encourage o u r  less in telligent readers t o  

g o  haw'  a look. 

Dear 2600: 
I don't have a n  a rt i cl e as I haven't wr i t ten on(' on 

th is ,  but I h;lVe j lls t  recent ly re' l eased a new r('verse 
port forwa rd i n g  too l ,  wh ich  as you proba b ly  know 
is a too l tha t  a l lows you to con nect to ports on 
computers beh i n d  fi r('wa l l s  and routers .  I 'm awa re 
thal t h i s  can  he acco m p l ishpd with SSH,  hut a l lOWing 
som('one to con nect and a uthent icate to you r SSH 
server i s  not a lways des i rab le .  P l us ,  th i s  p rogra m 
i s  eas i l y  scr i pta b le .  For further i nfo, go to http :// 
-www. networbct iv. co m!P<1 ges!Por t l m por t . h tm l .  
I f  you have any quest ions,  feel  free to ask .  

Dear 2600: 

Michael J .  Kowalski 
NetworkActiv Software 

When I was in Hawa i i  l a st yea r I often went to 
check my ema i l  at the "Cafe 2 600" p i ctu red recent ly 
on you r  back cover. My O'ahu phone hook l i sts I ts 
address: 2 600 South K i ng Street. So the name of the 
cafe i s  based on the address. It cou l d  be that the 
owners a re tech savvy and know about you r  f ine 
pub l icat ion ,  or  i t  could be j ust a nother nu rnero log­
ica l  co inc i dence, of wh ich many have a l ready been 
noted re la t ing to thE' n u mber 2 600. 

Peter 
Do not mistake coincidence for fate. 
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Dear 2600: 
My wi fe gave me a TV-B-Gone and we i m me­

d i ately used i t  in our favorite resta u rant :  Cheddars .  
Our  loca l Cheddars had TVs i n  every corner of the 
resta urant so everyone cou l d  veg out wh i l e  stuffi ng 
the i r  face. We had hours of fun p lay ing  with the 
TV-B-Gone and the servers. They wou ld  a l ways 
become so frustrated that they wou ld  shake the i r  
heads and give u p  try i ng t o  m a i nta i n  T V  operat ion 
and  serve thei r customers at the same t ime.  We were 
surpr i sed th i s  weekend on our v i s i t  to fi nd that every 
TV was removed except for the two huge flat pane ls  
and a cou p le  of corner mount TVs i n  the bar  a rea.  
TV-B-Gone can remove TVs ! 

chris 
These magical devices will be available a t  The Last 

HOPt in addition to the new model which can turn 
televisions off (or on) a t  a distance of 1 00 meters .  It's 
a great weapon against blaring TVs tha t  seem to br; 
appearing in more and more public spaces and It 5 
also great fun for trips to malls and electralllcs s tores. 
For mort' info, go to http://www. tvbgone. com. 

Dear 2600: 
I have recent ly sta rted a sma l l  s i te ca l led Hack­

TheCore.org and  we have sta rted to de.> hacker i nter­
v iews, where we ta l k  e ither v i a  ema i l  or I RC to a 
hacker and bas ica l l y  i nterv iew them for the s i te.  
I was wonder ing if  we cou ld  poss ib ly  grab ho ld  
of  someone frorn Off The Hook. I know you 're a l l  
busy, work i n g  h a rd etc . ,  a n d  we're i n  �he U . K .  so 
e i ther I Re or ema i l  wou ld  be the med i u m  tor the 
quest ions .  

Let  us  know what you th i n k .  
Tsun 

While we are all ahsurdly husy most of the 
time, W, always possible you could ca tch us a t  a 
good moment. We suggest emailing oth@2600. com 
with your qUE'stions or for anythlllg show-related. 
We get a ton of mail so we can 't always guarantee 
personal replies. But it can 't hurt to try. And for 
all others who don 't know about the show, tune 
in either live or through the archives hy going to 
h ttp ://www. 2600. com/offthehook. If you 're lucky 
enough to live within 60 or so miles of New York City, 
tune into WBAI 99 . 5 FM every Wednesday e venlllg 
from 7 to 11 pm. This happens to be our 20th year o� 
the a ir which is very hard to accept. Yes, the show IS 
actually older than some of its cohosts .  

Suggestions 

Dear 2600: 
In keep i ng with you r  most a d m i rab le  objective of 

" knowledge and spread i ng of i nformation," I wou l d  
l i ke t o  make a constructive suggestion for you r  
benefit as we l l  as our  readers. The 2600 o n l i ne store 
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has an i m mense stor('housl' of i niorrnat ive a rt i c l es 
wh ich  so many of us want to access. Why not makp 
them ava i l ab le  on l i ne at  a nom i n a l  cost per page? 
And yes, you cou ld  eas i l y  work out va r ious m('ans of 
payment l i ke Pay Pa l ,  e-go ld ,  and  t'ven cred i t  ca rds 
for tht' fea r less.  

Here a re somt' conv i n c i ng rpasons:  ( 1 ) Th i s  
wou l d  fi l l  t h e  g a p  that others a rt' fi l l i ng b y  copy i n g  
art i c les and sel l i ng them; ( 2 )  We a l l  want to save J 
buck, so why pay for a whole issue j u st to get one 
a rt i c l e; ( 3 )  I t  wou ld  be , mother sou re(' of i ncomp for 
our  favor i te 2 60() p u b l i cat ion ;  (4) Most of us  don't 
want to dc>a l wi th  sna i l  m a i l ,  but at least m d ke i t  
ava i l ab le  tha t  way too; ( 5 )  I m p u l se buy ing  reflects 
an i m med i a1l' need, espec i a l l y  when one is wr i t i ng, 
c reat i ng, or resea rch i ng a rt i c les for 2600; (6) Th i s  
new iac i l i tat ion o f  i nfo s h a r i n g  w i l l  b r ing  2 6 0 0  i nto 
the computer tech nol ogy age, s m i le .  

Tha n k  you ior  your k ind he lp  and  cooperat ion 
in  iu l ii l l i ng so mdny  01 your readers' ncpcls .  Keep up 
the good work .  

Bluecoat 
We're open to fH'W irieas anri arc looking in to ,/ 

numbpr of possihilities. We have no pmhlem with the 
straiKht tpxt of individual artiC/ps heing reproduced 
dnd spread a!Ounri, provide!/ proper a ttrihutioo is 
given. [Jut thp whole kpy to our ('xistence r('volvr's 
around selling the prin ted issups . As we have no 
advertising to IHo/' us up, wp dre entirely "ppenilent 
on our ;Pdefers to kepI' us in husiness and doing well 
enough vvhf'fe \Vf' Cdn afford to ITldke irnprovern('nts 
and start new projects. We hOI'" to he trying out 
sorne new ideas s()on dnci of course I,Vf-' we/corne 
your suggf'sUons.  

Dear 260(): 
I stu mb led u pon your prob lem wi th Ihe U S PS .  

You m ight want  to  try t h i s  s i te lor you r nC'xt m a i l i ng :  
http ://www.trackmyrn.) i l .com.  I worked lor a m a i l  
hous(' a n d  w e  have used i t  m a n y  t i mes. I t  w i l l  he lp  
you  track your  ma i l  to C'wry pOSI oHice your m ,) i l  
goes through,  up  unt i l i t  h i ts the posla l (",) fr i er's 
ha nds.  Cood l uck .  

Rodger 
This isn '/ thp (Jnly mail tracking entity (Jut  there. 

TIlt' post office itself is //laking advances in this depart­
ment and pX/,ects to make extpmiv" uS!' of "Intelli­
gent Mail " barcoeles in upcoming months. /)pt,l ils 
are at hllp://ribhs . usps.gov/OneCocipSolution. 

Dear 2600: 
What k i n d  of ma i l i n g  labe ls  do you usel I 

work('d at a major post off ice i n  the northwest t h i s  
ho l i day s('ason (2007-2008) as  a " H o l i d,)y Casua l  
Ma i l  Hand ler" sort i n g  fI ;)ts (bas ic) l l y  unbund l i ng 
the maga z i nes a n d  envelopes i n  l a rge met a l  w i re 
cages and "prepp i ng" them i n  stacks on ca rts for the 
c lerks so that i t 's pas ier  for them to fel'd the sort i ng  
mach i nes) . W h i l e  do ing  t h i s  I found  sewra l i ssues 
that caused maga z i nes to Iwull1w damaged or 
req u i re hand sort i ng.  B u t  to kpep th i s  short, I w i l l  
address the i ssups wi th  labe ls .  U n less t h e  add resses 
were pr i nted d i rect ly  on the maga 7 i ne stock you run 
the poss i b i l i ty of the labe ls  com i n g  ung l ued. Many 
a t i me I wou l d  f ind  labe ls  fa l l i ng off due to bad 
glue or no glue. Other t i mes the 

-
l abe l s  wou ld  get 

ch i pped off by bei ng  smudged from other bund les 
(that wou l d  genera l l y  only ha ppen to the ones on the 

outs ide  of the bund le) .  Somet i mes the g lue  wou ld  be 
so st icky i t  wou l cl  st ick to the other i ssues and  p u l l  
loose. Anyhow, t h e  most common issue th,) t  wou l d  
cause a l l  l a b e l s  i n  a b u n d l e  1 0  be lost W ,] S  t h a t  oi 
l i tt l ('  to no g lue .  That, and the s l i ppery coat i ng added 
to the outer su dace of maga z i nes - the g lue  was f i ne, 
but the coat i ng wou ld  ilake and the label with the 
glue wou l d  be gone. 

Just a poss i b i l i ty . . .  other than maybl' a conspi racy 
that the icds (though now i t's «',) l l y  a company 
pseudo-govern ment post office) did not l i ke an 
a rt i c l p  or two rega rd i ng the posta l systell1 and a re 
screw i n g  w i t h  you ?  

J u st iny b4K of RAM's worth .  
Bryce Lynch 

Network 22 (no longer �,) Network 23) 
Ihis is wry hp/pful in/(Jrmation, pxce!'t tha t we 

don 'I use lahels at all. fach of our mailings of new 
issues prin ts directly onto lhe envelopes. At leas t  
thai :, one less thing to worry about. 

Dear 2600: 
With i n  thl' a rt i c l e  u R I ANs Wa r on Terror" i n  2 4 : 3 ,  

Mr. C l ider ment ionl'd ,) "pub l i c  iTu nps portd l "  i n  
wh ich thl' user wou ld  buy trdcks <l 1 .1 ca rtl' irolTl d 
tl'rrn i n a l  and  hav(' the'm burned to thr' i r  CD. Days 
l atr" thl' offic i a l  a rt a n d  j l'wel wou ld  bl' s h i p pl'd 
to the i r  homes. W h i lr '  I b" l i t'vl' th i s  is ddi n i t1' l y  il n 
improvpn)('nt u pon tile modr' l thl' R IAA ,hoS(' to 
push CDs to the m'Hk1'l, therl' is lurther roOIll to 
improvr' . C ivr'll t l) (' adv,mces pr i n t i ng  teci l ilo logy 
has  gone through over the yr',l rs, i t  is poss i b l e  to pr i llt 
h i gh q u a l ity C D  d rt with a commerc i d l  F'C pr i nter 
(with the right pap"r ,md i n k  of cou rse) . Th i s  cou ld  
cut cost for t h "  i n d ustry ev('n iurtlwr by 1' l i m i na t i ng 
s h i pp i n g  and  h a nd l i ng f('t's. Th i s  systl'm wou l d  hr' 
t'(lSY to i m p lement and  nl ,l i nta i n .  

Recorcl cOlllp,) n i l'S supp ly  I h e  term i na l ,  i n k ,  
pr in ter, a n d  CDs 10 Ihe store wh i l e  Ihe store ,)grr'es 
te' supp ly  Ih t' paper and jewel cases. Nt'vv Ill u s i c  and  
a rt frum the  l a F)L' l s  cou ld  be  bl'd n11'd d i rl'ct ly  10 Ihe  
term i n a l  v i a  n1'twork i ng. Th i s  W,)y the user doesn 't 
haw 10 w,) i l  for Ihl'  d rt to cornr' to Ihe' i r  cloor ebvs 
la ter. They cou ld  wa l k  out with Ihe ('n l i r(' P,)(kdg;' .  
The on ly  th ing thl' user  wou l d  have 10 do i s  put tl11' 
CD art i nto till' jewel case. 

As a n  added bonus the rn ,)Ch i nc' shou ld  h ,wr' 
tlw opt ion to s h r i n k  wra p  thr' CD C1S<' as  wei ! ,  i n  
cast' you \'va ntC'd to g ive i t  to someone ,b (l present. 
Th i s  wou ld  d r,)st i ca l l y  c u t  costs lor bot h 1 .1be ls  and  
rda i l ers a l i ke .  A l l  i n  a l l ,  1 1](' a rt i c le  W;)S a good read .  
Wel l  done. 

Loki 

Analysis 

Dear 2600: 
Re'ga rd i n g  t h e  cover t o  2 4 : 1 ,  I Sl'r' StC B 2 02 c, 

wh ich  is the n l'W Cprman "ant i -h,Hker-too l "  Idw 
and yes, i t's garbage. Are the cats act ing ,)S "port 
sca n n ers" to thr' v i l l ag1' ( ndeats ) !  I a l so ser' a ca b l r' 
i n  thl' grass j ust i n  front of the GltS that va n i shes. But  
I ' m  at a loss  as to  what  that tent  i s . .  i t  .)ppears that 
there a re l a rge vt'nt tubes go i n g  u nderground in front 
and to the left of the tent .  

Tha t  was the CHase tent, one of the morC' impres­
sive olles at las t  summer:, Chaos Communication 
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Camp in Cermany. We cannot tell you wha t  went on 
inside iL But, as we all know, C-13d,se is th,' name of 
the old space s ta tion located under the city of Ber/in, 
To this day thp antenna oi the C-Base space s ta tion 
can he seen high abovp the eastpm part of the city 
hy Alexanderpla t7. It has heen nicknamed "the TV 
tower, " We hope this helps answer your question, 

Dear 2600: 
J u st thought I wou ld  IN you know that I rea l l y 

,' pprec i ate and enjoy your  magaz i ne, desp i te the fact 
that I can bare ly  understand om' sentence in th ree i n  
much o f  you r tec h n i c a l  a rt i c les (and the code m ight 
d S  wel l  be h i erog lyph i cs to meL I am not a hacker, 
j ust someone with  J med i uml - i sh )  capa b i l i ty i n  
computers - a l though I am somet i mes surpr i sed hy 
how s i l l y the so-ca l led m a i n strea m of c u l tu re can be 
about both su bjects, 

I was surpr i sed to see that some of your ques­
t ion n a i rp ,,'sponders soem to object to "po l i t i cs" 
in you r  milgdZ i ne; I don't reca l l  you ever attack ing 
or endor s i n g  any of the U S  part ies ,  S i nce much of  
what h,} ('kors seem to be Jbout concerns cr i t ica I 
t h i n k i ng, r igorous systen,,'  a n ,l l ys is ,  , m d  a rebe l ­
l i ous att i tude towa rds contro l  o f  i nformat ion,  I ' m  
puzz led as  t o  how th i s  cou ld  n o t  ventu re i nto the  
soc i a l  doma i n  at least sompt i mes, C'sppc i a l l y  when 
m,l ny of the ddlJte-fra mers i n  pol i t ics  and soc i ety 
seem J n tdgon i st ic  to ,1 1 1  of these not ions - reg,l rd l ,'ss 
of who's in power, 

A 2600 str ipped of you r  two page editor i a l  and 
occas i o n a l  remarks on soc i ety i n  response to  letters ­
or ev,'n m i nus  the Ie'tters - wou l d  seem __ , we l l , about 
(I S  much fU ll (l S a trd i n  t im('f(lb lf' . 

I even enjoy read ing  through your c lass i fieds 
sect ion ,  and adm i re your avo ida nce of paid adverts, 
It a l l  JIla ke" a su bject wh ich cou l d  seem h igh ly  
clhstract and i n t im idat ing - even repe l lent  - to a non­
hacker l i ke me, i nto someth i ng very human ,  even 
nob l l', ,lIld fasc i n<lt ing (even i f  the ,1ctu a l  subj ect 
matter can ",elll i ncomprehens ib le, the crec1t iv ity of 
i t  a l l  is rea l ly qu i te adm i rab lp ) ,  

P l ease k,'ep i t  up,  Jnd  thanks  fur  the cont i n u i ng 
educat ion on how to tr<'at techno logy sen s i b l y  - i t  
rea l l y does matter, 

PS I was s i tt i ng  i n  <1 coffee shop i n  Mex ico C i ty 
severa l months ago (v i s i t ing from I re land ) ,  and was 
de l ighted that my 2600 t-s h i rt got recogn i zed by on{' 
of your ()ff The Hook l i steners in from New Yurk !  
Th i s  i s  better than hav ing a secret handshake _ _  

Oisin O'Connell  
We couhln 't have said it beller, In many circles 

in our culture, any talk of current events or remotely 
controversial subject mailer is frownpd upon as 
heing off-topic or pott'lltially divisive, We think it:s 
pssential to always he looking a t  the bigger picture 
and to a void becoming isolated inside your own little 
world of jargon and similar-minded people, Tha t  will 
of len mean talking about things tha t  cause disagree­
ments, But  it will also make us a ll think and realize 
other perspectives, And we need to be a ware of these 
things if we ever hope to grow, adapt, and be as 
releva n t  as possible to others as well as ourselves, 

Queries 

Are you st i l l  re'l u i r i ng  the a rt i c l e>  to be sent as ASC I I  
formatl I ' m  not fam i l i a r  w i t h  t h i s  format and am not 
sure how to convert Illy ,doc i nto ,111 ASC I I  format 
fi le ,  I s  t h i s  a .txt f i l e ?  P lpasp Ipt me know how you 
wou ld  l i ke the a rt i c l e  to be sent to you ,  

Michelle 
While we can rf'ad most , doc flies, ASCII forma t  

is the safest to use to ensure WP don 't haw prohlems 
opening in a weird format .  Yes, a . txt file should 
he just fine, If in douhl, send your suhmission to 
articles@2600, com in a multitude of forma ts,  It\ 
only handwidth and disk storagp, after all. 

Dear 2600: 
I h aw an a rt i c l e  that I want to submit .  The 

content i ts (' l f  i s  about two pages, but I have source 
code that goes a long with my a rt ic l e  that i s  about 
4.10 l i nes long,  Assum i ng the a rt i c l e  gets pub l i shed, 
wou l d  the SOlHC(' IlP someth i n g  you wou l d  i n c l ude, 
or wou ld  YOll rather not because of the length ?  I can 
l i n k  to the SOll rce on my webs i te and p lace that i n  
t h e  a rt i c l e  i f  n ('cessa ry, Tha n k  you for Jny t ips  

Jeff Nunn 
Our recent reader survpy indicated tha t multiple 

pages of code in the m,lgazinp was something we 
should try to avoid, Assuming the code isn 't essential 
to your articlp, it can he put on our website illStead, 
We will then puh/ish the URL in the article, I You are, 
of course', weicollle 10 also post it on your own site 
and refer to tha t in the article , )  ihis bpnefits readers 
in two ways : we a void excess coile in the Illagazine 
,lfld WI' make il Ihat much easier fur people who 
wan t  to use the code to grab it hy cutting and pasting 
ra ther than having to scan or retype it all, 

Dear 2600: 
Is i t  too l ate to cion,lle> monev to the show/rad io  

stat ion !  I have j llst ,,'cent ly started l i sten i ng to the 
rad i o  progra m _ _  , I wish you guys were 2 4/7,  You 
shou ld  be synd icated i n  every major c i ty, 

drlecter 
We agree that our words and voices should be 

piped in to every home globally Perhaps SOIlle' of 
our more powerful fi-ienrls can help to achieve this 
lofty goal, You can donate to thp radio sta tion either 
during the quarterly fund drives or online at www. 
wbai.orglc/onate,  Premium gifts are only offerf'c/ 
during the fund drives but you can still designate 
"Ofi The Hook " as your favorite program when you 
donate online, The importan t  thing i s  t o  support the 
s ta tion so tha t  we can continue to provide this valu­
able forum to the world, including many people who 
have never heard of the hacker community. 

Dear 2600: 
W h i l e  brows i n g  your s i te, I noticed that you 

have a Google  page ran k  of 0 ,  I s  Coogle jea lous  
of someth i ng? You obv ious ly  have a respectab le  
prod uct, and  h ave witnessed the r ise of Coogle  to 
the I nternet superpower they a re today, As a res u l t  
o f  th i s ,  y o u  h ave pub l i shed a rt i c l es a long t h e  way 
about Google whether they (the a rt i c les) a re good or 
bad,  When look i ng at your A lexa ra nk ,  this dopsn't 
m a ke sense, There has  been ta l k  of Google hand­
weight ing i nd iv idua l  pages, Do you th i n k  t h i s  i s  the 
case? Or h ave you guys j u st refused to make you r  
s i te Google-fr iend ly!  Dear 2600: 

I am i n terested in submi tt i ng  an a rt i c l e  to 2600, j4ysOn 
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Coogle" page rank is a measure of how popular 
or importan t  a web page i s  on the In ternet (according 
to Coogle, anyway) . It's based on the number of 
other pages that link to that particular page, their 
page ranks, the relevancy of the links, and other 
factors that  only Coogle really knows ahoul for 
sure. Coogle has been known to punish those who 
routinely try to abuse the page rank system by manu 
ally lowering their rank. But as far as we know, we 're 
not among those who've been punished. In fact. a t  
the time o f  this writing w e  have a page rank of 7 (out 
of 7 O) which is pretty good. Perhaps Google throws 
out an occasional "0 " to prompt letters to our maga­
zine and further their ad revenue. We refuse to 
support such behavior. 

Dear 2600: 
I ' m  learn ing  to progra m in J ava. I ' m  rea l ly i nter­

ested in hack i ng, not for any m a l i c ious  reasons 
though, j u st the same reason as most peop le .  I l ove 
computers an rl f igu r ing out how they work.  So I 
wan n a  know how to get sta rlerl anrl l ' m  hop ing you 
can put me in touch with some peop le  who can he lp  
me out.  

Cyph3r7 
There are n umerous ways. If there are 2600 

meetings in your area (look in the back of the maga­
zine for a list) ,  stop by one of those and s tart talking 
to people. Hacker conferences are always a good 
place to meet new people and share common inter­
ests .  And there are always online methods as well. 
Web forums, such as talk .hope. net which we run for 
our HOPE conferences or our IRC network found a t  
irc. 2 600. net, are places where many people gather. 
These are just the areas we 're involved with - then' 
arc plenty of others that  are easy to find if you do a 
little searching. 

Dear 2600: 
I was wonder i ng i f  your mag has ever done a n  

art ic l e  about tor: http://www.torproject.org. T h e  free 
softwa re seems l i ke a good choice for a nonymous 
su rf i ng, a l though the data stream i s  supposed l y  not 
encrypted end-to-end .  

name 
There was an article on Tor and 55H tunneling 

in our Autumn 20()S issue. One (act which is often 
sta ted is that  Tor:, anonymity should not be mistakf'll 
for security. We welcome more artiC/f's on the 
suhject. 

Dear 2600: 
I a lways thought 2600 came from 2 600Hz.  

Today a fr iend to ld  me that Amiga 2 600 was  meant.  
Now we have some money on this quest ion .  Can 
you help me out with the proper answer! 

Jan 
We can say with certainty that  our name has 

nothing to do with the Amiga 2 600. You probably 
mPilnt the A tJri 2600. Wp had nothing to do with 
that  either. Nor did our magil7ine, whose very first 
headline on our very first front  page in January 7 984 

televisf'd cartoons.)  Now that  we've gotten all of that  
sorted, perhaps we should discuss wha t  percentage 
we will receive of the bet we helped YOll win . 

Dear 2600: 
I used to be a member of the C i n c i n nat i  2 60() 

at Corly's Cafe u nt i l the Hackajack th i ng  h appenerl, 
then I went my separate way. Anyway, I was cur ious  
as to what you guys  thought  of  the upcom i ng pres i ­
rlentia l  e lect ions a n d  to  ask  i f  any of you  support 
the message put forth by Ron Pau l .  To me, at least, 
i t  is very obv ious  why hackers h ave been demon­
i zed i n  the past espec i a l l y  by certa i n  fact ions of the 
government.  

Those pr ivate/secret i n terests that have the a b i l ity 
to control and steer the government in any d i rec­
tion they choose d i d  not wa nt a nyone to u nderstand 
tech no logy so that they can use i t  to control peop l e  
more eas i l y  w i t h  i t .  They were sca rerl o f  t h e  move­
ment to actua l l y learn and i n sp i re peop le  to start 
p ick ing  up tech n i c a l  m a n u a l s  a n d  actu a l l y  f igure 
out how systems  work.  So they dpciderl to "sta m p  
out" a nyone they deemed t o  be "hackers" or "hacker 
sympath i zers" even i f  they were legit  bus i nesses. I t  
seems to me that the sou rce of thei r power i s  the 
Federa l Reserve itself and anyone who i s  on the 
s ide of the status quo d i rect l y  benefits from th is  and 
i t  only serves to add more power to these pr ivate/ 
secret i nterest groups .  To me the Federa l Reserve/ 
Pr ivate Centra l B a n k  was noth i n g  more than  a Troja n  
horse meant t o  s u c k  t h e  wea l th  and  property o f  o u r  
nat ion from u s .  

Anyway, i t  i s  my bel ief t h a t  Pa u l  wou l rl  g o  a 
long way to r ight a l ot of wrongs, anrl  wou lrl  actu­
a l ly i mprove our  cou ntry and sta nrlarrl of l iv ing  a 
great rlea l .  There a re so many reasons an rl examp les 
I cou l d  l i st but I rea l l y  do not want to bore you . I 
know that he wou l d  go a long way to h e l p i ng the 
techno logy ma rket so that new ideas cou l d  f lour i sh  
and potent i a l l y  prosper, and that cornputer enthus i ­
asts wou l d  u lt i mately not  be rlemon i zed or  ra ided as  
they h ave i n  the pas t .  The pu rpose of th i s  l etter was 
j ust to get a basic idea of where the 2600 H Q  sta nds 
on the e lect ions .  

T. L./Retroactive 
We're not in the hahit of endorsc'ments nor 

would our staff e ver come to an agreement on such 
an issue. We can say. however, tha t  most of us look 
forward to the day when the current rf'gime ends .  
To address the  candidate you mention, Ron Paul 
inderc'd has some thought provoking positions. But 
YOll neL'd to hold tha t  up to his prior record to see 
if these pOSitions are reflected ill actions. This is true 
of any candidale. There are some very disturbing 
signs from Paul's past in the (orm of' stridently racist 
and homophobic newsleuers put out in his name 
through organi7ations he was closely in volved with 
from the 7 97()s through the 7 'J'JOs. It\ ra ther hard to 
believe he' had no knowledgp of this throughout that  
entire period as h,' now claims. Tha t  too should be 
weighed against his current worels. 

shouted out "Ahoy ' '', have anything at all to do Dear 2600: 
with the Commodore computer magazine named I ' m  a h uge fa n of 260() anrl frefl uent v i s itor to 
"Ahoy! " which starled puhlication the same damn your s i te. I 've been rearl ing  the maga z i n e  (when I 
month. ( "Ahoy! " incidentally is the correct quote can f inrl  i t )  for over a rlecade now, s i nce I was a 
of how Alexander Graham Bell used to answer the freshman in h igh schoo l .  
phollf', despite what  you might learn from certain I ' m  wr i t ing t o  ask  i f  you, or a nyone w h o  runs 
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the s i te, knows the exact date the f i rst i ssue of 2600 
was p u b l i shed.  I know i t  was J a n uary 1 984 and  that 
i t  probab l y  actu a l l y  hit the she lves of stores w i th i n  
the f i rst week o f  the month, but I can 't n a i l  down 
any one day to cred it  the event to. I run a l i tt le  b log 
c a l led The Crea t Geek Manual where I wr ite a da i l y 
chronology ca l led "Th i s  Day i n  Geek H i story" a nd, 
as a fa n ,  I wou ld  l i ke to i n c l ude the f i rst p u b l i cat ion 
of your  maga z i ne.  I n  fact, I wou l d  love to i nc l ude 
a l l  the major m i l estones in the h i story of both you r 
maga z i n e  a n d  webs i te, if a nyone has  any dates 
ha ndy. I t's not a very pop u l a r  b log, j ust a few dozen 
readers, but I wou ld  rea l l y  appreci ate any help you 
cou l d  g ive me.  Th anks !  

Andrew 
We didn 't hit any shelves until years after we 

started publishing. In 1 984 we were a fledgling 
monthly newsletter that only had three sheets of 
paper. Our firs t issue in January went  out to several 
dozen people and was mailed sometime in the 
middle of the month. Those of you early subscribers 
may remember tha t we fell into the habit of mailing 
each issue on the 1 2 th of the month for some reason. 
We hope tha t helps. 

Dear 2600: 
I fee l  dpmora l i zed and need su pport and/or 

advice.  I went to my month ly  L U G  a few days ago 
and tested the waters by do ing  a presentat ion about 
Ubu ntu 7.1 O's super easy (as in m a k i n g  i ce) to set up  
fu l l  d i s k  encrypt ion .  Th ree th i ngs i n s p i red me to  do 
t h i s :  1 )  The recent reve lat ion of the VA worker los i n g  
a l aptop w i t h  t h e  Soc i a l  Secu r i ty n u m bers o f  every 
vetera n ('ver on it; 2) "Operat ion Red Wi ng" where 
t h ree of fou r  N avy SEALs were k i l led i n  a va l ley 
of Kunar  prov i nce, Afgha n i sta n ,  had the i r  l aptops 
taken off the i r  bod ies, and - c lear ly  in a v ideo on the 
I nternet - you can see an i nsu rgent tech n i c i a n  take 
the d i sks enca sed in a USB ada pter and then read 
the fi les on i t  ( P D Fs topped with " For Offi c i a l  Use 
Only ( FOFU) ; "  and  3) Pr ivacy. 

I was met with skept i c i sm .  "On ly  peop le  with 
hacker softwa re on the i r  ha rd dr ives need encryp­
t ion ,"  sa id  one member. Another sa id ,  " It's not rea l l y 
that b ig  of an i ssue a nd is d i ffi c u l t  for the average 
person to i m p l ement." Not that big of an issue? 
H a rd to i m p lement? I d i dn 't take i t  any further as 
I was so utter ly  shocked by what I had j ust heard 
(pdrt ic u l a r ly because a few of the members run the 
systems that b i l l  me for a certa i n  ut i l i ty'S usage), but 
i f  I cou l d  have sa i d  somet h i n g  i t  wou ld h ave been 
"Can you guara ntee me that you r passwords or SSH 
keys/hashes norma l l y  stored in  RAM never touched 
the swap space on your hard d i s k ? "  Or how about 
"Ca n you te l l  me with certa i nty that you r passwords, 
though poss i b l y  erased, a re not in the s l ack  space 
of some part of your d i sk ,  eas i l y  recovered by even 
a nov i ce with a Knopp i x  CD and a f i rm grasp of 
Google searc h i ng?"  Or f ina l l y, "Mozi l l a  uses, i f  I 
reca l l  correct l y, 40-b it  encrypt ion  to protect pass­
words on the d i s k  that i t  uses i n c l u d i ng cred i t  card 
i nformat ion used i n  auto-comp lete f ie lds and  you 're 
comfortab l e  with th i s  if you r  l a ptop gets sto len?"  

I guess what  I ' m  look i n g  for  i s  a n  answer to 
the quest ion  I 've been wrest l i ng with for the l ast 
few days: Shou l d  I do the presentat ion and  hope 
someone i sn 't s l eepi ng, or shou l d  I f i n a l l y  get off my 

about do ing  for a wh i l e? On one hand I may make 
an i m pact with the presentat ion - the operative word 
bei ng  " may" - and with the meet i n g  I 'd meet some 
fantast i c  peop le  ( if a nyone showed up) but probab ly  
be prea c h i n g  to the cho i r. 

Anonymous 
You 're facing two big challenges here. One is 

to convince people that privacy and security really 
do matter. You 'd be amazed at how many people 
simply don 't care or think that their private informa­
tion isn 't of in terest to  anyone but them. We even 
see all kinds of really personal and private items 
being posted on the net by the individuals them­
selves! The second challenge is to have systems in 
place tha t are seamless and don 't require a second 
thought by those people who really don 't know 
anything about computers. Sure, it's "super easy "  
for you t o  implement i n  Ubuntu. Would i t  b e  this 
easy for your grandmother? Would she even be able 
to install Ubuntu ? It's great when we find things that 
work for technically literate people. But in order 
for something like encryption to be accepted as a 
defa ult by the masses, it has to be designed in such a 
way tha t the technically illiterate will have no trouble 
using it regularly. This requires a lot of pa tience and 
thinking outside the box we 're accustomed to being 
inside. But this is the key to getting it accepted as 
the "normal"  way of things. Obviously, there is great 
pressure from certain entities not to have it go this 
way since they would then lose their ability to spy 
on people. Battling evil, illiteracy, and apa thy all a t  
once i s  a daunting task. We suggest you continue 
and you 'll find others whn also get it. And there 's no 
harm in preaching to the choir as long as that 's not 
all you do. Having more people who are on your 
side can only be heneficial. Good luck. 

Dear 2600: 
I th i n k  I am bei ng "watched," as my cursor is 

"fl utter i ng." But I got t h i s  address from someone and  
wou ld  l i ke to  know more  of  what  you  have to  offer. 
I nformat ion,  d i rect ion!  I am in need of "advice" 
on certa i n  computer "app l i cat ions," and/or ema i l  
"app l i cat ions ."  I f  you cou l d  e ither d i rect m e  to a 
sou rce of i nformat ion,  or otherwi se, I wou ld  sure 
apprec iate i t .  

granny 
A fluttering cursor is a sure sign tha t you 're being 

monitored, either by your next door neighbor or an  
anonymous foreign power. Use of excessive quota­
tion marks has  been known to  s trengthen the power 
of the monitoring virus which lives in your keyboard. 
Avoid using computers altogether until you know 
wha t  you 're dealing with . We suggest going to a local 
bookstore or library and researching the subject 
matter you 're interested in as thoroughly as possible 
before going any further. Spend hours over there 
reading and"iearning. Just be sure to face the door in 
case you were tailed. 

Dear 2600: 
I have been a reader s i nce 1 993 and I love your 

pub l i cat ion very much .  I have sta rted to put out my 
own sma l l  z i ne but I wou l d  rea l ly love to give i t  a 
more profess iona l  look.  I was wonder i ng what type 
of layout software you use in the prod uct ion of you r  
magaz i ne?  

ass a n d  sta rt that loca l 2600 group I 've been ta l k i n g  Widerstand 
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Currently we use In Design on a Mac which is 
fairly flexible and easy to use. Tha t  doesn 't mean it 's 
necessarily the right  choice for you though . There 
are lots of alternative and open source programs out 
there as well. We 're certain any zine forum on the 
net would be discussing this topic a t  great length. 
Best of luck with your zine. 

Dear 2600: 
I have heard "a p i cture is worth a thousand 

words," but why, oh why, do contr i butors who send 
in  p i ctures to your maga z i n e  get better swag than 
a uthors? For  some i ntu i t ive reason th i s  seems very 
wrong to me. 

Jane Doe 
You raise a good point 50 as of this issue we'll 

make it equal across the board. A one year subscrip­
tion (or one year of back issues) plus a choice of a 
2600 sweatshirt or two 2600 t-shirts for every article 
printed or for every publication in the payphone or 
back cover pages. Fair ? 

"Surprised? " 

Dear 2600: 
I cou ldn 't he lp  but not ice that the patterns on the 

sp ine  of the maga z i np, when put together, spe l l  out 
the word, "surpr i sed ? " .  What a re we supposed to bp 
surpr i sed about? 

Unr3al 
Well, for one thing, you can be surprised thai 

50 many people figured it out a year  before the 
entire message should have been spelled out. One 
thing you shouldn 't be surprised about though is 
the fact that  we've responded to the majority of 
reader wishes and returned to our old spine formal ,  
which pretty much eliminates the possibility of the 
remainder of the message from ever being displayed. 
This has been an in teresting year. 

Dear 2600: 
Actu a l l y  I was, not with the message on the sp ine  

of your  wonderfu l magaz i ne, but for  other reasons .  I 
h ave been a reader for over ten years (subscr i ber for 
a l most ha l f  of that t i me) and  th i s  m ight be the second 
letter I have written dur ing that per iod .  Never rea l l y  
h a d  m u c h  t o  say. Now t h a t  I 've made a few surpr i s i n g  
observat ions  I feel  compe l led t o  share.  

1 .  Love the fact that  you put a message on the 
sp ine  of vo l u me 24, but the height of the pr in ted 
cuts don't even ly  l i ne up. I ssue 2 4 : 1  measures 8 
1 12 "  i n  he ight, i ssue 2 4 : 2  is 8 3/8", i ssue 2 4 : 3  is 8 
1 /2 "  and  issue 2 4 : 4  is 8 1 /2 " .  Why is t h i s  surpr i s i ng? 
I t  wou l d  have been rea l cool to have the i ssues 
a l igned so when someone sees my l i bra ry, there is 

page motivated you to remove i t  comp lete l y  without 
ta k i ng  a pol l fi rst to get rea l resu lts .  I responded to 
the su rvey a n d  don't reca l l  wri t i ng  a nyth i ng about 
the puzz les .  I wi l l  accept that fact that I shou ld  have 
voiced my op in ion  in the su rvey i f  I wa nted to keep 
the puzz les .  P lease cons ider t h i s  my persona l  protest 
to gett i ng  them back.  At a m i n i mu m ,  i f  you need the 
page space for other content, can you put the puzz le  
on your webs ite? I know my brother- i n - l aw a n d  I 
rea l l y  look forward to do i n g  the puzz les .  

3 .  S i nce w e  a re on t h e  top i c  o f  puzz les .  I was 
the fi rst person to successfu l l y  complete the puzz le  
i n  i ssue 24 :3  a n d  I was surpr i sed that  the pr ize was 
not c lear ly  com m u n i cated. I received some back 
i ssues from 1 985- 1 986 and not h i n g  else. Which  
i s  okay beca use I enjoyed do ing the puzz le .  The 
ema i l  I received notify i ng  me that I won d i d n 't rea l l y  
spec i fy any cho i ces, j ust a request for my address . 
The shopp i n g  sect ion i n  your webs i te reads that a 
l i fet ime subscr ipt ion a l so i n c l udes back i ssues from 
1 984- 1 986 .  Is it safe to say that the pr i zp is a l i fet ime 
subscr i pt ion ?  Here I ' m  torn beca use I wa nt  to  see 
the mag stay a l ive a n d  pay i n g  readers do that, but 
I 've a l so been a loya l reader for over a decade and  a 
free l i fet i m e  subscr ipt ion wou l d  be ilwesome! Over 
the past decade, I have told count less IT a n d  secu­
r i ty profess iona l s  ilbout 2 600 with the samp i ntent to 
keep the milg il l ive il nd educate those in the IT f ip ld 
to be more secur i ty consc ious .  

4 .  Surpr ise !  The b i n d i ng i s  com i ng il P,1 rt with 
iss uP 24:4 as  wel l .  

D o  not take t h i s  a s  a 2600 bash i n g  sess ion ,  
cons ider  i t  more as  ilv id  reader feedback .  

Ha ppy New Year !  
HealWHans 

The alignment of Ihe letters on the spi�e was a 
merf' microcosm of the problems we 'vf' had with 
measurements over the past y(�ar. We had some 
serious discussions and made a lot of decisions to 
keep such things from happening again . Now we 
just have to worry about the things tha i haven 'I 
happened yet. 

We're not sure what  the difference is between 
"feedhack " and "a real poll. " The fact is we seot  
out thousands of surveys and the puzzle didn 't do 
too well. That, comhined with the amount of effort 
it took to put them together, pretty m uch sealed 
their fa te. We didn't offer lifetime subscriptions to 
puzzle winners .  just the honor of being mentioned 
or possibly some random back issues. 

Hopefully the binding of this issue is staying put. 
Thanks for the constructive critique. 

Sta tements 

the word "SU RPR ISED?"  sta r i ng  at them over fou r  Dear 2600: 
sepa rate issues.  I t  a l so looks l i ke you tr ied to a l ign H i ,  I ' m  a friend ly  reader. I 'd l i ke to state that 
the spine pr in t  from the top of the mag to the bottom persons  w i s h i n g to detract from the i r  orga n i zed cr ime 
rather than bottom up .  Th i s  wou ld  work n i ce ly  i f  I i n terests a re pu rposefu l l y  and  w i l l fu l l y brea k i n g  
stored each i s s u e  u p s i d e  down on t h e  she lf. N o t  to up 2600 meet i ngs th rough soc i a l  engi neer ing  and  
ment ion  that the word " S U RPR ISED?"  wou l d  a l so be  m i s i nform i n g  re lat ions  i n  soc i a l  networks of  regu-
ups ide dow n .  N ice try .  I 'm hoping you guys get i t  l a rs of meet i ngs as they were once meet i n g  goers 
worked out in the next vo l u me and the words a re as wel l .  
t ied together across each vo l u me. Asymptoted 

2 .  Where's the puzz le?  I ' m  surpr i sed that for So noted. This is to be expected. People have 
th ree vo l u mes you cons i stent ly  i n c l uded a puzz le  i n  been trying to break up our meetings since before 
the back and  after the su rvey, i t's gone. I ' m  surpr i sed we had our first one. They wouldn't keep trying if 
that the negative feedback and  the need for an extra it wasn 't something worth paying a ttention to. We 
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hope you don 't let this interfere with wha t  you want  
to do. 

Dear 2600: 
I 've fe l t  that th i s  h u rts more than a nyone cou ld  

h u rt me for say i ng i t  for a long t ime .  Wi th  stat ing i t  
be ing the least  of the pain I 've fe l t  from fe l low PTA 
members heck l i ng me, I ' m  surpr ised cath a rs i s  i n  this  
fas h ion i sn 't i l lega l .  That FB I  wou l d  use covert i n ter­
rogat ion and other i l lega l methods wh i l e  putt ing  a 
c h i l d  i n  what those B DSM peop le ca l l  "subspace." 
Then, I fi nd  i t  h a rd to bel i eve that these j erks wou ld  
pretend to  be a bus i ness and watch someone's every 
move. I m a ke no m i stake in say ing  that a rt i c les 
appear often on the I nternet j ust as soon to d i sap­
pea r and the i r  wr iters d i scred i ted . 

I t's a l most as if the Eng l i sh  wr i ters a re speak i ng 
i n  code. That wou l d  mean that when other peop le  
p ick  up these codes i ntu it ively and  repeat them they 
phonolog ica l l y  must be typed as "menta l ly i l L" 

A Depressed Soccer Mom 
The FBI and the PTA have always been in cahoots. 

Everyone knows this . Thanks for the coded message 
which our lah is now processing. 'rbu will receive our 
reply through the usual channel. Namaste. 

Dear 2600: 
I a m  a Sergeant cu rrent ly support i ng  the Nat iona l  

Secur i ty Agency and I thought  I 'd l et you know:  B ig  
B rother i s  watc h i ng you .  A l so, we th i n k  you guys 
l ook  l i ke dorks ! 

Hooah .  
dave 

Nothing like estahlishing an intelligent dialogue 
with intelligencp forn's. 

Article Feedback 

Dear 2600: 
After rpad ing  K n 1  ght lOrd 's a rt ic l e  ( "Language 

Non-Spec if ic :  Back to Fundamonta l s"  i n  2 4 : 3 ), I 
cou ldn 't stop t h i n k i ng about when I was a k i d  on 
my fi rst computer. A Ta ndy 1 OOO H X  - it came with 
BASIC, DOS, and  the Deskmate progra m .  I i  someono 
had exp l a i ned i t  l i ke he did when I was mess i ng with 
those progra ms, i t  wou ld  have cut my learn i ng t imo 
by about 50 percent and maybe I wou ld  h aVE' gotten 
sonl(' t h i ngs done that I d idn't back then .  That shou ld  
be one of the sta rter a rt i c les for a nyone wa nt ing to 
know a bout progra m m i ng who knows noth i ng about 
i t .  That's my opi n ion a nyway. I 'm no kind of expert, 
but I wou l d  l i ke to th i n k  that some m ight <lgree with 
me. Oh,  thanks  for the great mag dnd  u h ,  B ig B rother 
i s  doub lep l us u ngood . 

P.S .  Cou Id you guys not let a nyone e l se know my 
name or  . com, and  edit  th i s, ilt least grammatica l l y !  
I a l ways sucked with run on sentences and am try ing  
th i s  new period/punctuat ion th i ng. 

Storm2439 
We think you 'll find tha t  the poriods and punc­

tuation are a good idea. W" wish you luck on tllPm. 
Your grammar was better than tha t  o f  most electeel 
officials. 

Dear 2600: 

but I t h i n k  that here in the U .S .  at l east we sti l l  h ave 
some protect ions aga i nst se lf- i nc r im i nat io n .  A l so, i n  
the worst case, a n  encrypted h a rd dr ive may b u y  you 
a more favorab l e  p lea barga i n  in exchange for the 
password. 

But remember that other opt ions ex i st. Steg­
a nography, when used with encryption, can go a 
long way i n  protect ing  one's pr ivacy. Truecrypt is a 
free open source d i s k  encryption program that can  
create a h i dden dr ive with i n  a n  encrypted one.  So 
s imp ly  c reate a n  encrypted dr ive with a few lega l 
but persona l  i tems and  a h i dden one for a l l  the rest 
of you r  fi les .  If  you 're forced to hand over the pass­
word, the pol i ce w i l l  not f ind much .  U lt i mate ly, we 
a l l  h ave to remember that pr ivacy is a bas ic  h u m a n  
r ight, n o t  a " l i berty" or a "pr iv i l ege" as c urrent 
U . S . government propaga nda wou l d  l i ke us  a l l  to 
bel i eve. 

From what I h ave heard on the news l ate ly, 
Dragorn's co lumn on the da ngers of us ing  open wif i  
con nect ions i s  r ight on the money. But  I 'd l i ke to add 
some of my own observat ions .  I t  appears that one 
of the cases c i ted in  the a rt ic l e  was a l so covered 
in a h u morous story on Comedy Channe l 's Colhert 
Report. The man who was checki ng h i s  ema i l  from 
h i s  car was con nected to a pub l i c l y  ava i l ab l e  wif i  
hotspot run by a loca l  cafe.  He  was not arrested at 
the scene but  was sent a summons i n  the ma i l .  The 
i n terest ing  t h i ng was that the cafe owner sa id  i n  an 
i n terv i ew that she i ntended the hotspot to be for 
p u b l i c  access. A l so, she never pressed any cha rges 
a n d  was further concerned that the i n c ident wou l d  
b e  b a d  for h e r  bus i ness. 

The fact i s  some fo l ks m a ke wif i  hotspots ava i l ­
ab le  for p u b l i c  use de l i berate l y, j u st as a p u b l i c  
serv ice .  H o w  can someone b e  expected t o  te l l  t h e  
d i fference between o n e  o f  these hotspots and  a 
poorly configured w i re less router? I n  fact, Wi ndows 
X P  has  wifi tu rned on by defa u l t  and w i l l  a utomat i ­
ca l l y  try to make a connpction if there i s  an  open 
hotspot with i n  ra nge. 

As fa r as someone u s i ng a l aptop i n  the i r  car  
goes : how d i d  the officer know that wif i  was i n  use? 
Computf'rs can do a lot of th i ngs without be ing 
connected to the I nternet l i ke word process i ng, 
d i sp lay ing p ictures, or p lay ing  mus ic .  I ' m  not a 
l awyer but I 'd th i n k  the pol i ce officer wou l d  h ave 
to bp ab le  to prove that an u n authorized connection 
was esta b l i shed. To 01(' that wou l d  mean that the 
l aptop's MAC address wou l d  h ave to show up io the 
server l og. But  many of us  wou ld  fea r the prospect 
of a fe lony convict ion and so p lead gu i lty to some 
lesser cr ime that we a re not gu i l ty of. 

F i n a l l y, a l l  of us  who sti l l  choose to dema nd 
our  r ight to free com m u n i cat ion shou l d  keep a few 
th i ngs i n  m i n d :  

1 .  Thp MAC address o f  both U N I X  and  Windows 
mach i nes can be a l torpd u s i ng software. 

2. Many PDAs a re wif i  capab le  and they a re fa r 
less l i ke ly  to attract attentio n .  

3 .  I f  asked what you a rp doing by po l i co, don't 
say "choc k i ng my oma i l "  or "surf ing the web." 
I n stead, say " I ' m  fi n i s h i ng u p  my trip report for my 
boss" and haw a fi le  open on you r  notebook to back 
up that statement. A l so, don't d i roct ly  l ie  to po l ice as 
ly ing to pol i ce i s  now <1 cr ime.  

Soda Ph  i sh  may bo correct that the use of crypto 
may not stop an i nvest igat ion, but that doesn't  mean 
that us i ng  crypto i s  a waste of t ime. I 'm not a lawyer, 4. A fiVE' yoa r sentence with a $ 1 0,000 f ine and  

fe lony convict ion for a m i nor nonvio lent ac t  i s  j u st 
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p l a i n  n uts. Keep that i n  m i n d  come e lect ion t ime .  
Yawk 

Dear 2600: 
In the Autu mn 2 007 i ssue, b1 t lOck states i n  

h i s  or h e r  a rt i c le  "Secur ing  Your  Traff ic" that AOL's 
i n stant messenger protocol sends passwords over 
networks in p l a i n  text. Th i s  is m is lead i ng. There a re 
two ways to a uthenti cate with the OSCAR protocol : 
by send i ng either a roasted password or an MD5 
crypted password. A sn i ffer can revea l the author iza­
t ion exchange between c l ient and  server, but the text 
i s  not human-readab le  and not necessar i l y  easy to 
crack.  See http ://iserverd 1 . khstu . ru/oscar/ for more 
i nformat ion .  

Anonymous 

Dear 2600: 
In response to Phatbot's a rt i c le  " Decod i n g  

Experts- Excha nge.com" i n  24 :4 ,  I don't see anyt h i ng 
wrong with f igu r i ng  out haw a I I  of t h i s  works, but 
I th i n k  Phatbot had  a l i tt le  m i sconception about 
Experts-Excha nge.com. There is  no fee to see the 
q uest ion so lut ions i f  you part ic i pate in try i ng to 
answer other people's q uest ions in thei r forums fi rst. 
And after you answer a few quest ions you rself, you 
w i l l  get a pre m i u m  acco u n t  that g ives you free and  
u n l i m ited access to  a l l  o f  the i r  prev ious ly  asked 
q uest ions and the i r  a n swers. That option to P,lY for 
q uest ion poi nts is actua l l y there for the peop le  who 
either don't want to part ic i pate in answering ques­
tions, or to be ah le  to ask more questions i f  you use 
up a l l  of you r  cu rrent poi nts . The peop le  at Experts­
Exchange a re s imp ly  try i ng to get everyone to he lp  
w i th  what  they can ,  so they don't j ust mooch off of  
everyone e l se, because th i s  i s  one of the u l t i mate 
p l aces to get computer he lp .  

Jeff 

Dear 2600: 
Th is  l etter i s  a q u i c k  response to the " Decod i ng 

Experts-Excha nge.com" a rt i c le  in 24 :4  hy Phathot . 
I j u st wanted to mention to a l l  i nterested a work­
around that I 've been us ing  for qu ite some t i me now. 
It has  worked through a ny cha nges they've made to 
the i r  code a n d  I foresee i t  conti n u i ng to work .  What 
I 've learned i s  that Coogle's robots have a n  u ncanny 
way of bypass i ng the J avascr ipt or whatever code 
Experts-Excha nge.com uses to obfuscate the i r  a rt i ­
c l es .  I f  you 're i n  need of  the answers but don't f ind i t  
worthwh i l e  to pay for a yea r ly  subscr ipt ion,  s imp ly  
f ind you r  a rt ic l e  v ia  Coogle and  c l i ck  t he  "Cached" 
l i n k  for the page. Vo i l a !  A l l  the scr i pt-based d rop­
down menus a re expanded, but i f  you scro l l  past 
them you ' l l  find you r  a n swers, 1 00 percent p l a i n  
text. Enjoy!  

Da Keet 

Dear 2600: 
C reat a rt i c l e  in 2 4 :4 on decod ing  experts­

exchange. com . I t  is a great s ite to f ind answers to 
uncommon prob lems.  And, as reported by the 
editors, they h ave rep l aced the rot- 1 3  rep l ies with 
a message tel l i ng you that the answer i s  ava i l a b l e  
t o  prem i u m  members. W h a t  they don't te l l  y o u  i s  
that the a n swers a re a l so ava i l a b l e  to  sp iders free 
of charge. S imp ly  open you r  F i refox browser a n d  
navigate t o  about :config, t h e n  cha nge "genera l .  user-

agent.extra .f i refox" to "Cooglebot 2 . 1 " a n d  l et those 
bastards know that nobody i s  a fa n of extort ion ! 

Mike Diaz 

Dear 2600: 
Experts Excha nge i s  a shady serv ice for the m a i n  

reason that they explo i t  Coogle .  They have two 
vers ions of the i r  Experts Excha nge answers on f i l e .  
One vers ion for  the Coog le  Bot  a n d  one vers ion for 
norma l users. 

Th is  i s  a good th i ng, and  a bad th i ng. The bad 
th i ng is  when a nor m a l  user searches for a so lut ion 
they get bomba rded with Experts Excha nge answers 
on ly  to c l ick  and he asked for money. The good t h i ng 
is if Coog le's bots have access to the i nformation, 
so do we. 

Two methods.  One i s  us ing www.google.com 
to sea rch for the Experts Exchange page/a nswer and 
c l ick ing on "cached " .  The cached vers ion i s  usua l l y 
as new as the page i tse lf  and  it g ives the v iewer fu l l  
access to a l l  the quest ions and  answers. J u st c l i c k  
on "cached" a n d  t h e n  scro l l  a l l  t h e  way down.  The 
peop le at Experts Excha nge try to foo l  you by g iv ing 
you two to three page v iews of b l a n k ness. J u st keep 
scro l l ing down, past the ads, to get to the or ig i n a l  
question asked on Experts Excha nge a n d  then to 
the answers given in the forum.  I use th i s  tec h n i q u p  
a l most every day. I t's a godsend .  

The second way i s  to  use  the browser F i refox 
and  another progra m, a F i refox add in ,  that foo l s  
you r  hrowser i nto i nteract ing w i t h  t h e  page as  any 
browser you wa nt, us ing  spec i a l  "fi ngerpri nts ." 
F i refox can look l i ke Moz i l l a or I nternet Exp lorpr or 
even a Coog le  bot! More i nformation can be fou n d  
at http://www.thegooglecache.com/u ncategor i zed/ 
.. googles-rea l-back-door/ 

I hope th i s  he l ps, as  th i s  techn ique  can not be 
defeated or fixed by Experts Excha nge u nt i l they 
cha nge thei r shady practice of us ing  Coog le  search 
resu lts as free advert i s i ng, which I don't t h i n k  they 
w i l l .  Creed is a powerfu l two-edged sword . 

Take care a n d  keep up the f ight 
virusrr 

Dear 2600: 
Recent ly I p i cked up a copy of 24 :4  and read the 

a rt ic l e  " Decod i ng Experts- Exchange.com." The t i t le  
p iq ued my i nterest s i nce I work i n  IT a n d  there have 
been count less t i mes I 've goog led for a so l ut ion a n d  
come across the website. Sad ly, t h e  a rt i c l e  c l a i med 
that the encod i ng has been changed s i nce the p u b l i ­
cat ion o f  t h e  a rt i c l e  i n  2600. S i nce they were j ust 
encrypt ing the a n swers i n stead of complete ly  h i d i ng 
them, I f igu red I 'd give the webs i te a l ook .  

I noticed the so lut ions to Experts-Exchange 
cou l d  be seen on Coogle's cached pages. S imp ly  
c l i ck ing  the "Cached" l i nk  when  searc h i ng wi l l  do 
th i s, or prefi x i ng the URL with '' http ://www.google .  
.. com/search ?q=cache :" .  

I a l so noticed that Experts-Excha nge gives you 
one free so lut ion 's v iew and then sets a cook ie  on 
your  computer wh ich  wi l l  prevent you from see ing  
the answers. The  s imp le  so lu t ion  to  th i s  i s  to j ust 
b l ock the webs i te from sett ing cook ies .  In F i refox:  
Tool s, Opt ions ,  Pr ivacy, Except ions,  a n d  B lock 
.. www.experts-excha nge.com .. . 

Darren McCal l  
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Dear 2600: 
I ' l l  sta rt by say i ng I love the maga z i ne.  I 've read 

i t  off and on for yea rs. I subscr i bed l ast yea r and my 
subscr ipt ion ran out today. I 'm go i n g  to resubscr ibe.  
I took a brea k from wr i t i ng a screenp lay to ask  i f  I 
stu mbled upon a hea l th jou rna l .  I ' m  not knock i n g  
t h e  a rt i c le  i n  2 4 : 4  ent i t led "The N o o  Wor ld"  
outr ight .  I t 's a n  i n terest i ng  p iece and  the author d id  
a n i ce job on i t .  Hav ing  sa id  that, has  the status quo 
of the maga z i n e  cha nged ? I read the a rt i c le  tw ice 
th i n k i ng I was over look ing  somet h i ng. I t  reads the 
same every t ime.  

Keep up the awesome maga z i ne .  By the way, 
my maga z i nes seem to last  with no prob lems.  No 
smea rs, loose pages, or thumb pr i nts .  

The Jeff 
Wbile not directly related to the types of hacking 

we usually talk about here, the subjects of mind 
enhancement, memory improvement, methods 
of staying up for long periods of time without rest, 
Jnd similar topics have always been of in terest to 
people in the hacker community. As the article says, 
self medication is dangerous and we certainly don 't 
encourage that  sort of thing. HoweveJ; understanding 
what:, out there, how it works, and how your brain 
might in terface with such things is a fascina ting and 
enlightening source of discussion to many. 

Dear 2600: 
The a rt i c l e  ent i t led,  " P i rates on the I n ternet", was 

absol ute ly  terr ib le .  �id a nyone bother to proofread 
it? R u n n i ng i t  t h rough spe l l  check doesn 't count .  

The i nformat ion presented was i naccurate and 
i ncomplete. About a quarter of a page was devoted 
to a ra nt about a message board that used to be 
good.  I cou l d  l i st spec if ics,  but i t  h u rts my eyes to 
read the a rt i c l e  aga i n .  I actua l l y  pa ssed the a rt i ci p  
a round  to my coworkers beca use i t  was so terr ib l l' .  
I u ndersta nd that  you may h,lVe fe l t  the need to fi l l  
some more space i n  the maga z i n e, but a b l a n k  page 
wou l d  havp bepn better and left your reputat ion i n  
a bptter cond i t ion .  I wou ld  g l ad ly  rewr ite th i s  a rt i c i p  
w i t h  morp usef u l  i nformat ion for t h e  next i ssue, 
however it dopsn't seem l i ke the r ight a rt i c le  for the 
maga z l nP.  

Keep in m i nd,  I used to love read i n g  26 ()() about 
ten years ago and  wou l d  l i ke to see i t  get b,lCk to 
what i t  was back then - i nformat ive and usefu l 
hacks .  

David Barrios 
We love getting criticism and letters that point 

out when we've done something bad or s lupid. But 
this liltle dia l ribe doesn 't qualify. Here 's why. You 
don 't ever get to the point of why the article was 
bad. You pull the old trick of conjuring up phantom 
people who ail agree with your aSSf'ssment, thereby 
justifying il without producing anything of suhstance. 
You decline to list any specifics because "it hurts my 
eyf's to read the ,:1fIicle again " ?  Please. If it had so 
much of an  effect on you tha I you felt compelled 
to write this letter, surely you can remember more 
about it than a little ran t  ahout a board which took 

something that differs witb your perspective, there 's 
no reason to conclude that we've become desperate 
for ma terial and will prin t anything. The only thing 
those kinds of accusa tions do is piss us off and 
detract from the point of your letter, which in this 
case never was made in the first place. 

We appreciate anyone who truly does wan t  to 
help out and make the magazine better. But simply 
bemoaning the fact tha t things aren 't as good as they 
used to be isn 't constructive. We 've been hearing 
tha t critique since our second issue. 

Scams 

Dear 2600: 
I l ive in Onta r io, Canada and found  th i s  l i tt le  

d u pe worked qu ick ly  ,md wi thout  any  susp ic ion 
at Rogers Video. Recent ly  my g i r l fr iend and I sepa­
rated . Th i s  l eft me with no Rogers Vi deo members h i p  
s o  I cou ld n o t  rent any games or  mov ies .  Now I don't 
have any cred i t  ca rds and  my address on my l i cense 
i s  a lways a few addresses beh i n d  because I a m  the 
lazy sort .  So I went i nto Rogers Video and  to ld  them 
I had lost my card and I wa nted them to check and 
see i f  I was in the system so I cou l d  rent a mov ie .  I 
to l d  the woman  beh i n d  the counter my n ame, not a 
common na me, but it was l i ke ly  enough there were 
other peop le  with the same name in the c i ty. Th i s  I 
knew from googl i ng my name and  c ity i n  the past. 
She asked me i f  I l ived at such and such street. I sa id  
no .  Then  she asked me i f  I l i ved at  a nother address, 
and I wondered what wou ld  ha ppen i f  I j u st sa id  yes 
that was me. So on the th i rd suggested address, I sa id  
"yes that's me"  and she s m i led and  sa id ,  "OK, let's 
update the rest of your  i nfo." Now i t  is l i ke ly  that th i s  
account  bplongl,d to  some other  guy  wi th  my na me, 
but fr<lIl k l y  I did not care .  I wanted a members h i p .  
So w e  updated "my" i nfo a n d  t h e n  I a sked h e r  for 
a new members h i p  ca rd wh ich  she promptly gave 
me. Now thp part that is the most i nterest i ng  here i s  
t ha t  she nl'ver asked me for ,li lY k i n d  of  ident if ica­
t ion.  I t  was a t  th i s  po i nt th<1t I became i n terested in 
e l i m i nat i ng usage of the account by a nyone but me. 
So I asked her if  i t  wou l d  be a l l  r ight if  she put a 
note on the account tha t  when I rented I be asked 
my m i dd le  name each t i me, beca use I had hea rd 
stor ies of people rent ing  on other peopl e's accou nts 
by acc ident .  She s m i lpd, agreed, and put the note 
on the account .  I rented my mov ies and left with my 
new hass le-free, no I D, no quest ions  asked, Rogers 
Vi deo membersh ip .  

Warden 1 337 
This i s  a perfect example of how security i s  only 

as good as the people pntrusted with it. Fortunately 
this system didn 't allow you to bill this poor person 
in addition (we hope) hut you were able to get 
access to all of their personal informa tion including 
their prior history with the s tore and, in addition, 
lock them out of their own account. Plus, we would 
hate to think of wha t  might have happened if you 
werp a real jerk and didn 't return your rentals. 

far less space than you claim .  Finally, the proverbial Dear 2600: 

dig a t  us for "the need to fill some more space in Here's a nother one for you guys. My professor 

the magazine. " If we had tha t need, why would we passed th rough TSA secur i ty at McCarran I nterna-

have added additional pages in the las t  year?  We t iona l  A i rport i n  Las Vegas by f lash i n g  a homemade 

know tha t  nobody is going to like every articlp that "Ant i -Terror i st Watch"  card .  Not even a photo 1 0, 

gets printed here. But  just because you come across but a homemade card from a pr ivate sector orga n i -
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zat ion .  WTF?  
LoHan 

This kind of thing is starting to pop up in various 
places. Basically, for a fee, you submit to such things 
as fingerprinting or retina scans and you 're then in 
the system and, for some reason, deemed less of a 
security risk which allows you to movE' thcough secu­
rity lines quicker. We don 't follow the logic which 
pretty much confirms to us tha t  there is none. 

Dear 1600: 
Everyone has heard of the MMORPG game 

"World of Wa reraft." With over fou r  m i l l ion  
subscr ibers i n  the U . S . a lone, i t  i s  no su rpr i se they 
offer a lot more payment options than the standard 
c red i t  card.  One of those is the PayPa I  subscr ip­
t ion which lets you pay with you r  very own PayPa l 
account i n  j ust a few c l icks .  What you need is a n  
expi red (frozen)  WoW accou nt, a va l i d  Paypa l  
account with a ba l ance of $0 .00 or  c l ose to it, ;]nd  a 
m i n i m i zed Wor ld of Wa r c raft w i ndow. 

What you do is log onto "Account Man;]gement" 
from the WoW offic i a l  s i te.  Once you 're i n s i de, c l i ck  
on  "Setup Subscr ipt ion"  and select " PayPa l " , then 
se lect any of the th ree payment opt ions .  I prefer the 
$ 1 4 .99  month l y. After th;]t you get sent to the " PayPa l  
Page" where you log i n  a n d  accept the new subscr ip­
t ion.  After you a re done with th;]t you "Retu rn"  to 
the management page with a congratu l at ion screen .  
You now have a fpw m i n utes to  a l t  t;]b hack  i nto 
WoW and log i n .  Once you a re enjoy i ng you r  WoW 
sess ion,  you r  PayPa l agreement w i l l  be dec l i ned and 
you r  account w i  I I  go back i nto frozen mode, but  
you wont get d i sconnected from the game u nt i l you 
manua l ly log off. R i nse and repeat every t i me you 
p l ;]y WoW and you never have to pay a d i me .  

The reason th i s  works i s  because there i s  a delay 
i n  the PayPa l process i ng and to avo id  that l i tt le  i ncon­
ven i ence they expedite the approva l ;]nd l i ft the hold 
on you r  account a l low ing  you to s ign in .  A l so, i f  you r  
gaming t i m e  expi rps wh i le you ;] re i n  t h e  m i d d l e  o f  a 
gam i ng sess ion you won 't get d i sconnected to avo id  
fu rther aggravat ion to  the customers. There a rc a lo t  
of methods B l i zzard Enterta i n ment can use to  f ix 
th is  explo i t .  U nt i l  then delay hack ing w i l l  conti nue  
owning thei r payment serv ice .  

U nti l next t i me, p l ay i t  safe 
Nagasenpai 

It sppm.> to us tha t  heing drawn in to this compa­
ny:, addictiw game in the first place is more likely d 
sign of success for them than dllY exploil to gain a 
little bit of free time might he (or you. Slill, congrals 
on figuring it oul. 

a warn i n g  message and w i l l  not conti nue  on u nt i l 
you p ress the ENTER key. The pr i nter wi l l  spem to 
funct ion norma l l y  then - u nt i l you try to pr i nt .  The 
same message appea rs aga i n .  I d id  some research 
on peop l e  hav i ng the same issue.  Appears there a re 
a lot of others with th i s  prob lem with H P. Seems 
someone found a way around i t  by sett i ng  the date 
back six years. That works. I h ave tried other years, 
but s i x  yea rs removps the warn i ng message when 
you turn the pr i nter on .  However, p r in t ing  sti l l  fa i l s  
d u e  t o  expi red product. 

There a re a few solut ions to this prob lem ;]s I see 
i t .  F i rst, letters of com p l a i nt to H P. Second, j ust stop 
buy ing HP p roducts (I mysel f  wi l l  never buy a nother 
HP branded produ ct) . Th i rd, there a re spec i a  I rep l ace­
ment cartr idges ava i l a b l e  for p u rchase made by a 
th i rd party company wh ich  a re meant to overcome 
that very p rob lem.  Tbey a re refi l l ab le  cartr i dges and 
h ave caps on them to m;]ke i t  a b i t  eas ier  to  refi l l .  
Fourth, there a re aftermarket rep l acement ca rtr idges 
you buy with i n k  in them. Last ly, refu rb ished .  I h ave 
never l i ked these as they never seem to perform very 
wel l  in the pr in t  q u a l i ty. I have not i nvestigated how 
they overcome the prob lem with the memory ch i p  
o n  t h e  cartr i dge. I t's e i ther with a rep lacement c h i p, 
or the or ig i n a l  is reprogrammed. More l i ke ly  the fi rst 
as  I h ave bought l aser toner refi l l s  that corne with 
new c h i ps to give you zero pages pr i nted on the 
toner cartr idge. 

GeekBoy 

Dear 1600: 
I j ust received you r  Wi nter 2 007-200B ed i t ion 

and was very eager to start r ight  i nto i t .  I came across 
a l etter from P l u m Bob regard i n g  HP i n k  cartr i dge 
exp i rat ion dates. I h ave in format ion on that p<l rt ic­
u l a r  p rob lem that I wou l d  l i ke to sha re to save the 
gr ief of other readers. 

l awn a n  fl P Photosmart 3 2 1 0x i  A l l - i n-onc' 
that exh i b i ts the same ink cartr idge l i fespan t im('r. 
I l i ke to use m i ne u nt i l they a rC' abso l utPly "mpty 
( I ' m  pay ing  for t h e  i n k; I m ight as  wd l get every 
l ast drop) .  S i nce my HP uses the s i x  Vivera i n ks, the 
l i fespan i s  approxi mately I , DOD pages or one yea r. 
The funny th i ng is i t's 1 , 000 pages from i nsta l l at ion 
of the cartr i dge, not necessa r i l y  1 , 000 uses of it. For 
examp le', I i n sta l led a yel low cartr idge a n d  d i d n't 
USE' that color as often as the others . I pr i  nted out 
"'vera I black and  wh i te pages for a co l l ege project 
a n d  on ly  thE' two cover pages out of two fu l l  1 . 5 -2 "  
b i nders worth o f  pape'r used ye l l ow as a h igh l ight 
color. Sti l l , after about 90 percent of the f i rst rea m 
of paper was used, the pr i ntc'r sta rted d i sp lay ing 
messages that my ye l low cartr idge was a l most done.  

Dear 1600: When I checked the web conso le  ( i t's a nptwork"d 
In response to you r  response to P l u m Flob in the pr i nter), i t  showed the ye l l ow as owr h a l f  fu l l .  Wh"n 

24:4 issue about the exp i r i ng  i n k, I have an  f 1 P  7 1 .l O  I contacted H P  t o  q uest ion i t  or seC' i f  tht're was a 
Officejet (mu l t i funct ion ) .  After obta i n i ng th i s  pr i nter, fi rnlw;] rC' upgr;]de, the superv i sor I spoke with to ld 
I have found out th;]t li P h;]s  two leve l s  of "sec u ri ty" me "everyt h i n g  techn ica l  has a l i fespa n"  and I was 
to d i ssuade you from us i ng those i n k  refi l l  k i ts you encouraged to run right out after the ca l l  and buy 
can obta i n  cheap ly. Th" fi rst be ing ;] n i n d i cator for npw i n k  or r i sk  vo i d i ng my pr i nter's warra nty. HP has  
LOW I N K  that can not iJP reset evC'n i f  you do refi l l  put n u merous i n k  rdi l l  bus i nesses u nder l ega l f i re for 
the cartr idge. It a l lows you to pr i nt on ly  so much the i r  cartr idge refi l l i ng  practices c l a i m i ng i t  spC'c i f i -
morc' once the  i n d i c,ltor i s  set off. The low i n k  i n d i - ca l ly defeats t h e  "p l ;l tllwd ohsoll'scerlcP" pol i cy of 
cator Gln be d i sab led ,1 n d  the pr i nter w i l l  conti nue  H P. It 's received attent ion from va r ious mpd i :l  out iets 
to h;]pp i l y  pr i nt. where peop le  p u rchased d i scount brand name i n k  

The second level o f  "spcu rity" i s  t h e  expi red i n k  that W,lS expi rpd and  the i r  pr i nters wou l d  not accept 
message. When you turn on the pr i nter i t  wi l l  give the cartr i dges. A woman in Georgia evpn t r ied to sue 
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H P  over th i s  i ssue.  
There a re two known ways to f ix th is  l ifespan 

i ssue which i n c l ude taking out the pr i nter's onboard 
memory battery (wh ich req u i res d i sassembly  of 
the pr i nter) or m a n i pu l at ion of the pr i nter d r iver 
(wh ich req u i res a good bit of knowledge on how i t's 
wr i tten) .  I nformation is ava i l a b l e  on how to do both 
at  http://const itut iona lcode. b l ogspot.com/2 00S/02/ 
.. cartr idge-exp i rat ion-date-workarounds .htm l .  

I ' m  a n  i ndependent computer tech and  I had 
a c l ient with a n  Epson Photo a l l - i n-one ( I  can 't 
remember the model number offhand)  that was 
approx i mate ly  th ree yea rs o ld .  She c a l led me saying 
that i t  gave a n  error on the d i sp l ay wh ich  read "An 
i nterna l  component has  reached the end of its l i fe." 
When she c a l led Epson they to l d  her that error 
message means it 's t ime to p u rchase a new pr i nter 
and they sta rted suggest ing  the h igh-end super­
expensive model s  wh ich cou ld  be purchased over 
the phone.  I ca l l ed to ver i fy th i s  i nformation and the 
tech I spoke with i n deed admitted that i t's part of thei r 
market ing  strategy that customers a re encou raged 
to pu rchase a new pr i nter every th ree years even If 
the i r  cu rrent one does not have any problems, hence 
the t i med error message. In actu a l i ty the prob lem is 
re la ted to the sponges u nder the ink cartr idges that 
catch the i n k  dr ips wh ich then become satu rated 
wh ich  in turn sets off a sensor. I took a d ry paper 
towe l and fo l ded i t  up  so I cou l d  dab the excess i n k  
from these sponges unt i l I cou l d  d a b  them and n o  
i n k  wou l d  come off on a c lea n  paper towel .  There 
i s  a p rogra m you can down load that

. 
a l lo.ws you to 

reset the i nterna l  page counter  or te l l  I t  to J ust Ignore 
the cou nter a ltogether. It a l so a l lows you to v iew and 
reset the cou nter for the i n k  cartr i dges. I t's ava i l ab le  
a t  http://www. ssc lg.comldown load/sscserve.exe and 
i t's very s imple to use. 

l33tphreak 
This kind of business practice on the part of HP is 

nothing short of shameful. Only consumer pressure 
will force them to stop taking advantage of people 
in this way. 

Opportunity 

Dear 2600: 
H i .  how a re you Do i ng? my name i s  mar ie  A lma­

l eeq, p l ease i want  to  you to  Recover so�e money 
my father l eft in ba n k  here, p lease I S  very I m porta nt 
you get back to me we sha l l  ta l k  on percentage 

Regard 
marie 

How very lucky for us your letter came when it 
did. We are always happy to help people with such 
matters and it seems as if more and more of them 
need our help every day. We are delighted to give 
you our banking information along with all sorts of 
our personal identification items if this will assist 
you to get access to the money which is rightfully 
yours. There s no need to talk about percentages -
we feel its the least we can do and we hope that  
everyone out  there who happens to  get a letter like 
this expends all efforts to help out. We have already 
written to you with an offer to extend a loan for the 
full amount while you wait for your money to be 
released. OUl philosophy is that  if more of us would 
only step up like this, the world would surely be a 
much nicer place. 

Observa tions 

Dear 2600: 
The l ast fou r  t i mes I 've been to the Borders book­

store at the Oakr idge Ma l l  in San J ose, C a l iforn ia ,  
I have fou n d  maga z i nes cover i n g  you r  mags .  I t  i s  
as if  someone doesn't w a n t  a nyone t o  know about 
2600. Not j ust any mags, but ones of s i m i l a r  s i ze, yet 
sl ight ly l a rger so as to not give away that you r  mag 
i s  underneath .  Sad sorry peop le  we h ave to share 
the p l a net with .  

Rob G. 
We've always had our enemies and their methods 

have always been mostly to try and shut us up either 
with threats or by preventing others from reading our 
words. That 's another reason we rely on our readers 
to help make sure this kind of thing doesn 't stand. 
Thanks for being there for us. 

Dear 2600: 
As I a m  s u re you so often hear in you r  l etters, I 

am a long t ime reader and  fi rst t ime writer (I th i n k  . . .  
may h ave sent you someth i n g  years ago). I hope you 
a l l  at  the 2600 offices a re do ing wel l !  

What I a m  wr i t ing about i s  i n  reference to severa l 
t h i ngs that h ave been happen ing  at my school that 
I fi nd tru l y  awesome. For sta rters, I go to lon�wood 
U n ivers i ty in Vi rgi n i a  and  I am a student In the 
Computer Sc ience and  H istory departments (I know, 
odd majors combi ned but they're my tW i n  pass ions  . . .  
a n d  those who d o  not learn from h i story a re doomed 
to repeat i t ! ) .  I a l so h ave q u i te a few friends in other 
departments such as  the Eng l i sh  depa rtment, wh ich  
i s  the focus  of our  fi rst coo l act. 

The Eno l i sh  C l u b  held a "Free Speech Day" on 
campus ,  s�meth i l lg they do every yea r. Th i s  yea r 
though they outd id themselves. They bu rned the 
entire Patriot Act over the cou rse of fou r  hours. I am 
ta l k i ng about the ent i re 6000 page document!  Bit by 
b i t  i t  was fed to the fire as "ban ned" th i ngs were read 
out loud and free speech was exper ienced by a l l .  
What scares m e  though i s  that i t  had t o  take p l ace i n  
t h e  " Free Speech Area" o f  t h e  school (out beh i n d  the 
student u n ion,  a very wel l  trod a rea by most students 
throughout the day).  Apparentl y  in V i rgi n ia ,  schoo l s  
a re req u i red t o  des ignate a "free speech zone" for 
demonstrat ions and the l i ke for "safety pu rposes." 
I must say I do not agree with that .  I fee l  that free 
speech shou l d  be ava i l a b l e  in a l l  a reas but that I S  
not t h e  case. I do take p r i d e  i n  my school though 
beca use they do a l low for a l l  types of free speech a l l  
over campus .  U n less i t  i s  obscene (and that fo l lows 
published gu ide l i nes), then you a re a l lowed to �ost 
i t  on campus;  for free i f  i t  is for a student orga n l �a­
t ion or  for a modest fee that  goes to  the ha rdwork ing 
RAs and student office ass i stants who post them i f  
you a re j ust d o i n g  i t  on you r  own .  But  t h e  burn ing  
of  the Patriot Act  brought out qu ite a few people i n  
support o f  it, and  oppos i t ion that had reasonab le, 
in te l l igent a rguments about it were debated. It was 
i nc red i b l e !  

T h e  second th ing  i s  someth i ng that I myse lf  am a 
part of, and that is the campus rad io  stat ion WMlU 
9 1 . 3  FM (www.wm l u .org). I am ch ief engineer of 
the stat ion a n d  I have successfu l l y ma naged to get 
us webstrea m i ng now! We have a l l  sorts of DJ s and 
f l O  show i s  tu rned down as long as qua l i ty concerns 
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are addressed (and those a re perfunctory such as  
fad i ng correct ly  between songs, news and  weather 
at the r ight t i mes, etc . ) .  We a l so do our own nf'WS 
report ing  wh ich  can be very va ried and in terest ing 
as  i t  goes between nat iona l/i nternat ion a l  i ssues and  
loca l i ssues. We have done  i nterv iews w i th  the pres i ­
d e n t  o f  the u n i versity and  found o u t  a bout pol i cy 
issues on campus and  have he l ped to act on them. 
I am proud to say we a re a most nonpart i san and 
open-mi nded orga n i zat ion,  and when in  doubt we 
let free speech lead the way ! 

We a l so h ave regu l a r  debates by d i fferent groups 
on campus on va r ious top ics such as rel ig ious d iver­
s i ty and the l i ke .  Our  Computer C l u b  (ACM) meets 
as often as we can to d i scuss computer i ssues.  I ' l l  
never forget two years ago when w e  showed severa l 
department dea ns how to i nsta l l  and run L i n u x  on 
the i r  home systems!  I t  was awesome!  I a l so he lped 
to b u i l d  our fi rst and on ly  L i n u x  l a b  so fa r and  
SysAdm i n-ed i t  ( i t's a l so free of state contro l as  i n  i t  
i s  not contro l l ed by the IT department) . 

F i n a l ly. to support 2600 I have added you to 
our  magazi ne select ion at the B a rnes and  Nob le  on 
campus where I work as  a booksel ler. Let me j ust 
say that our computer sect ion a long with the sc i -fil 
fa ntasy sect ion and magaz i nes has to be the best 
orga n ized and stocked I 've seen ' 

Much love to my hacker compatriots and  may we 
be ever free from tyra n ny and  oppress ion ! To quote 
the f ine Vi rgi n i a  motto, "S ic  Semper Tyrra n u s ! "  

LongwoodGeek 
These are great examples of the positive things 

tha t  can go on in a college environment. But while 
the demonstration you described was indeed 
inspiring, the fact tha t  you were required to be in a 
"free speech zon e "  to participate is nothing short of 
outrageous. Ii it was just because the demonstration 
had an open fire, tha t  would he somewhat under­
standable. But from what  you write, it appears tha t  
a n y  demonstration is confined t o  that  one area . Free 
speech is not something to be kept in a cage and the 
very symbolism of such a thing should he enough 
for even the most dim witted to realize it:s a really 
bad idea. \1:JU clearly have to start having demonstra­
tions against the zone itself and in order to do that  
you will have to  have the demonstrations surround 
it. In other words, they need to be held anyplace but 
the zone. If the imposition of "free speech 7ones " 
anywhere in the country was guaran teed to spark 
a dramatic increase in protests against them, we 
don 't doubt that they would all soon be removed. 
If, on the other hand, they're tolera ted for even a 
few years, they will hecome a permanent part of our 
society and people will start to h,·lieve tha t  this is the 
normal way oi Iit(�. 

Good 
'
Iuck on all your other endeavors and 

thanks for the support. 

f ine motor sk i l l s  shou ld  be enough to fix the i r  page 
tear ing woes . 

Check Check 
We hope you can adjust back to the old way. 

We also hope the old way is as good as the original 
old way. 

Dear 2600: 
A few weeks after rea d i ng " Exp lor ing  AT&T's 

Wire less Accou nt Sec u r i ty" in the Wi nter issue I 
was do ing some on l i ne account management at the 
Spr i  nt/Nextel webs ite ( https://sso.spr i ntpcs .com/sso/ 
RegisterForSpr i ntAct ion .do) and noticed that when 
you enter you r  phone number, c l i ck  conti n ue, then 
scro l l  down to "Set U p  Account Management" and 
select " I  a m  the account ho lder," i t  then gives you 
a nother rad io  button option that says "Ask me q ues­
tions that va l i date my i dent ity " Once you select that, 
they d i sp l ay the account ho lder's Soc i a l  Secu rity 
number with a l l  x 's except for the l a st fou r  d igits .  
Hmm, what cou l d  you poss i b l y  do with the l ast fou r  
d igi ts o f  a Soc i a l  Secur i ty number? H o w  about j u st 
verify you r  ident i ty for a nyth ing !  Ta l k  about i n se­
c u re . . .  So I am su re you guys know what can  h a ppen 
next. J ust a heads up for a l l  you Spr int/Nextel u sers ! 

carbon/infowire 
This is about as dumh as a company can gel. We 

haven 't been able to duplicate the 55N question hut 
we've seen a bunch of other.s that  reveal private info 
to anyone who can type your cell phone n umber 
into a website. We've seen everything from names of 
former roommates, past employers, old addresses, 
locations of owned property, and more. All of these 
are given as multiple choice answers but that still 
can give someone enough information to learn more 
ahout you than they ordinarily would. It should be 
pointed out though that all of this information is 
available publicly. just not nearly as easily. 

Dear 2600: 
I don't know but i t  sure i s  fu nny that the f ix for 

Microsoft Notepad's Vers ion S is l3 u i l d2 600.xpsp.  
Thanks  for outsou rc i ng. Keep you r  enem ies c l ose 
and you r  fr iends c loser. 

orPHan 
You may have tha t saying backwards. As for 

Build 2600, we've probably heard about it a t  least  
26()O times now. It's lost the magic. 

Dear 2600: 
I had d d i sturb ing experienc(' at my loca l l3a n k  

o f  America branch th i s  morn i ng. I w a s  m a k i ng a 
cash withdrawa l us ing  my ATM card at a te l ler 
w indow. The te l ler was j u st s i tt i ng  down and was i n  
the process o f  logg ing i nto her workstat ion .  When I 
swi ped my ca rrl, the card reader d i dn 't prompt me 
for my PIN as it usua l l y  does. I to l d  the te l ler t h i s, and 
s l", asked me to swipe the card aga i n .  I d id so. but 

Dear 2600: sti l l  no prompt. I to ld  the te l lpr my card sti l l  hadn 't 
After read ing  the  com p l a i nts and a l l eged i ssues been reac! .  "Actua l ly it has," she sa id ,  and asked me 

others have been having with the new b i n d i ng, for the amount to withdraw. So I s igned for my $20 
I wou ld  l i k(' to  say  how p l eased I am wi th  i t .  The i n  quarters, but never entc'red my P I N .  In look ing a t  
magaz ine  now stacks  n i ce ly  on my she lves ,md  the my tra nsact ion recei pt on the way out ,  I noti ced thdt 
covers can hand le  the abuse that I d ish out to them. my ba la nce was way off. E i ther someone had ra ided 
With the o ld  b i n d i n g  occas iona l ly the cover wou l d  m y  account or I W ,l S  about t o  ra id  someone e l se's. 
tea r at the sta p l es and I wou l d  h ave to resort to I brought this to  the attent ion of the manager. l ie 
Scotch Tape to keep the cover con nected to the rest than ked me for he ing honest, he lped the te l l er put 
of the magaz i ne.  At any rate, some work on one's the money back i nto the other person's accou nt, and  
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debited mv own for the cash I had been i ssued.  
W h i l e  

'
there was obv ious ly  some degree of error 

on the tel ler's part for not verify i ng my i n fo before 
she gave me the funds, the rea l i ssue (to me) is that a 
customer's account i nfo had persi sted and remamed 
access i b l e  at a term i n a l  even when an associ ate was 
not logged i n .  I sent a form message to a n  a nony­
mous B a n k  of America customer serv ice "person,"  
but I can 't seem to f ind ema i l s  for IT  personne l .  You 
don't happen to have any, do you ?  I wou l d  be very 
i nterested to hear what steps a re be ing taken to f ix 
th is .  We're to l d  often enough that our  fi nanc i a l  i nfo 
i s  v u l nerab le  to "hackers/' but more often than not, 
i t's r ight out there i n  the open . H a rr ied, scattered 
employees don't he lp  the s i tuat ion e i ther. Lucky for 
the guy who on ly  had 60 bucks i n  h i s  account that 
I 'm an  honest person .  

J 
We suspect after this letter is printed, it'll wind 

up in the hands of the right people at the bank. 
Speaking up on this likely has done a lot of good and 
hopefully protected all .sorts of people in the future. 

Dear 2600: 
Have you seen those obnoxiou� TV commerci.a l s  

for FreeCred i tReport .com? They smg a n  a n noymg 
song that a l ways ends with them say i ng somethmg 
l i ke " I t's a l l  because some hacker sto le  my i dent i ty. 
Now I ' m  i n  here every even i ng, serv i ng chowder 
and i ced tea ." Wel l ,  I have com p i l ed a more factua l  
parody of  that l i ne i n  the i r  l i tt le  song :  " I t's a l l  because 
of my c l ue less stup id i ty. I gave my persona l l nforma­
t ion to a N iger i an  ema i l  that s i m p l y  asked for my 
ident i ty." 

Jeff 

Dear 2600: 
Recent advances in L i n u x  and Apple ass have 

freed cel l u l a r  data cards from Wind iz .  Propr ietary 
connect ion manager software is not needed to 
access I nternet thru A l l te l ,  Ver izon,  Spr i nt, or AT&T. 
Now you can  have a cont i n uous I nternet connect ion 
on h ighways without secur i ty r i sks of propr ieta ry 
softwa re, dr ivers, a n d  Wind iz  to connect. 

To con nect my S ierra AC8 75 a i rca rd through 
AT& T in L i n ux, Kubu ntu req u i red less tha n two 
m i n utes as fo l l ows: sta rt kppp and sel ect configure 
mode name con nect ion WWAN,  name modem 875 
for S i� rra AC875 modem, set port /dev/ttyusbO, set 
phone n u mber *99# ,  name password frog, name 
UID pond.  C l i ck connect button .  Every UID and  
password tr ied to  date has worked . Opt ions I n  m l sc 
tab of kppp configurat ion a ! low one c l i ck  connect at 
each boot. Th i s  has  worked s i nce U b u ntu 7 .04 .  7 . 1 0 
Kubu ntu does the job  faster than  W i n d i z  and  never 
needs connect ion repa i rs .  . 

If you a re us i ng  a d i stro with less ease
. 
of fi rst 

connect ion ,  another source for mformat lon on 
connect ing  non-Wi nd iz  computers a re ma kers of 
" 3 G  routers" that a re com b i n at ion routers, w i re­
less access po ints, a n d  data card hosts. Many or a l l  
r u n  L i n u x .  3gstore.com has a l i st o f  cu rrent models 
with ca rds and  cel l u l a r  ca rriers supported.  h n ux­
quest ions .org has  more data card connect ion i nfo 
without commerc i a l  b i a s .  

Er ic  Lee E l l iott 

Letter Feedback 

Dear 2600: 
I noti ced a couple of references to scam 

spam in you r  dec la rat ions sect ion of 2 4 :4 ,  I 
thought my fe l l ow readers may be i nterested i n  
http ://4 1 9eater. com, a web com m u n i ty dedicated to 
mak ing  l i fe awkward for I nternet scammers, to wa.ste 
the i r  t ime and  energy, and  to stop scam ema i l s  bei ng 
such an  easy r ide.  

We cover a l l  types of scams from " 4 1 9" advance 
fee scams, through I nternet br ide scams, fake lottery 
scams, pet sa le  scams, fa ke cons ign ment sc�ms, 
fa ke j ob/check scams, h i tman scams (as  deScr i bed 
be low), etc . 

You r  correspondent with  the F B I  con nect ion 
need not be concerned . They know noth i n g  about 
h i m, t h i s  i s  a bog-sta ndard h itman scam, and the F B I  
con nect ion was pure l u c k .  The same ema i l  warns 
h i m  off contact ing  I nterpo l ,  the po l i ce, etc . I n deed, 
we see a lot of s i m i  lar absol ute p i ff le from addresses 
such as  "TheFB I - l nterpo I 2 9 @yahoo. com " !  

There's a strong chance t h e  ema i l  came v i a  
G m a i l  but i f v i a  Hotma i l  o r Yahoo, t h e  or ig i n a l  send­
er's J P ' i s  in the headers, and a q u i c k  check wi l l  75 
percent l i ke ly  show the ema i l  to be from N i geri

.
a or 

her ne ighbors. (Russ ia  i s  a l so on the r i se, espeC i a l l y  
for l ove scams, and nowhere i s  i m m u ne . )  The scam 
i s  a p u re n u m bers one.  Enough threats get some few 
(gen u i ne ly  terrif ied) responses, the " h i tman" o�ers to 
let them off i f  they can f ind $x, OOO etc . The h , tman 
wi l l  never te l l  you who or why they h ave a h i t  out on 
you, but w i l l  tel l you about  the i r  crack team who a re 
tra i l i ng you and  the on ly  reason you/your  fa m i l y  a re 
sti l l  a l ive is through you r  scammer's k i nd ness b l a h  
b l a h .  

Very nasty people w i t h  no remorse run these 
scams wh i l st s u i c ides and  bankruptcy a re frequent ly 
the e�d resu l t . These leeches w i l l  keep dema n d i n g  
"fees/

, 
etc . u nt i l t h e  v i c t i m  i s  on t h e  streets or dead. 

Th i s  i s  where the forums at 4 1 geater.com welcome 
part i c i pat ion .  B r i ng  your  tec h n i c a l  s k i l l s ,  a b i t  of 
t i me, a sense of h u mor, a n d  a w i l l  to s low th�se 
peop le  up a n d  ra i se awareness .

. 
No  DDOS- I n g  

a l lowed, no i n nocent th i rd part ies I nvo lved, come 
and read the forums for a week or two to get a fee l i f  
i t's for you or not. I f  i t  i s ,  you can get a mentor or J ust 
go for i t  you rself. On the whole, a lot of tech n i c a l l y  
l i terate peop le, some fi rst rate creative writers, lots 
of co l l aborat ion ,  and lots of sto len/i l l ega l use bank  
accou nts gett ing  shut dow n .  P lease come a n.d j o i n  
i n !  I f  a n  i nte l l i gent 2600 reader c a n  b e  worr ied by 
some of these scams, th i n k  how m a ny others we can 
he lp .  

Cliff 

Dear 2600: 
A reader by the name of Togeta wrote a letter 

l ast i ssue (24 :4 )  descri b i n g  an a i l -tao-common 
encou nter. Stay i ng at a hote l ,  he noti ced that the 
hote l 's w i re less router was configu red with the 
defa u lt username and password. He went on to say 
that he cons idered wa rn i ng the recept ion i st, but 
d i d n 't bother beca use "he wou ld  have b lown me off 
a n d  he probab ly  wou l d  have ca l led the cops and  
sa id  I was  hack ing  i nto the i r  network." . 

I apologize for being harsh ,  but the one thmg I 
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can 't sta nd is th i s  k i n d  of adolescent, knee-jerk reac­
t ion i sm .  Togeta d i d n 't even try i nform i ng the recep­
t ion i st. I n stead, he chose to do exact ly  the th i ng 
he thought the recept ion i st wou l d  do: stereotype. 
Togeta compl a i ns that the po l i ce and the computer 
i l l i terate p u b l i c  a re wrong for stereotyp ing hackers. 
Rightly so. But  he's doing the very same th i ng he 
despi ses by assum i ng the recept ion i st wou l d  over­
react and get h i m  in troub le  with the l aw. 

Us hackers may be the v ict im of prej ud ice more 
than we l i ke .  But  do ing the same i n  k i n d  won't do 
a nyth i ng to stop the cyc le .  Let's can  the stereotyp ing 
and be the rationa l l y  m i nded peop le  we l i ke to  th i n k  
o f  ou rselves as .  

hAshedmAn 
Excellent point. Jumping to conclusions seems to 

be a trait we 're all guilty of exhibiting at times. 

Dear 2600: 
I 'm an  attorney in C a l iforn i a  and (was) a long 

t ime reader of 2600. I 'm a l so the l awyer who sued 
Jack  McC le l l a n  for the c iv i l restra i n i ng order. I notice 
McC l e l l a n  was ment ioned aga i n  i n  24 :4 .  You r  facts 
are wrong. 

I sent you a n  ema i l  through the s i te some t ime 
ago upon fi rst see ing h im ment ioned i n  2600. There 
was never a response. Maybe i t  got b lown off. What­
ever. E ither way, I am so sick of see ing  m i s i nforma­
t ion about the case. I t  has  defi n i te ly  j i lted my fa ith in 
your journa l ist ic i ndependence. 

As a n  as ide, you obv ious ly  have no idea what 
the h e l l  McC le l l a n  and  his "supporters" h ave done 
with respect to ta rget i ng  my k id .  Bu t, I guess that 
wou ldn 't fit neat ly  i nto pu rported ly  tra m p l i ng h i s  
free speech r ights .  

What a bunch of b u l l sh it .  Next t ime you attempt 
journa l i sm, ask  a few quest ions .  

Tony Zinnanti 
First off, it was hardly an attempt a t  journalism. 

It was an opinion and not an unreasonable one. You 
can 't have someone imprisoned who hasn 't actually 
committed a crime. If this guy did something that  
can be defined as a crime, then there shouldn't be a 
problem with having him prosecuted. But the issue in 
this particular case, which is how it's been presented 
from the beginning, is that  it :, not possible to charge 
him because he simply hasn 't done anything other 
than make a lot of people very uncomfortable. We 
don 't doubt tha t  he enjoys the attention. And we 
don 't for a minute wish to minimize the hell and 
discomfort you 've had to go through as a result but 
our position stands on not believing that  there are 
shortcuts to justice. 

We found your original letter which was sent to 
our webmaster account hence it never made it to 
the editorial department. We are indeed interested in 
how such investigations work and what  kind of infor­
ma tion is discovered about the net in the process, 
regardless of how we feel about the way the case 
should be handled. Our readers would certainly 
benefit from this knowledge. In any event, we hope 
you eventually find justice. 

Now we will await Mr. McClella n 's response as 
he is no doubt also a reader. How we seem to get 
involved in every controversial issue under the sun 
is beyond us. 

Dear 2600: 
In response to Br i an  the F i st, i ssue 24 :4 :  You r  

l etter caught my eye s i nce I a m  a n  employee of 
Rockwe l l  Col l i ns .  S i nce you weren 't a b l e  to record 
the part n u mber, it 's ha rd to say wh ich  system you 
were us ing  but I i magi ne i t  was one of the TES (Tota l 
Enterta i n ment System) products. Do a web search 
for "rockwe l l  co l l i n s  TES" for more i nformat ion .  
Note that there a re a few va r iat ions of th i s  product 
(eTES, dTES) p l us a few other "Ca b i n  E l ectron ics" 
products. 

Of cou rse, I can not give out any tec h n i c a l  i nfor­
mat ion that is not pub l i c l y  ava i l a b l e  ( rockwel l co l ­
l i ns .com) and  I ' m  not  i nt imate l y  fam i l i a r  w i th  the  
cab in  systems, but to  my knowledge i t's highly 
u n l i ke ly  that the enterta i n ment system is con nected 
to the rest of the a i rc raft's (f l ight) systems in any way, 
as ide maybe from d iagnostic report i ng.  Even so, I 'd 
certa i n l y  be i n terested to see what c u r ious  passen­
gers ca n/can 't do with these devices. 

I f  a nyone happens to d i scover any weaknesses/ 
flaws/anoma l ies in these products, p lease write i n  
and/or send m e  an  ema i l  (thokug@gma i l .com) .  

Cheers! 
"Thok" 

Dear 2600: 
In you r l ast i ssue, someone wrote in com p la i n i ng 

that he began gett ing cred it  card offers u nder the 
name he used to subscr ibe to your period i ca l .  I t h i n k  
I can offer a reason . PayPa I  seems t o  have gotten i nto 
bed with DoubleC l i c k .  I 've been to l d  that some l i n ks 
from the Pay Pa I  s i te actua l l y f i l ter through a Double­
C l ick  U R L .  I do f ind that if  you go past the PayPa I  
home page, say t o  Merchant Servi ces, NoScr ipt does 
l i st DoubleC l ick .  Tha n ks for you r  t ime and for a l l  
you r  fa ntast ic work. 

Paul 

Sad News 

Dear 2600: 
I am wr i t ing i nto 2600 Magazine today to 

remember someone who was a very dear fr iend to 
many in the Ca nad ian  hack ing and  ph rea k ing  scene. 
Th i s  gent leman wrote count less p h i les for Hack 
Canada, Nettwerked, and K- I ine Magazine. He was 
a l ways someone peop le  fe l t  at ease being around 
beca use of h is  fun, la id back nature, and  great sense 
of h u mor. Many phone phreaks and hackers i n  our  
c i rc les l i ked Ph lux  beca use of  h i s  insane ly  cool 
phone phrea k i ng projects and a rt i c l es .  On February 
2 nd, 2 008, at a rou nd 2 :45 pm MST, P h l u x  passed 
away. He was a h uge fa n of 2600 Magazine, and 
I hope that i n  the after l ife he's look ing down at us ,  
encouragi ng us to  keep on exp lor ing and  push i ng 
the boundar ies of techno logy l i ke he d i d .  He w i l l  
b e  m i ssed . 

The Clone 
We're very sorry to hear this terrible news.  Our 

thoughts are with his friends and family. As a sad 
coincidence, an article submitted by Phlux is running 
in this issue. We do know he was pleased that  it was 
going to be printed and that  he told a bunch of 
people about it. The article appears on page .3 I .  
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Vol P  securi ty is a grow i ng f ie l d .  I n  a prev ious 
a rt ic le, I gave a br ief overv iew of some attacks on 
Vol P  systems.  In this a rt i c le, we' l l  take a look at a 
spec if ic p i ece of software that a l l ows c a l l s  from a 
Snom I P  phone to be i n i t i ated remote ly  us ing  a n  
add-on for M i c rosoft Out look.  

For the tec h n i q ues descri bed i n  th is  a rt ic le, 
you ' l l  need fou r  th i ngs: access to a network 
which uses Snom IP phones, IP phones with the 
http server enab led (wh ich i s  the defa u l t  sett i ng),  
M ic rosoft Out look, and Snom Outlook add- i n .  
You c a n  dow n l oad t h e  add- i n  from h t t p : / / www . 

� s n om . c om / down l o a d ! s h a r e ! s n om - Ou t l o o k ­

-Add i n . z i p .  You can a l so f i n d  some screenshots 
and configu rat ion gu ide l i nes at h t Lp : 1 I w i k i . 

- snom . c om / Ou t ]  oo k_Add_ I n .  I d i d  m y  tests on 
Mic rosoft Out look  2 003,  but I h ave every reason 
to be l ieve the 2 00 7  edit ion wou l d  a l so work.  

Snom i s  a German man ufactu rer of bus i ness 
IP phones.  The Snom Outlook add- i n  a l lows users 
to ca l l  contacts from Out look u s i n g  the i r  phones.  
Pretty s i mp le,  r ight?  Wel l ,  t h e  way i t  does t h i s  i s  
b y  send i ng a spec i a l l y-crafted http request t o  the 
b u i l t- i n  http server on the phone itself. The on ly  
authent icat ion tha t  i s  used to  determ ine  tha t  the 
Out look user i s  the actua l  user of that phone 
is  that you i nput  the IP address of the phone 
i nto the configurat ion screen in Outlook. N i ce, 
r ight?  I t  i m p l ements the remote ca l l  i n i t iat ion by 
send i ng a s imp le  G ET request l i ke GET / i n dex . 

- h t m '? numbcr 1 2 "3 4 5 6 7 8 9 0 .  So, i f  you can craft 
an HTTP G ET req uest, then you can th i n k  of a l l  
sorts of much more effic ient ways t o  use th i s  
featu re, but  aga i n  people,  explore, don ' t  destroy 
m m m m kay. 

The obvious h i l ar i ty ensues i f  I s i t  on a network 
where I know Snom phones ex i st in the IP add ress 
ra nge of 1 0 . 1 0 . 1 0 .0/2 4 .  Then, I can p ick  an I P  
address i n  that ra nge and enter i t  i nto the configu­
rat ion screen shown bel ow. The defa u l t web server 
port i s  of cou rse 80, but maybe you use some 
other port for HTTP; i t  so, j ust cha nge the sett ing .  
Th i s  does not  work us ing HTTPS .  Once config­
u red, I select a contact from my Out look  contacts 
and c l ick  on "Ca l l  Contact" from the new menu 
which the Snom add-on created. Once that button 
i s  c l i cked a ca l l  i s  i n i t i ated to the n u m ber stored 
for

'
that ()ut look cont,Kt from the I P  phone at the 

address configured. S i nce no author izat ion is 
i m p l emented, the ca l l  goes througb as long as the 
IP address i s  va l i d .  

Suppose uses a Snom 
Maybe Bob j u st happens to know that the I P  
address of h i s  CEO i s  1 0 . 1 0 . 1 0 .8 .  I f  not, Bob has 
the opt ion of ru n n i ng a qu ick nmap scan; he m ight 
get back i nformation l i ke the fo l l ow i ng:  
C : \ >nmap 1 0 . 1 0 . 1 0 . 0 / 2 1  
I n t e r e s t i ng pc) r t s  on J i m - s n om . 

mycompany . n e t  ( l O . 1 0 . l O . l I 0 ) : 
N o t  ::.:how n : 1 6 7 8  c l o s e d  p o r t s  

POR'!' S'I'A'I'I': SERV I C E  

3 0 / t ep o p e n  h t tp 

4 4 3 1 t cp open tl t tp s  

B o b  now knows that J i m  t h e  sa les-weasel has 
a n  I P  address of 1 0 . 1 0 . 1 0 . 1 1 0. Bob pops the I P  
address of J i m ' s  phone i nto the add- in  and has i t  
ca l l  ra ndom customers or ,  even better, ra ndom 
i rate customers. 

Here ' s  the i mpact: when Bob c l i cks on "Ca l l  
Contact" from the Out look menu,  three th i ngs 
happen.  F i rst, J i m ' s  phone r ings .  Second, the 
n u m ber for the selected Out look contact r i ngs-­
even if J i m  doesn ' t  p ick  up h i s  phone.  If the ca l led 
pa rty p icks u p  fi rst, the ca l l  i s  sti l l  connected to 
J i m ' s  phone.  Th i rd, a webpage pops up on Bob ' s  
l aptop that d i sp lays t h e  status o f  J i m ' s  phone.  
The webpage opens i n dependent ly from the ca l l  
bei ng completed; a s  long a s  the HTTP request 
goes through to the phone, a web page pops u p .

, Now, perhaps you ' re wonder i ng if th i s  p iece ot 
software is rea l ly necessary. Of cou rse i t ' s  not.  
Bob can j u st d S  eas i l y  log i n  to the phone itself v i a  
http ://< ip  "ddress> "nd p l ug i n  the  phone  n u mber 
to ca l l  m a n u a l l y. A l ternate ly, Bob can j ust craft the 
req uest and  send that off. Aga i n, there a re lots of 
poss i b i l i t ies .  

When the ca l l  i s  p l aced, J i m ' s  phone ri ngs; 
when hp a n swers, the c,, 1 1  i s  connected to what­
ever contact Hob c l i cked on. I he resu l t ing  conver­
sat ions can be i nterest ing :  
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Al ice: " H e l lo ."  
J i m :  " H e l lo ."  
( This goes back and forth a few times before 

Alice checks her caller 10 to see wha t  crackhead 
she 's talking to. ) 

A l i ce :  "Oh,  J i m, i t ' s  you .  H i ,  I ' m  g lad you 
c a l l ed; I ' ve got some b i l l i ng issues that need to be 
c leared up ."  

J i m :  "Okay, h appy to he lp, but I ' m  a b i t  
confused . You ca l led me." 

A l ice:  "Hang  on a sec J i m, let me get my b i l l ,  
b u t  no, you ca l led me." 

And,  of cou rse, h i l a rity ensues.  
There a re of cou rse some l i m itat ions and 

other caveats to th is .  I f  the S IP account  t ied to the 
phone has  account codes or to l l  barr ing enab led 
on it, then ca l l s  may not complete. Another good 
examp le  i s  to ca l l  a 1 -900 n u mber or any IVR 
system.  Su ppose that you h ave J i m ' s  phone ca l l  
(888) 4 2 3 -872 6 .  Th i s  i s  the support n u mber for 
Adtran,  a wel l known te l co equ i p ment vendor, 
where an IVR system automatica l l y  a n swers the 
ca l l .  J i m ' s  phone does n ' t  even r i ng; i t  j ust sudden ly  
starts ta l k i n g  to  h im .  Aga i n, h i l ar i ty ensues.  As  
long as the n u mber d i a l ed i s  with i n  the a l lowed 
d i a l  p l a n  for the phone, the ca l l  complete-be it 
the recept ion i st at the front desk, 9 1 1 ,  whatever. 
I ' m  goi n g  to stop g iv ing  you ideas now. 

Another i nterest i ng way to ut i l ize t h i s  is i n  
conj unct ion w i t h  t h e  Snom D N D  or " D o  Not 

by Andreas Rietzler 
Andreas. Rietzler@uni-konstanz.de 

"It remains easy for criminals to a void detec­
tion through fairly simple means; for example, 
mobile phone cards can be purchased from foreign 
providers and frequently switched. The result 
would be tha t  a vast  effort is made with little more 
effect on criminals and terrorists than to slightly 
irritate them. Activities like these are unlikely to 
boost citizens ' confidence in the EU's ability to 
deliver solutions to their demand for protection 
against serious crime and terrorism. " 

-Hei  nz K iefer, pres ident of Eu rocop, the Eu ro­
pean Confederat ion of Po l i ce, about the va lue  of 
the new d i rect ive on data retent ion 

D i sturb" feature. I f  a phone has  the D N D  feature 
activated, ca l l s  w i l l  i m mediate ly  go to vo icema i l .  
Now, suppose that Bob sets up  h i s  voicema i l  with 
a n  outgo ing  message that ' s  0 seconds i n  length .  
When a ca l l  goes to voicema i l ,  a l l  the c a l ler  wi l l  
hear i s  a short beep before i t  begi ns  record i ng .  So, 
i f  Bob sets h i s  phone i nto D N D  mode then has J i m  
ca l l  t h e  phone, i t  i m mediately goes t o  voicem a i l  
and  beg i n s  record i ng a nyth i ng J i m  says us i ng the 
speakerphone b u i l t  i nto the casing of the Snom 
phone.  I n  th is way, Bob can record anyth i ng that 
J im says.  The only i n d icat ion of th is  i s  a short beep 
before the voicem a i l  beg ins  record i ng. Th i s  i s, of 
cou rse, j ust one opt ion .  Creative t h i n kers w i l l  a l so 
imag ine what happens when J i m ' s  phone is set to 
ca l l  a rotary group p i lot n u m ber. 

Th i s  type of remote ca l l  i n i t iat ion i s n ' t  a nyt h i ng 
new. There are a n u m ber ofVo l P  phones with  HTTP 
servers b u i l t  in which a l low you to d i a l  from you r  
phone ' s  web page. You can d o  a l l  sorts o f  creative 
th i ngs with  t h i s, but  t h i s  is s imp ly  one exa mp le  
where a p iece of  software can enterta i n  and  a n noy 
with poi nt-and-c l ick  ease. As many readers wi l l  
i m med iate ly  rea l i ze, the s i m p l i c i ty of i n i t iat ing 
ca l l s v i a  a bas ic  HTTP G ET req uest a l so mea ns  
th i s  setup i s  v u l nerab le  to  scr ipt i ng; a s i m p l e  she l l 
scri pt to l oop th rough sub net ra nges i n i t iat i ng ca l l s  
wou l d  b e  a re lat ive ly stra ightforwa rd task .  I ' m  not 
go ing  to show it  here, but I h ave verif ied that i t  
works j u st fi ne .  

t ion device a n d  the locat ion of mob i l e  com m u n i ­
cat ion equ i pment from now on .  T h e  sta rt date of 
these req u i rements varies from state to state, from 
September 2007 to March 2 009. The data wi l l  be 
be reta i ned for a period of between s i x  months 
and  two years, depend i n g  on the member state, 
and wi l l  be ava i l ab le  to nat ion a l  author it ies i n  
spec if ic cases, "for t h e  pu rpose o f  t h e  i nvest iga­
t ion,  detect ion and  prosecut ion of ser ious cr i me, 
as defi ned by each Member State in its nat iona l 
l aw." Beca use every S i ng le EU c i t izen is affected, 
th i s  law creates a grou nd less genera l susp ic ion 
of  each i nd iv idua l  a n d  the d i sgracefu l end of the 
presu mption of i n nocence. 

Pol itical background 
Proposa l s  for regu lat ions for E U -wide data 

I t  has al ready begun retent ion bega n to  be consi dered short l y  after 

In Spr ing 2 006, EU member states voted to 9/1 1 ,  but a concrete proposa l by the Cou n c i l  of 

req u i re that com m u n icat ions prov iders must reta i n  t h e  Europea n U n ion was not drafted unt i l March  

com m u n icat ion data  to  trace and ident ify the  2004, after the Madr id bombi ngs. 

source and the dest i n at ion of a com m u n icat ion;  The reason for the new Eu ropea n nat ional  

to ident ify the date, t ime, durat ion and  the type of l aws on data retent ion today is  the E U  D i rective 

a com m u n i cat ion;  and to ident ify the com m u n ica- 2 006/2 4/EC on "the retent ion of data generated 
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or processed i n  con nect ion with the prov I s ion  
of  pub l i c l y  ava i l ab le  e lectron ic  com m u n i cat ions 
serv ices or of p u b l i c  comm u n i cat ions networks 
and amend i n g  D i rective 2 002/58/EC," which was 
form a l ly  adopted in March 2 006 by the Eu ropea n 
Pa r l i a ment. The d i rective req u i res Member States 
to ensure ad herence to the measu res l i sted above. 

I re l and  i n st i tuted proceed i ngs aga i n st the 
d i rective in J u l y  2 006, a rgu i n g  that the E u ropea n 
Par l i ament had no lega l author i ty to adopt i t .  I f  
I re l and  i s  r ight, then the d i rective w i l l  be dec la red 
i nva l id because of lack of j u r i sd ict ion of the Euro­
pea n Pa r l i a ment. The Eu ropean Court of Just ice 
i s  expected to pass j udgment on this issue i n  the 
midd le  of 2 008 .  You cou ld  pin you r  hopes on th i s  
su it, but  there sti l l  i s  a catch :  i f  a member state 
passed a law to fu l fi l l  the d i rective before the case 
i s  adj ud i cated, that law w i l l  rem a i n  even if the 
d i rective i s  dec la red i nva l i d .  

Survei l lance 2 .0  
T h e  D i rective req u i res t h e  retent ion o f  data i n  

t h e  fo l l ow i n g  categories, a m o n g  others: 
Subscriber I nformation: Su bscri ber deta i l s  

re lat ing t o  t h e  person, such as the i r  name, date of 
b i rth,  i nsta l l at ion and  b i l l i ng addresses, payment 
methods, account  or credi t  card deta i ls .  Contact 
i nformation (that is ,  i nformation held about the 
subscri ber but not verif ied by the CSP) such as 
the user ' s  te lephone n u m ber and  ema i l  address. 
Ident ity of services subscri bed to ( i nforma­
t ion determi ned by the comm u n i cat ion service 
prov ider) . Customer reference or account number. 
A l i st of te lephony serv ices su bscr ibed to: te le­
phone n u m ber(s), I M E I ,  I M S I (s ) .  For ema i l , ema i l  
add ress(es), I P  a t  regi strat ion .  For i n stant messaging :  
i nternet messag ing hand le, IP  at regi strat ion .  For  a 
d i a l u p  I SP :  log- i n ,  C L I  at regi strat ion ( i f  kept) . For 
an a l ways-on I S P :  u n ique ident if iers, MAC address 
(if kept), ADSL end poi nts, IP tunne l  address. 

Telephony Data: A l l  n u m bers assoc iated with 
each c a l l ,  such as the phys ica l ,  presentat iona l ,  
and network-ass igned C L I ,  D N I , IMS I ,  I M E I ,  and 
excha nge or d ivert n u mbers. The date and t ime of 
the sta rt of ca l l ,  the durat ion of ca l l  or the date 
and t ime of end of ca l l .  The type of ca l l  i f  ava i l ­
ab le .  Locat ion data at sta rt and/or end of ca l l ,  i n  
the form o f  a lat i tude and  longitude reference. Ce l l  
s i te data from t ime cel l ceases to be used . IMS I/  
M S I S D N/I M E I  mappi ngs. For  G P RS and 3 G ,  the 
date and  t ime of  the connect ion, IMS I ,  IP  address 
ass igned. Any mob i l e  data excha nged with foreign 
operators .  IMSI  and  M S I S D N ,  sets of GSM tri p les, 
sets of 3G q u i ntup les, g l oba l t i t les of equ i pment 
com m u n icat ing with or  about the subscr iber. Data 
on cha nge of locat ion of mob i l e  eq u i pment.  Th i s  
can  be rel ated or u n re l ated to  the com m u n ica­
t ion,  or it can be at a l l  t i mes that the apparatus i s  
switched on,  based on nat ion a l  req u i rements. Th i s  
m ight be on a period ic  bas i s .  (Vodafone records 
th i s  data hour ly. )  

SMS, EMS and MMS Data: Ca l l i ng  n u mber and 
IME I ,  ca l led n u mber and IME I ,  date and  t ime of 
send i ng.  Del ivery recei pt, i f  ava i l ab le .  Locat ion 

data when messages sent and  rece ived, i n  form of 
a l at i tude and longitude reference. 

Email  Data: Log-on i nformat ion :  a uthentica­
t ion user name, date and  t ime of log- i n  and  log-off, 
I P  address logged- in  from.  Sent ema i l :  a uthent ica­
t ion user n ame, from, to, and  cc ema i l  addresses, 
date and t ime sent. Received ema i l :  a uthent icat ion 
user na me, from and to ema i l  add resses, date and 
t ime received . 

Spurious arguments and human rights 
As you can i magi ne, the m a i n  argument for 

data retent ion is that it is necessary to com bat 
terror i sm.  I t  i s  a l so a rgued to be in the i nterest of 
nat iona l  secur ity, pub I ic safety and  the combat 
aga i nst organ i zed crime. H owever, data reten­
t ion c lear ly  can not prevent any terror i st attacks .  I t  
i s  a n  i nvasion of  pr ivacy and  a d i sproport ionate 
response to the threat of terror i sm.  I t  i nterferes 
with  human  r ights wh ich  are guaranteed by the 
E u ropean Convention on H u m a n  R ights ( E C H R) 
such as Art ic le  8, The R ight to Respect for Pr ivate 
L i fe a n d  Correspondence, and Art ic le  1 0, Freedom 
of Express ion .  

Art i c le  1 0  of  the E C H R  guarantees the r ight 
to freedom of express ion,  i n c l u d i ng the freedom 
to hold op in ions and to receive and i mpart i nfor­
mat ion and ideas without i nterference by pub l ic  
author i t ies .  For  Art ic le  1 0  to afford effective protec­
t ion ,  i n d i rect obstruct ions of freedom of expres­
s ion must fa l l  with i n  i ts scope if they typ ica l ly 
and  c lear ly  h i nder the free exchange of op in ions  
and  facts. Data  retent ion has th i s  h i nder ing  effect. 
F i rst, reta i n ing  a l l  traffic data about the popu la ­
t ion ' s  com m u n i cat ions wou l d  h ave a d i sturb i n g  
effect on t h e  free express ion o f  i nformation and 
ideas  as  descri bed above. Second, i f  the state does 
not fu l l y  compensate the affected te l ecommun ica­
t ions compa n i es, pr ices for the i r  services w i l l  r i se 
and formerly free serv ices may cease to be offered, 
thus decreas i ng the amount of i nformation peop le  
can afford to c i rcu late. Therefore, the d i rective 
on data retent ion i nterferes with the freedom of 
express ion .  

Art ic le  8 of  the E C H R  guarantees respect for 
a person ' s  pr ivate l i fe and  correspondence. I n  
its j u r i sprudence, the Eu ropean Court o f  Human  
R ights has repeated ly he ld  tha t  the meter ing of 
traff ic data without the consent of the subscr iber 
const i tutes i nterference to this respect for pr ivate 
l i fe and correspondence. Data retent ion may a l so 
be abused by the po l i ce to mon i tor the act iv it ies 
of a ny group which may come i nto confl i ct wi th  
the state, i nc l u d i ng those engaged i n  leg i t imate 
protests. Moreover, data retent ion g ives the state 
excessive power to mon itor the l ives of i nd iv idua l  
c i t i zens .  And who contro l s  the surve i l l ance? The 
d i rect ive gives no answer to that i m porta nt ques­
t ion .  Therefore, the d i rective on data retent ion a l so 
i nterferes with the r ight to respect for pr ivate l i fe . 

Lega l experts a l so see i n terference with 
Protocol 1 of the EC H R, wh ich dea l s  with protec­
t ion of pr ivate property, beca use the data retent ion 
d i rect ive i s  a n  i m proper i nvas ion i n  the r ights of the 
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telecom m u n i cat ions compan i es guara nteed u nder 
Protoco l 1 i f  the government does not compensate 
the i r  costs. One must not forget that com p u l sory 
data retent ion wou l d  i m pose f inanc ia l  burdens not 
o n l y  on serv ice prov iders and telephone compa­
n ies but a l so on a l l  compan ies and other orga n iza­
t ions wh ich  wou l d  need to reta i n  records of traff ic 
pass ing  through their switchboards and servers, 
and that i t  wou l d  thus  resu l t  i n  a loss  of profits. 
And, i n  the end, consu mers w i l l  h ave to pay for 
t h i s  loss. 

The German Federa l Cr i m i n a l  Office ca lcu­
l ated tha t  the rate of  solved cr i mes wi l l  o n l y  r i se 
by 0 .006 percent at best by u s i ng reta i ned data. 
That i m p l ies that the va l u e  of data retent ion for 
combat ing  cr ime and  the associ ated arguments 
rema i n  dubious .  

Data retention in  the US 
I n  March 2 006, t h e  N S A  was accused of 

approach ing  th ree l a n d- l i ne  phone compan ies i n  
t h e  U S  a n d  co l l ect ing traff ic data on m i l l ions  of 
te lephone com m u n i cat ions for the pu rpose of data 
m i n i ng.  Amazon and Goog le  a re known to reta i n  
extens ive data o n  customer t ra nsact ions,  searches, 
and other transact ions .  By  u s i ng a Nat iona l  Secu­
r i ty Letter ( N S L) ,  the FB I  and  other  federa l agenc ies  
can obta i n  access to th is  i nformat ion.  Use of these 
NSLs  was great ly expa nded by the U SA PATR IOT 
act. N S Ls a l so a l low the F B I  to search te lephone, 
ema i l ,  and fi nanc ia l  records without a court order 
and without  any j ud i c i a l  overs ight .  

Approx imate l y  ten weeks after the E U  d i rec­
tive on data retent ion was adopted, the US DepiHt­
ment of J ustice bega n ask ing i nternet compa n i es 
to reta i n  data on the web su rf ing act iv i t ies of the i r  
customers, so  that t h i s  data  cou ld  be su bpoenaed 
th rough exist ing l aws and proced ures ( N S L ) .  The 
DoJ may propose leg i s l a t ion  to  force them to  do 
so .  A co inc idence! 

Where wil l  it end? 
What i s  the va l ue of the  data retent ion d i rec­

t ive! It  w i l l  sti l l  be easy for tc'rrori sts to ,lVoid hav ing 
the i r  com m u n ica t ions  recorded. I t  i s  poss i b l e  to 
avo id moni tor ing by us ing peer-to-peer tech no lo­
gies l i ke Ret roShare ,mel  I M u le;  VPNs;  spec i ,, 1  
protoco l s  l i ke H . .  l 2 l/H .24'i  or S I LC; Fr('C'nct or  
other da rknHs; i n ternet cafes; ,1 Ilonymous proxies; 
a nonymous prepa id C SM-/U TMS-ca rds; or sever,, 1  
other methods. That mea ns th,1 t  t h e  peop le  most 
affected hy t h e  d i rect ive ,m �  t he  pa rt i c u l a r ly  
dCCl'nt  c i t i zens of the E U .  At best, dat,l retent ion  
may il ss ist the po l i ce i n  fi nd ing  c u l pr i ts  ,lfter � n  
attack h a s  a l ready taken p l ace.  lout t he  cost i s  that  
the presumpt ion of i n nocence i s  pnded. The r isks 
of be i ng b lackma i l ed and of i ndust r i a l  espionage 
from abro,l(i wi l l  enormous lv  r ise.  

Member states reta i n  the  f lex i b i l ity to go 
su bsta nti a l l y further t h a n  the fJ i rect ive ma ndates. 
Subjcct  to not i fiut ion  to the C:om m i ss ion,  t hey 
may req u i re data to be he ld  for longer than  the 
two year maximum set  by the  D i rective and  they 
m a i nta i n  the freedom to rCCj u i re retent ion of add i ­
t iona l  da ta  beyond that speci fied hy the fJ i rec-

tive. Germany has i n d i cated that i t  seeks to make 
reta i ned data admiss ih le  in certa i n  c i v i l  copyr ight 
cases. 

The Dan ish government has  drafted a b i  I I  
propos i n g  to req u i re that I S Ps l og the sou rce, 
t ime and  dest i nat ion of every s i ng le  i nternet data 
packet, rather than j ust the deta i l s  of log ins  and 
logouts to  the I S P  that the  d i rective actua l l y  seems 
to req u i re. In the U K, logg ing  web act iv i t ies has  
meanwh i le hecome the custom.  Proxy server logs, 
g iv ing  the date a n d  t ime of each web s i te v i s it ,  the 
IP address used, and the U RLs v i s i ted, are now 
customa r i l y  reta i ned for fou r  days. 

The German government a l ready drafted a b i l l  
hand l i ng t h e  shared use o f  t h e  reta i ned data with 
52  foreign states, i n c l ud i n g  the U S  and  Russ i a .  
Wol fgang Schaub le, German M i n i ster o f  the I n te­
r ior, has proposed p l a n s  for an "on l i ne-search"  of 
l oca l ha rd d i sks by a uthor i t ies us i ng  trojans  wh ich  
wou l d  author ize the state to  hack i t s  own c it izens .  
Has the t ime of c iv i l  r ights come to a n  end?  

Sources 
The a rt i c le  excerpts and summar izes some 

parts of the fo l lowi n g  sources: 
Sources in Englis h :  
h t t p : / / c n . w i k i p 0 ri i o . o r g / w i k i  

i q h i . ::; _ 

. (' u . i n t / c u r  I c' "-..: / l c Y /  
" L e x U r- i ::� e I V ;:j i l p / e l l / o j / :� O O b /  J O I5 / 
- 1 _. l W , 2 0 Cl G O ,1 l 1 pfl O O 'J 1 0 0 G 3 . 
h \- t: p : / W W \;J  • i p i  \11: • c: O lll / 2 0  l lll d fl - -
-quvcrnmC'n t - -"hi  J 1 - f o l  . 
h l
-
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"'l' L P d \. l e H / H I. nl l / D 0 9 . h L m  
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Sourc('s in C('rm a n :  

Special lhank, I n  IU, /Jirk Wei/, and Nia/JJh Murphy. 
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Why is it that w h i l e  ce l l u l a r  ca rr iers a re med i a  is p l aced in the h a nds of a few corpora-
creat ing  u n l i m i ted data, voice, and text p la ns, t ions,  d iversity drops a nd censors h i p  may become 
w i red carr iers a re try ing to l i m i t the amount  of a prob lem,  much  l i ke the market pressure of 
tra ffic customers can h ave? Leaked memos from to-rema in -un na med super-reta i l  stores wh i ch w i l l  
Ti me Warner ( l ater confi rmed b y  the compa ny) on ly  se l l  "fa m i l y  fr iend ly"  censored v i deos and 
i n d icate they a re look ing  at a t i ered bandwidth m u s ic ,  req u i r i ng  studios to release custom vers ions 
p lan wi th  ha rd l i m i ts i n  some regions of Texas, and  and  l i m it i ng  consu mers who don 't, won 't, or can 't 
Comcast has  gotten s ign if icant bad press late ly due  shop  e l sewhere to  the compa n ies'  v iew of  "appro-
to se l ective th rott l i ng and spoofi ng of endpoi nts on pr i ate materi a l ." Once the d i st r ibut ion i s  contro l led 
h igh-bandw idth app l i cat ions .  (or l i m ited), i t  becomes tr i v i a l  to passive ly  censor 

Th i s  i s  fundamenta l l y  d i fferent from how by omiss ion : S i mp ly  don't i n c l ude "object ionab le"  
b roadband serv ice has  been prov ided i n  the  u . S .  movies or T V  shows. 
Why the sudden d rast ic cha nge? Most l i ke ly, l i ke More l i ke ly, consu mers w i l l  end up  pay ing  
a l most a ny corporate dec i s ion ,  i t  comes down to more for the same serv ices than  we wou l d  in a n  
money, but  t h a t  answer i s  l i ke ly  over-s i m p l i s t i c .  env i ronment wi th  compet i t ion - of  cou rse, our  
I nternet prov i ders ( i n  the u .S .  a nyhow) don't j ust cab le  and bandwidth b i l l s  h ave dec reased as the 
p rovide I nternet serv ice .  Ti me Wa rner, Comcast, techno logy improves, r ight?  
Cox, a n d  Ver izon are med i a  cong lomerates who Sel ective shaping and th rott l i ng h ave fi n a l l y  
offer TV, vo ice service, and s o  on .  They get money gotten enough attent ion that  the FCC is  i nvo lved. 
from be i n g  common carr i ers (someone who s l i ngs U nfortu nate ly, they're pr i m a r i l y  i nvolved beca use 
b i ts to you r  home) but rea l l y  wa nt you to s ign up of how the th rott l i ng i s  done, and  not necessa r i l y  
for the i r  TV a n d  voice serv ice too. The s i tuat ion because of the pract ice itse lf .  I n stead of de lay ing  
i sn 't j u st about  bandwidth,  t hough  they're ha ppy the de l i very, or outr ight d ropp i ng packets, the 
to parade f igu res l i ke "five percent of the users use Comcast t h rott l i ng mec h a n i s m  appears to i m per-
gO percent of the bandwidth" a nd stop the d i scus- son ate the remote end of the  con nect ion to send 
s ior l .  Nor  i s  i t  s i m p l y  about copyr ight concerns TC P RST fra mes, pretend ing  to i n d i cate that the 
ra i sed by fi l e  shar i ng: Serv ices l i ke Skype, iTu nes, con nect ion has been term i n ated. Active ly  spoofi ng 
and Net F l i x  d i rect ly  com pete wi th  l a nd l i ne, VO I p,  the addresses not ass igned t o  Comcast was enough 
and TV-on-Demand offer ings, essentia l ly costi ng to cause the FCC and New Yor k  state to become 
the carr ier  money aga i nst the i r  own serv i ces. i nvolved : A recent hear ing  held at Harvard w h i c h  

By i nst i tut ing network traff ic caps, overage i nv i ted the p u b l i c  to make com ments concern i n g  
fees, and th rott l i ng, w h a t  e a c h  carr ier i s  attempt i ng fi l te r ing  and traffic shap i ng  may be re-he ld  at 
to do i s  essent i a l l y  b u i l d  the i r  own pr ivate I n ternet, Sta nford U n iversity due to a l l egat ions of Comcast 
se l l i ng the i r  own serv ices.  S u re, you cou l d  get you r  h i r i ng stand- ins  t o  fi l l  t h e  ava i l ab le  seats and  l i m it 
H D  movie from NetTu nes, but  then you might  go d i ssent i ng  op in ion .  
over you r  1 OG B/month l i m it, and  besides, i t  wou l d  B roadband compa n ies a re attempt i ng to  frame 
take ten t i mes longer to down load than from Ti me- the network neutra l ity debate i n  a l ight that a l lows 
Cast, you r  fri end ly  media conglomerate. Se lec- them to p l ay both s ides of the  equat ion - and ga i n  
t ive ly i nterfer i ng with traff ic  o n  spec if ic  ports, or a profit from both s ides .  By chargi ng  the user 
mod ify i n g  traffic at spec if ic t i mes, a l lows a carr ier  (you )  for bas ic  network access,  they make money 
to cha nge consumer percept ion of the q u a l ity the trad i t iona l  way, but then they m a ke more by 
of services offered by other compa n i es .  Once a charg ing  the prov ider (rhymes wi th  " Foogle" and 
carr ier  adm its to  th rott l i ng some k i nds of traff ic "MooCube")  for "pr ior i ty access" to the network to 
to i nc rease the q u a l ity of other k i nds, i t  becomes ensure the t ime ly  de l ivery of frames to a c ustomer, 
very d iffi c u l t to prove they h ave not degraded the or by gett i n g  them to pay a supposed " use charge," 
performance of compet ing  serv i ces.  "Sorry you r  By  offer ing  a serv i ce users want,  a pop u l a r  website 
Vo l P  c a l l s  a re so bad, you m ust have p icked a wou l d  then be cons idered to be at fau l t  for c 1 og-
bad compa ny. Wou l dn 't you l i ke to try ou r  own I P  g ing  the l i nes o f  prov iders (who a re a l ready tak i ng 
Phone offer ing?"  money from the consumer to prov ide those l i nes) . 

For the  susp ic ious  by nature, t h i s  shou l d  i m me- Then the provider wou l d  c h a rge the user (sti l l  you )  
d i ate ly  ra ise red f lags. O u r  strength i s  o u r  d ivers i ty. for bandwidth overage when the movie you down-
By c reat ing  wa l led gardens where control of the loaded ( rhymes wi th  " PetM ix" )  i n  h igh-def pushes 
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you over you r  new month ly bandwidth quota .  
"Y'know, Bobhy, it 'd be an  awfu l shame i f  you r  

packets fe l l  down t h e  sta i rs on t h e i r  way t o  you r  
house. I t's a da ngerous I nternet o u t  there, anyt h i ng 
cou ld  happen.  For j ust a few hucks per meg we 
cou ld  he lp  make su re they get where they're go i ng 
safe ly, he lp  them across thp strppt, kpcp som('one 
from h itt i ng them with a TCp· RST" 

Due to  i ts (rel ative) or ig ins  i n  the  te l ('com 
networks, I nternet prov iders in the U n ited States 
a re assu med to funct ion as common carr iers -
l i ke tra i n ,  s h i p, and  voice carr iers, the product, 
l a nguage, or qua ntity shou ldn 't matter. E m a i l ,  web, 
fi l es, and Vol P  wou ld  be the same, r ight? U nfortu­
nately not .  I n  a case that went a l l  the way to the 
S upreme Cou rt, carr iers in the U . S .  were c l ass i fied 
as " i nformation services" i nstead of "te lecommu­
n i cat ions serv i ces." By esca p ing  the  te l ecom c t as-

s i ficlt ion ,  network provi ders are free to r('c lass i fy 
compet itors' traff ic  and  a re not req u i red to open 
their d i str ibut ion networks to those competitors .  

Shap i ng, overage charg i ng, ,mri network 
neutra l i ty appe,lr to be major concerns for the  I S Ps, 
major enough to fight leg is lat ion wh ich  wou l d  
forb i d  thf' pract i ce of chargi ng content prov iders 
or de-pr ior i t i z i n g  content from compet i ng 
prov iders. It shou ld  a l so be a rn,l jor concern for 
you as a consu mer. Cet i nvolved : contact you r  
congressperson w h e n  nptwork neutra l i ty b i l l s  are 
being voted on !the E IT is an exce l len t  SDu rce for 
i nformat ion on u pcom ing  votes) .  P ick  bandwidth 
prov iders who a ren 't spoofi ng connect ions . .  Attend 
FCC: hear i ngs i f  they're i n  you r  a rea (and,  appar­
ent ly, show i ng up extra ear ly wou ld  seem to be a 
good idea ) .  

TE:CH t'1 0LOG�=' F�: O M  A H ACKE:�: PE:�:SPE:CTn..l E: 
Wed n esd a ys,  1 9 0 0  - 2 0 0 0 ET/; ���JC'i7;1'�;""t;,'�,); 

W BAI 9 9 . 5  F M , N ew Yo rk CifXiZ: .. ' '; ';;i;; ���> 
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There a re m a n y  d i fferent med i a  w h i c h  a student 
c a n  use to access i n format ion  on  a co l l ege campus .  
Each m ed i u m  has  i t s  own benefits a n d  d rawbacks 
in the way that  i nformat ion i s  fra med and in what 
opt ions  the student has  for act ive i nteract ion 
w i th  the med i u m .  One very popu l a r  med i u m  for 
research i s  the co l l a borat ive o n - l i ne encyc l oped i a  
W i k i ped ia . W i k i ped i a  has  grown enormous ly  
s i nce i t s  i ncept ion  a n d  i s  fast beco m i ng ly  w ide ly  
a ccppted a s  a ver i fi a b l e  acade m i c  resou rce. How 
re l i a b l e  i s  W i k i ped i a ?  How does i t  wor k ?  And,  can 
i t  be m a n i p u l ated by th i rd part ies? These a re the 
m a i n  q uest ions  I hope to address in t h i s  art i c l e .  

The goa l o f  a n y  honest resea rcher  i s  to  fi nd  
sources that  a re a s  u n b i a sed a s  poss i b l e .  W i k i ped i a  
uses t h e  term " N eutra l Po i nt o f  View" ( N POV) to 
refer to the goa l of stat i n g  o n l y  facts a n d  om i tt i n g  
b i a s ,  or  " Po i n t  o f  V i e w  ( POV) Push i ng," i n  order to  
have a neutra l ,  academ i c  resource.  Putt i ng  d s i de 
the q u est ion of whether W i k i ped ia  has  a c h i eved 
N POV, i t  is i m porta nt to note that m a ny students 
he l ieve that W i k i ped ia  has a c h i eved t h i s  status .  
That be l i ef i s  enough for them to trust W i k i ped ia  
d bove te lev i s i o n  or  rad i o  news .  Whether t h i s  i s  
wa rra nted or n o t  rema i n s  t o  be seen . 

Process 
When most students go to W i k i ped ia ,  they 

search for an a lt i c l e, find the a rt i c l e, write some 
notes, and l og off. A l though the a d m i n i strative 
and ed itor i a l  fu nct ions of W i k i ped ia  a re open to 
a l l ,  most students  s i m p l y  use the on- l i ne encyc l o­
ped i a  as a pass ive resou rce.  I n  do ing  the resea rch 
for t h i s  '>Iudy, I created my own W i k i ped i a  ed i tor  
log in ,  wh ich  i s  free for  a nyone to do, a nd made 
some changes to some esta b l i shed a n d  some non­
eSla b l i shed a rt i c l es, in  order  to exa m i n e  how the 
W i k i ped ia  process works  i n  a ct i o n .  What  I lea rned 
was i n terest i n g  and a l i tt l e  d i sappo i n t i ng .  

pages a n d  c reat i n g  a n  ed i t  h i story. With  enough 
successfu l ed i ts-that  i s ,  i nsert ion  of correct, ver i f i ­
ab le  i nformat ion--a new e d i tor  becomes a n  estab­
l i s hed ed itor. Th i s  i s  where person a l  op i n ion  sta rts 
to become a factor in the i nc l u s ion  of i nformat ion ,  
a s  w i l l  be shown l ater. The status  of esta b l i shed 
ed i tor  i s  the most preva lent .  After beco m i ng an 
esta b l i shed ed i tor, one can  become a n  ad m i n i s­
trator by b e i n g  voted i nto the  pos i t ion .  Vot i ng i s  
based on  a user ' s  ed i t  h i story a n d  t h e  op i n ion of 
other a d m i n i strators about the contr i but ions  made 
by that  user. Adm i n i strators a re the h i ghest t ier  in  
the VVi k i ped i a  soc i a l  h i erarchy, and they wie ld a 
s i gn i fi cant  amount  of power over to new a rt i c l es 
a n d  over i nformat ion .  

I n  order  to red uce the  opport u n i ty for a buse 
of power, W i k i ped i a  has  po l i c ies  for everyth i ng.  
These pol i c ies, though,  a re compr i sed of recom­
mendat ions  for  behav i or rather  t h a n  h a rd and 
fast r u l es .  There a re po l i c i es for  how a n  a rt i c l e  i s  
de le ted, where to  report a n  a d m i n i strator who i s  
a b u s i n g  h i s  or  her power, where to  report a page 
that  has been u nfa i r l y  de l eted, and so on. These 
pages where these pol i c ies a re i m p lemented a re 
G l i led a d m i n i strative pages. Once a n  i ssue is taken 
to a n  a d m i n i strat ive page, it is voted on by a ny 
ad m i n i strators who happen to take the entry made . 
Offi c i a l  W i k i ped i a  pol i cy states that  W i k i ped i a  i s  
n o t  a b o u t  votes; rather, i t  i s  ba sed on contr ibut io 'l s  
o f  i nformat ion w i t h  the goa l o f  reach i ng consensus .  
H owever, even a cu rsory exa m i nat ion of the day-to­
day opera t ions  of a d m i n i strat ive pages shows that  
vot i n g  i s  very much  what  occ u rs; furthermore, a l l  
votes a re shown o n  the same page, s o  i t  i s  poss i b l e  
t o  s e e  w h a t  others have voted for a n d  t o  be swayed 
accord i ng l y. 

The f i n a l  p i ece of my br ief tou r  of the po l i cy­
m a k i n g  apparatus of W i k i pe d i a  i s  page ran k .  
Arti c l es a re ra n ked i n  c l asses known a s  stub, start ,  
genera l ,  good, and featu re; these c l asses a l so 
d i ctate how much  attent ion i s  garnered by the 
ed i t ing com m u n i ty. There a re essent i a l l y  fou r  leve l s  i n  the soc i a l  

h ierarchy o f  W i k i pe d i a .  From l east  powerfu l to 
most, these a re anonymous  ed i tor, new ed itor, Experiments 
esta b l i shed ed i tor, a n d  a d m i n i strator. An  a nony- After ga i n i ng a rud i mentary u ndersta n d i ng of 
mous ed i tor  i s  someone who j ust m akes a change the p roced u res that  reg u l ate W i k i ped ia ,  I dec ided 
without reg i ster i ng for a n  acco u n t; th i s  opt ion  is  to try some exper iments in order to a id my eva l ua -

ava i l a b l e  t o  a nyone b rows i n g  W i k i ped i a .  Changes tion of W i k i ped i a ' s  effectiveness in ensu r i ng  N POV. 
made by a nonymous ed i tors a re watched very The fi rst pages that I ed i ted were Joseph Sm ith  J r. ,  
c l ose ly  by both  a d m i n i strators a n d  esta b l i shed the  Prophet of the Mormon Fa i th ;  h is  father  Joseph 
ed i tors, a s  anonymous  ed i tors a re the sou rce of S m ith  S r. ;  the K n i ghts Tem p l a r; the  Sovere ign 
a l ot of va nda l i s m  a n d  d i s i nformat ion .  When an M i l i tary Order of  Ma l ta  (SMOM);  Lt .  Col . P h i l i p  
anonymous  editor deci des t o  regi ster for a n  off i - J .  Corso; A l e i ster Crowl ey; and the  U n i ted Fru i t  
c ia l  accou nt, he  or  she  becomes a new ed i tor  and Compa ny. 
begi n s  b u i l d i ng W i k i pe d i a  soc i a l  cap ita l by ed i t i n g  To the  a rt i c l e  on Joseph S m i th  I r. I a d d e d  a 
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commc'nt about h i s  m a n ner of death ,  which I 
had  read i n  two books at the Maso n i c  L i brary i n  
S a n  Fra nc i sco.  Th i s  i nformat ion  was i m med iate l y  
removed with  a str ict order t o  " l i s t  the sources :"  a 
suffic ien t l y  fa i r, p roced ura l  response.  

l() the a rt ic l e  on joseph S m ith  Sr. ,  I i n serted 
a note about h i s  members h i p  in the Freemasons, 
w i th  a ppropriate c i tat ions ;  th,lI edi t  was kept. 

To the Sovere ign M i l i tary Order of M ,l l t,l ,1 rt i c l e, 
I added a very l a rge port ion of i nformat ion  ta ken 
d i rect ly from one of t h e i r  pr ivate members h i p  
rosters, w h i c h  I h appen t o  h ave i n  my possess i o n .  
I ment ioned i n  my ed i t  t h a t  I got t h e  i nformat ion 
from a n  offic i a l  SIvIOM roster, which i s  pr ivate l y  
d i s t r ibuted to members o n l y. A l though t h i s  d i d  not 
fit in wi th  W i k i ped i a ' s  gu ide l i nes for c i tat ions ,  my 
i n serted i nformat ion s taved i n  the a rt i c l e .  

L t .  Co l .  P h i l l i p  Co ;so i s  an i n terest i ng  case.  
When I fi rst v i s i ted the' a rt i c l e  a b o u t  h i m, he was 
l i sted as  a "paranor m a l  resea rcher," and there was a 
very u n becom i n g  photogra p h .  After ga i n i ng accpss 
to Freedom of I n format ion  Act  request." I d i scov­
ered t h a t  he had  a long m i l i tary ca reer, i n c l u d i n g  
fou r  years a t  t he  N a t i o n a l  Secu r i ty Cou n c i l  u n der 
Pres ident  E i sen hower, .,erv i u' as  the head of 
the Fore ign Tech no l ogy Desk at th,' Pentagon ,  
a batta l i on c o m m a n d  u nder C,,,wra l McArt h u r  
d u r i n g  Wor ld  Wa r I I  ,1 nd  the  Kor(',ln Wa r, a n d  
decorat ion wi th  twe lve  pres t ig ious  meda l s .  After 
h is  ret i rement.  Lt .  ('0 1 .  Corso wrote a book dbout 
the m i l i t a ry ' s  i nvolvernent w i t h  U fOs.  I c h a n g('d 
Lt. Col . Corso ' s  a rt i c l e  to more accurate l y  reflect 
h i s  nl i l i tary ca reer, remov i n g  the "pa r.:1 norrll a l !1 
header. These changes d l so st" yC'd . 

A l e i ster Crow ley W,lS a sp i r i tu a l  ,l n d  counter­
cu l tu re f igure.  Even today, there a re many re l i g ious  
orga n i zdt ions w h i c h  focus  on  h i s  te'lch i ngs. The 
major ity of these org,l n i zat ions  do not pract ice 
what  Crow ley taugh t, a n d  I fe l t  it i m porta nt to 
po in t  t h i s  out  on h i s  page .  My comment was fi rst 
removed without any reason g ive n .  I rep l a ced i t .  
Then,  i t  was re-wr i tten q u i c k l y, but  the substa nce 
of my comment stayed . 

I went to the U n i ted Fru i t  Company a rt i c l e  a n d  
noti cpd t h a t  therr> w a s  s o m e  debate over the C I A ' s  
i nvolvement w i t h  t h e  c o u p  d ' pt;lI overt h row i n g  the 
Arbenz government  i n  G u atema l a .  I h appened to 
h ave some books on the su bject a n d  entered them 
a s  references a n d  c i tat ions .  These changes were 
a l so kept. 

My fi n a l  exper iment  W,lS to creatc a new 
page about Ebony Anpu ,  who I know persona l ly 
a n d  bel ieve to be nota b l e  enough for i n c l us ion  i n  
W i k i ped i a .  

Analysis 
A cu rsory a n a l y s i s  of these s i m p l e  exper iments 

y ie ld s  some i nterest i n g  observat ions  a n d  theor ies .  
N atura l l y, th is  i s  very prel i m i n a ry i n format ion ,  but  I 
st i l l  t h i n k  it is v i ta l to a n  u ndersta n d i ng of W i k i pe­
d i a ' s  ver i f icat ion process. 

The a rt i c l e  about joseph Sm i th  j r. a ppears to be 
heav i l y  watched by Mormons and by adm i n i stra­
tors sympathet ic to the Mormon fa i th .  Th i s  ded uc­
t ion comes from the natu re of the i nformat ion 
conta i ned i n  the a rt i c l e .  For  exa m p l e, i n  addi t ion 

to the h i stori c a l  fact that  Joseph S m ith l r. was shot  
to cieath i n  a gu nf ight ,  the a rt i c l e  ment ions that  
he  i s  cons i dered a m artyr, even though he  i s  o n l y  
cons i dered a m a rtyr b y  Mormons .  Soc io log ica l l y, 
Mormons h ave p roven to be very good wi th  i nfor­
mat ion  tec h n o l ogy a n d  i t  conws as no  s u rpr i se  to 
me that tilE' W i k i ped i a  a rt i c l p  about  their  prophet 
is watched consta n t l v. The i nformat ion I subm itteci 
was not l i be lous  a ,;d was h i stor icd l l y  accurate. 
I lowever, the i nformat ion was not fl atter ing, and  
so a nother ed i tor  fou n ci  a n y  excuse  to remove i t :  i n  
t h i s  case ,  l ac k  of  c i tat ion .  Th i s  rcason for  de let i ng 
the i nformat ion ,  w h i l e  tec h n i c a l l y  vd l i ci ,  over looks 
q uesti ons  about  the mot ivdt ion of the remov i n g  
ecii tor, a n ci  i t  poi nts to a de l i berate fra m i ng of tha t  
i nformat ion by a spec if ic  group of  peop le, ,lS  we 
w i l l  see  by compar i son  to other a rt i c l es .  

joseph Sm i th  S r. i s  cons idera b l y  l ess fa mous 
than  h is  son,  a n d  the c i ta t ion  I p rovicic'd ensu rcci 
that  my ed i t  was i n c l uded, even t hough the infor­
mation I p i< 1 ceri in the a rt i c l e  abou t  S m i t h  Sr. was 
wry s i m i l a r  to that w h i c h  I p l ,l eed in the a rt i cl e 
about S m ith J r. 

To the K n ights Tem p l a r  page, I added a l egend 
with ,1ppropr ia te c i ta t ions .  Th i s  l egend Wd' rnoVC'd 
to a spec i a l  page j u st for Tem p l , n  I egc,n<i s ,  but  i t  
rema i ned otherw i se u ncha nged . 

The Sovere ign M i l i tdry Order of M,l l t,l (SMOM) 
i s  (l very i nterest i n g  cas('. Th i s  pr iv<1 �(, org,H l iL,lt ion 
i s  i ntern a t i o n a l  a n d  very powerfu l .  yet  i t  rem a i n s  
v i rtu,l 1 1 y  u n k nown to most peop le .  I i n serted a great 
ded i of i n form,l t ion a bout them wi thout  fo l l ow i n g  
proper c i t d t ion  proced u re .  N everthe l ess, my i nfor­
mat ion  st,lyed . I a tt r ibute t h i s  to fact that  SMOM 
i s  v i rtu a l l y  u n k nown ,1I1ri is not su rro u n ded by 
,my ('ont mvc'rsy. I f ind t h i s  to he vcry i n terest i ng .  
I t  i l l u strdtes to  me th,lt  a rt i c l es w h i c h  a re not wel l 
u nderstood can  ('a s i l y  b(' rn ,m i p u l atcd by a nyone 
c l a i m i ng to h,we i n format i on .  It t .1 kes ,1 concerted 
effort by concerned i n d i v i d u a l s  to check c i tat ions 
a n d  rderences .  \Nithout  any mot ivat ion from such 
i nd i v i d u a l s, t he  sou rces may  not  be checked.  Th i s  
i m p l ies  tha t  "featu re" or "good" ,l Jt i c l es a re cardu l l y  
watched b y  those w h o  hdve d n  i n terest or  person d l  
sta ke i n  the subject a n d  t h u s  less neut"l l i ty, w h i l e  
non-nota b l e  su bjects d re more p rone t o  u n noti ced 
d i s i nformat ion .  

L t .  Co l . P h i l l i p  j .  Corso i s  a n other very i nter­
est i n g  case.  Despite h i s  i l l ustr ious  m i l i tary ca reer, 
the a rt i c l e  about t h i s  decorated off icer w a s  centc,red 
ent i re ly  on h i s  work a s  a "para norma l resea rcher." 
Th i s  i s  based on a book he  wrote about his expe­
r iences with U FOs w h i l e  work i n g  for the Dep,1 rt­
ment of Defense .  When I fi rst v i ewed it ,  the a rt i c l e  
was terri b l y  b iased a n d  s i m p l y  made h im out  to  be  
a loony. I d i d  a lot  of  work  on t h i s  page, fi n d i n g  
sou rces a n d  chang ing  i t s  subject from "para norm a l  
resea rcher" t o  " m i l i tary b iography." There was 
some s l ight  res i sta nce to my edits ,  but  in the end,  
a l l  of my i nformat ion was acceptpd . Th i s  i s  a v i ta l  
poi nt .  A comp lete ly leg i t imate h i stori c a l  f igure 
was l i sted as a "paranorm a l  researcher" s i m p l y  
because he wrote one book on the  s u bj ect.  T h e  vast 
major ity of h i s  l i fe was spent a s  a ca reer so ld ier, 
a n d  he was l i sted wi th  B i gfoot h u n ters .  Whether  
th i s  W,lS a de l i berate choice I c a n not say, but  that  
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the fra m i ng was b i ased is certa i n .  Th i s  further re i n­
forces my point :  the less notab le  an ar t icl e, the 
more ma l leab le i t  i s  to unobserved m a n i p u la t ion .  

I ed ited the art ic l e  on A le i ster Crowley for  two 
reasons.  The fi rst i s  that I know q u ite a bit about 
h im;  the second i s  t ha t ,  as  a controvers i a l  rel ig ious  
figu rp, he  ma kes a n  i n terest i ng  contrast to Joseph 
Smith J r. To Crowley'S page I added the corn illent, 
"Most orga n i zat ions today wh ich  c l a i m  t o  be 
based on h i s  teach i ngs do not fo l low the gu ide­
l i nes he wrote down." Th i s  was s l ight ly  c r i t i ca l ,  
bu t  eas i l y  referenced and very c i tab le .  F i rst, i t  was 
removed by ,1[l d nonymous edi tor. After I rep l aced 
the comment, i t  was a l tered to say "Many i nd i ­
v idua l s  who c la im to  fo l low Crowl ey'S teach i ngs 
do not fo l l ow the gu ide l i nes he wrote down."  Th i s  
i s  a subt le  refra m i ng wh ich  changes the me,1[l i ng. 
C lear ly  the  person who edi ted my statement did not 
dpprove of the fact that I was d i sparag ing orga n i za­
tions wh ich  c l a i m  to fo l l ow Crowley ' S  teach i ngs. 
As with the Mormons, we see a s i tuat ion where a 
re l ig ious  group  is us ing  W i k i ped ia to ensure that 
the i r  spec if ic  message gets out  ,lIld no other. 

The U n i ted Fru i t  Company ( U . F.C . )  i s  a nother 
i n terest ing  case. When I fi rst w('nt to their page, 
rumors of CIA i nvo lvement w i th  the G uatema lan  
Coup  were ment ioned, but w i thout  a ny ('vidence.  
Look ing  at  t he  d i scuss ion page, i t  was eviri('n t  
that ,1 debdtc about i n c l u d i n g  i nformation about 
the C IA i n  the U . H: .  art i c le  held been ongo ing  for 
some t i me .  I h '1ppened to have' a few re l i ab le  books 
on the  top ic ,  sn I cntered the i r  ISRNs d S  references, 
and ,1 week later the C I A i n lormat ion WdS offic ia l l y  
added to the page. Th i s  i s  s i m i l a r  to the  drt i c l e  
on Ph i l l i p I .  Corso, where the  subject mailer I S  of 
sOinewhdt n i che i nterest, and t h u s  the a rt i cl e  i s  
l'd s i l v  Illa l l edb le  b y  t h i rd part ies .  

Wildt can we see irom the edi ts  so ta r!  We 
have two pro m i ncnt re l ig ious  f igures, Sm ith and 
Crowley, whose a rt i c l es a re w,1tciwd con st,l Il t ly  
,1nd con t i n u ,1 1 l y  mod i fied with i n  a b i ased ir,l Ine­
work, prov id ing  l i tt l e  room for contr,1ry or  defa ma­
tory i n fornldt ion to be added wi thout  su pport from 
other ad m i n i strators as we l l  as f i rm c i ta t ions .  We 
hdve two notab le  but n i che h i stor i c a l  sub jects, 
U n i ted Fru i t  Company and Lt. Co l .  P h i l i p  Corso, 
both i n i t i a l l y  frd med with a heavy b i as, but eas i l y  
amcnab le  t o  correct ion .  F i n a l  lv, we have th ree not­
so-notab le  n iche h i stor i c,] 1  s � ,b jl'cts, the Kn ights 
lemp la r, SMOM, and Joseph Sm ith Sr., wh ich  were 
very easy to a l ter, even without prop",r c i tdt ions .  

My fi na l  exper iment was the  creat ion of a p;lge 
for a man I know, Ebony Anpu,  who was a rather 
cont rovers i a l  chdracter i n  l i fe .  Wi th i n  twenty-four  
hours of  the creat ion of t h i s  page, anonymous 
ed i tors moved to vote the page for de l "'t ion .  When 
this occu rs, the  drt i c le  i s  j;] ken out of the m a i n  
a rt i c l e  a rea and  i s  s e n t  t o  the Art i c les f o r  Delet ion 
(MD) port ion of W i k i ped ia ,  Wrll'rC i t  m u st stay to 
he ex,l rn i ned and voted on ior five ddYs. The> I,Kt 
thel t  my a rt i c l e  was voted lor delet ion hy ,1Il0ny­
mous ed i tors i s  a v io la t ion of Wi k i p,'d i a  po l i cy, 
dnd so severa l adm i n i strators voted to keep the 
page pu re, ly  for reasons of process . However, OIl(' 
adm i n i stra tor, who we w i l l  ca i l ieffrev, deci ded 
to take a somewhat f irmer sta nce on ihe ar t ic le .  

leffrey bega n to haunt  Ebony ' s  AfD page. He 
v io l ated h i s  "Ad m i n i strator N POV" repeated ly, 
vo i c i n g  h i s  op in ion th,1( Ebony WdS " non-notab le" 
and "crazy," and wor k i ng persona l ly on Ebony ' s  
art ic le, rather t h a n  modera t ing  the d i scuss ion,  as 
i s  an  ad m i n i strator ' s  ro le .  I t  became obv ious  to 
others and to me' that  J effrey was POV Push i ng. 
After t h ree days, a nother Adm i n i strator c l osed 
thc AfD ,1S  a v io lat ion of W i k i pecl i a  process, and 
J effrey reopened i t .  However, a l l  the  evidence on 
the fi rst MD i n d i cated that the page wou ld  be kept. 
When Jeffrl'y opelwcI the second AiD, h is open i n g  
paragraph fra med t h e  page i n  a negative man ner: 
"Th i s  i nd iv idua l  i s  non-notab le, u n i m portant, etc ." 
Due to th i s  and other comments, the second AID 
,1ppeared to lean towa rds delet ion,  and so did a l l  
the votes that came after. 

I was somewhat stu n ned and shocked at  how 
i m pass ioned a sta nce jeffrey was ta k i n g  aga i nst 
the a rt i c l e  about Ebony, so I opened a report on 
his behavior with the Adm i n i strative I'-' ot ice of 
I n c idents (AN I )  page, spec if ica l l y  ma i ntai ned to 
report on un ru ly  Adm i n i strator behav ior. I was met 
wi th  th reats from J effrey and a few of h i s  fr iends, 
i n c l u d i ng "Don't even try to save this page, you w i l l  
j ust b e  b locked" a n d  " Don't b e  a crv baby, you ' l l  
never w i n . "  Even given these coerc ive attempts 
by an  un ru ly  Adm i n i str<ltor to aliect my act ions, 
W i k i ped ia  k('('ps records of everyt h i ng .  Once 
ment ioned on the A N I  board, Jeffrey ' s  behavior 
cou ld  be scru t i n i zed by other Adm i n i strators, ,md 
h i s  u nacceptab le  behav ior  was  noted. A l though h(' 
responded to every post  I m,lde and cont i n u ,1 l 1y 
tr ied to d ivert attent ion away from my va l i d  po i n ts, 
other adm i n i strators recom llll'ndeci that he recuse 
h i mself  lrom further conversat ions on th is  top i c .  
T h e  terlll t h a t  i s  used for h i s  type o f  behavior 0 11 
W i k i ped ia  is Wik i - I awyer ing .  

Event u a l l y  Jeifrey asked a nother Adm i n i strator 
to c lose the AiD on Ebony Anpu for h i m .  Aga in ,  
t h i s  d i sp layed b ias  and persona l  motivati on .  The 
other Adm i n i strator did as req uested, but the MD 
W,1S overtu rned hy the " De let ion Rev iew Verif ica­
t ion" adm i n i strative page. 

Conclusion 
I n  theory, W i k i p('dia is a col l aborat ive i nternet 

encyc loped ia ,  wh ich  re l i es on peer rev iew and 
proced u re' to ke'ep a ne'utra l  po in t  of v ie'w ( N POV).  
TIl l' evidenu' from my experi ments ,md experi · 
ence i ns ide the W i k i perl i a  soc i a l  structu re po int  to 
d s l ight ly  d i fferent red l i ty. What I observed is that 
peop l (' a re sti l l  peop le,  rega rdless of the n u mber of 
pol i c i es or , hccks ,md ba la nces on power. Ed itors 
on W i k i ped ia w i i l  fo l low the I(',]d 01 " more exp('ri­
( 'need" editors w i thout  mak ing  trw i r  own j u dgment 
ca l l , a nd esta b l i shed ed itors w i l l  use the i r  soc i ,l l  
co l l dtera l to coerce new edi tors i n to do ing what  
they wish ,  not necessa r i l y  what i s  r ight or neutra l .  I 
h ,we not('d t h ,] t  re l ig ious  f igures a re more carefu l l y  
watcil C'd ,md fra med than m i l i ta ry f igu res, that m i l i ­
ta ry f igures who write on unpop u l 'l r  subj ects can 
be l abeled "p,lranorrl l a l  resmrchers," th, lt l i tt l e­
known orga n i zat ions can have' complC'lc ly u nveri­
fied mater i a l  i n c l uded i n  the ar t icl es about them, 
and fi n a l l y,  th " t th rough m a n i p u l at ion of sympa-

Page 56 --------------------2600 Magazine 



th ies  ,1Ild herd-rrwntd l i t ies ,  peer-rev i ewed o p i n ions  
Cd n be swaYf'd . 

I w i l l  end t h i s  p,lper w i th  d hypothet i c,l i s i tu­
a t ion  that bedut ifu l l v  i l l u strd tl's my fi n d i ngs a n d  
COnCl'rtl S  ,1 i1out W i k i ped i a .  I f  I were d n  orga n i Dl ­
t i o n  s u c h  dS  t h e  C I A  or  a l -Qaeda, concerned with 
contro l l i n g  t h e  p u b l i c  c<, l pase of i nfor m a t i o n  on  
W i k i ped ia ,  t h i s  i s  w h a t  I wou ld  d o .  

F i rst, I wou l d  h i re t e n  t o  t h i rty peop le  a nd put  
them in  a l i b rd ry. The i r  j o bs wou l d  be to entpr  rder­
ence i nformat ion  from books i nto W i k i ped ia ,  day 
after ddY, u nt i l their  accou nts had  become estab­
l i shed ed itors or  a d m i n i strators .  O n ce a sold core 
of adm i n i strators was u n der the control of t h i s  org,l­
n i zat ion ,  i t  wou l d  be edsy to m a n i p u l ate spec i f i c  
top ics .  Qu ite s i m p l y, s i nce the  system i s  based o n  
co l l a borat ion ,  i t  docs n o t  m atter who i s  r ight; i t  
matters w h o  i s  agreed w i t h  t h e  most. Therefore, the 
Wi k i pe d i a  system i s  severe l y  t l awed . 

Wikipedia:  
encycloped i a .  

Glossary 
a n  on l i ne col l a bordt ive 

Wikipedia Editor (Editor) : a nyone who chdngc's 
the content of a W i k i ped i a  a rt i c l e .  

Anonymous Editor: a nyone who c h a n ges an  
a rt i c l e  w i thout  ( Te,lt i n g  a user accou nt .  

New Editor: a recen t l y  created W i k i pecl i a  ed i tor  
acco u nt w i th  l i tt l e  o r  no  ed i t  h i story. 

Establ ished Editor: dn ed i to r  w i th  d s i z a b l e  

esta b l i shed ed i t  h i story. 
Administrator :  d n  est,l b l i shed "d i tor  who has  

iJeen voted i nto ofi ice by other  ed i tors .  
Edit H istory : the ('d i t  record of a n  ed i to r  or  thr' 

record of a l l  e d i ts on a n  a rt i c l e  
Page Rank :  a q u a l i t y  r,) t i n g  ass i gned to  a page 

hy adnl i n i s t r<ltors, such  a s  " Stub,"  " St::ut," "Cood,"  
or " rea l u rp ."  

Neutral  Point  of View (N POV) : t he offic i a l  
VV i k i p"d i a  po l i cy rega rd i ng object iv i ty. 

Point  of View (POV) Pushing: an d c t i o n  by 
ed i tors try i n g  to m a ke an a rt i c l e  b i a sed or  b i d S  a 
process . 

Administrative Pages: pages so it' l y  for dea l i n g  
w i t h  adm i n i st ra t ive i ssues,  i nc l u d i n g  AiD, A N I ,  a n d  
D IN 

Articles for Deletion (AfD) : the queue  of pages 
w h i c h  an ed i tor  has requested be de leted. When 
such  a req uest i s  made,  the a rt i c l e  in q uest ion  is 
p l aced in the i\fD a d m i n i stra t ive page for dehate. 

Administrative N otice of Inc idents (AN I ) :  
adm i n i strat ive page for report i n g  a b u s e  of a n  
;Hi m i n i strdtor ' s  powers . 

Deletion Review Verification ( D RV) :  dClrn i n i s ­
tr,H ive' p,lge for  rev i ew i n g  de leted pages, p i c t u res, 
or i n format io n .  

Out-of-Process: ,m act ion  t h a t  gOl'S d gd i ns t  
W i k i ped ia  pol i cy. 

-

Wiki- Iawyering:  the act of mi1 l 1 i p u i a t i n g  W i k i ­
fled i d  po l icy i n  order t o  assert POV Push i ng .  

TQ ��LL A� A TQMI , ' .  . . 

my a n noy i ng, k n u c k l e-drag-
g i ng, Neandertha l  n e i ghbor i s  b l a st i n g  rap from 

by Dionysus 

Robert Koch ,  a German bacter i o l og i st who won i s  a 1 9 79 'J(lyota , a faded green rust b ucket truc.k 

the Nobe l  Pr ize for Med i c i ne in 1 905 ,  stated not  that shou l d  have g iven u p  the ghost a n d  gone to 

long  before h i s  death in  1 9 1 0, "The day w i l l  come a j u n kyard back in  1 9B9 .  J u st to see that  o ld truck 

when man w i l l  h ave to f ight  n o i se as  i nexora b l y  as  p u l l  up  t o  h i s  front  door w i th  some no-name Stuff 

cho l era i1 n d  the p l ague."  Mart rap m u s i c  rattl i n g  my eardrums  and v i b r,lt i n g  

H ow m u c h  pou n d i n g  from a loud ,  boom i n g  car  my w i ndows was enough to  m a ke me have fa nta · 

stereo can  one  take over a per iod of months  or even sies about sett i n g  h i s  truck on  f i re - u nt i l I came u p  

years from t h e  dregs o f  modern soc i ety w ithout  the wi th  d better and safer i dea . I was go i n g  to remotc i y  

fee l i ng o f  go i n g  i nsane  from the cons i stent  racket? I destroy h i s  rad i o .  

wondered t h i s  a l o u d  one  even i n g  w h e n  i t  h it me : I F i rst, I h a d  to  f igure out  a Wily to do t h i s .  After 

had to do someth i n g  about the Neandert h a l  fam i l y  over a yea r o f  hcw i ng t o  l i sten t o  t h i s  horr i b l e  

across t h e  street who b lasts the i r  car  stereos a l l  clay t h u m p, t h u m p, t h u m p i n g  go i ng o n  weekend after 

a n d  part of the n ight wh i l e  they make  d i rt tracks out  weekend,  I reso lved that I had  to do somet h i ng,  

in their  front yard with the i r  ATVs .  My ne ighbors and i t  had to be someth i ng creat ive, s u bvers ive a n d  

a n d  I were fed u p  w i th  the n o i se a n d  cou l d n ' t  dea l e l ectro n i ca l l y  dev ious .  Th i s  was go i n g  to be a fu n 

w i th  it a ny more. hack !  

Th i s  Neandertha l fam i l y  d i d n ' t  seem to m i nd at Ca l l i ng the po l ice  was not  a n  opt ion  because 

a l l  that t h e i r  boo m i n g  car  stereo, s h r i e k i n g  i ts  obnox- the po l i ce don ' t  take n o i se d i sturbances ser io u s l y. 

i ous  a n d  d readfu l -sou n d i n g  tr i pe, h a s  been b l a r i n g  Bes ides, they wou l d n ' t  care t h a t  someone was 

t h roughout  the n e i g h borhood every Satu rday a n d  d i stu rb i n g  the  peace w i t h  a boom i n g  car  stereo 

S u nday afternoon,  a s  we l l  a s  weekday eve n i ngs, for week after week ,  month after month ,  u n l ess of 

months  on e n d .  I t ' s  absu rd enough that  the veh i c l e  course t h a t  stereo w a s  r i g h t  next door t o  a cop ' s  

Spring 2008 -------------------- Page 57 



house .  I knew that ca l l i ng the cops i n  the m i d d l e  
of the d a y  over a stereo be ing  t o o  loud  j ust was n ' t  
go i ng t o  be a pr ior ity for o u r  c i ty ' s  f inest and  I 
doubt they ' d  u nderstand  why it was so a n noy i n g  
for me and my ne ighbors t o  have t o  put  u p  wi th  
th i s  aggravat ion . 

I knew I had  to do t h i s  r ight, a n d  I k n ew there 
wou l d  be a r i s k  I wou l d  get c a ught, bu t  I was at my 
w i t ' s  end. Even though the c i ty where I l ive had 
passed a new ord i nance stat i n g  that a car  stereo 
cou ld  n ot be heard further away than 25 feet from 
the car  i tse lf, I knew it wou ld  be fut i l e  to try to get 
the c i ty to enforce i t .  I a l so rea l i zed that, even after 
pass i n g  t h i s  use less ord i nance, the c i ty had done 
l itt l e  o r  noth i n g  to stop the horr i b l e  menace that 
had become a p l ague on Amer ican soc iety. 

After a few days of toss i  ng arou nd ideas, it was 
time to set up shop. I had a l i tt l e  e lectro n i cs expe­
r ience b u i l d i ng FM transm i tters and a coup le  of 
amp l  i fi ers for the transm i tters, so I was no stra nger 
to a so lder ing  g u n .  The prob l e m  was that I had no 
i dea what I cou l d  do to s top th i s  goof from ru i n i ng 
my a n d  my ne ighbors ' weekends at home.  

I k new I had a l ot of research to do before I 
cou l d  come up w i th  the proper method, a method 
that wou l d  not o n l y  s i l ence t h i s  i ncons iderate 
drone but  wou l d  be effective enough to teach h i m  
a va l ua b l e  l esson about cons i derat ion  for others ' 
san i ty. After d o i n g  some i nternet resea rch ,  I knew 
I had many options  ava i l a b l e  to me. I a l so had  a 
friend who was a n  e l ectro n i cs eng i neer i nvol ved 
in l aser a n d  e l ectromagnet i c  resea rch, a n d  he was 
great at  h a c k i n g  e l ectro n i cs .  Perfect. 

The f i rst idea I thought about, though not very 
ser ious ly, was comp l ete l y  o b l itera t ing  the car  
stereo wi th  a D i rect iona l  M i c rowave E M P  R i f le so  
k i l owatt X - b a n d  M i l i tary M i c rowave Magnetro n .  
I ' d  fou n d  t h i s  mach i n e  o n l i ne,  a n d  I w a s  i nstant ly  
i ntr igued.  Th i s  dev ice can  be red uced to the s i ze 
of a S u per Soaker sq u i rt g u n .  A mach i ne of th i s  
ca l i ber cou l d  cause sem iconductors t o  burn  o u t ,  
force m i c roprocessors t o  ma l funct ion ,  c reate rad i o  
freq uency no i se, cause i o n i za t ion  o f  a i r  or  gases, 
or even erase computer data on  h a rd dr ives. I n  
a l l  essence, a mach i ne t h i s  powerfu l wou l d  prob­
a b l y  be i l l ega l and too da ngero u s .  I t  cou l d  even 
poss i b l y  k i l l  sma l l  a n i ma l s  in the a rea,  leav i n g  o n l y  
cockroaches t o  run  a rou nd .  T h e  E M P  w a s  n i xed . 
Bes i des, I wou l d n ' t  be a b l e  to afford one of those, 
because the company offer ing  them for sa le  had a n  
a s k i n g  pr ice o f  f ive h u ndred do l l a rs .  

Then  I came u p  with  a n other idea tha t  had  
noth i n g  to  do wi th  dest roy i n g  h i s  ca r  stereo, but  
had to do wi th  a n noy i n g  h im a n d  h is  en t i re fa m i l y. 
I ' d  reca l l ed rea d i n g  a coup le  of years ago a bout  
how to make the ent i re s ide  of a wooden b u i l d i ng 
resonate by i nsert i ng  a n a i l  i nto a p i ece of wood 
a n d  atta c h i ng a w i re to the n a i l .  Then you wou l d  
beg i n  t o  r u b  t h e  w i re back a n d  forth between you r  
fi ngers a n d  i t  wou l d  sta rt v i brat i ng  so i ntense ly that  
i t  wou l d  beg i n  to m a ke the s ide  of the b u i l d i ng 
resonate, creat ing  a n  u n beara b l e  no i se  i ns ide .  A 
p iece of w i re a n d  a n a i l  was a s i m p l e  hack ,  but  not 
so easy to set u p  because of the h igh r isk of be ing 
ca ught .  St i l l ,  that  wou l d n ' t  so lve the no ise  prob lem.  

My v i s ion  was  of  them a l l  ru n n i ng outs ide  h o l d i ng 
the i r  eardrums i n  pa i n ,  j u st l i ke I do when I start to 
hear the i r  horr i b l e  m u s i c  p l ay i ng that beat up truck .  
Then  I rea l i zed that  wou l d n ' t  work  e i ther, because 
their house i s  made out  of c i n derb locks .  

I n eeded a better and  more effective idea .  My 
e l ectro n i cs-savvy f r i end  suggested tha t  we b u i l d  
a remote contro l led taser type device,  w h i c h  
wou l d  s e n d  a b u rst o f  e l ectromagnet i c  energy to 
my Neandertha l  ne ighbor ' s  stereo, short i ng  i t  out  
and maybe caus ing even more damage to other  
e l ectro n i c  parts in  h i s  t ruck l i ke the ign i t ion co i l  o r  
any  sensors .  Maybe i t  wou l d  even b l ast h i s  battery 
and send h i s  car hood fly i n g  up in the a i r. I t  wou l d  
h ave been h i l a r ious  t o  see h i s  dr iver ' s  seat exp lode 
t h rough the roof, but  those k i nds  of t h i ngs o n l y  
happen i n  s i l l y  cartoons .  

The  bas i c  theory i s  s i m i l a r  to a regu l a r  te lev i s i o n  
remote control  t h a t  transm its e nergy i n  the form o f  
p u l ses o f  i nfra red l ight .  The advantage o f  i nfrared 
l ight  is that  i t  is i nv i s i b l e  to the h u ma n  eye, even to 
the c rossed eyeba l l s  of my a n noy i n g  ne ighbors.  I 
fe l t  conf ident that my e l ectromagnet i c  s igna l ,  u s i n g  
a remote-type transm i tter, wou l d  be i nv i s i b l e  to 
them i f  I cou l d  f igure out how to construct such  a 
dev ice .  That ' s  when I ca l l ed my e l ectro n i c  hacker 
fr iend to help me. 

I ' m  far from be i ng a N i ko l a  Tes l a, a M i chae l  
Faraday, or  even a fr iend l y  ne igh borhood e l ec­
tro n i c s  "gu ru ." I j ust wanted the i ncons iderate 
moron across the street to s i l ence h i s  stereo. 

I got to work. The i nternet h e l ped tremendou s l y  
wi th  i deas a n d  supported my research p l a n s  q u ite 
wel l .  I had a cardboa rd box in my c loset with some 
old capac i tors, a few Ie c h i ps,  a b u n c h  of res i s­
tors, so lder, a n d  my o i d  FM rad i o  tra n s m i tters with  
the i r  tra n s i stors, so I dug everyth i ng out  to see what 
I cou l d  work with . I knew the transm i tters c o u l d  
s e n d  out  a s i gna l  o f  a "whop p i ng" tenth o f  a watt, 
but I was look ing  for some rea l power. The idea 
was for the tra n s m i tter to send a s ignal  to the stereo 
that was powerfu l enough to fry its contents and  
s i l ence the no-bra nd rap a n d  cou ntry refuse that 
had become our  l i tt l e  ne ighborhood ' s  wakeup ca l l .  
I a l so knew I had to get wi th i n  about a h u n d red 
feet of that  o ld ,  green Toyota rust bucket to do 
my evi l duty. My fr iend est i mated that  if  we h a d  
two tra n s m i tters a n d  the a m p l i fie r  r u n n i ng at t h e  
same t ime a n d  changed the  res i stor va l ues t o  get 
the m a x i m u m  output.  I m igh t  zap the perpetra t i ng  
stereo eas i l y, b l ow up  both  the tra n s m i tters and  the 
a m p l i fier, e lectrocute myself, o r  perhaps a l l  of the 
a bove. My fr iend a l so managed to snag some spare 
o l d  m i l i ta ry pa rts a n d  j u n k  from a buddy of h i s ,  j u st 
i n  case we needed some extra components .  

I ca l led a nother cohort and borrowed an 
old remote control from a n  expens ive remote 
contro l led ca r, wh ich  I wou l d  use to turn  the tra ns­
m i tters on  and off. The tra n s m itters and a m p l if ier 
wou l d  h ave to be keyed on  and off q u i ck ly  to keep 
them from b u r n i n g  u p  from the i nten se, short  b u rsts 
of e l ectromagnet ic  power that  they were go i n g  to 
send to my ne ighbor ' S  green rust bucket. 

For the next th ree weeks,  my fr iend and I spent 
every n i ght  solder ing a nd de-so l der i ng, b u r n i n g  
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o u r  f ingers, a n d  m a k i n g  L E D  l i ghts b l i n k  a n d  I C  
c h i ps get h o t  wh i le we worked to assemb le  my 
l i tt l e  p roject. We tested a n d  retested, b l ew capac i ­
tors a n d  res i stors a n d  s a i d  more c u rse words t h a n  a 
trucker on a C B  rad i o .  My friend tr ied to teach me 
to use a m u l t i -tester, bu t  I never  got  the hang of i t .  

A n  a n te n n a  a l so h a d  to be b u i l t  and tuned to 
the exact  frequ ency we were goi n g  to use to ob l it­
erate the a n n oy i n g  ne ighbor ' s  stereo. The frequency 
h a d  to be in a h igh enough range in the spectrum 
i n  order to de l iver the type of damage we were 
look ing  for. The a nten n a  had to be extremely  d i rec­
t iona l  and s m a l l  enough not to be too obv ious .  I 
had  to m a ke a few v i s i ts to a loca l  e lectro n i c  pa rts 
store a n d  con s u l t  w i th  my fr iend to figure out how 
to m a ke t h i s  a n te n n a  work proper ly. I knew I h a d  
to be extra carefu l ,  because I cou l d  eas i l y  b u rn 
myself or cause myself  a shock if I d i d  not b u i l d  the 
a n te n n a  correct ly. I chose to use PVC p i pe cas i ng, 
w h i c h  I ' d  p a i nted dark  green ,  to be a l most h idden 
among the gro u p  of trees we were go i n g  to h ide in  
and to protect the actu a l  a nten n a .  After a few tr ies 
and some tweak i ng, I fe l t  I was ready to try out  
my new " i nvent ion"  wi thout  my fr iend,  because h e  
w a s  often b u sy work i n g  extra hours at  h i s  job .  Th i s  
w a s  five weeks after I began the project. 

The l aser devices were conta i ned i ns ide  b l ack  
cases about  the s i ze of a C D  case, but  one i n c h  
t h ick .  T h e  cases l ooked ord i na ry a n d  n o t  very 
t h reate n i ng .  I o n l y  hoped they wou l d  end up do ing  
what  I hoped they  wou l d  do-bu rn u p  h i s  stereo­
so we cou l d  a l l  get some peace a n d  q u iet .  

One eve n i ng, a t  about 1 1  pm,  I went out  in my 
backyard to try to zap some old e lectro n i c  crap I 
h a d  l y i n g  a rou nd  the house .  My partner i n  c r ime  
had  to go  home,  a n d  I j u st decided I cou l d n ' t  wa i t  
a n y  longer  t o  try out  the new i nvent ion .  My fi rst 
v ic t im was an old N o k i a  cel l phone .  I powered it 
up and p l aced i t  on  the back deck, its l i tt le  green 
screen i l l u m i nat i ng  a s m a l l  sq u a re of my wa l l .  Then 
I assemb led my projects i nto a t r i ang le  and set the 
PVC p i pe ante n n a  u p  to a i m  d i rectly at the ce l l 
p hone, w h i c h  I had  p l aced about 2 5  feet away. 

Nervous ly, I sat there for a m i n ute, h o l d i n g  
the  remote control i n  my r i g h t  h a n d  a n d  h o p i n g  
I wasn ' t  go i n g  t o  e l ectrocute or  burn  myself i nto 
o b l i v i o n .  I d i d n ' t  rea l l y  know what to expect. 

I cou l d n ' t  i mag ine  that I was go i n g  to ,1ffect t h i s  
ce l l p h o n e  i n  any  way. I sucked i n  my b reath, a i med 
the a nten n a  a t  the g low i n g  Nok ia ,  q u ick ly  keyed up 
the tra nsm i tters with the remote contro l ,  and saw a 
br ight  fl i cker actu a l l y  s hoot f rom the phone !  I t  was  
j u st a f lash ,  a n d  I thought  that  i t  m ight have been a 
co inc idence that  it fl i ckered j u st as I h i t  the remote. 
I thought the screen had j ust fl i c kered with a hor i ­
zonta l wh i te l i ne, but  I wasn ' t  c lose enough to see 
the screen c lear ly. O n ce aga i n  I h i t the remote, 
lett i ng  i t  stay on five seconds longer than  the fi rst 
t i me .  Severa l f l i ckers a n d  a crackle came out of the 
p h o n e ' s  spea ker!  I was s hocked. 

Then I decided that was i t :  I was j ust go i n g  to 
zap t h i s  o l d  phone i n to a p i ece of fr ied p l ast ic .  I 
t h u m bed the remote button, the N o k i a  b uzzed a n d  
crackled, a n d  the n ext th i ng I heard w a s  a loud  pop 
and smel led some e l ectr ic a l  b u rn i ng.  The Nok ia  

d i ed o n  the  deck, smoke  that  sme l led l i ke bu rn i ng  
w i res com i n g  from i t s  i n n a rds .  I ' d s ucceeded i n  
k i l l i ng the  ce l l phone .  I j ust stood there i n  d i sbe l i ef, 
sta r i n g  at the me l ted phone .  I n  my excitement, I 
grabbed the phone a n d  then q u ick ly  d ro pped it, 
bec a u se i t  was smok ing  hot. So I stood there a n d  
sta rted l a ugh i ng. I a l so had  a n  o l d  Hypercom 'M 
T 7 P  2 5 7 K  c red i t  c a rd term i n a l  that  wou l d n ' t  power 
u p, so I put i t  up o n  the deck. I t  too had a nar row, 
hor izonta l green scree n .  

I wa l ked 50 paces backwards a n d  t h u m bed the 
remote, ta k i n g  a i m  after a s l ight  adj ustment to the 
a n te n n a .  Noth i n g  h a p pened.  Aga i n ,  I s h ot a t  the 
term i n a l ,  mov i n g  the a nten n a  a n d  one of the trans­
m i tters a few i nches .  A c rack  appeared, and a we i rd 
smel l started com i n g  from the term i n a l .  Wa l k i ng 
over to look at it, I c o u l d  see that  the  screen had  
cracked a n d  the l i qu id  c rysta l i ns ide  h a d  sp i l led its 
guts.  Two of the b utton s  had actu a l l y  me l ted i nto 
the body of the term i n a l .  

W e  were o n  t o  somet h i ng rea l l y  good. I s hot 
my fr iend an ema i l  exp l a i n i n g  what  h a d  h appened.  
H e  was very p l eased.  I was proud of h i m  too. I le ' d  
spent most o f  t h e  past f ifteen years worki  ng wi th  
e l ectro n i cs i n  a m i l i ta ry s h i pyard, where I knew he  
was n ever a l l owed even  to th i n k  about  b u i l d i ng 
any  device l i ke t h i s  one .  

The next  day was Fr iday, a n d  we agreed to meet 
ear ly  Saturday morn i n g  at about  2 am to get set u p  
t o  drag o u r  eq u i pment  across t h e  road .  I to l d  h i m  
t h a t  t h i s  wou l d  be t h e  n ight .  N o  longer w a s  I go i n g  
t o  be d i stu rbed b y  t h e  ne ighbor ' s  a n n oy i n g  m u s i c .  
I t  w a s  t ime for  the car  stereo to d i e  a deserv i n g  and 
hopefu l l y q u i ck death .  

Across the street, s h i e l d i n g  p a rt of my v i ew of  
the Neandertha l  fa m i ly ' s  house, was a l a rge gro u p  
of trees w ith  t h i n  tru nks  nest led n e x t  t o  a c h a i n  
l i n k  fence. The trees were i n  a corner a n d  m a d e  
a perfect h id i ng p b c e .  I k n e w  t h a t  ,1 1 1  w e ' d  h ave 
to do wou l d  be to move the eq u i pment a c ross the 
strc,et a n d  p i le  i t  near  the  trees to get set up q u ick ly. 
I ' d  fou n d  a great spot to erect the a nten na ,  po in t i ng  
d i rectly at  the t ruck ,  w h i c h  was pa rked a l i tt le  too 
c l ose to the i r  l i tt l e  c i n derblock house .  Most of my 
equ i pment was a l ready across the street, l y i n g  i n  
t h e  grass a n d  wa i t i ng  for m y  fr iend t o  a rr ive.  H e  
j u st hdd t o  s e e  t h i s .  After a l l  the h e l p  h e ' d  given 
me, I knew h e ' d  want to see j u st what was go i n g  to 
h a ppen; after a l l ,  he  was the one wi th  most of the 
tech n i c a l  knowledge. 

At 1 :45 am, he  showed u p, s lowly  d rove past 
my house, turned a rou nd,  and pa rked u p  the road, 
a b l ock away. I ' d  suggested that  h e  not park in my 
dr iveway. The l a st t h i n g  I wanted to do was a rouse 
a nyone ' s  susp ic ion .  

As soon  a s  he  wal ked the b l ock to my house, I 
j ust l ooked at h i m  a n d  l aughed.  I cou l d n ' t  conta i n  
t h e  excitement a n d  nervousness I w a s  fee l i ng.  
What  we were go i n g  to do was i l lega l and r i sky, 
b u t  s i l enc ing  that subwoofer a n d  stereo was go i n g  
t o  h a p p e n .  There wou l d  be no c h a n g i n g  o u r  m i nds .  
That i rr i tat i n g  stereo was goi ng dow n .  

B y  t h e  t i m e  w e  c a l med down, i t  w a s  t i m e  to 
get b usy. With the destruct ion,  that  i s .  We both 
wa l ked across the street and squatted down beh i n d  
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the trees i n  the corner, l ea n i ng aga i n st the c ha i n  
l i n k  fence.  I h a d  a t i n y  l i ght, b u t  i t  w a s  st i l l  h a rd to 
see. I had to fee l my way a ro u n d, a n d  he h e l ped 
me get everyth i ng  set up  in the exact pos i t ion that 
we needed.  My comrade brave l y  stood up  and 
checked the antenna  a n d  its pos i t ion ,  a n d  then we 
crouched as c omforta b l y  as  we cou l d  i n  the weeds, 
dr ied l eaves, and broken branches .  H e  asked i f  I 
was ready. I was, so he hes i tant ly  ha nded me the 
remote. I th i n k  he  rea l l v  wa nted t o  b l a st t h e  stereo 
h i mself .  

. 

I broke t h rough the trees a n d  scratched the 
s ide of my face o n  a bra n c h .  I t  stung l i ke he l l ,  but  I 
was so exc i ted by t h i s  t ime that I d i d n ' t  care .  I was 
on my h a n d s  a n d  knees, and d i med the remote at 
the tra n s m i tters . J u st a l i tt l e  sca red of the an tenna  
a bove my head,  I pressed the b utton wh i le  look ing  
at my r ight  hand ,  ho ld ing  the remote and  s h a k i n g  
wi th  nervousness.  W e  heard a p i n g  s o u n d ,  l i ke 
d rock had hit  a p i ece of meta l .  I t  sounded l i ke 
i t  h a d  come from t h e  a rea near  t h e  truck . We 
looked at eac h  other, puzz led .  I t r ied aga i n  and  
heard a nother  wei rd no i se, t h i s  t ime  a fa i n t  grat i ng  
sound ,  no t  loud enough  to  wake  up  the Neander­
t h a l  fam i l y. The grat i ng sound sounded l i ke it actu­
a l l y  was u n derneath the truck. We both  sat there 
for a coup le  of m i n utes. As mosq u i toes b i t  us ,  we 
were l o o k i n g  at each other and wonder i n g  what 
was go i ng to h a ppen next.  

By  t h i s  t ime, I j ust got p i ssed, said " O i e l "  
u nder rny breath, c l enched my teeth ,  a n d  thu mbed 
i t  aga i n , h o l d i ng i t  down as h a rd as  I cou ld ,  as  
though I were try i n g  to take out rny frustrat ion  
on the  remote. I saw a sma l l  b l ue flilsh i ns ide  the 
truck ,lI1d heard a pop l i ke a l i ght b u l b  go i n g  out. 
I g l a nced over at  my friend,  and he wondered i n  
a w h i sper i f  we ' d  actua l l y h i t  the stereo or  i f  we ' d  
done even worse damage t o  t h e  truck .  

I to l d  h i m  that we ' d  better get back to my apart­
,m,nt.  I was afra i d  that  we m ight  be seen,  or  that 
someone in that c i nder b l oc k  house wou l d  wake 
u p  and come outs ide  to i n vestigate. Nei ther  one 
of u s  wa nted to face a crazed ne igh bor who m ight 
have a weapon,  l i ke a wooden c l u b .  

W e  h u rr ied l y  grabbed a l l  the  p ieces o f  eq u i p­
ment .  I ya n ked the antenna  from the t ree, and we 
ra n a c ross the road to my apartment .  I was afra i d  
I w a s  go i n g  to d rop one o f  the cases i n  the m i d d l e  
o f  t h e  roa d .  

F o r  the n e x t  hour  or s o ,  we s a t  i n  the dark  o f  my 
l i v i n g  room, d i scuss ing  the whole exper irnent  and 
wonder i n g  j ust what m i ght h ave h appened across 
the road when we tr ied to tase my ne ighbor ' S  
stereo . I wanted p i ctu res of the aftermath . 

A coup le  of hours l ater, my eyes got heavy. 
I t  was near l y  4 ,1 m .  My cohort deci ded to head 
h o me, and I opened the door to watch h i rn  wa l k  
down the st reet to h i s  car u nder the  g l a r i n g  ora nge 
street l i ght g l ow. 

Aro u n d  1 1  the next morn i ng, I awoke from 
d stra nge d rea m to reca l l  what  we had  done the 
n ig h t  before. Pa n i c  st,1[ted gr i pp ing  me.  There was 
a message from my fr iend on the phone, ,ls k i ng me 
to « 1 1 1  h i m .  

F i rst, I h a d  t o  see i f  there was ,my evidence of 

our dastard l y  do i ngs.  I p u l led down a few b l i nds  on 
the l iv i n g  room w i ndow and saw my loud ne ighbo r  
outs i de, b e n t  u nderneath the h o o d  o f  h i s  t ruck .  To 
h i s  r ight  was h i s  w i fe ' s  green C h evy with  its hood 
u p  too. H e  kept go i ng back and forth from one 
veh i c l e  to a n other. I j ust stood there in shock and 
sain, "Oops ! "  

The best way t o  get a c l oser look was j ust to 
go outs ide a n d  pretend to do yard work.  With  
my eyes st i l l  s t icky wi th  s l eep, I stepped outs ide, 
grabbed the garden hose, and started to hose off 
my d u sty car. The Neandertha l  ne ighbor ' s  offspr i n g  
c a rn e  outs i de, a n d  I heard one o f  t h e m  a s k ,  "What 
happened, Daddy? Why won ' t  the cars start ?"  My 
eyes got  b ig .  I h ewei h i m  curs ing a n d  he ye l led at 
h is k id to go back i n s i de.  To get a better g l i mpse 
of what W,lS go i n g  on ,  I backed up  to hose off the 
fron t  of my car  so I cou l d  see across the street. I 
saw my ne ighbor get i n  the truck a n d  attempt to 
sta rt i t .  I he,,,d noth i ng .  He then d i d  the same t h i n g  
w i t h  t h e  n ice grl'en Chl'vy L u m i n a  they h ave. O n ce 
aga i n ,  noth ing .  He j ust kept c u rs i n g  unt i l h i s  w i fe 
came out .  He yel l ed at her, te l l i ng her to go back 
i ns ide  too.  S h e  s l a rn med the door. 

I went back i n s i de, st if l i n g  l a ughter, a n d  fe l l  
back  o n  m y  couch a n d  l et go ' I th i n k  w e  ended up  
fry i n g  the ign i t ion  co i l s  or  sensors, a n d  now both 
cars were out  of order. I ran,  c a l led my co-consp i r­
ator, a n d  to l d  h i m  what was go i ng o n  outs i de, a n d  I 
swear I never heard h i m  l a ugh so h ard i n  my l i fe ! 

Later that  afternoon, he was a b l e  to get the 
L u m i n a  started, but  the faded green truck was st i l l  
dead.  And  s o  was its stereo. 

A few months l a ter, one of my k i n d  ne ighbors 
to l d  me that  the loud m u s i c  p l ay i ng ne ighbor  had  
to l d  her how he came out  one morn i ng to fi n d  
h i s  stereo w i res wi th  burn  m a r k s  on  them . H e ' d  
apparent ly a l so descr i bed h o w  the facepl ate h a d  
been half me l ted in h i s  Toyota tru c k '  I fe i gned no 
knowledge of the i n c ident  a n d  to l d  her that was the 
stra ngest story I ' d  ever  heard ! 

I t ' s  now been over a yea r that  no one i n  o u r  
ne ighborhood has  been subjected t o  the obnox ious  
ghetto b l ast i n g  we had to l i sten to. The  Neander­
t h a l  fa m i ly wi th  the  loud  m u s i c  h a s  rem a i ned s i lent  
ever  s i n ce, but  they a l ways keeps the i r  porch l ight  
o n  at n i ght n ow. Somet imes, one j u st has  to take 
matters in their  own hands to get the job  done. 

Our work was accomp l i shed ,  a n d  the ne igh­
borhood i s  much  q u i eter now that  the a n noy i n g  
ne igh bor n o  longer has  a car  stereo t o  b l ast !  I t ' s  
rea l l y  a shame about t h e  other parts o f  t h e i r  cars .  

By the way, this whole s tory is  complete and 
utter hullshit. Just thought I 'd  let  you know. 

Now is as good a time as any to tell you that 

we accept creative and imaginative fiction 

pieces for hacker-related . subject matter. 

Be sure to label your piece as fiction when 

submitting it to artic/es@2600.com to avoid 

misunderstandings like the ones you may have 

just experienced after reading the above story. 
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by Variable Rush 

A few months ago, I received a phone ca l l  
from a fr iend who h a d  a computer p rob l e m .  
H i s  Wi n dows regi stry had corru pted i tse l f  a n d  
he n eeded me t o  fig u re o u t  a w a y  t o  save h i s  
fi les  s o  they wou l d n ' t  be overwr i tten w h e n  he 
re i n sta l l ed Wi n dows. 

I had sta rted rea d i ng a few L i n u x  maga­
z i nes and tr ied a few d i fferent  d i st r i b ut ions ,  
so I fig u red that  the best  bet  for sav i n g  h i s  
stuff wou l d  be t o  u s e  a copy of Knoppix ,  m y  
porta b l e  40G B h a rd d r i ve, a n d  h i s  W i n dows 
CD for the rei nsta l l a t ion .  For th i s  p roced u re, I 
u sed the CD vers ion of Knoppix  5 .0 . 1 w h i c h  
w a s  rel eased i n  2006.  Knopp i x  can  be dow n ­
loaded free from h t tp : / / www . knoppi x .  

-net / .  

Knopp ix  i s  a d i st r ibut ion  of L i n u x  a n d  i s  
n amed for K l a u s  Knopper, i t s  i nventor. S i m i l a r l y, 
L i n u x  is n a m ed for L i n us Torva l d s .  Knopp i x  i s  
a n  exa m p l e  o f  w h a t  i s  ca l l ed a l ive CD.  Th i s  
m e a n s  t h a t  t o  r u n  Knoppix ,  a l l  y o u  have t o  d o  
i s  t u r n  you r  computer on ,  i n se rt t h e  d i sc i n  you r  
opti c a l  d r i ve, a n d  m a ke s u re you r B I OS i s  set 
up to boot from the opt i c a l  dr ive.  

I t ' s  most l y  u sed to show a potent i a l  convert 
to L i n u x  what a L i n ux env i ron ment  looks l i ke 
a n d  how it works, a n d  so Knoppix  i n c l u des 
q u ite a n u m ber  of a p p l icat ions .  The p u rpose 
of t h i s  a rt i c l e  i s  to prov i d e  a genera l  overv iew 
of how to do th is  and a l so to exp l a i n  a n other 
poss i b l e  a pp l i cat ion of Knopp i x  which i s  a 
b i t  more i nterest i n g .  A l though Knoppix  does 
s u p port b u rn i ng C Ds, I was u na b l e  to test t h i s, 
because the test computers had l ess t h a n  1 G B  
of RAM . Knoppix  req u i res th i s  m u c h  RAM i f  i t  
i s  to be ab le  to l oa d  i tse l f  i nto memory, thus  
g iv ing you access  to the e n t i re CD's  contents 
and e n ab l i ng you to free up the opt i c a l  dr ive .  

Once loaded, Knopp i x ' s  i n te rface i s  a 
sta n d a rd K Desktop E n v i ro n m e n t  ( K D E )  m u c h  
l i ke most vers i o n s  o f  W i n dows. I n  the upper  
l eft corner  of the screen a re icons d e p i ct i n g  
the Knoppix  C D ;  a f loppy d r i ve, rega rd l ess 
of whether or  not a f loppy d r i ve i s  actu a l l y  
i n sta l l ed;  t h e  i n sta l l ed hard d r i ves, each p a rt i ­
t ion  m o u n ted as t h o u g h  i t  w a s  a sepa rate phys­
ical  d r i ve; a trash can; and any attached U S B  
devi ces, such a s  my porta b l e  hard d r i ve .  

I fou n d  that ,  wh i l e  Knop p i x  wou l d  see the 
data on my fr i e n d ' s  computer, i t  wou l d  o n l y  
open fi l es kept i n  a FAT32 fi l esyste m .  A l so, i t  
wou l d  o n l y  tra nsfer fi l es t o  a porta b l e  device 
formatted with FAT32. U nfort u n ate l y, my fri e n d  
had h i s  com puter s e t  t o  N T F S .  I t  d i d n ' t  take l o n g  
t o  reformat my porta b l e  H D  t o  FAT32. O n ce 
the d r ive was reformatted, I had to f i n d  h i s  stuff. 
On h i s  computer, h i s  My Computer, M y  M u s ic,  
My Doc u ments, and My P ictu res fo l ders were 
fou n d  by c l i c k i n g  on hda 1 ,  Doc u ments a n d  
Sett i n gs, a n d  Owner. Th i s  b rought  u p  a w i ndow 
i n  w h i c h  I was a b l e  to fi n d  h i s  Desktop fo l de r, 
w h i c h  conta i n s  a l l  of the M Ps, doc u m e nts, a n d  
p rogram l i n ks o n  t h e  Desktop.  B r i n g i n g  the 
Desktop fo l der  over to the porta b l e  h a rd d r i ve 
was as easy as d ra gg i n g  a n d  d rop p i n g .  U nder 
the Desktop fo l der  was My Doc u ments, w h i ch,  
when c l i c ked on ,  brought u p  the fu l l  contents 
of my fr i e n d ' s  M y  Doc u m ents fo l der. Th i s  a l so 
i n c l udes the My M u s ic ,  My P i ctu res, a n d  M y  
Videos fo l ders.  Aga i n, resc u i n g  these fo l ders i s  
a s  easy a s  d ragg i n g  a n d  d ropp i n g .  I f  y o u  h ave 
fi les in other  fo l ders to be rescued, a l l  you 
have to do i s  try to remember the path to get 
to the m .  

N ow, after h a v i n g  been p roc l a i med my 
friend ' s  g reatest compute r-tech fri end,  I sta rted 
th i n k i ng about  how e l se Knop p i x  cou l d  be 
u sed . Obv ious ly, everyth i n g  that  h a s  s u c h  great 
uses m u st h ave some dark secret, a use that  
the des igners d i d n ' t  i nten d  o n  peop l e  u s i n g .  
I t  took m e  a l l  o f  th ree seconds  t o  f igu re out  
what i t  was:  hack ing i nto a password-protected 
W i ndows mach i ne .  

Th i s  i s  beca use Knopp i x  a l l ows y o u  t o  boot 
up a computer, bypass Wi ndows (or what­
ever operati n g  system you ' re u s i ng) ,  but sti l l  
h ave access to the fi l es a n d  fo l ders o n  that  
computer. To test  th is  theory, I c reated a f i l e  
ca l l ed S e c r e t_Data. t x t  on t h e  desktops of 
two compu ters . O n e  computer was password­
p rotected,  a n d  the other was not. With Knoppix ,  
I was ab le  to fi n d  the f i l e  a n d  d ra g  i t  over  to 
my th u m b  d r i ve in  a m atter of seconds  on 
both computers.  I loaded Wi n dows o n  a nother 
computer and was a b l e  to open both fi les .  

So,  you c a n  see the poss i b i l i ty of be ing a b l e  
t o  wrea k h avoc w i t h  noth i n g  more t h a n  a C D  
a n d  a th u m b  dr ive.  
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Happenings 
THE LAST HOPE. rhe seventh Hackers On P la net Earth 
conferl'nCl' w i l l  be held at New York C i ty 'S HOte! PEnnsy lva n i a  
J u l y  1 8-20, 2 00ft  V i s i t  www. hope. net for t h e  Idtest news. 
Speakers, vendors, c reativE' par! i c i pat ion wf'lcome. 
Cal l  (2 1 2 ) PEnnsy lvan ia  6-5000 for the spec i a l  conference room 
rate. Discuss your plans and suggest ideas at t a l k . hope. nct. 
H i story awa its .  

For Sale 
CRACKER F R I E N D LY G LASS TOBACCO PI PES, water p i pes. 
chamber p i pes, and c1ccessor ies .  L i q u i dat ion sa le !  For those 
p u l l i ng a l l - n ighlers who need help focu s i ng. FrC't' s h i p p i n g  for 
nr(krs over $ 3 0 .  F m <l i l  k u r l l e 1 9 S 4 S ([J) ya hoo.com for pies clnd 
qll�sl i()ns .  M lI'>t b(� 1 8 ! 
CAB L E  TV DESC RAMB LERS. New. $ 5 5  i n c l u d i ng s h i pp i ng, 
money ordericdsh on ly. Works on a n a l og or ana log/d ig i t<1 1 
cable systems. Prem i u m  (hd rl rlels  , m d  poss i b l y  PF'V depend i n g  
on systt' m .  Complete with  1 'I Ovac power supp l y. Pu rchaser 
,1 S S U m f' S  sole rf''ipoll s i h i l i ty for not ify i n g  c1hl(, opprator of I I S P  of 
des( r::l mbl er. RpCl u i res ,1 cablE' TV convcr{('r ( i .e . ,  Radio Shack) to 
he used with the u n i t .  Cable connects to the converter, then the 
dE-scr a m b l er, Ih(,11 the' output goes to TV st't t u n t'd to c h a n nl'1 3 .  
CD 9h2 1 O l ive, Box 2W)CJ2 -TS, O l i vc,tlct S u r, M i ssour i  fd -I n .  
f:m.J i I :  c,l b l ed('sCrdrn()!('rguy(f.ilYd hoo.<. o m .  
TV-B-GONE. Tu rn oii TVs i n  p u h l i c  p ldCl's !  A i rports, restJ.luLl nts, 
h,lrs, tl tly\-vherf.' Ihc'rp's a TV. N ow ,1V<1 i l ,l h l (' ,1S ,1n oppn soun (' 
k i t ,  , 1 S  we l l  ,l "  the sl r per-pop u i a r  or i g i n a l  keych a i n .  T h e  k i t  turns 
off  TVs at 40 v,lrds !  And now, for  prol('ss i o n .1 i s, the TV-8-Gone 
�)ro turns off -[ \is up 10  1 00 yards away ! 16()() readers 1 ()'X) 
d i scount  on TV- B-COll<' b'y< h,l i n "  - u " c  Coupon 2 600. 
WVV\N.TVB{ ; ( ) rW .C1ml 
J E A H . N ET supp( )rts ] ()()O, beel Lls£.' we re,ld too! J [AIt . N ET 
( on t i rl lH's to bf' :; [ for r,]',1, stabl(' �·r<'e K S [) sht' 1 1  ¥Tounts with 
h u n d reds of vhnst  domai ns, frpcBSD ,l nd r l E'sk web host i ng, 
1 (){)'j�, pr iv.lte .I nc! sec u re dOl1l a i n  wgi str.l t iorl, <I nn aggres'; ivp 
I llPrchanl  s o i t r t lons .  lh(}() rp,ldpr�' "pt up ff'ps <11"(' .1 lw.1ys w,liv('<1 
"l l lA H . N U .  
J ! N X-HACKER ClOT H I N G/GEAR. I i n-d of heing naked' 
j l N X .com h.b  _\()(J+ T's, sweats h i rts, s t ick(,J"s, ,md h:Jts for tho'if' 
r -dn' t i mes th.l !  YOll need to IpdvP your h{)u �E'. 'vVp've got swag 
for t''JC'ryom', (rom the budding nOOhlet to the v i ntdge W'ck .  
So take a f ive  m i n ute hreak f rom surf ing prOn and check out  

U her-Spf ff't-Spec i a l -Mega Promo:  l JsP 
I f  ,md gd i 0% off or your order. 

V E N D I N G  MAC H I N E  JACKPOTTERS. CO 10 
www. h,wkcr'-.hom('p'lgc.com for Ven d i n g  & S l ot Mac h i n e  Jack­
pollPfS, S,lfe Cr,lCkel"s, Lock P icks, Phonp Df'vicpc, ex Contrnvpr­
" i .1 1  HlC k i llg P u b l i cdt ions .  
N ET DETECTIVE. VVh<.'thpr you 're ju�t  c u r ious,  t ry ing to locdte 
or f ind out about peop lp for pf"rson,1 1  or hus i np'-.s r('.-burlS, or 
you 're looking for I)('op l e  you've fa l l en oul  of touch with,  Net 
D('fpctiw' m,l kps i t  .1 1 1  poss i b l e !  N et Detcctiv(' i� used world" 
vv ide hy private i n vesti gators and detectives, as  wel l as everyd,lY 
pcopif' who us(' i t  to f ind l os! relat ives, old h i g h  school and army 
huddif's, de.1(Hll'.1t p,l rpnt<;, lost loves, peop lt'  that owe them 
money, and j u st p la in  o ld snoop i n g  ,l rnl r nd .  V is i t  us  I()(by at 
www.rwtdetect ive.()fg . u k .  
N ETWO R K I N G  A N D  SECURITY PRODUCTS av" i lab lt, a t  
OV':lt ioIlTt'c h n o logy com.  \Vp're f I  suppl ier  of Network Secu­
r i ty  ,mel I ntf'rnd Pr ivacy produCh. Our o n l i rw store f{'atu res 
VPN and fi rf'w,l l l  h,l rdw,u(', w i rp less h; m/wilrf', { ab!t' ,md DSI  
modems/routers, I P  access devi ces, Voi r  products, p,1I"cnl,11 
control prndlJds, ,md l'thernt't switc hl'� .  We pr ick OlJrSl'lw.'s on 
rrov i rl i n g  thp h ighest l evel of tec h n i c a l  pxpenisp ,l nd C lJstnnwr 
s.l t i sf,l C t i o n .  O u r  com m i t ment to you . .  N o  s u rpr ises!  B u y  w i t h  
confidence!  Sec u rity < 1 11(.1 PrivtKY i s  Oll r  bu� i ne��!  V i� i t  U�  .1t  
hI tr://WW\\'. ()va t i n  n T ('c h nol  ogy. com/store. htrn. 

REAL WORLD H AC K I N G :  I n terested i n  rooftops, steam t u n nels,  
a n d  the l i ke? Read the a l l -new Access All Areas; a g u i debook to 
the art of u rban explorat ion, from the author of Infiflrdlion L i n e .  
S e n d  $ 2 0  postpa i d  i n  the U S  or  Can<'lda, or  $ 2 5  overseas, t o  
PO Box 1 3 , Stat ion E, Toronto, O N  M 6 H  4 E 1 , Canada, or  order 
o n l i n e  at www. i nf i l trJt i o n .org. 
FREEDOM DOWNTIME O N  DVD! Years in the m a k i n g  but  we 
hope i t  was worth the wd it .  A double  OVD set that i n c l udes 
the two hour documentary, a n  i n-depth i nterv iew with Kev i n  
M i t n i ck, a n d  near ly th ree hours o f  extra scenes, lost footage, 
and misce l la neous stuff. P l u s  capt i o n i n g  for 2 0  (that's r ight 
20)  l a nguages, commentary track, a n d  a lot of t h i ngs you ' l !  j u st 
have to f ind for yourself!  The e n t i re two d i s c  set can be had by 
send i ng $30 to Freedom Downt ime DVD, PO Box 7 5 2 ,  M i ddle  
I s land,  N Y  1 1  9 S 3  USA or by order ing from o u r  o n l i ne store at 
http://store .2 600.com. (VHS copies of the f i l m  sti l !  ava i l ab l e  for 
$ l S )  

Help Wanted 
LOO K I N C  FOR H E L P  from anyone in the wr i t ing  of C\ proposa l 
to h e l p  me try to re i nstate person a l  computers in the East Jersey 
St;-lte Pr ison in Rahway, Nt'w Jersey. We art' operat i n g  u nder 
a new c o m m i ss ioner s i nce the computers wpre taken away 
in -1 495 due to p o l i cy rev is ions  for no reason at a l l .  I f  anyone 
knows someone Ih<ll knows sompOf1C that knows th" commis-
s ioner  of the �cw J('r�('y State Prisons, WP spek he lp i n  t h i s  
m .lttcr. I dlTl .1 lso l o o k i n g  f o r  a nyone who i s  to he lp me 
with  my progra m m i n g  s k i l l s .  Anyth i ng w i l l  he <1 COrlt,lCt 
i n fo: A k nll'rl R .  F l u ker, 4670%/8 S 3 8 0 J A .  L o c k  Gog R, Rahw<ly. 
New jprs(>y 070()).  P{,J(T dnd brotherhood to a l l .  
RENEGADE B LACK S H E E P  TECH ENTREPREN E U R  i n  process 
of [lu t t ing f lesh  on tIlt-' bones of a n  enc rypted voice commu­
n i c. lt iol1s  proj('ct. l)o you h ,1\'(' experience in the deE'P deta i l s  
o f  VoW/S I P  protoco ls,  netv·mrk t raffic a n a l y s i s, h i l l i n g  system 
{ OJl'..tTlH t i n n ,  PtoP rout i n g, <Hld so on? I nterested in work i n g  \vith 
a top-f'nd tf'am to bui ld  .1 wmld-ch<lng ing tool for  reg u LH  fo l k" 
,lrOl rnd tIl(' wor ld to lJS(' in t h t' i r  evcrYlby l ives? Contact mE' at  
wr i  l1 kt)(�') h lr " h m a i  I . (-om.  

Wanted 
LOO K I N G  FOR 2600 READERS who wou l d  l i ke' to offer t h p ; r  
serviu.>s f o r  h i re.  Wcl nt to IT1;l ke m o n e y  worki ng from h o m e  or  on 
thL' road, ca l l  ( 740) S44-656.1 extens i o n  -1 0. 
WANTED. Vl'r i fil'd/vl'r i f iclh le computt'r h acker. Wi l l  pay $ 7 S  for 
i n tervi{'w 10 be used for fulurf' p u b l i cat ion;  eithf"r on-thc-rC'cord 
(If off-thc'- recor d .  Respollsp2GOO (at) yahoo.com.  

Services 
GET A RAISE AT WORK - BLOCK MORE SPAM. SpomSlnpsHere 

i s  the prem ier so lut ion to help you 
i m provf' YOlJ r  o p i n i o n  of YOI I ,  or help you keep spam 
aw.lY from your own busi ness. I t  w i l l  help you b l ock over 1)9lYc, 
or spdrn "out of thc box" ,md has v i rt u a l l y  no fa l se posi t ives. It 
ff'q u i res no t u n i ng, other than hav i n g  your users send any sp,lm 
tlBt  dops ma nagE> to w't through to a sppc i a l  e-ma i l  address. so 
i t  too gets b lockt'd for a l l  of SpdlllStopsHere's c l ients .  Because 
o( t h e  methodology lIsed, f'ven med i c a l  groups and IJW firms, 
the two ha rdest types of orga n izat ions to spam f i l ter, can get 
grf'.1t SlJCC('ss. I 'v(-' I)('<"'n lJs i n g  the' ':"ocrvice myself for two years 
at  my employer, and have pE'rso n a l l y  had Iwo fa lse posit ives i n  
that  t i me, w i t h  W j %  o f  t h e  m a i l  my orga n i zat ion receives be i n g  
'iPd m .  I n  th(� f'V(�nt t il,lt thcrc is d t�l l s(' pos i t ive, your ust'rs Cd� 
f ind out  about i l  thpmspl vps a n d  retr ievp i t  thernsplvc'i.  The 
s('rviu' is  a l so cdpablc, of b lock ing v i  rust's, putt i n g  another l i ne 
of defense bE'twePIl ,1 v i rus  ;llld your m .l i l  "ervers. Th(� service 
even i m proves e-m a i l  rel i a b i l i ty with  m u l li p l e-redu nd.llll servers 
at locat ions around the U .S . ,  w h i c h  auto-store and forward your 
e-m a i l  i n  I h f'  event of ,1 h,udw.1rp (,l i l u re o n  your f'n(l . Be"t of d l l ,  
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i t  is very affordable, and offers a 3 D-day free tr i a l .  Rea l i z i n g  that 
we'd be a good m arket for them, I managed to negotiate a 1 5  
percent d i scount off the pr ice of the serv ice for a l l  2600 readers. 
S i m p l y  contact Sea n at sea n @spamstopshere.com and mention 
2600 Magazine to get your d i scount .  
B E E N  ARRESTED FOR A COMPUTER O R  TECHNOLOGY 

RELATED CRIMH H ave a n  idea, i nvention, or b u s i n ess you want 
to buy, sel l ,  protect, or  ma rket? Wish  your attorney actua l l y  u nder­
stood you when you spea k ?  The Law Office of M i chael B .  G reen, 
Esq.  i s  the solut ion to your 2 1 st century legal problems.  Former 
SysOp and member of many pr ivate B S S's s i nce 1 98 1  now ava i l ­
a b l e  t o  d i rectly represent y o u  or br idge t h e  com m u n icat ions gap 
and assist  your c u rrent legal counsel .  Extremely deta i l ed knowl­
edge regard i n g  c r i m i n a l  and civ i l  l i a b i l ity for computer and 
technology related act ions  ( 1 8 U . s.c.  1 02 8, 1 029,  1 030,  1 03 1 ,  
1 3 4 1 , 1 3 42, 1 3 4 3 , 2 5 1 1 , 2 5 1 2 ,  ECPA, DMCA, 1 996 Telecom 
Act, etc . ) ,  doma i n  name d i sputes, i ntel lect u a l  property m atters 
such as copyr ights, trademarks, l i censes and acq u i s i t ions, as  wel l 
as genera l bus i ness a n d  corporate l aw. Over 1 1  years experience 
as  i n-house legal counsel  to a com puter consu l t i n g  bus i ness as  
wel l  as a n  over 2 0  year  background i n  computer, telecomm u n i ­
cat ions,  and tec h n o l ogy matters. P u b l i shed l aw review art ic les, 
contr ibuted to nat iona l l y  p u b l i s hed books, and s u b m i tted br iefs 
to the U n ited States Supreme Court on I nternet and tec h n ology 
rel ated issues. Admitted to the U . S .  Su preme Cou rt, 2 nd C i rc u i t  
Court of Appea ls,  and a l l  N e w  York State courts a n d  fam i l i a r  
with  other j u r isd ict ions as wel l .  Many attorneys w i l l  t a k e  you r  
case without any cons iderat ion o f  o u r  c u l ture and w i l l  see you 
merely as a sou rce of fees or worse, with i l l -conceived prej u­
d i ces. My office u ndersta nds o u r  c u ltu re, is  sympathet i c  to your 
s i tuat ion,  and wi l l  t reat you with the respect and u n dersta n d i n g  
y o u  deserve. No fee f o r  the i n i t i a l  a n d  confident i a l  consultat ion 
and,  i f  for any reason we c a n not he lp  you, we w i l l  even try to 
f ind someone else who can at no c h a rge. So you have noth i ng 
to lose and perhaps everyt h i n g  to ga i n  by contact i n g  us fi rst. 
V is i t  us  at: http://www. computorney.com or c a l l  5 1 6-9W E - H E L P  
( 5 1 6-993-43 5 7) .  
HAVE A PROBLEM W I T H  T H E  LAWl DOES YOU R  LAWYER 

NOT U N D ERSTA N D  YOU l  Have you been charged with a 
computer rel ated c r i m e ?  Is someone threate n i n g  to sUP you 
for someth i n g  techno logy related? Do you j ust need a lawyer 
that u n derstand IT  and the hacker c u l t u re? I 've p u b l i shed a n d  
presented at H O P E  and Defeon on the law fac i ng tec h n o l ogy 
profess iona l s  and hackers a l i ke .  I ' m  both a lawyer a n d  ''In IT  
profess iona l .  Admitted to practice law i n  Pen n sy l va n i a  and New 
Jersey. Free consu l tat ion  to 260() readers. http://m uentz law.com 
a l e x @ m uentz l a w.com (2 1 5 ) 806-4383 
PIMP YO U R  WI RELESS ROUTER! http://packl'tprotp( tor.org. 
Add VPN, I PS, and web AV capa b i l i t ies to your w i reless mutf'r  
with  free, open-sou rce fi rmware from PacketProtector.org 
HACKER TOOLS TREASU R E  BOX! You get over 650 l i nks  
to key resou rces, p l u s  o u r  proven t r icks for  root i n g  out 
the h a rd-to-fi nd too ls,  i n sta nt ly !  U se to b u i l d  you r  own 
c u stom i zed hacker (AH EM, network sec u r i ty) tool k it .  
http://FortressDataProtect i o n . com/secll r i tybook 
A DVANCED TEC H N ICAL SOLUTIONS. #422 - 1 75 5  Ronson 
Street, Va ncouver, B.C. Canada V6G 3 B 7 .  Ph: (604) 928-05 5 5 .  
E l ectro n i c  countermea s u res - f i n d  o u t  w h o  i s  secret l y  v i deo­
tap ing you or bugg i n g  your Gl r or  office. "State of the Art" detec­
tion eq u i pment u t i l ized.  
I N CARCERATED 2600 MEMBER N E E DS COMM U N ITY H E L P  to 
b u i l d  content in free c l ass i fied ad and " l ocal bus i ness d i rectory" 
in 50 countr ies .  J o h n  L a m b ros, the fou nder of Boycott B raz i l ,  
h a s  l a u nched a F R E E  c l a s s i fied a d ,  want a d ,  a n d  local  b u s i ness 
d i rectory i n  5 0  g loba l ma rkets. The m i ss ion i s  s i m p l e :  "free he lp 
to b i l l ions of people locat i n g  jobs,  hous i ng, goods and serv i ces, 
soc i a l  act iv i t ies, a g i r l fr iend or boyfr iend, com m u n i ty i n forma� 
t ion ,  and j ust about anyth i n g  else in over one m i l l i o n  neigh­
borhoods throughout the world - al l  for FREE.  HELP M E  OUT! 
SPREAD T H E  WO R D !  P l ease vis it  www. NoPLlyC lass ifieds.com 
a n d  add some content. I t  w i l l  t a ke al l  of five or  ten m i n utes. L i n ks 
to " N o  Pay Class i fieds" are a l so great ly  apprec i ;]ted.  
I NTELLIGENT HACKERS UNIX S H E L L .  Reverse. Net i s  owned 
and operated by i nte l l igent hackers. We bel i eve every user has 
the right to o n l i n e  secu r i ty and pr ivacy. In today's host i l e  a n t i �  
h a c k e r  atmosphere, i n te l l i gent hackers req u i re the n e e d  f o r  a 
sec u re place to work, compi le, and expl ore without b i g-brother 
looking over their shou lder. Hosted at C h i cago Equ i n i x  with 
J u n i pE'r F i ltered DoS Protect ion .  Mult ip le  Free B S D  servers at P4 
2 . 4  ghz. Affordable p r i c i n g  from $5/month with a money nack 

guarantee. L ifet ime 2 6 %  d i scount for 2600 readers. Coupon 
code: Save2 600. http://www. reverse. net 

Announeemems 
OFF THE HOOK i s  the weekly one hour hacker rad io  s how 
presented Wed nesday n i ghts at 7 :00 pm ET on WBAI 99 .5  
FM i n  New York C ity. You can a l s o  tune i n  over the net  at 
www.2 600.com/offthehook. Arch ives of a l l  s hows dat ing back to 
1 988 can be fou n d  at the 2600 s i te in mp3 format!  Shows from 
1 988-2007 a re now ava i lab le  in DVD-R h i g h  fide l ity a u d i o  for 
o n l y  $ 1 0  a year or  $ 1 50 for a l i fet ime subscr ipt io n .  Send check 
or money order to 2600, PO Box 752, M i d d l e  I s l a nd, N Y  1 1 95 3  
USA or order through o u r  o n l i ne store at store .2 600.com. You r  
feedback on t h e  program i s  a l ways welcome a t  oth@2 600.com. 
T H E  HACKERS YOUTUBE.  Video sharing com m u n i ty for 
uploading and watc h i n g  strea m i ng hack i ng, moddi ng, and 
u nderground v ideos that the com m u n ity can rely on to del iver 
q u a l ity content to anyone w i l l i ng to take the time to learn.  
http://www.veryangrytoad .com 
T H E  HIGH W E I R D N ESS PROJ ECT. We a re a SunGcn i u s  w i k i  
seek ing s u b m i ss ions of stra nge, controvers i a l ,  s u bversive, 
and above a l l  S l ac kfu l sou rces of i nformat ion.  We do not 
fol low a so-c a l led "neutral  point  of v iew" - p l ease make your 
entr ies as b i ased as you want, as long as  they're i n terest i n g !  
Spec i a l  sect ions dedicated t o  i n formation wa rfare, software, 
consp i rac ies, rel ig ion and skept i c i sm,  and more. Check u s  out:  
www. modemac.com.  
PHONE P H U N .  http ://p honep h u n . u s .  B log devotpd to i n ter­
est i n g  phonE' n u moprs. Share you r  f inds !  

Personals 
W H E N  THE B U LLET H I TS THE BONE. Cha nge of ,lddrp". If  
you tr ied to send mai l  and i t  got retu rned, that's why. Bored and 
lonely phone nerd with some t i m e  left  i n  o u r  nat ion's wonderfu l 
correct ions syste m .  Sti l l  looking for pen p a l s  to he lp mp P<1SS 
the t ime.  Wi l l  rpspond to a l l .  I nterests i nc l ude but not l i m i ted 
to tp lecom, computers, p o l i t ic s ,  m u s i c ,  t<lts, u rb<l Il ('xp lor<lt ion,  
e lectro n i cs .  I ' m  a 2 3  yrs wh ite m a le, b l a c k  h a i r, grl'cn eyes. 
Some tats. M i chael Kerr 094%-02 9, Fel Oxford, PO Box 1 0011, 
Oxford, WI 5 :1 % 2 .  
23 YEAR O L D  SERVI NG 2 YEARS i n  Sher idan,  Oregon for 
hack ing i nto AT&T p l u s  many other Vol P  providers.  F i rst to b£' 
cha rged with  Vol P  cr i mps. Featu red on America :" Most W,mtpd 
with K .  Mitnick.  Loo k i n g  for ANYO N E  to write me. Check 
freeroberLcom for morp i nfo. 
GAY PRISO N E R  SEEKS F R I E N DS to help with nook review 
lookups on Amazon hy keywords. Com Sci  m d j or, th i rsty to 
cLltch u p  to the rea l wor ld  bpfore my reentry. I havC' my own 
funds to buy hooks. I only need rev ipws. J'm M U O/MMORPG 
savy i n  C++, Java, Python,  P H P, MySQL, D i rectX. Ken Ronerts 
)60962,  4 5 0 - 1 -28M, PO Box 9, Ave n a l ,  CA 93204 .  
O F F L I N E  OUTLAW I N  TEXAS nepds s o m e  he lp i n  developing 
progra m m i n g  s k i l l s .  I nterested i n  Per l  a n d  Javasc r ipt .  Also pr ivacy 
in a l l  a reas. L i brary hE'rE' i s  i nadequate. Feel free to d rop those 
B i l l  Me Lat£'r ca rds, add me to t h l� m,l i l i n g  l i sts, etc. . Thanks to 
a l l  those who have hpl perl me so much a l ready, you know who 
you a re .  Wi l l i a m  L i ndley 822934,  CT TC'rre i i ,  H OII FM 6 5 5 ,  
Rosharon, TX 7 7  >83 -8604 

Advertise in 2600! 
O N LY S U BSCRIBERS CAN ADVERTISE I N  26(}0! Uon't even 
t h i n k  about t ry i n g  to take out a n  ad u n less you s u bscr ibe!  A l l  
a d s  a re free and there i s  no amount o f  money w e  w i l l  accept 
for d non-subsc r i ber ad .  We hope that'" dear. Of course, we 
reserve the r ight to pass j udgment on your ad and not p r i n t  i t  if 
i t's a m a z i n g l y  stupid or has noth i n g  at a l l  to do with the hacker 
wor l d .  We make no guara ntee as to the honesty, r ighteousness, 
san i ty, etc . of the people adv('rt i s i n g  here. Contact them at  
your per i l .  A l l  subm iss ions a re for  O N E  I S S U E  O N LY !  I f  you 
want to run your ad more than once you m u st resu b m i t  i t  
each t ime.  Don't expect LIS to run  more than one ad for you 
in a s i ng le  i ssue either. I nc l ude you r  address labe l/envelope 
or J photocopy so we know you 're a su bscr i ber. Send you r  ad 
to 26IJO Marketplace, PO Box 99, M i d d l e  I s land,  N Y  1 1 95 3 .  

Deadline for Summer issue: 5/25/08. 
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Yes,  you read that right. 2600 now has cerami c  coffee mugs designed with 

the DMCA (Digital Millennium Coffee Act) in mind. The 2600 seal appears 

on the front and the various restrictions of the mug 's use appear on the back. 

(It is a violation of the DMCA to use this mug for tea. ) .  

2600, PO B ox 752,  Middle Island, N Y  1 1 95 3  USA 

Avai lable with white lettering on a black mug or black lettering on a white mug.  $ 1 5  each or 2 

for $25 (outs ide the U.S .  and Canada add $ 1 0  each for shipping - sorry, these things are heavy) 

SAVE HOTEL PEN N 
The home of the HOPE conferences is in danger of being torn down 

and replaced with a huge office complex. Help us fight to preserve the 

historic Hotel Pennsylvania, a vital part of New York City s ince 1 9 1 9 . 

Join the discussion at talk.hope.net. 

Keep updated at www.savethehotel.org. 
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ARGENTINA 
Buenos Aires: The "Cruzat Beer 
House" bar. Sarmiento 1 6 1 7  (first 
floor, Paseo La Plaza). 

AUSTRALIA 
Melbourne: Caffeine at ReVault 
Bar, 16 Swanston Walk. near 
Melbourne Central Shopping 
Centre. 6:30 pm 
Sydney: The Crystal Palace, front 
bar/bistro, opposite the bus sta­
tion area on George St at Central 
Station. 6 pm 

AUSTRIA 
Graz: Cafe Haltestelle on Jako­
miniplatz. 

BRAZIL 
Bela Horizonte: Pelago's Bar at 
Assufeng. near the payphone. 
6 pm 

CANADA 
Alberta 

Calgary: Eau Claire Market food 
court by the bland yellow wall. 
6 pm 

British Columbia 
Victoria: QV Bakery and Cafe, 
1 701  Government St. 

Manitoba 
Winnipeg: St. Vital Shopping 
Centre, food court by HMV. 

New Brunswick 
Moncton: Champlain Mall food 
court, near KFC. 7 pm 

Ontario 
Barrie: Wil l iam 's Coffee Pub, 505 
Bryne Dr. 7 pm 
Guelph: Wil l iam's Coffee Pub, 492 
Edinbourgh Rd S. 7 pm 
Ottawa: World Exchange Plaza, 
1 1 1  Albert St, second floor. 6:30 
pm 
Toronto: College Park Food 
Court, across from the Taco Bell. 
Windsor: University of Windsor, 
CAW Student Center commons 
area by the large window. 7 pm 

Quebec 
Montreal: Bell Amphitheatre, 
1 000, rue de la Gauchetiere. 

CHINA 
Hong Kong: Pacific Coffee in 
Festival Walk, Kowloon Tong.  
7 pm 

CZECH REPUBLIC 
Prague: Legenda pub. 6 pm 

DENMARK 
Aalborg: Fast Eddie's pool hall. 
Aarhus: I n  the far corner of the 
DSB cafe in the railway station. 
Copenhagen: Cafe Blasen. 
Sonderborg: Cafe Druen. 7:30 pm 

EGYPT 
Port Said: At the foot of the 
Obelisk (EI Missallah). 

ENGLAND 
Brighton: At the phone boxes by 
the Sealife Centre (across the road 
from the Palace Pier). Payphone: 
(01 273) 606674. 7 pm 
Exeter: At the payphones, Bed­
ford Square. 7 pm 
Kent: At the end of the bus 
station opposite Wilkinsons, 
Canterbury. 6:30 pm 
London: Trocadero Shopping 
Center (near Piccadil ly Circus), 
lowest level. 6:30 pm 
Manchester: Bul ls Head Pub on 
London Rd.  7:30 pm 
Norwich: Borders entrance to 
Chapelfield Mal l .  6 pm 
Reading: Afro Bar, Merchants 
Place, off Friar St. 6 pm 

FINLAND 
Helsinki: Fenniakorttel1 food court 
(Vuorikatu 1 4) .  

FRANCE 
Grenoble: Eve, campus of St. 
Martin d ' Heres. 6 pm 
Lille: Grand-Place (Place Charles 
de Gaulle) in front of the Furet du 
Nord bookstore. 9 pm 
Paris: Place de la Republique, 
near the (empty) fountain .  6:30 pm 
Rennes: In front of the store 
"Blue Box" close to Place de la 
Republique. 8 pm 

GREECE 
Athens: Outside the bookstore 
Papasotiriau on the corner of Pati­
sian and Stournari. 7 pm 

IRELAND 
Dublin: At the phone booths 
on Wicklow St beside Tower 
Records. 7 pm 

ITALY 
Milan: Piazza Loreto in front of 
McDonalds. 

JAPAN 
Tokyo: Linux Cafe in Akihabara 
district. 6 pm 

NEW ZEALAND 
Auckland: London Bar, upstairs, 
Wellesley St, Auckland Central. 
5:30 pm 
Christchurch: Java Cafe, corner 
of High 8t and Manchester 8t. 
6 pm 
Wellington: Load Cafe in  Cuba 
Mall. 6 pm 

NORWAY 
Oslo: Oslo Sentral Train Station. 
7 pm 
Tromsoe: The upper floor at Blaa 
Rock Cafe, Strandgata 1 4 .  6 pm 
Trondheim: Rick's Cafe in Nor­
dreg ate. 6 pm 

PERU 
Lima: Barbilonia (ex Apu Bar), en 
Alcanfores 455, Miraflores, at the 
end of Tarata St. 8 pm 

SCOTLAND 
Glasgow: Central Station, pay­
phones next to Platform 1 .  7 pm 

SOUTH AFRICA 
Johannesburg (Sandton City): 
Sandton food court. 6:30 pm 

SWEDEN 
Gothenburg: 2nd floor in  Burger 
King at Avenyn. 6 pm 
Stockholm: Outside Lava. 

SWITZERLAND 
Lausanne: I n  front of the MacDo 
beside the train station. 7 pm 

UNITED STATES 
Alabama 

Auburn: The student lounge 
upstairs in  the Fay Union Bui ld­
ing. 7 pm 
Huntsville: Stanlieo's Sub Vil la on 
Jordan Lane. 
Tuscaloosa: McFarland Mall  food 
court near the front entrance_ 

Arizona 
Phoenix: Bi ltmore Fashion Park, 
2402 E Camelback Rd, coffee 
shop area on the 2nd floor. 6:00 
pm. 
Tucson: Borders in the Park 
Mal i .  7 pm 

California 
Irvine: Panera Bread, 3988 Bar­
ranca Parkway. 7 pm 
Los Angeles: Union Station, 
corner of Macy & Alameda. Inside 
main entrance by bank of phones. 
Payphones: (2 1 3) 972-95 1 9, 9520; 
625-9923, 9924; 61 3-9704, 9746. 
Monterey: London Bridge Pub, 
Wharf #2. 
Sacramento: Round Table Pizza 
at 1 27 K St. 
San Diego: Regents Pizza, 4 1 50 
Regents Park Row #1 70. 
San Francisco: 4 Embarcadero 
Plaza (inside). 5:30 pm 
San Jose: Outside the cafe at 
the MLK Library at 4th and E San 
Fernando. 6 pm 

Colorado 
Boulder: Wing Zone food court, 
1 3th and College. 6 pm 
Lakewood: Barnes and Noble in 
the Denver West Shopping Center, 
1 4347 W Colfax Ave. 

District of Columbia 
Arlington: Pentagon City Mall  by 
the phone booths next to Panda 
Express. 6 pm 

Florida 
Ft. Lauderdale: Broward Mall  in  
the food court. 6 pm 
Gainesville: I n  the back of the 
University of Florida's Reitz Union 
food court.  6 pm 

Melbourne: House of Joe Coffee 
House, 1 220 W New Haven Ave_ 
6 pm 
Orlando: Fashion Square Mall  
Food Court between Hovan Gour­
met and Manchu Wok. 6 pm 
Tampa: University Mall i n  the 
back of the food court on the 2nd 
floor. 6 pm 

Georgia 
Atlanta: Lenox Mall food court. 
7 pm 

Idaho 
Boise: asu Student Union 
Bui lding, upstairs from the main 
entrance. Payphones: (208) 
342-9700, 970 1 .  
Pocatello: College Market, 604 
S 8th St. 

Illinois 
Chicago: Neighborhood Boys 
and Girls Club, 2501 W Irving Park 
Rd. 7 pm 

Indiana 
Evansville: Barnes and Noble 
cafe at 624 S Green River Rd. 
Ft. Wayne: Glenbrook Mall food 
court in  front of Sbarro's. 6 pm 
Indianapolis: Mo'Joe Coffee 
House, 222 W Michigan St. 
South Bend (Mishawaka): 
Barnes and Noble cafe, 4601 
Grape Rd. 

Iowa 
Ames: Memorial Union Building 
food court at the Iowa State 
University. 

Kansas 
Kansas City (Overland Park): 
Oak Park Mall food court. 
Wichita: Riverside Perk, 1 1 44 
Bitting Ave. 

Louisiana 
Baton Rouge: I n  the LSU Union 
Bui lding, between the Tiger Pause 
& McDonald's. 6 pm 
New Orleans: Z'otz Coffee House 
uptown at 82 1 0  Oak St. 6 pm 

Maine 
Portland: Maine Mall by the 
bench at the food court door. 

Maryland 
Baltimore: Barnes & Noble cafe 
at the Inner Harbor. 

Massachusetts 
Boston: Prudential Center Plaza, 
terrace food court at the tables 
near the windows. 6 pm 
Marlborough: Solomon Park Mall 
food court. 6 pm 
Northampton: Downstairs of 
Haymarket Cafe. 6 pm 

Michigan 
Ann Arbor: Starbucks in The Gal­
leria on S University. 

Minnesota 
Bloomington: Mall of America, 
north side food court, across 
from Burger King & the bank of 
payphones that don't take incom­
ing calls. 

Missouri 
Kansas City (Independence): 
Barnes & Noble, 1 91 20 E 39th St. 
St. Louis: Galleria Food Court. 
Springfield: Borders Books 
and Music coffeeshop, 3300 S 
Glenstone Ave, one block south of 
Battlefield Mal i .  5:30 pm 

Nebraska 
Omaha: Crossroads Mall Food 
Court. 7 pm 

Nevada 
Las Vegas: reJAVAnate Coffee, 
3300 E Flamingo Rd (at Pecos). 
7 pm 

New Mexico 
Albuquerque: University of New 
Mexico Student U n ion Bui lding 
(plaza " lower" level lounge), 
main campus. Payphones: 
505-843-9033, 505-843-9034. 
5:30 pm 

New York 
New York: Citigroup Center, in the 
lobby, near the pay phones, 1 53 E 
53rd St, between Lexington & 3rd. 
Rochester: Panera Bread, 2373 
W Ridge Rd. 7:30 pm 

North Carolina 
Charlotte: South Park Mall food 
court. 7 pm 
Raleigh: Royal Bean coffee shop 
on Hillsboro St (next 10 the Play­
makers Sports Bar and across 
from Meredith College). 
Wilmington: The Connection 
Internet Cafe, 250-1 Racine Drive, 
Racine Commons Shopping 
Center. 

North Dakota 
Fargo: West Acres Mall  food court 
by the Taco John's.  6 pm 

Ohio 
Cincinnati: The Brew House, 
1 047 E McMil lan. 7 pm 
Cleveland: University Circle Ara­
biea, 1 1 300 J u niper Rd. Upstairs, 
turn right, second room on left. 
Columbus: Convention center on 
street level around the corner from 
the food court. 
Dayton: TGI Friday's off 725 by 
the Dayton Mal l .  

Oklahoma 
Oklahoma City: Cafe Bella, 
southeast corner of SW 89th St 
and Penn .  
Tulsa: Promenade M a l l  food 
court. 

Oregon 
Portland: Backspace Cafe, 1 1 5  
N W  5th Ave. 6 pm 

Pennsylvania 
Allentown: Panera Bread, 3 1 00 W 
Tilghman St. 6 pm 
Harrisburg: Panera Bread, 4263 
Union Deposit Rd.  6 pm 
Philadelphia: 30th St Station, 
southeast food court near mini  
post office. 

South Carolina 
Charieston: Northwoods Mall 
in  the hal l  between Sears and 
Chik-Fi l-A. 

South Dakota 
Sioux Falls: Empire Mal l ,  by 
Burger King. 

Tennessee 
Knoxville: Borders Books Cafe 
across from Westown Mall .  
Memphis: Quetzal, 664 Union 
Ave. 6 pm 
Nashville: Vanderbilt University 
Hill Center, Room 1 5 1 ,  1 23 1 1 8th 
Ave S.  6 pm 

Texas 
Austin: Spider House Cafe, 2908 
Fruth St, front room across from 
the bar. 7 pm 
Houston: Ninfa's Express in front 
of Nordstrom's in  the Galleria Mall .  
San Antonio: North Star Mall  food 
court_ 6 pm 

Utah 
Salt Lake City: ZCMI Mall in The 
Park Food Court. 

Vermont 
Burtington: Borders Books at 
Church St and Cherry St on the 
second floor of the cafe. 

Virginia 
Arlington: (see District of 
Colum bia) 
Charlottesville: Greenberry's 
Coffee & Tea Company at the 
Barracks Rd Shopping Center. 
6:30 pm 
Virginia Beach: Lynnhaven Mall 
on Lynnhaven Parkway. 6 pm 

Washington 
Seattle: Washington State Con­
vention Center. 2nd level, south 
side. 6 pm 
Spokane: Coffee Station, 931 5  N 
Nevada (North Spokane). 6 pm 

Wisconsin 
Madison: Fair Trade Coffee 
House, 4 1 8  State St. 

All meetings take place on 
the first Friday of the month. 
Unless otherwise noted, they 

start at 5 pm local time. To start 
a meeting in your c� send 

email to meetings@2600.com. 
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