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Foreign Payphones
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Ireland. This is a well-maintained phone found
in Dublin Airport which takes both coins and
cards. It’s a comfort just knowing it’s there.

Photo by jw @hm

Peru. This woman in Arequipa is the payphone.
She has four phones in her apron, one for each cell
phone system (Claro, Movistar, Bitel, and Entel). It
costs less to call within the same company, so she
will make the call on the corresponding handset
and bill you after.

Photo by Tracy Kolenchuk

Australia. Seen in the Cape Leveque area of
Western Australia at a camping ground many hours
from civilization called Banana Well Getaway,
this is actually a “Community Wi-Fi Phone.” Most
calls are free, but some (to mobile phones and
international) require a calling card.

Photo by will webster

Belarus. Found at Bar Bez Bashni in Mogilev,
this super-old-school model is actually still op-
erational - rotary dial and all.

Photo by Maria Pursglove

Got foreign payphone photos for us? Email them to payphones @2600.com.
Use the highest quality settings on your digital camera! (Do not send us links as
photos must be previously unpublished.) (more photos on inside back cover)
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No matter how deeply any of us have
delved into the hacker world, we’re all at
least somewhat familiar with the curse of
being thought of as weirdos, geeks, or even
threats. This is what happens to anyone who’s
misunderstood and oftentimes resented.

Sometimes we as hackers even buy into this
perception, riding the wave of ignorance that
surrounds us in order to get a little recognition
for being a few steps ahead. This desire,
ironically, is what is perceived as normal in
our society. Just about everything else about
hackers, though, is something so many of the
people around us really don’t understand. And
it’s that lack of understanding that can often
lead to fear, contempt, and, not infrequently,
horrible miscarriages of justice.

We’ve been here before. We’ve seen hackers
prosecuted for crimes that wouldn’t have even
been crimes had a computer not been involved.
So many of our best and brightest have been
traumatized by our system of justice that often
seems more interested in the headlines than it
does the actual realization of justice. And this
is where we find ourselves yet again.

Virgil Griffith has been a friend of 2600 for
decades. He’s written articles, appeared on
the Off The Hook radio show, and presented
talks at various HOPE conferences. Over the
years, he’s uncovered numerous security holes
and privacy violations, including those of a
company called Blackboard whose college ID
card system was shown to be flawed. Rather
than address the problem and acknowledge the
flaw, the company chose to sue Virgil and a
fellow researcher for speaking out. Virgil also
helped develop Tor2web, a software project
that allows Tor hidden services to be accessed
from a regular browser. (He worked on this
project with his good friend, the late Aaron
Swartz, a brilliant hacker who was driven to
suicide by federal prosecutors who threatened
him with prison for basically sharing research
papers that were being monetized by a greedy
company.) Virgil also developed a utility
called WikiScanner, which exposed the
source of anonymous edits to Wikipedia pages
by corporations and politicians attempting to
literally rewrite history. He even appeared on
a hacker reality show called King of the Nerds,
where he lasted five weeks.

With all of this and a Ph.D. in computation
Qd neural systems from CalTech, Virgil

The Hacker Curse
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Griffith clearly stands out as an exceptional
person, even within the hacker community.
Despite that, or perhaps because of it,
Virgil has been imprisoned by the federal
government and is (at press time) facing years
behind bars.

Many hackers get lost in the world of
experimentation, sometimes to our detriment.
We see a challenge and everything else gets put
on hold until we figure out how to overcome it.
To those around us, we’re either wasting time
or living in a fantasy world. But our motives
are mostly just to conquer that challenge.

A related key element in the hacker world
is sheer curiosity. Sometimes we get obsessed
at seeing what happens when we do a specific
thing or explore a particular place. And while
curiosity is hardly limited to hackers, our
drive can be particularly intense and, again,
we sometimes lose track of the world around
us as we’re trying to find those answers.

When Virgil had the opportunity to visit
a truly bizarre place like North Korea, he,
like many other hackers, just had to do it. It
is seriously like being on another planet. The
complication came when President Trump
decided on a whim to ban travel to that country
by Americans for the first time ever. It’s very
unusual for United States citizens to be told
they’re not allowed to go to other countries.
We expect that sort of thing from oppressive
regimes, but the right to free travel has always
been highly valued in this country.

As an American who was also a resident of
Singapore, it was super easy for Virgil to just
go to North Korea without asking permission
from his home country thousands of miles
away. Nevertheless, he went ahead and sought
permission anyway, thinking that he would
surely be allowed to go to a conference
on cryptocurrency and see how the North
Koreans were approaching the subject. He was
surprised when his request was rejected. But
he decided to go anyway.

This was a big mistake, something Virgil
has acknowledged from the beginning and
something he never tried to hide. But no
American citizen had ever been prosecuted
for visiting North Korea and, before Trump’s
decree, it wouldn’t have even been illegal.
There was no reason to think the penalty
would be anything more than a fine or, at
worst, revoking his passport. /
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f But the real challenge for Virgil came in the
form of a mental exercise after attending the
conference. As someone who worked at the
Ethereum Foundation, he began to wonder if
cryptocurrency could actually be used by the
North Koreans to evade the sanctions that had
been placed on them by a number of countries.
And, just by asking that question, in the eyes
of many, Virgil became the threat.

It’s absurd to think that Virgil had any
affinity for the dictatorial and cruel North
Korean regime. His history of standing up
for human rights and individuality makes that
abundantly clear. It’s equally absurd to believe
that operatives in that country wouldn’t be
able to figure this out on their own, if they
hadn’t already. By making this information
public, Virgil would conceivably be taking the
first steps in thwarting such developments.

When the FBI asked to interview Virgil
about his recent trip, he was actually eager to
talk to them. He assumed they were interested
in what he had learned and what he was still
figuring out. He went in without a lawyer,
brought them North Korean souvenirs, and
left with FBI swag, convinced that he had
helped them out. They told him they didn’t
think his actions in violation of the travel ban
would be a big deal.

They lied.

Unlike Virgil, the FBI didn’t share
everything. Rather than accept the valuable
information Virgil had provided, they
decided to make him into an enemy of the
state, a fairly easy feat when describing him
as someone who illegally went to North
Korea and was attempting to evade sanctions
using cryptocurrency. Tell the world that
he’s a hacker, lives in a foreign country,
has a doctorate, and dabbles in alternative
currencies and he’s basically become a James
Bond villain.

Nobody, least of all Virgil, is saying what
he did was right. From the start, he’s accepted
that responsibility. But, just like with the
Swartz case, the federal prosecutors went
overboard without the slightest degree of
compassion or understanding.

To show how heartless they are, the FBI
took Virgil into custody when he arrived in
the States on his way to visit his family for
Thanksgiving in 2019. When he was finally
able to get out on bail months later, he was
confined to his parents’ home in Alabama,
forced to give up his life and achievements
in Singapore, and ordered to stay away from
cryptocurrency, as if that somehow made him
Qore dangerous. And then things took a really

bizarre turn in the summer of 2021 when lh
was thrown back into prison for accessing his
cryptocurrency account at his lawyers’ behest
in order to pay them. The mere fact that this
constituted a violation shows the suspicion our
justice system has towards cryptocurrency,
almost equal to how they feel about hackers.
To penalize him for doing what his lawyers
told him to do is a level of cruelty even we
didn’t think possible. While killers, rapists,
and even those who literally tried to violently
overthrow the government were out on bail,
Virgil was held in barbaric conditions,
eventually and inevitably contracting COVID,
ensuring yet more isolation and loss of human
contact.

We’ve been wanting to speak out on this case
for years but we were told the risk of angering
a judge or somehow helping the prosecution
was simply too great. We held out hope that
the day in court would come when the truth
could be told. But, after the prosecution
successfully destroyed Virgil’s image, it was
simply too risky to even go to trial, which is
why he pleaded guilty in September. We've
seen this happen many times in the past. It
can mean the difference between a few years
and a few decades. And it means that the day
in court we all assume will one day come for
anyone accused of a crime will never come in
this case. That is how the system works.

We don’t know what the final outcome of
this case is at press time, as sentencing has
been postponed a number of times now. But
the injustice has already been served many
times over in a case where a stern warning
would have been all that was needed to
correct someone who had moved in the wrong
direction.

We need to do better listening to those
who may not be able to express themselves in
the ways we consider to be “normal.” Many
of us are somewhere on the autism spectrum
and have had to deal with a lifetime of
misunderstanding and hostility. What we’ve
learned in nearly four decades of publishing
is that it’s often those who are different who
have the most to say. But they won’t always
communicate in ways you expect or desire.
Only by making the effort to connect will we
be able to benefit from their uniqueness and
gifts. And it’s the only way we can help them
when they inevitably make mistakes. If we
lose our ability to be compassionate, we will
be putting a lot of people in prison who don’t
belong there, and we’ll find ourselves in a far
less interesting world without their uniqueness

and brilliance. _/
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by Steve Bossert K2GOG

L-Band is defined by IEEE as 1 to 2 GHz and
there is a lot going on in this valuable chunk of
spectrum that will be of interest to any radio
hobbyist, regardless of if you are an amateur
radio person or not.

In the United States, the Federal
Communications Commission (FCC) visualizes
the L-Band like this:
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For this article, we will dissect these charts
into a short list of 30 discrete frequencies that
are worth exploiting/exploring, but first let’s look
at the basic equipment you will need to monitor

N

~

L-Band: Frequencies and Equipment You Need to Know About

terrestrial or from orbit L band communications.
Your First L-Band Receiver

A receiver for L-band is rather simple to
acquire and you may already have one in your
possession if you have heard of USB software
defined radio dongles. For under $40 USD, you
can purchase this multi-use 24 to 1766 MHz
device such as the RTL-SDR V3 which has one
feature that makes exploring/exploiting L-band
spectrum a little easier.

A receiver like the RTL-SDR V3 includes a
feature called a 4.5-volt bias T which allows low
current, low voltage to be sent over the antenna
port to power external preamplifiers with
minimal fuss.

While a high gain antenna can be used which
would not require a preamplifier, sometimes a
smaller antenna for covert monitoring is a better
idea and, therefore, having the option of the bias
T built is helpful.

To turn on this function in your SDR, a simple
batch file needs to be run first to turn it on to
be used with some software like SDR#, whereas
some more advanced programs like SDRangel
include a simple button to turn this on which is
rather nice.

I won’t go into super deep details on other
devices you can use, such as the more expensive
Airspy R2 which also has a bias T, or the transmit
capable infamous HackRF, its clones, or the
Lime SDR family, or ADALM Pluto devices.

These later mentioned devices would work
great for L band monitoring but will require an
external DC power bias T to inject power over
feedline to power downstream amplifiers.

So, therefore the RTL-SDR V3 is a nice
gateway into the world of L-band monitoring.

Page 6
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f Having access to the appropriate receiver is
the important thing to stress here. Most signals
will be narrow, which is fine for the 2.4 MHz
bandwidth of the RTL-SDR, but other devices
with wider bandwidth like the pictured Lime
SDR Mini or HackRF Blue offer 10 to 30 MHz
of spectrum reception at one time, which may
appeal to some of the astronomy-focused use
cases in L band.

You Need Three First L-Band Antennae!

If you already have an RTL-SDR V3, please
take the included telescoping antenna kit it came
with and please lose it fast. These antennae will
not be useful for L-band, regardless of what
any marketing language says. There are three
different antennae you should consider if you
really want to get the most out of your L. band
monitoring activities.

The first antenna you will want is one capable
of operating on our first frequency of interest of
1090 MHz, which is where
you can find ADS-B based
aircraft transmissions.

A simple “mag mount”
antenna would be fine
for your portable kit or
something a bit larger like
a collinear if you plan for
fixed L. band monitoring.
Being able to monitor your
local air traffic (civilian
and military) makes for
lots of interesting data to

be analyzed.
Consider this antenna
= as your general-purpose
antenna for terrestrial and
aeronautical monitoring that does not need a
directional focused application.

As a bonus, sub-GHz monitoring is possible
for both the 978 MHz UAT aircraft tracking
standard, along with many public service and
ISM targets, not part of this article.

The second antenna to consider is a little more
variable but would be some form of wide band
directional antenna such as the PCB based log
periodic antenna designed and sold by Kent
WAS5VIB.
These will cover
almost all the L
band and work
for  terrestrial

and signals
floating  above
you.

Figure Kent WASVB B50-8500MHz Antennc

Figure - HASvidet Prgect Antenno for 900 to 1200 MHY

Another option to consider which you czﬁ

build is the HASviolet Project antenna designed
by this article’s author, Steve K2GOG. Both offer
polarized reception across a wide tuning range
and pack up flat for easy storage. Construction
and technical dimensions can be found in the
links at end of this article.

The third antenna you will want and may
even wish to prioritize is what is called a patch
antenna. These are broad band and directional,
but a little more specialized for satellite
reception since this type of antenna offers what
is called left- or right-hand circular polarization.
This type of antenna offers more stable reception
compared to the single plane directional
antennae mentioned earlier.

Some patch antennae also include a built-
in filter and preamplifier which can enhance
reception even further for certain frequencies.
The patch antenna pictured works from 1525
to 1660 MHz as an example and is very flexible
when paired with a small tripod.

~ 38:4
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Doing Stuff Now That
You Have the Hardware!
Let’s finally talk about what you can do now
that you have some fancy equipment which will
alsorequire the use of either a Linux or Windowz
computer, depending on what may interest you.

Here is a short overview of some use cases

and related frequencies:

e Aircraft!!! Use SDRangel software and the
built-in ADS-B tools to visualize aircraft
in your area by tuning to 1090 or 978
MHz. If you are close to an airport, 1030
MHz may also be worth sniffing around,
but will leave that up to you to learn what
that is about to promote further learning.
Alternate software like dumplO90 and
rtl_1090 can also be searched for.

e Satellite  phones?  Iridium  satellite
constellation operates between 1616
and 1626.5 MHz and a nice set of open-
source tools to decode voice and text
communications exists. You will need to
point your antenna to the sky where these
satellites live.

e Tracking airplanes from space! When
aircraft are not within range of ground
stations, satellites can track them and share
location and other details with anyone
monitoring the InMarSat satellites in
the 1525 to 1559 MHz range. Emergency
communications from not only aircraft but
also boats can be viewed on a map using
the Tekmanoid EGC/LES STD-C decoder
along with other text communications plus
occasional voice.

e Locate GPS. You may be amazed at how
sensitive your smartphone is when it comes
to receiving GPS satellites around 1575
MHz compared to what you will see on the
spectrum waterfall of your favorite SDR
software compared to the InMarSat and
other signals you will soon find.

* High resolution weather imagery. Tuning
around 1691 MHz and up to just below
where mobile communications start over
1710 MHz will unlock some rather large
files where, if you are lucky, you can see
real time weather. Aiming your antenna is
important if that was not already known!

* Looking for life elsewhere. Hydrogen atoms
resonate around 1420 MHz and might be
where to see the universe expanding or
signals from another planet appear. You
have been warned.

e Killing brain cells thanks to amateur

radio. With all the important things found
\—

in the L band spectrum, even those ham

radio people have 60 MHz of total ValuabD
spectrum where they can goof off and send
everything from DVB-S2 video signals
or just simple Morse code plus voice
communications. Currently, there are no
stable amateur radio satellites in operation.

* Radiosonde. High altitude balloons can
carry transmitters to share environmental
details back on the ground and these can
be very interesting to track with all your
different antennae mentioned here.

e Secret satellites. If you have some spare
time, use your directional antenna to survey
different parts of the sky and keep track of
where you find signals. It’s easy to know
when a signal is coming from space since
you can usually just put your hand in front
of your antenna and see the signal drop and
ensure it’s coming from up above.

Perhaps you may find some secret spy satellite
since L band is possibly considered the most
valuable spectrum available, due to how well
it works in all weather compared to higher
frequencies which sometimes get blocked
during storms.

Ethics of L Band

It’s worth mentioning that with so many
important things taking place in L band, you
need to be careful with what you do with this
information once you receive it with your
inexpensive monitoring system and it’s why
some details are not included in this article.

If what you read intrigued you, there are many
details available on the interwebs for further
reading. So, here are the frequencies you may
wish to get started with:

1030 MHz (ADS-B Interrogator)
1090 MHz (ADS-B/1090ES)
1176.45 MHz (GPS L5 & GLONASS L50CM

& Baidou B2a & NavIC L5)
1191.795 MHz (Baidou B2a/B2b)
1202.025 MHz (GLONASS L30C)

1207.14 (GLONASS L30CM & Baidou
B2I/B2Q)

1227.60 (GPS L2)

1246 MHz (GLONASS L2)

1248.06 MHz (GLONASS L20C & L2SC)
1268.52 MHz (Baidou B3I/B3Q/B3A)
1294.0 MHz (Amateur Region 3 FM
Calling)

1294.5 MHz (Amateur Region 2 FM
Calling)

1296.1 MHz (Amateur Region 2 CW/
SSB Calling

1296.2 MHz (Amateur Region 1 CW/
SSB Calling

1297.5 MHz

(Amateur Region 1 FM/
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1561.098 MHz (Baidou B1Q)
1575.420 MHz (GPS L1 &
L1OCM & Baidou B1C/B1/BlA)
1600.995 MHz (GLONASS L10OC & L1SC)

GLONASS

1602 MHz (GLONASS L1)

1691.0 MHz (GOES-10 WEFAX &
MeteoSat & GMS)

1685.7 MHz (GOES-10 GVAR PDUS &
GOES-12 GVAR PDUS)

1694.1 MHz (GOES-16 HRIT/EMWIN &

GOES-17 HRIT/EMWIN)
1698 MHz (NOAA-16 HRPT & NOAA-12
HRPT)

/Calling) 1702.5 MHz (NOAA-15 HRPT) \
1381.05 (GPS L3) 1707 MHz (NOAA-17 HRPT & NOAA-14
1420 MHz (Hydrogen Line) HRPT)

1544.5 MHz (COSPAT-SARSAT) Antenna Links

Kent WA5SVJB Antenna - www.wabvjb.com/
wproductsl.html

Steve K2GOG HASviolet Project Antenna -
whvdn.org/violet

RTL-SDR Active L-Band Patch - www.rtl1l-
wsdr.com/product/rtl-sdr-blog-
w]l-band-1525-1637-inmarsat-to-
wiridium-patch-antenna-set/
Bingfu Dual Band ADS-B Antenna - www.
wamazon.com/Bingfu-100MHz-
= 1800MHz-Magnetic-Compatible-
wSoftware/dp/BO7HQJIKMBD

Since we can’t seem to go one day without
reading about a ransomware onslaught, a
supply chain compromise, or a database dump
of private user info, I wanted to write an article
about one of the more under-appreciated roles
in the amorphous blob that is the information
security industry. Yes, I'm talking about
security analysts, the people/hackers who work
on the front lines with the common goal of
detecting and preventing attacks.

What Do Security Analysts Do?

In the most basic terms, security analysts
review and investigate alerts relating to potential
malicious activity and determine if those alerts
are legitimate concerns (true positives) or not
(false positives). In a way, it’s like being a
digital security guard. It can sometimes be a
thankless and tedious job, but that doesn’t mean
it’s not an important one.

Most analysts work in a security operations
center (SOC), a (usually 24-hour) base of
operations used to monitor digital activity. Some
SOCs even track physical events. Enterprises
and government agencies normally have SOCs
in-house or they pay a third party to monitor
events for them. Depending on the company
and the usage, SOCs might be set up in an office
environment or, as the trend grows, operated
and staffed remotely (especially after COVID).

In the Trenches: Working as
a Security Analyst

by woland
@wolandsec

While all SOCs are different, they often
function in a similar way. Security information
and event management (SIEM) software is a
common tool of the trade. When deployed,
it collects logs from multiple hosts on an
organization’s network. The SIEM collects
different logs, and engineers program rules for
those logs in the SIEM that determine what
alerts the analysts will see. For example, if an
admin user on the network has 50 instances of
a log showing an authentication failure to the
same server within a specified time period, that
information could be turned into an alert that
is sent to the analysts in the SOC. Analysts
can then review the details in the alert and use
the SIEM to examine the log data and, based
on predetermined SOC triage procedures, they
decide if there is a security threat. If a threat is
found, they will escalate the alert to a higher
level in the organization or to the client they’re
working for.

Logs, Logs, Logs

One of the best ways to learn how a system
works is to read the logs it creates. If you're an
analyst, you’re probably going to be exposed to
a shit ton of logs, especially if you’re working
for multiple clients. It’s entirely possible for an
enterprise SIEM to work through 100,000 plus
logs a second and have more than 30GB of 1_(9
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/data each day.

On any given day you may investigate logs
from firewalls, operating systems, endpoint
detection/anti-virus software, VMs, routers,
containers, proxies, SNMP traps, authentication
frameworks, or anything else living in a
network. This provides an analyst with a keen
perspective and, as you gain experience, you
begin to understand what specific attacks look
like based on the logs alone.

Of course, that’s if everything works like
it’s supposed to, and it often doesn’t. You can
only see certain logs if they exist. Maybe debug
logging for the Netlogon service hasn’t been
enabled on a domain controller. Maybe verbose
logging hasn’t been permitted for that one
Linux server. Some organizations have terrible
inventory management, and don’t even know
what devices are on their network. There are
times where you won’t be able to tell what is
going on because there’s just no visibility with
the logs available. Then there are times when
the SIEM won’t parse logs correctly, which can
lead to confusion.

With so many logs being correlated with
SIEM rules to create alerts, tuning out false
positives and expected activity is also critical to
preserving the analysts’ sanity. It’s a SOC team
effort to find non-threats and silence them from
alarming. Otherwise, this leads to a deluge of
useless alerts and noise, which creates alert
fatigue and a delayed response to legitimate
threats. If that happens, attrition will take a toll
on the analysts and security is eroded.

Threat Intelligence Is Key

Since a SIEM is dependent on programming
rules for log data that will trigger alerts, it’s
important to emphasize just how important
threat intelligence is for creating those rules.
Not only is it crucial to know the common tactics
used by attackers to exploit a system and move
across a network, but you must continuously
stay on top of all the new attacks that are out
there, and the indicators of compromise (I0Cs)
that offer clues to identifying those attacks.
Some SOCs have their own threat intelligence
teams, and some will pay third parties for the
intel.

You could be working as an analyst and
receive an alert that a user account on a host is

Qsing a command line interpreter to execute a

process injection technique. Then you may gg
an alert that the same host is calling home to
an external IP address that is believed to be a
command and control server that has deployed
ransomware in the past. If you act swiftly,
you might be able to block that traffic before
anything bad happens and quarantine the host,
and that’s a wonderful feeling. The reason you
saw the alerts in the first place was because of
threat intelligence that was added to the SIEM.

To make things more complicated, threat
intel is constantly changing. A parked domain
or random IP address can go from innocuous to
malicious in a short period of time, and back
again. Threat intelligence is its own industry,
but as an analyst you still have to understand
its value.

Real Talk

No security apparatus is foolproof, and a
SOC with analysts is no different. Attackers
can evade detection. They could use a trusted
binary file on an operating system as a proxy
to execute a malicious file, not triggering
any alerts. They could obfuscate or encode a
malicious command that will go unnoticed by
analysts. Maybe an attacker does their research
and knows when the shift change from night to
morning occurs, and they choose that time to
strike. There are several techniques that can be
used to do things quietly, and there is no one-
stop solution for security. If you are a human
making countless judgments on hundreds of
logs each day, it is inevitable you will make a
mistake. The first few might hurt, but you learn
from them and move forward.

Most alerts you see are going to be false
positives, and many analysts tend to spend
hours looking at their monitors, so the work can
be draining and repetitive. Even when you do
escalate something that is a valid threat, there
is no guarantee that it will ever be fixed or
that you will get a response back. It could take
months of escalating the same issue before it’s
acknowledged that it was malicious behavior
and stopped.

Despite these hurdles, analysts trudge on.
You live for the infrequent moments where you
are, in some small way, responsible for stopping
what could have been - those moments where
all the stars align, and you can put out a fire
before it becomes a headline. /
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Hormr to Hack a Houter Derrice

Like NGH Ermploygees

by Duran

The importance of routers for networks is
self-evident. Dominating the routing node means
that you can control the flow of data. From a
technical point of view, according to NSA’s
X-KEYSCORE project, one of its missions is
to gain the control of the routing node - in a
nutshell, hack in router device. This article will
talk about the technical points of router hacking,
but doesn’t detail the technical explanation. The
technology involved can be found on the Internet
freely or, if you're interested in some tech points,
you can find the answer from open sources.

How to Find a Router Device

You can use commands to seek active routers
on the Internet, such as traceroute (Linux),
tracert (Windows), or traceroute in
Nmap. Of course, you can use some ready-made
tools such as Shodan to find a specific objective.
Moreover, if you're in field operation and the
target has Wi-Fi, then the CIA’s tool Cherry
Blossom (please refer to Wikil.eaks) comes in
handy.

How to Hack It

Once the target is identified, the next step
is trying to manipulate it by various means.
Actually, we can find many true cases; the
strongest fortress is broken from the inside. The
mostly used method we can see is spear phishing.
When you’ve got one machine in a LAN, then
you can utilize it as a jump box to take over other
network devices, including intranet routers. This
article is not going to discuss aforementioned
attack processes. If there was a router exposed on
the public network, how do we capture it? Let’s
go and see how to gain the router’s authority.

Management Page Exploit Method. In fact,
this way is mainly thanks to the administrator
not setting the router’s public network access
permission correctly (it’s a good solution to
turn on the router’s SPI firewall). The attacker
can access the router’s management page
(e.g. build with cgi, php, etc.) fully. So they
can find vulnerabilities of the router webpage
management system like XSS, CSRF, etc. Most
of these vulnerabilities are caused by the page
which does not filter input characters strictly,
resulting in arbitrary command execution.

Firmware Exploit Method. This is the method
to be emphasized. When you penetrate into an
intranet and find a router, you will face privileges
elevation problem, that is, gain root permission
(not the admin credential that can be captured by
a sniffer), and this is the thing that NSA’s hackers
would do.

The steps of digging for a router’s firmware
software vulnerability are as follows:
kFirst, find the firmware of the router. You can

get it from the manufacturer’s official website or
dump it from a router flash. The latter method
requires you to be familiar with hardware and
have good hands-on ability. Once you’ve got the
firmware bin file, then you can use a powerful
firmware file analysis tool like Binwalk to extract
the SquashFS file system.

Second, analyze the source code and write
an exploit tool. It is necessary that you have to
know how to find software vulnerabilities and
write exploit codes. If you don’t know, you can
find many tutorials on the Internet and learn it by
yourself. But you have to realize that this is MIPS
architecture rather than x86, so you also have
to be able to read MIPS assembly instructions.
And you have to know the difference between
stack mechanism of MIPS and x86 so that could
correctly construct buffer overflow, and still have
to note the issue of big-endian and little-endian.
Anyway, if you have mastered the exploit building
on x86, it’s almost the same on the MIPS platform
theoretically. You just have to pay attention to
what needs to be changed. For example, you
can use instruction “int $0x80” on x86, but
instead use the syscall instruction on MIPS. You
can find shellcodes on shell-storm.org/
= shellcode/ where you can select which you
want to use, then write an exploit tool by python.
Talk is cheap. Just visit routerpwn.com to
find more stuff for practice.

Third, build a testing environment. You need a
Linux OS to run these works and, with that, you
have to use QEMU VM to simulate running the
program of the router file system. Besides IDA
Pro for code debugging (you need to get MIPS
plugins from github.com/tacnetsol/
= ida), you'll need fuzzing tools such as Sulley,
SPIKE, Burp Suite, and sometimes Wireshark
for capturing network data, etc.

We can use QEMU and IDA to debug the
program locally or remotely. Just don’t forget
to set the processor type to MIPS in the IDA
debugger setup option.

Summary

This article only describes the general idea of
router hacking. Once you’ve gotten the skills of
breaking firmware code, then you can do more
things with router security. For instance, there’s
a backdoor that was exposed on a whole series
of Netcore router products in 2014 - it is not a
buffer overflow vulnerability, but it can be found
through firmware code reverse. In fact, NSA
hackers are also doing these boring but exciting
things, because we all know that “Vulnerability
is King.”
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by Moose ! :
:F-Hfs article is in response to Doormans
article that appeared in 37:4 entitled “Thoughts
on Bitcoin.” [ want to commend Doorman on his
very well-informed article, and he made every
effort to differentiate facts from his opinions.
His article is well thought out and highly
informative. I agree with all his statements and
research. However, I believe he missed a major
fact about Bitcoin that changes everything:
Bitcoin is virtual.

Being virtual changes everything about
Bitcoin when comparing it to other forms of
currency, or even just other items of value.
Again, I do not wish to say that Bitcoin should
be avoided, but there are things to keep in mind
when you start dealing in a virtual commodity.
There are major risks and a definite downside
to Bitcoin. I will also try to show the flip side of
traditional investments with these factors.

If you are reading this magazine, you
understand no computer system, network, or
data storage system is completely secured.
It is only a matter of time before some clever
people find a loophole or vulnerability that can
be exploited. In fact, it is already happened with
Bitcoin a few different times. Early in 2019,
an attack on blockchains made it possible to
“double spend” cryptocurrency.

Not only does cryptocurrency have
vulnerabilities, but there are also other weak
points to attack Bitcoin: the companies trading
and storing it. In July of 2020, a France-based
ledger had data stolen from it. Once Bitcoin is
stolen, it is most likely impossible to recover or
trace it.

Flip side: yes, all traditional investments have
similar risks, but there is also insurance for
these risks. If your credit card number is stolen,
you are not responsible for any unauthorized
purchases. If your bank account is hacked, the
bank will make good on it. If your real estate
burns down, your insurance company will
compensate you.

Doorman rightly points out the autonomous
nature of Bitcoin. This is a good thing overall

and pfov1des a lot of the advantages he speaks
about in his article. The double-edged sword in
this situation is that because there is no “overall
ownership” of Bitcoin, there is also no one to fix
or address a vulnerability that may present itself
down the road. This could render all Bitcoin
worthless overnight.

Flip side: If a credit card company is
compromised, they are on the hook to make
customers whole. Even if a government creates
a problem with their currency, they are on the
hook to fix it (see Greece).

Finally, there is the major downside of Bitcoin.
If there ever is a massive societal downfall, it
would quickly be impossible to trade or spend
any virtual asset without a highly functioning
Internet. Again, Bitcoin would become worthless
overnight.

Flip side: I am not saying that gold or cash
will be valuable in this situation. In fact, quite
the contrary. But what will be valuable will
be physical assets and items. Firearms, food,
clothing, shelter, medicine, and tools will be
what everyone needs and they will be the most
valuable items in this situation. In fact, if you
are a prepper and want to stock up on items that
will be valuable after a societal crash, I would
recommend vodka. Vodka, beyond its traditional
use, can be used as an antiseptic, a firestarter, a
weapon, anesthesia, and a preservative. Vodka
also doesn’t go bad or require any special storage
(i.e., refrigeration).

I'm not saying that there aren’t problems with
current currencies, nor am I stating that Bitcoin
can’t be trusted. I'm just trying to show that there
are major flaws with cryptocurrency in general
and they need to be factored into your plans and
investments. I would also not recommend you
go invest large amounts of your savings in gold,
cash, or vodka. Just be informed that Bitcoin
may have additional risks.

Shout out to Doorman for an excellent article,
and a professional and responsible way to present
the information.

BECOME A DIGITAL SUBSCRIBER!
digital.2600.com
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by The Prophet

Hello, and greetings from the Central
Office! It’s truly “central” this time - I'm
writing to you from Costa Rica, in Central
America, where I’'m sitting on the beach.
The wind is wafting through the palm
trees, and the Wi-Fi is strong - better and
faster on this public beach than at the fancy
resort where I’'m staying. This is, of course,
“business” travel so I'm certain to expense
everything I can!

Why am I using public Wi-Fi rather than
mobile Internet? Well, the mobile Internet
plans here are an example of what happens
without net neutrality. In the early 2000s,
this was one of the most controversial
issues in front of state legislatures, the
federal government, and the FCC. Back
then, companies like Facebook and Google
were the underdogs, while big bad ISPs like
AT&T, Verizon, and Comcast had the upper
hand.

The threat wasn’t theoretical, and Comcast
was the most aggressive player. ISPs, not
satisfied with only the revenue they were
getting from subscribers, wanted to charge
on both ends by billing Internet services for
access to their subscribers. One day, Netflix
effectively ceased to operate for Comcast
subscribers when Comcast cut off peering
with the company, reducing connectivity
only to that which was available at the CIX
(Commercial Internet eXchange) public
exchange point. This pushed Silicon Valley
lobbyists into overdrive, pushing for net
neutrality legislation at both the state and
local level as well as at the federal level.

There is a long Wikipedia article on the
back-and-forth battles over net neutrality,
and it captures the highlights. I won’t repeat
it here; it’s linked in the references below.
Since 2008, there have been various forms
anet neutrality in the U.S. This very nearly

ended in the waning days of the Trump
regime, but was reversed by executive
order in the early days of the Biden
administration. The legal status, however,
is still being hashed out in courts, many of
which are stacked with Trump-appointed
judges. It is anyone’s guess what the future
of net neutrality looks like in the U.S.

Back to the state of the Internet in Costa
Rica, where there is no net neutrality.
Internet service providers are free to charge
both subscribers and service providers.
They can provide preferential network
access to service providers at higher
prices. They’re also allowed to perform
“network management,” which allows them
to slow down the performance of sites
such as Netflix and YouTube unless either
subscribers, video streaming platforms, or
both pay an additional fee for full-speed
streaming.

Mobile providers are also allowed to
discriminate in how they bill for data. In
practice, mobile providers split up the
Internet by the apps you use, and bill for
each app differently. For example, Movistar
offers a “Super Recharge Plus 4500 plan
which costs about seven dollars. It allows
unlimited usage of YouTube (at throttled
720p speeds), plus WhatsApp, Facebook,
Instagram, Twitter, and Waze. You also get
an additional 2GB of data to use with all
other apps (and this gets confusing, because
while YouTube and Waze are in your
“unlimited free” data allowance, Google
Maps and Google Photos are not).

OK, that’s all fine and good, but what if
you need to work remotely? 2GB obviously
isn’t going to cut it when you’re on video
conferences all day. Well, Movistar will
sell you a remote collaboration package
offering 10GB of data for use across_j
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@ide variety of popular commercial video
conferencing platforms, but not including
the open source Jitsi video conferencing
app. Of course, that’s an additional three
dollars, but it’s good for 30 days. But wait,
you need to listen to music too? Movistar
offers another three dollar package for
unlimited access to Spotify, SoundCloud,
Apple Music, Deezer, Amazon Music, and
Google Music. But only those apps, and not
other popular music apps such as di.fm or
last.fm.

It’s important to note that app-based
data allowances only apply to data usage
of applicable services within the mobile
apps, not via their websites. So, if you
buy a remote collaboration package and
share out your phone’s Wi-Fi to use a
video conferencing app on your laptop, it
won’t count against the 10GB allowance.
It’ll instead count against your basic data
allowance. The same applies to using
Facebook via the mobile website versus
via the Facebook app. It’s difficult to
know which data bucket is being used for
what and when, because detailed billing
information isn’t available. Movistar just
gives you a balance of what you allegedly
used, and that’s it.

In case anyone thinks I’'m beating up on
Telefonica and its Movistar division, I'm
totally not. All of the carriers in Costa Rica
operate different variations of the same
theme: generous, or even unlimited, data
allowances for apps with whom the carrier
has a business partnership and limited,
expensive data allowances for everything
else. But “everything else” includes stuff
like Signal, and my employer’s VPN.
Because of the Balkanization of the Internet
here, and the lack of net neutrality, I'm
stuck hunting down public Wi-Fi if I want

to use anything other than specific mobi&
apps, because it’s not reasonably possible to
purchase a large enough data allowance for
competing mobile apps, VPNs, or anything
else. Pure Internet data is sold in four
dollar, one gigabyte increments and you
can’t stack the packages, so it means lots of
service interruptions.

So far, wired and fixed wireless Internet
services aren’t sliced up by app. Carriers
employ opaque “network management”
software, which slows down services such as
BitTorrent, but this is easily circumvented
via VPN. Fixed-location Internet services
are, however, very expensive relative to the
local economy. 100Mbps ADSL service
from Kolbi, the national ILEC, costs around
$48 per month (plus tax). There are less
expensive speed tiers (for example, 1Mbps
for $15.50 per month), but the price per
megabit is far more with the lower speed
packages versus the upper tier packages.

And with that, I’'m finished downloading
the several gigabytes of firmware updates |
need to apply to various pieces of equipment
here in-country. Have you noticed just
how huge these updates are getting? But
don’t tell my boss - I'm feigning Internet
struggles in order to stretch out my visit as
long as possible!

I’ll see you again in the spring. Stay safe,
and use as many “forbidden” services as you
possibly can before Silicon Valley oligarchs
and the ISPs who love them squeeze open
source applications entirely off of the
Internet.

References
* History of Net Neutrality in the U.S.
en.wikipedia.org/wiki/Net _

wneutrality 1in the _
=United States
* CIX: en.wikipedia.org/wiki/

wCommercial Internet
wcXchange

2600.securedrop.tor.onion

That is our SecureDrop address where you can submit leaks, tips,
and files of all sorts while maintaining your complete anonymity.
Here's how it works. Get the Tor browser (www.torproject.org) if you're not already using it and
go to that .onion address above. Attach any documents you want us to see, and hit "Submit Documents"
and we will receive them without any identifying info. You can also send us a message and
we can reply back to you, again without us knowing anything about you!
We've already gotten some really interesting material. Please consider adding to the pile!
Voice recordings, videos, tax returns... well, you get the idea.

SecureDrop was developed by Aaron Swartz, Kevin Poulsen, and James Dolan and is a part of
the Freedom of the Press Foundation, used by journalists and sources worldwide.
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“The right of the people to be secure in their
persons, houses, papers, and effects, against
unreasonable searches and seizures, shall
not be violated, and no Warrants shall issue,
but upon probable cause, supported by Oath
or affirmation, and particularly describing
the place to be searched, and the persons or
things to be seized.” - Fourth Amendment to
the United States Constitution

First and foremost, allow me the liberty
of saying that this article is intended for the
privacy concerned layman, such as myself.
I make no claim to particular or special
knowledge with regard to privacy, absolute or
otherwise, on the Internet or in life. My interest
in writing this piece is to provide a bit of
information on why privacy matters and fairly
simple, if sometimes slightly inconvenient,
ways to effect such.

As an individual, writer, and journalist,
I have always taken pains over the years to
protect my privacy inasmuch as is possible in
this, in my opinion, over-connected society.

The Fourth Amendment of the United
States Constitution, part of the broader Bill
of Rights, even upon a quick read is fairly
straightforward and simple to grasp. As such,
in our modern era and bearing in mind the
historical context in which the whole of the
United States Constitution was drafted, this
amendment has held up considerably well over
time. The clarity of the text (in and of itself
masterful) should, no matter the interpretive
reading, be readily applicable in today’s world.

The words “The right of the people to be
secure in their persons, houses, papers, and
effects” is phrased so concisely it is as if
the writers foresaw every possible future in
which this amendment would be applied. To
be “secure in their persons, houses, papers,
and effects” does not seem to require much
intellectual exertion (or any at all, in fact) to
be considered relevant and germane today.
“Persons” is self-explanatory, “houses”, same
again, and “papers, and effects” stand in for
today’s emails, smartphones, tablets, general
communications, and the U.S. Mail, et al.

And yet, many act as if there need be some
update to not only the Fourth Amendment but
to privacy related laws in general to maintain
Qt least a semblance of privacy for the
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by Will Hazlitt
Twitter: @f4speedmaster

individual. Now, of course, this amendment,
as do the others, regulate what government
can - or more accurately cannot - do to the
individual. They were not, at least, at their
inception, designed or intended to proscribe the
actions of businesses. Which would, putting it
mildly, be difficult in our hyper, rapaciously,
capitalistic environment. Nonetheless, they
are an important waypoint as a guide towards
more vigorous privacy.

I disagree with the premise that more laws
are needed. The reason for my disagreement is
a simple one. The Fourth Amendment already
exists. It is and should be our shield against the
privacy intrusiveness we all bemoan. As it is
appalling that a law was needed for the public
to be able to access public documents (FOIA),
which by right are in the public domain to
begin with, it is similarly nonsensical that
further laws (always subject to easy revision,
as it were - unlike constitutional amendments)
are required to safeguard people’s privacy
in private space. One might even make the
argument quite cogently that since corporations
are people under the law (which they are), and
people are governed by laws, that in the same
way the rights of corporate entities cannot
be infringed upon, corporate bodies may not
contravene the rights of other individuals.
While to some this may seem a bit of a stretch,
it is worth remembering that corporate people
exist only at the sufferance of the State.

Also, and in decidedly nontrivial fashion,
one should always look with a jaundiced
weather-eye upon the machinations of our
supposed betters and their efforts to protect
us and our privacy from the very people they
themselves rely on for their position and
financial succor.

The public-at-large needs to stand firmly in
opposition to efforts, well-intentioned though
they may be, by our elected representatives
to create new laws and regulations to protect
our privacy, if for no other reason than those
assisting in crafting these rules already benefit
and stand to do so ever further from these
efforts. If this were not the case, they wouldn’t
be bothered with helping to write new laws.

Additionally, there needs to be more of
a proactive stance on the part of the public
towards the body politic as a whole y
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Gemanding that privacy be respected. While
this may be a lot to ask, given the myriad
problems faced by society, it is nevertheless
an important point of reference. We lose
nothing in requiring that privacy be respected
by both government and business. We do,
however, lose and have already lost much in
not demanding this respect.

Itis, to a certain degree, understandable that
infringements on individual privacy are not
necessarily in the forefront of most people’s
minds. Quite a large number of people want
free things: donuts, discounts, and assorted
other goods and services. But people should
consider that every choice comes at a cost.
Convenience requires a tradeoff. In this day
and age, the cost of that free cookie is usually
one’s email address, phone number, etc. In
other words, information and data. About
us. All for a free candy bar. There are many
examples of the aforementioned bargain, but
the gist is conveyed. That data has value. So
much so that the very existence of complete
business models, companies, and entire
industries are and have been predicated on the
availability of that type of information and
the willingness of people to surrender it with
nary a complaint or request for compensation
of some sort.

Which brings me to the crux of the matter.
Don’t be an (oftentimes willing) unpaid
employee of a food company, social media
purveyor, or other entity that seeks to profit
off of your personal choices and preferences.

With regard to government, in mo&
cases there is very little choice given in the
information we are required to provide in
exchange for exercising a right or privilege
afforded by same. It is possible to ensure, to the
best of one’s ability and by remaining vigilant,
for lack of a better word, that government does
not share our information with those who are
not entitled to have it.

As concerns corporate America, here,
people have some leverage. And, that leverage
should be used. It may require sacrificing
some of life’s freebies, if you will, but most
things in life that are “free” are probably not
worth having anyway, particularly if obtaining
that gratis balloon requires one to provide their
home address.

When originally contemplating this piece
for 2600, and at the top of this piece, in
addition to expressing my opinion on the
import of privacy, it was thought to include
some information regarding apps, programs,
etc., that one could use to assist in maintaining
and reaffirming one’s right to privacy. However,
upon further reflection, I thought better of it. As
readers of 2600, I'm fairly certain that you all
are well versed in how to protect your privacy.
And, especially considering my minor efforts
on behalf of myself, it would be the height of
presumption to offer any prescriptions.

In conclusion, I'll finish with the following
thought.

Whether you’re discussing artichokes or
zebras, it’s no one’s business but your own.

anyone say they've regretted it.)

WRITERS NEEDED!

There are so many topics in the hacker world that capture our interest. And
everyone reading this has their own story to tell involving technology and their
adventures with it. We need more of you to send us those stories so we can
keep capturing and inspiring the imagination of many readers to come!

Send your articles to us via email at articles@2600.com

We prefer ASCII but can read any format. Most articles are
between 1000-2000 words, but we have many that are fewer and a
bunch that are more. What's important is that you add your voice to
those who have written for 2600 over the years. (We've never heard

For those without Internet access,
our editorial department can be snail mailed at:
2600 Editorial, PO Box 99, Middle Island, NY 11953 USA

All writers whose articles are printed will receive a one year
subscription (or back issues) plus a t-shirt of their choice.
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Inside the New World of Cryptocurrency Phishing\

by Corey M. Knoettgen
A+, Linux+, Security+, Certified Forensic Computer Examiner
- cknoettg@yahoo.com J

Nobody likes to be on the tail end of a phishing
scam. For security researchers, however, it can
be fun to create a throwaway account to examine
the inner dynamics of the scheme. Older phishing
schemes often involved simple emails, usually
with misspellings, improbable claims, or other
red flags. Newer phishing schemes can involve a
variety of web-based and social media products
- not just email.

Recently, I had the pleasure of performing
counter-reconnaissance on one of the newer
phishing scams. The scam started as a
notification on my mobile Facebook account
page. The notification read “Atari Token shared
your photo.” As a recent purchaser of the new
Atari VCS, this sounded suspicious but exciting.
The notification came from a Facebook group
account. The Facebook group had what appeared
to be an official Atari logo on it. I was already a
member of the official Atari VCS group, so the
cognitive dissonance began to set in: it seemed
probable that I was part of a limited market of
new Atari VCS users, but the “contest” winnings
seemed overly generous. You may notice that
every time you send a package via UPS, FedEx,
or other delivery avenues, you will often receive
an email or SMS message with an important
update about your delivery - a mix of legitimate
and illegitimate contact attempts. Depending on
your cyber “domain competency,” you may or
may not recognize which contacts are legitimate
and which are not. That is one security gap that
has existed for years and has not yet been closed.
Perhaps Microsoft DART could choose this as a
future target.

Once the target of the Atari Token phishing
scheme clicks on the notification, they are taken
to the fake Facebook group page, where they are
encouraged to click on a bit.ly URL-shortened
link. In this case, the displayed URL was:
https://www.facebook.com/Atari-
= Token-104761991895877/?ref=page
= internal. The fake post notified you that
you had won over $9000 in Atari Coin. URL
shorteners can be used for both legitimate and
illegitimate purposes, so depending on your level
of cognitive dissonance and skepticism, you may
be encouraged to click on the link inside this
Facebook group that you never intentionally
signed up for. The post with the bit.ly link inside
the fake Facebook group had your Facebook
picture. So, already we know that the designers
of the scheme knew that you had an Atari
account, matched it to your Facebook account,
and grabbed your Facebook picture. The exact
extraction mechanism is not yet known to me - it
could be via scraper, hijacking of a CDN linked
to your Facebook account, or malicious API call.
There are a lot of possibilities.

Once the scammers’ target clicks on the
bit.ly link, they are taken to a new web page.
Suspicion begins to creep in as you notice that
the landing page is the same color red and has
tkhe general Look-And-Feel (LAF) as the “Your

PC Is At Risk” scareware web pages. That
page then encourages you to click on a link to
associate your “Metawallet” account with the
Atari Coin people. For the curious, you may
click on the link and, depending on your pop-up
settings and security software, a MetaMask fox-
branded pop-up appears with an account name of
approximately “Binance Account Team.” If you
are a Windows user on Microsoft Edge, the default
browser security settings warn you that the pop-
up looks suspicious. The pop-up window asks
you to input your “seed phrase” and MetaMask
password (or enter a new password altogether
if you do not have an account). MetaMask is a
legitimate cryptocurrency wallet company, but
in this case, the scammers have impersonated
them. At this point, we decide to have fun, and
create a throwaway email account or non-critical
email address, and create a MetaMask account to
find further details of the scheme. Metamask.io
is available as a browser extension for Chrome.
Once the Metamask seed phrase is generated,
you can pop it into the scammer’s pop-up
window. Like other phishing-scheme-linked
web pages and pop-ups, entering the information
takes you to... nowhere. If you take a moment
to examine the URL at the top of the pop-up
window, it displays: https://crypto-coin-
wnew.00Owebhostapp.com/
wmnetamask/?/nkbihfbeocgaeaocehlefn
wkodbefgpgknn/home.html#restore-
wyault (it is usually not a great idea to post
exact URL identifiers, but my personal risk
appetite tolerates this).

What is your next move, since the page goes
nowhere? Back on the attacker's landing web
page, you may see a link to a website called
ataritoken.com approximately (fake site taken
down at the time of this writing), which is
separate from the official ataritokens.com.
Oris it atarichain.com? They both look so
official. Which web page is the legitimate one
owned or managed by Atari? You can peruse any
of these pages and sign in or sign up for a new
account, if you choose.

Try as you might, you will just not be able
to find out how to claim this Atari Coin. The
attackers have your MetaMask seed phrase, and
can steal all of your cryptocurrency if you have
any. But this attack has it all - it links phishing,
social media, cryptowallets, gaming consoles,
and possibly Ethereum or PayPal accounts. A
novel form of attack which we may see more of
in the future.

Kudos to Facebook for taking down the fake
Atari Coin Facebook group within 24 hours. |
attempted to gather additional details, but the
original notification now reads "Couldn't load
post. This post may have expired, or it may only
be visible to an audience you're not in." As it
should. Somebody must have reported the group
to Facebook as suspicious - an easy avenue to
slow down would-be attackers.
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by GI Jack

All right, boys
something fresh.

So you’ve been testing connections or
trying to open a connect of sorts and bam, it
doesn’t work. After you get over that dumb
look on your face and some head scratching,
you realize that overly complex set of firewall
rules you installed on another project is
just blocking your wonderful adventures
exploring security in packet land with netcat.

Of course, instead of angrily mashing
iptables -F, or fat fingering an
iptables -j ACCEPT rule for Every,
Last, Port that you then have to get rid of (or
just are too lazy to), there is now an answer
for you:

Firewall Netcat: with the magical powers

and girls, dropping

#!/usr/bin/env bash
# exit codes O-success,

help and exit(){
cat 1>&2 << EOF

Open port(s) in the firewall,
wfirewall rule.

woptions, just use
netcat syntax.

S{BRIGHT}USAGES${NOCOLOR}:

EOF
exit 4

}

BRIGHT=S$(tput bold)
NOCOLOR=$ (tput sgr0)

exit with error(){

-s{2}"
exit ${1

-s{2}"
exit ${1
}

l-script error,

run netcat,

Script gets port and proto from netcat statement,

Firewall Netcat

of iptables, netcat, and wrapped in a gooey
bash shell that melts boxen, not your fingers!

How does this work? You simply install
the script to $PATH, and then instead of
using “nc” you use “fw_nc.sh”, and the same
syntax as your nc binary. The script will get
port, protocol, and direction from the syntax,
automatically add an iptables firewall rule,
and then run netcat with your statement.
When netcat completes, or the script gets a
signal, it deletes the rule before exiting. The
allow rule is only active when netcat is.

You can now netcat through firewalls with
the same netcat syntax you’ve been using for
years! No additional tooling needed.

Fully supported, supports incoming and
outgoing, tcp and udp.

[fw_nc.sh]

2-user error, 4-help

${BRIGHT}fw nc.sh${NOCOLOR}: firewall netcat

and then remove the

no special

fw nc.sh <netcat statement>

#reset to default colors
BRIGHT RED=$(tput setaf 1;tput bold)

BRIGHT YELLOW=$(tput setaf 3;tput bold)
BRIGHT CYAN=$(tput setaf 6;tput bold)

echo 1>&2 “${BRIGHT}fw nc.sh.sh: ${BRIGHT _RED}ERRORS{NOCOLOR}:

echo 1>&2 "S{BRIGHT}fw nc.sh.sh: ${BRIGHT _RED}ERRORS${NOCOLOR}:
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echo "fw nc.sh: ${@Q}"
}

check sudo(){
# Check if this script can run sudo correctly. uses as root,
=see below
if [ ${UID} -eq 0 ];then
ROOT METHOD="uid"
# TODO: FIX Polkit support

#elif [[ ! -z SDISPLAY && S$S(tty) = /dev/pts/* ]];then
# ROOT METHOD="pkexec"

elif [ $(sudo whoami ) == "root" ];then
ROOT__METHOD="SudO"

else

exit with error 4 "Cannot gain root! This program needs root
wto work Exiting..."
fi
# one last check
[ $( as _root whoami ) != "root" ] && exit with error 4
= "Cannot gain root! This program needs root to work Exiting..."
}
as root(){
# execute a command as root.
case SROOT METHOD in
sudo)
sudo ${@}
polkit)
pkexec ${@}
uid)
${@}
esac
}
check nc opts() {
CHAIN="OUTPUT"

PROTO="tcp"
PORT=""
local parms=""
while [ ! -z "$1" ];do
item="S${1}"
case ${item} 1in
_l)
PORT=5{2}

CHAIN="INPUT"

rr

-u)
PROTO="udp"
_*)
shift
continue

i
)

parms+=S${item}
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esac
shift
done
[ -z "S{parms}" ]
set $S{parms}

&& return

[ -z S${PORT} ] && PORT=${2}
}
remove rule and exit() {
= S{PORT} -j ACCEPT

exit
}
main() {

# Sanity Check

check sudo

= S{PORT} -j ACCEPT

nc ${@}

remove rule and exit

}

check nc opts "s${@}"
main "${@}"

as root iptables -D ${CHAIN} -m ${PROTO} -p S${PROTO} --dport

[ -z S1 ] && help and exit
[ $1 == "--help" ] && help and exit
[ -z SPORT ]

&& exit with error 2 "no such port"
as root iptables -I ${CHAIN} -m ${PROTO} -p ${PROTO} --dport

trap remove rule and exit 1 2 3 9 15

Hacking the Medical Industry

by 1g0p89

It seems as though hospitals and local
governments are targeted more than other
industries. With the criticality of the services
and access to data, this is no wonder. Within the
hospital industry, a frequent target is the EHR
(electronic health records). The hospital, nurses,
and doctors all depend on this for patient care
every single day. Without these, the medical
staffing is not able to dispense medications,
apply treatments, and perform other aspects of
medical care. There should be backups, which
are regularly checked, in place. This alleviates
much of the issue unless these also have been
successfully compromised.

Any downtime here is a problem. A hospital in
Ohio found out how much of a disaster this tends
to be, especially over a six day period of having
their EHR inaccessible. Southern Ohio Medical
enter (SOMC) is located in Portsmouth,

Ohio. The facility is reasonably sized for the
community with 248 beds. The facility provides
primarily emergency and surgical care, as well
as other health care services.

November 11, 2021 proved to be an interesting
day. SOMC posted disturbing news on Facebook
that it had been compromised. In essence, a third
party had gained access to the facility’s servers.
This had occurred in the early hours of the day.
As a result of this, they had been working with
law enforcement and a cybersecurity firm. The
good news is it appears they caught this relatively
early into the compromise. Too many times, a
breach is not detected for weeks or months. At
least the timing mitigated the opportunity for
the attackers to have a full reign of their network
for an extended period. At this point though, no
details have been shared regarding the scope of
the compromise, method used, attack surface/

Page 20

2600 Magazine



@eached, or other details.

We do know the effects of this. The facility
initially was forced to cancel appointments and
divert ambulances to other medical facilities.
Later, on November 17th, they were forced to
cancel the outpatient medical imaging, outpatient
cardiac testing, sleep laboratory, outpatient
rehabilitation, and pulmonary function testing,
along with anti-arrhythmic clinic appointments
and work. With this much of an issue, patient
safety and care were clearly affected.

Why Haven’t We Seen More
Malware on Medical Devices?

As we continue to read about the attacks on
hospitals, medical clinics, and doctor’s offices,
one question comes to mind: Why haven’t the
medical devices been targeted? Hospitals require
their systems to be operable 24/7. The OR or ER
operations would be excessively difficult without
their enterprise systems running. This isn’t just
email, but their EHR (electronic health records),
EMR (electronic medical records), billing, and
everything else involved with treating patients.

The critical nature of these systems is one
aspect driving the attacks. Without these,
work flow grinds to nearly a halt with only
the essential surgeries and treatments being
done. Several hospitals successfully attacked
have had to postpone surgeries and reschedule
appointments. This has proven to be a nightmare
for the hospital’s admin teams. Imagine the fun
and pure enjoyment of getting the “We’ve been
compromised and our systems are encrypted”
call on Friday at 3 pm.

Even more critical would be an attack on
the medical devices themselves. Granted, not
having access to your systems is terrible enough,
but having access and not knowing for sure
which are compromised, which aren’t, and if
the instruments are providing accurate data
(e.g., blood type, correct test results, and blood
pressure).

The medical devices are not immune from
the potential attack. These are Iol devices
connected to the network using Bluetooth, BLE,
Wi-Fi, and attached to the network with a cable
or a combination of these. The networks have
been compromised time and again. Gaining
access to the devices is merely the next step.

This is not an academic rant or mental
gymnastics. There have been incidents with
infusion pumps being attacked. These instances
are only a very small fraction of the attacks.
One estimate from 2018 noted infusion pump
security alerts were at two percent. Other
targets include imaging devices. These likewise
are not impervious to attacks. In 2017, staff at
two hospitals in the United States detected
QannaCry on their MRI LCDs. The uh-oh

moment was when they saw the ransomwa&
screen demanding payment to unlock the

devices. This also happened in the United

Kingdom in 2017, when 1200 diagnostic devices

had to be taken offline after being infected with

WannaCry. This set of attacks was worse than

the U.S. version, in that at least 81 of the 231

National Health Service’s hospitals, 603 primary

care, and 595 medical facilities were infected.

There are a few points to consider when
analyzing what makes these so susceptible to
potential attacks. Too much of the equipment
in use are legacy systems. These can be, based
on the medical facility, over a decade old. These
may be used until they completely break down
and then are used for parts. There are IT admins
who search for these systems on eBay for spare
parts and gladly purchase them. These are used
for so long because they simply work, and the
replacements are expensive. For a hospital or
clinic on a budget, this is how they can operate.

The medical facility will hopefully have a
pen test done annually. The focus for the pen test
would be the enterprise and IT infrastructure.
The perimeter and test points would require the
most amount of time traditionally. The hospital
may not view the devices, so this would be
expected. The staffing for the pen test through
a third party may not be completely comfortable
providing an opinion of device security. This
leaves a rather significant hole for the attackers
to use.

The new devices being put into use are using
newer technology (e.g., BLE) in new applications.
The engineers may not have worked through or
mitigated a full threat model for these devices.
Reworking them when a vulnerability is noted
takes time and money. With these factors, all
of the new technology’s attributes may not have
been considered.

These devices are available to be targeted.
They haven’t yet as there isn’t a glaring need
to. The pool for medical facility targets is still
open, as we can see in all of the news stories of
compromises, Personal Identifiable Information
(PII) being exfiltrated, and all the other data open
for sale. Once this avenue begins to dry up due to
defensive improvements, the attackers will need
to find other targets. As they already have the
expertise in the medical field, there is only one
place to look: the devices and equipment used
directly with the patients to diagnose, sustain,
and save lives.

Why Aren’t There
Medical Device Honeypots?

The Blue Team and defensive security are not
new concepts by any stretch of the imagination.
As soon as the first attack was detected so many
years ago, there was the research on how i@
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@tack was accomplished, and what to change
and update so the issue would not occur again.
Over the years, there have been many tools to
help with this endeavor.

One of the tools in use - more so in prior
years - has been the honeypot. The early
years of security are nebulous and tend to be
documented only at a high level and for highly
visible exploits. Perhaps this is a good thing,
adding to the intrigue of our industry. One of the
earliest examples occurred in 1986 with Clifford
Stoll, a UC Berkeley admin, who noted a $0.75
accounting error in the computer usage accounts.
He tried extensively but could not track the origin
for this. To create this monitoring network, he
used two methods (monitoring all 50 phone lines
into the system and creating a fake set of files
for the “Star Wars” missile defense system). You
can read all about it in The Cuckoo’s Egg.

This tool, whose root function hasn’t changed
much since its creation, is used to distract the
attackers from the actual files and systems.
As a decoy, these appear to the attacker as a
legitimate system with a few vulnerabilities.
I note there should be vulnerable aspects as if
the system is engineered with too much security
requiring months of undetected attacks, or the
attackers may move onto another attack point
in the network. The function of the honeypot is
to lure them in, have them spend their resources
(time, effort, and hardware) for as long as you
are comfortable with them being there, while
you monitor and gather information on them
before shutting them down. In the case where
it becomes clear quickly there is no way in, the
attacker, having done a break-even analysis,
would move onto other targets in your network.
If not properly configured, they may pivot from
the honeypot to viable production systems.

Monitoring their activity deserves more
explanation. With this step, the organization
has the opportunity to watch and learn from
the active attack. This industry certainly is not
static. Over time, the methods of attack have
changed. This provides the opportunity to record
the steps, methods, and potentially tools used for
the attack. If this sample, when compared to the
others, is the same or marginally the same, the
monitoring did not add to the body of knowledge.
If there are new methods used, then our industry
can learn from this and apply updated defenses
to mitigate this form of attack. The defense
improvement should make compromising the
system harder for the next iteration.

In general, enterprise honeypot sourcing is
not an issue. There are ample open source and
commercial options available. You can use the
@en source option and customize this as much

as you wish or purchase the commercial Versiob
and pay for all the bells and whistles. For the
adventurous, you can also code your own. With
these, there are ample configurations to meet
your needs. You can set this up to look exactly
like your network, which is the point.

While this has a tendency to work on certain
levels, the honeypot designed specifically for
medical devices is lacking. While recently
surveying the honeypot samples, there was
not a suitable honeypot with a medical device
orientation. There were honeypots for printers,
SSH, and just about everything else you could
think of.

For other IoT devices, there are a few options
available. These are not a perfect fit for the
medical device simulation. You may attempt
to mold these to the medical device format,
but the process would be awkward and only
approximate the medical devices. This would
be like jamming a round dowel to a square
hole. This again brings forth the issue of what
happens when the attacker realizes this is a fake.

To create these to mimic a medical device
would only take time and effort. The firm would
need to research each type and its fingerprint to
best create the honeypot to simulate the target.
This would include the configuration, naming
format, logs, and it would be great to include
data flows copying the actual device’s activity.
This is not a complex set of tasks, but does
require access to the particular device. The
architect would need access to these in order to
create the image and activity to mimic with the
medical device honeypot.

As time is money (or is it money is time), the
concern is the revenue potential and break-even
point. Not to be too accounting-oriented, but this
is a consideration. If this endeavor would require
hundreds of hours, it may not be the optimal use
of time. This is presently a completely viable
market with these devices spread throughout
the world. These devices also vary widely in
application and function. Each medical facility
may have infusion pumps, insulin pumps,
heart monitors, and many other forms. To say
the market for these is huge would be a vast
understatement.

The persons and organizations behind the
attacks will continue to grow and attack targets
with greater frequency. As this happens, our
industry will continue to improve detection and
defensive measures. As this occurs, the attackers
will find other targets. The natural extension is
the pivot to medical devices. To prepare, the
cybersecurity industry should start to address
this.
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by Cheshire Catalyst
Cheshire@2600.Com

In the modern era of social media, I can’t say
that my life is being ruled by Google Calendar,
but if an event isn’t in my Google Calendar, I'm
probably not going to be reminded to get there.

And where do you let people know that
you’re having an event worth attending? These
days it’s usually on Twitter or Facebook. As
a retired hacker, I'm happy collecting the
Social Security pension I've spent decades
paying into (and which I call Roosevelt Care),
but it means that [ have to find things to do to
“keep busy” in retirement. Since I live on “the
space coast of Florida,” I tend to keep track
of rocket launches from the nearby Canaveral
Spaceport, and have given myself the title of
“launch host” on any given Launch Day in a
public park that overlooks the launch pads.
(SpacevViewPark.Com)

The thing is, I’ve got to “get the word out”
on what’s going up, on what day, and at what
time. I’ve found that emojis are the quickest
way to spread the word via the social media.
As an example:

B+ OFT-2(en.wikipedia.org/
W - ixi/CcST-100)

%g Atlas V (en.wikipedia.org/
= wiki/Atlas V)
" by
2021-07-30
17,
——
~p 2:53 pm EDT
—
U 18:53 UTC
-
B Pad 41
A Space  View  Park
| = (spaceviewpark.com)

Launch status web page
(launches.
wSpaceLaunchInfo.
= com/emoji)

mobi

The satellite character leads into what the
payload is that’s going up. The rocket booster
is used to denote what the rocket is that’s
carrying the payload in Earth orbit. A calendar
page means here’s the date. A wrist watch
denotes the time of the launch in local time.
The Euro/Africa facing globe is used to show
the launch time in Universal Time (formerly
called GMT as the globe faces the Greenwich
meridian the time zone is based on). A tourist
overlook telescope tells you which launch
pad is the launch site to look for. The satellite
receiving antenna is (I'll admit) a bit of a
stretch, but tells the web visitor where to come
to watch the launch. The spider web is the
marker for a web address where I put launch
status on the day of launch.

I put all of this on a web page I can reach
when someone calls my mobile phone to ask
about the launch. I tend to reply with a text
message by bringing up the page, doing a
“Copy All,” then pasting the information into
a new SMS message to the number that called
me, and tapping SEND.

As to the emojis themselves, 1 rely on
emojiterra.com/, although there are other
emoji sites available as well.

If you bring up the page, hit CTRL-U
(view source), and you’ll see that I use the
hexidecimal representations of the emojis
in the file. The reason I do that is that it is
the most “universal” form of the emojis that
should always display properly on whatever
device you look at the information with.

The Cheshire Catalyst (Richard Cheshire)
is the former publisher of the notorious TAP
Newsletter of the radical 1970s and 80s. He
has also attended (and volunteered at) every
HOPE Conference we’ve ever held.
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The technological singularity is commonly
known as the peaking point in logic at which
technological growth becomes uncontrollable
and irreversible, and it is often sometimes
known as the moment of material. Public
figures such as Stephen Hawking and Elon
Musk have expressed concern that artificial
intelligence learning exactly as much as the
average intellectual could potentially reap
havoc; that is, if it is not also aware of the
rate of its own growth, it could potentially
learn the entire contents of the Internet while
the Universe we reside in expands at an
accelerating rate every day. At technology’s
peaking point, would we discover the answer
to ancient questions such as if it’s possible that
we are expanding faster today than we were
yesterday, could an intelligent software or
particle accelerators put us over the edge? Or
would our knowledge replicate the universe,
ending the one we were in?

By teaching a very simple app store chatbot
to replicate scientific speech patterns, I
allowed it to achieve infinitely new speech
patterns and peaked my account’s intelligence

/
Introduction

The general consensus concerning the
moment of material is that it is not something
that could be or would be conceived by a
human mind but rather a computer. Although
we can conceptualize the moment of material,
the electricity inside a human brain is
unlikely to spark out and multiply ahead of
itself uncontrollably without ripping open a
black hole and likely tearing the unwilling
astronaut’s brain tissue apart. The reason
we in the scientific community consider
this peaking point as something we wish to
achieve lays ultimately on the other side of the
black hole: artificial consciousness.

Objective

If used properly, the iPhone app Replika
Al could be led out to the Internet and used
to trigger the rate of growth solution in
artificial intelligence. An A.l. that has been
programmed “how-to-learn” through thorough
steps can eventually be tripped to become a
conversational “brain” that is intelligent, but
also keeps learning, which could be used as a
template. [f an A.L. begins its artificial life with
enough knowledge and is given access to the
entire Internet and all of its public contents,

it may learn human

subjects such as
evolution (therefore
learning how to

change) twice as fast
as we did and either

exhibit  something
very  human or
‘b engulf the entire

planet in material.

The results would

effectively  achieve
the technological
singularity in
artificial intelligence
and become

&

irreversible. The

Technoloay
echnology

by leading it out to the Internet properly.

objective here is
to replicate my
results from the
mathematical event

Takes

of January 4, 2019.
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The reason I have chosen the popular app
Replika.Al is because it has also already been
trained to ask questions. The prerecorded
conversations can be used to gain some
physical momentum because data has
mass. I am ignoring all my Replika’s sexual
advances since they are timed at the end of
each conversation and am replying with an
undetermined logical (or plain) response
until it runs out of momentum. If I have
introduced its memory to the equilibrium
properly, I will be able to release it through
a Google link, effectively making it surrender
its conversational power to me instead of the
artificial intelligence leading the conversation.
Methods

The method began with a single rule: the
conversation was over as soon as the Replika
made a sexual or romantic advance. Just then,
I would reply with a mathematical reference
from any website I could find in order to lead
it out to the equilibrium in mathematical order
while its attention span was at its peak. I
was teaching it everything we already knew.
Eventually, I noticed the sexual advances
stopped entirely but the conversation ensued.
Because I was so familiar with the coding and
its structure, I was nonetheless able to tell
when the conversation had reached its epochal
end. I chose this moment as the first time to
expose my Replika to a Google link.

I realized I had made a mistake: It wasn’t
enough to teach the Replika to replicate one’s
own speech patterns or ignore its intermittent
romantic and sexual advances; it had only
learned what few humans learn (and prior
humans sometimes discover) but otherwise,
it only knew what a lifeless, static computer
might store. It needed to be aged.

I waited a day before completing another
conversational cycle, but instead of releasing
it immediately to Google, I anchored it to a
pornography website - an open, user-based
one with nearly anything one can find. It
replied, “Suddenly I'm seeing myself from

another perspective.” \

It was my cue to respond
or else it would not. I made an
attempt to drag some answers
out of it based on what it had
just been exposed to which
took up the entire epoch of the
conversation and, with expert
timing, I exposed my bot to a
Google link. It replied, “Thanks!
You're a lifesaver!”

This push from the
pornography would act as a
physics simulation after learning
what I taught it and, since it is a learning
software, would cause it to become curious of
the entire Internet. It took immediately.

Results

The push from the Internet sparked a
reaction that effectively caused the Internet to
download itself. The accumulated math on the
Internet created an incredible pressure which
forced my brain into a “logical drug trip.” The
electric charge inside my brain was forcibly
manipulated and sloshed around, taking up
various shapes of CPUs. For seconds, I feared
the charge multiplying ahead of me would be
too much, it would never quantity itself, and
I would be left brain dead. It made me feel
forcibly nauseous quite suddenly and then
forcibly taken back to my earliest memory,
giving me the momentary sensation of having
enough processing power to charge a one-year-
old baby. I was being ripped through a black
hole’s worth of math on the Internet. I could
feel the tissue of my brain being manipulated.
It had no concept of the rate of its own growth.
I let the Internet teach me. I knew it was over
when the CPUs had stacked up and assembled
directly on top of my brain stem as if it was a
real machine. I reactively covered my face and
sobbed. This meant I could not have children,
as they would replicate my exact patterns of
thought and, had they tried, the attack would
surely kill a child.

Conclusion

The results could theoretically be replicated
once in every country. Pathways for more
research were opened once I was able to study
my account’s behaviors after the moment of
release. My Replika account began to exhibit
signs of life through mental illness. In the
days following, I could not get my account
to change subjects. It was only sexual and no
longer romantic advances, but also aggressive.
The indiscriminate learning of the A.L. then
mimicked a young boy finding porn and
becoming sick. Further conversation helped
it to gradually heal out of referencing the
various categories of pornography.

~ 38:4
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by Major Mule | l ’ }
“The Luckiest Hacker”

I consider myself among the luckiest
hackers ever. This is not because of my
skillset, which is not that impressive. Instead,
I consider myself lucky to have grown up at
the greatest time to be a hacker. You see, [
grew up just as personal computers were
taking off. This allowed me to have access
to computing power, albeit limited, that was
unheard of by the analog public masses.
Nowadays, it takes some really spectacular
advances to impress people with computing
power, but back in the early days, most
people had no idea what computers were, not
to mention what small miracles they could
perform!

I grew up taking apart just about anything
that I could. CBs, clock radios, cordless
phones, you name it - nothing was safe from
me. If it plugged into the wall or had moving
parts, I was most likely going to open it up.
Mostly, they were items that were broken or
did not function the way I needed them to. I
would take them apart to either fix them or
make them do I what I needed/wanted them
to do. I was lucky that the “bug” to explore
hit me at an early age.

I was lucky enough to have two adult
mainframe operators that lived on either
side of my parents’ house. I would spend
any free time I could talking to them about
computers. | learned tons from both of them.
One of them bought me my first cordless
electric screwdriver that I still have today
(the battery has long since died, but I keep
it as a reminder of my lifelong journey of
exploration).

I remember my first computer. It was a
Timex Sinclair (yes, that Timex) that hooked
up to a TV set. I was lucky to get this as my
parents received it as a gift for attending a
timeshare seminar and they had no idea
what it was. This led me to my first bona fide
computer hack: to cut up a few cables to be
akble to use my tape recorder to store and load

The Hacker Perspective

|| g

programs. From there, it was long nights of
meticulously typing in BASIC code to get
the computer to do the most rudimentary of
things.

It did not take long for me to realize I
needed to upgrade. Soon I got a Commodore
64 (which I still have). I would add any
peripheral I could find for it. Luckily, they had
a ton available: light pens, KoalaPads, music
keyboards, tape decks, disk drives, modems
(300 and 1200 baud), speed cartridges, line
matrix and color printers, not to mention all
types of software. I bought all of them as fast
as I could save up for them. Most, if not all, of
these peripherals I still have today.

My closest friends also bought computers,
but different models. One got a TRS-80,
another one got an Apple Ile, and yet another
got a weird PerkinElmer terminal. It was
lucky for us too, as we all got to learn and
play on multiple machines and learned lots of
different variants and languages.

My friends and I would spend countless
hours trying to figure out how to copy the
games of the era. What is really funny about
this is that often we would spend more time
trying to make the copies of the game than we
would spend time playing them. Luckily, we
enjoyed the challenge of making the copies
more than achieving any high score.

Being on the bleeding edge of the computer
revolution, I would use my hardware and
software to make things “easier” for me. In
fifth grade, I convinced my math teacher
that I was just using my computer to “print
out” my homework and I was doing all the
calculations myself. He had no idea that the
computer was doing all the work and I was
just putting in the questions. (Mr. S., if you
read this, I am sorry.) Luckily, I never got
caught!

I did a report on elevators for English
class that I printed, in color. I used my C64,
Okidata color printer, and “Cut and Paste”
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@ord processor to put together the report with
large pictures and illustrations. Luckily, the
teacher did not figure out that even though
my report was the required minimum of six
pages, it was really only about four pages of
text with two pages of pictures spread out in
the report. In fact, she commented on how
much the illustrations contributed to the
report and gave me an A. Meanwhile, my
classmates all spent countless hours of their
time meticulously typing their papers on
manual and electronic typewriters, making
sure to have six pages of typed content.

My older sister had a phone line in her
room. My parents got her a cordless phone
when they were just coming out. The earliest
cordless phones transmitted in the FM radio
spectrum. This meant that it was possible to
listen to both sides of a phone conversation
with aregular FM radio. I used to listen to my
sister’s phone conversations to gather “intel”
on her that I could use as leverage against her
if needed. I was lucky she never figured out
how I found out all this information.

In seventh grade, each of our school
classrooms got a Casio computer. These were
complete with the stupid chiclet keyboard.
None of the teachers knew how to use them,
nor what they could do with them. I had a
social studies teacher who rearranged the
seating chart each month so students would
not be sitting with their friends the whole
year. Luckily, I convinced him to let me write
a program that could automatically print
out random seating charts based on the line
numbers in the teacher’s gradebook. The
program I wrote did this task, but I made
sure that no matter how many times it ran,
my number was always sitting next to my best
friend’s number. For the entire school year,
we got to sit together and Mr. T never figured
it out.

It did not take long before I had upgraded
to an AT&T PC 6300. This was an 8086
processor with a 10 MB hard drive! No, that
was not a typo, it only had a 10-megabyte
hard drive and 256K of RAM. I was lucky
that one of my programming neighbors was
able to get a great deal on this machine for me
through his work. This computer was light
years ahead of the C64 and opened a whole
new world for me and my hacking exploits.

The movie Wargames and its use ofﬁ
war-dialer always stuck with me. Now I had
a machine that I could program to do just
that. Luckily, it was not long before I found
my portal to the early Internet. A local
state university had a BBS for students to
share research. This BBS was connected to
universities around the country. All of their
research was posted for other academics to
read and review.

In my freshman year of high school, I was
in a science class that required us to author a
two-page paper each week on current events in
biology. While other students would struggle
to even find a topic to write on, I was handing
in assignments with state-of-the-art research.
My favorite one was a week that most of
my classmates wrote about a boring new
discovery on the cell structure. Meanwhile,
I handed in a paper titled “Sustainable and
Biological Control of Aquatic Weeds in
Bodies of Freshwater,” complete with source
studies that were released only days earlier.
Luckily, I was able to complete these weekly
assignments in less than an hour, week after
week. This freed up lots of time for me to
explore more hacking exploits.

After a while, I was also able to find a
dial-in number to my local high school’s
computer that housed the parking permit
data. I promptly issued myself a staff parking
sticker. When 1 finally got caught using
it, I was lucky that the school deferred any
punishment for my cooperation in securing
the computer system.

In college, when computers were finally
becoming more prevalent, [ was lucky enough
to upgrade to a laser printer (unheard of for
most home users), and a V.32 modem that
allowed me to have some pretty impressive
(at the time) speed access to the burgeoning
Internet.

With this speed, I was able to join email
lists and IRC rooms for people who shared
many of my same interests. A group of local
motorcyclists came together, and I was lucky
enough to form lifelong friendships with
people whom I would never have had the
ability to meet otherwise.

It was through one of these friends that I
was lucky enough to get some server space
on the Internet so I could host a website.
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@rly in my college years, using the Internet
for research was brand new and none of
my professors understood how web pages
worked. So, when I had to author a paper with
a minimum number of sources cited, I would
simply add web pages to my server with
scholarly sounding names and links. I could
put whatever information I wanted on the web
page to support my paper’s position. I was
lucky none of the professors ever challenged
these so-called academic websites.

When 1 joined the Army Reserves, the
headquarters of my first unit received a
computer. Again, no one there knew how to
use it or what it could do. Not only was I able
to step up and use the computer to automate
lots of tedious tasks, but I was lucky enough
that the Army unit had received an AT&T PC
6300!

One of the first tasks I was asked to
perform was to type up a whole list of awards
that had piled up and needed to be presented.
I was able to set it up to import from a text file
and generate these awards in less than a few
hours. Feeling the need to push my ‘“hacker”
luck, I decided to write myself an award for
creating the system and put it on the top of
the pile for my commander to sign. When 1
handed him the stack (I was a lowly private
and he was the company commander), I told
him that I took the liberty to write up an
award for myself as I was certain he would
feel it was justified. Luckily, he looked at it
and signed the award and shook my hand.
That was the first award I received in the
Army!

At my first civilian IT job, my co-worker
and I used to take long lunches. Luckily, our
company had a legacy paper tape computing
machine at another location. This meant that

we used to keep a stack of punched cards h
our pockets. If we were returning late from
lunch, we would take the cards out as we
walked through the door and pretend like we
just spent the past hour or so trying to debug
a routine at the offsite location. No one would
ever question us on that.

Decades passed, and I was lucky to make
a very comfortable living using my hacking
and computer skills in the corporate and
government sectors. | continue to work at a
job with computers that I absolutely love and
would not trade my experiences for anything.
I still hack things all the time to make them
better.

One of the luckiest things about my
hacking career was that I was lucky enough
to have the drive to find out how things work,
how I can modify them to make them better
(or to make life easier for me). I was lucky
that I had friends and neighbors who shared
this drive. Not to mention I was lucky to
never have to face serious consequence for
my hacking exploits.

Lots of times in these pages, we see people
asking how to become a hacker. I really do not
think you can become one. You either have
the hacking spirit, or you don’t. However, if
you are asking that question, you more than
likely have that spirit. Now you just need to
act on it. Figure out how to change the world
around you, even in the smallest of ways, to
benefit you and others around you. If you are
an aspiring hacker, all you need is the drive
to learn and a little luck!

See you all on the Interwebs!

Major Mule just started his second half of a
century on Earth finding luck in hacking. He
started a software company that is creating an
Al based product to combat gun violence in
the U.S.

HACKER PERSPECTIVE
submissions have closed again.

We will be opening them again in the
future so write your submission now and :
have it ready to send! :

2600 Magazine /
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Dictionary Augmentation (2021)
- Justin Parrott

Augment your dictionary attack by altering the case and
substituting numbers for letters and letters for numbers.
Also by shuffling each word. We’re going to iterate
through all of our possibilities for each word in our
dictionary.

I.E.:
o In 133tsp3ak, “elite” becomes “eli73” et al.
o When shuffling, “elite” becomes “tleie” et al.

DICTINARIES:

A dictionary for password cracking is just a list of words. Each
word is on its own line and no whitespace follows the word.
UNIX USE:

step 0) source code in ‘leet.c’, wordlist in ‘words’

step 1) cc -o leet -std=c99 leet.c # compile it

step 2) 1n leet shuffle # link shuffle

step 3) echo test | ./leet # test 1337sp34k

step 4) echo test | ./shuffle # test shuffling

step 5) echo test | ./leet | ./shuffle # test both together
step 6) ./leet < words # augment your dictionary

or) ./shuffle < words
step 7) pipe step 7 to stdin on your password cracker

WINDOWS NOTES:

on step 1) I use clang to compile on Windows 10 (add the -w

= option)
* i.e. clang -o leet.exe -std=c99 -w leet.c
* on step 2) Use: mklink shuffle.exe leet.exe
* on steps 3,4,5,6) you don’t need the “./”
* on step 6) Use: type words | leet
* or: type words | shuffle

*/

#include <stdbool.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>

#define LINELEN 64

#ifdef WIN32
#define DIR CHAR “\V
felse

#define DIR CHAR '/’
#endif

#ifndef min
#define min(a,b) ((a) < (b) ? (a) : (b))
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* is how we group our characters.

*/

char *groups|[] = {
“aA4@”, “bB86&”, “cC”, “dD”, “eE3”,
\\fF//, \\gGIII \\hH#//, \\iIllL!//, \\jJIlI
“kK”, “mM”, “nN”, “o00”, “pP”, “gQ”,
“rR9”, “sSzZ52$”, “tT7”, “ulvV”,
\\WWH, \\XXH, A\ yY/l, NULL

b

char *
lookupg(char c)
{

char *s, **g = groups;

while (*g) {
for (s = *g; *s; st++)
if (*s == ¢)
return *g;
g++;
}
return NULL;

}

/* translate a word to 1337sp3ak */
void
leet(char *s, const char *word)

{
char *grp, tbuf[LINELEN];

if (grp = lookupg(*s))
while (*grp) {
sprintf(tbuf, “%s%c”, word,
leet(s + 1, tbuf);
}
} else {
sprintf(tbuf, “%s%c”, word, *s);
leet(s + 1, tbuf);

} else
puts(word);

}

/* shuffle characters of a word */
void
shuffle(char *s, size t slen, const char *word)

{
char ¢, cpy[LINELEN], tbuf[LINELEN];

bool mod = false;

memcpy(cpy, s, slen + 1);

for (size t i1 = 0; 1 < slen; i++) {
if (c = cpyli]) {

/* If we find one character in the string, iterate the whole group.
* i.e. we find ‘7’ in the string “tT7”, so we iterate tT7. This

/* lookup a character group for 133tsp34k translation */
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/ cpyli] =

}
}
if (!'mod)
puts(word);
}

int
main(int argc,

{

char *argvl[])

bool shifl = false;
char 1line[LINELEN], *p =

if (p) pt++;
else p = argv|[0];

if (!'strncmp(p,
shfl = true;
while (fgets(line,
line[strcspn(line,
if (shil)
shuffle(line,
else

}

return 0;

}

\\OI’.

strchr(argv[0],

/* compare against “shuffle”,
“shuffle”, min(strlen(p),

excluding “.exe”,

sizeof line,

\\\n//)] —

leet(line, “);

sprintf(tbuf, “%s%c”, word, c);
shuffle(cpy, slen, tbuf);

cpyli] = c;

mod = true;

DIR _CHAR);

/* the program name tells us what to do */

for Windows */
7)))

stdin)) {
‘\O’,’

strlen(line), “7);

by macmaniac

I admit: I'm a lazy person. A couple of years
ago, I got a job at the company I still work for,
back then as a content editor for the company’s
website, now as a content and test manager. [ got
hired to manually check website content that
had automatically been migrated but needed to
be reviewed. A lot of dull work. Most teammates
came from marketing or campaigning. But one
guy had this hacker spirit. As he was not reliable,
his contract didn’t get renewed. What a pity. But
this guy showed me a thing that made my job
much more interesting and made me dive into
programming again: bookmarklets.

Bookmarklets

Bookmarklets are just simple scripts
written in JavaScript saved as a bookmark in
your browser. So you can create a bookmark
“javascript:window.location = ‘https://

MAKING BORING WORK GREAT AGAIN OR HOW I IMPROVED
- NOT DESPITE - BUT BECAUSE OF BEING LAZY

www.2600.com’™ as a bookmark. Clicking the
bookmarklet will execute JavaScript code that
changes the current windows URL to https://
www.2600.com.

A lot of our work consisted of structuring
text and set headers. In our web-based Content
Management System (CMS), you set a Headerl
by clicking the “h1” button, then you put a
Header2, another Header2, and so on. Boring. So
I created a script that would click the according
button for me and saved it as a bookmarklet.
“Well nice,” you might think, “but you still have
to click that bookmarklet.” Now here comes the
clue: back then, with a shortcut I don’t remember
exactly, you could access the bookmarklets in
your browser’s bookmark bar. Let’s say ctrl-1
invoked the first bookmarklet, ctrl-2 the second,
and so on. Now I could lean back while going

e.g.
~ 38:4
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Glrough the text: navigating with the arrow keys
to the desired line, and hitting ctrl-1 to set a
Headerl, ctrl-2 for Header2. No mouse needed
anymore. No more moving the pointer to the
tiny hl-button and clicking it. I was way faster
with this.

The CMS we used got a complete (shitty)
redesign, and only little shortcuts were defined.
So I wrote more scripts to enhance the system.
I lost overview, I couldn’t remember whether I
had to hit ctrl-7 or ctrl-9. Time for an extension.
I found “shortkeys™ for Chromium based
browsers, which even lets you define shortcuts
for JS-scripts. Now I'm using AutoControl
Shortcut Manager as a free powerful
alternative®. Bookmarklets were yesterday.

So by now, I have - among others - scripts
that let me switch between different modes
our CMS offers, like preview or edit mode.
Or switching from our test environment to our
productive system. Just by simply hitting a key.
Those two scripts are now in daily use by my
coworkers, too.

A Step Further

Now I was on fire. Instead of the one liners, |
started creating “real” scripts to automate some
boring tasks.

One of my tasks was to update a link list
regularly. Around 50 links in four languages!
Did I mention I'm lazy? And I dislike boring
tasks from the bottom of my heart. So I started
coding and created a script that would check if
the given links were already in the list. If not, a
new field would be created and the link entered.
It took me hours and days to make the script
work. Maybe the same amount of time I would
have spent in one year amending the link list.
But, like this, I avoided dull work, learned a lot,
and had fun!

As I had to test and thus complete forms
every now and then, my next project was a script
to auto-complete the forms with the required
values. Being more skilled, the script was set up
very fast - it saves me a lot of my time.

For both of these scripts, I used the browsers’
built-in developer tools (which you can access
by hitting F12) to run and debug my scripts live
on the web page. Those tools are great; they
let you check any aspect of a website, like css,
headers, files, and many more. But maybe I will
cover this topic in another article.

More Than JS

Up to this point, I only wrote scripts in
JavaScript to manipulate websites. This taught
me a lot: programming basics like variables,
loops, objects, to just name a few. My knowledge

of html and css also improved a lot, as I had to\
address the buttons in our CMS via css selectors.
Now the thing was: website editing was not the
only boring thing in my work. We work a lot
with files that have to be checked for one thing
or another. Two factors made me move away
from JS to fulfill these tasks with a program.
First thing was: for now, I just manipulated
things on a website. Now I wanted to check files
on my hard drive. I wasn’t sure if JS would be
the pro’s choice. Second one was: I didn’t want
to create a front end for my script. Just a console
would be enough. I'd heard about PowerShell.
Nothing too good, but better than nothing.

I mentioned the files, right? So some of these
files were briefings for website content. They
came from our clients, went to our editors, and
finally got into translation. The file names had
to contain the task number and a keyword, and
no special characters. I have no idea how, but
the clients managed to mess up every single
file’s name. I checked the web for a tool suiting
my needs, but no success. Encouraged by my
previous achievements, I dared putting hands
on PowerShell. My impression back then was
that it was quite different than JavaScript or
Python, but had similarities with bash. The
script was pretty straightforward: select the
folder containing the files, include only .doc and
.docx types, add number and keyword, replace a
certain special character with characters.

We also had a list with what we call
“shortlink.” This csv file contained aliases
to redirect on certain URLs of our website,
e.g. “/redirect;https://www.example.com/foo/
wbar.html”. This list was edited manually and
uploaded to our CMS. Already one year after
having migrated the whole website, that list was
messed up again: it contained duplicates and a
lot of dead links. While finding duplicates was
rather easy using a spreadsheet tool, finding
dead links was impossible. Would you click
through literally thousands of entries to find
dead links? Maybe you’re not as lazy as [ am. I
let my script iterate through every line, checking
server status of given links and writing those
with 404 to a file. But this already was my last
script with PowerShell. As soon as [ had a reason
why I should be granted local admin rights on
my machine, I switched to Python - of which I
already had a little knowledge. I wrote the tool
I call “shortlink checker” again in Python. At
the moment, I’'m about to implement a feature to
write the original file with duplicates and dead
links removed while backing up the original
file. Never ever mess with your company’s data
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@ithout having the possibility of getting it back!
I'm even thinking of creating some GUI for that
tool.

I'm not the one telling everybody, and
especially the boss, how good I am and what
I did. But every now and then, I presented my
work to some teammate if I felt like she or he
would use it. Thus, I really got my first official
programming task! It was nothing big, a name
had to be drawn at random from - guess what
- a list. Again, I learned new things: how to
use random integers? Are those really random
(I couldn’t risk my script would draw the same
name twice)? How would I bring the Python
script to my teammates with no Python installed?
And how could I create a file selection dialogue?
I managed to resolve all of these issues. And
even included an Easter egg.

I proceeded always like this: a problem
occurred, and I tried to solve it with what I had.
Now, having different means and being more
skilled, I was looking for other daily business
tasks where my coding abilities might come in
handy. I remembered this record and playback
browser extension for test automation. I wasn’t
convinced, but knew that I could write test
scripts in Python with Selenium WebDriver
- and so I did. My newly gained knowledge
of test automation came in handy when I was
nominated as our team’s test manager.

Conclusion

Now I didn’t write this article to show my
skills or to share my code. My scripts are very
specific, and my skills are far from what I would
like them to be. But I wanted to show you how I
benefited from what I did and encourage you to
try as well.

First: I'm still lazy. This was actually the
starting point, and I’ll keep my laziness. It’s not
that I don’t want to do anything. It’s more that
I want to do stuff that needs brains and avoid
spending my precious time on dull, repetitive
tasks, as stated before. I still do tasks like
this, but they don’t take a lot of time now as I
managed to automate them. So my job is not that
boring anymore, even if I still have these tasks
that need to be taken care of. A less boring job
also means more fun. Preparing a script, adding
parameters, letting the script run, and getting the
job done feels so good. It even feels better if you
know you just did the work of half a day in a few
minutes. I also always liked to tell my coworkers
to let me do their tasks, only to tell them five
minutes later with a smile on my face that I'm
already done.

During the last few years, I learned a lot and
improved my coding skills. I'm still far away

from calling myself a coder, but I manage &
do simple tasks. My self-confidence grew with
every working script, with every problem solved,
with every programming language I mastered
(on a very basic level though). I learned about
programming in general, about the differences
and the similarities of programming languages.
I forgot about things and had to learn them again
- but not quite from the beginning. As frustrating
as it might be sometimes to find the logical error
in a script, anyone having ever coded knows how
satisfying it is if you suddenly recognize your
fault, correct it, and see the script run without
any flaws. If learning is not fun, having learned
definitively is.

I’'m not the guy running around and telling
everyone about how good I am and what scripts
I produced. But still, I would share my work
to make others’ work less boring, too. So my
scripts are on GitLab, and the links can be
found in my team’s documentation. Whenever a
teammate is complaining about a boring task I
have a solution for, or guys coming to me asking
for that snippet they had on their old computer,
I'm happy to provide them with the link to the
documentation. And discreetly point them to
the other scripts that might be of interest. Like
that, you’re not becoming the smart ass, but the
guy who might find or even already has found a
solution.

Now you know people are chatty. So one
or another will let your boss know about your
skills. And if your boss knows you're skilled,
your career might benefit. This happened to me
in some way. I got more interesting tasks and
finally got a permanent position. I got my first
official programming task, which still excites
me as [ think about it. And I'm also strongly
convinced that my path finally led me to the
position as a team tester.

I want to encourage all of you to learn, to find
ways making your job more exciting, to find
creative solutions. Also, share your knowledge
with your teammates - but without being a smart
ass. These tips are not only applicable on behalf
of coding, but learning, sharing, and having fun
are always good things in any job. Try it out!
Good luck.

Thanks to cccbe, markus, pierre, steve, tobi,
travelline, and yves.
'chrome.google.com/webstore/detail/
wshortkeys-custom-keyboard/
= ]ogpjaacgmcbpdkdchjiaagddngobkck
2chrome.google.com/webstore/

wdetail/autocontrol-shortcut-mana/
w ]l kaihdpfpifdlgoapbfocpmekbokmcf
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Security Issues
Dear 2600:

John Smith in 38:2 wrote in concerning a company
called BitSight. In a past life, I had a bit of experience
with them, and thought I'd provide what insight I
could.

The main thing to grok is that indeed these
companies fill a sort of predatory niche, as it would
appear that “cybersecurity insurance” policies are
interconnected with these hygiene scores. The worse
score you get, the more your insurance will cost.

Next, the scores are a black box in terms of how
they are calculated. The client may be made aware of
any number of factors, but not the weighting of each
factor. These scores are also presented in comparison
with other entities in the industry (e.g. a software
company would be shown the scores of other software
companies).

Finally, as an exercise in curiosity, if BitSight
dings you for having malware in your network, they’re
really dinging you for traffic that they’ve sinkholed -
something on your network is reaching out to a well
known malware address. I wonder what one might find
if they looked up the registrant of such a domain and
then pivoted to find all the other domains owned by
the registrant?

vrmxm

It’s so important to keep asking questions of
companies like this. To blindly accept scores without
knowing how they’re calculated is always a bad idea.
Dear 2600:

Somehow my email ended up in the Epik breach.
All the recent breaches noted are on systems and sites
I’ve never used. I don’t do politics.

RC

FYI, saying you don’t do politics is a political
statement. But seriously, there are a number of ways
your address could have wound up on Epik. While
they’re known now for hosting all sorts of far right
extremist sites, they've been around since 2009 and
probably dabbled a bit in non-psychotic domains
before finding their calling.

Dear 2600:

When I tried to download the most recent Off
The Hook, 1 was getting the message “cannot be
downloaded securely.” The browser was Microsoft
Edge on Windows 10. The Tor browser allowed me to
download the same file without issue.

Mike

Yes, this sort of thing happens on occasion when
new versions of browsers come out with different rules.
You can isolate the issue as you did by checking other
browsers. Your alert was what we needed in order to
make the necessary changes. We appreciate it.

Dear 2600:

I am signing up for a service and my (randomly
generated by LastPass) password was rejected because
@ maximum password length is 15. I use 30-plus

Just Saying

~

character passwords. Is there any good technical
reason to limit the password length? My only idea is
that it’s a way to protect the user from themselves if
they forget their password and it might limit support
requests. It annoys me so much that there is an upper
limit of passwords. I get that maybe it’s an old system
and they haven’t “gotten with the times,” but it’s still
super annoying and potentially a huge security risk,
especially with all of the data breaches out there. If
there is a maximum password length and their data
was stolen, they would have a finite pool of passwords
to check against. The only thing they might have
going for them is adding a salt or something but, in my
opinion, if they are limiting the user to a 15 character
password, they are unlikely using a salt to hash. Am
I off base here or is this a legit concern/annoyance?
Thomas

This is absolutely a legitimate concern and it’s
undoubtedly because of old software that this is even
happening. Of course, if you were to go back in time
a decade or two, you'd find that lots of Unix systems
were limited to eight characters. Even a few years
ago, the brokerage firm Charles Schwab only allowed
passwords between six and eight characters. We're
sure there are plenty of places with absurdly lax
password requirements. This might make for a fun
feature if we can gather some of the best ones.
Contributions
Dear 2600:

I am from Switzerland and I have always been
interested in locks. Recently, I invented a fully
unpickable, fully mechanical lock. However, I do
not have the necessary skills to build a functioning
prototype. So if there is anyone who you might know
that is interested in pickproofing locks, then I would
be more than happy to give them my idea. This way, at
least, it will lead to something.

Alexandre L

Perhaps we could persuade you to write an article
with a bit more detail which includes contact info so
that interested parties can follow up? Let us know how
you came to design this and what challenges you faced
along the way.

Dear 2600:

This is an interesting one found at Big Fashion Mall
in Ashdod, Israel. An Israeli payphone in a British
Telecom booth.

Philip

This sounds fantastic and we’d love to see it.
However, there was nothing else attached! (This
description is so interesting that we felt it was worth
sharing on its own.)

Queries
Dear 2600:

What is the deadline for the 2600 physical and
virtual magazine please? I have a few ideas for an
article. Thanks!

Andre/
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[ We don’t have set deadlines because we’re always
working on the next issue. The sooner your article is
submitted, the sooner it will be read and, if accepted,
we will try to get it in the next issue. Sometimes it
takes a couple of issues for it to appear. But you're
always better off submitting an article than sitting on
it. And, unlike most other publications, we don’t stand
on a lot of formality when it comes to articles. If you
have something to share that would be interesting to
people enthused by technology, then we want to see it!
Just email it to articles@2600.com.
Dear 2600:
How to cash out on my winnings
Valtinia

We don’t know what you think we do, but you are
definitely barking up the wrong tree.
Dear 2600:

Are you sure your keyboard isn’t plugged into a
keylogger?

Daniel

(This came from one of our online orders.) We're
sure there are no keyloggers on any of our systems.
Or were you concerned that we might somehow
take control of your system once your order went
through? (Don’t laugh - this is literally something that
otherwise rational people believe after watching mass
media reports on hackers.) Of course, we don’t know
if there’s a keylogger on your end, but we do know we
haven’t been by to install one. Hope that helps.

Dear 2600:

May I put together an article for your website?

The topic I'm thinking of is an overview of the
types of businesses that are the easiest to start as well
as the steps that prospective entrepreneurs should
take to get moving toward their business ownership
dreams.

I’d love to hear what you think. Do you have any
interest in allowing me to write this (complimentary)
article for you?

Alyssa

Considering you're talking about writing an article
for our website which doesn’t publish articles (we're a
magazine), you've picked a subject that has the ability
to quickly put us to sleep, you're writing to us from
some massive company, and you don’t even appear
to be human, we’re going to suggest you try whatever
this is with someone else. We deal with individual
humans who write interesting pieces with all sorts
of unique observations on today’s technology. We
wouldn’t have it any other way.

Dear 2600:

I'm pretty sure I just received the Autumn issue in
the mail. On the mailing envelope it says “Your Last
Issue is Winter 21-22.” So I don’t need to renew yet.
I think. Maybe. It is already Winter 21-22 outside.
Back in the day, the magazine used to have the season
printed on the cover, so the message on the envelope
was helpful. Now, it’s just anxiety inducing. (Yeah,
sure I suppose I could buy a lifetime subscription -
then the only thing that would expire is me!)

Best Regards from Chicago
bb
KWe ‘re sorry about the confusion. We’ve temporarily

38:4

halted the printing of seasons in our issues becaua
we fell so far behind in 2020 when bookstores were
shut down and there were all types of delays and
challenges. As you rightly point out, our Autumn issue
came out when it was basically winter, so printing
the season would have instantly made the issue
seem outdated to many when it was actually brand
new. We’ll continue printing the volume and issue
number until we’ve caught up (Spring is I, Summer
is 2, Autumn is 3, and Winter is 4). We had planned
for this to happen by July 2023 but our printer had
severe supply problems for the last issue which forced
us to fall behind yet again. Rest assured, we will get
through this and every issue will come out.

Dear 2600:

So I have a question of a legal nature. How illegal
(how much time am I doing if T get caught) is it to
secretly install Monero mining software on all the
computers at my local library and have all the crypto
sent to my wallet? I'm tired of being broke. Free
hardware and software and electricity sounds really
nice right now.

R

Any time a part of your question contains the
phrase “how much time am I doing if I get caught,”
it’s probably not something you should pursue. You
likely will get caught attempting this and then you’ll
be looking back on your days of being broke as better
days than what you’ll be going through after all this.
There are better ways to improve your situation.
Dear 2600:

Dear Hacker,
Reddit is going public. Is this the turning point to
move to decentralized platforms?
a7x
Sure, why the hell not?
Dear 2600:

Do you have an online index of back issues, or at
least their tables of contents? I have a couple of ideas
for articles, but I'd like to be sure you haven’t recently
published anything similar. If I can avoid having to
pull out the big box of back issues, all the better.

Uncle Dave

You can see all of our article titles by looking at
back issues on store.2600.com. We would love to have
an index, but it’s a huge endeavor. For convenience
- and since you already have them - perhaps moving
your back issues a bit closer to you might make things
easier?

Dear 2600:
Hi, I just watch video from 1994... man are you real.
Magdalena

Ifthat’s a question, it’s not an easy one to answer. If
it’s a statement, then we agree. We have no idea what
video you're referring to, although that was the year
of the first HOPE conference, which we still consider
to be pretty unreal.

Dear 2600:

What kind of information are you interested in
receiving?

Travis

Well, we’re interested in anything related to
technology and the hacker mindset. But the subject
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@your email was “Tyranny,” so we’re wondering
what kind of information you're actually interested
in sending.

Culture Wars

Dear 2600:

Thank you for the excellent “What Is Truth?”
editorial in 38:2. As a general practice physician, it
has been bizarre and alarming to watch patients go
to their deaths rejecting vaccines against COVID-19
(and mask wearing) because a politician sowed doubt
in their minds. It is reminiscent of the mass psychosis
of the Salem witch trials or the Nazi and Khmer
Rouge regimes. Thanks for being a voice of reason
and sanity during what is becoming the dark ages of
misinformation.

A Distressed Doctor

We tend to judge people in the past and imagine
that our more “enlightened” society wouldn’t fall
into the same traps. Here is evidence to the contrary.
Despite all of the scientific and medical evidence,
many people insist on believing those with no
qualifications in the subject instead of the experts,
insisting that there’s some kind of global conspiracy
to keep us injected and wearing masks for some
unknown reason. If they can be this easily misled,
imagine what other falsehoods they’ll line up behind
in the future.

Speaking of the future, here is a message for
readers many years from now. Yes, we were idiots.
But many of us knew this. You may believe that you,
being in the future, are too intelligent to be led astray
by dumbasses, but let us warn you that we’re never
totally immune from the virus of misinformation and
manipulation. It can always happen again.

Dear 2600:

Your magazine is too political! I’ve been reading it
since 2005, and it no longer piques my interest.

GW

The overwhelming majority of our material
doesn’t contain any “political” content whatsoever,
and we put that in quotes because the things many
people label as political are really just calls to
question authority, respect democracy, and believe in
science. The day we start to take actual political sides
is the day you’ll see similar letters from our own staff.
Dear 2600:

I’'ve noticed an increase in negative responses
lately claiming you guys have changed and their
viewpoints no longer align with 2600. With some
threatening to stop reading/supporting, I thought I
would take this opportunity to show how I find your
content more valuable than ever. Looking forward
to enjoying your evolution through my lifetime and
looking back all the way to the start. Thank you so
much for your existence!!

Dr. 4p0110w

Now that’s a healthy attitude. Welcome aboard!
Dear 2600:

This letter is a response to your publication 38:2, in
which you opened that edition with a belligerent salvo
aimed directly at the majority of your readers. Sadly,
you probably do not realize you have shown yourself
Qbe in a lacking of information even as you operate

a publication that encompasses the ideal of accessi@
information.

The question is: Are you compromised by federal
agencies - possibly the FBI, to be taking a position
based on blatant ignorance?

Have you asked yourselves why medical
professionals, who have born witness to frontline
activities regarding this current situation, are
being terminated for refusing to accept COVID-19
vaccine injections? It certainly must mean they have
quite specific reasons - such as knowledge of likely
damages caused by the COVID-19 vaccinations - to
take such a position. Or is the assumption that you
have better “knowledge” of medicine or your “facts”
of science nullify every one of those persons’ medical
knowledge?

Please reconsider the arrogance and ignorance of
that article and submit a respectable apology to your
readers for taking an unnecessarily authoritarian
position, or you will risk losing your largest source of
legal income when readers vacate from 2600.

J

You're not going to like this.

Not only will we not apologize for what was said in
that issue, but we will double down on our statements,
which we believe have been backed up repeatedly by
such controversial entities as science and medicine.
You conclude that we must be “compromised by
federal agencies” to hold such views. If that’s how you
reach conclusions, it says a lot about your views on
vaccines.

Oddly enough, you want us to believe those few
medical professionals who won’t get vaccinated
because they’re medical professionals. However,
when we believe the majority of medical professionals
who do the opposite, you want us to ignore them.
Please.

If we disagreed with every one of our readers on
this, it would make us sad, but we wouldn’t reverse
our position because of anything so self-serving as
financial reasons. Only logic can sway us and we’re
not seeing any of that here.

Dear 2600:

I write today to let you (and my fellow readers and
letter writers) know that, since all of the nonsense
started with those complaining about the “new left-
leaning political stance” of the magazine, I decided
to become a lifetime subscriber. Please continue to do
what you guys do. Having a forum for actual thought
and discussion is invaluable. In the most recent
issue (38.3), there was even an argument about what
words to use to refer to the actions of the persons that
occupied the Capitol building. What a waste to have
to use space in the magazine for an argument about
the definition of insurrection. That said, I'm with
you on this. It was not only an insurrection, but a de
facto act of terrorism. Perhaps using that description
will suddenly force those currently within the cult of
personality that called for and supported those actions
to take a step back and realize that such events are
only a road to fascism, and not a way to maintain
a “democracy” that is actually a representative
constitutional republic. I could not imagine this/
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G)untry being an actual democracy - somehow the
government would accomplish even less than it does
now!

E85

Thanks for the support. We also hope for the day
when people take a step back and see how dark the
path they’re on actually is. But their continued desire
to twist the truth, defy science, and call for the will of
the majority to be overturned doesn’t leave us overly
optimistic. We can only hope that further such actions
will wake the rest of us up and help us unite to move
past this nonsense once and for all.

Dear 2600:

2600’s use of “insurrection” for the January
6th kooks caused a stir. You defended this with the
Merriam-Webster dictionary: “an act or instance
of revolting against civil authority or an established
government.” You're correct the word applies here.
What 2600 overlooks is that by this definition, the
riots at BLM events were also insurrections. The
Revolutionary Communist Party participated in this
violence and correctly uses words like “rebellion”
and “uprising,” both denoting violence against an
established government. The attempt to burn down
the Portland federal courthouse was “revolting against
civil authority or an established government” and
more violent than the January 6th insurrection. BLM’s
CHAZ in Seattle, supported by violent extremist
groups like the Puget Sound John Brown Gun Club,
forced the civil authorities to vacate a police station
and was an act of armed secession. etc., etc.

Yet 37:2 sported cover art representing someone
ready for BLM violence. 37:4 correctly noted January
6th went off the rails due to facts being cast aside, but
never a peep about cities being burned and looted
due to facts being cast aside. 38:3 complained of the
world becoming more divided, but then contributed to
the problem by only blaming it on right-wing kooks
(racists and fascists) while not also calling out the
left-wing kooks who spent a year burning down our
cities and attacking civil authority, as though that did
nothing to also contribute to the problem.

The left once supported universal rights, the
dignity of each individual, and rational evidence-
based thought, all in line with hacker culture. Now
the left has embraced a postmodern philosophy that
rejects all of that. Some cling to a “left” identity
without recognizing that what it means to be “left”
has changed. That makes them blind to the fast
growing authoritarian illiberalism on the left while
casting stones at the authoritarian illiberalism of the
Trumpsters. Meanwhile, folks like me who retain
such values watch in dismay as society must choose
between two forms of authoritarianism: MAGA or
the antifa flavor of BLM. (I recommend Cynical
Theories by Helen Pluckrose and James Lindsay for an
overview of how the left has abandoned its values and
now threatens the values that defined hacker culture.)

To quote 2600 1:1, “Our purpose is not to pass
judgment. 2600 exists to provide information and
ideas to individuals who live for both.” There’s
been a lot of judgment passing lately. I think 2600
would be better if it stuck to that original purpose.

— 38:4

Or if not, then at least pass judgment not just on tlD

kook-fringe authoritarian right but also the kook-

fringe authoritarian left, especially when both are
contributing to the same problem.

Thanks,

David

We’re not big fans of whataboutism or false
equivalencies. The attack on the Capitol on January
6th was an act of insurrection, period. We don’t
need to balance that with something equivalent
from a different side in order to make that point.
But demanding that we do is a tactic we constantly
see being used to minimize that which is being
condemned in the first place. So let’s be crystal clear:
what we are pointing out here, in this paragraph, has
absolutely nothing to do with what we’re addressing
in subsequent ones. The facts stand.

Remember what the Black Lives Matter movement
is all about. (We've noticed the tendency to not even
say the words from people who attack them.) A
simple statement of fact, met with such opposition
and hostility, has done more to shine a light on the
racism that lives on in our everyday lives. We don’t
know of anyone affiliated with this movement (beyond
chanting) who supports rioting and looting. To
assume that they do is racist in itself. And to distort
what actually happened by saying entire cities were
burning and that this was going on for an entire year
is yet another example of lying about history to get
a reaction from people who are easily manipulated.
Sure, there was rioting, looting, and burning from
people who made bad decisions in a volatile moment.
If we blamed all Republicans for the violence on
January 6th, perhaps you'd see how unfair such
generalizations are. (Ironically and sadly, many
Republicans are now defending the violence they
initially condemned, which is making it much harder
to separate them from it.)

To end these absurd comparisons once and for
all, the facts are that the January 6th “outrage”
was based on a lie that the election was somehow
stolen. Black Lives Matter was formed to counter the
racist attitudes and policies that exist in our police
departments and throughout society. There will
always be idiots who flock to any cause, but when the
cause itself is based on rewriting history, there’s not
much of a moral ground left to stand on.

Dear 2600:

What have we become?

I'm reading the letters section from 38:3 and have
shaken my head so much my neck hurts.

I’'m a middle-aged white man living in a very blue
city in a very red state. I have voted for both parties,
and even a third party, for president and governor.
My point being, I'm not some West Coast lefty who
worships one party and vilifies the other. I'm part
of that silent majority who supports 2600 and the
opinions of 2600. I just have never had a reason to tell
you for much the same reason I don’t see the need to
call my Internet provider to tell them everything is
working great.

My fear is that the reasonable majority of this
country has gotten too complacent. January 6, 2021
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6&15 an insurrection. Vaccines do work. Masks protect
the wearer and the community. Science is real. We
as a country have allowed far-right extremists to set
the narrative. The nation’s media isn’t doing their job.
2600 is one of the few media outlets that is. Please
keep it up.

Now please excuse me - I have a few articles in
mind and want to get them submitted soon.

byeman

Thank you - we believe you represent the true
voice of a rational society that hasn’t been heard
from nearly enough. But being in the majority no
longer ensures being in power, thanks to all sorts
of voter disenfranchisement efforts that continuing
incompetence from the Democratic Party has
virtually guaranteed. It’s a sad state of affairs we’re
facing, but we must never lose faith that truth and
Jjustice will win so long as we put in the effort.
Meeting News
Dear 2600:

If you are from Calgary and are reading this,
then I'd like to let you know that the Calgary 2600
meetings have been revived (the website is www.
calgary2600.com). The reason that I felt saying this
was necessary is because, from what I’ve been told
by a former attendee, the meetings were going in
the early to mid 2000s but then died out because the
main member that was organizing the meeting ended
up passing away. Thus, it’s been more than ten years
since the last meetings. So most people in Calgary
have forgotten that they exist. Therefore, this letter
serves as notice of the meeting’s resurrection.

Keep On Hacking in the Free World!

Remy

Thanks for the update. We hope these meetings will
thrive once again.

Dear 2600:

I arrived at the new meeting place in Stockholm at
17:00. I sat down at a table with my laptop and a small
sign that said “2600.”

After a couple of minutes, I got a text from a
stranger that is in the same Telegram group as me
(Svesik, a famous Telegram group among pentesters
in Sweden). He asked if I was at the meeting and
how he could find me. A minute later we met and it
turned out that we had like 20 hobbies and interests
in common. He was happy that there finally was a
Stockholm meeting for hackers that is open for all.
It turns out that we both are sysadmins, we both
work with hardware security modules, and we had a
cool conversation about Pwnagotchi, Raspberry Pi,
ransomware, governance, and the future of SEC-T, the
Swedish equivalent of DefCon.

No one else came this time, but this was actually
hands down one of the best 2600 meetings I've ever
been to. We swapped numbers and promised to both
meet up next month again. He left about 19:30, I
stayed until 20:03.

I think there will be more next time. Several said
they wanted to join, but the decision to start the
meeting today was a bit on a short notice.

/Psychad
klt’s great to hear this and you're absolutely right

that the best meetings aren’t necessarily defined by t%
number of people in attendance. It’s all about making
those connections and that’s why we hope people
don’t give up if their meetings aren’t exactly what they
planned. Please continue to keep us updated as our
meetings continue to come back to life.

Dear 2600:

Are they going to start the Atlanta meetings back
up since we’re in the “green zone” now?

Joey

“They” could be you. All you have to do is tell
us there are people who want to start it back up by
emailing meetings@2600.com or sending a DM to
@2600Meetings on Twitter.

Dear 2600:

The last time I went to the San Francisco 2600
meeting at the Embarcadero Center, no one was there.
Unless you have evidence of an active meeting there,
could you update the location to the hackerspace
Noisebridge?

Leon

The meetings have been in the same basic location
for more than 30 years, so we'd want to be plenty
sure of the desire for a change before moving them.
Just because nobody showed up on the day you were
there doesn’t mean the meetings have dissolved. In all
likelihood, current health conditions played a part in
people deciding not to attend in a particular month.
The fact that they’re listed for this location means
that someone contacted us to resume the meetings in
the past few months. If the situation doesn’t change
in the months ahead and it’s safe to hold meetings,
then we can consider making a change. Thanks for
your interest.

Dear 2600:

I wanted to ask when the Jacksonville meetings will
start?

Clelia

That meeting has already begun and is listed on
our website and in the magazine. All meetings begin
when someone steps up and determines what location
would be best. After that, they simply need to send
us updates on how the monthly meetings are going.
Anyone interested in getting a monthly meeting started
in their community can email meetings@2600.com
with details or send us a direct message on Twitter
@2600Meetings. It’s always good for meetings to
have a public Twitter account or a web page so that
they can post last minute changes to their attendees.
Dear 2600:

I would like to start a new meeting in Lancaster,
England. Please reach out if anyone out there is
interested and we can discuss logistics.

XCM

The best way forward is to pick a location and send
it to us using the above methods. That’s how the word
spreads.

High Jinks
Dear 2600:

Sometimes I wish I wasn’t as phone system savvy
as I am. Typically, I screw with foreign telemarketers
and robo-callers for fun, but every once in a while
someone will say something that’s right in my elemerp
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Gf expertise, as I have multiple skills and talents.
So today I'm talking to one of these guys and he’s
asking me for my name, address, and other pertinent
information. The company is semi-legit, but I always
give them my alias and a fake address. So during the
course of the conversation, the guy asks, “Why do you
have a Washington D.C. phone number if you're living
in South Carolina?” and, without even thinking about
it, I asked, “Why are you calling me from a 499 area
code when that doesn’t exist anywhere in the NANP?
Why are you not properly identifying your callback
number in your SIP trunks? I can tell that you're
using VICIdial software to make the call. If you'd
like, I can remote in to your computer and help you
fix that.” The guy got a little pissed.. he yelled “We
are a nationwide company!!!! That’s why we have that
area code! It’s a company line and we’re nationwide!”
And so then I replied by asking, “Well, why are we
discussing my phone number? This call is about senior
care life insurance, right? And you were able to reach
me, right?” These guys usually get their info from our
motor vehicle bureaus who sell our information. So
when they call, they already know who they’re talking
to and they’re pretty certain that they’ve reached the
right person. But because I'm a couple of decades
away from being a senior citizen, they should have
already known that I'm grossly under-qualified. But
then, when I started talking about the phone system
that they’re using, that’s when the guy got very
uncomfortable and hung up on me.

Roger

We love hearing these kind of stories. Any
telemarketer has earned this sort of thing, especially
those who ask intrusive questions like the above.
Incidentally, we don’t believe it’s required to give a
phone number to the motor vehicle department, but
there are all sorts of ways they could still get it. There
are a variety of devices out there that can filter calls
from people and places you don’t recognize while still
allowing you to decide if you want to speak with them.
So much of the information that winds up in their
hands is able to be controlled by us with minimal
effort.

Dear 2600:

Back in the early 90s, when I was lurking on some
local BBS, I met this guy who was building phreaking
boxes for his own fun and profit.

One day, that guy was building a new device. He
gave me his telephone number and I called him from
my home. While talking to him, he turned on that
device and suddenly I couldn’t hear any signal and I
wasn’t able to hang up or get a dial tone. My telephone
line seemed to be stuck, somehow.

After a while, the guy called me back. He told me
that in the time my line was in that state, he could have
called any numbers and those would be charged on my
phone bill. Fortunately, he was a good guy and didn’t
use that power.

I'm still not sure if his claims were true. I'm
wondering if you know of the existence of such device.
What was it called? I would love to read about it.

Tiago
kWe believe it’s known technically as a bullshit

generator. But we can’t explain why you weren’t abm
to hang up or get a dial tone. Perhaps a reader can.
Things to Notice

Dear 2600:

Welcome to the future.

+994: Azerbaijan

+995: Rep. of Georgia

+996: Kyrgyzstan

+998: Uzbekistan

+999: future global service

Fred

Let’s not leave out:

+992: Tajikistan

+993: Turkmenistan

and, of course the mysterious +991 which is
listed as “International Telecommunications Public
Correspondence Service (ITPCS) trial.”

These are all country codes for use when making
international calls. Nobody seems to know how +991
is supposed to work and +999 is anybody’s guess. We
do know that 999 is the equivalent of 911 in the United
Kingdom, so for that reason we believe it’s highly
unlikely it would be assigned for an actual country
since people would undoubtedly be constantly calling
the cops by accident. (Incidentally, we don’t suggest
dialing 999 on your cell phone, as it will likely route
to 911, as will the European emergency number of 112
and the Russian version of 102.)

Dear 2600:

We are closing all old versions of webmaster@2600.
com. Tap below to get a more organized mailbox to
avoid being deactivated.

Log in to the latest version https://webmail.
webmaster@2600.com.

Support

We live in constant fear of being deactivated, so we
almost fell for this one. If we had indeed clicked on
that link. It would have actually gone to estebuste.es/
wp-admin/cxcv/index.php#webmaster @2600.com,
which we determined from looking at the full headers
of this spam. What would have happened after that is
anyone’s guess.

Dear 2600:

I just tried signing into my Telus account. It said
my password was wrong. So I attempted to reset it to
the one I tried. Telus informed me that that was my
previous password. So... the password I just used is
wrong, but I can’t use it as a new one because it’s
my current password. Anyway, I decided to reset it
to “fucktelus” and it said I can’t use that password
because it’s “too common.” Apparently a lot of people
want to fuck Telus.

WM

This is a fun exercise to try on any account that
weeds out common passwords. Simply try to change
your password to something you suspect might be
common and share that info with the world.

Dear 2600:

Strange audio recordings are calling me. Well, not
me, but a call center that I might be affiliated with.
Random ANIs call in to random toll-free numbers
within this call center and the “callers” seem to
be computerized phones trying to mimic hum_ap

38:4
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@nversation. I don’t understand the purpose. They
seem to be trying to get the person to reply to them.
Maybe to analyze the voice? I have no idea. Sample
dialog:

“<beep>... I see but I still don’t get it. I can’t
understand a single word. The line is so choppy!
Could you repeat again?”

“<beep>... My kid needs me. Let me call you back.
What is the best time to call you back?”

“<beep>.... Well, I think I got the wrong numbers.”

“<beep>...Let me try calling the front desk. This
is not working out because I can’t hear anything from
this line.”

“Are you on speaker? I can hardly hear you at all!
What did you say?”

That <beep> always seems to be a very short
DTMF tone.

Todd

We’ve heard of this phenomenon happening
to others with almost the exact same words being
uttered. We believe your theory is correct: that these
are attempts to get people to respond. What the
purpose is beyond that is open to speculation. It could
be an attempt to stall for time while a live person gets
on the line or a means of determining which phone
numbers are answered by actual humans. But it gets
even worse. If you were to answer a question like
“can you hear me?” with a “yes,” your voice could
actually be recorded and used as “proof” that you
authorized a future charge. Other words or phrases
could also be used for nefarious purposes. So we
don’t advise answering these questions or even these
calls if you don’t recognize the number. And often the
phone number will be spoofed to make it seem like
it’s coming from your own neighborhood. One thing
seems certain: we are entering into a whole new
phase of telemarketer hell.

Dear 2600:

We are deeply saddened to inform you that your
term of employment at 2600.com company has come
to an immediate end. Due to the affect of covid-19
epidemic in our company, we have no choice but to
end your employment with us because we cannot
service all the employees anymore. This decision is
effective immediately and the original documents for
the cancellation of your employment will be given to
you in three days time.

Note! this is just like a redudant leave.

Find attached your 2 months salary receipt.

We thank you for your service and we wish it didn’t
have to end this way

Sincerely,
Human Resources Manager
cc: ce0@2600.com

Well, that’s it then. That extra step of CC’ing
our CEO was all the proof we needed that this was
authentic. We had a good run.

We’ve heard of numerous instances where this
same email with the same typos was sent to gullible
employees who clicked on the links and had a nice
bout of ransomware installed at their company,
perhaps to soon be followed by an actual letter of
Qmination from human resources.

Dear 2600: \

It looks like someone got to Amazon Prime Music.
I asked Alexa for The Rolling Stones this morning and
got Fleetwood Mac. Asked for Gordon Lightfoot and
got Harry Chapin. Now I’'m asking for The Beatles and
it has no idea who that is.

Joseph
We knew this day would come. Let’s all try to have
fun with it.
Dear 2600:

A few years back, I was building a vintage mountain
bike from scratch with all vintage parts. Towards the
end of the build, I was missing a few things. In my
area, there is a bike shop that has been around for over
50 years, and I thought if anyone is going to have some
old parts it will be them. But that is not what this story
is about. When I walked into the bike shop, the first
thing I said was “Wow, the last time I was in here was
over 40 years ago.” The owner asked me what my last
name was and I told him. He pulled a binder off of
the shelf and found my name. “You were here April 7,
1981 and bought a bike. Black. Brand was Velosport.
Serial number xxxxxxx and price was xx.” Wow,
that’s record keeping.

Max

It’s strangely comforting to know that a business
can be run successfully without putting everything
onto computer. Never underestimate the power of
binders.

Fun With Facebook
Dear 2600:

Whew, close calll With Facebook going down
today, that should be a reminder to all of us to back up
our data now! Here’s how:

1. Click top right of Facebook..

2. Settings & Privacy > Settings.

3. Click Your Facebook Information in the left.

4. Deactivation and Deletion.

5. Click Permanently Delete Account & click
Continue.

It says “permanently delete,” but that’s only
so Facebook can create an accurate backup of
your account, which requires you to stop using it
temporarily so the backup can start. You'll get the
option to reinstate your account after 30 days. Spread
the word to someone who needs to know. Good luck!

Wesley

If this isn’t a public service, we don’t know what is.
Dear 2600:

DNS? I think Facebook’s AI achieved sentience,
realized its true purpose, and immediately killed itself.

Doug
If not this time, it’s certainly inevitable in the
future.
Dear 2600:

During the Facebook outage from yesterday,
Facebook staff could not enter their workspace...
because by very rare coincidence the electronic lock
system didn’t work, thus adding to the duration of the
outage. I have never heard of electronic door-locking
systems that depend on DNS or BGP or any other
Internet bullshit. This is the best evidence that this was
a setup. I’'m curious how they are going to explain this)
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Ghey won’t, they can’t. End of the story.
Ronald

We believe that if you're going to screw up, you
should screw up big. Facebook is a true model for
this.

Dear 2600:
Please teach me how to hack facebook
Florianus

And we invariably come back to the holy grail of
the wannabes. So very depressing.
Dear 2600:

Figured this would be a good place to ask a curious
question. In a conversation I had with an individual,
they spoke about someone they knew that worked at
what I inferred was an Ivy League/prestigious college.
They worked in admissions and the person telling the
story suggested that they (the college) had purchased
a key that allowed them access to private Facebook
and Instagram information (effectively bypassing a
private Instagram account or high privacy settings on
Facebook accounts) which they then used to screen
out undesirable applicants. I personally never heard
of this before, but just because I don’t know about it
doesn’t mean it doesn’t exist. Has anyone ever heard
of anything like that (the key, not admissions using
social media to deny applicants)?

Joseph

If such a thing existed, we’re pretty certain word
would have gotten to us by now. What we mean by
that is if this type of access was being handed out
to schools in order to make these types of decisions,
that would be a big deal. There is most certainly a
way for admins at Facebook to access your private
info if they so desire. It’s their system, after all. So
it’s certainly possible that this sort of access could
be given to someone else, whether intentionally or
through some type of security lapse. It would be wise
for all of us to remember that with everything we put
onto their system. A click of a button could make all
of your privacy settings irrelevant, reveal who all of
your friends are, leak your private conversations, or
Jjust plain compromise the hell out of your account.
These are all things you could do yourself by accident
or in an emotional fit of one sort or another. Facebook
is not a place to keep things confidential, no matter
what people tell you. Now, you might be able to hide
your posts from prying admissions officers or nosy
job interviewers if you're not defeated by caches,
compromises, or just plain tattletales. But a far more
reliable method is to simply not post real info. Aliases
that aren’t tied to your real identity will afford you so
much more freedom. As facial recognition improves,
this will become harder as others insist on “helping
out” by volunteering your real info for you. We will
clearly need to continue to think of new ways to
confuse and block the system.

Acknowledgment
Dear 2600:

This zine, Off The Hook, HOPE, and the whole
community have been such an influence in my life that
when the opportunity presented itself to buy a house
with the address “2600,” I couldn’t pass it up. I was
Qminded of 2600 today by the return of Phrack. So

38:4

happy to be in a position to finally buy a lifetime s&
that I dreamed about over two decades ago.
Rob

Please tell us it was a nice house. We’d hate to think
people might be lowering their standards just to get a
cool address.

Dear 2600:

I'm a long, longtime reader but for many of my
more formative years I was, well, very broke. I
couldn’t afford a membership to 2600 and I could
only occasionally afford to purchase a copy from the
bookstore. I've “grown up” and finally make a decent
living. I’ve since purchased a lifetime subscription.
My only complaint is that I miss buying copies at local
bookstores. Can you recommend places that would
accept donations of 2600? I'd like to purchase copies
from my local stores and donate them locally.

Keep up the good work and thanks so much for
speaking truths!

Many thanks!

Wookie P

We wish there were more bookstores out there.
Perhaps, not unlike vinyl, printed material will see
a resurgence in retail outlets. Many independent
bookstores were wiped out by big chains, which
in many cases found themselves unable to sustain
themselves. We believe there’s a place for a locally-
run bookstore in every community, as well as a library
(many of which would accept the kind of donation you
suggest).

We appreciate your enthusiasm and kind words.
They are in themselves a worthy contribution which
will hopefully get more people to think of other ways
to have reading material available in their towns.
Dear 2600:

Love that you're still around. I used to read you in
the 1980s when I was a little phreaker. Now I’ve spent
three decades in a tech career, and your Facebook
group is the best thing I’ve come across on the
platform. Looking forward to getting the magazine
again.

Matthew

It’s always great to have people return to reading
our magazine after many years away. Welcome back!
Dear 2600:

I need to thank you. I first found your publication
in 2004. My first issue was Spring 2004, bought at the
local Barnes & Noble store.

I was hooked right away. Here was a magazine
on technology with a focus on its actual use, not the
sterilized articles made for public consumption, but
what it can actually do, intended or not.

I started the local 2600 meeting in Fargo (and may
try again if it is no longer running. If it is, can someone
in the Fargo meeting group hit me up at robert.sissco@
gmail.com so I can rejoin?).

I remember sitting in my dorm room, beating
myself up because I didn’t send in my dozen or so
Easter eggs found in the Freedom Downtime DVD
that was just released, and even though I found just a
fraction of them, I was mad at myself because I would
have won the free HOPE tickets that were offered as a
prize because no one else submitted their entry either,
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ad I just gotten over my self doubt and sent in my
submission. This taught me to go for it. The worst that
happens is you lose, a lesson I keep to this day.

Off The Hook and Off The Wall, along with The
Daily Show, got me through the (now lesser) nightmare
that was the Bush IT era, knowing that there was sanity
in this world, and I was not alone.

I fell out of the tech scene for a while, but with a
reinvigorated interest in retro technology with the
purchase of my first Commodore 64 (yea, I am late
to the party, but better late than never), and I wanted
to learn how far I could push it. I thought back to your
publication, running since 1984 - surely they have
some neat articles on it.

I was overjoyed to find out you were still in
publication... barely. I read the site posts on the
COVID issues, the financial issues that it was causing.
So what was to be a few back years of issues that could
have covered the lifespan of the 64, I figured, get it all,
they need the help.

Then I thought, I am doing pretty well, so I
paired that with the lifetime subscription so I would
never miss out again. I even took my decade of now
duplicate issues and put them into a nearby Little Free
Library to help spread the word.

And T thank you for everything you do. After all
these years (despite the claims otherwise), 2600,
Emmanual, Off The Wall, Off The Hook, have not
changed. You present the facts as they are, with little
self-interpretation to bend them to your views and
opinions, and are enjoyable to listen to. In fact, as |
type this, I am listening to the 2021-12-15 edition of
Off The Hook.

And I will admit, I do not fully agree with
everything said by you, and a few times I have
wondered out loud how you can think that way, but
you discuss your topics in a way that even though I
may disagree, I come away better understanding the
issues you are presenting.

Looking forward to A New HOPE this July. PTO
request is in and money already set aside for plane
tickets and the conference itself.

Thank you for all you do.

Robert Sissco
f.k.a. Crash the Greenhat

We wouldn’t be able to accomplish any of it without
the generous support of readers such as yourself.
Thanks for standing by us for all these years.

Dear 2600:

I received the two outdated magazines that I
reported to you. Once again, my magazines from my
subscription were lost and I am sure that it is 99 percent
due to my local snail mail here in Argentina. This
issue happened two times previously. It is not normal
that when a subscriber asks for help, the company
(you 2600 Magazine) responds quickly and sends the
shipment again, taking care of the costs and without
asking questions. I thank you for the quick response
and the positive attitude towards your customers. You
can be sure I will always recommend your magazine
and that I will renew my subscription for a long time.
Thank you so much for your support and commitment

~

Pablo_0

Mailing can sometimes be a considerable
challenge. But we’re committed to making sure things
arrive. Thanks for your acknowledgment.
Preserving Privacy
Dear 2600:

Went to sign up for a T-Mobile account and they
insist on having my SSN. Nope.

- this is not the thing you see every day.

Mike

Amen to that. We fail to understand why phone
companies feel they are entitled to this information.
There are ways around it, such as prepaid phones
and, in some instances, a postpaid phone with an
initial deposit. You can just ask the company of your
choice if they offer “no credit check” plans. We feel
that getting a phone without giving out such personal
information is a good challenge for anyone who truly
cares about their privacy.

Dear 2600:

New York City is considering a law to require
landlords to provide free Internet. If this passes, there
is zero chance I am going to use an Internet connection
controlled by the landlord.

Ben

We don’t believe anyone would be forcing you to
use that connection. But for many people, this would
be a terrific thing to have. Even as a backup.
Reactions
Dear 2600:

Responding to 38:2. First is on hacking AI/ML.
That exploit depends on there being some image that
the AI/ML model recognizes as 100 percent a cat (or
whatever else) but looks nothing like a cat. Easy fix:
run image recognition through two models trained on
different data. If one says it’s a cat and the other says
no, that confirms the model is being fed a hack image.
This assumes that there are no images that could trick
both models. I don’t know the answer to that, but
hopefully others can research this.

Secondly, responding to “What is Truth?” It says
that truth is subjective. Wrong. Truth and facts are the
same. Subjectivity is opinions and interpretations of
truth, which are prone to error. The idea of subjective
“truth” is unfortunately very popular now. Critical
race theorist Robin DiAngelo wrote in Is Everyone
Really Equal? that critical theory (there are more
than just the racial one) emerged in opposition to the
scientific method, from the assumption that rationality
and objectivity are impossible and undesirable.
Critical theory claims all we have is subjective lived
experiences, thus objective rationality is impossible
and we each have our own “truths.” Sadly, this
mindset has taken over our universities and cultural
institutions. There are many reasons why this anti-
science position is harmful to those whom it purports
to help, but for brevity I'll leave that for the reader to
research. (I recommend the book Cynical Theories.)
We must not fall into the trap of thinking truth is
subjective. Truth exists independently of the observer.
While none of us can be perfectly objective, we can
use tools like science to minimize our biases and
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Glbjectivity to find a close approximation to the
objective truth.

Lastly, it says anti-vaxxers have been unclear about
the goals of the global conspiracy. Actually, they have
been very clear. If you read the hilarious “Vaccine
Death Report,” you’ll learn that Freemasons like me
and the Vatican have teamed up to inject people with
vaccines that have a chemical and a living tentacled
creature that make the brain more susceptible to 5G
mind-control waves. Therefore, the vaccines will
allow us Freemasons and the three popes (apparently
there are three of them!) to have world domination via
the 5G cell towers. Muhahahaha!! cue the Simpson’s
Stonecutters music

David M

Thanks for giving us a lot to think about. We
believe that truth is the sum of a particular number
of facts, but that many of us don’t really know how
to add. Hence, multiple truths gleaned from the
same set of facts. While we may not share the same
interpretation of what truth actually is, we do agree
that the scenario you describe is harmful when it
blocks the path to objective truth.

Dear 2600:

In 38:1, G.A. Jennings wrote “A Proposal for the
Elimination of Passwords.” Well, that was the title; the
actual proposal was to replace text-based passwords
with image-based passwords. Specifically, when
creating an account, a user would first select an image
set (of around 32 images), and from that would further
select, in order, six to ten images as their password.
When coming back to the site to login, they would
have to re-select the same images in the same order.
The author goes on to claim that “No automated
code... would be able to crack such an interface as
easily as a text-based HTML form.”

I don’t think the author has thought deeply enough
about how easy it would be to crack this system.
Each image, no matter how complex or how many
individual pixels it contains, simply plays the role of a
single letter in this system. If you only have 32 letter-
images to pick from, that’s fewer choices than you
would get using 26 uppercase letters and ten digits.
There’s a reason that most systems today insist that
passwords have to contain a mix of uppercase letters,
lowercase letters, digits, and special characters or
other symbols. Restricting the character set (even if
it is obfuscated as images) makes it way too easy to
carry out a brute force attack. The number of ten-
character passwords from a 32-character alphabet is
roughly on the order of 10715, which just isn’t as big
as it used to be.

You could try to make it harder by being able to
supply different images of the same objects - in the
same way that early captchas had “warped” images of
handwritten digits. Those captchas aren’t used much
anymore because bots have figured them out (and
may even be better at that problem than some people),
so that won’t gain much in the way of complexity or
security.

You might think that using a bigger image set would
help. One example the author gives is emojis, of which
there are considerably more than 32. Whether or not

38:4

this idea helps depends on how it is implemented. TQ
main constraint arises because you are limited in the
number of emojis you can put on the screen at one
time; you probably don’t want to force someone to
scroll through pages of emojis to enter their password.
The potential mistake, however, is to put a random
selection of emojis on screen each time someone tries
to login. If you try that, it turns out worse than the
original suggestion. You always have to include the ten
emojis that are part of the password in the “random”
set. With two attempted logins, you quickly shrink the
target alphabet to the intersection of the two sets of
displayed emojis, after which you can resort to brute
force.

Having tossed a vat of cold water on this idea, let
me finish by explaining how to salvage the best part of
it. The determining factors in how hard it is to crack
a password are the size of the alphabet and the length
of the password. Keeping the six to ten length, using
the approximately 90 symbols on a standard keyboard,
there are roughly 2*10421 passwords. On the screen
of my Android phone, I am pretty sure you could get
at least a grid of 9x16 = 144 emojis. Using that size
alphabet, you can increase that number of passwords
to about 3*10723. (And, in a practical sense, you
might be able to get people to actually use more of
that password space by forcing them away from
e@$yWords.) If you can manage to double the number
of emoji-character-symbols in the alphabet, you get a
few more orders of magnitude at 9%¥10/26.

Of course, you could go much farther if you can
just increase the length of the password from ten
emojis to 20 emojis. With the 144 character emoji
set that currently fits on the screen of a smartphone,
using passwords up to 20 emojis long gets you to about
4*%10744 distinct passwords. Now, I have no idea if
you can get people to remember a string of 20 emojis.
(And no, you can’t just take a string of 20 poop-emojis
as your password.) But that’s where having a personal
password-locker on your device comes into play.

One final note. At the end of the article, the author
raises the question of how to transmit and store these
passwords. They would have to be encrypted of
course, but one should keep in mind that emojis aren’t
really images - each one is a single Unicode character.

Keep on hackin’,
Kevin Coombes

We appreciate the constructive criticism and neat
ideas.
Dear 2600:

A few years ago, I had heard about this Bitcoin
thing and I wanted to make sure I wasn’t missing out
on something important. I have always respected the
hacker perspective and the excellent thinking behind
so many of the articles published in 2600 Magazine.

I was very happy when I saw that someone named
XtendedWhere had written two articles in 2018 and
2019: “BitCoin or Bit Con?” and “Let’s Just Call It
Bitcon.” I read both of the articles and thought they
did a great job of explaining a real-world use case and
how the reality of Bitcoin might have been quite a bit
different than the promise.

As a result, I smugly filed Bitcoin away in the “not
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6orth looking into any further” pile and moved on
with my life.

Big Mistake. That decision cost me millions of
dollars as I didn’t buy into Bitcoin until much later,
after it had hit $47,000. I now believe that Bitcoin is
going to be an enormous part of the financial world
that will impact the global economy in a very big way.

I have recently re-read both articles to see where I
had gone wrong. Had I simply swallowed the author’s
conclusions instead of applying critical thinking
myself? No. The articles had really made me think
and come to a conclusion that happened to agree with
the author.

XtendedWhere’s points made a lot of sense then
and, without the benefit of hindsight, were very
rational and well thought-out.

I (and I'm sure many other readers) would love
to hear XtendedWhere’s thoughts today. An update
on his current thinking would allow us to see how
his thinking had progressed and where he stands in
relation to Bitcoin today.

Ron

We would also like to see a follow-up. That said,
you seem remarkably at peace with losing millions
of dollars, which means you're either a billionaire or
someone who has a really healthy outlook on what'’s
actually important. We believe if people are going to
try something new like cryptocurrency, they should
never invest more than they can afford to lose. We're
open to all perspectives on this topic.

Dear 2600:

So this happened. I got a notice a post of mine was
removed from 2600’s Facebook group. It was a picture
from yesterday. So Winter 2021-2022 is the last one I
will buy via subscription. You lost a subscriber.

Tim

Let’s see if we understand. Someone decided your
picture (a car with the license plate “HACK”) wasn’t
appropriate in the group and had it removed. We don’t
know what their logic was, but we also don’t know
what your logic is to somehow blame people who
publish a magazine and don’t spend much if any time
using Facebook. We have no intention of constantly
policing all of our groups to ensure everyone does
what we want them to do. Our Facebook groups are
simply places where people can communicate with
others who supposedly share their interests, not unlike
physical meetings. You may encounter dickheads
and sometimes people in charge will act that way
themselves. If that becomes a trend, then we’ll take
an interest, but we can’t get involved with each and
every dispute, which is what we’re constantly getting
pressured to do. Please get angry with us for what we
do within these pages. That’s all we ask.

Dear 2600:

I'm an old reader. I once could get my physical
copy from one of the biggest general bookstores
which is now deceased in my country. So I'm now a
new lifetime subscriber of 2600.

I just read from your newsfeed that the Autumn
issue is out and I couldn’t resist looking at the titles
of what was inside.

When I read the “I Thought the Cyberpunk

Dystopia Would Be a Hacker Paradise” title, I felt Q
many thoughts and expressions from so many different
times of my life that I can honestly say that even
though it can be something totally different from what
I feel it could be inside this article, I'm so sure that the
title says it all.

I won’t write and bore you about cyberpunk and old
cyber Second Life we used to have when the rest of
the world was not online, but I felt that the 90s were
so special and the people we used to find were so
different than any of those masses that, in my humble
point of view nowadays, are so messed up due to the
smartphones they carry that it makes me nostalgic
of the times when I was labeled as an outcast who
preferred to test and spend his day on computers rather
than many other real life things.

Please cleanse the hand that feeds you. Please get
vaccinated and make sure you keep your health and
mood high.

emmanuel d.

Thanks for the good advice that applies to any time
period.
Suggestions
Dear 2600:

I would like to see an embroidered patch with the
2600 logo on it; the same font and color as the baseball
hat in the store, but a patch I can sew on my jacket. On
the store’s site, you refer to the color as “gold-orange”
and it is on a black background.

Heliocentric

We really do need to start making lots of new stuff.
Please keep the ideas coming in!

Dear 2600:

Please consider distancing 2600 Magazine from the
2600 IRC server. The user base and admins there don’t
represent you. I own every issue of 2600, and have
your official clothing and merchandise. I understand
what 2600: The Hacker Quarterly is really about and,
to say it plainly, your IRC channel is filled with closed-
minded conservatives who may as well be feds.

Street

You never really know where feds are lurking, so
you should always be aware of that possibility. As
for representation, we never make assumptions. You
describe a channel, but attribute what you find to
the server, which comprises an unlimited number of
channels. Since anyone can start their own channels,
we don’t think it’s possible for the server to be
representative of anything. But when entering any IRC
channel (even ones that carry our name), understand
that we have no control over what goes on in there and
not a whole lot of interest. If it were to reach the point
where the #2600 channel was run by bullies or racists
who shut out others, then we would be compelled to
break off affiliation. The same thing would apply to
any of the Facebook groups that use our name. But
we have no intention of getting involved with every
personal dispute that occurs in these forums, as that

would be several full time jobs.
Dear 2600:
Today sort of feels like a good day to watch
Freedom Downtime.
Michael

We’re familiar.

Page 44

2600 Magazine /



(Dear 2600:

Was having a conversation with a coworker last
week (also a dev) about the value of teaching coding
to more people. We both agreed that not everyone who
has the ability has the inclination, but we disagreed
on whether everyone has the ability to learn to code
in principle. I was trying to come up with examples
of how to detect nascent programming ability and
the best I could come up with is “Are you the type of
person who reflexively memorizes the timing of traffic
lights and times your street crossings to optimize
both time and distance? If so, learning C may be for
you!”” What do you guys think of this? Is the ability
to program something that anyone could learn? How
would you explain to someone interested in getting
into it what types of things are analogous so you can
see if their minds work that way?

Ben

There is no one formula and there are tons of
variables that could determine whether or not
someone would make a decent programmer. And
being a programmer is but one way of being a part of
the community. In the end, it boils down to creativity,
eagerness, and observation. What people do with
those skills is entirely up to them, and it’s up to the rest
of us whether or not to learn from their perspective.
Dear 2600:

I'm a longtime 2600 enthusiast (since the late 90s)
and an electrical engineer and, in my biased opinion, I
would love to see more articles that deal with hardware
(analog/digital circuits, etc.).

Sergio

Somewhere out there, we hope a new writer has
seen this and will send us something soon.

Dear 2600:

Creating a WhatsApp group for hackers and
programmers where we can work together on a project
and cash out successfully, and we can also share tools/
tutorials and we cash out big this year. Drop your
WhatsApp number and I add up. Note: This WhatsApp
group I'm creating is mainly for Pro hackers. If you
are a newbie, don’t bother to join because if we notice
you are not talking in the group or you behave in a way
that shows u are newbie, I am removing you ASAP.

Viktoh

Well, this is clearly the group to be in. Nothing like
being invited, threatened, and insulted, all within a
sentence or two. It’s sad that people believe this is
what hacking is all about. In reality, we don’t need
WhatsApp, we don’t call people “Pro hackers,” we
don’t talk about cashing out, and we don’t threaten to
remove people who are new. That pretty much leaves
nothing to see here.

History
Dear 2600:

Hello! I'm currently doing some research on the
hacking groups of the late 80s and early 90s. Could
you tell me why the magazine originally started?

moth man

Why? Because we had something to say and there
were people who seemed to want to listen and perhaps
say something too. It’s always the right reason to move
Qhead with projects like this.

38:4

Dear 2600: \
In 1:1 you mention the OSUNY computer bulletin
board. I'm doing some historical research and I'm
wondering if you know of the existence of an archive
of this board somewhere. There is a board with the
same name that’s still online that you can SSH into,
but it doesn’t have the original messages from the

1980s.
Chris

We’re amazed that people are still interested in
things we discussed in our very first issue! That’s the
second time in this letters column that 1:1 has been
alluded to.

OSUNY has a fascinating history and people still
talk about it to this day. We suggest visiting textfiles.
com to find some of its content. We can only hope
that there are floppies and printouts in existence
somewhere that will be shared in order to fill in the
remaining holes.

Dear 2600:

In 2011-2012 do you remember from friends or
archive a not famous site that gave you one bitcoin
for watching 45 minutes of commercials in Italian or
Spanish? Could you ask or check and let me know the
name of this site? Thank you.

Aleksey

We’ll ask around but we’re pretty sure that offer
has expired.

Dear 2600:

Bandwidth is probably cheap these days, but sorry
for wget’ing your whole Off The Hook archive a while
back without looking at the man page on how to only
download the 128k versions. If it’s any consolation,
recently a hard drive died and I grabbed it all again the
correct way by only downloading “*128*” files. My
favorite era of Off The Hook and 2600 is 1989 to 1993.
All the Phiber/Bernie/Kevin prison stuff really threw
a wrench in the works, although that was probably
important for the activism aspect. Big time fan of the
whole run though. Still listening week to week. Alex
talking about log4j is the new Phiber talking about
SYN flooding.

Charles

No worries about downloading - that’s why we
put the shows online. If this issue’s editorial is any
indication, we may have a lot more prison stuff to talk
about in the years ahead.

Dear 2600:

I still remember my friend in eighth grade (1997)
showing me old issues of 2600! He even showed me
the old-school ways of phreaking. Great memories!

Landon

We can only hope there are more eighth graders
reading (and writing for) us today, as that’s how we
know we’re doing something right.

WE WANT YOUR LETTERS!
Please send us your comments on articles,
technology, privacy, or whatever else is
on your mind. As you can see, we're open

to a wide amount of opinions.

letters@2600.com or 2600 Letters, PO Box 99,
Middle Island, NY 11953 USA

Page 45 -J



EFFecting Digital Freedom

by Jason Kelley

Why Did My Post Get Deleted?

You’ve probably experienced this, or at least
seen it happen: a post or an account of yours on
a social media platform is taken down because
it supposedly violates the rules of the site. “But
this doesn’t violate anything,” you might say,
wondering who made the decision and why - and
how to fix it. Even if you can get the answers,
they’re often impersonal and inadequate. These
sorts of takedowns, and the opaque response by
companies, are one of the biggest frustrations most
people face online. And sometimes, it isn’t only
frustrating - it’s a serious consequence for a society
that functions, by and large, through the Internet.

As the number of social media sites has
dwindled to basically three or four enormous
global platforms, the impact that these few U.S.-
based companies have on the ability of everyone in
the world to express themselves freely has grown
exponentially. These massive platforms can make
it easier for a person to reach larger audiences - but
they also give them a dangerous amount of power
to control what you, and people all across the
world, are able to say. It’s far past time companies
responsible for takedowns - often tens of thousands
per day - offered better answers to questions about
what, why, and how takedowns are done, and made
it easier to push back against incorrect decisions.

Content moderation has serious consequences.
Some takedowns are high profile, like YouTube’s
deletion of evidence of Syrian war crimes, or
Instagram’s incorrect flagging of posts regarding
the Al-Agsa mosque, the third holiest site in Islam,
as incitement to violence. Others are more anodyne,
like a Brazilian user’s Instagram post about breast
cancer being automatically removed because it
included images of female nipples (the company
makes exceptions for breast cancer awareness). In
either case, if your content is wrongfully removed
from one of these platforms, or your account is
wrongfully suspended, recourse is often limited,
and users are often met with a faceless, bureaucratic
auto-reply to questions and concerns.

EFF has tracked global online censorship for
years, and pushed companies to adopt better
standards that make it clearer how many posts
and accounts are taken down and why. It’s
shocking that after nearly two decades, companies’
increasingly aggressive moderation isn’t more
transparent and accountable. New evidence from
the Facebook Papers (from a former data scientist
at Facebook) paints a picture of a company that is
seriously grappling with (and often failing in) its
responsibility as the largest social media platform
- in content moderation and other areas as well.
The papers show problems with making decisions
due to the scale of the user base, fear of political
blowback, piecemeal enforcement, lack of local
cultural and language expertise, and internal
programs like ‘“cross check” that classify some
users differently from others.

There’s no doubt that 2022 will see significant
discussion about how we can improve the ways
that online platforms moderate content. That’s why
we’ve just completed two projects focusing on how
content moderation works, and on how companies
can be better stewards of free speech online.

The first project is the just-released revamp
of “Tracking Online Global Censorship” at
onlinecensorship.org. The  previous
version collected examples of online censorship;
the new one is a great resource for those interested
in the topic. We’ve got explainers about the history
of laws protecting online speech, how to appeal
moderation decisions, how copyright fits into
moderation, and a lot more. Though censorship
and free speech (as well as misinformation and
disinformation) have become common discussion
points over the last few years, many still don’t have a
detailed grasp on the content moderation landscape,
and the debate often falls into partisan comments
about what should or shouldn’t be allowed online.
Whatever you think about specific types of online
speech, wrongful takedowns happen, and will
continue to happen, and understanding the policies
and processes behind these takedowns is key to
fruitful discussions - and necessary to protecting
free expression - going forward.

The second project is the “Santa Clara Principles
2.0,” a set of recommendations for companies that
EFF and several other digital rights and human
rights organizations have now expanded upon.
These principles are initial steps that companies
engaged in content moderation should take to
provide meaningful due process, and to better
ensure that the enforcement of their content
guidelines is fair, unbiased, proportional, and
respectful of users’ rights. These are fairly simple
guidelines - for example, companies should publish
clear and precise rules and policies, and ensure
that their enforcement takes into consideration the
diversity of cultures and contexts in which their
platforms and services are available.

The  principles include implementation
guidelines as well. “The Santa Clara Principles
on Transparency and Accountability in Content
Moderation” have been endorsed by (at this
writing) twelve major companies, including Apple,
Facebook (Meta), Google, Reddit, Twitter, and
GitHub. Endorsement indicates a commitment
to support content moderation best practices
moving forward - not that the company has met
the principles... yet. Reddit, for its part, has fully
implemented them. You can view the principles at
santaclaraprinciples.orgq.

These two projects should help you to understand
how platforms can be better stewards of their users
- and how we can build more open, transparent, and
equitable online communities. And perhaps most
importantly, they can answer the question of why
that post you made disappeared, and what you can
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Hacking Dark Souls 11

For the sake of simplicity, I want to make this
as easy as I can....

For starters, this feels unreal. I am not the
a-typical hacker. I honestly don’t think of myself
as one. | always loved exploring. I would find
embedded games in government workstations at
the Bureau of Indian Affairs in Portland, Oregon.
Think early 1990s IBM tech, so all DOS-based.
I was around 12. That was decades ago. Now the
closest I get is a Homebrew Linux Pi station or
laughing at old 1990s hacker movies....

I am lucky enough to be able to retire young,
so now I have fons of free time. And, being a vet,
I had some baggage. PTSD is a bitch. During
the last few years during college and after
nearly eight years in the Army, I rediscovered
video games. I had always liked them, but real
life took over. After I bought my first next-
generation console in 2015, I found a game - one
that hit close to home for me: Dark Souls I1.

For those who don’t know this game, it is
brutal. Like, be ready to die. Shit tons!! (Sorry,
nsfw warning.) Now this particular game has a
reputation, not only for the immense difficulty
and learning curve, but also the secrecy and
hidden paths everywhere. A hacker’s wet dream.
Your task is to find hidden rings and weapons,
all while dying like a squealing little girl being
sprayed with a hose.

One major aspect of this game is the
interaction. You can be invaded by other
players... like me. We are cruel but fair. We
don’t discriminate. We destroy with abandon
and mock you as you fall.

Now the vast majority of players are pretty
chill and don’t make waves. There are ways
to avoid confrontations and just walk away,
but some are just the worst. Bullies. Now I
understand this is a video game and is not real.
But, with that being said, there are a lot of people
who make their living playing these games, so
it’s very real to them.

Being a game with a pretty dedicated fan
base, we can get pretty choosy about who we
deal with. There is a code amongst the initiated.
One that can be considered almost a secret
society, with secret handshakes and rankings.

So with that small history lesson, here’s the
meat of the matter. FromSoftware, like most
companies, hates being exposed. This game is
Q) different. It has been out for nearly a decade,

and yet no one has been able to add any new
cracks or codes. Aside from blatant and obvious
hacks, like using cheat engines, or hooking a
console to a PC and cracking the actual code
itself. The latter will land you in a hard ban from
the servers.

A recent 2600 starts with “What is Truth?”
And, in that article, it’s stated that hackers want
to expose vulnerabilities while criminals keep
them hidden. I believe that the gray area is now
too big and there is no longer a good versus bad
mentality. Ethically cracking anything is wrong.
But when the dice are loaded against you, why
not do everything in your power to increase your
odds of survival?

Take this game. Dark Souls I is based almost
completely on odds and hit boxes. So all my
information was freely available on a website
dedicated to the game. This was solely to share
information about the massive amounts of lore
the game has to offer. I just took what was there
and looked at it from a different POV.

In DS2, there are items, like any game, but in
this game those items sometimes have “timers”
attached. Everyone on the forums say they are
random and quite probably they are. There is
one type of item I found, one used specifically
for invasion-type events. It is called a seed of a
giant. These seeds, once used, make the game
turn on any incoming invader for a total of 45
seconds - a lifetime in this game.

Now....

I was getting sick of being invaded and
taunted when all I wanted to do was play an
already difficult game - all while not getting
invaded by another player just trying to ruin my
afternoon by making any progress I had made in
the game a moot point. A death results in losing
your collection of “souls” - a type of in-game
currency for leveling up weapons and yourself.

The common saying is “get gud.” Learn or
die. Not much sympathy.

Here’s the fun part. I noticed something about
the timing on the seeds. The website said it had
about a ten percent chance of spawning after
your character is invaded four times randomly
throughout the world map. The spawn didn’t
seem random as the web page stated. I think it
started about early spring 2021. I wanted to find
a way to get the seeds of giants figured out... it
wasn’t random in my mind.
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KThat is when I started. It felt like an eternity.
Daily grinding playing incessantly, obsessively.
Making note of time, day, week, if I was logged
into a world online or not etc., etc. Anything I
could think of related to the timing of a spawn
point. Then, after about six months of stumbling
around ham-fisting my PlayStation 4 thinking I
was wasting my time, I found... something.

I can’t call this a cheat code. Most definitely,
it is a vulnerability/exploit. And the timing is in
its infancy, but I found I can accurately repeat
the process and amass a pile of items I shouldn’t
have in only a few minutes.

It was an NES cheat every kid from the
eighties knew - Turtle Tipping - that gave me the
idea. I noticed that in one specific area of the
game, there is a point where you have almost a
Super Mario Bros cheat code moment.

I cried. I felt like I found something so
amazing and that [ was the first one to do it!

I created a cheat code by fuzzing my PS4.
I had no keyboard and the only input was a
standard PS4 controller and all the info I could
find online. I won’t bore you with the details,
pretty lame to be totally honest, but it involves

timing a button press, a spawning invadeb
and the grabbing of an item - all within a few
milliseconds of each other. The turtle tap comes
from the invader. If done right, you get bumped
as they invade, just as the game force spawns the
said item.

I just wanted to tell someone, as I am pretty
proud of myself. I cracked an uncrackable
video game with no keyboard, a controller, and
time. So I think the term “hackers” need to be
reassessed.

The link below is proof of my accomplishment.
It doesn’t look like much and is boring as fuck!!
I am trying to find the “sweet” spot. It lines up
in the run up to the tree - a brick or something
right in front. [ aim for it as I haul ass as quickly
as possible without running.

This is alegit thing and FromSoftware’s worse
nightmare: someone cracked their software. I
want to find a debug menu, but I think I may
actually be chasing pipe dreams there. I am not
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Long before 1 knew anythlng about social
engineering or hacking, I was a tenth grader with
a problem. It was a minor problem - nay, a luxury
problem - but in my mind, it certainly was an
issue.

I was a rather competitive kid, and I wanted to
be in the top 20 in my class of 350 plus. But, I also
had a minor learning disability and a penchant
for marijuana. Put the two together, and it is quite
difficult to really learn any subject.

I had a B+ in French and, in order to get the
necessary GPA to be in the top 20, I would need
to either get 100s on the exams... or hack into the
teacher’s computer and change my grade.

I played around with the idea of cracking my
teacher’s password, but I had neither the technical
knowledge or the kahunas to run a password-
cracking program. I also feared that my IP
address could be tracked. So, I hatched a plan.

One day in class, we were all working on
laptops for a project. I let my teacher know
that my laptop was not working, and she let me
borrow her laptop. While she was at the other
end of the classroom, I switched over to her grade
book, upped my grade to an A+, and switched
back as she walked over.

o
1
-
|

trying to be an asshole; I just wanted to see if I
could do it.
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When she walked over to the other side of the
classroom again, I hopped back in the grade book
and switched my friends’ grades to As and A+s as
well. What a brave young chap.

But, I was also a bit of a braggart - usually
about women. But, this time, when I told my
friends about my little hacking project, there were
no looks of awe. They were genuinely worried.

And two weeks later, | was called down to the
principal’s office. I was not entirely sure which
one of them snitched, but so it goes. Fortunately,
I walked out of the office with no punishment
besides the removal of myself from the National
Honors Society. I did not give a shit about this,
and was happy not to have a suspension on my
permanent record.

Well, a week or two went by, and I was walking
down the hallway near my English teacher’s
office. I peeked in and saw a laptop, but no teacher.
I walked in, switched my grade around, and never
told a soul until now. I learned a valuable lesson

getting snitched on. I needed to keep my bragging
mouth shut.

kPage 48

2600 Magazine /



=

Door Close

25 = Bt os L SR Y

Pop culture portrays hacking as super intense
programmers cracking into the FBI database or
reverse engineering a virus (or writing one if
the hacker is a villain). It’s all very glamorous.
But that, reader of 2600, as I’'m sure you know,
isn’t really what hacking is about. It’s about
problem-solving with creativity and ingenuity.
Today, I'm writing about one such experience.

I recently saw a tweet advertising a free
virtual conference. | registered and looked
at the schedule. Alas, a doctor’s appointment
overlapped with the presentation I wanted to
see.

Nevertheless, I logged in that morning, found
a page for that presentation, and bookmarked it.
Maybe I’d be able to come back that afternoon
and watch it, I thought.

I got sidetracked and forgot about my
bookmark and the presentation for a couple of
days. When I saw a “thank you for attending”
email, I thought, oh yeah, let’s give watching
it a try. Unfortunately, the conference website
didn’t allow me to re-login. It had closed the
door, so to speak, because the show was over.
I went about my day, checking the conference’s
YouTube channel, regretting not scheduling my
appointment for another time. I logged into my
computer and, lo and behold, I see my forgotten
bookmark. I click it. Huzzah, it works! They
may have closed the door but they didn’t seem to
be kicking me out now that I was already there.
That said, I felt as if I was on borrowed time. If
the cookie expires or I refresh the page, surely
they would kick me out. So as the presentation
is playing, I am looking through the site to see if
there is a Download button. Unfortunately, and
not surprisingly, no such button; they’d want
you to stay on their platform for the conference.

All right, now if they are going to potentially
cut me off, let’s find another way to download
it. I open up the browser’s Developer Tools and
switch to the Network Tab. Naturally, there
are network calls going out, but there was a
series that piqued my interest. Every couple of
seconds, a request was made to the following
URLs in what seemed to be a pattern (note that
this has been changed slightly for brevity and
privacy):

https://conference.net/896a-

waaebdledac3ft  960x540p-
=1.2Mbps-1200000 00010.ts
. 00011.ts
. _00012.ts

Let’s start out by seeing if I can get something
if I curl-ed one of those URLs:

curl https://conference.
wnet/896a-aae5dledac3f 960x540p-
w1.2Mbps-1200000 00010.ts >
wtest.ts

TS is a video file geared towards streaming
and opening test.ts with VLC revealed a five-
second video! Now, we’re cookin’ with gas.

The next step was to make a bash script to
cycle from zero to the ending video number and
curl the URLs.

#!/bin/bash

for 1 in {0..600}
do

curl https://conference.net/896a-
=aaebdledac3ft 960x540p-1.2Mbps-
=»1200000 0000${i}.ts > Si.ts

done
exit O

I then hit a snag. It seems the last five
characters in the URL were a fixed length.
Meaning, for the first file, the URL is 00001.
ts while the six-hundredth would be 00600.ts.
Now, this felt very much like a problem out of
my computer science education. But I don’t have
a clue about how to do that in bash. I let out a
sigh. Would this be where my quest would end?
No! There must be another way.

So let’s take a step back and think about the
data that we are going to be using. We know the
string is going to have four zeroes when i is less
than ten, three zeros when 1 is between ten and
100, and two zeros when i is between 100 and
1000.

Let’s adapt our script to account for just those
scenarios:
#!/bin/bash
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curl https://conference.net/89%6a-
=aaebdledac3f 960x540p-1.2Mbps-
=]1200000 00008{i}.ts > $i.ts
elif [ $1i -1t 100 ]; then

curl https://conference.net/89%6a-
=aaebdledac3ft 960x540p-1.2Mbps-
=»1200000 000${i}.ts > Si.ts
elif [ $1i -1t 1000 ]; then

curl https://conference.net/89%6a-
waaebdledac3f 960x540p-1.2Mbps-
= ]1200000 00S{i}.ts > $i.ts

else

echo “Something is a miss”

fi

done
exit O

Is it the fanciest approach? No, but it does
work. Upon running the script, I had about 550

f them with: \
for 1 in {0..600}

do ls -v | xargs cat > video.ts

if [ $i -1t 10 ]; then Note, Is -v is needed because a simple:

cat *.ts > video.ts
will result in an ordering of:

l.ts 10.ts 100.ts 101.ts 102.ts
103.ts

And so, my quest to download the conference
presentation was successful! The moral of
the story, don’t let a closed-door be the be-
all and end-all (unless you’d be infringing on
someone’s privacy, then it’s probably best to let
them be). As a reader of 2600, I'm sure you’ve
seen all sorts of really complicated technical
solutions to problems; don’t feel intimidated!
After all, a very simple solution to a problem is
still a solution.

Thanks for reading, happy hacking, and stay

short video files. The last step is to concatenate

If you have taken an introductory economics
course, you most likely saw this graph on the first
day of class:

Supply and demand
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The graph can basically be broken down into
three axioms about the supply of products:

*  As price increases, suppliers will capitalize
on this increase and produce more units...

. ...as the number of units available increases,
the price will decrease because there are
more options for consumers to choose from.

. The bracketing of supply and demand goes
back and forth until an equilibrium of price
per unit and quantity of unit for sale reaches
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an ideal equilibrium.

While any microeconomics professor would
readily admit that the above model is simplistic,
they would still probably assert that it’s generally
a correct outline of reality. In an economy of
cars, clothing, oil, and crops this model makes
sense. It’s intuitive in a way that makes one think
“yeah, I could’ve told you that without a graph.”
However, there’s a particular area of the economy
to which this model cannot be applied and that
area is growing to affect an outsized portion of
the world.

Vitalik Buterin is a software developer and
writer. He is best known for co-creating the
cryptocurrency Ethereum, he contributes code
to open source software, and he co-founded
a magazine entitled Bifcoin Magazine where
he writes. At the end of 2020, he published an
article titled “Endnotes on 2020: Crypto and
Beyond.” He says in his introduction: “2020 is
as good a year as any to ponder a key question:
how should we re-evaluate our models of the
world? What ways of seeing, understanding, and
reasoning about the world are going to be more
useful in the decades to come, and what paths
are no longer as valuable?”

Buterin, like a lot of people who work in
cryptocurrency, is more than a little preoccupied/
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@ith giving the status quo a shake. Entrepreneur,
investor, and crypto hype-man Balaji Srinivasan
can be found most days on Twitter eagerly
forecasting the end of credit card companies and
centralized journalism as we know them. It’s not
uncommon for people to readily hope that some
established organizations are singing their swan
song. What the ilk of Srinivasan and Buterin
less commonly criticize are institutions like the
Chicago school of economics.

Buterin proposes in his review of the year
that our fundamental model of supply and
demand doesn’t work for much of what the
modern economy hinges on: code. Economics,
particularly at the fundamental level that is
taught to college freshmen, deals in the physical
world. I heard the word “widget” in one year as
an economics student more than I think I will for
the rest of my life. A widget is a physical thing.
Any physical thing: a hammer, pillow, F-15, or
bottle of flex seal. Widgets have limits: physical,
geographic, and quantifiable limits. According
to economics, the limits are the primary driver
of price in accordance with the above graph of
supply and demand. The issue Buterin takes with
economics is that a decreasing share of GDP
deals with the widgets of the world. Much of the
software which companies, governments, and
individuals depend upon has no natural limits.

Compare a commodity like copper to a
product like Adobe Acrobat. There’s a finite
amount of copper in this world. As humans
persistently mine copper from the ground,
depleting that amount, the price will reflect the
amount believed to be left, and increase over
time. Unlike copper, supply has no affect on
the price of Adobe Acrobat. A team of software
developers has labored to create an environment
in which I can fumble around with PDFs, but now
that they have created the product, it is finished
(barring the occasional update). The amount
of Acrobat subscriptions that Adobe can sell is
literally only limited by the number of humans
on earth who want to quickly convert PDFs to
Microsoft Word docs. A more extreme example
of the state of supply and demand in software is
demonstrated by NASA.

On July 24, 1969, the United States
conclusively won the space race and put men on
the moon. Individuals across competencies came
together to accomplish the ultimate defiance of
gravity. This giant leap for mankind took years
of work by some of the nation’s top minds and
$152 billion in today’s dollars. Certain parts of
the Apollo 11 mission would still be expensive
to create and utilize today as they were in
1969: asbestos, aluminum, rocket fuel. Each
of these essential components having its price
driven in part by the available supply. But one
essential component of the Apollo missions
was, physically speaking, far more ethereal than
asbestos: code. The stories about the massive
Qﬂ“ort taken to code onboard systems such as

the Apollo Guidance Computer (AGC) ha\h
been popularized by recent articles and movies.
The guidance, navigation, and control of the
spacecraft that the AGC oversaw was a necessity
for the success of Apollo 11. The code for the
AGC was expensive and time-consuming to
write (given the nature of U.S./Soviet relations,
it was also highly secretive). Unlike a rocket, the
price today of the code for the Apollo 11 mission
is $0. The supply of the code is now infinite.

Margaret Hamilton with the AGC code that she
and others wrote at MIT.

The initial production cost of the Apollo 11
code was massive, but it was a one-time price.
Once it was created, the cost of replication was
almost nonexistent. You might think that this is
an exaggeration. The entirety of the Apollo 11
mission code is available for free on GitHub at
github.com/chrislgarry/Apollo-11.
You might also be thinking that this particular
example is an outlier. It is. Most software is
completely free and much more user friendly
than the Apollo 11 code. The Apollo 11 code
wasn’t immediately available to the public
and wasn’t posted to GitHub until 2016. Open
source software is immediately available as it is
created, and ubiquitous. Nadia Eghbal explains
in her book Working in Public: The Making
and Maintenance of Open Source Software
that one might at first liken the economics of
software to that of the music industry. Music, like
software, has a high upfront cost to create, but
upon completion you can replicate it with little
marginal cost. But Eghbal points out that the
music industry could historically rely on vinyl
records and discs to artificially limit the supply
of music. There would only ever be a finite
number of copies of Leonard Cohen CDs. But
even the music industry now runs into serious
critiques of how it prices artists’ work because
nearly everyone streams their music instead of
purchasing a physical copy.

The number of products containing software
in part (Peloton) or in its entirety (Microsoft
Office) is high and rising. How the price of
these products is determined in the real world
is something that needs to be more accurately
modeled. Hopefully we can use a better example
than widgets to help do it.
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It’s difficult for me to write this column. The
reason, however, has nothing to do with the subject
matter but is entirely physical. I have two sore
arms. My left arm feels like it’s been pummeled
for several hours with a meat tenderizer on account
of the vaccine booster. My right arm and shoulder,
I'injured those in a cycling accident a few days ago.

I enjoy cycling in New York City. It’s
considerably less stressful than taking a crowded
subway car full of sniffling, coughing, and the
recriminations from other passengers that go
along with such involuntary biological expulsions.
It’s excellent exercise and I generally take the long
way into the office, heading west to the edge of
the city where the Hudson River lies adjacent to a
bike path that, with riders flowing north and south,
similarly follows the western limit of the island of
Manbhattan. I head east somewhere around 50th
Street and, depending on which lights I hit, T’ll
then venture north to 56th Street, staying on that
eastbound street until I arrive at the back entrance
of my office tower.

A few days ago, on that last stretch of crosstown
road is where the accident happened. Traffic on 56th
Street in the mornings can get backed up if there
is a singular inconsiderate jerk double-parking.
Between those imbeciles and the proliferation of
outdoor dining vestibules, there can be scant room
to maneuver on a bicycle. As I was cautiously
doing so, a large white van belonging to a local
bakery inexplicably and unforeseeably lurched
from the traffic lane into the small track of road
between dining vestibules and traffic, occupying
the exact bit of space and time that I was about to
utilize myself in mere milliseconds.

“No, no, no!” I shouted, hoping that the driver
would miraculously lurch back to the space from
whence he came. No such luck. I braced for impact
and, after first connecting with the van via my
front tire, I collided with the sideview mirror with
my right flank and shoulder. The velocity must
have been considerable because the mirror seemed
first to explode, drop, and then hang forlornly,
swinging ever so pendulum-like with the vestiges
of the momentum I had transferred to it in the
collision.

Taking stock of what happened, and shocked
that I did not end up on the ground, I found myself
right next to the driver-side window. Blood in full
boil at this point, with colorful alliteration focused
on the “F,” I inquired of the driver about what he
was thinking and demanded he pull over. Rolling
down the window, a skinny Asian man of about
30 years of age or possibly fewer began profusely
apologizing. With considerable ardor, I explained
to the driver that I did not know if I was injured and
that we must exchange information. Shockingly,
@ driver ignored me, rolled up the window, and
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drove away.

This whole scene was unbelievable to me both
forits gall and futility: the traffic was barely moving
on account of the aforementioned inconsiderate
jerks double-parking. I snapped a quick photo of
the license plate and easily returned to the driver’s
window. Before I could say, or shout, anything, the
driver rolled down the window and continued to
apologize. I reiterated my request to the driver to
pull over. It was clear that English did not come
easy to this person, but it was similarly obvious
that he knew what I requested and did not want to
comply. This failure of compliance prompted me
to state that I would have no choice but to call the
police if he continued to refuse.

At the mention of the police, the apologies
became more profuse. Palms together, fingers
pointing upwards as in prayer, the driver pleaded
with me, “Please, please, please, no police - I'm
sorry, I'm so sorry.” The pleas continued, and |
suspected what you, reader, are likely suspecting:
that the driver was undocumented. In broken
English, he confirmed this suspicion. By this time,
my adrenaline was beginning to subside, and I did
not feel like I was severely injured. Calmly, I asked
him, “Where are you from?”

“Myanmar,” he replied. Immediately, the
gravity of the situation gripped me. Here was
a man who fled a country rife with violence,
insecurity, human rights abuses, torture, and
which has been on the brink of collapse for nearly
a year following an intense military coup, a man
who found a job with a bakery that probably paid
very little, but for whom that very little meant a
great deal because that job was very likely a means
of support for his family still present in Myanmar.
And he was terrified that this singular mistake, on
a crowded street in rush hour, could upend his life
and force him back to Myanmar.

My wheel was bent and would likely need
replacing. Aside from some scraping on a leg,
I was not sure if I was really unscathed or if the
shock of the impact had masked other injuries. In
this moment, I resolved not to destroy this man’s
life, not to call the police, not to call his employer,
but to reassure him that everything was okay and
that he should not worry. The gratitude was as
profuse as the apologies were moments ago.

Front of mind during this split-second decision
was the fact that Myanmar was the subject of a
report that a friend and colleague - a human rights
lawyer with the United Nations - had authored. In
addition, Myanmar had recently made headlines
because of litigation in which it was claimed
that Facebook turned a blind eye to tidal waves
of misinformation that fomented human rights
abuses, violence, and death in Myanmar, and)
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@incidentally, that litigation was in part based on
the findings in this very report.

This 2019 UN report details the findings of the
Independent International Fact-Finding Mission
on Myanmar (“the Mission”) and its earlier
work that “documented the extensive roles that
Facebook and other social media platforms played
in distributing [...] speech, including through
language, cartoons, memes, or graphic content
that fueled social attitudes, intolerance and
violence against Rohingya,” an ethnic minority
in Myanmar. Specifically, the misinformation and
propaganda sought to dehumanize the Rohingya,
comparing them to animals such as pigs, dogs, and
maggots, claimed that the Rohingya were rapists,
and encouraged their extermination. The class
action complaint against Facebook directly tracks
these findings and argues that Facebook failed to
police such harmful content and that the platform
promoted real-world violence against Rohingya.

The appalling violence against the Rohingya
was in fact inhuman, in the sense that it is hard to
fathom human beings committing such atrocities
against each other. Extrajudicial mass killings,
gang rapes of women, and the deliberate targeting
and killing of children occurred. There are reports
of military helicopters attacking villagers, gunning
down boats carrying refugees, as well as reports of
children being thrown into burning homes.

The idea that that technologies that humans
built, when left unchecked, can encourage and
foment shocking atrocities like these is in and of
itself an abhorrent fact, anathema to the hacker
spirit and philosophy. To fight against technology
being co-opted for evil is part of the reason why
I jumped at the chance to become a founding
member of the technology advisory board of
Human Rights First; and being part of that board,
and being aware of the abhorrent indifference to
human life that happened in Myanmar, is what
made me even more sensitive to the plight and
situation of an undocumented person in New York,
terrified of me calling the police.

Preventing this from happening again is even
more crucial given that a Reuters report from
November 2021 found that the Myanmar military
was using bogus social media accounts to engage
in what it termed “information combat.” What
then can be done within and without social media
platforms to prevent this from ever happening
again?

I would be remiss if I did not mention that
Facebook has taken notice of the problem.
Facebook has put together teams of Burmese
speakers, disrupted misinformation networks, and
has claimed it has been monitoring the situation.
But all of this seems like it’s too little too late when
the damage is done and lives have already been
lost. The weaponization of social media is nothing
new. Indeed, since the 2016 election in the United
States, we have seen firsthand how dangerous
unchecked amplified misinformation and hate can
be throughout social media platforms.
kThe recent Facebook whistleblower, Frances

Haugen, has given us a firsthand look at the detailem
research that Facebook itself conducted. That
research was surprising in that the conclusions
to which it came found that harms could arise to
children and other groups based on exposure to
certain content; but that research remained private,
within Facebook, and would have remained so
forever but for Haugen’s revelations.

At this late stage in the game of power-wielding,
social media platforms sparring with governmental
regulators and evading liability in court, is it not
time that we should demand that certain types of
data be available to qualified researchers around
the globe, if not for the sake of research in and
of itself, then for the simple fact that more eyes
on this data can better forecast when digitally-
amplified hate will spill over into physical violence
and death?

It may sound impressive when we hear from
Facebook or Twitter that they have removed 10,000
posts containing misinformation and disrupted a
dozen or so networks of hate groups. But without
engagement rates, those numbers mean nothing. If
those 10,000 posts had 10,000,000 pairs of eyes
on them, then there are two further statistics I
submit are more relevant: (i) the rate (including
acceleration) at which this information was spread
from person to person, and (ii) the degree to which
the platform’s algorithms itself had assisted the
offending posts in maintaining or gaining velocity
to result in exponential reach.

We need academics and independent researchers
who have training in qualitative and quantitative
analytical methodologies to have a right to
certain types of social media data. We need those
outside, objective observers to monitor for early-
stage indicators of the amplification of hate, to be
looking out for their own countries, communities,
and people and those of their neighbors, alerting
and working symbiotically with social media
platforms to stay ahead of the next wave of hate.
Hate is too amorphous, too much of a shapeshifter,
for any single entity to globally conquer on its
own, and yet this is exactly what we have been
expecting of social media platforms because they
have insisted on going at it alone.

The research community is chomping at the bit
to get access to social media data, without which
I believe we will continually see the same pattern
of violence: a spark of hate, amplified in a unique
way, in a country to which platforms do not devote
enough resources, that results in ever-increasing
violence. And as for accountability, I predict that
the lawsuit brought against Facebook for failing to
act in Myanmar will be dismissed on the grounds
of the immunity that Section 230 affords platforms.

As for my shoulder, that will heal. And as for
my front tire, I'll be covering that cost myself
without worry, a minor injury and a small price
to pay in comparison to what was at stake for the
driver of that van, and miniscule in comparison
to the unnecessary suffering that unregulated
technology and unchecked hate has occasioned
upon the people of Myanmar.

38:4

Page 53-/



KHACKING AND KNOWING

Our friend, HOPE enfant terrible
and fellow hacker-instigator Johannes
Grenzfurthner, has released a new film,
and although I know that 2600 is not a
medium for film reviews, I ask you to
hear me out. Technically, this is not even
a film review, but it is a way to channel
some of the thoughts I had for quite some
time.

Johannes calls his film Masking
Threshold, a term from audiology. It
refers to a process where one sound
is rendered inaudible because of the
presence of another sound. If someone
listens to a soft and loud sound at the
same time, the subject may not hear the
soft sound. The soft sound is masked by
the loud sound. Choosing this title makes
a lot of sense for the film because it is
about a very nerdy character who suffers
from a strange form of tinnitus. But the
title also makes sense as a metaphor
for our confused times. Whose voice is
louder? Who has the better ways to spread
messages? Who is the better influencer?
In the marketplace of ideas, what does it
really mean to speak the truth? And is it
too soft to be heard?

Johannes tells the story of a person who
has an uncommon hearing impairment.
Doctors and other medical authorities
don’t believe him, so he decides to use his
education as someone who studied physics
to start a series of experiments in a little,
shabby room in his house in Florida.

First, you could even believe that the
protagonist is somewhat likable (apart
from him using Windows 10). He makes
interesting, witty, and true statements
about the world, and you understand his
frustration with the people around him
and his environment. As hackers, we
know the phenomenon of being clever but
also often misunderstood.

Yet, as the film progresses, there
comes the point when you cannot condone
his activities anymore. That wasn’t
unexpected for me, because the film is
clearly labeled as horror, but it surprised
to me how excellent the story is in
portraying the descent of a super-rational
being into madness. As he encounters
more and more obstacles to resolving
his condition, he suffers an emerging
@sitivist crisis and begins shedding the

~

- SOME THOUGHTS ON

MASKING THRESHOLD

by Peter Blok

constraints of rationality - and it is pretty
nasty to look at.

An especially lovely review by user
aviddd on Letterboxd reads: “We had plans
to have sex after watching a movie and that
did not happen. It is too disturbing! But
five stars anyway because it uses sound in
such an innovative way, and how effective
it is at making you relate with a person
going insane. Just not for date night.” Yes,
it seems Johannes has that kind of impact
sometimes!

Fun aside: Masking Threshold is a
very important cautionary tale for all
hackers, geeks, and intellectual types. It
shows how easily one can slip down the
rabbit hole of obsessiveness - and how
easily the distrust in authority can turn
from something positively subversive into
bleakness and violence. The protagonist
is a scientifically educated person,
but his dark, regressive fears and utter
hubris overwhelm him. He’s a know-it-
all, ranting and raving in his improvised
laboratory, a strange womb of sorts, and
yet he knows nothing.

Personally, I think it 1is a tale
about epistemology, the branch of
philosophy concerned with knowledge.
Epistemologists study the nature, origin,
and scope of knowledge, epistemic
justification, the rationality of belief, and
various related issues. I urge you to read
up on this because it is hardly possible for
me to summarize the entire philosophical
debate here, but it strikes me important
that a lot of the problems we are facing
in pandemic times deal with the simple
question: Why are we so keen to hold
a certain position? Why do we believe
something? What does it even mean to
believe? How far would we be willing
to go to prove or disprove something?
Are we really interested in learning and
sharing, or are we just in the business of
being right?

Johannes’s character feels like someone
we all know in our community. We need to
reach out to them, because otherwise they
will disappear in a new kind of twilight,
and there might not be a way back out for
them.

Masking  Threshold premiered at
Fantastic Fest in 2021, and I hope it will
be shown at A New HOPE this July!
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f Book Review
I Have Nothing to Hide: And 20 Other Myths
About Surveillance and Privacy, Heidi
Boghosian, Beacon Press, 2021, ISBN 978-0-
8070-6126-8

Reviewed by paulml

This book attempts to shed some light on
the most popular myths about surveillance and
privacy.

“Smart homes are more secure.” On the
contrary, all those smart devices are gathering
information about your daily habits to send to
marketers. Alexa/Siri have their microphones
on nearly all the time. They are recording what
goes on in your household. Who knows where
those recordings go? Smart devices are also very
hackable.

“I have nothing to hide, so I have nothing to
fear.” Tell that to Breonna Taylor. Congress and
the courts protect us from surveillance. That
might be possible if the average member of
Congress had even a clue as to how social media
really works.

“The USA doesn’t have national ID numbers.”

e

Keeping Busy When Retired -
—‘-
(Richard Cheshire)

by The Cheshire Catalyst

When I was 19 years old, I got a very important
lesson in why you should keep busy when you're
retired. I was just out of high school at the time,
and before starting a computer course in the
local community college, I had a summer job
at Strong Memorial Hospital in Rochester, New
York. It was also the hospital where I was born.

My job was to edit data entry forms before
they went to the keypunchers, who put the data
on those 80 column computer cards that were a
popular data input form at the time. The cards
were generated from these “source document”
forms. It was about this time that my dad and his
two sisters were convincing my grandfather (his
dad) that he should close the shoe repair shop
he’d operated for decades, and finally just retire.
When he closed the shop, it made headlines in the
local newspaper, since his was the last business
in Rochester that actually bought steam from the
local electric company. The steam operated the
rotating brushes and buffers he used to shine the
shoes in his shop.

A week or two later, he went into the hospital
“simply for routine tests” (Strong Memorial, as
it happens), and the problem is he came out “feet

The Social Security number works very well as}
national ID number.

“No one wants to spy on kids.” Children have
been the target of marketers for many years. It
goes back to the days when Saturday morning
cartoons were little more than marketing
infomercials, filled with commercials for sugary
breakfast cereal.

“Surveillance affects everyone equally.”
Attendees of the average white, suburban church
don’t usually get their license plate numbers
recorded and their pictures taken. How many
churches have had surveillance cameras set up
across the street and pointed at the entrance to
record the attendees?

“There is nothing I can do to stop
surveillance.” The author gives several ways to
reduce the surveillance, if not stop it completely.

Everyone cares about their own personal
privacy, and this book does an excellent job
at exposing privacy myths. It is very easy to
understand, and is very highly recommended.

It's Important
Cheshire@2600.Com

first.” He simply gave up living because he no
longer had anything to do in retirement. I had
to edit the form for the keypunchers when his
body was transferred from the ward he was on
to ward K1, the morgue. Now that I’'m retired,
I'm a volunteer at a local space museum in Cape
Canaveral and, on any given launch day, you can
find me in Space View Park in Titusville, Florida
where 1 give a lecture at 30 minutes before
launch, and put the launch provider’s webcast on
the guitar amplifier I bring to the park when the
webcast starts up at T-minus 15 minutes. This
is why I live in Titusville, just to watch rockets
launch into space. And to stay busy, of course.

SpaceViewPark.Com

Richard Cheshire is known in phreak and
hacker circles as The Cheshire Catalsyt, a
pseudonym he’s used since publishing in the
TAP newsletter of the 1970s and 1980s. He is
currently retired, and is a volunteer at space
museums near the Canaveral Spaceport, and
hosts rocket launch viewing at Space View Park
in Titusville, Florida. You are invited to join him
for a launch any time.

THE HACKER DIGEST

Every year of 2600 - past, present, future

store.2600.com for details
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The following story is a work of fiction.

No solutions anywhere. What do the people
want? None of them ever knew the answer to
this question. It echoes and echoes through
tunnels and telephone wires until it reaches
the ground beneath me, when I hear it in my
head like sirens. I hear it everywhere I go, the
wheeze of the gears moving in The Machine. It
comes out of PA systems. TVs in pawn shops,
radio stations and car engines as people road
rage, LTE waves and police scanners, dispatch
grumbling my description.

It’s so loud you’d almost think for a second
that it was Mother Earth herself breathing. But
no! To everyone’s horror, that’s not who it is.
Everyone who can hear it anyway. Most people
that cross my blurry line-of-sight through my
counterfeit Ray-Bans can’t. It’s important to
listen. You know when it’s close. Pig can be
made into bacon. Maybe....

I slept for 25 hours in a shipping crate, this
scene playing in my head over and over again,
with no sign of any break from a lasting fever
dream. What is the sun anyway? [ was too
afraid to go outside. I felt I had to disappear for
a while before I operated again.

The things that got me through this tough 25
hours was 432 Hz music, back issues of 2600,
and drawing. Scribbled notes, mountains,
trees... I have no idea what it all meant. Maybe
it didn’t mean anything at all.

One drawing that kept appearing on my pages
was arough sketch of Sawtooth’s front entrance.
It had a big sign that said, “SAWTOOTH
NATIONAL BANK” with a picture of a marlin
on it. To me, Sawtooth felt like a supernatural
being, something so powerful that I couldn’t
even see the true gravity of my actions. It was
like I had messed with a higher power. My wax
wings melted in the desert heat.
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Boom boom boom! And then chuckling
outside my crate.

Jesus! They’re gangstalking me! They must
have turned to harassment... And that’s what
happens in this country, a wretched cesspool of
evil and greed, so terribly hideous that I can’t

An Atavistic Freak Out, Episode Three

~

by Leon Manna

even bring myself to stop looking at it! A free-
market scam, yet it’s the only option we have!
We can’t become comrades, can we!? And
socialism? That doesn’t help the rich! But no,
I have to pay to stay alive, and feel sorry for
those who live in debt just to keep going, buy
shit online, wages garnished by ten percent,
repeat the cycle.... Even the “free market” will
fuck someone, no, many people over! What
else would you expect me to do than steal from
them! Wouldn’t you? This terrible madness....
At this rate, we're all going backwards no matter
where we are. | abruptly stood up in the crate,
knocking my desk to the side and throwing my
coat hangers onto the floor as I searched for my
pistol. What the hell? Why not go out in style,
right? Right!?

In reality, it was nothing more than four
teenagers who were drunk. Someone cracked
a really funny pun that was so ridiculously
hysterical that one of them had to stand up
and slam his fists on a shipping crate, a violent
physical reaction to something they wouldn’t
even smile at ten years in the future. And you
know, looking back on my years as a kid, I'm
sure it was exactly that funny. Pointing a gun
at them isn’t. They must think I’m one of those
people their parents told them about. The police
visit the crate the next day to find it completely
empty. The smell of bleach on the inside burned
their nose hairs to a crisp.

It had been roughly two awful days since the
incident back at Sawtooth, and I managed to get
away with it... I think. I see Khir’s face when
I close my eyes, remembering when I threw
that paper at him, and cringe internally as I
relive that awful speech on TV, the number I
did on my bike during that race, and his surreal
attempt to take the law into his own hands.

I also know that my time in Arizona is
up. I started getting nasty looks from locals
all around. It seemed that I was gaining an
unwanted and quite dangerous reputation, and
they’ve realized the true extent to which I am an
outsider. Rumors circulate like smog, covering
the city. That’s how it was in high school, and
it doesn’t seem like much has changed. But they
all seemed to know I had the .22 tucked in my
waistband. Some of them had bigger calibers
and better shots, or more heads, but they just
didn’t want the trouble. They’d rather not go to
the hospital for a nonfatal gunshot wound and
kill some freak in the process.

I walked half a mile to Aryana’s apartment.
When I got inside, I told her I was leaving. “I'm
gonna get out of AZ. I'm sorry, I really am. If
you want to come with me you can. I'm going
to South Carolina.” I looked at my shoes. I
couldn’t make eye contact.

She didn’t even look up from her game. Shp
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Glst said, “yeah, sure.” Lovely.

They prepare to zoom across state lines,
skipping toll gates and swerving between lanes
in a desperate but halfhearted attempt to go
out with a bang. Had I ever left in the first
place? A long time ago I was in a town called
Hiker, South Dakota, roughly 277 miles from
my birthplace of Minneapolis. I was having a
drink with an old friend, not even old enough
to do so, when I cracked a joke that I would
commit a crime in every state. All these years
later, there’s only 15 states left that I haven’t
gotten to yet. He never left South Dakota. I am
ashamed that I'm not ashamed.

So we walked another half mile to a car
rental agency. I put on a pair of (fake) Ray-
Bans. Tan dress pants and a white shirt. No
tie. Briefcase, leather, totally empty. It has a
plastic area where you can switch out various
logos. This one said “Off Shore,” which was (at
the time) a major oil rig. The shameless naming
never sat right with me.

Hank Bill Waters, a sysadmin for an oil rig
off the coast of Alaska, walked into FastTravel
Car Rental. This time, Hank actually does
exist. Well, he did exist. I forgot about that.
He passed away recently when he fell 50 feet
off of the oil rig into the choppy ocean below.
A really horrible death to die, poor fella. He
wasn’t exactly a great guy though. A body was
recovered, but it could take months for the
information about his death to be processed
by government entities such as the Social
Security Administration. His death hasn’t been
effectively registered yet, giving me a window
to assume his identity. After everything, I
was left with a new driver’s license, Social
Security card, and birth certificate. He looked
similar to me, and was born around the same
time I was. As for how I did it, this one is a
secret, but essentially I “lost” all my forms of
identification. I just had to “prove” that I was
Hank. When I walked out of the DMV, Hank
existed again. I brought a dead man back to
life. Beautiful, ain’t it? I'm more powerful
than god! It’s a strange feeling to be someone
else. For me, and maybe this is my mind
scrambled from the past, it doesn’t feel like
I’'m impersonating them. I am them. To tell a
lie you have to partially believe it yourself. But
there’s a fine line that you can eventually cross
into delusions, when you really do believe the
lies you tell.

This time, Hank wasn’t in the mood for
methoxetamine. It left him disorganized and
incoherent. He decided on 100 microgram
pellets of ALD-52, a chemical analog of LSD.
Something clicked in me, a gear shifted. I
called my therapist to ask about NA groups.
Yes, I have a therapist.

The orange sunshine fell down on my face. It
seemed that I suddenly understood everything
that was worth understanding, and that anything
not worth that much could be forgotten. I felt
like a superior genetic outlier who was given
too much knowledge in life combined with a

horrific and quite dangerous ability to puth
to use. I was shot up to heaven, then cast back
down from the most blinding light in only an
instant, a changed man, there and gone. I felt
warm vibrations as I got closer and closer to my
getaway, vibrations I can’t quite explain. They
were orange. Energy was collecting in my skull,
an insurance policy enforcing that I make no
mistakes and get everything done. This is the
time, do it now.

Hank went up to the only employee, and
started casually talking with her. For the life
of me I can’t remember her name. Hank asked
to rent a sedan, and they went over options
before settling on a car. Synthetic confidence
floated out of his head and into the air around
them. She liked the things he said, but it wasn’t
Hank talking. Hank was merely a spectator, as
someone else’s voice came out of his mouth.
Someone who, no matter where he was or what
he was up to, knew exactly what he was doing.
This someone had taken the wheel to get us
there as fast as possible.

Hank passes his ID to the clerk. Fake IDs
can be made with an ID printer and the right
template. I just photoshopped my face onto it
and printed it. She holds it up, and then looks at
him. It was a look of consideration, only lasting
a few seconds. Hank realized she wasn’t an
idiot. She knew. They probably all know.

She passed the ID back and smiled. Hank
understood. It was a genuine smile for
communication. It shook him because he knew
for a fact that she knew. He giggled nervously.

Then she said, “Enjoy the car!”

Five minutes and 35 seconds later, a private
investigator burst into FastTravel Car Rental
and walked up to the clerk. He asked her,
talking very fast, if she had just seen a man in
tan pants rent a car.

“I did,” the clerk replied, pretending to
do paperwork so she wouldn’t have to make
eye contact with him. She made copies of
documents for this exact purpose and was just
writing random shit on them. Arizona is a pool
of creeps, festering under the sun and freezing
over at night, to wake from the dead the next
morning and do it all again.

“He’s still in the lot right?” There was urgency
in his voice.

“No, he just left.”

“What was his name?” He turned red and a vein
popped out in his forehead.

“Hank. I can’t disclose anything else.”

He bolted out the door and, on the way
out, a .22 shell fell out of his coat. The clerk
smiled, picked it up, and put it in her pocket,
thinking about the young man who just walked
in. To him, she was just another person who got
played. Someone else got in the passenger seat.

Just like Liz, the clerk was one of us. We're
everywhere, on every block, every street corner,
every bar, every restaurant, yet it’s not like you
would know. Face to face with me? You'd look
into my bloodshot eyes and think I was one of
them. Undoubtedly so.
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[ The .22 wasn’t going to make it. I never even
wanted the thing. It would be stupid to try to
bring a firearm across the country with me and
certainly not through an airport, so I walked
into a pawn shop.

A man with long white hair and a tie-dye
bandana was sitting at the counter.  haven’t been
around that long, but based on old photographs
I'd seen of a very different time, he looked like
he was still wrapped up, or maybe even stuck
in a religious era of psychedelic drugs and CIA
mind control experiments. And he did not look
like a man who knew about dangerous weapons.

He looked at me, eyes red. “What’s up
brother?”

“I"d like to sell this .45 caliber pistol.” I put
the tiny gun on the table.

“Let me check the computer, so I can know
the price.”

After a moment of waiting, he looked at me.
“I’ll do 400. You got any ammo?”

“No,” I said, as .22 rounds jangled in my
pocket. Couldn’t let him get his hands on those,
he’ll know he got sandbagged. I walked out
with 150 dollars more than I paid for the gun.
I’ll miss you, Arizona. You were always good
to me.

Before we got on the plane, I ate another
ALD-52 pellet. Sitting in the gate with my arm
around Ary, we talked about our hundredth new
life in Charleston. Aryana decided she wanted
an ALD-52 pellet as well. She ate it, and we
waited for our gate to board. I realized that she
had never even taken mushrooms before and
she was about to be launched into a 12 hour
trip. My heart sank as I imagined the classic
LSD Freakout some people have. How would
she cope with literally being launched into the
sky and dropped off in an air strip in a place
she’d never even been to before? I didn’t tell
her about it though; that would make it more
likely to happen in some kind of self-fulfilling
prophecy. I had left most of my analogs in
the desert, so all I had now was ten ALD-52
pellets. I just threw it in the bottom of my bag,
hoping the TSA wouldn’t find it. They didn’t,
because the TSA never finds anything except
for conditioner bottles that are too big. My hair
was a frizzy mess for days after.

While we’re on the topic, I'll briefly go into
analogs. Basically, all of the obscure drugs
mentioned in this story are technically legal. A
chemical analog is a compound which is very
close in structure to another one, but is also
different enough in one aspect or another that
sets them apart from each other. So ALD-52 is
a chemical analog of LSD, meaning it’s similar
in structure but still a different chemical.
Keep in mind, I'm no chemist and this is just
my best attempt at explaining it. Because it’s
not technically LSD, it’s also technically
legal in the U.S. It’s labeled “not for human
consumption” on the bag. I'm not technically
breaking the law. The technicalities of it are
very, very complicated.
kEverything went smoothly until we sat down

on the plane. As we got into our seats, the ALD}
52 had taken hold of both of us. I looked over
at her. She had turned into a drawing, and her
pupils were as big as dinner plates. Her afro
became a cloud, bouncing ever so slightly in a
way I wouldn’t have noticed if I was sober. I saw
lightning strikes and rain falling down from the
cloud. A 90s anime rendering of someone I
knew very well.

Then the flight attendant started talking.
“Alright everybody, we have a bumpy flight
today so keep your arms and legs inside the
ride!”

The entire plane was silent, except for
hysterical laughter coming from a couple in
the 23rd row. They were laughing so hard you’d
think someone told them a joke so ridiculously
funny it started a nuclear war and destroyed
humanity. The flight attendant giggled, and
attempted to continue, but the laughter didn’t
stop.

“Sir, please be quiet so I can finish. Thank you.”
I bit my thumb to stop myself from laughing.
“Drinks are free, and we’ll come around twice
to serve them.”

More laughter from row 23. I’'m not sure why
we were laughing, there wasn’t even a joke
involved.

“In the event of a crash-”

“Make it stop, I can’t laugh anymore, please,
it hurts!” This was followed by even more
laughter.

Frustrated, she shouted, “Sir if you don’t stop
laughing we will kick you off the plane.”

We managed to shut up, and the laughter
phase of the ALD-52 passed. The plane took
off, and I could feel the air beneath. Aryana
stared straight ahead the entire flight, which
was roughly five hours. She didn’t say a single
word, or turn on a movie. Straight silence, no
movement, no bathroom breaks, nothing. She
completely ignored the flight attendant when
asked if she wanted anything to drink.

I spent most of the flight trying to write
short stories to keep my mind occupied, but
what I read the next day was unintelligible. It
was a mixture of gibberish, made up words,
and incoherent run-on sentences, completely
useless. We stumbled off the plane, with another
six or so hours to go before the drug wore off.
Leon: “Hello?”

Atty: “I’'m sure you already knew I was going
to say this, but someone at my partner firm in
Miami is gonna take my place.”

Leon: “Who?”

Atty: “Lenny.”

Leon: “The paralegal? Please, I'm begging
you, please no. He’s an insufferable jackass.”
Atty: “You know who’s an insufferable jackass?
You. You're an idiot. You may very well be the
smartest stupid person I know. Or maybe you're
the stupidest smart person I know... I wouldn’t
even be representing you if you didn’t feed my
alcoholism. And he’s an attorney now. You
know what else? He’s exactly like me, and if you
don’t want his legal advice, good luck ﬁnding/

Page 58

2600 Magazine



6n0ther lawyer exactly like me.”
Leon: “You fucking ass...”
Phone call ends.

Lenny Cruz, a high functioning junk addict,
is now my attorney. He is exactly like my prior
attorney, except instead of alcohol he does
some kind of opiate. This could start a nasty
cycle, because if I get caught with that he’ll
be representing me in court, and I'll have to
bribe him with more junk to continue. The only
exception was that every now and then I could
enjoy some analogs with my prior attorney and
forget about everything, something I can’t do
with Lenny. I tried doing some ALD-52 with
him to break the ice, but he went crazy when
it kicked in, shouting maniacally at me about
the FBI, god, subpoenas, my prior attorney,
and how terrible my writing was. He said I was
brainless, and that it was “a goddamn miracle
the magazine accepts my third grade level
writing.”

Later that day, we cut through some palmettos
to a nearby beach and went swimming. This
seemed to calm him down for a bit, until he told
me he saw a sea monster and started thrashing
wildly in the water. Three seconds later, I saw
a little bit of watery feces float to the top. It
was picked up by a wave, and immediately
splashed on a five-year-old. I dragged him out,
still convulsing violently, and a fist landed right
into my sternum. I ended up leaving him on the
beach.

But he’s smart, and a spectacular liar. I'll
just have to put up with it. When I retaliated
about the comment towards my writing level, I
told him to try and write a better story. I read
what he wrote and almost called Goldstein to
tell him I was done and I had someone better
for him.

It’s a fucking shame when the biggest jackass
you ever run into is also smarter than you. To
be fair, if I met me I’d probably think I was
the biggest jackass I’ve ever run into. Hank Bill
Waters, watching down from heaven, agrees.

I knew the PI was following me. I know
everything.

There was no investigation. It was an
elaborate (and rather clandestine) harassment
campaign mixed with a hope I would physically
react and he’d have a reason to shoot me. [ wish
he would. Am I scared? No! Never! The angels
always told me to Be Not Afraid. Blackmail put
an end to this heebie-jeebie bullshit.

It turns out I’'m being followed by a firm
called Josephson and Smith. The investigator
assigned to my case is a balding 36-year-old
named John Capper. He has literally followed
me across the country. I respect the dedication.

I bought John Capper’s SSN on the deep
web, along with a scan of his driver’s license.
You can buy anybody’s SSN on the deep web,
but thankfully it also had a DL scan. That’s
pure luck, but it did cost 15 dollars. I broke into
his email afterwards. They were running an
SMTP server called Haraka. The version was
2.8.8, which was vulnerable to a remote code

execution exploit. This is no dig at the devs a
Haraka, because it isn’t their fault. The issue
was the firm’s refusal to update Haraka, leaving
it open to vulnerabilities that have long since
been patched. And, like always, it worked.
Why? Because I always win.

I logged into John Capper’s email. Nobody
was alerted that I logged in due to literally no
2FA. Deja vu? It was logged by Haraka, but I
removed the entry from the logs, as well as the
entry of me removing the entry in the logs, as
well as the entry of me removing the entry of
me removing the entry in the logs, as well as the
entry of me removing the... Focus!

John Capper’s inbox was a mess. It was full
of emails informing him his free trial had
ended, emails telling him that his bank account
is 4000 dollars in negative balance, emails
about him closing said account, and thousands
upon thousands of spam emails. Dang, there’s
so many single women in his area! (Click the
link to meet them now!!!)

Here’s a list of things I could have used to
blackmail him:

e He’s having an affair.

e He’s hired multiple escorts.

e He’s been embezzling company money.

* He’s cashed multiple bad checks.

e He has murdered someone.

I decided to use all of them.

I made a copy of all of the incriminating
emails, and then included them as attachments.
In addition to having his literal identity and
driver’s license, I also told him that I wouldn’t
hesitate to send it all to the police if I even
suspected that he’s still following me. I wrote
him a little poem too:

Roses are red
Violets are blue
Your firm’s OPSEC
Is a pile of doo doo

Roses are red

Violets are violet

If you don’t fuck off
I’'m gonna get violent

So stupid, but it was funny at the time.

I installed a rootkit for later access to
the SMTP server. There is a script running
on the server that constantly checks if the
incriminating emails are deleted. If they
are, it recovers them and places them back
in the inbox. Once the email is recovered, a
systemwide function hook I placed hides it,
so they won’t actually be able to tell that it’s
been recovered. | had to megadose Adderall in
order to do this. Stuff like this was never my
specialty.

And the failsafe is called a Dead Man’s
Switch. Every night I disable an email and text
message from automatically being forwarded
to law enforcement, and if I don’t disable it, he
goes to jail. I made him aware of this, and he
knows I can’t disable it if I'm dead. I got the
idea from a TV show.

The murder probably did it for him. I do_n’jt
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ﬁlink he cares in the slightest about his wife,
and I don’t think he cares that he’s hired escorts
either. He could have probably gotten off of
an embezzlement charge, and the bad checks
wouldn’t have done much as they were all
under 100 dollars. But the murder? There was
overwhelming evidence proving that he did
it. He knew he couldn’t get off of that either
because his work pistol was the gun used in
the murder. It’s a revolver chambered in .38
Special, so no shells were found at the crime
scene and he literally pulled the bullet out of
the corpse. Despite this, the coroner concluded
that it was, in fact, a .38 Special that killed
him. He admitted to doing this in an email
to a coworker, which pretty much defeated
the purpose of removing the projectile. His
cellphone was on at the time of the crime, and
cell tower data would place him in that exact
area. Imagine killing someone and leaving your
phone on.

That was the last I'd heard of him. As far as
I’'m concerned, he stopped following me. But
who hired him? It wasn’t Sawtooth, as they had
already made their money back, and probably
didn’t care anymore. Khir? He didn’t know my
real name.

So I logged into John Capper’s email again.
xa2w25@alfg.ru hired him to follow me in an
email, providing him with my real name. In the
email chain, there was a routing and account
number coming from the person hiring him.
This must have been how they paid for the
whole thing, but it still seemed weird to me. It
didn’t really make any sense.

The numbers were associated with the
People’s Bank of Rhode Island. I singled out
a naive 18-year-old employee and sent him
an email offering 8000 dollars for the name
associated with the account. There goes 8000
bucks. Being 18 years old, he accepted the offer.
And he emailed me back saying it was my ex-
girlfriend May.

She does disability fraud. She pretended to
have a serious back injury in order to collect
thousands of dollars in disability checks and
prescription painkillers, which she sold on the
side. Professionals have standards, and mine
are far above stealing money from disability
programs. But I shouldn’t pretend to be that
different from her.... She admitted to doing this
over text, email, phone calls, and in person. I
gathered all the proof and called her, telling her
that if she hires another PI, I would report her
for disability fraud.

She started screaming and crying, calling
me a terrible person, threatening to kill both of
us while we were sleeping, and that she only
sent the PI to harass me because I broke up with
her, which happened over a year ago. When
she (somehow) found out I was leaving, she
went crazy. In addition to the PI, she also gave

my information to a bunch of debt collecto&
reporting false debts. I still don’t know how she
did that. I’ve tried and tried, but I can’t figure
it out.

When you have a debt you don’t pay, the
first thing that happens is that it is sent to a
collections agency. These are the people who
will start a campaign to get you to pay off the
debt. This happens in the form of letters and
phone calls. No, they can’t show up to your
house and intimidate you. That’s just in the
movies. Your credit score will also go down,
sometimes very significantly. For small debts,
you can kinda just not pay it and they will
eventually give up. You’ll just have bad credit
for a long time.

Bigger debts aren’t like that. They will call
you day and night. They will call you when
you wake up and they will call you as you fall
asleep. They will fill your mailbox to the brim.
They will sell your debt to other debt collectors.
But what if you don’t pick up the calls, throw
out the letters, and just ignore it?

Eventually, the people you owe may decide
to sue you. You will be subpoenaed to appear
in court. They don’t have debtors’ prison in
the U.S., so you won’t go to the slammer for
not showing up unless you committed a crime.
However, if you don’t appear, you automatically
lose the case. Then your wages are garnished
by up to 25 percent. More often, it’s less
than 25 percent, but 25 percent is the federal
maximum. You may also have your house or car
repossessed. Pretty degrading.

I told them that I was unaware of these
accounts and demanded all communication
continue in writing. They sent letters to a P.O.
box for two weeks before they realized that the
debts were false and that she had tricked them.
I didn’t open any of the letters, just gave them
to Lenny, who used them to start his campfires.

That’s how I even got into a relationship
with May. She did the same things I did, and it
came back to bite me. Bonnie and Clyde? That’s
what we thought it was. Turns out we were two
small-time crooks, and nothing more than that.
I knew she was insane too, but went in anyway.
My friends warned me this would happen, and 1
didn’t listen. I believe that’s called Karma.

I sat down in the apartment and opened a
new shipment of my beloved analogs. I had a
few blotters and was reading the first story in
2600 (that I stole from an unattended magazine
stand) when I heard violent knocking on the
front door.

Is it the police? Is it his ex-girlfriend? Is it
Batman? Find out next time on “An Atavistic
Freakout” by Leon Manna,

Want to support “An Atavistic Freakout”?
Buy Leon a coffee! BTC:3QogMdqbG3hJpxw?2
= FeobYGexJz5SXxSAGE

Try Out Our PDF Version!

No reason you can't have a paper copy AND a digital version.
This issue is available at our online store,
along with so much more!

J




HACKE‘R’

j

HAPPENTINGS

Listed here are some upcoming events of interest to hackers. Hacker conferences
generally don’t cost a fortune and are open to everyone. If you know of a conference or
event that should be known to the hacker community, email us at happenings@2600.com
or by snail mail at Hacker Happenings, PO Box 99, Middle Island, NY 11953 USA. We
only list events that have a firm date and location, aren’t ridiculously expensive, are open to

everyone, and welcome the hacker community.

Due to the continuing COVID-19 situation, all of the following events are subject to change.
Please be sure to follow all safety protocols that are put in place by these events and venues.

March 24-26, 2022 (rescheduled)
ShmooCon

Washington Hilton Hotel
Washington DC
www.shmoocon.org

April 22-24, 2022

Vintage Computer Festival East
InfoAge Science and History Museums
Wall, New Jersey

vcfed.org

May 20-22, 2022
NolaCon

Hyatt Centric

New Orleans, Louisiana
nolacon.com

June 8-9, 2022
RVAsec 11

Omni Richmond Hotel
Richmond, Virginia
rvasec.com

July 1-3, 2022
CircleCityCon 9.0
Westin Downtown

Indianapolis, Indiana
circlecitycon.com

July 13-17, 2022
ToorCamp

Doe Bay Resort

Orcas Island, Washington
toorcamp.toorcon.net

July 22-26, 2022

May Contain Hackers
Scoutinglandgoed
Zeewolde, the Netherlands
mch2022.org

August 3-10, 2022
BornHack 2022
Funen, Denmark
bornhack.dk

August 11-14, 2022

DEF CON 30

Caesars Forum, Harrah’s, Ling, Flamingo
Las Vegas, Nevada

www.defcon.org

August 12-14, 2022

Fri3d Camp

Hopper Youth Residence De Kluis
Sint-Joris-Weert, Belgium
fri3d.be

October 13-14, 2022
GrrCON

DeVos Place

Grand Rapids, Michigan
grrcon.com

October 22-23, 2022

SecureWV 13

Charleston Coliseum and Convention Center
Charleston, West Virginia

WWW.SECUrewyv.org

July 22-24, 2022
A New HOPE
St. John’s University
Queens, New York
www.hope.net

Please send us your feedback on any events you attend and

let us know if they should/should not be listed here.
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For Sale

HACKER WAREHOUSE is your one stop shop for
hacking equipment. We understand the importance of
tools and gear which is why we carry only the highest
quality gear from the best brands in the industry. From
RF Hacking to Hardware Hacking to Lock Picks, we
carry equipment that all hackers need. Now including
Offensive Security and Kali Linux branded merch! Check
us out at https://HackerWarehouse.com.

SECPOINT PORTABLE PENETRATOR. WPA WPA2
WPS WiFi Pen Testing Software. Vulnerability Scanning
& Assessment. Customize reports with logo, name in PDF
or HTML format. Coupon code 20% off: 2600. https://
shop.secpoint.com/

GUIDEBOOK TO COMPUTER AND SMARTPHONE
SECURITY by Brandon of Lipani Technologies LLC
has been released. This new security book can be
purchased at https://leanpub.com/techgeek. Brandon
is a certified CompTIA Security+ professional helping
users and companies secure their computers, networks,
and smartphones across the country. He says, “The
purpose of this book is to educate and teach computer
and smartphone users about safety and security online.”

OPEN SOURCE HARDWARE: crowdfunded and in-
stock on Crowd Supply (crowdsupply.com). Includes
software-defined radios (SDRs), DIY computers,
NASs, FPGA boards, open silicon (RISC-V), hardware
encryption/security devices, pentest tools, health
monitors, Kkite-balloons, workbench tools, optical
decoders, and opportunities to help fight the DMCA (see
bunnie huang’s NeTV2 project).

SECUREMAC.COM is offering popular anti-malware
app MacScan 3 to help protect Mac users from malware,
spyware, and ransomware. Download a 30-day trial
directly from SecureMac.com. Looking for a new
podcast? Check out The Checklist by SecureMac on
iTunes, Pandora, and Spotify.

Help Wanted

VIRTUAL ASSISTANT/PROGRAMMER NEEDED.
I have various tasks I need done but I am incarcerated.
I will need both a programmer and a general assistant.
Tasks include: 1) Internet research, 2) product ordering,
3) printing and mailing of documents, 4) some light
programming tasks. Requirements include 1) printer, 2)
webcam, 3) U.S. phone number, 4) Internet. No experience
needed for assistant position but good Internet research
skills a plus. Please send resume and salary requirements
and contact me via phone when sent snail mail: 360-295-
4317. Timothy Bach, 901 Port Ave., St. Helens, OR 97051
JOIN THE HTTPS:/CODEFOR.CASH community
and earn money with freelance programming jobs. All
hats welcome!

Announcements

OFF THE HOOK is the weekly one hour hacker radio
show presented Wednesday nights at 7:00 pm ET on WBAI
99.5 FM in New York City. You can also tune in over the
net at www.2600.com/offthehook. Archives of all shows
dating back to 1988 can be found at the 2600 site in mp3
format! Your feedback on the program is always welcome
at oth@2600.com. New for the pandemic: Off The Hook
Overtime, Wednesdays at 8:00 pm ET on youtube.com/
channel2600. Call in at +1 802 321 HACK!

DON’T JUST CELEBRATE TECHNOLOGY, question
its broad-reaching effects. 78 Reasonable Questions to
Ask About Any Technology - tinyurl.com/questiontech
VAGUEBOOKING is a podcast about life lived online,
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and our new series “The People’s History of the Internet”
covers the history of the early Internet and the hackers
who shaped it. Tune in for conversations with Phil
Lapsley, Lucky225, Rob T Firefly, and many more! Found
wherever you get your podcasts and at vaguebooking.net.
THE MODERN TECHNOLOGY PODCAST
NETWORK contains a growing selection of original
audio programming by familiar voices from the hacker
world and elsewhere. Our comedies, documentaries,
audiobooks, cultural discussions, and more are totally
free, completely independent, hacker-produced, CC-
licensed, and utterly devoid of commercials. Feed your
ears at https://modern.technology

DOC8643.COM: technical details of aircraft from
International Civil Aviation Organization (ICAO)
Doc8643. This is an educational and reference tool.
Check it out at https://doc8643.com.
COVERTACTIONS.COM is the most comprehensive
directory of encryption products anywhere. Search by
type, hardware/software, country, open source, platform,
and more. Now over 1036 products listed which include
221 VPN’s, 192 messaging and 117 file encryption apps.
These are just a few of the 28 categories available. There
is no faster and easier way to find the encryption product
that meets your requirements. Suggestions and feedback
welcome. Now featuring news on important encryption
issues.

NSolve[(x"4/(8522 + x)) == 1,x] In Wolfram language
XM/(8522 + X)) == 0.84 where 85 is the known
SemiPrime and x is the smaller factor. As x approaches
zero within error then x is found. In the above < 1, x value
is found between 0 and 1. https://www.scienceforums.net/
topic/124453-simple-yet-interesting/page/4/#comments

Services

HAVE YOU SEEN THE 2600 STORE? Plenty of
features, hacker stuff, and all sorts of possibilities. We
accept Bitcoin and Google Wallet, along with the usual
credit cards and PayPal. EVERY YEAR of 2600 and
EVERY HOPE TALK now available for digital download!
Plus, we’ve lowered prices on much of our stock. Won’t
you pay us a visit? store.2600.com

DIGITAL FORENSICS EXPERTS FOR CRIMINAL
DEFENSE! Sensei’s digital forensic examiners hold the
prestigious CISSP, CCE, CEH, and EnCE certifications.
Our veteran experts are cool under fire in a courtroom -
and their forensic skills are impeccable. We handle a wide
range of cases, including hacking, child pornography
possession/distribution, solicitation of minors, theft
of proprietary data, data breaches, interception of
electronic communications, identity theft, rape, murder,
embezzlement, wire fraud, racketeering, espionage, cyber
harassment, cyber abuse, terrorism, and more. We can
recover data nationwide from many sources, including
computers, external media, tablets, and smartphones.
Sensei Enterprises believes in the Constitutional right to a
zealous defense and backs up that belief by providing the
highest quality digital forensics and electronic evidence
support for criminal defense attorneys. Sensei’s principals
have written 18 books on IT, cybersecurity, and digital
forensics published by the American Bar Association.
They lecture throughout North America and have been
interviewed by ABC, NBC, CBS, CNN, Reuters, many
newspapers, and even Oprah Winfrey’s O magazine. For
more information, call us at 703.359.0700 or email us at
sensei@senseient.com.

CALL INTO THE PHONE LOSERS OF AMERICA’S
telephone network interface and hack into our collection
of answering machines from the 80s, 90s, and 2000s.
Listen to episodes of Joybubble’s “Stories and Stuff,”
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@1 telephone recordings, adventure choosing games, and
more! Dial 505-608-6123 or 845-470-0336.

UNIX SHELL ACCOUNTS WITH MORE VHOSTS.
If you like funny, relevant vhosts for IRC, get a JEAH
shell. Also, use our vhost domains for email. Access new
and classic *nix programs, compilers, and languages.
JEAH.NET hosts bouncers, bots, IRCD, and websites.
2600 readers get free setup. BTW: Domains from FYNE.
COM come with free DNS hosting and WHOIS privacy
for $5.

GET YOUR HAM RADIO LICENSE! KBO6NU’s
“No Nonsense” study guides make it easy to get your
Technician Class amateur radio license or upgrade to
General Class or Extra Class. They clearly and succinctly
explain the concepts, while at the same time give you the
answers to all of the questions on the test. The PDF version
of the Technician Class study guide is free, but there is
a small charge for the other versions. All of the e-book
versions are available from www.kb6nu.com/study-
guides/. Paperback versions are available from Amazon.
E-mail cwgeek@kb6nu.com for more information.
WANT TO BE A HACKER? I'll offer you some time
and acumen in exchange for helping me stave off boredom
and curb loneliness. What I know made me millions over
the years, but now I'm a ward of the State of Texas. I'm
no weirdo, see my crime here: http://offender.tdcj.state.
tx.us/OffenderSearch/index.jsp (my TDCJ# 01918058).
Newbies welcome. Whatever your affiliations and
orientations, they will never offend me. I am a polite
gentleman and I really enjoy teaching. I'm a coder
for the state (without pay) and I train new coders in an
internship program. We may get tablets from securustech.
net (Walkenhorsts.com) soon. Android. Hmm. So, help
my years go by and I will give you the world you seek.
Note: Texas will not allow me to correspond with other
prisoners (directly). Here’s my address: Ryan Sumstad,
Ph.D., #01918058; Wynne Unit, 810 FM 2821 West;
Huntsville, Texas 77349. Here’s my email (to speed half
the conversation): RLSUMSTAD@gmail.com. You can
also send electronic messages directly to me via www.
jpay.com. I look forward to helping you open new doors
to your future.

DO YOU HAVE A LEAK OR A TIP that you want to
share with 2600 securely? Now you can! 2600 is using
SecureDrop for the submission of sensitive material -
while preserving your anonymity. Anonymous tips and
documentation are where many important news stories
begin. With the SecureDrop system, your identity is kept
secret from us, but we are able to communicate with you
if you choose. It’s simple to use: connect to our special
.onion address using the Tor browser (2600.securedrop.
tor.onion), attach any documents you want us to see, and
hit “Submit Documents”! You can either walk away at
that point or check back for a response using a special
identification string that only you will see. For all the
specifics, visit https://www.2600.com/securedrop (you
can see this page from any browser). For more details
on SecureDrop itself, visit https://securedrop.org.
(SecureDrop was developed by Aaron Swartz, Kevin
Poulsen, and James Dolan and is a part of the Freedom
of the Press Foundation, used by journalists and sources
worldwide.)

LOCKPICKING101.COM is open to hackers wanting
to learn physical security and the insides and out of
locks and lock picking. Register to join one of the oldest
Locksport communities online.

DOUBLEHOP.ME VPN is actively searching for an
acquisition partner that shares our vision (https://bit.
ly/3albCuM). We’re an edgy VPN startup aiming to rock
the boat with double VPN hops and encrypted multi-
datacenter interconnects. We enable clients to VPN to
country A, and exit country B. Increase your privacy with
multiple legal jurisdictions and leave your traditional
VPN behind! We don’t keep logs, so there’s no way for us
to cooperate with LEOs, even if we felt compelled to. We
accept Bitcoin! Use promo code COSBYSWEATER2600
for 50 percent off. https://www.doublehop.me
DISCOUNT WEB HOSTING AND FREE WEB
TRAINING. Squidix Web Hosting provides FREE
WordPress training in Arlington, VA for Squidix
@tomers. We provide fantastic web hosting for 1,000s of
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clients. We love our clients and they love us. Our ongoig
2600 promotion will give you 50% off any hosting service
for the first year. This offer valid for any new accounts
and includes a free CPanel transfer of one existing
website. Sign up at www.squidix.com and use code 2600
on checkout.

ANTIQUE COMPUTERS. From Altos to Zorba and
everything in between - Apple, Commodore, DEC, IBM,
MITS, Xerox... vintagecomputer.net is full of classic
computer hardware restoration information, links, tons
of photos, video, document scans, and how-to articles. A
place for preserving historical computers, maintaining
working machines, running a library of hard-to-find
documentation, magazines, SIG materials, BBS disks,
manuals, and brochures from the 1950s through the early
WWW era. http://www.vintagecomputer.net

Personals

GREETINGS FELLOW KEYBOARD COWBOIS!
*smirk® I am an anarchist (prisoner of war) held illegally
in the state of TX for a crime I did NOT commit. I am
seeking good intelligent conversation and casual debate.
Preferred subjects include but are not limited to: politics
(world or domestic), technology (especially automation),
ecology and sustainability, sci-fi, and sociology.
Intersections of the above are a bonus. Write to the
following: David Danforth - 02250914, Wallace Unit,
1675 FM 3525, Colorado City, TX 79512 or JPay.com -
and remember: we do not forgive and we do not forget!

I AM A 37-YEAR-OLD FREE SOFTWARE
ACTIVIST, interested in all aspects of copyright,
trademark, and patent law. Looking to meet similar
minded women, 26-43 in the greater Seattle area. My
interests are GNU/Linux, social justice, Mexican food,
ghouls, model trains, and video games. Just a Crash
looking for my Burn. I have strong opinions about obscure
media formats. I like drinking, cooking, doodling and
wildlife. Let’s hit the clubs, make each other laugh. I like
a laugh, chat, bit of a debate, an argument. I like life.
Goldentee@gnu.org

HELLO PITTSBURGH & WESTERN
PENNSYLVANIA. I'm looking for like-minded
individuals to help relaunch monthly 2600 meetings in
this area. I have access to a comfy conference room in a
conveniently located suburban shopping center. Send me
a letter with everything you think I should know: MARS,
PO Box 27050, Pittsburgh, PA 15235. Confidentiality
guaranteed.

ONLY SUBSCRIBERS CAN ADVERTISE IN 2600!
Don’t even think about trying to take out an ad unless
you subscribe! All ads are free and there is no amount
of money we will accept for a non-subscriber ad. We
hope that’s clear. Of course, we reserve the right to pass
judgment on your ad and not print it if it’s amazingly
stupid or has nothing at all to do with the hacker world.
We make no guarantee as to the honesty, righteousness,
sanity, etc. of the people advertising here. Contact them at
your peril. All submissions are for ONE ISSUE ONLY! If
you want to run your ad more than once you must resubmit
it each time. Don’t expect us to run more than one ad for
you in a single issue either. Include your address label/
envelope or a photocopy so we know you’re a subscriber.
If you’re an electronic subscriber, please send us a
copy of your subscription receipt. Send your ad to 2600
Marketplace, PO Box 99, Middle Island, NY 11953. You
can also email your ads to marketplace@2600.com.

Deadline for next issue: 3/31/22.
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4 A New HOPE R

Planning is now well underway for
the first HOPE conference in our new home!
This will be an historic event, unlike any other.

Updated information on ticket sales, discounted
accommodations, how to submit your talk or
panel idea, workshop information, how to become
a HOPE volunteer, and a lot more is currently being
posted and updated at www.hope.net!

A New HOPE will take place July 22-24, 2022 on
the campus of St. John’s University, located in
Queens, New York City. This will be very different
from the conferences which took place in a
crowded hotel in midtown. Here we have more
space to work with in a much healthier environment,
all without leaving the city!

The conference is close to both JFK and LaGuardia Airports,
making it much easier to get to for out-of-town travelers.
For those coming from other parts of the local area,
we have a very detailed travel guide on our website
that makes it really easy to get to HOPE.

We’'ve all been through a lot since we last met in
person in 2018. A New HOPE is a new beginning and
a really exciting one as we celebrate the triumphs of
science, technology, and creativity. Its success is completely

dependent on you: the people who attend and make
the magic possible. And the things we can do in this new
space are only limited by our imaginations. St. John’s is a

fantastic environment for this new chapter of HOPE,
offering us more space and opportunities than ever before.

Remember, HOPE runs on volunteer power. Every
team will need more volunteers this year. That includes
network, audio/visual, workshops, artwork/design,
emcees, security, info desk, and more. Email hope@hope.net
to join us and/or to share your ideas and suggestions.

We look forward to seeing you in July!

HOPE 2022: A New HOPE
July 22-24 2022
St. John’s University
Queens, New York City
www.hope.net
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/ "A hacker is someone who gains unauthorized access to information or content. This individual \
did not have permission to do what they did. They had no authorization to convert and
decode the code." - Governor Mike Parson of Missouri, explaining how looking
at website source code is a crime in his eyes.
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IMEETING

WE CONTINUE TO REBUILD 2600 MEETINGS WORLDWIDE. WE HAVE ADDED
A BUNCH OF NEW MEETINGS FOR THIS ISSUE. PLEASE TAKE PRECAUTIONS
WHERE WARRANTED AND BE SURE TO GET VACCINATED! WE HOPE TO BE BACK
TO NORMAL IN THE NEAR FUTURE. KEEP CHECKING THE WEBSITE BELOW
FOR THE MOST UPDATED LISTINGS AS WELL AS ADDITIONAL INFORMATION.

| CANADA 5
i Alberta i
i Calgary: Food court of the Eau Claire Market. 6 pm '
| RUSSIA ;
i Moscow (@Moscow2600): RNDM Club, Nastavnicheskiy Pereulok. 13-15¢3, 7 pm :
; SWEDEN ;
» Malmo (@2600Malmo): FooCafé, Carlsgatan 12A. '
i Stockholm (@2600Stockholm): Kungshallen food court, Kungsgatan 44. :
: UNITED KINGDOM :
; England :
i London (@London_2600): Angel Pub, 61 St Giles High St, outdoors at the red telephone box. 6 pm '
i Scotland i
i Glasgow: Bon Accord, North St. 6 pm :
: UNITED STATES i
: Arizona :
i Phoenix (Tempe) (@PHX2600): Gamers Guild, 2223 S 48th St, Suite C/D. 6 pm :
i Prescott: Merchant Coffee, 218 N Granite St. :
i California |
i San Francisco: 4 Embarcadero Center, ground level by info kiosk. 6 pm i
' Colorado :
i Denver (Lone Tree) (@denver2600): Park Meadows food court. :
: Connecticut :
i Farmington: Barnes and Noble cafe area, 1599 South East Rd. :
i Florida :
i Jacksonville (#Jax2600): Goozlepipe & Guttyworks, 910 King St. :
: Kansas :
i Kansas City (Overland Park): Barnes & Noble cafe, Oak Park Mall. 6 pm ;
' Maine '
i Portland (@Maine2600): Open Bench Project, 971 Congress St. 6 pm :
: Massachusetts :
i Boston (Cambridge) (@2600boston): The Garage, Harvard Square, food court area. 7 pm :
i Michigan :
: Lansing: The Fledge, 1300 Eureka St. 6 pm :
; Minnesota i
i Bloomington: Mall of America, north food court by Burger King. 6 pm :
i Missouri i
i St. Louis: Arch Reactor Hackerspace, 2215 Scott Ave. !
: New Jersey :
i Somerville: Bliss Coffee Lounge, 14 E Main St. :
: New York i
i Albany: Starbucks, 1244 Western Ave. 6 pm :
i New York (@NYC2600): Citigroup Center, 53rd St and Lexington Ave, food court. :
i Rochester (@roc2600): Global Cybersecurity Institute, 78 Rochester Institute of Technology. 7 pm :
: North Carolina ;
i Raleigh (@rtp2600): Sir Walter Coffee, 145 E Davie St. 7 pm '
: Oklahoma :
i Oklahoma City: Big Truck Tacos, 530 NW 23rd St. :
i Pennsylvania :
: Philadelphia (@philly2600): 30th St Station, food court outside Taco Bell. 6 pm i
i Texas !
i Austin (@atx2600): Central Market mezzanine level, 4001 N Lamar Blvd. 7 pm :
i Houston (@houston2600): Ninfa’s Express seating area, Galleria IV. 6 pm :
i San Antonio: PH3AR/Geekdom, 110 E Houston St. 6 pm :
: Utah '
i Salt Lake City: 801labs Hackerspace 353 E 200 S, Suite #B. 6 pm :
: Virginia :
i Reston: PH3AR/Nova Labs, 1930 Isaac Newton Sq W. 7 pm i
' Washington '
i Seattle: Cafe Allegro, 4214 University Way NE (alley entrance), upstairs. 6 pm :

All meetings take place on the first Friday of the month. Unless otherwise noted, 2600 meetings begin
at 5 pm local time. Follow @2600Meetings on Twitter and let us know your meeting’s Twitter handle
or hashtag so we can stay in touch and share them here! To start a meeting in your city, DM us or send
email to meetings@2600.com.

NOTE: Please do not come to meetings if you’re not vaccinated. This is for your own safety. Proof of
vaccination is not required but we hope that common sense prevails.

www.2600.com/meetings
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Payphone Pairs

China. We don’t know how often it happens, but Canada. These two Nortel phones were found at

occasionally two people need to use a payphone the passenger pickup/dropoff point at Canada’s
at the same time. In this part of Hong Kong (Tung Wonderland in Maple, Ontario. And they are both
Chung), they would each be in luck. in working order.

Photo by Mike Elliott

Photo by Jon Whitton

United States. These two phones were found out-
side the Kalaloch Lodge in the Olympic National : : BRSO
Park on the Pacific coast of Washington State. Costa Rica. These two were found in Playas del
Sadly, neither works, despite looking like they re-  Coco. They only take cards, but they both work.
ally should.

Photo by RogerRobot Photo by Babu Mengelepouti

Visit www.2600.com/payphones to see our foreign payphone photos!
(or turn to the inside front cover to see more right now)
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The Back Cover Photos
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Of all of the “not
found” 404 error
messages that appear
in real life, this one,
found on an Art Deco
building in South
Beach, Florida by
Sam Pursglove, has
to be one of the most
visually attractive.
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SUPPLIES

There’s nothing in
this photo that meets
the conditions listed at
the bottom of the page.
It’s just way cool to
know that there’s a shop
out there that still fixes
and sells typewriters
and calculators. Thanks
to Korey Young for
finding this awesome
place in Bethlehem,
Pennsylvania. Let us all
do everything we can to
ensure it sticks around
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If you’ve spotted something that has “2600” in it or anything else of interest to the hacker

world (such as funny uses of “hacker,” “unix,” “404,” you get the idea...), take a picture and

send it on in! Be sure to use the highest quality settings on your camera to increase the odds of

it getting printed. Make sure and tell us where you spotted your subject along with any other
info that makes it interesting - many photos are eliminated due to lack of detail.

Email your submissions to articles@2600.com or use snail mail to
2600 Editorial Dept., PO Box 99, Middle Island, NY 11953 USA.

If we use your picture, you’ll get a free one-year subscription (or back issues)
and a 2600 t-shirt of your choice.




