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Affecting factors:

T R A D I T I O N A L
I N F O R M A T I O N  S E C U R I T Y

R I S K  M A N A G E M E N T

VENDORS

GEOPOLITICS COMMON 
CRITERIA HARDWARE

FORCES OF
NATURE

SOFTWARE

r isk management
something missing?
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b u g s

NEGATIVE REQUIREMENTS

POSITIVE
REQUIREMENTS

IN SPECIFICATION

UNDESIRED FUNCTIONALITY

DESIRED
FUNCTIONALIT Y

WHEN IMPLEMENTED

IMPLEMENTATION

ACQUIRED FUNCTIONALIT Y

CONFORMANCE
BUGS

PLANNED
FEATURES

“CREATIVE
FEATURES”

ACQUIRED FUNCTIONALIT YACQUIRED FUNCTIONALIT YACQUIRED FUNCTIONALIT YACQUIRED FUNCTIONALIT Y

PLANNED

FATAL
FEATURES
(BUGS)
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implementat ionse x a m p l e  p r o t o c o l s

PPP RFC1661, RFC1662; Frame relay FRF.1, RFC1490 HDLC 
Cisco ; IP RFC791 ; Ipv6 over Ipv4 supported, RFC2529 ; Ipv6 
over Ipv4 tunneling supported, RFC2185 ; Network time pro-
tocol RFC1305 ; Network address translation (NAT) ; DHCP 
RFC2131 ; CIDR RFC1519 ; ICMP Router Discovery (server por-
tion) RFC1256 ; ICMP RFC792 ; ARP RFC826 Route aggrega-
tion ; Requirements for IPv4 routers RFC1812 ; Route redistribu-
tion ; DVMRP RFC1075 ; IGMPv2 RFC2236 ; PIM-SM ; Multicast 
tunnels ; PIM-DM (multicast) ; RIPv1 RFC1058 ; VRRP RFC2338 
; OSPFv2 RFC2328 ; RIPv2 (with authentication) ; RFC1723 ; 
IGRP (optional) Cisco ; Static routing BGP4 (optional, available 
; only for IP330) RFC1771 ; Supports IEEE802.1x authentication 
framework GRE tunneling ; SSL versions 2 and 3, TLS ; version 
1 supported ; Native IPSec (IKE, AH, ESP) ; SSH server, versions 
1 and 2 ; supported ; MD5 Routing Authentication ; (RIPv2) 
RFC1723 ; SNMPv3 with User-Based Security Model ; Radius cli-
ent RFC2865 Radius accounting client ; RFC2866 ; Proxy Ra-
dius RFC2865 ; Virtual Router Redundancy ; Protocol RFC2338 
; Traffic management ; SSL/TLS RFC2246 ; SSL/TLS RFC2216 ; 
SSH server, versions 1 and 2 supported ; SNMP, SNMPv2 and 
SNMPv3 CLI via Telnet RFC854 ; RFC959 ; SMTP mail (send) 
RFC821 ; RFC1760 ; SNMP and SNMP MIB II RFC1213 ; RADIUS 
auth.client MIB RFC2618 ; RADIUS acc.client MIB RFC2620 ; 

P022 MIB ; DiffServ, EF) RFC2598 ; 1350 The TFTP Protocol

PPP RFC1661, RFC1662; Frame relay FRF.1, RFC1490 HDLC 
Cisco ; IP RFC791 ; Ipv6 over Ipv4 supported, RFC2529 ; Ipv6 
over Ipv4 tunneling supported, RFC2185 ; Network time pro-
tocol RFC1305 ; Network address translation (NAT) ; DHCP 
RFC2131 ; CIDR RFC1519 ; ICMP Router Discovery (server por-
tion) RFC1256 ; ICMP RFC792 ; ARP RFC826 Route aggrega-
tion ; Requirements for IPv4 routers RFC1812 ; Route redistribu-
tion ; DVMRP RFC1075 ; IGMPv2 RFC2236 ; PIM-SM ; Multicast 
tunnels ; PIM-DM (multicast) ; RIPv1 RFC1058 ; VRRP RFC2338 
; OSPFv2 RFC2328 ; RIPv2 (with authentication) ; RFC1723 ; 
IGRP (optional) Cisco ; Static routing BGP4 (optional, available 
; only for IP330) RFC1771 ; Supports IEEE802.1x authentication 
framework GRE tunneling ; SSL versions 2 and 3, TLS ; version 
1 supported ; Native IPSec (IKE, AH, ESP) ; SSH server, versions 
1 and 2 ; supported ; MD5 Routing Authentication ; (RIPv2) 
RFC1723 ; SNMPv3 with User-Based Security Model ; Radius cli-
ent RFC2865 Radius accounting client ; RFC2866 ; Proxy Ra-
dius RFC2865 ; Virtual Router Redundancy ; Protocol RFC2338 
; Traffic management ; SSL/TLS RFC2246 ; SSL/TLS RFC2216 ; 
SSH server, versions 1 and 2 supported ; SNMP, SNMPv2 and 
SNMPv3 CLI via Telnet RFC854 ; RFC959 ; SMTP mail (send) 
RFC821 ; RFC1760 ; SNMP and SNMP MIB II RFC1213 ; RADIUS 
auth.client MIB RFC2618 ; RADIUS acc.client MIB RFC2620 ; 

P022 MIB ; DiffServ, EF) RFC2598 ; 1350 The TFTP Protocol

authentication 
server

K i t chen
s i n k ?
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chaos of protocols

FINANCE ENERGY TRANSPORT
TELE-

COMMUNICATIONS

N T P  R A D I U S  Ke r b e r o s  L D A P  N FS  C I FS  D C E -N T P  R A D I U S  Ke r b e r o s  L D A P  N FS  C I FS  D C E -N T P  R A D I U S  Ke r b e r o s  L D A P  N FS  C I FS  D C E -N T P  R A D I U S  Ke r b e r o s  L D A P  N FS  C I FS  D C E -N T P  R A D I U S  Ke r b e r o s  L D A P  N FS  C I FS  D C E -N T P  R A D I U S  Ke r b e r o s  L D A P  N FS  C I FS  D C E -N T P  R A D I U S  Ke r b e r o s  L D A P  N FS  C I FS  D C E -N T P  R A D I U S  Ke r b e r o s  L D A P  N FS  C I FS  D C E -N T P  R A D I U S  Ke r b e r o s  L D A P  N FS  C I FS  D C E -

R P C  C O R B A / I I O P  H T T P  S I P  H . 3 2 3  X . 5 0 9 R P C  C O R B A / I I O P  H T T P  S I P  H . 3 2 3  X . 5 0 9 R P C  C O R B A / I I O P  H T T P  S I P  H . 3 2 3  X . 5 0 9 R P C  C O R B A / I I O P  H T T P  S I P  H . 3 2 3  X . 5 0 9 R P C  C O R B A / I I O P  H T T P  S I P  H . 3 2 3  X . 5 0 9 R P C  C O R B A / I I O P  H T T P  S I P  H . 3 2 3  X . 5 0 9 R P C  C O R B A / I I O P  H T T P  S I P  H . 3 2 3  X . 5 0 9 R P C  C O R B A / I I O P  H T T P  S I P  H . 3 2 3  X . 5 0 9 R P C  C O R B A / I I O P  H T T P  S I P  H . 3 2 3  X . 5 0 9 R P C  C O R B A / I I O P  H T T P  S I P  H . 3 2 3  X . 5 0 9 R P C  C O R B A / I I O P  H T T P  S I P  H . 3 2 3  X . 5 0 9 R P C  C O R B A / I I O P  H T T P  S I P  H . 3 2 3  X . 5 0 9 R P C  C O R B A / I I O P  H T T P  S I P  H . 3 2 3  X . 5 0 9 

H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 H . 2 2 5  I S D N  AT M  J D B C  X . 2 5  X . 4 0 0  I P v 6 

I P v 4  I S A K M P  L 2 T P  P P T P  P P P  S M T P  N N T P  I R C I P v 4  I S A K M P  L 2 T P  P P T P  P P P  S M T P  N N T P  I R C I P v 4  I S A K M P  L 2 T P  P P T P  P P P  S M T P  N N T P  I R C I P v 4  I S A K M P  L 2 T P  P P T P  P P P  S M T P  N N T P  I R C I P v 4  I S A K M P  L 2 T P  P P T P  P P P  S M T P  N N T P  I R C I P v 4  I S A K M P  L 2 T P  P P T P  P P P  S M T P  N N T P  I R C I P v 4  I S A K M P  L 2 T P  P P T P  P P P  S M T P  N N T P  I R C 

O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G O p e n P G P  M I M E  D I A M E T E R  S S H  G I F  J P E G 

P N G  W A P  W M L  X M L  S O A P  H T M L  R T F  J a b b e r P N G  W A P  W M L  X M L  S O A P  H T M L  R T F  J a b b e r P N G  W A P  W M L  X M L  S O A P  H T M L  R T F  J a b b e r P N G  W A P  W M L  X M L  S O A P  H T M L  R T F  J a b b e r P N G  W A P  W M L  X M L  S O A P  H T M L  R T F  J a b b e r P N G  W A P  W M L  X M L  S O A P  H T M L  R T F  J a b b e r P N G  W A P  W M L  X M L  S O A P  H T M L  R T F  J a b b e r 

V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 V C a r d  D H C P  D N S  S u n R P C  S N M P  X . 5 0 9 

F i n g e r  Te l n e t  X M O D E M  H . 2 4 5  B l u e t o o t hF i n g e r  Te l n e t  X M O D E M  H . 2 4 5  B l u e t o o t hF i n g e r  Te l n e t  X M O D E M  H . 2 4 5  B l u e t o o t hF i n g e r  Te l n e t  X M O D E M  H . 2 4 5  B l u e t o o t hF i n g e r  Te l n e t  X M O D E M  H . 2 4 5  B l u e t o o t hF i n g e r  Te l n e t  X M O D E M  H . 2 4 5  B l u e t o o t hF i n g e r  Te l n e t  X M O D E M  H . 2 4 5  B l u e t o o t hF i n g e r  Te l n e t  X M O D E M  H . 2 4 5  B l u e t o o t hF i n g e r  Te l n e t  X M O D E M  H . 2 4 5  B l u e t o o t hF i n g e r  Te l n e t  X M O D E M  H . 2 4 5  B l u e t o o t h

CENTRAL
GOVERNMENT

HEALTH
SERVICES

WATER AND
SEWERAGE

EMERGENCY
SERVICES
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SNMP
SIP
H.323

test cases

29516/24100
4527
4497

vendors

140
92
34

systematic test ing

TEST CASES VENDORSTEST SUITE
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2001 2002 2003

OUSPG
TOP

LDAP

2004

SNMP

NISCC
TOP 10

ASN.1 ?

c a n  o f  w o r m s

SNMP
LDAP
X.509 
   -  S S L / T L S
   -  I S A K M P / I K E
   -  S / M I M E
   -  H S T  
KERBEROS
(BGP)
(PGP)
GENERIC ASN.1

SNMP
LDAP
ATM
X.400
X.500
X.509
KERBEROS
SS7
H323/T.120/T.245
PKCS#10

(Meta level 1)

(Meta level 2)

(Meta level 3)

incl.
Q.931

ISDN-D

ATM

H.323
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<meta name=”ouspg-levels”>

OUSPG
META LEVEL 3

OUSPG
META LEVEL 2

OUSPG
META LEVEL 1

TRADITIONAL
APPROACH

OUSPG
META LEVEL 4 ?

Single scheme in multiple 
protocols / protocol families

Single protocol embedded in 
multiple protocol families

Single protocol, multiple 
implementations by multiple vendors

Single vendor, single implementation,
single vulnerability
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p r o t o c o l  v i e w  ( H . 3 2 3 )

1988 1990 1992 1994 1996 1998 2000 2002

ATM

ITU-T
(ISDN)

Q.931 Q.931
rev.1

Q.2931
Q2971

Q.931
rev.2

UNI 2.0 UNI 3.1
UNI 3.0

UNI 4.0 UNI 4.1

SPECIFICATION HISTORY

VULNERABILITIES HISTORY

OUSPG H.323 ISDN ATM

2004

DRAFT

UNI 1.0?

ITU-T
(H.323)

V1 V2 V3 V4 V5
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i m p a c t

A1 A2
A

B1 B2
B

C1 C2

C

IIII

B CMeta level 1

Meta level 2

Meta level 3
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p r o t o c o l  v i e w  ( M I M E )  1 / 2
1993 1994 1995 1996 1997 1998 1999 2000

MIME

PS
(RFC1341)

SPECIFICATION HISTORY

1992 2001 2002 2003

DS
(RFC1521)
RFC1522

DS
RFC2045-
RFC2049

ISUP
(ISDN&SIP)

HTTP

SMTP

PGP DRAFT

RFC1847
RFC1848

PS
RFC2425

(RFC1426)
RFC1428

PS
RFC1652

    (E - RFC1830)

I
RFC2442

PS
RFC2015

PS
RFC3156

PS
RFC3204

PS
RFC3459

I
RFC2936

S/MIME

PSPSPS
(RFC1341)(RFC

RFC1522

1426)
RFC1428

RFC
    (E - RFC1

1847
RFC1848

830)

RFC

PS
RFC2015

2045-
RFC2425

RFC2442

PS
RFC3204

RFC2936

RFC3156 DRAFT

DRAFT

DRAFT

DRAFT

DRAFT
    (E - RFC1830)    (E - RFC1830)

I

PS DS DSPS

1982 - RFC822
 before MIME

I
RFC2311
RFC2312

PS
RFC2632-
RFC2634

I
RFC3114

PS
RFC2633
RFC2634

MIME inside

MMS
  OMA-MMS v1.1
           OMA-MMS 
                     v1.2

PS = Proposal  standard,  DS = Draft  standard,  I  = Informat ional ,  E = Exper imental

c a s e  M I M E
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p r o t o c o l  v i e w  ( M I M E )  2 / 2
1993 1994 1995 1996 1997 1998 1999 2000

MIME
PS

(RFC1341)

SPECIFICATION HISTORY

1992 2001 2002 2003

DS
(RFC1521)
RFC1522

DS - RFC2045-47
BCP - RFC2048
DS - RFC2049

ISUP
(ISDN&SIP)

HTTP

FAX

LDAP

HTML

DRAFT

PS
RFC1847
RFC1848

PS
RFC2425

I
RFC2927

I
RFC3204

PS
RFC3459

Historic pub.
prop. standard

RFC1866
I

RFC2854

I
RFC2936

PS
RFC2159

RFC2301
PS

RFC3250

PS
(RFC1341)(RFC

RFC1522

prop. standard

1847
RFC1848

Historic pub.
prop. standard

RFC1866

DS - RFC
BCP - RFC2048
DS - RFC2049

2045-47
BCP - RFC2048
DS - RFC2049

RFC2425

RFC2159
RFC2301

RFC2927

RFC3204

RFC2854

RFC2936

PS
RFC3250

DRAFT

DRAFT

DRAFT

DRAFT

DRAFT

prop. standard Iprop. standardprop. standard

1982 - RFC822
 before MIME

inside MIME

PS = Proposal  standard,  DS = Draft  standard,  I  = Informat ional ,  BCP = Best current pract ice
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t e c h / u s a g e  v i e w  ( M I M E )

DRAFT
HTTP

Server

NEWS
Server

            • HTTP load 
  balancing failover

• media scaling

MTA
mail transfer agent

• virus scanners
• spam/pr0n/
content filters

BROWSERS
MUA

mail user agents

NEWS
readers

MDA
mail delivery agent

MUA | BROWSERS | NEWS
• desktop   • PDA / mo-
bile
• digitv?      • ...

(SMTP)

(IMAP|POP)

STORAGE

HTTP
“like”
entity

HTTP 
“like”
entity

SIP
  MMS
     webserv-
ices   
      (SOAP)
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