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TRADITIONAL
INFORMATION SECURITY
RISK MANAGEMENT

Affecting factors:

VENDORS

SOFTWARE
COMMON
GEOPOLITICS CRITERIA HARDWARE

FORCES OF
NATURE

something missing?
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- PPP RFC1661, RFC1662; Frame relay FRF.1, RFC1490 HDLC
L # o Cisco ; IP RFC791 ; Ipvé over Ipv4 supported, RFC2529 ; Ipvé
over Ipv4 tunneling supported, RFC2185 ; Network time pro-
tocol RFC1305 ; Network address franslation (NAT) ; DHCP
RFC2131 ; CIDR RFC1519 ; ICMP Router Discovery (server por-
fion) RFC1256 ; ICMP RFC792 ; ARP RFC826 Route aggrega-
tion ; Requirements for IPv4 routers RFC1812 ; Route redistribu-
fion ; DVMRP RFC1075 ; IGMPv2 RFC2236 ; PIM-SM ; Multicast
funnels ; PIM-DM (multicast) ; RIPv1 RFC1058 ; VRRP RFC2338
; OSPFv2 RFC2328 ; RIPv2 (with authentication) ; RFC1723 ;
IGRP (optional) Cisco ; Static routing BGP4 (optional, available
1 ; only for IP330) RFC1771 ; Supports IEEE802.1x authentication
framework GRE funneling ; SSL versions 2 and 3, TLS ; version
1 supported ; Native IPSec (IKE, AH, ESP) ; SSH server, versions
1 and 2 ; supported ; MD5 Routing Authentication ; (RIPv2)
RFC1723 ; SNMPv3 with User-Based Security Model ; Radius cli-
ent RFC2865 Radius accounting client ; RFC2866 ; Proxy Ra-
dius RFC2865 ; Virtual Router Redundancy ; Protocol RFC2338
. Traffic management ; SSL/TLS RFC2246 ; SSL/TLS RFC2216 ;
: . ] SSH server, versions 1 and 2 supported ; SNMP. SNMPv2 and
Authentication’ /| ssvevs Ll via Telnet REC854 : REC959 : SMTP mail (send)
server RFC821 ; RFC1760 ; SNMP and SNMP MIB Il RFC1213 ; RADIUS
auth.client MIB RFC2618 ; RADIUS acc.client MIB RFC2620 ;

P022 MIB ; DiffServ, EF) RFC2598 ; 1350 The TFTP Protocol

Kitchen
sink?
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CENTRAL HEALTH WATER AND @@ EMERGENCY
GOVERNMENT SERVICES SEWERAGE SERVICES
®

o
FINANCE ENERGY | TRANSPORT TELE-
COMMUNICATIONS
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TEST SUITE TEST CASES VENDORS

SNMP 29516/24100 140
SIP 4527 92
H.323 4497 34
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- SSL/TLS
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OUSPG
META LEVEL 3

OUSPG
META LEVEL 2

OUSPG
META LEVEL 1

TRADITIONAL
APPROACH

Single scheme in multiple
protocols / protocol families

Single protocol embedded in
multiple profocol families

Single protocol, mulfiple
Implementations by multiple vendors

Single vendor, single implementation,
single vulnerability
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SPECIFICATION HISTORY

Vi V2 V3 V4 V5

ITU-T
(H.323) / /
ITU-T Q.931 Q.931 Q.2931 Q.931
(ISDN) rev.1 Q2971 rev.2

ATM UNI'2.0 UNI'3.1 UNI 4.0 UNI 4.1
UNI 1.07 UNI 3.0 \
OUSPG

H.323 ISDN ATM

1988 1990 1992 1994 1996 1998 2000 2002 2004
VULNERABILITIES HISTORY
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Meta level 3

Meta level 2

Meta level 1
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PUBLIC ATTENTION PROTOCOL
- media, mailing lists DEFINITIONS
_ S ITUT
1= = -150
—— - [ETF
EXPERTS —] THE PREVALENCE
- interviews ' OF PROTOCOL
- communication L~ | IMPLEMEN-
strategy TATIONS
- models f’f - market situation
SIS - historical data
information - usage environments
VERSATILE

points out, with
respect to protocols
- dependencies

- relations

- structures

- problems relating to
information security

and facilitates:
- strategic planning

- decision making

- communication

- coordination of information
security research
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585 RFCE33 MIME inside case MIME
betore MIME SPECIFICATION HISTORY

PS = Proposal standard, DS = Draft standard, | = Informational, E = Experimental

HTTP RFC2936
OMA-MMS v1.1
MMS OMA-MMS
v1.2
ISUP PS PS
(ISDN&SIP) RFC3204 RFC3459
PS DS DS
(RFC1341)(RFC1521) RFC1847 RFC2045- PS
MIME RFC1522 RFC1848 RFC2049 RFC2425
PS : !
SMTP (RFC1426)  prci652 REC2442
RFC1428 £ . RFC1830)
PS PS &
PGP RFC2015 RFC3156 9
i PS PS —
S/MIME RFC2311 RFC2632- RFC2633 |
RFC2312 RFC2634 RFC2634 RFC3114

1992 1993 1994 1995 1996 1997 1998 1999 2000 2001 2002 2003
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1982 - RFC822 inside MIME case MIME
before MIME
SPECIFICATION HISTORY
PS
FAX RFC21 PS
gFC529301 RFC3250
I
HTTP Historic pub. RF (2936
prop. standard i
HTML RFC1866 RFC2854
I
| P PS
PS
PS DS PS DS - RFC2045-47 REC2425
WY/ 1= (RFC1341)(RFC1521) RFC1847 BCP - RFC2048
RFC1522 RFC1848 DS - RFC2049
I
LDAP RFC2927 Q\Pgi
PS = Proposal standard, DS = Draft standard, | = Informational, BCP = Best current practice

1992 1993 1994 1995 1996 1997 1998

1999 2000 2001

2002 2003
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case MIME

-
|
I |
I |
e HTTP load mail delivery agent
balancing failover ¥
o \ \

\ (IMAP | POP)
(SMTP) MTA
\ mail transfer agent
\ /

e media scalir

* Virus sCanNnNers
BROWSERS i Ser iy e sparm/pron/

\
\ SIP confent filters
\ MMS \
\ welbserv-
NEWS
readers

~ r — — =— 1
= ~ | I
MUA | BROWSERS | NEWS ~ | ]
* desktop ¢ PDA / mo- | !
bile I

e digitv? ° ...




THE END

http://www.ee.oulu.fi/research/ouspg/
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