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Oulu University Secure Programming Group

(Oslo University Security Programming Group)
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1999

SNMP
DNS

SIP...

PROTOS



“Gee, many protocols have same kinds of fields.”



“Those fields are kind of building blocks of protocols.”



WARNING: A FLAWED ANALOGY FOLLOWS.



“Kind of like genes.”



PROTOS Genome

2004

Automate by stealing algorithms from bioinformatics 
and applying them to raw data samples.

Harvest “protocol genes”.

Use the genes for nefarious purposes.
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Marshall Beddoe & 
Protocol Informatics

For more dramatic effect, see



“We need more POWER! Kreegah! Tarzan bundolo!”



By the power of Turing: 
Functional genes

(let-structure
  ((ip-version (integer 4))
   (header-length (integer 4))
   (service-type byte)  
   (total-length (integer 16))
   (identification (integer 16))
   (skip zero-bit)
   (DF-bit bit)   
   (MF-bit bit)   
   (fragment-offset (integer 13))
   (time-to-live byte)  
   (protocol byte)  
   (header-checksum (integer 16))
   (source-address word)
   (dest-address word)
   (options 
     (repeat (- header-length 5) word))
   (payload 
     (repeat 
       (- total-length (* header-length 4)) byte)))
  payload)

IPv4 header 
“genome”
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“So... You have a machine generated spec.”



“Could you fuzz with it?”
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“Could you fuzz with it?”
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3rd generated file exposed a vulnerability.



*sob*
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SIMPLER INFERENCE

Seems that context free grammars (CFGs)
can be pretty powerful.

THE GRAMMAR

A context free grammar:
0 DE
1 0A
2 2D

A context free grammar inference algorithm: 
SEQUITUR



EVEN SIMPLER INFERENCE:

MADAM

Replace the most frequent pair of 
symbols (digram) with a new symbol.

Repeat until all digrams are unique.
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RE-PAIR
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EVEN SIMPLER INFERENCE
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RESULTS?

Fuzzed preliminary test cases, scanned them with AV 
tools.

Created all kinds of valid archive files (RAR, BZ2, ...) 
and inferred grammar for each format.



RESULTS?

A test set with too many (1 632 691) test files.

Coordinated by CERT-FI, JPCERT and CPNI 
(Centre For Protection of National Infrastructure, 
used to be NISCC).



Curse you
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“[...] break and crash products from at 
least 40 vendors — including several 
antivirus vendors… [...]”

- F-Secure



“[...] break and crash products from at 
least 40 vendors — including several 
antivirus vendors… [...]”

huh?

- F-Secure
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Back to roots!

Plagiarism detector!
Entropy based fuzzing!

Network Hoover!Public tools?Actual hard data!
Checksum finder!

Length-prefix finder!

Protocol paleontology!

QUESTIONS?

?


