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“Gee, many protocols have same kinds of fields.”



“Those fields are kind of building blocks of protocols.”



WARNING: A FLAWED ANALOGY FOLLOWVS.



“Kind of like genes.”
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PROTOS Genome
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Testing the waters:
REGEXPERT

Sequence alignment algorithm

GIF files
Fairy dust
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“We need more POWER! Kreegah! Tarzan bundolo!”



By the power of Turing:
Functional genes

(let-structure
((ip-version (integer 4))
(header-length (integer 4))
(service-type byte)
(total-length (integer 16))

(identification (integer 16))
(skip zero-bit)
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“So...You have a machine generated spec.”



“Could you fuzz with it?”
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“Could you fuzz with it?”
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“Could you fuzz with it?”
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3rd generated file exposed a vulnerability.
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“Could you fuzz with it?”
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SIMPLER INFERENCE

Seems that context free grammars (CFGs)
can be pretty powerful.

THE GRAMMAR
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EVEN SIMPLER INFERENCE:
MADAM

Replace the most frequent pair of

symbols (digram) with a new symbol.
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EVEN SIMPLER INFERENCE:
MADAM

Can be done to several texts simultaneously.

Can be done in O(n) time.
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EVEN SIMPLER INFERENCE:

RE-PAIR

Can be done to several texts simultaneously.

‘Can be done in O(n) time.
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EVEN SIMPLER INFERENCE

IN PRACTICE
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FUZZING

Normal step
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FUZZING

Mutated step
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Mutated step
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RESULTS!?

Created all kinds of valid archive files (RAR, BZ2, ...)
and inferred grammar for each format.

Fuzzed preliminary test cases, scanned them with AV
tools.

Result summary by archive format

Subject |ace |arj |bz2 [cab |gz |Iha |rar |tar | zip (zoo

X
- X nfa X X X - n/a
- XX X X X

- X - - X X

nfa nfa nfa - n/a n/a




RESULTS?

A test set with too many (| 632 691) test files.
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“[...] break and crash products from at
least 40 vendors — including several
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2008! THE FUTURE!

Plagiarism detector!
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