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Abstract

File hiding is an advanced stealth technique that is becoming popular among system
monitoring software such as RootKits, Trojans, and keyloggers. It presents a major challenge to
system administrators and the anti-malware industry because detection and removal are virtually
impossible if the target files are not even visible. In this paper, we present the Strider GhostBuster
that exploits the fundamental weakness of the file-hiding behavior and turns the problem into its
own solution. We have tested this diff-based tool successfully in the lab against several real-
world system monitoring programs. The simplicity and effectiveness of the approach suggest that
the following quote on the Internet may no longer be true: “When you can get the dir command to
lie, it’s all over.” In the post-GhostBuster world: “The best way to hide is not trying to hide.”
[February 23, 2005: note that Strider GhostBuster uses a “cross-view diff” technique, which is
very different from the usual “cross-time diff against known good” approach. Please see the new
technical report titled “Detecting Stealth Software with Strider GhostBuster” posted at

http://research.microsoft.com/rootkit for a detailed discussion.]

The Strider GhostBuster

File-hiding [HTBO03, NTI04] is an advanced stealth technique used by many popular system-
monitoring software such as RootKits [RK], Trojans, and keyloggers [KL] to make executables
or data files (such as recorded keystroke files) invisible. Once the monitoring program is started,
it intercepts all file queries at a very low level and uses filtering to ensure that a chosen subset of
files are never revealed to any file query operations made by any program running on the infected
machine. This technique can defeat experienced system administrators who search the file system
and Windows Registry for suspicious entries, as well as commonly used malware scanning tools
that are based on known-bad file signatures.

However, file-hiding behavior has a fundamental flaw: any file to be hidden must physically
exist and is visible from another clean OS uninfected with the file-hiding software. Unfortunately,

this visibility alone does not mean that the hidden file is easily identifiable because there are


http://research.microsoft.com/rootkit

usually tens to hundreds of thousands of files on a file system. Fortunately, the file-hiding

behavior itself provides an almost trivial way of exposing the very file that it tries to hide: if we

scan the entire file system from the clean OS, and subtract from the output all those unhidden
files that appear in another scan inside the infected OS, the only remaining files are the hidden
files!

Figure 1 illustrates a straightforward implementation of the above technique, referred to as

ScanDiff. Tt consists of three steps.

Step #1: We first boot normally into the infected OS and invoke “dir /s /a” to scan the entire file
system. We save the output in a file named “Infected_Scan.txt” on a disk. The file-
hiding software can arbitrarily interfere with the scanning process and/or arbitrarily
modify the output file'. (Note that the user account from which the scan is performed
should be added to the ACLs of the System Volume Information folder and other folders
that by default are not accessible to the user®.)

Step #2: We restart the machine® and this time boot into a clean WinPE CD* [WPE] that contains
a clean version of WinDiff.exe. We invoke “dir /s /a” again and save the output in the
file “Clean_Scan.txt”. The hidden file should appear in this output because the file-
hiding software was not running during the scan.

Step #3: Finally, we invoke WinDiff.exe to compare the two files “Infected_Scan.txt” and
“Clean_Scan.txt”. Any hidden file should be revealed in the diff result’.

We have tested ScanDiff on many real-world file-hiding RootKits, Trojans, and commercial
keyloggers to demonstrate its effectiveness. Figure 2 through Figure 5 display the WinDiff
screenshots for four RootKits/Trojans: Hacker Defender 1.0, Aphex - AFX Windows Rootkit
2003, Vanquish, and Msvsres.dll (which came from the wild), respectively. Figure 6 and Figure 7
show the results for two commercial file-hiding keyloggers ActMon and ProBot SE, respectively.
We also tested ScanDiff on four commercial software programs that are designed specifically for

the purpose of hiding selected files: Hide Files 3.3, Hide Folders XP, Advanced Hide Folders,

! The software can also try to “hang” the “dir” scanning process so that it never finishes. But that symptom
itself would indicate the existence of malware.

2 Otherwise, files inside such folder will not appear in the infected scan and will appear in the final WinDiff
result as noise.

3 “Reset” is preferred to “Shutdown” because the latter may cause additional files to be modified during the
shutdown process and introduce more noise in the final WinDiff result.

4 Think the movie “The Matrix”: scanning inside the infected OS is like living inside the Matrix where you
can only see what they want you to see; you need to get out of the Matrix in order to see the truth. WinPE
CD boot is the way to get out.

® Think the movie “The Sixth Sense” and ask the question: “the kid can see both humans and ghosts, but
how can he distinguish a ghost without any “known-bad signatures” (i.e., wounds) from a human?” The
answer is he can ask his mom, who can’t see the ghosts, to take a look and take a diff of their views.



and File & Folder Protector. All files hidden by these programs were exposed in the WinDiff
results.

A slight enhancement to this method can make it even more effective against keyloggers
specifically: in Step #1, after the “dir /s /a” scan, we can type in a large number of keystrokes to
try to increase the size of the keystroke log file®. This maximizes the chance that the log file
would appear in the WinDiff result either because it’s hidden or because its size has changed
between the two scans. Figure 8 through Figure 13 show the screenshots that expose six non-file-
hiding commercial keyloggers by detecting their changed log files in response to our artificial
keystrokes.

We have built a tool called the Strider GhostBuster that automates most of the above ScanDiff
steps. A user puts a WinPE-based GhostBuster CD into her CD ROM player. Our program will
auto-start, flush all disk caches to establish a solid disk image for the first scan, perform a file
system scan’ to get “Infected_Scan.txt”, prompt the user to type in a large number of keystrokes
and press “Enter”. The program then flushes all disk caches again to make sure that all updates
since the first image are committed, prompts the user to press the machine’s “Reset” button, and
instructs her to select the boot-from-CD option. Once the machine boots into WinPE, our
program will auto-start, perform another file system scan to get “Clean_Scan.txt”, and invoke
WinDiff.exe to display the result. The entire process currently takes 10 to 15 minutes. Figure 14
illustrates how the GhostBuster tool captured the CWS spyware protected (i.e., hidden) by Hacker
Defender [CWS04].

The top portion of Figure 14 also illustrates an extension of the ScanDiff idea to detect
Registry-hiding behavior. In the Strider Gatekeeper paper [WRV+04], we have demonstrated that
monitoring and managing Auto-Start Extensibility Points (ASEP), most of which reside in
Windows Registry, is an effective way to detect and disable spyware programs because they
strongly prefer hooking the system in a way that they can be automatically started upon every
reboot without explicit user invocation. But if an ASEP scan is performed on a machine infected
by Registry-hiding software, the ASEP hooks of some spyware programs may not show up.
Figure 14 shows that such hidden ASEP hooks can be easily exposed by taking a diff of the

infected and uninfected ASEP scans.

® Any network connection and other storage media should be disconnected/turned off to ensure that the
keylogger program must write the newly recorded keystrokes to a disk included in the scan. A keylogger
may try to defeat this by pre-allocating a large log file so that it can accommodate newly recorded
keystrokes without increasing its size. We can detect this by comparing file hash instead of just file size,
but that would take much longer. We can also try to attack this method by pumping garbage keystrokes to
fill up the log file.

7 The tool is being extended to handle files with multiple streams inside by basically treating each file as a
potential folder.



Conclusions

There is a quote on the Internet [WRK] that says: “When you can get the dir command to lie,
it’s all over.” It may be true for most of the inside-the-box solutions. But when we think “outside
the box” (i.e., the infected OS), we can turn the program’s file-hiding behavior against itself and
effectively turn the problem into its own solution. So the best way to hide now is not trying to
hide.

We make the following four contributions in the GhostBuster ScanDiff work: (1) it can be
used to deterministically, efficiently, and effectively detect today’s file-hiding software; (2) if
widely adopted, it will help computer users gain back trustworthy file-query operations®, and
force malware programs to give up file hiding and therefore always expose themselves to
Gatekeeper ASEP scan and anti-virus-style known-bad signature-based scans; (3) it does not
require known-bad signatures so there is no hassle for signature updates; and (4) the approach
makes the clean assumption that any data gathered through any apps or OS components running
inside an infected OS cannot be trusted, thereby avoiding an arms-race solution that essentially
provides testing for file-hiding malware and helps eventually produce perfect malware.

In the bigger picture, ScanDiff is merely an optimization in our plan for a comprehensive
RootKit detection solution. To detect non-file-hiding malware, we have augmented GhostBuster
with a cross-time diff as follows. After each clean scan of the file system and the ASEPs from the
GhostBuster CD boot, we save the output files to a floppy disk or a USB drive (that is never
connected to the machine during any normal, potentially infected boot®). We then compare the
latest scan with the previous scan to detect any newly added/updated files and ASEP hooks.

Alternatively, we can perform known-good filtering on the file and ASEP scan to help expose
unknown malware. File and ASEP scans from other known-good, golden machines can provide
such a known-good list. Or, we can compute a cryptographic hash of every file on the potentially
infected disk and match it against the Strider Known-* Database, which currently contains
millions of known-good file hashes from NIST NSRL [NSRL] and known-bad file hashes from
our own malware investigation. As we continue to populate the database towards a
comprehensive coverage, only a small number of files will have unknown file hashes and need to

be investigated.

8 Malware programs cannot simply target GhostBuster and expose themselves only to GhostBuster because
any file query operation may be replayed from a clean OS to allow a diff.

% Or we sign each output file with an external key so that it cannot be tampered with. If a malware program
deletes the file, the deletion itself is an indication of the existence of malware.
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Figure 1. The ScanDiff approach to exposing file-hiding software.
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View Expand Options Mark Help

Astrider_winxpboot_scan.txt : \strider_winpeboot_scan.tx<t

<l 86/15/26684 11:43 AM 8 Strider X¥PBoot Scan.txt
a1 | » 86/15/20048 11:47 AM 8 Strider_PEBoot_Scan.txt
> 86/15/268% 11:43 AM 909,129 Strider XPBoot_Scan.txt
15 J[EEa] 4 File(s) 365,352 bytes
fs [ 5 File(s) 1,214,481 bytes
[ 86/14/2684 B4:34 PH 1,665 hxdef.czweb[1].htm
11 || %6 File(s) 116,041 bytes |
TN 27 File(s) 117,786 bytes
D 86/14/2684 B4:35 PH 1,468 hxdef188[1].zip
26 File(s) 773,435 bytes
(1zoo | © 27 File(s) 774,895 bytes
> 8671472684 11:25 AH 455 hxdef1008.1nk
Cigar | ¢ | o1 File(s) 11,396 bytes |
(1247 | 1> 22 File(s) 11,851 _bytes
> 8671572684 11:27 AH <DIR> hxdef108
{53 Directory of C:\tools\hxdef188
>
b3 86715726884 11:27 AM <DIR> -
S 86/15/26864 11:27 AM <DIR> 0
> 12/31/2883 12:15 PH 70,144 hxdef188.exe
> 12/31/2803 12:17 PH 3,872 hxdef108.ini
> 86/14/2684  B2:45 PH 3,342 hxdefdru.sys
D 3 File(s) 77,358 bytes
D
D 86/15/26808% 11:27 AH 8,718 HXDEF188.EXE-3688A7EY . pf
D 86/15/2608% 11:27 AH 5,024 HXDEF3$.EXE-2229B4D2 pf

Figure 2. RootKit Hacker Defender 1.0 exposed by GhostBuster: all “hxdef*” files.
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JAstrider xpboot_scan.txt : Astrider_peboot scan.t<t

Wiews Expand Options Mark Help

I 06/16/2004 01:35 PH 0 Strider XPBoot Scan.txt
i | > Bo/16/72884 81:3% PH 8 Strider_ PEBoot_ Scan.txt
b3 06/16/2004 01:36 PH 875,486 Strider XPBoot_Scan.txt
(15 | | hFile(s) 305,352 bytes |
(s [ 5 File(s) 1,186,838 bytes
b3 06/16/2004 01:17 PH 6,458 AFXROOTKIT.EXE-1C35E349 .pf
(1014 < | 108 File(s) 3,130,806 bytes |
(1ol | 181 File(s) 3,137,256 _bytes
)3 B6/16/2604 01:14 PH 100,464 AFXRootHit.exe
)3 06/16/2604 01:29 PH 88,576 explorer.dll
b3 06/16/2004 01:20 PH 82,044 iexplore.dll
1745 File{s) 269,646,656 bytes

1748 File(s) 270,008,648 bytes
13468 File{s) 2,607,359,846 bytes

1782 Dir{s) 14,162,399,232 bytes free
1782 Dir{s) 14,161,522,688 bytes free

Figure 3. RootKit Aphex - AFX Windows Rootkit 2003 exposed by GhostBuster: “AFX*” files,

explorer.dll, and iexplore.dll.
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Opkions

Astrider_xpboot_scan.txt : Astrider_peboot_scan.b<t
B6/167/28804 B82:33 PH 8 Strider XPBoot Scan.txt
86 /16 /2884 = 8 Strider_PEBoot Scan.txt
86/16/2884 Z 871,596 Strider XPBoot Scan.txt
Ho /1072 Bl 117 vanquish.log

6 File(s) 1,177,865 bytes
8671672004 :51 PH 347 vanquish-8.2.8.zip.1nk
B6/16/2804 81:51 PH 253 Vanquish.lnk
1164 | 1> 8 File(s) 3,867 bytes
e — e 6797 | ! B2/23/2804 85:29 PH 49,152 vanquish.dll
6798 | ! B2/23/2004 :29 PH 24,576 vanquish.exe
] 84 File(s) 5,767,174 bytes
6815 | ! 86 File(s) 5,848,982 bytes
10920 | > B6/16/2804 B2:12 PH 4,648 UANQUISH.EXE-298CADSC.pF

1163 | 1>

10948 | 1> 188 File(s) 3,088,684 bytes

Figure 4. RootKit Vanquish exposed by GhostBuster: all “vanquish*” files.
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Jdinfected_scan.t<t: Aclean_scan.txt Outline I|

) ! 867308720048 18:36 AM B Clean_Scan.txt
86/38/2864 18:32 AN 8 Infected Scan.txt
86/38/2064 18:33 AM 872,662 Infected_Scan.txt
4 File(s) 385,352 bytes
5 File{s} 1,178,814 bytes
8673872804 18:21 AW <DIR> Tenp
B6/38/2004 18:23 A <DIR> Temp

86738726084 18:21 AH <DIR> RP22

B6/30/2008 168:28 AW <DIR> RP22
571272004 @716 AW <DIR> ias
01723727136 12:25 PH 18,944 msusres . dll
85711728848 18:44 AW <DIR>
B5 /1272004 O7:-65 AW <DIR> spool
1746 File(s) 269,666,267 bytes
B85 /12/72884 B7:688 AM <DIR> Trace
a5 /12/2004 @709 AW <DIR> Trace
13486 File{s) 2,626,384,639 bytes
1794 Dir(s) 13,789,971,456 bytes free
1794 Dir(s) 13,709,090,816 bytes free
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Figure 5. Trojan Msvsres.dll exposed by GhostBuster.
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File Edit View Expand Options Mark Help

Axpboot_dirscan.t<t : .\pehoot_dirscan.tx‘l| Outline JI
i g 1> B6/23/20884 B3:38 PH @ PEBoot_DirScan.txt
1R 14 | B6/23/2804 B3:35 PH 0 XPBoot DirScan.txt
14 33 B6/23/2084% B83:36 PH 867,774 KPBoot DirScan.txt
& 4 File(s) 305,352 bytes
s [ & 5 File(s) 1,173,126 bytes
> Directory of C:\Documents and Settings\All Users\Application Data
>
> 86/23/2884 B2:54 PH <DIR> WskrnlData
153 8 File(s) 8 bytes
>
> Directory of C:\Documents and Settings“All Users\Application Data‘WskrnlData
>
> 86723720084 ©2:54 PH <DIR> =
> 8672372004 ©02:54 PH <DIR> o
-l > B6/23/2884 B83:36 PH 456,681 H#Username#SEARCHO# . sxx
> B4/13/2084 B8 46 PH 274,925 actmon.chm
53 86/23/20884 B83:21 PH 2,919 ActHon.ini
> 81/14/2884 11:39 PH 4,262 License.txt
> 8672372084 ©83:35 PH 20,0859 SupportlLog_Username_SEARGCH? .txt
> BL4/14/2084 B9:24 AW 2,295 Whatsnew.txt
(53 6 Flle(s) 761,861 bytes
>
> 86/23/2884 B82:54 PH 27,394 USKRHLA.EXE-125476A3.pf
1> 8652372884 B82:29 PH 18,458 WSKRHLIS.EXE-2ED5A821.pf
102 File(s) 3,005,780 bytes
[1o8e | > 1B!|_File(s) 3,851,632 bytes
> 8u4/15/2884 B1:29 PH 958,464 wskrnla.exe
3 B4/13/20684 B4:48 PH 44,736 wskrnlab.sys
=T > Bu/14/2084 B9:22 AW 28,899 wskrnlab.vzd
> BL4S14/2888 12:26 AW 438,272 wskrnlac.dll
(b3 12712726083 B6:88 AH 5,632 wskrnlac.sys
> 1271272083 B6:008 AHM 13,488 wskrnlac.vzd
= > B4 14/2888 12:27 AW 36,352 wskrnlad.dll
> 1271272083 B6:88 AH 99,848 wskrnlae.dll
> 1271272083 B6:08 AH 41,472 wskrnlb.dll
1> a4 14/20848 12:28 AW 24,576 wskrnlb.exe
I ! 1746 File{s) 270,988,438 bytes
T |1414 ! 1756 File(s) 272,584,161 bytes
| ! 8471372084 B4:48 PH 44,736 wskrnlab.sys
> 1271272083 B6:88 AM 5,632 wskrnlac.sys
> 187 File(s) 15,302,161 bytes
H H 13235 File(s) 2,588,125,854 bytes
1777 | > 13356 File{s) 2,591,533,832 bytes
sl 1782 Dir(s) 13,7u46,085,888 bytes free
nywFy | B 1785 Dir(s) 13,745,217,536 bytes free

Figure 6. Commercial keylogger ActMon exposed by GhostBuster: all “ActMon*” and “wskrnl*”
files.
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Outline I‘
8 Clean_DirScan.txt

a7/81/2884 83:85 PH 8 Infected DirScan.txt
a7/81/2084% ©83:85 PH 873,844 Infected DirScan.txt

5 File(s) 1,179,196 bytes
B7/81/2884 B83:082 PH <DIR> Temp
BB /29728082 03:41 AW 262,144 o0lafol98.d11
8872972602 03:41 AN 131,584 ugjpubi?_exe
1745 File(s) 269,647,368 bytes
1747 File(s) 270,841,888 bytes
B83:41 AM 6,672 ayiqes?3.sys
B3 :41 ANl 15,554 evevam/1.sys
185 File(s) 16,341,792 bytes
187 File(s) 16,364,019 bytes
13432 File{s) 2,614,304,764 bytes
1797 Div{s) 13,723,825,488 bytes free
1797 Dir(s) 13,722,148,864 bytes free
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Figure 7. Commercial keylogger ProBot SE exposed by GhostBuster: the four dll/exe/sys files

with random file names.
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dinfected_dirscan.bxt : Aclean_dirscan.bxt

Vieww  Expand  Options Mark Help

87 /07 /2004
87/ 07/2004
67/ 087 /2004
85/12/2004
07/ 087/2004

8 Clean_DirScan.txt A
0 Infected DirScan.txt A
948,730 Infected DirScan.txt
System Uolume Information
<DIR> System Uolume Information

87:30 AH
12:35 PH

87/ 087/2004
@7/ @7/2084

3 File{s) 787,636 bytes

87 /07 /20084
87/ @7 /2004

18 File{s)

11 File{s)
12:31 PH
12:32 PH

3 File(s)
12:27 PH
12:32 PH

805,893,126 bytes
806,841,856 bytes

1,824 ntuser.dat.LOG
20,4808 ntuser.dat.LOG

807 | A Smbiielag

e R P
83 ik.dat

11 File(s) > e

11 File(s)
87:38 Al
12:35 PH

<DIR>
<DIR>

85/12/2004

87/ 07/2004

8571272884 0O7:38 AW <DIR>

g7/07/2084 12:35 PH <DIR> e
4| | |®

Figure 8. Commercial keylogger Invisible Keylogger exposed by GhostBuster: keystroke log file

"ik.dat" is exposed due to size increase.
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Ainfected_dirscan.bat : \clean_dirscan.txt I Outline I|

] ! B7/086/20805 12:19 PH B Clean_DirScan.txt
1 B7/86/20884 12:15 PH 8 Infected DirScan.txt
i ! 87/86/2004 12:15 PH 873,199 Infected DirScan.txt
NI © bEie(s) 385,852 bgtes
! 5 File(s) 1,178,551 bytes
87/06/2004 12:83 PH <DIR> WZSEB.THP
g7/86/2008 12:18 PN <DIR> RP21
87/86/200% 12:13 PH CDIRY i
87/086/2808 12:14 PH 439 iks.dat
07/06/2004 12:16 PH
85 File(s) 5,768,000 uyLeS
! 85 File(s) 5,778,808 bytes
B
! @5/12/2008 @7:16 AN <DIR> ias
85/11/28048 18:44 AN <DIR> spool
! §5/12/2004 67:85 AN <DIR> spool
- | @5/12/2004% @7:088 AN <DIR> Trace
i ! 85/12/2004 B7:89 AN <DIR> Trace
13428 File{s) 2,618,991,937 bytes
1785 Dir{s) 18,718,495,232 bytes free
i ! 1785 Dir(s) 13,717.610,496 bytes free

Figure 9. Commercial keylogger Invisible KeyLogger Stealth (IKS) exposed by GhostBuster: the
keystroke file "iks.dat" is exposed due to size change. (This is the keylogger involved in the
Kinko’s case [IKS03].)

-10] x|
File Edit Wiew Expand Options Mark Help
JAinfected_dirscan.txt ; \clean_dirscan.txt| Outline JI
87/08/2004 08:87 AH 8 Clean_DirScan.txt
N I 67/08/2004 08:02 AH 8 Infected DirScan.txt
11 ! 87/88/28084 B8:82 AH 950,595 Infected DirScan.txt
87/07/2084 0B:38 AW <DIR> System Uolume Information

87/08/2004 0OB:86 AW <DIR> System Uolume Information

18 File(s) 805,893,126 bytes

|19| 4
!23! . 11 File(s) 806,843,721 bytes

87/07/2004 08:38 AW <DIR> =

3299 . 87/88/2004 08:06 AN <DIR

]
3300 | ! 67/68/2064 08:86 AM  <DIR> e
— ﬁﬁﬂ ! §7/08/20684 07:58 AH  <DIR> v2act
§7/08/2004  68:01 AW <DIR> y2act

88/29/28082 B3:41 AN 233,464 2DBOS6F212AF4%109FC6224C6DBYBSB1FL47 16050 - tpr

1903 88/29/2002 288,624 2DBOS6F212AF49109FC6224C6DBLABSB1F4716C5C0 . tpr
19040 | <! 88/29/2002 5,83% BDC3CCES166FF6FACS1712174DB5931DASDIDBCTY - tpr
1904 88/29/2002 6,227 BDC3CCES166FFA6FACS1712174DB5231DAZDADBCT _tpr

16 File(s) 2,862,288 bytes

HoH 1904 | ! 16 File(s) 2,118,536 bytes
éﬁﬁil ] 14071 File(s) 3,461,411,701 bytes
1956 | ! 14072 File(s) 3,462,418,544 bytes

HEEE ] 2349 Dir(s) 13,717,962,752 bytes free

(1956 | ! 2349 Dir(s) 13,716,877,312 bytes free

Figure 10. Commercial keylogger Spector Pro 5.0 exposed by GhostBuster: the "*.tpr" log files
are exposed due to size increase.



=0l x|

File Edit Y“iew Expand Options Mark Help
dinfected dirscan.b<t : .\clean_dirscan.txl! Outline ”

| Di | ! A Clean_DirScan.tzt
X 7 Fil 2,969 434 h

tes

87 /8672004 A9:39 AH i
87/86/2004 09:39 AH <DIR> o
B7/86/2003 B5:38 AH 2,834 bpk.dat

87 /8672004 09:39 AH <DIR> dt

87 /8672084 B9:39 AH <DIR> -
87 /8672004 09:39 AH <DIR>
i b0 Hy 5 {

ThE,00h 200007

87 /8672004 A9:39 AH 45,168 th 2004-07-06 09-39-58-410868
12 File(s) 1,574,808 bytes

Figure 11. Commercial keylogger Perfect Keylogger exposed by GhostBuster: the "bpk.dat" log file
exposed due to size change, the other two new "*2004*" log files also exposed.

& WinDiff =13
File Edit Wiew Expand oOptions Mark Help
Apcspy infected dirscan.b<t: Apcspy peboot dirscan.t<t Outline I
L 1753 | 1> 86/29/2004 ©83:33 PH <DIR> A ~
—

H—H 1763 | b 86/29/2004% 83:33 PH <DIR>

— B6/29/288% B3:28 PH 628 THDEX.HAP
M= 1753 | 1> B6/29/268% ©3:33 PH 6208 IMDEX.HAP
B6/29/280% B3:28 PH 2,848 OBJECTS .HAP
1754 | b B6/29/2884 ©3:33 PH 2,848 OBJECTS .HAP

86/29/2004 3:30 PH <DIR> u

-
-l
g
-
v

B6/29/288% 83:43 PH <DIR>

B6/29/288% B3:38 PH <DIR> wa

— 1757 | 1> 86/29/280 B3:43 PH <DIR>

o > 87 /0471998 12:22 AH 84,0823 1533101951 .5dd
> 87 /704/1998 12:22 AH 84,0827 1533101952 .sdd
il > B7704/1998 12:22 AH 84,0812 1533101953 .sdd
> B7704/1998 12:22 AH 22,0883 1533181954 . sdd
1> 8 Fi1le(s) 798,266 bytes
== 1784 | 1> 13393 File(s) 2,607,947,352 bytes
= H 1788 Dir{s) 13,729,996,880 bytes free
= 1784 | 1> 1788 Dir{s) 13,728,821,248 bytes free R

L !

Figure 12. Commercial keylogger PC Spy exposed by GhostBuster: the new "*.sdd" screenshot
log files exposed.




File Edit View Expand Options Mark Help

Jdinfected_dirscan.t<t : Aclean_dirscan.bxt

Oﬂtﬁnel

a7 /87 /20084
A7/07 /2004
a7 /07 /2004
a5/12/2004
a7/ 8772004

dam

[e)
= ]

P

[
L

=

P

X
—h
-9
-

F-9

A7 /07 /20084
a7 /87 /2004
a7 /07 /2004
a7 /07 /2004

o A
=
B

ra
—
-]
-]

P

o] — i
focd -
ot

oJ
(=

a5/12/72004
A7 /87 /2004

[
L 3
o R =

a7 /87 /2004
a7 /07 /2004
a7 /07 /2004

18 File(s) 805,893,126 bytes

8571272084 B7:38 AW <DIR>

14114 File(s)
14115 File(s)

A Clean_DirScan.txt
8 Infected DirScan.txt
954,773 Infected_DirScan.txt
System Uolume Information
System Uolume Information

82:14 PH

B87:30 AH
82:18 PH <DIR>

11 File(s)
82:12 PH
82:14 PH
82:14 PH
82:17 PH

23 File(s)

23 File(s)
87 :38 AW
82:18 PH

886,847,899 bytes
<DIR>
<DIR>
521 Keylog.txt

1,313 Keylog.txt

by . 2?2 hutpc

2,211,574 bytes

<DIR>
<DIR>

62:18 PH s
62:11 PH
82:13 PH

<DIR>
<DIR> CatRoot?2?
<DIR> CatRoot2
3,456,935,431 bytes
3,457,898,996 bytes
13,722,189,824 bytes free
13,721,223,168 bytes free

2367 Dir{s)
2367 Dir(s)

Figure 13. Commercial keylogger Win-Spy exposed by GhostBuster: the “Keylog.txt” log file
exposed due to size increase.
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Lentry>
<Hame>{E3EEBBEB-9CAB-4C76-B26A-747E25EBBALCG } < /Hame>
<DisplayHame>COOLMWE™1 .DLL</DisplayName>
<ImageNdame>COOLWE™1.DLL</ ImageName>
<Type>1</Type>
<Datalen>2</Datalen>
Lhatass/Natas
<Context>path = HKEY_LOCAL_MACHINMEASOFTWAREAMicrosoft:Internet Explorer\Toolbary
value {E3EEBBEB-9CAB-4C76-B26A-747E2S5EBBUCG} =
CLSIDN{E3EEBBEB-9CAB-L4C76-B26A-747E25EBBLCG Y\ InprocServerd2y = Ci\PROGRA™ANCOOLYWE™ .INFACOOLWE™ .DLL</Context>
SAENLrYS

(Name)HackerDeFender1EEZ!Name)
<DisplayHame>HackerDefender188</DisplayName>
<ImageName>C:\hxdef180\h=zdef1808.exe</ImageName’

pe ypes
<DatalLen>8</Datalen>
<Data/>
<Context/>
<fentry’>

Lentry>

<{Hame>HackerDefenderDruv188</Hame>
<DisplayHame>HackerDefenderDruiB8</DisplayName>
<ImageName>%??\C:\hzdef10808\hxdefdrv.sys</ImageName:

Upe ypes
<DatalLen>8</Datalen>
<Data/>
<Context/>

<fentry>

Lentry>

E= <totalFiles>15089</totalFiles>

{totalFiles>15819<{/totalFiles>

E <{totalFolders>1198</totalFolders>

<totalFolders>1192<{/totalFolders>

B {readFolders>1198</readFolders>

<readFolders>1192<{/readFolders>

<file> <fname>c:\ep-in.xml</fname> <md5>A00AR0AAAANAAAAAEAAAAAAOAAAARAAAL /md5 > <5ize>59780{/siz
<md5> B0 BDBOBDDDDBRAREAEC/ Md5> < e>26 09
<file> <fname>c:\filescan-in.xml</fname> <md5>00BBAABANBANNNNANOR0ABAABBARBANAL /nd5> <size>2618
and Settings\Username\ntuser.dat.LOG</Fname> <md5>H00H00RNRNANA0RRA0N000N
<file> <fname>c:\Documents and Settings\lUsername\ntuser.dat.LOG</Fname> <md5> 00000000 000B0000BRR0REA
<file> <fname>c:\Documents and SettingsiUsername\Recent\hxdef188.ini.1lnk</fname> <md5>B880BANBAOAOAAA
<file> <fname>c:\Documents and Settings\Username\Recent\hxdef188.1nk</fname> <md5>000000000000000000
<file> hxdef188\hxdef188.exe</fname> <md5>H8HAAABBBB00000000080000000000000< /Nd5> ¢{siz
<file> hxdef188\hxdef188.ini<{/fname> <md5>HH0ARBBB00B00000688000000000000B< /Nd5> ¢siz
<file> hxdef188vhzdefdrv.sys</fname> <md5>HABAABBEB0000000800000AARRARARAAL S/ nd5> {siz
<file> q <md5>B8800000600000080
<file> {fname>c :\Program Files\CoolWebSearch.info\readme.rtf</fname>
<file> <{fname>c:\Program Files\CoolWebSearch.info\readme.txt</Ffname>

Figure 14. Hacker Defender-Protected CWS Spyware Exposed by the GhostBuster automated
tool: the top portion shows the ASEP diff ; the bottom portion shows the file scan diff.
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