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Blue Screen of the Death is 

Dead



• SECURITY RESEARCHER

– N E T H E R L A N D S

• M ICROSOFT MVP 2009
– E N T E R P R I S E S E C U R I T Y

• MS09-050
– S M B V 2  C O M M A N D VA L U E V U L N E R A B I L I T Y

• (CVE-2009-2532)

• RANDOM THINGS :
– S A N DM A N L I B R A RY

• Library to manipulate Windows Hibernation File

– PA N G O W I N G S P R O J E C T

• Aims at creating a toolkit to manipulate every files related to Windows 
Physical Memory for defensive purposes only.

• This includes windd (win32dd/win64dd) We are discussing of this.

WHO AM I?



• W HAT ABOUT PHYSICAL MEMORY?

• W HAT ABOUT MEMORY DUMPS?

• W INDD (W IN32DD/WIN64DD)  UTILITIES

• W INDOWS DEBUGGING TOOLS

– S YMBOL S

– P OW E RD B G ( P OW E RS H E LL - B A S E D I N T E R FA C E F OR

W IN D B G )

– W IN D B G SDK

– H U GE C OMMU N IT Y

• Q&A

AGENDA



• RAM

• VOLATILE MEMORY SO … 
– R E GIS T RY

– P ROCESSES INF ORMAT ION / L IST / MAP

– D R IV E R S IN F OR MAT ION / L IS T / MA P

– PASSW ORDS

– M A P P E D F IL E S

– E VERYT HING YOU WANT B U T F REE B E E R S .

• SEE M. RUSSINOVICH BLOGPOST
– P U S H IN G T H E L IMIT S O F W IN D OW S :  P H Y S IC A L

M EMORY ( T E C H N E T )

Physical Memory ?



Memory 
Dump

Windows

Hibernation 
files

Crash dump 
files

Windd

[*]

Crash 
dumps

Raw Dump

VMWare

Raw dumps

Third Party 
tools

Raw dumps

Memory Dumps?



• W IN D OW S H IB E R N AT ION F IL E

– G E N E R AT E D B Y W I N D O W S O N R E Q U E S T

• Compressed
– LZNT1 (WINDOWS 2000)

– LZXPRESS/XPRESS (WIN XP, 2003, VISTA, 2008, 7, 2008 R2)

– TLZ (UPCOMING WINDOWS 8 AND 9)

• Specific file format documented with SandMan

• W IN D OW S C R A S H D U MP

– G E N E R AT E D B Y B . S . O . D .

– M A I N LY U S E D A N D W E L L - K N O W F O R A D VA N C E D

T R O U B L E S H O O T I N G .
• Uses a file format (contains IMPORTANT information to set up Memory Manager, and 

debug-related variables, O.S. version, …)

• Uncompressed

• R AW D UMP

– O N LY U S E D I N T H E R E A L W O R L D B Y F O R E N S I C

I N V E S T I G AT O R S

• No File Format 

Memory Dumps?



• GENERATES A M ICROSOFT CRASH

DUMP WITH BSOD BUT HAS SOME

IMPORTANT LIMITATIONS:
– REBOOT

– N O F ULL M EMORY D UMP > 2GB OF RAM.

– C ALLBACK FUNCTIONS ARE NOT COOL ,  

R OOTKIT.C USED THEM TO PREVENT FROM

“M EMORY LEAK”

• See Frank Boldewin talk at hack.lu 2008

Microsoft BSOD



• ONLY FOR RAM DUMPING .

• TWO TYPES OF OUTPUT FILES
– R AW F I L E S

– M ICROSOF T C R A S H DUMP F IL ES

• No Blue Screen Of the Death

• No Reboot

• Even if the Machine is not running in Debug Mode

• NETWORK SUPPORT ( S E RV E R A N D C L IE N T )

– D ATA A R E S E N T F R OM K E R N E L - MOD E

– D ATA C A N B E RECEIVED B Y W INDD IT SEL F F ROM

U S E R - MOD E .   

• SAMBA PATH SUPPORT

Windd Utility



• FAST

• SUPPORT FOR MACHINE W ITH MORE THAN

4GB OF RAM

• HASH COMPUTING SUPPORT

– M D 5 ,  SH A - 1 ,  SH A - 2 5 6

• D IFFERENT MAPPING METHODS

• CAN CHOOSE THE CONTENT OF THE DUMP

– O N LY T H E PF N  D ATA B A S E

– O R E XT E N D T H E C O N T E N T

• AND FREE!

Windd Utility



• M ISC .  FEATURES LIKE

– G ENERATE A BSOD

– H IBERNATE THE M ACHINE W ITH NO PASSW ORD

PROMPT W HEN RESUMED

• COMPATIBLE WITH

– W IN2000 ( X86) ,  W INXP,  W IN2003,  

W INV ISTA ,  W IN2008,  W IN7,  W IN 2008  R2  

(B OTH X86  AND X64  ARCHITECTURE )

• AND W INDD IS FREE

Windd Utility



Windd Utility



• W INDOWS DEBUGGER (W INDBG)

• M ICROSOFT SYMBOLS (* .PDB FILES)
– A U TOMAT IC A L LY D OW N L OA D A B L E F R OM

M ICROSOF T S ERVERS

• ALSO PROVIDES A SDK TO DEVELOP

PLUG- INS FOR W INDBG OR STANDALONE

APPLICATION .

• MAINTAINED BY M ICROSOFT

– I  F E E L L A Z Y TO R E IN V E N T T H E W H E E L W IT H A

GRAPHICAL INT ERFACE A N D A SCRIPT ING

L A N GU A GE .

WinDbg Tools



• M ICROSOFT SYMBOLS

– S T RUCT URES DEF IN IT ION

– U N - E XP ORT E D N A ME S

– F UNCT ION T YPES ET C . .

• W HAT YOU DO NOT WANT TO REWROTE

– D B GH E L P. D L L ( W IN D OW S I MA GE H E L P E R )

– D B GE N G . DL L ( W IN S YMBOL IC D EBUGGER E NGINE )

– S YMS RV. D L L ( S YMB OL S S E RV E R )

– A L L E XT E N S ION S A N D A D D - ON S .

• IDA USES THE STUFF ABOVE .

WinDbg Tools



K D >  ! R E G

R E G < C O M M A N D >   < P A R A M S >        - R E G I S T R Y E X T E N S I O N S

K C B < A D D R E S S >       - D U M P R E G I S T R Y K E Y - C O N T R O L - B L O C K S

K N O D E < A D D R E S S >       - D U M P R E G I S T R Y K E Y - N O D E S T R U C T

K B O D Y < A D D R E S S >       - D U M P R E G I S T R Y K E Y - B O D Y S T R U C T

K V A L U E < A D D R E S S >       - D U M P R E G I S T R Y K E Y - V A L U E S T R U C T

V A L U E L I S T < H I V E A D D R >  < K N O D E A D D R >  - D U M P S L I S T O F V A L U E S F O R A P A R T I C U L A R

K N O D E

S U B K E Y L I S T < H I V E A D D R >  < K N O D E A D D R >  - D U M P S L I S T O F S U B K E Y S F O R A P A R T I C U L A R

K N O D E

B A S E B L O C K < H I V E A D D R >      - D U M P T H E B A S E B L O C K F O R T H E S P E C I F I E D H I V E

S E C C A C H E < H I V E A D D R >      - D U M P T H E S E C U R I T Y C A C H E F O R T H E S P E C I F I E D H I V E

H A S H I N D E X < C O N V _ K E Y >      - F I N D T H E H A S H E N T R Y G I V E N A K C B C O N V K E Y

O P E N K E Y S < H I V E A D D R | 0 >    - D U M P T H E K E Y S O P E N E D I N S I D E T H E S P E C I F I E D H I V E

O P E N H A N D L E S < H I V E A D D R | 0 >   - D U M P T H E H A N D L E S O P E N E D I N S I D E T H E S P E C I F I E D H I V E

F I N D K C B < F U L L K E Y P A T H >   - F I N D T H E K C B F O R T H E C O R R E S P O N D I N G P A T H

H I V E L I S T - D I S P L A Y S T H E L I S T O F T H E H I V E S I N T H E S Y S T E M

V I E W L I S T < H I V E A D D R >      - D U M P T H E P I N N E D / M A P P E D V I E W L I S T F O R T H E S P E C I F I E D

H I V E

F R E E B I N S < H I V E A D D R >      - D U M P T H E F R E E B I N S F O R T H E S P E C I F I E D H I V E

F R E E C E L L S < B I N A D D R >       - D U M P T H E F R E E C E L L S I N T H E S P E C I F I E D B I N

D I R T Y V E C T O R < H I V E A D D R >      - D U M P T H E D I R T Y V E C T O R F O R T H E S P E C I F I E D H I V E

C E L L I N D E X < H I V E A D D R >  < C E L L I N D E X >  - F I N D S T H E V A  F O R A S P E C I F I E D C E L L I N D E X

F R E E H I N T S < H I V E A D D R >  < S T O R A G E >  < D I S P L A Y >  - D U M P S F R E E H I N T I N F O

T R A N S L I S T < R M A D D R | 0 >      - D I S P L A Y S T H E L I S T O F A C T I V E T R A N S A C T I O N S I N T H I S R M

, , ,

Registry Access



• !PROCESS

• !THREAD

• INTEGRATED D ISASSEMBLER

• !PEB

• W INDBG.HLP

Process Information



W I N D O W S 7  K E R N E L V E R S I O N 7 6 0 0  M P  ( 2  P R O C S )  F R E E X 6 4

P R O D U C T :  W I N N T ,  S U I T E :  T E R M I N A L S E R V E R S I N G L E U S E R T S

B U I L T B Y :  7 6 0 0 . 1 6 3 8 5 . A M D 6 4 F R E . W I N 7 _ R T M . 0 9 0 7 1 3 - 1 2 5 5

M A C H I N E N A M E :

K E R N E L B A S E =  0 X F F F F F 8 0 0 ` 0 2 A 5 A 0 0 0  P S L O A D E D M O D U L E L I S T =  0 X F F F F F 8 0 0 ` 0 2 C 9 7 E 5 0

D E B U G S E S S I O N T I M E :  S A T O C T 1 0  1 6 : 5 4 : 0 3 . 3 2 3  2 0 0 9  ( G M T - 4 )

S Y S T E M U P T I M E :  0  D A Y S 2 1 : 1 4 : 3 8 . 1 1 3

L O A D I N G K E R N E L S Y M B O L S

. .

0 :  K D >  ! P R O C E S S 0  0

* * * *  N T  A C T I V E  P R O C E S S  D U M P  * * * *

P R O C E S S  F F F F F A 8 0 0 6 7 0 5 0 4 0

S E S S I O N I D :  N O N E C I D :  0 0 0 4     P E B :  0 0 0 0 0 0 0 0   P A R E N T C I D :  0 0 0 0

D I R B A S E :  0 0 1 8 7 0 0 0   O B J E C T T A B L E :  F F F F F 8 A 0 0 0 0 0 1 8 C 0   H A N D L E C O U N T :  2 1 4 5 .

I M A G E :  S Y S T E M

P R O C E S S  F F F F F A 8 0 0 7 C 3 7 3 1 0

S E S S I O N I D :  N O N E C I D :  0 1 0 C P E B :  7 F F F F F D 5 0 0 0   P A R E N T C I D :  0 0 0 4

D I R B A S E :  1 F 7 D 1 9 0 0 0   O B J E C T T A B L E :  F F F F F 8 A 0 0 0 4 D D E 1 0   H A N D L E C O U N T :   3 0 .

I M A G E :  S M S S . E X E

P R O C E S S  F F F F F A 8 0 0 8 5 F D B 3 0

S E S S I O N I D :  0   C I D :  0 1 6 4     P E B :  7 F F F F F D F 0 0 0   P A R E N T C I D :  0 1 5 0

D I R B A S E :  1 E B A 0 0 0 0 0   O B J E C T T A B L E :  F F F F F 8 A 0 0 1 8 9 D B 1 0   H A N D L E C O U N T :  6 7 8 .

I M A G E :  C S R S S . E X E

Windbg Tools



• SYMBOLS + SDK
– C AN W RITE YOU OW N EXTENSION .

• SEE NEXT SLIDE

– M ICROSOFT C RASH D UMP VS F UTO R OOTKIT

– (S HAKACON 2009 ,  C HALLENGE OF W INDOW S

P HYSICAL M EMORY A CQUISIT ION AND

E XPLOITATION )

DKOM Attacks?



DKOM?



• MORE DEFENSIVE EXTENSIONS FOR

W INDBG IN 2010?
– R OBERTO A.  FARAH W ROTE A P OW ERSHELL

INTERFACE FOR W IND BG

– M ICROSOFT “ ! EXPLOITABLE ”

– …

Past/Present/Future?



• SOMETIMES IT IS JUST REALLY COOL

TO LOOK AROUND TO SEE WHAT

PEOPLE HAVE ALREADY DONE.

• FREE LIBRARIES AND SCRIPTABLE

SOFTWARE MAINTAINED BY M ICROSOFT

– S O W HAT?

Conclusion



M AT T / M S U I C H E / N E T

H T T P : / / W W W . M S U I C H E . N E T

H T T P : / / W I N D D . M S U I C H E . N E T

Questions?



• W INDD

– H T T P : / / PA N G O W I N G S . M S U I C H E . N E T

• POW ERDBG

– H T T P : / / W W W . C O D E P L E X . C O M / P O W E R D B G

• W INDOW S DEBUGGING TOOLS

– H T T P : / / W W W . M I C R O S O F T. C O M / W H D C / D E V T O O L S / D E B U G G I

N G / D E FA U LT. M S P X

• SHAKACON ,  CHALLENGE OF W INDOW S

PHYSICAL MEMORY ACQUISIT ION AND

EXPLOITAT ION

– H T T P : / / M S U I C H E . N E T / C O N / S H A K A C O N 2 0 0 9 / N F I -
S H A K A C O N - W I N3 2 D D 0 . 3 . P D F

• SRV*C : \ SYMBOLS*HTTP : / /MSDL .MICROSOFT.COM /
DOW NLOAD /SYMBOLS

Links

http://www.microsoft.com/whdc/devtools/debugging/default.mspx
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