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1. Target analysis

After install it use PeiD to know more about this target (if this is packed or about some crypto
signature):

7% PEID v0.93

File: |E:\Programmit010Editori010Editor, exe

Entrypoint: |0O001000 EP Section: | .kext _Eﬂ
File Offset: [ooOODOGOD First Bytes: |a1,80,26,56 :_“}_1
Linker Info: [2.25 Subsystem: |win3z GUl ﬂ
[Borland C++

| MultiScan | | Task Viewer Cptions | [ Abouk ] Exit |
o Skay on top | =

Fig. 1 File scanning about packer / compiler language.

Well target was not packed, another check can be made about some signature:

%@ KANAL v2.82

File fE:"-,F'ru:-gramrr.ui"'-:D 1 IIII;:'d.it-:;r"-,III 10Editor.ene

|- CRC3Z [poly] 1 DO0S6CD4 1 00457604

|- MD2 [char] i: OOLCF2ES i 0OSDOTES
MDS: 000237421 ¢ 00488421

|- RIPEMO-160:: 00023483 004839ER3
SHAL [Compress] ;i OO0OSBERA i1 0048 CERA
|- SH&-256 [mixing] 1 001 CF4ES 11 OOSDOSES
TIGER i O01CF2&C 1 OOSDO0EC

[ [ [ [ [ [ - [

About

|etected 7 crypto signatures (in 2.12)

Fig. 2 Crypto signature.

Now is time to step into the code and patch it in order to keep full registration with a fake
serial and show some simple searching technique useful to make the cracking stage.
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2. Cracking stage

Load target in OllyDbg then right click and select Search for -> All referenced text strings:

T 01 CE-eCOEA | HNl FOw TN PTR N5: [GHe6aE ]

GEZEiﬁﬁﬁ : Backup ¥ |2eg41,E04
ogdoioge| . | Y I
B04R1811] - Hinary " leares
Assembie Space FaE&E
Labei : B4E1624
Comment H
Breakpaink 4
Hit trace 4
piiodu ie = MNULL
Run trace ¥ lGetroduleHandleA>  |[LGetHodu leHand lef
RS
e 4
. i 3
So4nioan| | rolow "; o I & frgl = GEGEEREEE
. View call tree Chrl4-k a3l =
BE4a1842] . a8 B1BEdito.BEE9193E
BE4B1G4T| . - . :
aE4a1E42| . Search For b Marme (label) in current module Chel+HR
aE4a1e40| - . )
AR4A1E4F| . Find references ko b Marme in all modules
35331523 : View b
GRABIEEE] L. — abl R Command Ckrl+F
HE4E1EEE| v apy Lo executable
ARdR1EES] | finabesi R Sequence of commands Chrl+3
nialysis
ES:E}SEE E Y Constant
Sgig%ggg 5 Bookmark, » Binary string Ckrl+B
ggig%g;g [5 Durmp debugged process o o -
oodoicegl Al intermodular calls £
MNC s FRAGE O2E 0E T " .
EAM—ARRARARE | Appearance 4 Al commmands
Al sequences
Address [Hex dump all constants :
BEGAZGEE| 00 20 gC Gl 4B bF oo 0b o8 FO So on ;
BECAZ616| 55 BR BE 10 40 G6 SO 06 B8 oo ac Ga | o switches
BESAZEZE| rE BE B9 A5 S Wl = 5 U F
HESHZE2E
Bochzoen BE GF £5 95 59 g oo Bl]
|EG0 SR 59 66 1 -defi
SSEE%S%S [l EIEBE BEGE_EE'_@E_ HE BE_%S_%I?_E’E‘_@E_ User jE::II'IEE: label
1S5 e =4 Bl SO GE L B2 User-defined comment
gechoEoRibL B4 S0 PR AR OO 4B Bo S0 BB Be o

Fig. 3 String search.

Now scroll to the top and then right click to perform a text search, we have to know if there
are some string referred to registration, typical string to search can be Thank, you, serial,
registration or similar stuff, well start with Thank string.
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88481863 ASC

HE4E1S26 | MO

BE4E1944 | MOL TDgg'E brEale:lil'lt Fz 3:
824819':@ PUS Conditional breakpoint Shift+Fz E
oy [ -y [ U I . Fod BN —A
L_Uraiciarign iad uregrporic e+ r=
a
Set breakpaint on every command B

BA4AZE9E| ASE  Sef log br
GEGESFEE ] MU -

BE48=755| MOU

kpoink on every command

Copy ko clipboard b
ﬁﬁ.ppearance B o

Flg 4 Perform the text string.

Enter text to search for E|
=

[v Caze sensiive

[ Entire scope

(] | Cancel

Fig. 5 Write the text related to the string to search.

I“:l.IJJIvI = | 0] l,:l ; -LI | Tilolimalvivplol el rlwlolol | e |
| N _I 4 (] Ta _J.l_l = v i ﬂ L L= T L AP Av |t =)
Address |Disassembly Tent string
AR45BPER | MOU EDM, B1REdito. BRECTYDED ASCII "szt-are“"
bigdoBE3s) Mo EOH, 8ibEd ito. BEEC 024 HECILI “Eise0IToR™
B54EE2C3| PUSH @18Ed ito. BESCFORE ASCII "Mame™
HE456B968) PUSH B18Edito.BAECTDSS ASCII "Password™

Be4cBFEA) ASCIL "TRormRedister #7,0

Mol Erns o o

EG4GBF91 [NL LS EIJA,CII.!FELII.\-U-UUDL«D"P-DJ HSCII "E&H:lt"

BA45EFC2| MOW EDX, 8168Edito. BASCE437 ASCII "&Cancel™

EB46C2H7 | MOY EDX. BLOEC i+, DBSCE43F HSCII "Please enter & name."™

BE45C238) MO EDX, 818Edito. BAECE4EE ASCII "Please completely enter wour password."™

Ba4AC43C HOW EDX, B168Edito.BE5CE470 RSCII "Password accepted. Thank wou for purchasing 818 Editort™
BR4oC407F | MOW EDK, 818Edito.BESCE4ES ASCII "The password given was for an earlier wersion of this progr:
Ba46CE15| MOV EDR, 818Edito. 8508547 RSCII "Password accepted. Your trial period has been edtended.”

Fig. 6 Result about our text searchlng

Double click on the highlighted string in order to show the related code,

Oliyibg - 010Editor.exe - [CPU - main thread, module 010Edito]

@File wew  Debug  Plugins  Options  Window  Help

Blx] ][] %+ 817 4] ~] L]E/mM]T]wHEc]7]KBR]-

AE4cC452 ) . FF35 A2FEAEI PUSH DWORD PTR DS: [SAZFAS]

BE45C45F ] . ES RACESFFFF | CHLL B18Edito.BBdcASle

aEd4ec4ed|] . 8804 B3 AOO .

BR4EC4E7 () . 8945 94 MOU OWORD PTR S5: [EBP-GC1,ERX

BE4eC4el|] .« &R 81 FUSH 1 Arg2 = BEREEEEL

EA4EC4EC | o FF3S AR2TERAN PUSH OWORD PTR OS: EEH2?HB] Aral = BAREGAEE

AE4cC47z|| . E8 25ESFFFF | CALL B1BEdito.@845H7OC BlBEdlto BHEdEATIC

aE4eC477 || . 8804 02 ADD EZF, 2

BR4EC47Al - 8945 98 ML DMDRD FTR S5: [EBP-7@1,ERX

ge4cC470] . 8170 98 DE@El CHP DWORD PTR S5: [EBP-7@1, 60E Right walue, wrong serial give 177
aE4aC4ad || . =} NZ SHORT B16Edito.o046C4EE

AR4cC42E|l . G66:CFP45 BA 51 MOV WORD PTR S5: CEEP-5@1,568

Ba4sc4sc | . BA FOS4ECHE | MOY EDx, B1E8Edito. BESC2470 RSCIT "Password accepted. Thank vouw for purchasing 818 Editort™
aE4sC421|) . 8045 DC LER EHX.DMDRD PTR 55: [EEP-241

AR4cC494 || . EB CF3S13@A | CALL B1WEdito.@8859FACE

GE4eC4aa|] o FF4E BC INC DWORD FTR S5:[EEF—d41

Fig. 7 Registration message.
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As you can see, there is a conditional jump at address 0046C484, just above you find a CMP
instruction, this jump is keep when EAX is different from ODB (a wrong serial keep EAX equal
to 0x177, to check it just make the registration stage with a fake serial). Our goal now is find
where this value is computed (and then find the serial checking algorithm) to do this you've
some option:

¢ trace into the code (using F7 and F8 and look for code)
¢ find a constant value searching for 0x177 (wrong serial) or search for OxDB (right serial)

first option can be quite tedious but give better understand of the code (especially if you want
to write a keygenerator or when serial fishing isn’t possible), but for now we keep the last
option, more faster and useful in some cases.

e Searching interesting point by constant value search

About this target you have to perform a constant value searching through the code, OllyDbg
is able to do this search for you, just press right-click and choose Search For -> All
constants:

File Wigw Debug F‘Iugins Optiu:uns Window Help

ae4ec424|] .~ ¥5 35 JHE SHORT B1BEdito.BE4EC4EBE
HE4EC4EE &5: Cr45 BH 51 HDU UJDRD F'TR SS [EBF‘ 58] EB
BE4EC42C11 . BRA FOE45~"" ASCII "Password accepted. Th.
eI TN I Backup b
HAE4ECE 9L
BE4EC499 Copy 3
ARAS T AS™
Binaty 4
AEAECHAG &ssemble Space
§EZEEZE§ Label
= = Camment ;
'_\_V 5270 A Breakpoint b
0 Hit trace 4
Run trace 3 ASCII "The password given wa
e PSSl =Ty igiri nici'e i |'rfGi"E=;.'= *
BE4eC407
GEdaC4hn G0 to F Eﬁr ai
BE4&C40E . H1HEdito. 88434214
BE4EC4ER Fallow in Durmp 3
HE4EC4EL .
BE4ECAES Wiew call tree Chrl+K
HE4EC4EF
SS&EE&E? Search For 4 Mame (label) in current module  Cerl+M
gszggz,’;g o Find references to ¥ Mame in all modules
foacrenc|| 2. 5875 View '
o7 Cormmand Ckr+F
HE4ELERT ] . Copy o executable 3
884605601 ] .~ ) Sequence of commands Chrl4+5
BE4SCEEF(] . Analysis b
BE4ECE15 Constant s
odecsin mark | Boery st |
BBEES4?D_BIBEstn E"a: Eookrmar! Einary skring Chrl4+-B
Dump debugged process Madified command
Fddiete H,E.H dunp Appearance ¥ Allinkermodular calls |
HESHZEEE| B B _2C EC Jp T O HH 2!;1 I:H SO HHTH 15 o | [
Bechanial o5 Ga G5 Tt 4L gg SA 0o D0 20 5L ai_&a_aﬂ_ S50 Allcommands
BESAZE2E[ A 65 59 G [ 6 _llla_ll_E_LEE_E’l _LILIB_ELEJE‘. Al sequences
HESHZE2A| B8 B _FA &EME 4/ 0 2 B9 EE 4 EC BR

BESAZE4E| 59 B8 BE @R AC 99 59 EE HE BA _B84 EI_ELEE_EB [5]5] all constants
BESAZESE BB SR 59 B0 06 BA FQ 95 59 68 98 61 24 9E S9 68 .

GECAZESE| B8 B2 20 AF|CO G0 08 @208 0O S0 06[ 60 82 F2 AC all switches
HESAZETA| B9 B0 AR Bs| 24 Bl 59 66 B8 @l DC B2 59 AR BA Al .
AECAZEEA| BL B4 GO 0G| 66 BBMM an 10 5& E!EE co @n All referenced kext strings

SSEE%SES BE 1E BE& EDISD BE @8 EE ED 0O @E o JEBE_E.E.

|59 o8 _ES_E_E_E.EI_E‘.& _ES_F_S__E_S_ EE .

BECAZEER EE 12 48 aa E_fd 22 53 Eﬂ [5[E] 2& zg C2 A6 ser-defined |label
MM JEE‘:L?_EE_EE_ 24 47 )

SSEEESES oo ala o - B 1E Iser-defined comment

AREAAAFAT R4 Fd '-T.? PIPI AR 1F 14 18 '-'\.'4 PIPI AR IR 47 BEY ARl s s T
Fig. 8 Search for all constants.
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Now just write your constant to search, 0x177 (bad registration value):

Fig. 9 Perform a search for 0x177 constant value.

Then press OK, OllyDbg perform this search and show all the entry founded:

i} | File Wiew Debug UPlugins  Options  Window  Help

(B x| wn] wi¥ L | 3 L|E[M[T|W/H|Cc|/|K|B|R|..|S]

Address |Disassembly

BE4e9FES| CHP DWORD_PTR 55: [EEF-9CI, 177

BE4EAFCT | MOW ERX, 177 Changes to BOB to force cegistration
BE4&AFFF | MOW ERX, 177

Case 2A of switch BO45ATOE
GE4EASEE | MOW ERX, 177

Default case of switch BE4EAVDE
BE4EC4SC| MOU EDX, A1BAEdito. AASCE470 [Initial CPU selection]
BE45CA11 | CMP DWORD PTR DS:[ECK+21C1, 177

Fig. 10 Constant search.

Comment

Now you've to put a breakpoint in every entry in order to find the code executed when the

serial checking will be made, to do this right-click and choose Set breakpoint on every
command option:

File Wiew - Debug  Plugins  Opkions  Window  Help

[ x| wln] wi4f] 5505 =1 = Ln]E[M]
| =1 —1 "1 — —=

S e S SRS B —
Address |Dizassembly !Enmmenf
BE4LIFER| LML oy in Dicaccamblay Erkar
eadenrey Mol Folow in Disassemblet Entet
BE4&A7FF | MO

| .

SSQEEESE H% Toggle breakpoint Fz
BE4ECALLICML oo ditional breakpoint Shift+Fz

Conditional log breakpoint Shift-+F4

Set breakpaint on e ammand
Set log breakpaint on every command

Zopy to clipboard r
Appearance 4

Fig. 11 Place a breakpoint in every ent'ry.
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Run the target (press F9) and enter a fake registration like this one:

Register g|

%:s The Professional Hex Editor

Status: Evaluation Period Expired

Mame: | T hunderFiwr

Passward:  [1111-1111-11111111 |

Thank. wou for uzsing 010 Editar, the hex editor used by
profezsionals worldwide. 'our free 30-day trial period
has now ended. To continue uging this program, pau
will heed to purchasze a registration code. For more
information, please click the "Buy Mow'' button or wigit
"http: A v, sweetzcape. comdregister”.

ok || Est || Hee |

Fig. 12 Enter your name and a fake serial.

Press OK, now OllyDbg break on 0046A7C7, the wrong registration value 0x177 is moved
into the EAX register:

GE3EHTES g3ZEE 21 N 1
HE4GHTES G E Bi8Edito.B845AFCE
AE4EEFEY I . 20 FIREEARE | 5L 9
QRdcO7RCIY L 74 69 JE T B18FEdito.BR4E07C7
BE4EHFEE ~ EB JHMF RT BilBEdito. @846A70E

ASnFCE E » B2 DBeERAGE MO 4, B0E Case 20 of switch BE4ER7AD
BE4ERFCE|] . EBD FOF El
AR4EHTCE(] . C3 RETH

P e BS FrEiBE@Ee | MOV ERM.ITF Change o B0B to force registration; Case EV of switch GB40ATRD
BR4eA7CC(| .« 5D PUF' EEF
maaegrenll L ez |RETN
EE4EATCE(] > BE 10008888 NUU ERx, 18 Case 4E of switch BE4E6R7A0
BE4eR702] . EBD FOF EEFP
BR4cATO4(] . C3 RETH
Fig. 13 Break

But this piece of code is also very interesting, look just some line above and you’re able to
see the OxDB value related to the right registration, then our conclusion is simple, to force
all serial entered to be valid just change 0x117 with O0xDB:

Oliydbg - O10Editor.exe - [CPU - main thread, module 010Edito]
. File View —Bebay  Plugins Optic-ns Window - Help

= I
EERITRCT % ulE|mx|w|n]cls]x]8]Rl-]s| ilF ]
DOISETETI[. 2D aapeEenG | SUE EAN. 53
| R JE_SHORT A1BEdito.BR46A7CT
hodensee|l v £8 8 JHPTSHORT @1@8Edito. AB46ATOS
ondcnrca|| 3 Bs OBememea |MOU ERX,B0E Caze 20 of switch BR4GATAD
A - N
B2 DBOAGEED [ HOL ERK, 6DE Change to BOB to force registrationi Case EF of switch 8848AFA0
Bodchocol| 1 &2 RETH
anacAvie|| 3 B8 1eeessas |fou Eax, 1 Change 0x177 to 0xDB Caze 4E of switch BR4GATAD
aedenzns|| - o POP EEF
mndcA7D4|] - C3 RETH

Fig. 13 Registration check patching
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Now press F9 to run the target and see what happen:

010 Editor

Fig. 14 Succesfully registered!

Well we have keep the right registration message, now you’ve to check if target is really
registered. This test is important in order to sure about full registration and you've, usually,

to check again:

the registration dialog box / the About dialog box / the main window caption
restart the program and set your PC clock into the expiration period and look again for
all the above mentioned window and caption in order to check the real full registration

behaviour.

then first look at the register info dialog box:

Register

X

) |

The Professional Hex Editor

Status: Regiztered - 0 Uszer Licenze

M ame: T}-u_u'u:lerF".-'-.'

Passward:  [1111-1111-11111111 |

Y'our reqiztration has been accepted. Thank you for
purchazing 010 Editar,

~Registration done!

ok || cencel || Hel

]

Fig. 15 Succesfully registered!

Also restart target after put the PC clock in order to keep the expiration time and see, our
patch is working and program is really registered!
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Reagistered To:
ThunderPwr
0 User Licenze

%SWEETSCJ\F‘E

Fig. 16 Starting nag after registration.

Now we have to adjust the 0 user License to a Single User License message, this is no needed
to keep full functionality in this target, but from more rigorous point of view this isn’t correct,
at least we should have 1 User License or some positive not zero number.

To keep the right message you've just to perform a search for text string “User License”, after
it you have to go to the 00469C7D address and some lines above change the DEC EAX
instruction on 00469C74 with XOR EAX,EAX in order to force the Single User License
message.

FF25 082 PCRRE FUSH DWORO FPTR OS:[ERZFAS]
BE4E3CEE ES 3EASEARE CALL A1BEdito.B84&A1AS
BE4E3C7E] . 59 FOP ECH
AE4ESCT4 1] MOFP ERx=8 User license skip the DEC ERX instruction
HE4E9CFEl « 75 3B JME SHORT B1FEdito.HE459CEZ
BE4E2CTF E6:C745 8@ 4468| MOU WORD PTR SS5: [EEF-281, 44
BE455C70(] . BA BET4SCAR MOW EDi,B1BEdito.BESCFIEBE ASCII "Single User License™

|5ig'f 17 Forcing the Single User License message on the start nag-screen.

Similar is about the registration dialog box:

o

—i L oFFEE Hee FoR i h‘ﬂrgl = SOEEEE0E
|gg:2ggg§|l 5 Eg 2109FFFF |pnp |uEiEEdltD.6646ﬁ1ﬁ8
|éé=iéE _9|' T HOP | keep single user license message (Register dialog box)
BA4EC229 75 2E JNZ RT G168Edito.BR4E0200
AE4cCasE|] o &6:CYE5 YEFFFFF] MOU [EBP-58281,2C
Gedetes4|] . BR SBETECEHE MOY EDM, @10Edito.BESCEFIE ASCII "Registered - Single User License™
Fig. 18 Forcing the Single User License message on the start nag-screen.

In some case this type of patching can be detected by the target and some protection action
can be taken, in that case simply check about your result and use a INC EAX or DEC EAX or
some combination of this instruction in suitable way. We have to keep EAX=0, execution
give just EAX=0 then you’'ve to skip the DEC EAX instruction. This can be made in several
way without using NOP instruction, one is change the JNZ to JZ or simply change the DEC
EAX with DEC EDX, this is of the same size and don't affect the program flow because EDX
is not involved in this piece of code.
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Now the starting nag screen look as:

Registered To:
ThunderPwr
Single User Licenze

JO3!P3 OLO

% SWEETSCAPE
Copyright 2003-2005 E

Fig. 19 Starting nag after patching

Well we have changed the text caption, but this is just a joke because really the total user
license was keep to 0 into the program, this is really a program bug because other than the
serial checking should be also check the total license number when this option is available
(multiple license). Then our purpose now is discover where the total number of license is
checked and then force it to the Single User License.

A first step can be made by looking the line above the Single User License message (refer to
the Fig. 17 and 18), there is a CALL 0046A1A8 and also a PUSH DWORD PTR DS:[5A27A8]
instruction, value inside this address is related to the total license number (you can proof it by
checking the CALL 0046A1A8 code, there is just some instruction). To trace into the code
restart the program (CTRL+F2) and place a breakpoint memory on write on 005A27A8.

Hddress | Hed dump H5CI I
BEEAZTES ] - N -+
BEEAZFOE £4| 16 Editor.0l@ Ed

HESHZFES 4 &i| itor Binary Oata
HESAZFFS ¥2| HMYZO0OMCURSO0R. —=
BESH22ES 59| afe.—safe.B10EdL
BESH2218 &B| tor.cf9.Bookmark
HEEA2S28
AECHZS2E0 Mernary, on access
BECAZS40 -
Segnaace search for
EEEEEEEE Find references Chrl+R Remnove mernory breakpoink
SSEE%EEE Wiew executable file
BESAZSAR . H-Elrlj'.-"\.'-En’EJ an access 4
AEERZERS Copy bo executabls file Hard ' R
SSEE%EEE oo , ardware, on wrike
HECHEEES Hardware, on execution
AAD MDD B, v A BRI TA rar ke mmaamd |

Fig. 20

- [CPU - main thread, module 010Edito]
@File Wiew ' Debug - Plugins - Opkions  Window - Help

Blux| wn| vy 1) ] +f LIE/M|T|WH|c|/[K[B|R].

» #8915 ASZFEREER MOV OWORD PTR DS: [ERAZFAR2], EO

Ga4556E0(| . FF35 H227SA@@ | PUSH DWORD PTR DS:[SAZ7AS] [Gral - BAgEaAGE
sodesEFs|| L ESTEelSon0 CALL B1BE (%o, BE4EES0E @16Ed | t0. BB4EES0E
sad52eFa|| . g2 POF ECK

aade2eFa|| . €A et PUSH 1 Ara? = GEBEGEGE1
664526FE|| | FF35 Age7Eme@ | PUSH DWORD PTR DS:[SAZ7AZ] [nrgi = BEBEEGEE
sade2ca1|] . ES 9epBEpG CALL_B1BEd %o, BE4ERTSC @16Ed i to. BB4EATIC

Fig. 21 Breakpoint on memory writing on 005A27A8.
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NOTE
Another option can be perform a search for all constant 005A27A8 and place a breakpoint
on each instruction, then run the target and wait for the first break.

Well, value which is written in our address is in my case (in your machine can be different
value, but this is not important, just write down this value for future use) 00C769F8:

=BRAREEEE

| ot BEZ

Fig. 22 Value written in 005A27A8.

FAddiess | Hexw dunp
COCTPEOFS] 08 88 00 00 08 00 00 B0 00 08 00 00 08 00 00 89
HECYEHES | 08 B8 BE B8 B8 D0 B8 B8 b8 ?E

aEcFE01s 2R ER BF RE/FC SF CF AR E4

Fig. 23 Some address around 00C769F8

Now we have to find when and where this address will be written by the total licensed user
number available, again we have to use memory breakpoint, but now you have to place a
memory breakpoint when writing to the 00C769F8+1C=00C76A14 address, because this
address is related to the CALL 0046A1A8 code reported into the figure 24 and the returned
value will be read from [EAX+1C], where EAX keep the address pushed into the stack just
before this call (see also fig 17).

OllyDbg - 01 0Editor.exe - [CPU - main thread, module 0
IE‘ File  Miew Debug Flugins Sind o

=REY JJ “ivd ¥ 1 | o L|E[M|T]

BE4eR1AR 5 FUSH EEF
BE4ER1AS SBEE Mol EBF, ESP

BE4eA1AE]] «  SB4E B3 ML EHX.DMDRD FTR Z5: [EEF+2]
GE4cHIRE|] o« 2B4@ 1C MO ER, OWORD PTR DS: CEAR+1C]
Ba4sA1Be1l] . EO FOF EBF

BEdcAlE2 (L. C2 RETH

Fig. 24 Code at 0046A1A8.

Now you’ve some option, this code is called also from other part then is no good idea alter it to
force in writing the 00C76A14 address then you’'ve to apply the change before this calling.

Il mms !l A=l 1= .I:-u-\..;-\.m I'M?ACCIF"CI: I'M'AACCII"'DG IﬁﬁACCln".\l'i I'M'AACI"'DG'D ﬁlﬁACl"'Cﬁl"'E ARAS a0 o
I LTS Sauls Lol =i =

Fig. 25 Other place where this function is call.

There is only some entry, check about it give for some of this the well know structure as you
can see in fig. 17 and 18, other place is referred to other option which is not involved when
registration is taken from Single User License (in 00469CAD there is a jump which skip all the
other call and again in 0046C8C4 there is another jump related to the registration dialog box
which skip all the remaining call in 0046C8CF and 0046C933).

NOTE

For this target really is not necessary patch the 00C76A14 address, but is enough the
simple patching shown into the figure 17 and figure 18, but to sure about your future crack
for other target you've to keep in mind also this consideration, in some cases is enough
patching the call result, but in other you've to find the source address and patch the value
inside it because this address can be used in other place to check registration or other
feature.

10
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3. Conclusion

Simple search can be useful to perform more complex task like registration code searching and
then know how the program make the registration step, in this target a more simple
registration checking was made but concept can be generally extended to perform other
searching e.g. expiration time searching (for 30 days trial expiration you can search for
constant value equal to Ox1E and so on). Also we have talking about some commonly program
bugs about registration checking.

Remember also the main things:

If you like this software you have to BUY IT or simply uninstall it after expiration.
This tutorial are used for educational purposes only.

4. Greetings

Thanks to the whole ARTeam:

[Nilrem] [JDog45] [Shub - Nigurrath] [MaDMAnN_H3rCulL3s] [Ferrari]
[Kruger] [Teerayoot] [R@dier] [ThunderPwr] [Eggi] [EJ12N]
[Gabri3l][Stickman 373] [Bone Enterprise]

Thanks to all the people who take time to write tutorials.

Thanks to all the people who continue to develop better tools.

Thanks to Exetools, Woodmann, SND, TSRH, MP2K and all the others for being a great place of learning.
Thanks also to The Codebreakers Journal, and the Anticrack forum.

If you have any suggestions, comments or corrections contact me in usual places.

Byez
ThunderPwr
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