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P 1. Forewords
Have you ever asked yourself these questionse
Table of Contents veyouey yer avest
1. TakeMS * How safe is the password function of my USB flash drive (UFD)2
e  Whatif lloose or forget my password, then what?2

2. PEAKIN e Ifmy UFD is lost or stolen, can someone else access my data?
3. PEAKII If so, continue reading this document and you will hopefully get some answers!
4. AlcorMicro This paper will focus on four different USB flash drives and the different software

that is distributed with the UFD in question. It also includes a brief analysis of how
safe they are. Or should | say “how unsafe they are?2!”. As the software that |
have tested does not use encryption a simple patch may sometimes do the
frick and provide us with the real password.

Sometimes those handy devices, which we rely on so much to keep our work
portable and safe, are NOT always as safe as you would wish them to be. Using
a ring3 debugger (OllyDbg) the communication between the protection
software and the flash drive is easily intercepted. If the data, sent between the
UFD and the computer, is just plain text, security could be totally compromised
when monitoring the data via the debugger. This is both positive AND negative;
the upside is that if you really have lost/forgotten your password, it MIGHT be
retrievable (if you have to knowledge). On the downside, if someone wants to
snoop around on your ‘“protected” section of your UFD you could be,
depending on choice of software, VERY poorly protected. As a special bonus |
have decided to bundle this paper with my password recovery tool, the “UFD
Password Revealer v1.2".

Enjoy your read,
potassium / ARTeam
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Disclaimers

All code included with this tutorial is free to use and modify; we only ask that you mention where you found it. This
tutorial is also free to distribute in its current unaltered form, with all the included supplements.

All the commercial programs used within this document have been used only for the purpose of demonstrating
the theories and methods described. No distribution of patched applications has been done under any media or
host. The applications used were most of the times already been patched, and cracked versions were available
since a lot of time. ARTeam or the authors of the paper cannot be considered responsible damages the
companies holding rights on those programs. The scope of this tutorial as well as any other ARTeam tutorial is of
sharing knowledge and teaching how to patch applications, how to bypass protections and generally speaking
how to improve the RCE art. We are not releasing any cracked application.

Verification

ARTeam.esfv can be opened in the ARTeamESFVChecker to verify all files have been released by ARTeam and
are unaltered. The ARTeamESFVChecker can be obtained in the release section of the ARTeam site:
http://arteam.accessroot.com/releases/
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’—m A SECURITY ASPECT OF USB FLASH DRIVES
™

TakeMS - Protection? Where?

1.1. Hardware

First victim is a USB flash drive (UFD) from TakeMS (1 Gb, fig 1.1), which supports a public and a “secure” partition
that was setup with the software that came with the device.

Fig 1.1 TakeMS 1 Gb stick

1.2. Methodology

The first UFD to be examined was the TakeMS stfick. So load up the protection software included with the stick
(CarryltEasy from cososys.com) and assign a password (ARTeam) and a password reminder (Who owns?g) fo the
protected partition. Unplug and re-plug the UFD and re-run CarryltEasy. This time you will be asked to enter a
password. See ﬁgurre 1.2.

You need ko enter your password bo stark Carry it Easy!

0 | Lagin
I:******l ] Paszword
| Cancel

-

Passwiord hink:Who Rules?

To change your password go ko the Securiby Settings

~

Figure 1.2 Password dialog of CarryltEasy. Yeah, Who Rules2 BGatesg Nah.

Since this application launches a copy of itself in a temporary folder and re-launches with CreateProcess, we
need fo attach OllyDbg to the newly created process. So launch our good friend Olly!

Select process to attach

Process | Hame Window Fath Y
GEEElEEs | Carrw ItE] Carry it Easy — Login 00CUME™ 1wrce~LOCALS™ 1~ Temp Carry ItEasy~Carru [ tEasy . et =
FRER]T VS| PLEKHon | PLEKMon :~Program Files~A-0OATA~USE Flash Disk Utility~PLBkMon.exe

BEBEECZE | ashMa 15w wProgram Files Hlwil SoftwaresBwastd~ashMaibv.eqe

HEGEEE4E | ashSery | aswSery helper window twProgram Files~Alwil Software~BAuastd ashSeru. exe

FARERATZE | ashllebSuw s~Program Files~Alwil Software~Auvastd~ashblebSu.ene

HEEEECZE | aswlpdSy wProgram Files Hlwil SoftwaresAvastdaswlpdSv. exe

BEGEEES4 | ISUSFH twProgram FilessCommon FilessInstallShieldwUpdateSeruice~ISUSPH. ene
FARERERS | KHALMHPR | KHALHPF_Mainll indow :~Program Files~Common Files~Logitech~kKhalShared~kHALMHFR.EXE
HEAEETCE | LUPrcSry wprogean filesscommon filesslogitech™ lumefm-LUProSrv. ene W

Cancel

[ or Doy Loy low Doy L Haw oy |

Figure 1.3 Attaching to CarryltEasy.exe
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There it is. Press the “Attach” button and then press “F?" to continue running the application. Now, set a break-
on-access bp on the code section of CarryltEasy and press the login dialog, you will now, hopefully, end up
somewhere in the running code. Search for “All infermodular calls” and find the calls fo DeviceloControl (for more
info, consult MSDN) and set breakpoints on all of them.

BllyDbg - CarryltEasy.exe - [Found intermodular calls]

File View Debug

Plugins Opkions  Window Help

Bldx] »fu

Ll e[m| 7| w8] c| 7|K[B[R]--] 5]

JJ

Address

Disassembly

Oestinat ion

BE4SEE4F
BE4000&69
BE4E 1 69F

BE40ER]LZ2
BE4ELITIY
BE4EIIEE

BE4E 1 DEE
BE4E 100D
BE45AZED
BEA4656ER
BE4EEEA0
BE4ZED4E
80434338
BE4EEE1E
BE4BSE4E
BE4ES64H

Fara A R

[OWORD
[CWORD
[CWORD
[CWORD
[CWORD
[CWORD
[CWORD

[CWORD
[CWORD
[CWORD
[CWORD
[OWORD
[CWORD
[CWORD
[CWORD

F L

0S:<&USERZ2. Destroyl indow? ]
05: <&USER22. Destroyllindow?]
05: <&USER32. Destroyl indow:]
05: <&KERMEL32.0ewv ice IoContr
05: <&KERMEL32.Device IoContr
05: <&USER32.DispatchMessage
05: <&USERS2.DispatchMessage

COWORD DS:<&USERZZ.DispatchMessagel LS
< JMP. &N INSPOOL ., DocumentPropert Lesh
4dMP . &WINSPOOL . DocurentPropect Lesl

05: <&USER32. DrawFocusRect ]
05: <&USER32. DrawFocusRect 1
05: <&USER32. DrawTer tExN:]
05:<&USERS2.OrawTert:]
0S:<&USERZ2. OrawTeHtl:]

05: <&USERZ2. DrawTexthl:]

D5: <&USER3Z.OrawTentll:]

D5 <&USERZZ. DrawIEHtw>]

(Rt N i a e ta i

USERZZ. Destroyll indow

USERZ2. Destroyllindow

USERSZ2. Destroyllindow

kecne 22, DeviceloControl
kernel32.Device loControl
USERZ2. DispatchMessagel
USERSZ2. DispatchMessagel
ERZ2. DispatchMessagsl
WIMSFOOL. Document Propert ieshl
WINSPOOL . DocumentPropert iesh
USERZ2. DrawFocusRect

LUSERS2. DrawFocusRect

USERZ2. DrawTestEx

USERSZ. DrawTentll

USERZZ. DrawTestil

USERZ2. DrawTextll

USERZZ. DrawTentll

USERZ2. DrawTEHtw

[ T W TR

£

II Break-on-access when executing [004DECC3]

| | Paused

Figure 1.4 Setting breakpoints on DeviceloControl

With this done, return to the login dialog and enter any password e.g BGates :) and press the “login”-button.

OllyDbg will break here:

BllyDbg - CarryltEasy.exe - [CPU - thread 00000650, module CarryltE]

Eile Wiew Debug Plugins Options  Window Help

EEA24420
BR454432
BE424422
BE45443E
BE42442E

4E
At

Bl x| »inj wif

Z5A44F B8
FFaaaaag

£ G4

az

~ £ jtalafalalala]
BFBS48 s2
BFB?46 o

CIEI i@

BR454453| BBCS

¥

CHLL [OWORD DS
TEST EHX,ERX
JE CarryItE BE4345

MOU ERX, COWORD DS: ESI+4]
HDU CLL[BVTE DS:ERK+2]

dE CarryItE BE434595

MOUZX ECw, [BYTE DE:ERR+32]
MOLEX ERH, CWORD DS: ERX+SC]
10U ED, [OWORD DS:EST

SHL ECH, 10

OR_ECH, EAX

| »f vjEmM[T|w/H[c|/|K|B[R]|..|5]

s <&KERNELZZ. DeviceIoContr:

kernel32.DevicelaControl

R

C @ ES 8823 22Zbit G

F

A& S5 8623 22bit G
£ @8 DS BRz3 S=bit Bl

eaisters [(MMXY

1

BAGDEEL
GAGEE122
81 64FFa4
BEDSF4E1
81 B4FEDS
BEGHEZED
BADEF445
BEGREZE0

BE423442A Carrey THE. BE424420

CE BEIE 22bit @0

Add: H: dump aEEaal1 23| hlewice = BEAAR1IZE [windowl
R e M AGT54rENd| BamaD@ed|| ToContro (Code = 40GG4
BiGEOHCE| BE A0 ARG GR OO 6O GO 5626 1B4FEDS| BLeEemds|| TnEifier - pimE@RdE
D1CEGRES| DB R GG OB BF BB BE A1 60 104FEDC| BPOEE2SE| | InBuffersize = 268 (592
GIPEEATE| B8 BR BB OB|BR BR BGRB[0 LodhEeg|Rolocondn| [ieuscuchesasiala

G1PERESE| BR BR BR OR| BB GO BB G| 0D utBufferSize = 25@ (592,
B1BERRSS| BB R GG GB| BB BB BE &8 65 184FEES| B104FFe4|| pButecReturned = Bia4FFad
G1CEGOAS| 0 BB GG OB 6P BH OO BB 60 01a4FEEC| @poeeams|Loover lapped = NULL
DIGEQPES| DB B0 BA 0B B0 DO BB BE| DO arsnzas HHEdaas

GIGEGECE| 00 G0 BB 0O OO DO G0 5G| B gml O124FER) plocooen

DIFERPOS| Bl B6 42 47| 61 74 65 r3 B D1gAEERS] BlbakEln

Breakpoint at CamyltE. 004844 24,

|Paused

Figure 1.5 Break at DeviceloControl with fake password

Follow the “InBuffer” in dump and you will see our input password “BGates”

Now

. Press “F9" one time and break again

on DeviceloControl. Now press “F8" and check the place where the text “BGates” was before! Now it displays
your real password! ARTeam (of course)
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BllyDbg - CarryltEasy.exe - [CPU - thread 00000650, module CarryltE]

@ File Wiew Debug Plugins Opbions  Window  Help -8 X
T T o = =l
Bl x]| win| wijvi] ¥4 | o+ vjE[M[T|wn[c|/|K|[B|R|.|S| Z[H]?]
FF15 Z2R44F@R %Elé% éggDEEXDS 2 LRKERMELSZ, Device loContrd kerne 132, OeviceloControl M | Registers (HHH)
— | ERr BREEREEL
Bodsddsz) - obeq Froacend | JE CarcytE. 044557
BB454435| ohac Ba fioU EAX, [OWORD O5: ES1+41 Er CERLE?: kemnelim rioglesd
AB484438| SA4E B2 HOU EL e D eers EEY BRABERST '
AR4S443E| 40T TEST CL,CL Eoh BiB4FFaC
BE424448 | ~BFS4 CORLEPRE | JE Carpy[tE. BD484596 = | I AR
BO4gddde| BFEE4E 22 FOUZ R ECH, [EVTE DE:EAX+E2] EST BADEFAaE
afdS44dn| GFEV4E 30 HOUZH EAH, CUORD 052 EAK+3C] O] BeBREaEE
AB43444E| SE1G MO E0X, TOWORD DS:ESII
ggigiigg gégé 18 gELEggxéé‘g K EIF 88424428 CarcyItE.88424430
: C B ES BB23 32bit BIFFFFFFFF)
EFH=EEB0EEE F B C5 BAIE 32hit BLFFFFFFFF]
B8 S2bBas Sabic GIFFFFRRFF)
05 @622 Z2hit @i FFFFFFFE)
Address |Hex dump ASCII -~ AAOSFE9E| UMICODE "BGates"™ -~
GIOECHSE| B OB B9 00 50 06 B0 00 90 OF | $...P... ] oloiEELe) goneRoed =
OICEDDES| BE DR B8 B0/ BB BR DD 01 B0 DB ; = | Bt o I e o
GIGERGTE( 60 0D GO 9O GO GO DD OF BO OB = bR
AIGEAGEE| G0 G0 A6 OO 00 09 0 G0 OO G8 (o L
A1GEAESE| B0 B0 GG BA| 0D 0O DD A0 GO 08 LS e
B D e to CarruItE.BB4917CC from CarryltE.BB43
GIAEAOES| BB DR @9 GG 03 BE B3 BA 08 00 remaad R
BICEDGCE|BR DD 6O DO 6D BB OO 6O OO 0B | ,..... e Sioanno! ponapaad =l
AIGEGGOZ| 61 66 (41 B2 54 65 &1 G0 GE GE | AeBRTESM. oo A e T
01GEAGES[ 57 68 6F 28 52 75 AL 65 73 SF |Who Rules?...... e I S S e T Pl e e
Pauzed

Figure 1.6 Break at DeviceloControl with the real password

Now we need not to know more. Remove the bp's and let the application run freely. Enter “ARTeam” as
password and.. Voild! You now have complete access to everything that resides inside the so-called “protected”
partition. Now this will of course satisfy the needs for some reverse engineers. But | want to take it a step further.
How about modifying CarryltEasy to show the real password instead of the password hint2!

1.3. Patching protection application to reveal the password

My thought was to modify the application CarryltEasy. When you press the “Password Reminder” button, the
reminder, which is read from UFD during launch, is shown in the dialog window. Problem is that if we are going to
reverse engineer this application we will certainly need more than one try at the reminder button and since it
becomes hidden directly after pressing.. Ummm. It needs some improvements :) The following section of code
hides the reminder button.

004DFD13 FFr7424 04 PUSH [DWORD SS:ESP+4]

004DFD17 FF71 1C PUSH [DWORD DS:ECX+1C]

004DFD1A FF15 28A74F00 CALL [DWORD DS:<&USER32.ShowWindow>]
004DFD20 C2 0400 RETN 4

Exchanging PUSH [DWORD SS:ESP+4] (0 = SW_HIDE) with PUSH 1 (1
further A_A

= SW_SHOWNORMAL) will let us investigate

e

You need ko enter wour password ko stark Carry ik Easy!

0l

Passward hink:'Who Rules?

—

( Lagin
| Cance

] Passwiord

Passwiard reminder

To change wour password go ko the Security Settings

-

.
Figure 1.7 Yeah, who rules? Button is still there :)
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Now restart the CarryltEasy.exe and reattach OllyDbg, the breakpoints set earlier will still be there. Now, follow the
“InBuffer” in dump just as before. When you see the “Who Rules2” text set a hardware breakpoint on write on the
first char of the text. Continue to execute with “F?". Then you will break in kernel32.dll for a while and then refurn
to CarryltEasy.exe, here:

00491C82 51 PUSH ECX

00491C83 56 PUSH ESI

00491C84 57 PUSH EDI

00491C85 50 PUSH EAX

00491C86 E8 DS5S3CFFFF CALL CarryItE.00485960

00491C8B 8B55 FC MOV EDX, [DWORD SS:EBP-4]

00491C8E 8B7D 08 MOV EDI, [DWORD SS:EBP+8]

00491C91 03D2 ADD EDX, EDX

00491C93 8BCA MOV ECX, EDX

00491C95 8BF 0 MOV ESI, EAX

00491C97 8BC1 MOV EAX, ECX

00491C99 ClE9 02 SHR ECX, 2

00491cocC F3:A5 REP MOVS [DWORD ES:EDI], [DWORD DS:EST]
00491C9E 8BC8 MOV ECX, EAX

00491CA0 83E1l 03 AND ECX, 3

00491CA3 F3:A4 REP MOVS [BYTE ES:EDI], [BYTE DS:EST]
00491CAS5 8B7B 04 MOV EDI, [DWORD DS:EBX+4]

00491CAS8 81C7 A0000000 ADD EDI, 0AO

00491CAE 8955 FC MOV [DWORD SS:EBP-4],EDX

00491CB1 75 04 JNZ SHORT CarryItE.00491CB7
00491CB3 33C0 XOR EAX, EAX

00491CB5 EB 29 JMP SHORT CarryItE.00491CEOQ
00491CB7 57 PUSH EDI

00491CB8 FF15 24A44F00 CALL [DWORD DS:<&KERNEL32.lstrlenA>
00491CBE 8BF0 MOV ESI,EAX

Registers:

EDX 010E14F9 ASCII "ho Rules?"
ESP 0104FEF0 UNICODE "ARTeam"
EDI 010E14F8 ASCII "Who Rules?"

As you can plainly see the correct password is currently stored as pointer to a UNICODE string in ESP. Setting a
breakpoint @ 00491C82 reveals something interesting. The call at 00491C86 converts the password in ASCII format
to UNICODE format, which suits us just fine :). At 00491CA8 something of interest caught my eye. EDI is a pointer to
the “InBuffer” (read from UFD), adding O0xAOh to the starting point of the buffer will point to the string “Who
Rules2” and then the code goes on in similar fashion, convert ASCII fo UNICODE etc. Changing the ADD EDI, 0AO
to ADD EDI,092, just like previous procedure above, will then point to the ASCII string “ARTeam” and convert it to a
UNICODE string. Now pressing of the reminder button is so much nicer. :D Make things easy on yourself now, write
the one-byte patch to disk to make things permanent and you're all done!

ra N

You need ko enter wour password ko stark Carry ik Easy!

¥ ( Lagin
|:| ]F‘asswnrd
| Cance

Passwiard hink: &R Teanm

To change wour password go ko the Security Settings
- =
Figure 1.8 The real password is now pwnd!!






