REVERSING THE PROTECTION SCHEME
OF “HELLRAISER SYSTEM UTIL V4~
CRACKME IN ?? MOVES BY GYVER75

FOREWORDS

Crackmes.de is probably the most important site where a novel reverser can test his abilities: little programs
written in different languages (C, Delphi, Assembler, Visual Basic etc...) just expectNs to be solved. Clearly,

every Crackme has a different difficult level; personally | choose a level # 8 crack ree principal reasons:
1) Curiosity: I've never reversed this type of target: Because is it.so@ ill I be able to solve it?
Probably both..
2) Challenge: isn’t it a real challenge to try discovering some we behind a protection scheme?

3) Increasing my knowledge: my Basket’s coach said: ”eve@ playing with stronger men, you can

learn something! “ ©
With this spirit, | solved the “HellRaiser System Util V4”;Qco is simply unpack the target and find the
right serial to unlock the buffer slider of its form. I%cf, cause this CrackMe has not yet a solution, |

decided to write this little paper... so | hope you’ll h
(thanks to Shub for his review)! 6
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1.2 TOOLS USED

e Aring 3 debugger: it’s a real challenge to discover a working alternative to OllyDbg ©, it’s the most
famous and probably powerful ring 3 debugger available on Microsoft Operative Systems; it’s free
and extensible with many plugins. Personally, in my Ollydbg copy, | installed these ones:

o Scherzo’s LCB plugin: Useful to import / export Labels, Commentg and Breakpoints into /

from a file; in this way you will never miss any data under Olly;
OllyVbHelper plugin: Find and label DIIFunctionCall and MS
Stealth64 1.2 beta plugin: don’t misunderstand me, |

ports;

e use plugins to hide the
presence of OllyDbg, in particular way when we play% se targets, but i suggest you to
use this plugin if you have a 0.S 64 bit. In this ca Plugins -> Stealth64 -> Options ->

[Misc] check x64 compatibility mode! &
o  ODbgScript plugin: in reality we will ne se Bhis plugin with this target but it’s really a
MUST!
e A Pe File Analyser: in order to take some sectlons Dlls and functions used by the “Victim”,
this type of tools is mandatory; | prefer CF rer VIl with Resource Tweaker plugin installed;

e Import REconstructor 1.7c: useful to a@ the reconstruction of Import Address Table partially or
totally destroyed;

e  Process Explorer v12 and Proc itor v 2.8: sysinternals tools useful to ‘play’ with our Crackme;

e  Comdlg32.ocx: probably |f% try to reverse this target under Windows 7 / Vista, you will need

this file. Because Microfoft eloped only a 32 bit version of this component, to install this one

under 64 bit O.S, yo
o Cop %Systemroot%\SysWOW64 “( System32 for 32 bit 0.5 );
o Type : “ regsvr32 %Systemroot%\SysWOW64\ComDIg32.ocx “;

e  Brain: it’s really n€eded for this kind of passions ©!
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Thanks to CFF Explorer, we have other information (see Figure 1):

Property Value
CFF PE infos i 4 iser, iser, . )
File Name ChlUsers\Pato\Desktop\Crackmes\hellrAiser.fms4\ hellrAiser.Fmsd.exe The Crackme is
B FIFle: hellrAiser Fmsd exe - 3 File Type Portable Executable 32 compressed
[ 5 Dos Header TS - with UPX 2.90!
5 File Info UPK 2.30 [LZMA] (Delphi stub) -> Markus Oberhumer, Laszlo Molinar ... See also the
a ;':d’" File Size 6112 KB (62584 bytes) Sections
] !
(2] Optional Header PE Size 35.00 KB (35840 bytes) Hleaders!
(2] Data Directories [x] Created Wednesday 31 March 2010, 18.24.41
— g imoat K Modified Monday 22 August 2005, 09.25.54
— Oimport Directory —
- " Accessed Wednesday 31 March 2010, 18.24.41
2) Resource Directory |
— ‘), Address Converter MD5 99BSSEATOZASDANAD422DF3D582B08DC
B gm Walloer SHA-1 31B30EI0C34 CA40ABDSDEE1 1 AZCIEBE0F0R9SCC3
— or
2\, Identifier
— 2 Import Adder
— 4 Quick Disassembler
— % Rebuilder MName Virtual Size Virtual Address | Raw Size Raw Address
— gm Tweaker Byte(8] i Dwaord Dword Dword
— UPX Uil
.y | upxo 00018000 00001000 06000000 00000400
—_—
upxl 00007000 0001C000 00006C00 00000400
These 2 Se‘éﬂ‘:::r:;ig?'ca' OFUPK | e 00002000 00023000 00001C00 00007000

Figure 1. hellrAiser.Fms4.exe is compressed w%fa ous and the ... most simple UPX packer!

Well, if there’s someone here who doesn’t know Ngw ®npack an UPX packed target please raise your hand!
Personally, | used UPX Utility inside the CFF Ex;@a d what | got is an unexpected result (see Figure 2):

o\

Property Value

File Name C:\Users\Pato\Desktoph Crackmes\hellrAiser.fmsd\hellrAiser,Fmsd.exe
File Type Portable Executable 32

File Info RAR SFX

File Size 61.12 KB (62584 bytes)

PE Size 64.50 KB (66048 bytes)

Created Wednesday 31 March 2010, 18.24.41

Modified Monday 22 August 2005, 09.25.54

Accessed Wednesday 31 March 2010, 18.24.41

MD3 AB9836FANDCAL5B263F4422192842BDF

SHA-1 B64CFDTFT67D2BBEC222739227173DAIBABGE4C25

Figure 2. hellrAiser.Fms4.exe is a RAR archive!

Nice, our Crackme is indeed a self-extracting RAR archive packed with UPX! So the next step is really simple:
use WinRar or 7Zip to open the archive.
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MNome Ultima modifica Tipo Dimensione
|| fastcopy.tmp 22/08/2005 08:22 File TMP 19 KB
* hellrdiser.fms.exe 22/08,/2005 08:23 Applicazione 12 KB

Figure 3. Result of 7Zip operation.

Bingo! We found fastcopy.tmp without any problem! Till there it was really a simple thing, but also a quite
easy method to create a loader, without coding a thing.

Indeed we could get to this same conclusion also using the utility Process Monitor by Sysinternals. This tool, as
its name clearly states, monitors the activity of every Process\Thread. What we do is to add a filter which
instructs the application to only monitor our target and inspect its File system activity. We can see that two
interesting entries soon appear:

J;Jghellrﬂiser.Fms-l.exe 836 B\CreateFile C:\temp*fastcopy tmp

L[Jghellrﬂiser.Fms-l.exe 836 E\SetEasicIrrfonnaﬁonFile C:\temp*fastcopy tmp

Mehellrbiser. Fmsd exe 836 EhClossFile — (C:\temp“fastcopy tmp

L[Jghellrﬂiser.Fms-l.exe 836 gd]ueryOpen C:\Users'Patoh\Desktop\Crackmes hellrfiser fms4 hellrAiser fms exe
Mehellrbiser. Fmsd exe 836 BhCreateFile C:ilsers'\Pato'\Desktop'\Crackmes helrAiser fmsd hellrfiser fms exe
L[Jghellrﬂiser.Fms-l.exe 836 gd]ueryOpen C:MtemphhelrAiser fms exe

Mehellrfiser Fmsd exe 836 {E}CreateFile — C\temphellrAiser fms exe

fastcopy.tmp and hellrAiser.fms.exe
are extracted in the folder C:'\temp!

\

Figure 4. Snapshot of Process Monitor@ scans the activity of hellrAiser.Fms4.exe.

We therefore know that our target extractgsi @es into c:\temp! On the other hand the bad news is that
now we have a couple of files to investj inStead just one: double work, means twice the compensation?

We will see .. 0

N\

1.4 FIRST STEP: PLAYING WITH THE TARGET

If you have already read my previous tutorials (available on ARTeam web site), you should know how
important is this stage; after loading the Crackme, push any buttons of the interface, enter as many serials as
possible and try to understand how the target reacts! In other words you must manually fuzz the program in
order to find few good attack points. Figure 5 clearly reports what | did to play with the proggie:
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& Safe and Fast Copy by konstant D . iy [

[~ Let operating system process other events while copying . s0 copying wall be lower

Source file:;
| Browse
Drestination file: I
| Erovese I
Buffer. 2Mb T Kb ™+ Mb

—~ Delete ‘ | Copy I

7

arisfer rate: 0.0 / EBpz

1° MOVE ] 1° - Reverzer point of
View:
. A Bregkpoint in to the AFI
tlrf;‘;ﬁawﬂ Ifq sudg "MessagebBox” is o good start
vill aggear!

2° MOVE

Ifwe push ‘0K’ Button a
L  DialogBox ask o enter a

comect senaill
- . konstant Crackme
2° - Reverser point of
View: First Tell me my secret
Anather good Affack’
point is intfercepting the
function that takes the
serial enfered! .,
[GetDightemTextA 77)
¢
32 MOVE SF(‘!J 3° Reverser peoint of View:
’ Another Message... of this point
) You can't do it man. It's only a professional's stuff we can search g possible
Cleary, after a wiong serial, PATTERN:
g Wﬂﬂwwﬂ Message - Dialog - Custom
aggear oK Function (?) - Good/Bad Boy
Message!

Figure 5: Searching some good point of Attack...

Note that all the assumptions you can do must be verified, anyway the most important thing is to understand
the structure of the target in order to discover some weakness!

Another idea is to launch the Crackme and look how it works, for example using Process Explorer v1.2. Doing
this we can understand if it’s a multithreaded program or simply a loader (a program that creates a new child
process which is executed in turn when the father dies) ©. | was indeed quite surprised to realize that for this
crackme this was case, a loader. Indeed, if we start the target and monitor it with Process Explorer (File -> Run
-> ‘Name of Program’) the following events occur:
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1. In the Processes’ view, as a son of the process Procexp.exe, you can find the process
‘hellrAiser.Fms4.exe ‘ (Child process);

2. If you continue looking at the processes list, after a little delay, a second Process appears in the root
level of Process’s Tree (no Parent Process), which is called ‘fastcopy.tmp’;

3. The ‘ hellrAiser.Fms4.exe ‘ process is therefore terminated;

The final result is better explained in the Figure 6:

=1 i procexp exe 3448 1.720K 5.912K
= procexp6d exe 1848 886 20.660 K 39644 K
= |22 Snangt32 exe 2008 3.80 21.820K 36.132K
n 1| TecHelp exe 3444 1.036 K 4108 K
» 7| SnagPriv.exe 4040 1156 K 4360 K
i /) SnagitEdtor exe 2464 28808K 50.504 K
@ LManager EXE 2532 10,028 K 10.560 K
= ] MOM exe 2B64 IBTIEK 8.064 K
i CCC exe 1056 60.016 K 13.096 K
= T UiExec exe 2880 1.300 K 4824 K
= g UIMain exe 2320 17.824 K 29.112K
CMUpdater.exe 3244 4376 K 9.M4EK

A Misterious Proces: ars affer launching

the Crackmes =r FroceXF!
In reality, we must to Reverse this Target!

Figure 6. The ‘hellrAiser.Fms4.exe’ is simply a loader, real target is ‘fastcopy.tmp’.

At this stage it should be quite evident that, ins@ iser.Fms4.exe we will need to hook the calls to
functions like CreateProcess and ResumeThr; d only inside fastcopy.tmp we will search APIs like
MessageBox and GetDIgltemText. Indeed, erser should ask himself: “Where are stored the raw data
that will belong to the new Process? ey®in a particular section inside the PE structure of the father
process or simply generated by thisl@ e, for example allocating a memory block and filling it with some

Hex values?”

The typical lifecycle of Ioade@c;'these (which are also called droppers) is to execute a piece of code that
creates and allocates er, then fill it with some blob data (which are blob by the loader’s point of
view), eventually decr g them, and finally, just before terminating, turn the execution handle to that
buffer.

In order to gather details to answer these questions, we will do a deeper analysis, beginning from the PE
structure.
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