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DISCLAIMER

All code included with this tutorial is free to use and modify; we only ask that you mention where you found it.
This tutorial is also free to distribute in its current unaltered form, with all the included supplements.

All the commercial programs used within this tutorial have been used only for the purpose of
demonstrating the theories and methods described. No distribution of patched applications has been done
under any media or host. The applications used were most of the times already been patched by other
fellows, and cracked versions were available since a lot of time. ARTeam or the authors of the papers
shouldn’t be considered responsible for damages to the companies holding rights on those programs. The
scope of this document as well as any other ARTeam tutorial is of sharing knowledge and teaching how to
patch applications, how to bypass protections and generally speaking how to improve the RCE art. We are
not releasing any cracked application.

VERIFICATION

ARTeam.esfv can be opened in the ARTeamESFVChecker to verify all files have been released by ARTeam and
are unaltered. The ARTeamESFVChecker can be obtained in the release section of the ARTeam site:

http://releases.accessroot.com
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1 KEYGENNING MD5 - 2KAD

1.1 FOREWORDS

I have been on the computer scene for a long time... Since 1984 to be exact, and have been reversing or
cracking (so it was called back then) since that time. | have seen many protections come and go, and | have
unpacked pretty much every protection known to man. However, keygenning is new to me.... Or serious
keygenning is. In this tutorial | will show you how | reversed what | will describe as my first serious keygen. The
tutorial is not a complete walk through, because it would take months to write. It’s written so that reversers
with some knowledge should be able to see how I figured out this protection. If you are a complete newbie it’s
not a tutorial for you yet.

1.1.1 TOOLS USED:

A PC, Olly debugger v1.10, a working brain.

1.2 BEFORE WE START...

In the following tutorial you will see my comments in the disassembly, that the target uses MD5 hashing. But
how do | know ? Well, of course one will have to trace the target and eventually you will stumble upon certain
code snippets that for sure will give you the answer.

Here is the first clue:

BECFAS4A| F*

MOU ERX,DWORD FTR S5:[ESFP+41
WOR ECH,ECH
MOU DWORD PTR DS: [EAX], 67452281

SB4424 a4
23209
Crog 8123456

BACFAS4C B4 S2AEI MOV DWORD PTR DS:[ERX+4]1,EFCORES?
BECFASES MOU DWORD PTR D5: [EAX+2]1, 9SEROCFE
BECFASER MOU DWORD PTR DS5: [ERX+C], 168325475
BACFASE1 MOU DWORD PTR D5: [ERX+1@81,ECH
BACFRSE4 MOW DWORD PTR D5: [ERX+141,ECH
BECFASE? OWORD FTR DS:[ERX+521,ECH
EEEFHEEH

This taken from RFC 1351 (http://tools.ietf.org/html/rfc1321):
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/* MD5
*/

void MDSInit

initialization.

MDS_CTX *context;

{

context—>»count[0]

=/

context—-»state[0]
context->state[1]
context->state[2]
context->state[3]

Here is the final proof:

HEACFASFA
HECFHS R4
HECFHSFS
HECFHSF3
HECFASFE
HECFASFE
HECFHSFF
HECFRSS2
HECFASSS
HECFASE4
HECFASSY
HECFASES
HECFASSF
HECFAS92
HECFHS94
HECFARSST
HECFAS9E
BECFAS2C
HECFASSF
HECFASH1
HECFASHZ
HECFASAS
HECFHSHRT
HECFASAD
HECFASAE
BECFASAD
HECFAHSAF
HECFASE L
HECFASES
HECFASER
HECFHSEBE
HECFASCA
HECFASCZ
HECFASCY
HECFHSCEG
HECFASCS
HECFASDA
HECFASO2
HECFASO0S
HECFASOV
HECFASO2
HECFASOE
BECFASOO
HECFHSERA
HECFASEZ
HECFASE4
EEEFHEEE

(context)

Begins an MDS operation, writing a new context.

context->count[1] = 0;
/* Load magic initialization constants.

O0x67452301;
OxefcdabBs;
0x%8badcfe;
O0x10325476;

/% context */

1
RN

<

B or E oE o omoE o oE N R oE o R OE N oEOEOEOE N E E N R EEEE EoEoEoEow

2E5424 8C
SB4C24 84

55
SECE

SESS @S

EE

EE5D B4

4R

=

SET1 BC

SECA

BF54 CoAcOEE
SEddzd 14

E7

S20E 25

42

295424 189

CiCe @aC

SB&eS DA

22ER
20BC1F DBE7 A2

HMOU EDE, DWORD
MOL - ECH, DWORD
PUSH _EE=

MOU ERE, ED
MOL - EEX, DWORD
PUSH _EEP

MOL EEF, DWORD
DEC EDOX

PUSH ESI

Moy ESI, DWORD
TEST ER=,ERA
JE BACFACSS
MOL ERE, DWORD
PUSH _EDOI

ADD ERX, 28
IHC EDX

MOU DWORD PTR S5:[ESP+131,EDK
EDI,DWORD PTR DS:L[EARR-321

[ 1oL
MOY ED=, ESI
ED, EE=
ED, EEF
EDw, EST
EDv, EDI
EDI,EBE=
ESI,EDH
ED=, DWARD
EDI, EEF
ED=, DWORD
ESI, DWORD
ED:, 7
ED, EBF
EDI, ED:=
EDI,EBEX
EDI,ESI
ESI,DWORD
ESI, DWORD
EDIL,EEF
ESI,BC
ESI, ED=
EDI,ED=
EDI,ESI
EDI, EEF
EEF, DWORD
EDI, EEF
EEF,ESI
EBF, ED:

EDI, DWORD

FTR
FTR

FTR
FTR

FTR

FTR

PTR

PTR
FTR

PTR
PTR

PTR

S5: [ESP+C]
S5 [ESP+4]

05 [ECE+8]
05: [ECH+4]

D05 [ECK+C]

S5 [ESP+141]

DS [ECH]

05: [ESI+EDR+O7EAR4 7S]
05: [EAX-341

O5: CECH+C]
D05: [EDI+ESI+ESCFEVSA]

05: [ERX-3@1

05: CEDI+ERR+24287E0R]

Look at this

Look at this

Look at this
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Again this taken from RFC 1351:

/* MDES basic transformation.

*/

static woid MDSTransform
UINT4 state[4]:;

unsigned char block[64];

{

UINT4 a = state[0],

Decode

i
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

Eound 1 */

(2,
=¥
(o,
(o
(a
(s
(cr
(o,
(2,
=¥
(o,
(o
(a
(s
(cr
(o,

(x,

b,
gy
ds
Ty
oy
EY
dy
Ty
b,
=N

block, ©4):;

Ty
oy
=N
cy
T
By,
=N
ds
Ty
oy
=N
cy
Cr
By,
EY
d,

oy
Cy
o,
EY
dy
Cr
By

®x[ 01,
x[ 11,
x[ 21,
®x[ 31,
x[ 41,
x[ 31,
x[ €],
x[ 71,
®x[ B8],
®x[ 51,
x[10],
x[11],
x[12],
x[13],
x[14],
x[15],

Transforms state based on block.

(state, block)

b = state[1],

511,
81z,
513,
S514,
511,
512,
513,
514,
511,
81z,
513,
S514,
511,
512,
513,

0xd76aa478) ;
OxeBcT7bh756) ;
0x242070db) ;
Oxclbdceee) ;
0xf57c0faf);
0x4787c62a) ;
0xaB304613) ;
O0xfdd465501) ;
0x65805848) ;
O0x8bd4fT7af);
OxffffSbbl);
0xB855cdTbe) ;
Oxeb%01122) ;
0x£fdS871%3);
O0xa67%438e) ;
0x45b40821) ;

/-lf
/*
/-lr
/-lf
/-k
/-lr
/*
/*
/-lf
/*
/-lr
/-lf
/-k
/-lr
/*

c = state[2], 4 = state[3], x[1¢c]:

[Ue T RS I T o ) Y S R S

el el el
TN S P S

It's evident that we're in the first round of MD5. Also you can use IDA findcrypt plugin. This will identify
it for you. There are other tools out there that will do the same job, but being able to identify MD5

yourself will save you time.
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1.3 STARTING UP AND GETTING READY

Execute “drag2pdf.exe” and go to the registration dialog. Below you will see what | typed in. Don’t mind the
strange language displayed in the picture, it’s just my native language.

Indtast registreringsnummer

Bruger-[:
| 2k&D)

Firmanavn: [udfwldes kun ved firmanayvn]

Reqiztrenngsnummer:

ARTeam

[ O, J [ Antuller ] [ Besztil online

Once you typed in a name and serial, press OK.

You will get a messagebox saying the that serial is not valid. So | decided to set breakpoints on MessageBoxA,
MessageBoxExA, MessageboxExW and run it again.

We trap it at MessageboxExW. Back trace until you end up in a code-section.
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BECTZEVE
BACT 2BV
BACTZEVC
BACTZEVE
BECTZEE2
BACT2B29
BACYZ2BEE
BECFZ2B2E
BACF2E9E
BACF2EIE
BECTZEIE
BACT2E20
BACTZEBRZ
BACTZ2ER4
BECTZEAS
BACT2BHE
BECYZ2BEE
BECFZ2BEZ
BACF2BEE
BACFZ2BEY
BECTZEES
BACTZEEE
BACTZEBEF
BACTZEBC1
BECTZBCE
BACF2BCY
BACFZ2BCS
BECFZ2BCH
BACF2BCF
BACF2EOL
BECTZEDS
BACTZEO2
BACTZBOE
BACTZBEL
BECFZEES
BACYZBES
BECYZ2BER
BECY2BFE
BACF2EBFS
BACFZEBFE
BECTZEFR
BACTZEFC
BACTZEFF
5 I g

BACT2CHEC
BECF2CHE

Fe T Tater LaTat I ]

on e e
4 4

[T LT T I T
4

<

B oaeE om o omom hew

S040 EC
5545 F3

& 11

ES EEEElcdA

S99E ACABEEE

TE &0

2850 F2

74 6B

SE2E C4a88EE

20 2266688E
BE

30 88168888
o4

65 FOBaaaaa
45

=15 FEBEEBBE

5]
ES S1EFFEFF
g3
2BF2
9
EZ2 29996564
S5CE

75 39
S1FF Z7ze88al
74 18
S1FF 3338888
T4 B3
S21FF ZEZBEEE
75 21

&2 CEBQaEER
2040 EC

EZ 49BB1&EA
&H 26

SECE

FFFS E3
FF7S EC

ES 332ElcdA
E? QEEBBBBB

LEA ECH,.DWORD PTR S5: [EEBF-141
Moy BYTE PTR 55: [EEP-D1,AL
PUSH 11

CALL &a00Ey41

CHF DWORD PTR_DS: [ESI+ACI,EEBX
JBE SHORT BACYZBFZ

CHP BYTE PTR_%55: [EBP-DI1,EL
JE SHORT BECYZEF2

MOU ERX,.OWORD PTR DS:[ESI+C4]
CHP ERX, =8

JE SHORT 88CyYzERE

CHF ERX, 1628

JME SHORT BACYZEFS

FUSH_&FD

JMF SHORT BECYZEF@

FPUSH BFE

JHMP SHORT BECYZEFE

MOU ERX,.DWORD PTR S5: [EBP-421
CHP ERX.EB:X

JHE SHORT BECTYZEBE

MOL - ERK, BBEBSSEC

FPUSH ER=

FUSH &

CALL B8ca1347

FOF ECX

Mou EDI,ERX

POP ECK

CALL BEcCCC4Fs

TEST ERX,ERX

JHE SHORT BECTZCAC

CHF_EDI, 3837

JE SHORT BECYZEEE

CHF_EDI, 3835

JE SHORT BBCYZBEE

CHF EDI, 282E

JME SHORT BACYZCAC

FPUSH BCE

LER ECH.DWORD PTR S5:[EBP-141
CALL @&annEY41

FUSH 2@

MOY ECH,ESI

PUSH OWORD PTR S5:L[EBP-181
FPUSH DWORD PTR S5:L[EBFP-141
CALL &8nncHSA

JME BACT2CHL

FPUSH 18

EEF.Egﬁhgng? PTR 55: [EBP-141

Argl = A@EBEAR]1
edocpdfp. BEELIEF41

Fram here

From here

From here

Argl = ADEBADES
edocpdfp. BECH1S4Y

LedncdeD.BBEiE?41

rﬂrgl = BEAEERA1A

ol all e Tmk B mier ¥ I |

Jumps from BECTZESS, BECYZEZE, BBCYZERAZ

Notice that the BAD BOY call originates from either 3 positions. So lets back trace a little until we hit gold.
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BACF2E22| . 8045 D4
BECYZEIE| . 58

AECTZEZC) . 8045 C4
BACYZE3F| . 58

BACY2B48| . EZ EEEBFEFF
BECY2B4E 22C4 28

BECTIEAE|[ v EE 14
BACFZE4R| > 8045 B4

BaacyzZE40| . 58

AECTZE4E| . 8045 D4
BACYZES1| . 58

BECYZEES=2) . 8045 C4
BACF2BEL| . 5@

BACF2BES| . E8 FEESFEFF
BACFZBER| . 83C4 ac

HECTZESE| »  ZHCE
BACF2BEHE| .~ 75 58

BACYZEBEZ| . 8045 B4
BECYZEBES| . 5@

BACY2BES| . 28045 D4
BACF2BES| . 5@

BACFZBEA| . 8045 C4
BaacyzEed| . 58

BECYZEEE| . ES GGESFEFF
BACTYZEVS| . 83C4 8c
BECYZEVE| . 8040 EC
BACF2EBFS) . 8845 F3
BECFZEBVC) . &R 11
BACFZEFE| . E2 BEBBl&BA
BECYzZESZ| . Z99E ACHBBEG
BACF2EEY| .~ 76 60
AACYZESE| . 3850 F3
BEACFZBEE| .~ 74 &8
BACF2E2E| . SBE2G C48REEE
BECFZE2S) . 30 22688EEE
BACTZESE| .~ 74 BE
BECFZEZD) . 3D 28le8Bsa
BACF2BAZ| .~ 75 54
SSC?EBH4 . 63 FOBEREEE

The call at 0C72B40 is our wonder call. So let go to the beginning of this procedure and find out what happens.

LERA ERX,OWORD PTR S5:[EBP-2C]
FUSH ER=

LER ER=,.DOWORD PTR S55: [EBP-3C]
FUSH ER=

CALL BACE17323

AOD ESP, 26

JHMP SHORT BACYZBEE

LEA ERX,OWORD PTR S5:[EBP-4C1
FUSH ER=

LER ER=,.DOWORD PTR S55: [EBP-2C1
FUSH ER=

LERA ERx,.DOWORD FTR S5:[EEBF-3C]
PUSH ER:

CALL BAac&izans

ADD ESP, BC

CHMP AL, BL

JME SHORT BACYZBE2

LER EHx,.DOWORD PTR S55:[EBP-4C1
FUSH ERX

LERA ERX,.DOWORD PTR S5:[EBP-2C]
PUSH ER:

LERA ERX,OWORD PTR S5:[EBP-3C]
FUSH ER=

CALL BAC&1309

ROD ESF,BC

LERA ECx,DOWORD FTR S5:[EEF-141
Mouw BYTE PTR 55: [EBP-DI,AL
PUSH 11

CALL 8A00EY41

CHP DWORD PTR_DZ: [ESI+ACI,EEX
JEE SHORT BACYZEFS

CHF _BYTE PTR_355: [EEP-D1,EL
JE SHORT BACYZEFES

MOW ER:, DWORD PTR DS:[ESI+C4]
CHP_ER:, 82

JE SHORT BECYZEABR

CHF ER=, 1650

JME SHORT BACYZEF3

FUSH &FD

Do not trace into the call at 0C72B40 yet.

Let the fun begin

Hral = DEBAaEai1
edocpdfp.BBELIEY41

From here

From here

From here
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1.4 ANALYZING THE ALGORITHM

Once we find out where we are directed we end up here:

aaCcyZA04
AACTY ZA0E
AACTY ZA0E
AACT ZA00
BECY ZAER
AACYZAE=
BECYZAE4
BACFZAES
BACTZAEF
BACFZAFZ2
BECTYZAFS
AACTY ZAFE
BACTYZAFE
AACTZEA1
BECTY ZBA4
BACTYZ2BA7
BECYZBEZ
BECTZ2BAD
BACFZE1S
BACFZEBIE
BECYZELE
BECTYZELIC
AACYZELF
AACTYZB25
BECYZBZE
BACF2B31
BACYZ2B37
BECYZBI2
BACFZBIE
BACFZBIC
BACFZBIF
BECYZE48
AACTY ZB45
AACTYZE42
AACTY ZE4H
BACYZE40
BACYZB4E
BECFZBE1
BACFZBEZ
BACFZBEE
BACTZBEE
BECYZEEE
AACTYZBSE

BACTY ZB&E
.

SECF

ES 7aE416688
SE3F

3040 C4

FF?Y7 F2

=T

E2 S1CEBFEFF
SE2E ABEREEE
2040 A4

FF7@ F2

1]

ES 3FCEFEFF
SESE FEEAREE
3040 D4

FF7@ F2

=]

EZ2 2DCEBFEFF
299E ACHARER
7E& 3

=

SA%ZE CoERREE
E4

FFES C48R886

FFES CABRAREE

FFEE BCHARER

FFE: B2ERRER

=]

2045 D4

=]

2045 C4

=]

EZS EEEEFEFF

33C4 28

EE 14

3045 B4

=1]

2045 D4

=]

2045 C4

=]

EZ2 FEESFEFF
ac

MOU ECH,.EDI

CALL AannrFSi

MOW EDI.OWORD FTR DS:CEDI]
LER ECx,.0OWORD PTR 55: [EEF-3C]
FUSH DWORD PTR DS:[EDI-2]
PUSH EDI

CALL BEcCEFE&E2A

MOU ERX.OWORD PTR DS:[ESI+AG]
LEA ECH,.OWORD PTR S5: CEEP-EC]
PUSH OWORD PTR DS:[ERX-21
FUSH ERX

CALL AacsFe3A

MOY ERH.OWORD FPTR DS:[ESI+28]
LER ECx.0OWORD PTR 55: CEEF-Z2C]
FUSH DWORD PTR DS:[EA=-21
PUSH ERX

CALL BECEFE2A

CHP DWORD PTR _DS: [ESI+ACT, EBX
JBE SHORT BECYZE4A

MOU AL,BYTE PTR DS:[ESI+CE]
FUSH _ERX

LERA ERH.DWORD PTR SS5: [EEF-4C]
FUSH OWORD PTR DS: [ESI+C4]
FUSH OWORD PTR DS:[ESI+CA]
FUSH ODWORD FPTR DS:[ESI+EC]
PUSH DWORD PTR DS:[ESI+E2]
PUSH _ERX

LER ERX.OWORD PTR S55:[EBP-2C]
PUSH ERX

LEA ERX,.OWORD PTR S5:[EEBFP-3C]
PUSH ERX

CALL 88cslv3s

AOD ESF, 2@

JHMP SHORT BECYZ2BESE

LER ER:.OWORD PTR 55: [EEF-4C1]
FUSH _ERX

LERA ERX.OWORD PTR S55:[EBP-2C]
PUSH _ERX

LEA ERX.OWORD PTR S5:[EEP-3C]
PUSH ERX

CALL @acalzns

AODD ESF,BC

CHMP AL,BL

JME SHORT BBACYZBEZ2

Get Mawn

Hame to Unicode

Companyname to Unicode

Serial to Unicode

L=t the fun begin

Some of the comments are just my own comments added while | debugged the target. | will not go into

details. You can trace them yourself.

The interesting part is the CALL at 0C72B40 and the CMP at 0C72B5E. If you trace over the call at 0C72B40 you
will see that the call returns FALSE. This returned BOOL is then checked at 0C72B5E. So.... The call at 0C72B40
has to return TRUE in order to on.

Tracing into the call at 0C72B40 we first end up here:

AACE17AY
AEACE17AR
BACE1FAE
AACE17E2
BECE17E4
BECE1FRE
BECE L FEE

HOU E0I,OWORD FTR S5: [EBF+C]

. 8670 BC

. CE45 FC @4 |MOU EYTE PTR $5:[EEF-41,4

. S3FF_B5 48 |CHF OWORD PTR DS:[EDI+E]1,48
w 73 87 JNE SHORT BE8CE17EE

®OR BL.EL

. 2Z0E .
.~ E9 FRHEZEAEE | JMP BECS1ABS
S 248 FUSH 28

Take a look at 0C617AE. This compares the length of our name-string with 40h (64 bytes). So we can conclude

that our name-string has to be at least 64 bytes long. Set a breakpoint at 0C617AE and press F9. Reenter a 64

byte long name-string. | recommend you type in
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