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Foreword

The WildTangent Wrapper is a Software Protection system developed by
WildTangent Inc, which is based out of Redmond WA. The wrappetr is used as a
marketing technique for developers to release their software as a trial, and
provide you the option of either buying the game outright or paying as you
play.

Each game comes with 2 free trials, however these trials are only deducted if
you have played the game for longer than 3 minutes. After you have used up
both trials you must either buy the game or buy wildcoins to continue playing.

The WildTangent Wrapper also offers developers the ability to give a pre-
determined about of trial play time instead of trial sessions, but the majority if
not all use the trial sessions option.

All WildTangent games come with 2 executable files. The executable ending in
‘“WT.exe’ is called the launcher, and the other executable is called the shell.

By wrapping an executable with WildTangent, the code from the application is
stripped away and replaced with 00s. This stripped code is then added to the
launcher executable as an encrypted overlay. If the launcher determines the
user is allowed to play the game it will then rebuild the executable in memory
and run it.

The methods used to store wildcoins and trial sessions use encryption and
randomization very heavily so we will not be pursuing this option in the paper.

The goal of this paper is to show a couple things the developers of the wrapper
overlooked, and exploit these, ultimately resulting in obtaining the original
executable prior to being wrapped.

The techniques described in this paper are the result of work between myself
and SSIEVIN of ARTeam, we started this project more or less just for fun, but the
unique challenges provided by this wrapper quickly made it more and more of
a challenge. Initially | started to pursue the possibility of resetting the trial sessions
but due to the heavy use of cryptography | abandoned that route, and went
for other ways. After about a week, | managed a way to defeat it, this
technique is described in Target 4.

Enjoy,
Nieylana, SSLEVIN
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Disclaimers

All code included with this tutorial is free to use and modify; we only ask that you mention where you found it. This
tutorial is also free to distribute in its current unaltered form, with all the included supplements.

All the commercial programs used within this tutorial have been used only for the purpose of demonstrating the
theories and methods described. No distribution of patched applications has been done under any media or
host. The applications used were most of the times already been patched by other fellows, and cracked versions
were available since a lot of time. ARTeam or the authors of the papers shouldn’t be considered responsible for
damages to the companies holding rights on those programs. The scope of this document as well as any other
ARTeam tutorial is of sharing knowledge and teaching how to patch applications, how to bypass protections and
generally speaking how to improve the RCE art. We are not releasing any cracked application.

Verification

ARTeam.esfv can be opened in the ARTeamESFVChecker to verify all files have been released by ARTeam and
are unaltered. The ARTeamESFVChecker can be obtained in the release section of the ARTeam site:
http://releases.accessroot.com
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1. Unwrapping WildTangent Games, Nieylana/ssiEvIN

1.1. Abstract

This tutorial will cover the basics on unwrapping 4 targets wrapped with the WildTangent Wrapper, each target
looked at in this tutorial must be handled a different way. We will cover a standard game, 2 games with Flash
Overlays (FWS/CWS, and 10JP), and an expired game.

Tools used in this tutorial include:
1. OllyDbg (Latest Version)
2. LordPE (Latest Version)

3. HexEditor (I Use 010 Editor)

1.2. Targets

The games are available for download at:

¢ Aces of the Galaxy: http://hp.wildgames.com

¢ Diego’s Safari Adventure: http://hp.wildgames.com

e Dora’s Carnival 2: http://dell.wildgames.com

e Mahjong Quest 3: http://hp.wildgames.com

1.3. Aces of the Galaxy

1.3.1 Preparation

If you scan the -WT.exe executable in the target’s directory with PEID you will see that the wrapper is written if
Microsoft Visual C++.

1.3.2 Checking out the target

Open up the installation directory : C:\Program Files\HP Games\Aces of the Galaxy. You will notice there is
AcesOfTheGalaxy.exe and AcesOfTheGalaxy-WT.exe

If you try to run AcesOfTheGalaxy.exe, it crashes. Let's look at it in Olly to figure out why.
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This is our OEP:

It should be clear as to why it crashes.... There's NO CODE?!.

Now if you run the AcesOfTheGalaxy-WT.exe (now called the Launcher), the application runs and you have to
use tokens to play the games.

The launcher uses CreateProcessA to start AcesOfTheGalaxy.exe (The Shell EXE). Remember Shell EXE contains no
code, it's has place holders where the code used to be.

By starting the process with CREATE_SUSPEND the Launcher is able to write the code into the place holders before
continuing execution.

So let's open the Launcher EXE in OllyDbg, Press Ctrl+G and type CreateProcessA. Set a SWBP on this APl so we
know when the launcher is trying to start the shell EXE.

FLEA236Y

CHLL CreatePr InternalA

Press F9 to run the Application.

After the WildTangent Launcher window shows up click on Play. OllyDbg should break on the CreateProcessA
API. Step with F8 until the RET 28, and then step F8 one more time to return to user code.
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CALL OWORD PTR OS: [<&KERN neThiead? esumeThread

Notice the call to ResumeThread, between where we are right now, and the ResumeThread, the launcher must
write all the code into the shell EXEs memory space. This occurs at line 0048DCD6.

Step all the way until the call to ResumeThread. DO NOT step over the call.

At this point we have the shell executable loaded into memory and all the code written to the process's memory
space. So effectively we have the original executable in memory.

Minimize OllyDbg, we're done with it. DO NOT exit though

Open up LordPE and make sure your settings are as follows:

Options
EE ditor rag'n'dropped filez are... | ox
% gei;tiunlj?bl?i aluh:ufi:-_: Size0flmage { . forthe PE editor “—:
pht: azk tar hle locahons — w
M Fegister shell extension (__..for Breakn'Erter
AT azk Viewer -Eel:uuilder
M Full dump: paste header from disk ® Status window
B Full dumnp: fix Header ] Dumpfix
[] Full dumnp: force Badw mode M Fealign file...
[] Agreement required For terminations —_
[} Delete temp files for PE editaor (_normal
< nice v
AGeneral
] Abways on top M ‘wipe Relocation
™ Festore last directany on startup ™ Febuild ImportT able
M Festare last main window position & ‘/alidate PE
[ Bind Impartz
~Break & Enter | [} Change Imageb ase to:
M FReqister shell extension Q0400000

After your options match mine, click ok. Then scroll down to the bottom of the list of processes,



UNWRAPPING Wi y PAGE 6

You should see something like this:

(% [ LordPE RoyalTs ] by yoda B Oe
Path FIC ImageBasze Imagesize - i PEEdtor )
H cohwindowshepstem3Zimepaint. exe Qooo0C1s 01000000 00057000 {Break & Enter
* c:hdocuments and settingznieylanadeskiop...  00000CCS Q0400000 00155000 H':/
@ c\progiam fleshp gameshaces of the galasp.. 00000SDC 00400000 00127000 \_Rehulld PE_)
' c:hprogram files\hp games'aces of the galawy... O0000BCC Q0400000 Q0F 2B 000  Unsplt )

@n::'xdn:n:uments and zettingshnieylanatdesktop...  0000038C Q0400000 00032000 - S ———
Dumper Server)

Path ImageBasze Imagesize F W \
{ )

0?; hapzternrooteystemn32hames. exe 43530000 Q000Fao0

.i:_] c:waindowshaysternd2intd|L dll FC300000 O00EDa00
( About )
- Exit 3

Notice the 2 Aces of the Galaxy processes, the top one is the Launcher, the bottom is the Shell.
Right click on the bottom Aces Of the Galaxy Process (AcesOfTheGalaxy.exe) and select Dump Full.

Save the dumped file to the installation directory of the program. You have successfully dumped the game. The
dumped.exe will run as the full version. This is the generic method of unwrapping the games. Prolems only occure
when the game is Flash based because you must re-append the Flash Overlay to the dumped executable. The
next target will show how to re-append the flash overlay to the dumped executable.

1.4. Diego’s Safari Adventure (FWS/CWS Overlay)

1.4.1 Preparation

If you scan this target’s launcher with PEID you will again see that it was written in Microsoft Visual C++, but you
will also notice that it has an overlay. We will find out later that the overlay it has is in fact an FWS Flash Overlay.

1.4.2 Checking OutThe Target

First you need to create a dumped file like explained above, name it dumped.exe.

Re-appending the flash overlay is going to rely heavily on a hex editor. | recommend using 010 Editor (cracks
available for it) because it has a template functionality which will help you easily locate the Overlay and it's size
and other things. This tutorial is going to assume you have 010 Editor.
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