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Disclaimers

All code included with this tutorial is free to use and modify; we only ask that you mention where you found it. This
tutorial is also free to distribute in its current unaltered form, with all the included supplements.

All the commercial programs used within this document have been used only for the purpose of demonstrating
the theories and methods described. No distribution of patched applications has been done under any media or
host. The applications used were most of the times already been patched, and cracked versions were available
since a lot of time. ARTeam or the authors of the paper cannot be considered responsible damages the
companies holding rights on those programs. The scope of this tutorial as well as any other ARTeam tutorial is of
sharing knowledge and teaching how to patch applications, how to bypass protections and generally speaking
how to improve the RCE art. We are not releasing any cracked application.

Verification

ARTeam.esfv can be opened in the ARTeamESFVChecker to verify all files have been released by ARTeam and
are unaltered. The ARTeamESFVChecker can be obtained in the release section of the ARTeam site:
http://releases.accessroot.com
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1. .NET Reverse Engineering Tutorial Episode 1

1.1. Abstract

This target is protected by a license check. We are greeted at the beginning with a nag asking for the license
file. As a trial user you would get one. The scope of this tutorial isn’t to make the program act like a full version,
but rather patch around the nag at startup. So if the patch does indeed render it full, this is not my responsibility.
You are encouraged to delete this program from your hard drive upon full reversing.

1.2. Targets

To keep the tutorial on a current level, you can find the target at the following place. Since programs are usually
regularly updated this will keep this tutorial valid for some time to come.

- StreamPatrol v2.0
http://arteam.accessroot.com/tools/StreamPatrol-2.0.0.zip

1.3. How to reverse the application

1.3.1 Preparation

We need the following tools to help us along the way.
1. Reflector

2. IDA (Google it)

3. FlexHEX (Google it)

1.3.2 Disassembling the target

Today’s target will be StreamPatrol. The fix we will discuss is not 100 percent, which | will talk about later on. To
start we get the victim program from link we saw before. We will load up the victim into Reflector and look for
anything that might interest us.

¥ 'Lutz Roeder's .NET Reflector

File Wiew Tools Help

QO /2RAINKL QA 2
2 mscorlib

< System

« Systermn,Daka

< Syskermn,Drawing

< Systerm.Weh

< Systern.Windows, Farms

2 Syskern, ¥ml
StreamPatrol

EEEEHEEEB

We see the target is loaded up.


http://arteam.accessroot.com/tools/StreamPatrol-2.0.0.zip
http://www.aisto.com/roeder/dotnet/
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If we were to run the exe outside any kind of disasm or debug engine, we would be greeted by this:

C
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We then expand the target using the “+” sign.

= <3 StreamPatrol
i,
|1 Resources

SkreamPatrol.exe

And then we expand the “StreamPatrol.exe”

=« StreamPatral

StreamPatrol, exe

3] References

{}-

{} com.streampatrol Properties

{} streamGuardl

{} streamGuardl.conskants

{} streamGuardl.forms

{} streamGuardl.Forms. configuration
{} sStreamGuardi model

{} streamGuardl.model configuration
{} streamGuardl.model.network,

{} sStreamGuardl service

{} sStreamGuardl.service, util

1 Resources

i
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And we see what the exe has for us to view.

St ream Patrol ‘1

Thank vou for downloading StreamPatrol.

A walid licenze file [license.dat] cannot be found or iz

already expired, please get a free evaluation licensze
from e, StreamP atrol. com.

For support, pleaze email support{@streampatrol. com.
Thank, you,

StrearmPatrol.com
Frotecting vour Streaming Business!

Cloze

The author has led us right to the check. Look closely at the nag, its looking for “license.dat”.
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[= 23 StreamPatrol
= W% StreamPatrol.exe
3] References
{1 -
{} com.streampatral Properties
= {} StreamGuardl
= ﬁg Program
) Base Types
%y DecryptTextFromFiledString, Bvtel], Byte[]) : String
;’V Maint) : Yoid
{} StreamGuardl constants

= Y i ©

We see the Main() : Void

We then right click it then we will disassemble it.

= {} StreamGuardl
= ﬁg Prograni
&) Base Tvpes
2% DecryptTextFromFileString, Byte[], Byte[]) : String

Main() ; Yoid
{} streamGuardl.constz ) Back Alt+Left
{} StreamGuardl.Forms
{} sStreamGuardl.Forms,
{} streamGuardl.model & Toggie Bookmark  CrH
{} sStreamGuardl.model,
{} streamGuardl.model, =
{} StreamGuardl.servic

{} StreamGuardl.service e N e Fi
[ Resources ——

Copy Chel+C

3 = 3 e e e

aszembler

And then look to the right side to see our disasm.
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[5TaThread]
private static void Maini)

{

Application.Enablevisualstyles();

Application. SetCompatibleTextRenderingDef aulk(false);

‘ersion wersionl = Environment. Wersion;

LogService. laginfalstring. Concat(new abject[] { "Starting the application with .net Framewark version: ", wersion1.Major,
string bextl = "dQjiz+CFbuHEYD IHPYFSxDd+yevspaRic";

string bext2 = "SHZRLBEWWIw="]

TripleDES edesl = TripleDES, Created);

edesl . kKey = Convert, FromBasetaString(text1);

edesl.Iv = Convert.FromBaset43tring(text2);

string kextd ="

bool lagl = False;
License licensel = null;
try

Yy wersiond  Minor,

S, wersionl Rewision 1));

text3 = Program.DecryptTextFromFile"license.dat”, edesi kew, edes1.Iv);
licensel = new License(text3);
flagl = licensel isvalid();

catch (Exception)
flagl = False;

F

if (Flag1)

1

FormSummary summiary 1 = new FormSummary();
surmmary 1. 5kartPosition = Form3SkartPosition. CenterScreen;
surnmary1.License = licensel ;
Application.Fun{summary1);

t

else

{
FarmiloLicense license2 = new FormMoLicensa();
licensez, StartPosition = Form3tartPosition, CenterScreen;
Application.Runflicensez);

b
And a few things will pop out right away.
First off we will learn a bit about Reflector and what we should be doing here. If we look close we see
License Check
try
{
text3 = Program.DecryptTextFromFile(“license.dat”, edesl.Key, edesl.1V);
licensel = new License(text3);
flagl = licensel.isValid();
}

catch (Exception)

flagl = false;

So we see we get something set here, like “Flagl”. So we could easily set the flag, but more problems
could arise from this, as other members could use the same function. So let’s check to see if it does. If you go to
the “flagl = Licensel.isValid();” and the “isValid” should be underlined. If you click it you should get here:


http://www.aisto.com/roeder/dotnet/Default.aspx?Object=32
http://www.aisto.com/roeder/dotnet/Default.aspx?Object=33

	Verification 
	1. .NET Reverse Engineering Tutorial Episode 1 
	1.1. Abstract 
	1.2. Targets 
	1.3. How to reverse the application 
	1.3.1 Preparation 
	1.3.2 Disassembling the target 

	1.4. References 
	1.5. Conclusions 
	1.6. Greetings 
	Document History 




