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a5 tutorial, this one should seem very familiar. There is
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Disclaimers

All code included with this tutorial is free to use and modify; we only ask that you mention where you found it. This
tutorial is also free to distribute in its current unaltered form, with all the included supplements.

All the commercial programs used within this document have been used only for the purpose of demonstrating
the theories and methods described. No distribution of patched applications has been done under any media or
host. The applications used were most of the times already been patched, and cracked versions were available
since a lot of time. ARTeam or the authors of the paper cannot be considered responsible damages the
companies holding rights on those programs. The scope of this tutorial as well as any other ARTeam tutorial is of
sharing knowledge and teaching how to patch applications, how to bypass protections and generally speaking
how to improve the RCE art. We are not releasing any cracked application.

Verification

ARTeam.esfv can be opened in the ARTeamESFVChecker to verify all files have been released by ARTeam and
are unaltered. The ARTeamESFVChecker can be obtained in the release section of the ARTeam site:
http://releases.accessroot.com
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nTitles Protect REVISITED

1. .nTitles Protect REVISITED

1.1. Abstract

After a full reading you should be able to unpack anything nTitles has to throw at you. Assuming the protection
did change, we will probably see a new variant floating around soon, following the release of this tutorial.

1.2. Targets

Applications are updated at a regular interval, given that, the target used in this tutorial will be available from the

link provided.

No Hassle File Transfer v1.0

http://arteam.accessroot.com/tools/NHFT_Setup.zip

1.3. Removing the Protection

1.3.1 Preparation

You will need the following tools to proceed:

1. OllyDBG
2. Lord-PE

1.3.2 Checking out the target

Just when we thought this chapter was written, it seems nTitles has brought a new version or maybe even a
version | have not seen before. Like in the last tutorial we will assume that you will register for a trial
registration key. This way we can bypass the registration checks and go straight to unpacking. Open up

exe in Olly and you should see nTitles EP:

Hddress |Hed dump Disassenbly

5 &R &8 FUSH &8
EE4FFACA] . &8 BBZecSoog FUSH Ho_Hassl.B@5a2eaa
EE4FFACF] . ES V44DEEBE CALL Ho_Hassl.B847CE438
EE4FFADG] . BF 948888606 MO EDI, 34
EA47FFAODY| . B8BC? MO ERX, EDI
EE47FAOE|] . ES VBFEFFFF CALL Mo_Hassl.B@8477950
EE4FFREE] . 8965 EB MOU OWORD PTR S5:[EEP-121,ESF
EE4FFAESZ| . SBF4 MOL ESI,ESP
EA4FFRAES| . 893E MOL OWORD PTR DS:[ESII,EDI
BE4FFAEF| . 56 FUSH ESI
HE4FFAES| . FF1S 7E89384F@E@E| CALL DWORD FTR DS: [{&%KERHEL3Z.Get\ersionExAX]
EE4FFAEE] . SB4E 18 Mol ECH, OWORD PTR DOS5:CESI+1A1]
EE4FFAFL] . 8980 CC4E54@E| MO OWORD FTR DS: [S44E6CC1,ECH
EE4FFAFY] . SB4e B4 Mol ERX, OWORD PTR DOS:L[ESI+4]
EE47FAFAl . A2 D246540H MOU OWORD PTR D5: [E445D21,ERX
EE47FAFF] . SEBSEé 82 HMall EOx, OWORD PTR DS:[ESI+E]
EE47FEAZ| . 8915 DC465486 | MOU OWORD FTR DS: [E4460C1,EDH
EE4FFEAS] . SBFE @C HMal ESI, OWORD PTR DO5: CESI+C]
EE4FFEAE| . S81E& FFYFBEBEE|AND ESI, YFFE
ER4FFELLl . 8935 DBA4E54EE| MOU OWORD FTR DS: [544606A1,ESI
EE4FFELIF] . B88F9 82 CHF _ECH, 2
BE477EIA]l .~ ¥4 BC JE SHORT Mo_Hassl.BB477E2S

Entrypoint.

Now we need to understand that my older method of the ImageLoad/ImageUnload still exists, but
doesn’t actually help us too much. The only thing it actually does is get us real close to where we want to be. So

hit ALT+N and then let’s look for our API’s.



http://arteam.accessroot.com/tools/NHFT_Setup.zip
http://arteam.accessroot.com/tools/odbg110.zip
http://arteam.accessroot.com/tools/LPE-DLX.rar
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T
KERMELZZ. L=tr LenA ||
USERE: fapD 2 |oaRes
«MapbdialogRect i
[SER-2 Mapl indowPa (nts ":'":;”al'ze "
-MessageBon Fallow in Disassermbler Enter
USERZZ. Hod ifyHenuf _ T
<Modu leEntruPaoint > Follow import in Disassembler
FERHELZZ . MoweF i LR .
JZERZZ.MsaWaitForMult i Follow in Dump
KERMELZZ. Fiu 1D iw . -
| KERMELZE. Mu Lt iByteTol i [t N

Our APL.

Address |Disassembly Comment
BE419C3F| CALL DWORD PTR D5:[<%imageh lp.HMapAndLoad] imageh lp. MapAndLoad

Fallaw in O embler Enker

Follow in Disassembler.

BE413CFA|rs  SE41 18 MO ERE, OWORD PTR DS:[ECR+181
AE412CF2) . 83EC 28 SUE ESF, 28

AE419CFE|) . B3F2 18 CHF ERX, 18

EE41FCFI ) o 72 EE JBE SHORT Mo_Hassl.@8419C20
AE412CFE| . SB41 64 MOU ER, OWORD PTR DS:LCECH+4]
EE419CFE(] .~ EB B3 JHMP SHORT Mo_Hassl. 88419082
aE412Cce8) ) > SD4l 84 LEA ERX,DWORD PTR DS:[ECA+4]
AE412CE3 > &R 81 FUSH 1

AE412CE5|) . &R 88 FUSH &

AE412CE7 | . 804C24 B8 LEA ECH,OWORD FTR S5:[ESF+2]
aE413cae] . 51 PUSH ECK

AE412Ccac|) . &R B8 FUSH &

BE413C3E|] . 58 FUSH ERX

BE412CEF || . FF15 28964F06E | CALL OWORD FPTR D5:[<%imageh lp.MapAndload’:]
QE412C025) . SEC8 TEST _ERX,ERX

BE419C37 () »~ 75 B8 JME SHORT Mo _Has=l.88419CA1
aE412Cca3) . 3208 DR AL, AL

AE412C2E1 . 83C4 28 AD0 ESF, 28

AE419C2E) . C2 Bcas FETHESM

BE412CA1L > 2B4C24 BC MOU ECH, OWORD PTR S5: CESP+C]
AE412CAS|) . BFBFEL 14 MOUZE EDE.WORD PTR D5:[ECH+141]
BE413cCA9] . 56 FUSH ESI

BE412CARNL - 33FE #O0R ESILESI

AE412CAC)) « 6613971 B6 CHMP WORD FTR D5: [ECK+561,51
aa413CcEall . 57 FUSH EDI

AE412CEL) . SEVS 2B MOW EDI,OWORD FTR DS:[ECH+22]
AE412CE4)) . 20448AR 18 LEA ERX,OWORD PTR DS:CEDM+ECK+12]
FE419CES[] ~ FE 43 JBE SHORT Mo _Hassl.88419CFD

Same code from before.

So let’s set a BP after the JNZ, so our image is created, and we can see what it looks like. So on line
0x00419CA1 set a BP and run it (also bypass the “l wanna try it”)
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Stack So:L[B1Z1FLCOC]-BOGFEEGE,
ECH=PBEa067E

Jump from BE413C97

[ASCII "PE™)

Address

Heuw dump

HSCII

BESFEEaE
BASFEE18
BASFEE2a
BESFEE2E
BESFEE4E
BESFEECE
BESFEELE
BESFEETEA
QESFEE2a
BASFEE28
BASFEEREa
BESFEEEA
BESFEECE
BESFEE0E
BESFEBEA
BESFEEFA
QacFalag
BASFALLA
BASFEL1ZE
BESFE128
BESFE148
BESFE1EA
BESFE1EA
BESFELVA
QacFalsa
BASFALZE

40

MEE.#.ua#...

Feannnnn

is program canno
t be run in DOS
MOdE. e s e Feunnnnn
FPE..LB#.hi+IE....
.é..m.ﬁﬂﬁﬁﬂ..éﬂ.

R s EEEEEE R EEE N
------ alaun

GdBa . v EB.. b,

This really doesn’t help us aside from bringing us real close to where we need to be. So hit CTRL+F9 and
land on Return. When you do land on Return you will notice the image is gone. We don’t care. Hit F8 and get
out of this function, and trace till this:

ARA44CE2S

BE44CEZ2
BA44CE2A

G304 A4
a1

=1]
204C24 &5C

AOD ESF, 4

FLUSH ECx
FLUSH ERX

LERA ECH,DWORD PTR SS5:[CESP+EC]

FUSH SIZE
FUSH LOCATION

We see our New Image about to be created.

EAx BBFZ11RA

Location

ECY |BEE1FAEGE
FN% AAR2FASRAS

Size

Address

Hex dump

BEFZ11HE
BEFZ11BA
BEFZ11CH
gaFz1ine
BEFZ11E8
BEFZ11FA
BEFZ1 288
BEFZ1218
BEFZ21228
BEFZ21228
BEFZ1248
BEFZ1258
BEFZ1 268
BEFZ127E
BEFZ1228
BEFZ21298
BEFZ212HE
BEFZ12BA
BEFZ12CH
gaFz1z08
BEFZ12ER
BEFZ12FE
BEF 21288
BEFZ21218
BEFZ21228
ARF21 236

A¥|A.{.=18L=*Th
is program canno
t be run in DOO5
riode. ... 5

FE..LG%.a+I1E. ...
... oa.AB2EE. . A6,
LB

Our new image!
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HE44CEB4A) . 2B«
BE44CE4E|

AE44CES2| .

BE44CESE) . 530
BE44CEES) . ZEL
BE44CBER . 75
BE44CBED) . 230
fE44CBEEl > B2
fE44CBELl . EB
aE44CEBe2l . ES
BE44CEEY| »  SBc
HE44CEEE| . 3EQ
BE44CEED) . 29
AE44CEBFL .~ 76
HE44CBFS . 51
fE44CBF4 . ER
AE44CEBFD) . 2B«
GE44CEVD) . 230
AE44CESE| .~ EE
AE44CES2 > 330

& Jun |
Hidd4B34H=Ho_Hasz:

Address | Hed dur
GEF21 18400 50 ¢
GEFZ11ES|(BS B8 §
CEF211CH|( 88 @E §
HEFZ110E| 88 BBE

HEFZ11EE| BE 1F
AEFZ11FE 69 73

Einary

Breakpoint

Search Far
Followw DWORD in Dump
Gako

Hex

Text

Short

Long

Float
Disassemble
Special

Data Ripper

Make Label
Olly Wirtual2Pheysical

Appearance

¥ BTR S5:[ESF+ECK+EC]

Mernary, on access

L4 Memory, on wrike
Remove memory brealpoink

Hardware, on access
Hardware, on write
Hardware, on execukion

EB4E?BBS
TR SS5:[ESP+141]

355 L. BB44CESS

v v v v v

-
=
[
=
=
o
=
i)
L]
=
[

FEFZ1266) 74 20 sEeaope P ]
HEFZ1216| 60 &6F &4 65| 2E B0 B0 8H| 24 BE
AEFZ1226) 58 45 66 68) 4C A1 64 68| AS 1B

L e = = =

ee 28( 44 4F 52 28(t be run
BE GE( 88 BE BE GE

, 14C|CO 21 54 s a¥ia.d  =H A4
53|61 6E 6E &F| is program canno

in DOS

rmode. ...
49 45|80 A6 68 83| PE..LO%. H+IE. ...

Hex dump

Set the memory Breakpoint.

Oizassembly

80440445 I ETYC

AE44C450

E1
FF15 CAI34FER
990 FCFFFFFF

MOU ECH, ERR
AMD ECK, 3

PUSH ECH

CALL DOWORD PTR DO5: [<%0OLEAUTEZ. #2431
HOU DIDRD PTR 33+ [EEP-547, EBX

REF HMOUS DWORD FTR ES: CEDIT,DWORD FTR DS:[ESI]

REF MOLUS BYTE FTR ES:CEDII,EYTE FTR DS5:[ESI]
MoU ECH,OWORD PTR S5:[EEBP-621

We land here.

ECH=HBBAFCER (decimal 31744.1
05: [ESII=[BAF21 1RE 1=AA9ASA40
ES: [EDI1=[88137EDS 1=HRREEEGER

Where we write.

So we see our image is written from [ESI[ to [EDI], which is very similar to my last tutorial with the exception
that upon first load of image we can place breakpoints and trace it that way. Here we must first let it load image
then delete it, then remap it again and from then on we can trace it. So let’s follow the image in dump and see
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