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COHRDTRCLLER GENERAL OF THE UNITED STATES

WASHING TON, G.C. 20348

B~157767

The Honorable John D. Dingell
Chairman, Subcommittee on
: Eneragy and Power
: Committee on Interstate and
Foreign Commerce
House of Reprecsentatives

Dear Mr. Chairman:

On Adgust 12, 1977, you requested that we initiate an
investigation to determine the extent and contents of intel-
ligence and related nuclear safequards information regarding
a possible diversion of nuclear material from a U.S. facility
and the extent to which this information was disseminated
among those agencies having responsibilities in this area.

In response to your request, this report primarily
discusses two guestions :

--what information has been developed about the alleged
diversion? and

--were the 1nveSt1qat10ns done by the Federal Government
adecuate° , .

As agreed with your office we plan to distribute the
report to certain other parties having an interest in it.
SDeClllcally, we plan to prov1de the report to the Chairman
of the House Committee on Interior and Insular Affairs and

the Chairman of the Subcommittee on Energy, Nuclear Prolifer-
ation and Federal Services, Senate Committee on Governmental
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Affairs. Further, we will also be providing the report to
the House and Senate Select Intelligence Committees &and the.
Federal agencies included in our review.

The report has been classified as SECRET/National Secu-
rity Information by the Federal Bureau of Investigation and
the Central Intelligence Agency. We made every attempt to -
issue an unclassified report on this matter. However, neither
the Federal Bureau of Investigation nor the Central Intelli-.
gency Agency was able to provide us with a declassified version

of the report.

“Lees
Comptroller General
of the United States

"
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REPORT OF THE CCMPTROLLED NUCLEAR DIVERSION IN THE
GENERAL OF THE UNITELD STATEQ UNITED ETATES? 13 YEZARS OF

CONTRADICTION AWD CCNFUSIOL -

It Is not GAO's function to conduct criminal
investigations and this review should not be
construed as one. This report is simply a
presentation of facts as we have examined
them regarding the alleged diversion and its
accompanying 13 years of contradiction and
confusion. GAO's efforts focused on the im-
plications such an alleged incident would
have for improving the effectiveness of the
Nation's current nuclear safeguards program.
In¥estigations of the alleged incjdent by
the FBI and the Department of Energy's (DOE)
Office of Inspector General are still under-
way .

WEY GAO'S REVIEW WAS MADE

Chairman John Dingell of the House Subcom-
mittee on Energy and Power reguested GAO

to examine an alleged incident involving
over 200 pounds of unaccounted for uranium-
235, the material used in the fabrication

of nuclear weapons, from a nuclear .plant in
western Pennsylvania. Also, Chairman John
Glenn of the Subcommittee on Energy, Nuclear
Proliferation, and Federal Services, Senate
Committee on Governmental Affairs, and Chair-
man Morris K. Udall of the Subcommittee on
Energy and Environment, House Committee on
Interior and Insular Affairs, expressed in-
terest in the review.

Chairman Dingell specifically asked GAO to
examine the extent and content of intelli-
gence and safeguards information regarding
the alleged incident, and the extent to
which this information was provided to DOE
and the Nuclear Regulatory Commission (NRC)
for their use in assuring that nuclear ma-
terials were being adequately protected in
this country.  Chairman Dingell reqguested
that GAO review " * * * 311 necessary files
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and reports including those of ERDA, NRC,
CIA, and the FRI * * =* v '

CONSTRAINTS ON GAO'S REVIEW

GAO attempted to satisfy the Chairman's re-
guest by interviewing responsible Federal -
and private individuals and by examining
pertinent reports and documentation. While
DOE 1/ and NRC provided full access to all .
their records and documentation, GAO was con-
tinually denied necessary reports and docu-
mentation on the alleged incident by the
Central. Intelligence Agency (CIA) and the
Federal Bureau of Investigation (FBI).

CIA provided GAO a written chronology of
contacts with other Federal agencies, how-

_§¥§L4_Lh§M£_A_dnged GAO access tg,_any

on the case.

R

[ The CIA did subsequently
allow selected staff of Chairman Dingell's
Subcommittee access to CIA documents, how-
ever, access to the documents was not ex-
tended to include GAO.

1/The Atomic Energy Comm1551on (AEC) was for-
merly responsible for both regulatlng and
promoting all nuclear activities in the
United States. 1In January 19, 1975, it
was . split into the Nuclear Regulatory Com-
mission and the Energy Research and Devel-
opment Administration (ERDA). NRC became
responsible for nuclear regulation and
g ERDA became responsible for nuclear devel-
! ' opment and promotion. -Under Public Law
95-91, ERDA's functions were placed in the
; _ , Department of Energy effective October 1,
“ ‘ ' 1977. NRC remained intact. Throughout
the report, DOE is used to refer to the
Department of Energy, ERDA, and AEC.
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The FBI's rationale for denving access was
that it did not want to jeonardize an on-
goxng investigation of-the zlleaed diver-
sion incident.

Because GAO was denied access to documenta-
tion, it had to rely, for the most part, on
oral evidence obtained in interviews with
knowledgeable individuals and staff. The
lack of access to CIA and FBI documents

made it impossible for GAO to corroborate

or check all information it obtained. When-
ever possible, GAO attempted to corroborate
the information with other knowledgeable in-
dividuals. One must keep in mind, however,
that the alleged incident occurred more than
13 years ago. These limitations impeded
GAO's efforts to fully collect and evaluate
aly facts of possible relevance tg the al-
leged diversion incident. :

While GAO normally would not continue work

"where it was continually denied access to

pertinent and important documentation, it
did continue in this case because of the
significant nuclear safequards implications
and the congressional interest. This re-
report is focused on the implications the

‘alleged incident has for improving the ef-

fectiveness of the Nation's current nuclear
safequards program.

BACKGROUND

———— e e e

The alleged incident surfaced in 1965 at -
the Nuclear Materials and Eguipment Corpo-
ration (NUMEC). Since that time, many
allegations concerning the incident have
been made in newspaper and magazine arti-
cles and at congressional hearlngs. These
allegatlons include:

-—The material was 1llegally diverted to
Israel by NUMEC's management for use in
nuclear weapons.

--The material was diverted to. Israel by
NUMEC's management with the assistance
of the CIA.
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--The material was diverted to Israel with
the acguiescence of the United States

Government.

~-~There has been a cover-up of the NUMEC
incident by the United States Government.

, Based on the totality of GAO's

inquiry, we believe that the allegations
have not been fully or adequately answered.

Investigations of the incident were con-
ducted by DOE and the FBI. The CIA, NRC,

and the Joint Committee on Atomic Energy

also have some knowledge of the facts sur-
roynding the incident. All investigations 1/

of the alleged incident ended with no defini-
- tive answer and GAO found no evidence that

the 200 pounds of nuclear material has been
located. However, as a result of the NUMEC
incident the safegquards programs in the
United States have undergone substantial

changes and have improved significantly.

This report addresses the two major gques-
tions still surrounding the incident and
their implications for this country's con-
tinuing responsibilities for safeguarding
strateaic nuclear materials. These are:

~-=What information has been developed about
the alleged NUMEC diversion?

-~-Were the investigations conducted by the
Federal Government into the alleged inci-

dent adequate?

1/CIA officials informed GAO that they have
no authority to conduct "investigations"
of unaccounted for nuclear materials in
the United States. As used in this report
the term "investigation(s)" is used in the.

context of the entire Federal effort to re-.

solve 'the incident.
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WHAT INFORMATION HAS BEEN
DEVELOPED ABOUT THE ALLEGED

NUMEC DIVERSION?

Based on its review of available documents:
held by DOE and discussions with those in-
volved in and knowledgeable about the NUMEC
incident, GAO cannot say whether or not
there was a diversion of material from the
NUMEC facility. DOE has taken the position
that it is aware of no conclusive evidence
that a diversion of nuclear material ever
occurred at the NUMEC facility, although it
recognizes that the possibility cannot be
eliminated. Agents from the FBI involvead
in the current investigation told GAO that.
while there exists circumstanial information
which could lead an individual to conclude
thgt a diversion occurred, there is no
substantive proof of a diversion. :

Currently the FBI is continuing its in-
vestigation into the alleged NUMEC inci-
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In 1975, the entire regulatory function of .
DOE was taken over by the newly created NRC,
which was made responsible for the requla-
tory oversight of commercial nuclear facili-
ties like NUMEC, and consequently has become
involved in the incident. 1In a February

1978 report related to the NUMEC incident,

Vi
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NRC concluded that their previous official
position of "no evidence”" to support a di-
version may nheed to be reconsidered in light
of the many uncertainties surroundlng the

inclident.

WERE THE INVESTIGATIONS CONDUCTED
BY THE FEDERAL GOVERNMENT INTO
THE ALLEGED INCIDENT ADEQUATE?

If a diversion or theft of nuclear material
ls suspected or actually occurs in this
country, the Federal Government must be able
to quickly and definitively determine how '
and why it happened so that the public can
be protected against the potential hazards
from such an occurrence. To do this, agen-

"cies of the Government with capabilities:

foy investigating and responding to such
incidents must work together to assure that
all relevant information is obtained and is
timely. This did not happen with the al-
leged NUMEC incident. Federal investigations
of the alleged NUMEC incident were uncoordi-
nated, limited in scope and timeliness, and,

.in GAQO's opinion, less than adeguate. There

was not a unified and coordinated investiga-
tion of the incident by those agencies having
the capabilities to fully resolve the matter
--DOE, the FBI, and the CIA. '

During 1965 and 1966 DOE 1nvest1gated NUMEC's
accountablllty and safeguards system focus-

‘ing on the diversion possibility. Prior to

the alleged 1965 incident, DOE conducted six
accountability ‘inspections at NUMEC in order
to assure that nuclear materials were being
adequately protected. The inspections were
directed solely at the material accounting
requirements of the time which were much
less vigorous than those in existence at
nuclear facilities today. Each inspection
revealed significant deficiencies, but DOE
allowed the facility to continue nuclear
operations even though a key field investi-
gator at one point recommended that DOE stop

-providing nuclear material to the facility.

The FBI, which had the responsibility and
authority to investigate the alleged inci-
dent, did not focus on the guestion of a

©owvii ¥
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ocssible nuclear divefsion until May 1976

--nearly 11 years later. Initially, the
FBI declined DOE's reguest to conduct an
investigation of the diversion possibility
even though they are required to conduct
such investigations under the Atomic Energy
Act. Two sources familiar with the matter
gave GAO differing views on why the FBI de-
clined to undertake the investigation. Be-
tween 1965 and 1976 the FBI's efforts were

‘directed at investigating the actions and’

associations'  of NUMEC's president. FBI and
Department of Justice staff told GAO that
after a request by President Ford in April
1976 the FBI did begin to address the diver-
sion aspect. GAO was not furnished any
documents regarding President Ford's re-

ific

"quest and ‘thus could not specifically

determine ‘its nature and scope. This
investigation, which is currently ongoing,
is dbviously hampered by the ll-yeax gap
since the alleged incident occurred. Also,
although it may not affect the investigative
outcome, GAO found that certain key indivi-
duals had not been contacted by the FBI .
almost 2 years into the FBI's current

investigation.

viii
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The failure of DOE, the FBI, and the CIA to
coordinate their efforts on the suspected
diversion when it occurred and as new infor-
mation developed and the limitation in the
scope and timeliness of the FBI efforts,

lead GAO to conclude that the Federal efforts
to resolve the matter were less than adequate.

- Currently, there exists no coordinated inter-
agency agreed upon plan which focuses on (1)
an adequate detection and investigative sys-
tem and (2) a reporting system to the appro-
priate congressional committees and to the
President. As a result, if a similar inci-
dent were to occur today, this country may
not be assured of any better investigation.
The United States needs to improve its ef-
forts for effectively responding to and in-
vestigating incidents of missing or unac-
counted for weapons-grade nuclear materials.
In view of increasing terrorist activities
throughout the world, the ability to respond
and investigate such incidents should be of
concern to national security and the public
health and safety.
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RECOMMENDATIONS TO THE ' -
HEADS OF AGENCIES

GAO recommends that the heads of DOE, NRC,
the Department of Justice, and the CIA, ‘as
part of their responsibilities for the na-
tional security of the country, establish

a plan for coordinated 1nteragency actlon
which focuses on a nuclear safeguards

system that adequately detects, 1nvestigates,
and reports to the Congress and the President
on thefts or diversions of nuclear materials.
The plan- which should be submitted to the
Congress within 90 days or less of the issu-
ance of this report, should include

--a formal means for a timely determination
of whether a loss has occurred; ..

~=-a clear and direct channel of communica-
tions between the agenc1es,

~-a formal means for rapidly focusing the
abilities of these agencies on the resolu-
tion of a diversion incident; and

--a means for allowing any .incident involving
the theft or diversion of nuclear material
to be definitely resolved to the satisfac-
tion of the Congress and the President.

GAO also. recommends that the Attorney
General, working with the FBI, take the lead
in_establishing the interagency plan since
the FBI, under the Atomic Energy Act of 1954,
is responsible for investigating incidents
involving the diversion or theft of nuclear
materials.

RECOMMENDATION TO THE CONGRESS

The committees of Congress having jurisdic—
tion for domestic nuclear safeguards should

--review the nuclear safeguards plan to be
submitted by the Executive Branch to assure
that an adequate system is developed which.
deters and investigates thefts or diver-
sions of nuclear materials.
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--recquest’ that the FBI and DOE S Offlce oF
Inspector Genzvral complete their investi-
gations of the NUMEC incident as soon as
vossible and submit their reports to the
committeec. ' :

These reports should be reviewed to determine
the adequacy of the investigations and their .
implications for developlng a more effective:
future system.

‘Even with complete information on all Govern-

ment investigations, given the passage of
time, it may be difficult to conclusively
determine what specifically happened at NUMEC.
GAO believes the important thing is to use

the lessons learned from the NUMEC experience
to make certain that the Nation develops an
adeguate detection and follow—up system to
deter future nuclear thefts or diversions.

AGENCY COMMENTS

DOE's comments on the report are contained

in a letter dated July 25, 1978. (See ap-
pendix II). DOE agreed with the thrust of
the report. However, it disagreed with our
recommendation. concerning the need to enter
into a formal interagency agreement with NRC,
the FBI, and the CIA for more timely and ef-
fective action in investigating incidents of
suspected or real diversions of nuclear ma-
terial. DOE stated in its letter that a
comprehensive plan and a memorandum of under-
standing with the FBI already existed for
joint responses to nuclear threat situations.
Further, DOE stated that it had open channels
of communication to other agencies, including
the CIA, for the. exchange of information
pertinent to nuclear threat situations.

Thesé factors were known to GAO and are com-
nmendable. The current memorandum of under-
standing between DOE and the FBI is the be- =
ginning of an effective response plan to :
incidents of nuclear diversion, but is in-
adequate since it does not include CIA par-
ticipation and cooperation. Without a for-
mal interagency agreement placing positive
reporting and investigative responsibilities
on DOE, NRC, the FBI, and the CIA along the

. lines recommended by GAO, we believe the

SEERET
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The comments received from the CIA are con-
tained in & letter dated September 1, 1978.
(See appendix III.) The letter takes no
issue with the facts or recommendations in-
cluded in the report. It doés, however,
point out some concerns about certain in-
formation in the report. '

GAO believes that the concerns expressed by
the CIA have been adequately addressed in
the text.- of the report. However, we did not

'specifically address the CIA's concerns re-

garding its degree of cooperation with DOE
and the FBI on the alleged NUMEC incident.
In its letter the CIA disagreed with the
statement in the report indicating that

they failed to cooperate with DOE and the
FBI. The CIA bases the disagreement on the
fact that its officials briefed a large num-
ber of officials in the executive and legis-
lative branches of Government on the NUMEC

matter in 1976 and 1977.

GAO was aware that such briefings were pro-
vided. However, GAO believes that since the
briefings were provided 4 to 6 years after
some of the key information was developed
their utility in helping to resolve the

NUMEC matter was greatly diminished.

B

The Department of Justice and the FBI did
not furnish formal written comments. . GAO
provided them more than 3 months to do so,
a time period longer than that provided
DOE, the CIA, and NRC. While GAO did not
have the benefit of official written com-
ments from the Department of Justice and
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the FBI in preparing the rinal report, GAO

did conszider the view ond comments of the

FBI staff familiar with the alleged NUMEC

incident during the course of the review.

NRC had no comment on the content of the
report. However, NRC did state that the
recommendations to the Heads of Agencies
appears reasonable, (See appendix IV.)

s
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CHAPTER 1

INTRODUCTION

In 1965 the Department of Energy (DOE) 1/ found during
an inspection that about 206 pounds of uranium-235 could not
be accounted for at the Nuclear Materials and Equipment Cor-
poration (NUMEC), a nuclear facility located in Apollo, Penn-
sylvania. DOE estimated that this much uranium could make at
least four or five nuclear weapons. Although investigations
were conducted, the uranium was never accounted for.

The Federal Government has generally remained silent
about the incident. 1Information that has become known over
the years has been vague and inconsistent. With the current
high interest in assuring adequate safegquards over nuclear
materials, speculation about the incident has surfaced again.
Many allegations concerning the unaccounted for material and
the NUMEG, facility have been made in newspaper and magazine
articles and at congre551onal hearlngs, “These allegations

1nclude

-~The material was illegélly diverted to Israel by NUMEC
management for use in nuclear weapons.

-~The material was diverted‘to Israel by NUMEC management
with the assistance of the Central Intelligence Agency

(CIA).

--The material was diverted to Israel with the acqu1es—
cence of the Unlted States Government

--There has been a cover-up of the NUMEC incident by
the United States Government.

l/The Atomic Energy Commission (AEC) was formerly responsible
for both regulating and promoting all nuclear activities in
the United States. On January 19, 1975, it was . split into
the Nuclear Regulatory Commission (NRC) and the Energy Re-
search and Development Administration (ERDA). NRC became
responsible for nuclear regqulation and ERDA became respon-
sible for nuclear development and promotion. Under Public
Law 95-91, ERDA's functions were placed in the Department
of Energy effective October 1, 1977. NRC remained intact.
Throughout the report, DOE is used to refer to the Depart-

ment of Energy, ERDA, and AEC.

S=ERET
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‘Based on the totality of our
lnauiry, we bellieve that the allegaticns have not been fully
or adeguately answered.

Overall the nuclear safequards systems in this country
have been greatly improved as a result of the alleged NUMEC
incident. Since the alleged incident occurred AEC and its
succeeding agencies have placed much greater levels of con-
trol requirements on private nuclear facilities like NUMEC.
There are many new requirements which include such measures
as bimonthly inventory accounting, armed guards to protect
unauthorized access to nuclear material and alarm systems de-
signed to detect unauthorized movement of nuclear material,
Nevertheless, two reports GAO recently issued 1/ cited major
deficiencies in our domestic nuclear safeqguards systems.
These reports point out that there are thousands of pounds of
weapons-grade material unaccounted for in this country today.
This being "the case, it is critical that the Government be
prepared to quickly and effectively respond to allegations of
loss of nuclear material to determine whether, when, where,

and how it occurred.

The unresolved NUMEC incident raises questions on the
U.S. capability to deal with unaccounted for nuclear mate-
rials. This report discusses, within the constraints of the
data available to .us, the scope and effectiveness of U.S.
efforts to locate the unaccounted for uranium, and the impli-
cations the 1nc1dent has for our current nuclear safeguards

programs.
‘This report addresses two basic gquestions arising'from
the NUMEC incident.

--What information has been developed about the alleged
NUMEC diversion? '

--Were the investigations by the Federal Government into
the alleged incident adequate?

With the amount of nuclear materials in this country in-

creasing rapidly, the opportunities for diversion without

1/EMD-76-3, "Shortcomings in the Systems Used to Protect and
Control Highly Dangerous Nuclear Materials," dated July 22,
1976, and EMD-77-40, "Commercial Nuclear Fuel Facilities

Need Better Security," dated May 2, 1977.
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to these «u

eral Bureau of Investigation (FBI), and the CIA.

on .certain aspects of the NUMEC incident in March 1978.

juards can also intéase. Consequently, ‘answers
S imnortant in order to insure that cur-

adequate safe
f.
to rescond to real or suspected

rent Feaelul bilities exist
incidents of nuclear material diversion.

AGENCIES INVOLVED Ik
INVESTIGA"‘I\JG 1/ NUM F‘c

there were three agencies involved in gath-
These were DOE, the Fed-
However,

DOE and the FBI have begun new investigations of the incident.
In February 1978 DOE began an investigation to determine what
officials in the. agency knew about the alleged diversion inci-
dent. In April of 1976, at the oral reguest of President Ford,
the FBI opened an investigation of the NUMEC incident aimed at
dptﬂrmlnlnu whether a diversion of nuclear material ever oc-
curred at the facility. Both of these later investigations
are still onc01ng and we have not reviewed, ,these reports.

Originally,
ering information on the ‘incident.

There are also other Federal bodies that have developed
a substantial amount of information on the inc¢ident.” These
are the former Joint Committee on Atomic Energy (JCAE), NRC
and GAO. A staff member of the former JCAE compiled a lengthy
record of the events and- incidents surrounding the alleged
diversion and wrote a report which was inconclusive about

.whether a diversion ever occurred at the NUMEC facility. The
report was written in about 1967 or 1968. NRC issued a report
The

NRC report, however, did not focus on the diversion guestion.
It was aimed at what specific NRC officials knew about the al-
leged diversion incident. GAO issued a report to the.former
JCAE in June 1967 which focused primarily on NUMEC's account-
ability controls over nuclear material. In that report GAO
said it found no evidence of diversion and after considering
information available had no reason to question AEC's con-

- clusion that while it could not be stated with certainty that

diversion didn't take place, the survey team found no evidence

to support the possibility;

GAO's current report focuses on the allegations and infor-
mation developed since that time in attempting to answer the

1/CIA officials informed GAO that they have no authority to

conduct "investigations" of unaccounted for nuclear mate-
rialS'in the United States. As used in this report the
term investigation( s)" is used in the context of the en-
tlre Federal effort to resolve the 1nc1dent :
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information has been developed about the

guestions of what
alleaed diversion, &nd were the investigations cone by the
Federal Governmgnh adeouate.

ACCESS_TO_RECORDS DIFFICULTIES

During our review, we were denied documents pertinent
to the NUMEC incident by the FBI and the CIA. We repeatedly

tried to obtain documents from these groups, but with no
success. A written chronology of contacts with other Federal

ageéncies was provided by the CIA,] ’
_ i

The

CIA did subseguently allow selected staff of Chairman Dingell's
Subcommittee to review some CIA documents at CIA Headquarters.
Access to these or any other CIA documents was not extended to
include @A0. Further, the CIA did not cepoperate with GAO in
arranging some interviews with knowledgeable current and former
CIA officials. This was significant since former CIA officials,
although not reguired, can be expected to inform CIA before
discussing their former activities with others. The FBI's
rationale for denying GAO access to their documents was that

the Bureau did not want to jeopardize its ong01ng investiga-

tion of the alleged dlver51on incident.

These constraints made it impossible to obtain corrobor-
ating evidence for some of the report's contents. Nonetheless,
we made every attempt to do so and, where it was not. possible,

.we have so noted it in the report.
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CHAPTER 2

WBAT_ INFOE!ATIOK HAS BEEN DEVELOPED

ABOUT THE ALLEGED NUMEC DIVERSION?

Until the summer of 1977, the onlyléubliCized Government
view on the NUMEC incident was that there was no evidence to
indicate that a diversion of nuclear material had occurred.

We attempted to obtain all the information developed by
the Government on this matter. We reviewed documents, reports,
and studies made available to us. We also interviewed those
individuals most involved with the incident and the subsegquent

investigations of it.

Based on our work, we cannot say whether or not there
was a diversion of material from the NUMEC facility. Fol-
lowing is the information and views which we obtained from
the three principal agencies involved in the alleged .incident

--DOE, FBI, and CIA,

DEPARTMENT OF ENERGY'S INVOLVEMENT

WITH NUMEC INCIDENT

DOE records show that in December 1957, . the NUMEC facil-
ity located in Apollo, Pennsylvania was licensed to possess
enriched uranium for manufacturing nuclear fuel, recovering
scrap, and conducting nuclear research and development. NUMEC
obtained various forms of enriched uranium and other nuclear
material from the United States Government and commercial
sources. During the period 1957 through 1967, NUMEC received

" over 22 tons of uranium-235--the material used ‘in the fabri-

cation of nuclear weapons.

Until 1975 DOE was responsible for insuring that licensed
commercial nuclear facilities such ‘as NUMEC provided adequate .
safeguards and material control. DOE's records show that un-
til June 1967 the policy for safeguarding nuclear materials
relied primarily on the monetary value of the material. DOE
believed that the financial penalties imposed upon licensees
for the loss of or damage to nuclear material, and the crimi-
nal penalties provided by the Atomic Energy Act of 1954, would
be sufficient to motivate licensees to adequately protect the
material from loss, theft, or diversion. Material
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"rial accounting systems.

‘During this inspection,.

en into licensee

accountability requirements, while writt
were more di-

contracts and the Code of Fed=sral Regulations,
rected to health and safety concerns than in protecting nu-
clear material from theft or diversion. Our review of DOE
records showed that at the time (1) there were no limits
placed on the amount of unaccounted for nuclear materials,

(2) facilities were reguired to inventory their nuclear mate-
rials only once a year, and (3) estimating inventories was a
widespread practice at all nuclear facilities at that time.
The elaborate material control and physical security measures
in place at commercial nuclear facilities today were developed
since 1967. Such measures were not present before then.

DOE officials told us that in the mid-1960s material ac-
countability capabilities and methods were just being devel-
oped. As a result, uncertainty existed on the part of both
the agency and the industry about nuclear material control
standards and criteria. DOE officials and NUMEC's president
told us that the situation at NUMEC was further complicated
by the fact that NUMEC was involved in mé&ny unique first-of-

a- kind nuclear projects.

DOE, pursuant to its regulatory responsibilities, con-
ducted six accountability inspections at NUMEC--prior to the
alleged 1965 incident--to assure that nuclear materials were
being adequately protected. Each inspection revealed major

- deficiencies.

In April 1961 DOE conducted its first material control
inspection and found "significant" deficiencies in the mate-
During its second inspection in _
May 1962, DOE found that, although NUMEC had corrected some
accounting deficiencies, it still did not follow practices -

necessary for the maintenance of adequate material control.
the agency discovered that NUMEC was

mixing nuclear material among various contracts--a practice
that was expressly prohibited. According to DOE inspectors,
such commingling made it difficult, if not impossible, to
trace discrete batches of material through the plant and to
determine how the material was being used.

DOE's next inspection in July and August of 1963 did
not show much improvement, and revealed additional problems
with the material accounting systems. In early 1964 another

- inspection was undertaken and more inadequacies were identi-

fied. DOE's records show that at this point, the agency be-
came so concerned with the inadequate controls at the facil-
ity that it began considering whether to prevent NUMEC from
receiving any additional nuclear materials. Later, in Sep-
tember of 1964, DOE attempted to take a physical inventory

of the material held by NUMEC but could not do so since, in
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NUMEC's records were so

the opinion of DOE investigators,
4g a result, the inventory

poor that thev were unauditable.
check was canceled.

In April of 1965, DOE began another inspection and, for .
the sixth consecutive time,.found fundamental problems with
NUMEC's ability to control material. The inspection report
concluded that "safeguards control of - [nuclear material] at
NUMEC is inadequate." It was during this inspection that a
large amount of highly enriched uranium was unaccounted for.
The loss, initially identified as 53 kilograms (117 pounds)
was later adjusted to 61 kilograms (134 pounds). This was
about 2 to 3 times higher than was experienced by other simi-

lar facilities operating at that time.

Although DOE had made financial arrangements with NUMEC
to insure payment for the loss, the highly significant safe-
guards iqplications of the loss sparked a lengthy investiga-
tion. Th® investigation which began in early November 1965
was aimed at (1) determining the exact total cumulative loss
of highly enriched uranium at NUMEC since its startup in 1957
and (2) explaining the 134 pound loss under its most recent
contract involving 93 percent enriched--weapons-grade--uranium.

The investigation lasted until mid-November 1965 and
revealed a cumulative loss of 178 kilograms (392 pounds) of
material. DOE was able to trace 186 pounds to waste and gas
filters leading from the plant, but the remaining 206 pounds

could not be accounted for.

The November 1965 investigation did not provide DOE with
a conclusive answer as to what happened to the unaccounted
for material. However, according to agency officials, enough
information existed to develop a "theory" on the probable :
cause of the missing material. The "theory" developed by the
DOE staff and accepted by top DOE officials was that through -
April 1965 NUMEC consistently underestimated its material
losses from contract to contract. As each job was completed
and NUMEC had to pay DOE for the actual losses sustained,

-the differences between the estimated and actual losses were

passed on from completed jobs to new jobs. The theory con-
cluded that these actions continued over the 8 years of the
company's operations until April 1965 when, strictly by chance,
only one contract was being processed at the facility, and it
was possible for DOE to isolate the total cumulative material

unaccounted for.
DOE documents showed that because of the poor condition
of NUMEC's material accounting records, it was not possible

to establish when the losses occurred or even whether the
material was used to offset losses on previously completed
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‘a theft or diversion of the material had occurred.

IRHE SR 7 L
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contracts. NUMEC's president ccntended that the. nuclear
material was not stolen or diverted but unzvoidably "lost" in
the processing system itself through adherencs to the equip-
ment and piping and amounts discarded as waste. Consequently,

" the DOE investigators concluded that DOE could not say, une-
guivocally, that the material was not

stolen or diverted from
the facility. » '

We learned from a discussion with a former DOE official,

that in February 1966, DOE asked the FBI to determine whether
The DOE

files contain a memorandum of discussion with the FBI. The
menmorandum stated that " * * * the Bureau had decided not to
undertake an investigation at this time * * *" even though
they were reguired to investigate such incidents under the
Atomic Energy Act of 1954. Consequently, DOE continued its
own. After examining the facility records, cleaning out proc-
essing equipment, searching some of the company's nuclear
waste buri®l ground, and interviewing -many, key NUMEC employees,
DOE was still unable to conclusively determine what happened

to the material.

In 1966 NUMEC paid DOE $1.1 million for the missing 206
pounds of enriched uranium as required by NUMEC's contract,
and the DOE investigation of the incident was, for all prac-
tical purposes, closed unresolved. The:'$1l.1 million was paid
partly from a $2,500,000 revolving credit note account that
NUMEC arranged with the Mellon Bank. The balance was paid
through the return to DOE of some nuclear material for which
NUMEC was credited. Atlantic Richfield Corporation later
purchased the facility in April 1967 and it is now owned. by
the Babcock and Wilcox Corporation who bought the facility .

in 1972,

Other information relevant’

to the NUMEC incident

- We identified several occurrences from our review of DOE

‘files and interviews with DOE officials, which impact on the

NUMEC incident. We learned that:

--After the November 1965 investigation, NUMEC management
hired one of DOE's on-site investigators who was an ex-
pert in material control and accountability. The in-
vestigator had responsibility for conducting a major
part of the material control review at the facility.

--During a period of rising concern with unaccounted for

material at NUMEC, some material accounting records
were reported to DOE as being inadvertently destroyed
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during a labor dispute at the facility in Januarv-
February 1964. According to a former heac of DOL's
nuclear material manadement group, and investigators

from the FBI, the records might have affected DOE's
ability to trace the material held by the facility.

--NUMEC mixed material among various contracts--a prac-
tice that was explicitly prohibited by DOE. According
to DOE investigators, this practice made it very dif-
ficult, if not impossible, to track the material
through the facility.

Further, DOE was concerned with the foreign interests
and contacts maintained by NUMEC's president. DOE's records
‘show that, while president, this individual had various high-
level contacts with officials of the Government of Israel,
both in that country and in the United States. The records
also show Yhat, for a time, he acted as a.sales agent in the
United States for the Defense Ministry of Israel. Also, while
president of NUMEC, he had a 50-percent interest in a nuclear
facility in Israel established for the purpose of radiation
experimentation on various perishable commodities.

A principal field investigator for DOE at the time, told us.
that the sloppiness of NUMEC operations made it very conducive
to a diversion. This investigator noted that on a visit to :
the facility in 1963 or 1964 he saw nucléar material deposited
in the crevices of the stairwells and on the floor. However,
of all DOE officials we interviewed, including a former Chair-
man and two former members of the Atomic Energy Commission,
only one, a former DOE security expert, actually believed that
a diversion of material occurred. According to this .individ-
‘ ual, who was not familiar with the material accounting prac-
tices established by DOE, his conclusion was based on inspec-
tions he conducted at NUMEC. He told us he visited NUMEC sev-
eral times between 1962 and 1967 to conduct physical security
inspections for DOE. He said that in an inspection report
dated February 10 and 11, 1966, he noted that a large ship-
ment of highly enriched uranium was made to France roughly
equivalent to the material identified as missing in DOE's
"November 1965 inspection--100 kilograms. According to him,
the circumstances at the facility were such that it would
have been relatively easy to ship highly enriched (weapons-
grade) uranium to another country instead of low enriched ura-
nium since the enriched uranium storage system at NUMEC did
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not clearly distinguish between weapons- grade and nonweapons
grade material.

Current DOE officials informed us, however, that while
the United States did not make independent verification of the
shipments being dispatched to a foreign country, at the time
of the NUMEC incident, it did conduct safequards inspections
as provided in bilateral agreements for cooperation with vari-
ous countries. According to DOE, inspections in this partic- -
ular foreign country were conducted to account for enriched
uranium shipped from the United States. DOE officials told
us that two of these inspections were conducted which identi-
fied material in the form, enrichment level, and approximate
gquantity shown in the U.S. (NUMEC) transfer documents.

The former DOE security inspector also said that the
entire security program at NUMEC was very bad and that, to a.
large extent, contributed to his concern that the missing
material a§y NUMEC had been diverted. Two other former secu-
rity officials at DOE concurred in this latter point. These
three individuals agreed that, based on their knowledge and
experience with the NUMEC facility, it was very possible that
the material unaccounted for from NUMEC could have been di-
verted. One of these security officials told us that NUMEC's
security program was widely "disrespected" among the DOE '
investigative staff. However, none of these individuals were
able to provide us with any direct evidence that would support
the view that a diversion of material had occurred. Further,
DOE records show that of the 37 NUMEC employees. interviewed

. by DOE in 1966, none believed that a diversion of nuclear mate-

rial had occurred

In 1975 NRC was made responsible for the regulatory over-

sight of commercial nuclear facilities like NUMEC, and conse-

quently has become involved in the incident. 1In a February

1978 report related to the NUMEC incident, NRC concluded that

their previous official position of "no evidence" to support

a diversion may need to be reconsidered, in light of theé many
uncertainties surrounding the incident. ‘Included in that
report is a letter from the Chairman, NRC to the Chairman of
the Committee on Interior and Insular Affairs, concluding

that "* * * for regulatory purposes we must assume the circum- -
stances [surrounding NUMEC]) were such that a diversion could
have occurred, and we must construct our safegquards require-

ments accordingly."

FEDERAL BUREAU OF INVESTIGATION'S

"INVOLVEMENT WITH NUMEC INCIDENT

The FBIﬂis responsible for gathering domestic intelli-
gence on activities affecting the national security of the

10 ‘??
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United States. It is also responsible for investigating all
alleged or suspected criminal violations of the 2Atomic Energv
Act of 1954 including the theft or diversion of nuclear ma-
terial. 1In this role the Bureau has initiated three lnvestl—

gations involving NUMEC with one still ong01ng

Our efforts to obtain and evaluate the 1nformation col~
lected by the FBI on the NUMEC matter were repeatedly denied
by the Department of Justice. The Department of Justice told
us that since their latest investigation was still underway
they could not give us any documentation related to the NUMEC
incident. The denial included information developed as part
of Justice's prior two investigations. This position was for-
mally communicated to the Comptroller General of the United
States from the Attorney General in a letter dated February 8,
1978. (See Appendix V for a copy of this letter.)

The FBI did, however, brief us twice and responded to .
several fo¥low-up inguiries. We also contacted 12 former and
current officials of the Department of Justice 'and the Bureau
including the current Attorney General and two former Attorneys
General. (Appendix I.contains a summary of the individuals we

contacted during our rev1ew )

Our first briefing by the FBI was provided by the agent-

in-charge. and two other FBI representatives on October 6, 1977.

The briefing covered all FBI investigations related to NUMEC.
We received-a follow-up briefing on December 14, 1977, in order
to clarify some of the information we had obtained earlier.
This briefing wds provided by a new FBI agent-in-charge since
the former one was transferred off the case shortly after our

October 1977 briefing.

We were informed atrthese briefings that in June of 1965,
the FBI was asked by DOE to investigate the possibility that

 NUMEC's president might need to register his activities in

the United States under the Foreign Agent Registration Act.
DOE's specific concern stemmed from the individual's associa-
tions with Israeli officials. According to information we
received at the October 1977 briefing, NUMEC's presideént's
capacity as sales agent for the Ministry of Defense of Israel

was of particular concern to DOE.

At the October 1977 briefing, we were told that the FBI
began the investigation in August of 1965. 1In October of 1966,
after 14 months of effort, it reported that NUMEC's president’
did not have to register as a foreign agent since NUMEC's ac-
tivities with Israel were conducted under applicable U.S. laws
and regulations. Further, according to the Department of Jus-
tice, the business activities established between Israel and

NUMEC were all found to be legitimate.
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In a letter to the Director of the FBI dated February 17,
1966, DOE asked the Bureazu to investigate the suspected di-
version of nuclear material from the NUMEC ovlant. FBI re-
sponded on Februarv 25, 1966, stating that it "decided not
to undertake this investigation at this time." According to
the former FBI agent in charge of the current investigation,
the reason for the decision was that in DOE's discussions with -
the Bureau, DOE presented a convincing case that there was no
diversion at the facility. However, we were informed by a for-
mer Executive Director of the Joint Committee on Atomic Energy,
that the reason the Bureau did not want to get involved was
twofold: (1) the Bureau did not think that a diversion oc-
curred based on the presentation provided by DOE, and (2) it -
simply did not like conducting investigations involving unac-
counted for nuclear materials.

12
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~ while circumstantial in-nature,

-stop the flow of nuclear materials to NUMEC,

for access to national security information.
ty Director of Security said he helped the former Commissioner

At the.two FBI briefiligs, i’ were provided with -
information the FBI had developed¢ on the backaround, associa-
tions, and business activities of WU!EC's prssident with Israe-—
li government officials, agents, and citizens. According to
the FBI agents giving the briefings, the information aeveloped
raised serious questions con-

cerning the national security risks posed by NUMEC's president.

In reviewing DOE files, we found that durina the FBI's
surveillance activities, the FBI became so concerned about
the security risks posed by NUMEC's president that they asked
DOE whether it planned to terminate his securitv clearance or

According to
the FBI's liaison with GAO, the FBI recommended that NUMEC's
operating llcense be taken away.

DOE flles also show that in early 1969 the FBI briefed-
President Nixon on the guestionable activities of NUMEC's
president. ¥The files further show that top level ‘Government
concern about the security risks posed by the president of
NUMEC continued until 1971. We were told by a former Deputy
Director of Security at DOE that in 1971 a former Commissioner
of AEC aided the NUMEC official in obtaining employment with

Westinghouse Electric Corporation, where he would have no need
The former Depu-

in obtaining such employment for NUMEC's president. The for-

mer Commissioner declined to comment to us on this matter. We
believe this is. particularly important since we were informed

by the president of NUMEC that he may attempt to obtain employ-
ment in an area which will involve a top secret clearance. If
this should occur, the questlon of his obtaining a security

clearance may surface again.

In the FBI briefing on December 14, 1977, we were told
by the current FBI. agent in charge of the investigation, that
no additional surveillance activities or investigations of
any kind were undertaken by the FBI concerning NUMEC from
September 1969 until April of 1976, when ordered to do so by
President Ford. A Department of Justice staff attorney as-
signed to the case later confirmed this. He told us that the
FBI's current investigation was the direct result of a request
to the then Attorney General by President Ford in April 1976.
According to the Justice staff attorney it was at that time
President Ford asked the FBI to investigate the ‘possibility
+that weapons—-arade materials might have -been diverted from
the NUMEC facility to Israel. GAO was not furnished any
documents regarding President Ford's request and thus could.
not specifically determine its nature and scope. :
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We were told bv both tno former ana current FBI -agents
involved in th2 investigation that, during all the FBI's in-
vestigatlors into MUMEC, it did not obtain any informacion
conclusivelyw showing that a diversion of nuclear material
occurred at NUMEC.

14
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The FBI is currently: preparlng a report on its most re-
cent investigation. FBI agents involved in the current inves-
tigation told us that while there exists circumstantial infor-
mation which could lead an individual to conclude that a
diversion had occurred, there is no substantive proof of a
diversion. The report was submitted to the Attorney General
on February 16, 1978. However, a staff: lawyer in the Internal
Security Section at the Department of Justice, informed us on
May 25, 1978, that there were still several items the FBI had
to cover in its report before the Justice Department would
accept it. Currently, the FBI is still investigating the -

alleged NUMEC incident.

CENTRAL INTELLIGENCE AGENCY'S

INVOLVEMENT WITH NUMEC INCIDENT

On August 29, 1977, we met with the CIA for a‘briefing

~ on their knowledge of and involvement in the alleged NUMEC

with CIA representatives on the matter..
‘and current CIA employees. However,

Subsequently, we had several follow-up discussions
We contacted 11 former

as we got further into

our review, the CIA blocked our efforts to continue. While

the CIA did provide selected staff members of Chairman Dingell's
House Subcommittee on Energy and Power with the opportunity to
review at CIA Headgquarters some documentatlon on their knowledge

of the NUMEC 1nc1dent,f

incident.

[ Furthermore,

the CIA did not cooperate with us in arranging interviews with |
knowledgeable current and former officials. \

I
!
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. .--u'nET

participated in the briefing. However,
‘'would have involved CIA information,

Moreover, in November 1977 the CIA refused to assist us
in contacting former or present CIA employees having knowledge
of the incident. At oné point we attempted to discuss a par-

ticular CIA briefing with a former Chairman of NRC who had
since the discussion

the former NRC Chairman
wanted prior approval from the CIA. We attempted to obtain the
necessary approval from the CIA but were informed that this .
request could not be honored due to the Director's decision
to work solely with Chairman Dingell's Subcommittee on this

investigation. :

18
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WERE THE INVESTIGATIONS BY THE FEDERAL GOVERNMENT

INTO THE ALLEGED INCIDENT ADEQUATE?

If a diversion or theft of nuclear material is suspected .
or actually occurs in this country, the Federal Government
must be able to quickly and definitively determine how and
why it happened so that the public can be protected against
the potential hazards of such an occurrence. To do this,
agencies of the Federal Government with capabilities for in-
vestigating and responding to suspected diversion incidents
must work together. This did not happen with NUMEC. Whether
a diversion(s) ever occurred at NUMEC still remains unanswered.
What can be said, however, is that the Federal investigations
of the matter were uncoordinated, limited in scope and time-
liness, and in our opinion less than adeqguate.

DEPARTMENT OF ENERGY | e

We believe certain DOE actions prior to and after the
alleged NUMEC diversion(s), raise questions on the adegquacy
of DOE's implementation of its requlatory responsibilities :
and its investigation of NUMEC. DOE did not take corrective
action against the NUMEC facility prior to the alleged inci-
dent, even though DOE inspections revealed repeated NUMEC
material accountability and physical security deficiencies.
DOE's investigation of NUMEC omitted one potentially signif-
icant avenue of investigation, i.e. that the unaccounted for
material could have been erroneously shipped to another coun-
try. Also, recognizing DOE's dual role for promotional and
regulatory responsibilities over nuclear activities, its in-
vestigation of NUMEC cannot be considered truly independent.
Prior to January 1975, DOE was responsible for regulating
nuclear materials as well as promoting the use and develop-
ment of nuclear energy in the United States. Consequently,

a discovery that a large amount of weapons-grade material
could have been diverted from a U.S. facility would have been
embarrassing to DOE and detrimental to its promotional respon-
sibilities. Congress recognized these conflicting DOE roles
and split DOE's regulatory aspects from its promotional role

effective January 19, 1975.

From the time NUMEC was licensed in 1957 until the
missing material was identified in April 1965, every accounta-
bility inspection conducted at NUMEC by DOE found significant
weaknesses in NUMEC's accountability over nuclear material.

In view of the problems DOE was experiencing with NUMEC
and investigations which were conducted, the FBI's liaison
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with GAO and a former Executive Director of the JCAE, told us
that the FBI and the JCAE recommended to DOE that NUMEC's li-
cense be taken away and that it be prohibited from receiving -
additional nuclear materials. However, they could not recall
when or how these recommendations were communicated to the
agency. (We were unable to find any record of these communi-
cations.) Further, in a letter to DOE on July 26, 1965, a
DOE official who played a key role in the investigation of
the NUMEC facility, wrote

"* * * if it were within my province to do so I would,
* * * stop all further deliveries of enriched uranium
to NUMEC until such time as they had straightened out
their procedures and had satisfactorily accounted for
all enriched uranium entrusted to them to date.”

We found no indications that DOE took corrective action
against NUMEC based on these recommendations.

E>s reluctance to take action agalnst the facility in
light of continuing material control problems is questionable.
In some informal notes we obtained from DOE's files, a former
DOE official in charge of DOE's overall investigation of NUMEC,
admitted the agency did not know whether the material had been
stolen or diverted. Yet the facility was not ordered to cease
operations, and it continued to obtain nuclear material con-
tracts. According to this official, who was a former DOE
Assistant General Manager, there was "no good answer" as to
why these conditions were allowed to persist over the years -

of NUMEC's operatlon.

DOE's handling of physical security inspection reports
on the NUMEC facility by top DOE security officials also
raises some concern. Two former DOE security inspectors
told us on March 31 and april 3, 1978, that during most of
the 1960s, including the period of the alleged NUMEC inci-
dent, DOE's Division of Security would not issue an "unsat-
isfactory" security report on a nuclear facility. According
to these inspectors the security reports had to be written
in a certain manner in order to be approved by the top secu-
rity official at DOE, the Director of Security. For example,
one security inspection report on the NUMEC facility con-
ducted on February 10 and 11, 1966, noted two "principal"
and several "minor" security deficiencies at the facility.
The deficiencies were significant enough to prompt the Di-
rector of Security to visit the NUMEC plant to discuss the
problems with facility management. The two former security

‘inspectors told us, however, that the conclusion in the in-

spection report did not represent the actual findings. The
report concluded: "During the course of the inspection
several deficiencies were discovered though not sufficient




c01162251

spection.

to seriously detract from the otherwise satisfactory aspects

of the security program * * *_ " However, three former DOT
security investigators, including the former Deputy &and Assist=
ant Directors of Security, told us that the entire NUMEC secu-

rity program was inadequate.

We were unable to discuss this matter with the former .
Director of Security due to his current ill health.

We were told by the former DOE security inspector for the
NUMEC facility that during the February 1966 physical security
inspection at NUMEC he identified some unusual circumstances
regarding the control of nuclear material held by NUMEC. Al-
though this individual was not familiar with the material ac-

counting practices, the circumstances led him to believe that

an amount of highly enriched uranium about egual to the amount
unaccounted for from the NUMEC facility might have been erro-
neously shipped to France. This former inspector became so
concerned §bout the matter that he attempted to report it to
the former Director of Security upon returning from the in-
However, according to this individual and his former
supervisor, the Director of Security told him to "get out of
his office" and not pursue the matter any further. According
to both these indiwviduals, the entire matter was suppressed
and was never considered by top DOE security officials. Ac-

‘cording to DOE officials, as it later developed an authorized

shipment of highly enriched uranium was sent to France and was
identified by DOE inspectors as being in that country.

Since NUMEC was both a DOE contractor and a licensee,
the facility's nuclear activities were split between DOE's
conflicting regulatory and promotional responsibilities.
These conflicting responsibilities may have affected DOE's
conclusion about the alleged diversion incident. DOE devel-
oped a "theory" about what happened to the material, even
though DOE had no conclusive information showing that a di-
version did or did not occur at the NUMEC plant. Moreover,
at a top level staff meeting on February 14, 1966, a former
Assistant General Manager of AEC advised the members of the

former AEC that:

"* * * it would be theoretically possible to ship mate-
rial abroad in excess of the amounts indicated in the
company's records." And that "* * * the AEC material
accountability system might not reveal a deliberate.
and systematic attempt to divert material * * * "

Further, 3 days after AEC was advised of the pdssibility of

a diversion, they briefed the FBI and, according to the former
agent in charge of the investigation, presented a convincing

21
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case that there was no diversion or theft of material from
the NUMEC fac111ty o

-FEDERAL BUREAU OF INVESTIGATION

Our evaluation of the FBI's investigation of NUMEC was
blocked by the FBI's denial to provide us with supporting
documentation. However, based on our interviews with FBI and
Department of Justice officials;, we believe that: (1) the
FBI's investigations of the incident were untimely; and (2)
the scope of the investigation was limited.

From August 1965 to September 1969, the FBI developed
a substantial_amount of information on the actions and asso-
ciates of NUMEC's president.

[ However, it was not until npr il of

1976 that the FBI began to investigate whether there was a
dlver51o% of material at the NUMEC plant--about 11 years
after DOE's investigation of the 1nc1dent

On February 17, 1966, DOE staff met with the FBI to dls—
cuss the incident and requested them to investigate the matter.

‘The FBI is required by the Atomic Energy Act of 1954 to inves-

tigate all alleged or suspected criminal violations of the act.
A diversion of nuclear material is a criminal violation of the

~act; however, on February 25, 1966, the FBI informed DOE that

it would not undertake an investigation of the incident. The
question of diversion was not addressed by the Bureau again
until 1976. The former agent in charge of the investigation
stated that since such a long period of time had elapsed since

the alleged incident occurred it was very doubtful whether the

FBI would be able to develop any evidence that would resolve
the incident. : :

During our review we found that the scope of the FBI's
current investigation appeared limited since they had not in-
terviewed at least eight key officials about their knowledge
of the NUMEC incident. These included a Chairman of the for-

- mer AEC during the NUMEC incident;|

| the loan officer at the Mellon Bank who approved ,
the loan to NUMEC; a key DOE staff member responsible for mate-
rial control investigations at NUMEC; and. the chief DOE field

‘investigator for NUMEC. These officials told us that the FBI

never interviewed them about. the NUMEC incident. | |

DOE's chief

field investigator, told us that they could not understand why

the FBI had never discussed the matter with them

22
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"that the FBI investigate such occurrences.

- with DOE and the FBI, it ap

the FBI briefing we received on Octobe
learned of another limitation ‘in the scope of be FBI's cur-
rent investigation. The former agent in charge ¢f the FRBRI's
investigation told us that the FBI did not investigate tne
source of funds for NUMEC's payment for the missing nuclear
material. Although he saw this as an important aspect of the
investigation--since NUMEC's financial position did not ap-
pear to support such a loan--it was not pursued because the

In 6, 1977, we

'FBI anticipated legal difficulties in getting the appropriate

bank records. However, we obtained much of the data simply
by requesting it from the responsible bank official over the
telephone. -Although the information we obtained did not re-
veal any peculiarities in NUMEC's financial dealings, it did
serve to further demonstrate the limited scope of the FBI's
investigation of the incident. .

The FBI's efforts to effectively investigate the incident
have also been impeded by its lack of technical expertise in
dealing with nuclear facilities such as NUMEC. This is par-
ticularly significant since the Atomic Eflergy Act reguires

According to the
former agent in charge of the investigation at the FBI, the
FBI is not competent to do the type of investigation needed.
to determine the causes of unaccounted for nuclear material
without expert assistance. Conseguently, he did not think
the FBI could ever conduct effective diversion-type investi-
gations without relying heavily on DOE or NRC for technlcal

assistance and guidance.

CENTRAL INTELLIGENCE AGENCY

From interviews with a former CIA official. and with for-
mer and current officials and staff of DOE and the FBI we con-
cluded that the CIA did not fully cooperate with DOE or the
FBI in attempting to resolve the NUMEC matter. Although CIA

officials told us that ‘they believe they did fully cooperate
ears to us that the A

tant to provide information
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- evidence that a diversion of nuclear
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CEAPTER 4

OZSERVATIONS, CONCLUSIONS, AND RECOMMENDATIONS |

WHETHER A2 DIVERSION OCCURRED AT NUMEC
REMAINS TO BE _ANSWERED

Although large amounts of circumstantial information have
been developed by DOE, the FBI, and the CIA on this incident,
these agencies did not provide any information, nor did we in-
dependently identify any, that would conclusively show that a
diversion of material occurred at the NUMEC facility Conse-
guently, whether or not such an lﬂcxdent occurred is still

debatable.

DOE has taken the position that it has no conclusive
material ever occurred

at the NUMEC facility, although it cannot deny such a possi-.
bility. § _ - _

DOE supports the theory that the nuclear material unac-
counted for from NUMEC was caused by inadequate inventory
management. All current and former DOE officials we inter-
viewed, except one, agreed with this theory.. On the other
hand, many of these same officials also agreed that the facil-
ity was sufficiently unable to control its nuclear materlals
so that a diversion could have been carried out.

FBI agents involved in the investigation believe that
there is a substantial amount of information which tends
to support the diversion theory. However, it is circumstan-
tial in nature. The FBI is still investigating the matter.
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NRC, in a February 1978 report related to the NUMEC inci-
dent, concluded that their previous official position of "no
evidence" to support a diversion may need to be reconsidered
in light of the many uncertainties surrounding the incident.

DOE stated that it had no evidence to indicate that a
diversion of nuclear material had occurred. We believe that
the agency could have been much more tentative in its conclu-
sions on the matter, instead of informing the public and Gov-
ernment officials that there was no need for concern about a
possible diversion of wcapons~grade material from the NUMEC

fac111tv,

FEDERAL MECHANISMS TO 'COORDINATE : 7
INVESTIGATIONS OF MISSING NUCLEAR _ ' §
MATERIAL ARE LACKING : ‘ . :

It is essential that the nuclear safeguards systems em-
ployed by the United States be continually monitored and im-
proved as weaknesses in it are identified. Overall, the
safeguards systems in this country have been greatly improved
as a result of the alleged NUMEC incident. Since the alleged
incident occurred AEC and its succeeding agencies have placed-
much greater levels of control requirements on private nuclear
facilities like NUMEC. There are many new requirements which
include such measures as bimonthly inventory accounting, armed
guards. to prevent unauthorized access to nuclear material and
alarm systems designed to detect unauthorized movement of nu-
clear material. Nevertheless, two recent GAO reports pointed
out significant shortcomings in the ability of Government and
commercial nuclear facilities to adequately monitor and control
nuclear materials with current accountability systems. These
reports pointed out that due to limitations in the state-of-
the-art of measurement instrumentation, diversions of nuclear
material from a U.S. facility can still occur and would prob-
ably not be discovered in a timely manner.
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The MU nt and its acsocxafed 13-year lnvest*gatlon
highlicht th 3 ‘s current inability to effectively deal
with cosc*bl , one of nuclear material. The combined
capabilities of DOL, FBI, and CIa were never directed at all
the factors involved in the alleced diversion. The institu-
tional barriers existing among these agencies may have pre-

‘vented it. Each agency did "its own thing," to the detriment

of a unified, comprehensive: investigation. A formal coordi-
nated interagency plan agreed upon plan is needed to focus

the combined capabilities of these agencies in a more timely
and effective manner. The agreed upon plan should focus on
(1) an adequate detection and investigative system and (2) a
reporting system to the appropriate congressional committees
and to the President. As a result, if a similar incident were
to occur today, this country may not be assured of any better
investigation. The United States needs to improve its efforts
for effectively responding to and investigating incidents of
missing or unaccounted for weapons-grade nuclear materials.

- In view of% increasing terrorist act1v1t1es throughout the

world, the ability to respond and lnvestlgate such incidents
should be of concern to national security and the public
health and safety. We believe a timely, concerted effort on
the part of these three agencies would have greatly aided and
possibly solved the NUMEC diversion questions, if they desired

‘to do so.

While incidents of unaccounted for material have been
experienced in the past, there has not been another incident
involving public allegations such as those at NUMEC. We be-
lieve this can possibly be attributed to the increased empha-
sis the Government has placed on protective measures against
diversions or thefts but it may also be due to a little good

luck in that people may have not tried to do it.

'RECOMMENDATIONS TO THE HEADS OF AGENCIES

GAO recommends that the heads of DOE, NRC, the Depart-
ment of Justice, and the CIA, as part of their responsibil-
ities for the national security of the country establish a
plan for coordinated interagency action which focuses on a
nuclear safeguards system that adeguately detects, investi-
gates, and reports to the Congress and the President on thefts
or diversions of nuclear materials. The plan which should be
submitted to the Congress within 90 days or less of the issu-
ance of this report, should include

--a formal means for a timely determination of whether
a loss has occurred;

--a clear and direct channel of communlcatlons between
the agencies; :
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--a formal means for ravidly focusing the abilities of
these agencies on the resolution of a diversion inci-

dent: and

+

--a means for allowing anv incident involving the theft
or diversion of nuclear material to be definitely re-
solved to the satisfaction of the Congress and the

President,

We also recommend that the Attorney General, working with
the FBI, take the lead in establishing the interagency plan
since the FBI, under the Atomic Energy Act of 1954, is respon-

T sible for investigating incidents involving the dlverSLOn or
SR theft of nuclear materials.

RECOMMENDATION TO THE CONGRESS

The committees of Congress having Jurlsdlctlon for domes~
tic nucleay safeguards should " :

--review the‘nuclear .safequards plan to be submitted by
the Executive Branch to assure that an adeguate system
is developed which deters and investigates. thefts or
diversions of nuclear materials.

--request that the FBI and DOE's Office of Inspector
General complete their investigations, of the NUMEC in-
cident as soon as possible and submit their reports to-

the commlttees.

These reports should be reviewed to determine the adequacy of
the investigations and their implications for developing a :
more effective future system.

The committees should note that with the passage of time
it is difficult to conclusively determine what specifically
happened at NUMEC. However,.the important point to remember
is that we should use this lesson and make certain that the
Nation develops an adequate detection and follow-up system to
deter future nuclear thefts or diversion. -

AGENCY COMMENTS

DOE's comments on the report are contained in a letter
dated July 25, 1978. (See appendix II.) DOE agreed with the
thrust of the report. However, it disagreed with .our recom-
mendation concerning the need to enter into a formal intera-
gency agreement with NRC, the FBI, and the CIA for more timely
and effective action in investigating incidents of suspected
or real diversions of nuclear materials. DOE states in its
‘ ‘ letter that a comprehensive plan and a memorandum of

ET
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understanding with the FBI already existed for joint responses
to nuclear threat situations. Further, DOE stated that it has
open channels of communication to other aagencles, includinc
the CIA, for the exchange of information oertlnent to nuciear
threat situations. :

These factors were known to us and are commendable. The

" current memorandum of understanding between DOE and the FBI

is the beginning of an effective response plan to incidents
of nuclear diversion, but it is inadequate since it does not
include CIA participation and cooperation. Without a formal
interagency agreement placing positive reporting and investi-
gative responsibilities on DOE, NRC, FBI, and the CIA along
the lines recommended by GAO, we believe the p0351b111ty
exists for a repetltlon of the 13~year NUMEC investigation.

The comments received from *h@ CI2 are contained in a
letter dated September 1, 1978. (See appendix III.) The
letter takes no issue with the facts or recommendations in-
cluded in 2he report. It does, however, pbint out some CIA
concerns about certain information in the report.

We believe that the CIA's concerns have been adequately
addressed in the report. However, we did not specifically
address the CIA's concerns regarding its degree of coopera-
tion with DOE and the FBI on the alleged NUMEC incident.

In its letter the CIA disagreed with the statement in
the report indicating that they failed to cooperate with DOE
and the FBI. The CIA based the disagreement on the fact that
its officials briefed a large number of officials in the exec-
utive and legislative branches of Government on the NUMEC mat-
ter in 1976 and 1977.

We were aware that such briefings were provided. How-
ever, we believe that since the briefings were provided 4 to
6 years after some of the key information was developed their
utility in helping to resolve the NUMEC matter was greatly

diminished. [

]

The Department of Justice and the FBI did not furnish
formal written comments. We provided them more than 3 months
to do so, a time period longer than that provided DOE, CIA,
and NRC. While we did not have the benefit of official

29 4
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written comments from the Department of Justice and the FBI
in preparing the final report, we did consider the views and
comments of the FBI staff familiar with the alleged NUMEC
incident.

NRC had no comment on the content of the report. How-

ever, the Commission did state that the recommendations to
the Heads of Agencies appears reasonable. (See appendix IV.)

30
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CHAPTER 5

SCOPE QF REVIEW

We obtained the information contained in this report by
reviewing documents, reports, correspondence, and other rec-

ords of the former AEC and ERDA, and DOE and NRC. We also

inte:viewed officials at

--DOE headguarters, Washington, D.C., and Germantown,
Maryland;

--CIA headquarters, Langley, Virginia;
- ==FBI headéuartérs, Washington,.D,Cs;

-=NRC headquarters, Bethesda, Maryland; and
-~many other locations across thg cogptry.

Because we were unable to obtain source documents from
some of the organizations involved in the matter, we conducted
extensive interviews with former and current Government agency
employees about their knowledge of the incident. We also in-
terviewed people outside of the Government having an involve-
ment with the NUMEC operation. Specifically, we contacted 42
former and current employees of DOE and NRC. We contacted 12
former and current officials of the Department of Justice and
the FBI, 11 from the CIA, and 20 other individuals, including -
7 people that formerly worked at NUMEC. Our interviews were
with those most knowledgeable of the incident at all levels
of these organizations, including the former Chairman of AEC,
two former Attorneys General of the United States, the presi-
dent of NUMEC, former and current presidential aides, and
FBI/CIA/DOE investigators. (See appendix I for a summary
listing of individuals contacted during our review.)

We believe we conducted the most thorough and complete
investigation possible under the severe limitations lmposed
on us by several Federal agencies. :

31
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o A . SUMMARY LIST OF INDIVIDUALS

CONTACTED IN PREPARING REPORT

AEC/ERDA/DOE

1 former Chairman, AEC

2 former Commissioners, AEC
14 former staff members, AEC/ERDA
13 current staff members, DOE

Current Director

General Counsel

1 former Director

2 former Deputy Directors
6 current staff members

a

NRC
1 former Chairman
5 former staff members
6 current staff members
Dog
Current'Attorney General
2 former Attorneys General .
3 staff attorneys
FBI
3 former agents
3 current agents:
NUMEC

Former President of company
Former Vice President of company .
Former Treasurer of company
Former Secretary of company

3 former employees

JCAE

2 former executive staff directors

»

i
i

ALPPENDITY I °
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Senate Select Intelligence Committee’

1 current staff member

6 former and current Presidential aides
2 staff members Pennsylvan;a Department of Revenue
and Taxation
1 staff member U.S. Securities and Exchange Commission
1 official of Mellon Bank, Pittsburgh, Pennsylvania
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Department of Energy
Washington, D.C. 20545
July 25, 1978
Mr. Monte Canfield, Jr., Director
_ Energy and Minerals Division
U. S. General Accounting Office
Washingtony D.C. 20548 - i

Dear Mr. Canfield:

Thank you for the opportunity to review and comment on the GAO draft
report entitled '"Nuclear Diversion in the U.S. - 13 Years of Con-
tradiction and Confusion,"

In our July 21, 1978 meeting with Mr. J. Howard and other members of your
staff, we discussed our comments and concerns with the draft report as
written, As the result of our meeting, we understand that certain changes
are to be made which will point out that DOE has made significant improve-
ments in strengthening past safeguard policies and practices since 1965,
We also understand that the report will be clarified in other respects
consistent with our comments furnished under separate cover. However,

we are concerned that. the readers of the report and its recommendation
might obtain an incorrect impression of DOE's ability to respond to
threats or incidents of suspected or real theft or diversion of nuclear

material (SNM). !

DOE responds in a very timely and effective manner to terrorism threats -
and incidents of suspected or real diversions or thefts of nuclear
materials in the U.S. We have a comprehensive plan and a memorandum of
understanding with the FBI for joint responses to nuclear threat situations.
We also have clear and open channels to other agencies such as the -CIA and
NRC for the exchange of information pertinent to potential nuclear theft,
alleged black market incidents involving SNM, etc, Further, we have an
arrangement with the FBI to provide formal in-service training for agents
in the technical and scientific sophistications relevant to nuclear in-
vestigations. NRC has fully participated in this program. Also, we have
briefed Congress in some detail on various aspects of our emergency pre-
paredness and response program., Information on our emergency preparedness
and response program, including our formal policies and procedures, con-
tinues to be available for review by your representatives,

_ 34
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APPENIDIX IZ

Mr. Monte Canfield, Jr. ' o July 25, 1978

The thrust of the recommendations concerning investigation of threats was
KU clarified during our discussion to apply to after-the-fact resolution of
- reasons for or causes of threat indicatioms. It is proposed that these
recommendations be restated to make clear that they are directed to agencies
other than DOE and not to DOE or its ability to investigate and respond to
threats or diversions of SNM in a timely and effective manner.

Sincerely, -

- o
-~ / V - 3
7[ :.,4/ // Tl }

Fred L.'Hiser, Director

- Division of GAO Liaison
Office of the Controller

35
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1 September 1978

The Honorable Elmer Staats
Comptroller General of the United States

Washington, D.C.

Dear Elmer,

In the period August 1977 to August 1978 CIA was in sustained con-
tact with the General Accounting Office (GAO) concerning its current
investigation of nuclear materials unaccounted for from the facilities
of the Nuclear Materials and Equipment Corporation (NUMEC) *0f Apollo,
Pennsylvania. We believe that this dialogue has contributed to GAQ's
understanding of some of the key issues that are touched on in the GAO
report titled, "Nuclear Diversion in the United States? Thirteen Years
of Contradiction and Confusion." - One needs to note, however, that the
issues that have been of primary interest to GAQ in its present investi- .
gation find their origins in a complex situation that first came to the
attention of the United States Government in 1965. As a result, while
it is agreed that the nuclear material that has been unaccounted for
since 1965 is uranium-235, it is less clear, despite lengthy investiga-
tions and inspections conducted at different times over the past
thirteen years by GAO, the FBI and DOE, as to what actually happened
to this uranium. In view of these circumstances, CIA officers have
spent a substantial number of hours during several different meetings
in recent weeks in reviewing with GAO personnel a number of factual
errors and misunderstandings in the earlier versions of the draft
report which were eventually eliminated. We find, however, that the

~tone of the GAO report suggests a less than forthright approach to the

NUMEC issue by CIA. Insofar as this agency's role in this matter is
concerned, which is all that we can address, this report creates-an
unfortunate and inaccurate impression which in our view cannot be sub--
stantiated by the facts as we have been able to reconstruct them.

This judgment leads us, therefore, to comment in the following para-
graphs on our reactions to the GAO report before it is made final.

The circumstances surrounding the identification of nuclear

materials unaccounted for, when combined with media speculations on

what may have happened to this material, have generated a number of
allegations. It is important to note, therefore, that CIA's
knowledge of those events which could in any way impact on these

)
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allegations stems from this agency's pursuit of foreign.intelligence

and counterintelligence objectives which deal with the issues of

worldwide nuclear proliferation. In short, CIA's interest in intelli-

gence and counterintelligence matters enables it to comment on events

in overseas areas to include the making of estimates about the growing

capabilities of foreign countries in the nuclear arena. This situation
* .~ has been explained to the GAD investigators on several different

ccasions.

In a policy sense the key alledations that cont1nue to c1rcu]ate
relative to the material unaccounted for are: _

a. The material was illegally diverted to Israel by
NUMEC's management for use in nuclear weapons.

b. The material was diverted to Israel by NUMEC's
management with the assistance of the CIA.

! c.  The material was diverted to Israel with the

acquiescence of the United States Government.

' d. There has been a cover-up of the NUMEC 1nc1dent
by the United States Government involving a President

_ ' of the United States. (__M__d__i;;/7

[ Despite this historical

“record, it is implied in the GAO report that CIA failed to cooperate

with United States officials who were concerned with the NUMEC case.
We believe the facts of the matter argue otherwise. Of particular note
in this regard is the reality that since the NUMEC case was neopened in

1976 by Presidential direction, a large number of officials in the
executive and legislative branches have been. briefed on NUMEC-related

developments by CIA.

37
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" The GAO report accurately states that its officers were denied

access to documents
: It should

T be stated in the report with equal vigor that congrnss1ona1 staffers
d1rnct11 éengaged in the NUMEC case did subsequently review relevant CIA
files and others, including GAO, were verbally briefed on CIA's know]-

s edge of pertinent events.

The GAO report makes a number of recommendations. We cannot fore-
see how these will be acted on by those who have the responsibility to
consider these key points. CIA remains fully aware, however, of the
need to cooperate with those in the United States who have the legal
mandate to investigate nuclear material unaccounted for. We will ful-
fill this responsibility while simultaneously meeting our obligations

to protect sources and methods.

As a final'point,“let me say that my staff is looking at the
question of what portion of the GAO report can be declassified. We
will be in touch with vour associates on this matter in a oromnt manner

STANSFIELD TURNER

-39
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% UNITED STATES

TS . o‘
& i T NUCLEAR REGULATORY COMMISSION.
2 2 WASHINGTON, D. C. 20555
2% Fé | | |

"" 0@ )
? b ® JUL 13 1976
Mr. Monte Canfield, Jr., Director
" Energy and Minerals Division
U. S. General Accounting Office
Washington, DC 20548
Dead Mr. Canfield: - -

SUBJECT: GAO DRAFT REPORT, "NUCLEAR DIVERSION IN THE US? 13 YEARS
OF CONTRADICTION AND CONFUSION" (SECRET/NSI)

The Nuclear Regulatory Commission has no comments on the content.
of the report. The recommendations to Heads of Agencies appears

reasonable.

Sincerely,’

-

L e _/ '.
L2 A

(o ddb : -

- _~7lee V. Gossick

Executive Director
for Operations

(30513)

40

= S,T&M, wx.ﬁm:,i:x



CO1162251;.4-,~
S et n

v e

=

Nz

%

UBIIIeD Dy ping 2Anainld U il

inrhinafon, 4. (€. 20320

APPENDIX V

February &, 19

[0 :1a 01974 ¢

- R ~ v-‘/
L /LS
Honorable Elmer B. Staats
Comptroller General of the.

United States

Washington, D. C. 20548

Dear Mr. Staats:

This is in response to your letter to me, dated
December 16, 1977, requesting access to.records, reports
and files in the possession of this Department which relate
to the Ngclear Materials and Equipment gbrporation (NUMEC)
of Apollo, Pennsylvania. Your ingquiry into this matter was
at the request of Chairman Dingell of the House Subcommittee
on Energy and Power. You also reguested to be informed of
the scope of our investigation and the\éstimated date of its

completion.

As~ybu may know, in response to a similar request from

‘Chairman Dingell, the Deputy Attorney General informed him,

by letter dated September 8, 1977, that Department policy

‘has been to provide oral briefings by the FBI to Congressional
committees which have inguired about this matter. Such a
briefing was offered to Chairman Dingell. '

‘The recent meeting of FBI representatives with Mr.
Canfield, Director of the GAO Energy and Minerals Division
and members of his staff, to which you refer in your letter,
was in fact a briefing by the FBI as a result of the Acting
Comptroller General's letter to me of August 30, 1977.

4
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- APPENDIX V
- In view of the Iac r investigzticr into fhis
' matter is continuinz, I am nct zklé to accede R

o
request at this timc. Considsration will, of c<ocurse, bs
given to vour recguest upon the conclusion of our investiga=-

tion.

I am unable to estimate when-the-investigation will be
concluded. You may be assured, however, that it is being
carried out as expeditiously as possible.

- Yours sincerely,

: { -
. - Griffin B. Bell
Attorney General

7 -
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