Business Partner quick reference for connecting to Agilent

FIRST Step is to establish a VPN tunnel from your internet provider to Agilent.  (details in the “Remote Access Initial Setup” document attached)
Juniper SSLVPN authentication: 
· Launch Internet Explorer

· Confirm you have internet access (google.com)

· Select tools > Internet Options > Connections

· Click on Settings (If not grayed out)
· Un-check all boxes

· Click OK

· Click LAN Settings

· Un-check all boxes

· Click Advanced

· Remove all entries from Exceptions

· Click OK each time as you exit

· Paste Juniper SSLVPN Gateway URL  (See attachment for all VPN POPs and regional VPN gateways)
· Enter Login credentials     
· USER NAME = (Nxxxxxxx)      
· PASSWORD = (Soft token passcode)    a  new passcode generated from RSA soft token card 
SECOND Step is to validate user login credentials on Agilent Firewall and download Access Control List. (ACL) (details in the “Remote Access Initial Setup” document attached)
Telnet Authentication:

(Launch Command Prompt)
· Windows > Start > Run
· Type CMD click OK

·  At the prompt C:\>  type: “telnet an IP”  without the quotes (See attachment for regional telnet IP)
· After a black window appears, enter user name and password

· USER NAME =   (Nxxxxxxx)    your NID number
· PASSWORD =   (Soft token passcode)     a  new passcode generated from RSA soft token card 
THIRD Step is to establish access to Agilent web pages (details in the “BP Proxy User Guide” document attached)
BP Proxy Authentication:

·  Launch Internet Explorer

· Select tools > Internet Options > Connections

· Click LAN Settings

· Click check box under Proxy server
· Enter Address: cosbpproxy.cos.agilent.com

· Enter Port: 8080

· Click OK each time as you exit

· Try accessing the be.agilent.com website (http://be.agilent.com )
· Enter Login credentials    
· USER NAME = (Nxxxxxxx)      
· PASSWORD = (Soft token passcode)    a  new passcode generated from RSA soft token card 
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Important Information
Symantec Scanning
The following must be done on a weekly basis if you did not work from Agilent office during the week.

1. Run the “Active Scan” from “Symantec”

a. Select Start/All Programs/Symantec Endpoint Protection

b. From the Symantec window select “Scan for threats” and select “Active Scan”

The following must be done on a monthly basis if you did not work from Agilent office during the month.

1. Run the “Full Scan” from “Symantec”

a. Select Start/All Programs/Symantec Endpoint Protection

b. From the Symantec window select “Scan for threats” and select “Full Scan”

2. Run “Live Update”  from Symantec
NOTE:  The updates are downloaded from internet.  As such, make sure your proxy setting within IE is unchecked before performing this task.
a. Select Start/All Programs/Symantec Endpoint Protection

b. From the Symantec window select “LiveUpdate”
30 Minute Idle and 4 Hour Total Timeout Window
There is a timer set on all connections that expires after 30 minutes idle or after 4 hours total connection time.    When this happens, simply do another “telnet authentication” and re-authenticate on the firewall (Second log-in step above).  No need to bring down the VPN OR reconnect to VPN (first log-in step above) NOR re-do the Proxy authentication (third step above).
Keep in mind, some applications such as a web browser load the page and disconnect so while you are entering information in a web page, you are actually idle as far as the timer is concerned.  A page refresh, etc will refresh the timer.
_1365929725.doc
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Introduction

This document provides setup instructions to connect to the Agilent network for Agilent Employees and Non-Agilent Users.

Setup Checklist

1. Before attempting to connect to Juniper remove all Proxy settings from your browser

2. Have an active internet connection and disconnect from any VPN connections

3. Select your appropriate RSA Pin creation instructions based on your RSA Token Type: 


Option 1:  Soft Token (Software Based Token)

Option 2:  Hard Token (Physical Token Card)


4. Read the Connecting to Juniper VPN:  Setup Instructions, Non-Agilent User (Business Partner):  2nd Authentication, and Business Partner Proxy (BP Proxy):  3rd Authentication

5. Read the Helpful How-To Sections and Additional Tips

6. Read the Legal Notice for Agilent Remote Access

7. Bookmark the Juniper SSLVPN Gateways in your browser.
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About the RSA SecurID Software Token Card
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About the RSA SecurID Physical Token Card
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Juniper SSLVPN Gateways  


Please bookmark these URLs for easier access!

Americas Region


•
U.S. #1 (Colorado Springs): https://cossslvpn.net.americas.agilent.com

•
U.S. #2 (Santa Clara): https://scssslvpn.net.americas.agilent.com 

Asia/Pacific Region


•
Japan: https://hchsslvpn.net.asiapac.agilent.com 

•
Singapore: https://sgpsslvpn.net.asiapac.agilent.com 

•
Australia : https://melsslvpn.net.asiapac.agilent.com 


EMEA Region:


•
Germany: https://bbnsslvpn.net.europe.agilent.com  

   Connecting to the Juniper VPN Gateway: 1st Authentication

Connect to your regional SSLVPN (listed above) or as directed by the Agilent account manager. Enter your 8 digit UserID (Employee ID (or) NID for Non-Agilent users) and generate a Passcode from the 4-digit PIN set on your RSA SecurID Card
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		Depending on your browser settings a security alert may show up. Accept this Security Alert by clicking 'Yes'









Several components will be downloaded to your PC. Please wait until the download is finished.
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After the download of the components, your PC Client will be checked for compliance to Agilent IT security policy.  Another window will appear informing you that Network Connect will be launched.
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You may receive a security warning pop-up. Please accept it by clicking 'Install'.
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The VPN will begin connecting and another window will be displayed.
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The window will disappear and a small icon will be displayed on your Windows task bar. Once this icon appears you are connected to Agilent. 
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Once successfully connected to Agilent you will be presented with a welcome screen.


If your PC is compliant 

· with Agilent IT Security policies, you will be connected to the Agilent network and granted access to local systems (ie: local printing, local ISP provider) at the same time.
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If your PC is NOT compliant 

· with Agilent IT Security policy, you will be connected, however you will NOT be granted access to local systems (ie: local printing, local ISP provider).
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Included on the welcome screen is a floating menu bar that shows time remaining in your session, an exit button, and a button that will return you back to the welcome screen if you navigate away from it.
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You are now successfully connected to the Agilent SSL VPN. You may close your browser window and continue to the Non-Agilent User (Business Partner): 2nd authentication. 

If you are an Agilent employee, you are done and can skip the 2nd and 3rd Authentication steps.

Non-Agilent User (Business Partner):  2nd Authentication

After the successful SSL VPN connection, you need to continue with the firewall authentication process.


On your local PC go to “Start”, “Run”, and type “cmd” in the window, click “OK”. This will bring up a command window.
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At the prompt type the following command (please choose the appropriate region based on the VPN gateway you are logging in to):


· Asia:

telnet 146.223.216.17 OR 146.208.97.233

· Americas:
telnet 130.29.1.1 OR 130.29.126.100

· Europe:

telnet 134.40.50.70

The firewall will prompt you again for your NID and a newly generated tokencode/passcode. You will not see any tokencode/passcode enter
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You should see an “Authentication Successful” message followed by an “access denied”  or “acl authorization denied” message.

You are now authenticated into the Agilent network and can access the Agilent resources you are allowed access to.

Business Partner Proxy (BP Proxy):  3rd Authentication

The Business Partner Proxy (BP Proxy) provides controls for accessing any web pages through Agilent  

How to Identify if you are impacted:  

· If you launch a web browser and receive an “Access Denied” message

Actions:


· Follow the instructions provided titled “BP Proxy User Guide”.  If you have not received instructions, please contact the Global Service Desk (GSD).

How to Terminate Your VPN Session


Double click the Network Connect related icon in your Windows task bar [image: image18.png]



  and choose 'Sign Out'. You may also right click on the Network Connect icon and choose “Sign Out”
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		It is important that you sign out of the VPN after each session. The VPN modifies your client proxy settings in your browser. If you do not sign out of the VPN your proxy settings will not be replaced. This could impact your access from the Agilent office. (Note: You can change your browser settings back manually if this occurs)





What to Do In Case Of Problems and Additional Tips

· FIRST! refer to the Known Issues section at the end of this guide

· If the answers are not found call the Global Service Desk for assistance, or if otherwise instructed contact your Agilent Account Manager / Subject Matter Expert


What to do if your PC is re-imaged or if you receive a new one?


· Use this guide and connect as if it is your first time.

Idle Timeout


· If you have a VPN session running, but there is no activity at all for 30 minutes, your session will end automatically (idle timeout).

· For security reasons you must also reconnect After 4 hour sessions of connectivity. 



Proxy Configuration  

· The VPN solution will modify your proxy settings for the duration of your session. It will configure a proxy file called “instaproxy.pac” into your browser. This modification will revert back to the original configuration once you sign out. 
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		If you do not sign out of the VPN via the sign out function, the proxy modification will not be changed. Access to Internet websites will be impacted once you return to an Agilent site. You can manually change your browser proxy settings back to their original state if needed.





If Web Pages are not working as expected…


Check if ActiveX Control is enabled in Internet Explorer. 

· Open Internet Explorer


· Select Tools ( Internet Options...


· Click the Security Tab ( Select Internet ( Click on Custom Level...


· Look for 'Download signed ActiveX Controls' and check 'Prompt'

Known Issues

· VPN session hangs

· In case the VPN session shows no activity reboot your PC and reconnect again.

· Unable to set the Token Password 


· Do not  begin your PIN with a 0 (zero) or in numerical sequence (ex. 1234)  

· After entering my passcode it displays  “Enter next token code” 


· Wait for your token number to recycle and enter the numbers displayed without entering a PIN 

·  When I use the telnet command to authenticate it displays “Authentication Successful” followed by “Access Denied”. 

· If you see “Logon Successful” in the upper left corner you are connected and can ignore Access Denied.

· If you see “Logoff  Successful” in the upper left corner you are disconnected and must issue the telnet command again.

· Contact the Global Service Desk for assistance. 


· Receive a message saying “not compliant” even though I am (or) AV and Firewall not recognized, even when displayed on the supported list


· There have been a few cases where a user is running the proper security software but are still identified as being non compliant. 

· For Non-Agilent Users:  

1. Your system does not meet one of Agilent’ security policies 

2. Your system may be running a newer version of a client firewall or anti-virus that is not yet compatible with the current version of the Agilent Juniper VPN software.  The anti-virus and client-firewall information provided in this document are received directly from the Juniper company.  Juniper updates the VPN software approximately every 2 months to include additional anti-virus and client firewall applications and versions. 


For Example:  This document shows Firewall ABC (1.x) as being compatible.  The user has Firewall ABC 1.5 running on their PC.  However, the Juniper VPN software is compatible with Firewall ABC 1.2.  This would provide a “non compliant” warning when connecting into Agilent.

3.  Software may have been purchased from a company that “packages” software and installs the programs in a different place than where the Juniper installation is searching for the files.  This is a known issue, no workaround.


· Command Prompt (CMD) Not Enabled (Vista Machines)

Instructions to access the Command Prompt:


Option 1:  

· In the Start Window:  Type “cmd” in the search box 


· Search will find all “cmd” files


· Select “CMD.exe” 


· Telnet Not Enabled (Vista Machines)

Instructions to enable Telnet:


1. Click Start. 


2. Click  Control Panel. 


3. Now, go to Programs or Programs and Features. 


4. Click Turn Windows features on or off. 


5. In the Windows Features dialog box, tick Telnet Client check box. 


6. Click OK.


7. Continue with Telnet Instructions


· Business Partner Company VPNs:  Unable to install the Agilent Juniper VPN successfully.  


This is a known industry problem with multiple VPNs on a single machine. Please work with your Company  IT department for assistance, this is best effort assistance from Agilent.  


· Web Page Warnings:  Access Denied  


[image: image22.png]T Access Denied - Microsoft Internet Explorer

Fle Edt View Favorites Tooks Help

Qsack - ¥ [@ @ Oseach Feravories €

Address &) htp: fwww.xoox.com/

QREE I3

Boco

For assistance, go to the following URL
/it agilent.com/content. fifter

and follow the EXCEPTION Process if this is a Business Required Site
coswebfiter (130.29.158.141)
Either deny’ or ‘exception’ was matched in policy

30-10-2009 @ 17:33:38

130.29.158.142 0

Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; Agilent Technolagies IEB SP1; .NET CLR 1.1.4322; \NET CLR
2.0.60727, InfoPath.2)

it v . cormy
Pormography

Additional Information:
The system policy has denied access to the requested URL

@ Internet:

Links







[image: image23.png]Favorites  Tools Help

hitp://waw youtube.com/

[ 4[] [P ntronet search

v @~ [ Bsge v Took - @

Access Denied (policy_denied)

Your system policy has denied access to the requested URL.

For assistance, contact your network support team.

@ Internet| Protected Mode: Off H100%






Reason for Error:  Content Filtering is in place.  This is not an appropriate site to be accessed through Agilent’s network per Agilent’s policies.  


Solution:  Disconnect from Agilent to proceed

Juniper Errors Messages

1. nc.windows.app.23707 - Cannot open a connection to the NCService component


Actions Required:  If unable to connect, uninstall Juniper and reinstall Juniper


2. nc.windows.app.23709 - Cannot open a connection to the secure gateway


May have multiple firewalls or VPNs that caused a problem.  


· Applications that cause issues with Juniper SSL VPN software

· Bonjour


LEGAL NOTICE FOR AGILENT REMOTE ACCESS


This system and information stored on this system are the property of Agilent Technologies. This is a private system operated for Agilent Technologies company business. Authorization from Agilent management is required to access and use this system. Use must be in accordance with Agilent’s current security requirements and Agilent may verify compliance prior to granting user access. Access may be denied by Agilent at any time at the sole discretion of Agilent. 

 

WARNING  - To avoid access by unauthorized users all security and control procedures must be strictly followed.  All use is subject to monitoring for all lawful purposes. This means Agilent reserves the right to the extent allowed by local or country laws wherever the Agilent system user is located, to access, monitor, inspect and disclose all information sent or received through or stored in Agilent computer systems, without any prior notice in addition to this warning. Anyone using this Agilent system expressly consents to such monitoring and information retrieval.

Additional Reference Documents

· Remote Access Non-Agilent User Device Compatibility Guide:  A Guide for Non-Agilent Users with Non-Agilent Devices to Help Validate Device Compatibility[image: image24]

The “bars” indicate how long the “tokencode/passcode” shown in the display is active.  If there are no “bars” then you will need to re-enter your PIN to have a new “passcode” assigned.



Important:  Once the PIN number is entered, if entered incorrectly, click ”Re-enter PIN” button .  Then re-enter your PIN number to obtain a new passcode.







The RSA SecurID works the same in a standard application environment and enables short keys to be used (Ctrl-C, Ctrl-V) to easily cut and paste the passcode from the application to the windows browser.
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Business Partner Proxy

Setup Guide


Print this document or download it to your PC!
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Setting up your Web Browser to use the Agilent BP proxy

Launch Internet Explorer

· At the top of the window, click on Tools and select Internet Options
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· Select the Connections tab next

[image: image3.png]Internet Options

General | Secuty | Pivacy | Content | Connections | Programs | Advanced!

F———.
) 2 e

Diakup and Vitual Pivate Netwark selfings

Add

Bemove

Chaase Settings f you need to configwe aproxy | Coiige
server far a connection, =

Never disl a connection
Dial whenever a netwark cannection s not present
Aways il my defauit connection

Current Hore Set Defaut

Local Area Network [LAN) setings

LN Settings do ok apply to diskup connectons. N Selings

Choose Settings above for diabup settings.

o







· Click on LAN Settings and check the “Use a proxy server for your LAN”. In the Address: windows type in cosbpproxy.cos.agilent.com and in the port: window type in 8080
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· Click on Advanced  and type in the Juniper gateway site you will be connecting to, for example sgpsslvpn* in the Exceptions window
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· Click OK in each window until you are back at the main Internet Explorer window


· When you first navigate to an Agilent website (example, http//be.agilent.com), you will be prompted to login
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· If you note the label at the top of the window, it shows that this is an authentication to the proxy and you use your RSA SecureID card credentials, NID and Passcode. 

Note: Make sure the Passcode you are using is a newly generated Passcode. Do not reuse a Passcode 


· If you see this, you do not have access to the site you were navigating to
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permitted access until your credentials can be verified

This is typically caused by an incorrect usermame andfor password, but could also be caused by network problems

For assistance, contact your network support tearn
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· If you authenticate successfully, you will be connected to the web site
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What to do after you disconnect from Agilent

· Once you disconnect from Agilent and you want to access the Internet you will need to disable the proxy settings.  To do that, navigate back to the LAN Settings window and uncheck the two boxes you checked above. 


What to do in Case of Problems

· Call the Global Service Desk
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