

Configuring DCOM on Windows 7 for Workgroups

If it is not possible to have all clients and controller within the same domain you will need to perform the following steps on all machines:
1. Click Start, click Control Panel, click Administrative Tools, click Component Services. 

2. Expand Component Services, expand Computers, and right-click My Computer. Select Properties. 

3. Click Default Properties. Select Enable Distributed COM on this computer. Set the Default Authentication Level to Connect. Set the Default Impersonation Level to Identify. 

4. Click COM Security. 

5. Under Access Permissions click Edit Default. Make sure SYSTEM, INTERACTIVE, NETWORK, and the user whose authentication credentials will be used to access the COM application all have Local and Remote Access permissions. 

6. Under Access Permissions click Edit Limits. You will see the following default values: ANONYMOUS LOGON (Local Access) and Everyone (Local and Remote Access). Make sure these values are listed and give Local and Remote Access to both. Then add the user whose authentication credentials will be used to access the COM application. Allow this user to have Local and Remote Access permissions. 

7. Under Default Launch Permissions click Edit Default. Make sure SYSTEM, INTERACTIVE, NETWORK, and the user whose authentication credentials will be used to access the COM application all have Local and Remote Launch permissions, as well as Local and Remote Activation permissions. 

8. Under Default Launch Permissions click Edit Limits. You will see the following default values: MACHINE\Administrators (Local and Remote Launch, Local and Remote Activation) and Everyone (Local Launch and Local Activation). Make sure these values are listed, and then add the user whose authentication credentials will be used to access the COM application. Allow this user to have Local and Remote Launch permissions, as well as Local and Remote Activation permissions. 

9. You must now configure the COM application you wish to access. Expand Component Services, expand Computers, expand My Computer, and click DCOM Config. Right-click on Agilent 168x/169x/169xx Logic Analysis. Select Properties. 

10. Click General. Set the Authentication Level to None. 

11. Click Location. Select Run application on this computer. For the Logic Analyzer set either localhost or the ip address. For the remote PC choose Run Application where the Data is Loaded.
12. Click Security. Set Launch Permissions to Use Default. Set Access Permissions to Use Default. Set Configuration Permissions to Use Default.
13. Click Identity. Select This user. This setting specifies a user account that will always be used to run the COM application regardless of which user is accessing it. That is required in case of using the equipment in local workgroups (not in the same domain).

14. Enter user account and password. Make sure that you have the same named user account on all machines with the same password. If not DCOM will fail to authenticate you..
15. The default setting for sharing and security model for local accounts can prevent access. Therefore click Start, click Control Panel, click Administrative Tools, click Local Security Policy.

16. Expand Local Policies and select Security Options
17. Change "Network access:  Sharing and Security model for local accounts" to "Classic - local users authenticate as themselves"

18. Windows 7 comes with a built-in Windows Firewall. To evaluate that the DCOM settings you have applied allow the required communication between client and controller we recommend to turn off the firewall until DCOM works successfully. 

19. After you have turned on any Firewall, you will have to allow your COM application network access to your machine. You can do this by opening Windows Firewall and adding your COM application to the list of programs under the Exceptions tab. If Display a notification when Windows Firewall blocks a program is selected, then you will be prompted to unblock the COM application when you run your application the first time. Select Unblock when prompted. 

20. Reboot your machine to allow the new settings to take effect.

 Make sure that the same user with the identical password is logged into all machines. In some cases without password, it doesn’t work.
