FOR IMMEDIATE RELEASE Contact: Assistant Director Haynes

UNITED STATESDEPARTMENT OF JUSTICE, WITH THE FBI AND DEA FILE
PETITION FOR EXPEDITED RULEMAKING WITH THE FCC REQUESTING
RESOLUTION TO ISSUES SURROUNDING THE IMPLEMENTATION OF THE
COMMUNICATIONSASSISTANCE FOR LAW ENFORCEMENT ACT (CALEA)

Washington, DC - On March 10, 2004, the United States Department of Justice (DOJ), Federa Bureau
of Invedtigation (FBI), and Drug Enforcement Administration (DEA), on behdf of the entire law
enforcement community, filed ajoint petition before the Federad Communications Commission (FCC) for
expedited rulemaking to resolve various outstanding issues associated with the implementation of the
Communications Assistance for Law Enforcement Act (CALEA).

Congress enacted CALEA in 1994 to help the nation's law enforcement community maintain its ability to
use court-authorized eectronic surveillance as an important investigative tool in an era of new
telecommunications technologiesand services. Today, eectronic surveillance playsavitaly important role
in law enforcement's ability to ensure nationa security and public safety.

The petition makes a number of requests of the FCC. "The DOJ, FBI, and DEA dl firmly bdieve the
requests made and rationae provided within the petition are reasonable,” stated Michael Clifford, Section
Chief in charge of the FBI's CALEA implementation efforts. Clifford added that "nothing in the petition
can be interpreted as a request for expanding the scope of law enforcement's authority to conduct
electronic survelllance. Rather, the petition seeks the FCC clarify the responsibilities of industry; set
concrete benchmarks and deadlines for completing those responghilities; adopt the FCC's pre-existing
enforcement authority to ensure compliance; and indtitute acost recovery mechanism so neither theindustry
nor individua law enforcement agencies bear the entire burden of meeting the responghilities.”

Soecificdly, the petition requeststhe FCC establish rulesthat formally identify services and entities covered
by CALEA, s0 both law enforcement and industry are on notice with respect to CALEA obligations and
compliance. The petition makes this request because disagreements continue between industry and law
enforcement over whether certain services are subject to CALEA. The petition requests the FCC find
“broadband access’ and “ broadband telephony” to be subject to CALEA.

“Broadband access’ subscribershave high-speed, or large bandwidth accessto the public Internet through
any one of a number of different methods (eg., cable modem). The petition requests service made
avalable by broadband access providers, namdy the transmisson and/or switching of information, fal
within the scope of services covered by CALEA. “Broadband telephony” refers to the transmission or
switching of voice communications using broadband facilities. Broadband telephony, because of its
gmilarity to traditiona telecommunications and over-whelming economic benefitsto the indudtry, iswiddy
forecasted to replace today’ s traditional local exchange services.



CALEA does not contain any specific, concrete implementation or compliance plan and it dlows carriers
to petition the FCC for a limitless number of two-year extensions of the compliance date. The petition
requests the FCC create generd rules providing for the establishment of benchmarks and deadlines for
CALEA compliancefor dl technologies and services determined, by the FCC, to fdl within CALEA’s
scope. Thepetition providesfor FCC consderation, adetailed framework for aphase-in plan by providing
descriptions of benchmarks and expected carrier filings in response to benchmarks. In conjunction with
benchmarks and deadlines, the petition requests the FCC establish rules that specificdly outline the types
of enforcement action it will take againgt segments of the industry thet fail to comply with their CALEA
obligations or any CALEA implementation plan adopted by the FCC.

Congress recognized the need for industry to incorporate dectronic survellance into future service
offerings, had the foresight to build in areimbursement mechanism for then existing equipment, and gave
industry multiple ways to recover costs associated with future services. However, some carriers have
decided to pass on their compliance costs and significantly raise their feesto law enforcement. "If that is
alowed to continue, smdl- and medium-szed law enforcement agencies will lose thair ability to conduct
eectronic survelllance and effectively be priced out of using this critical tool in their ongoing efforts to
protect their communities from organized crime and terrorism,” warned Clifford. Therefore, the petition
requests the FCC specificdly find that carriers bear financid responsibility for CALEA implementation.
"Only costs associated with the provisoning, or turning-on an intercept, should be passed onto law
enforcement,” added Clifford. "That'swhat is alowed under existing Satutory language.”

In summarizing the petition, Section Chief Clifford pointed out "the petition asks the FCC to resolve four
open issues who is covered by CALEA, how is the FCC going to ensure companies meet their
respongibilities, whet is the FCC going to do if that doesn't happen, and findly, the petition asksthe FCC
to address costs associated with compliance.” To address concerns that the FBI is requesting the FCC
impose too great a burden on industry, Clifford offers, "it isimportant to remember CALEA containstwo
provisons that provide an extraordinary level of flexibility. CALEA Section 103 permitsacarrier to clam
that certaininformationisnot reasonably available” Similarly, CALEA Section 109 givesserviceproviders
completerdief from compliance requirementsdeemed 'not reasonably achievabl € by the FCC. Thebottom
lineisthat law enforcement must not loseits ability to do lawfully authorized eectronic survelllance merdy
because of changing teecommunications technology.”



