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, George Gardner David P. Smith John Hannon
William Cicilian Judy N. Anderson Robin Richards
Jeffrey Upholzer Richard Krock John Trimpe
Helen Reedy Len G. Lulofs Cornell Hudson
Jeremiah O'Donnell Robert Peters Kathryn A. Cunningham
Sherri Pierce Elizabeth Thompscen Marvin F, M yberry
Renald Rydel Robert Zader Elizabeth A. Millett
John Manosky Hayes Davis Anthony Fontana
Crary T Chaplin Susan Reinhold Gary Fox

In an effort to meet one of Mr. Eibel's main objectives, elimination of all dirert dial access
to all Network Elements, we need your assistance in identifying all of the nerwork
elements. Attached you will find a letter addressed to the field personnel. Included in this
package arc Network Element Security Form Instructions, 2 cxamples {one has two
nages) nf filled » + fivrms and hlank forms: {these can he duplicated for field nse)  Please
J have your fieli p<ssonnel fill out and return this information by January 28, 1994, This

| information will be used to develop a database, which requires as much acouracy as
possible from the field. If you have any questions, require assistance or need more
Inforiation, pleasd sontaet mie innwediately,

Thank you it advance for your cooperation.
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Network Elemeant Secyrity
Form Instixctions

1, CLLicope
If you have more than one switch within one building lacation, be sure to conrelate the dial acoess

1o the individual switch, See sxample B,

2. OrriCE TYPE
Put in the kind of Centrsl Office Switeh, LE,, DMS 17 ™S 100, 44,

3. STREET ADDRESS, CITY, STATE
Put in the addresy of the Switch.

4. SCC NAMEAND TELEPHONE NUMBER
8. OFFICE MANAGES AND TELEPHONE NUMBER,

6. FORM FILLED OUT BY, AN TELEPHONE NUMEBER
Angwers 10 4, 5, and 6 will enable 85 to contact you for help or clarification.

7. InaL ACCEs TELEFHONE NUMBER AND/OR
Fill in for sach modem and aceess nuimber.

8 Crecvir i
Circnit IDVs can be FX, Tie Line, Point to Point, ete. a8 indicated in TIRKS,

9, BAun Rare
Fill this in if you can se¢ what the baud rate is.

10, LocaTion
Frame, Power, Swilch, Toll, or any other areas with

dial sccess.

11, PURPOSE OF CIRCULT
Be sure fo check the following areas as well as any other areas in your building that may be

~  utilizing modems.

Digital X-Connect Systems (DACS 1V, efc.)

Fiber Systems (LTS 2000, etc.)

SLC Systems (Fujitsu, &16.)

SMAKRT Fower Plant Systems (DGU, Linage 2000, etc.)
Facility Systems (SMAS, Dantef, Terradyne, etc.)

f Questions concerning the form should be dirested o the Security Hotline, 810/424-7751.

Mail completed forms to.
Distrituted Security

23500 Northwestern Rosm A250
Sounthfield, MI 48075




L RaVnpDie Y oL s
' : Ml compleied form Lo
AMERITECH NETWORK SWITCHING ELEMENT Distributed Security
23500 Northwestern A250
DIAL ACCESS INVENTORY FORM Southfield, MI 48073
. o . f"'“i
Do DTRTMIXTISH Office Type (E.G. DMS 100, 58)__ DMS 10O Page 1 of o2
{3 Swcct Address: ZOVDD E')f oad wa. 9 City:_Deteod State: e lieg pa
I3 ‘ d
D $CC Name D&Tiﬁo T 6@@ . _SCCTN 223-2222.
3} Office Manager: ,Rob(-‘g -{‘ {*‘}a_é,é':‘.. IN 223-1LL |
) Farm Filted out by < wd Y Caq doal ™ 22%-{1\v
Dial Access Circuit ID Baud ()] Location 1 (BG.Toll, | Purpose of Circuit (E.G, Used for Remote
“Teiephone Number f Raie (if | Swiich, Power, Frame) jMaiatenance Assisiance)
) & Jlknnwn) aoy D)
oy ot _ ‘
DCPAZZZE S 7
22.2 - 9q 9 Switcly | Kemote Marut

213
1222 -uann efdzerpeod ém,‘&% Kﬂma{:c Mmu{

List Additiora} dialups for this CLLI cade on next page.

11 there are no dial ups, please certify.
I herehy Certify that there are ne Dial wps in this office. Name

A2 NHI

222y PO Sunteh  |emote Muot.
33 T, UCPAZ22 blololf lswltﬁ,‘n «&Ma‘&& Ma,fu'é,, i _

Questions on form completion Title

Shﬂlﬂi'i be d irtfmed to the ONFIDE

Security Hotline Selely foc wse by cmplayees of Amesitech whe have a need 1o know.
$10/424-7754 Nod to be disclosed lo ov used by any olher pesen withoul prior authorkoaiion,
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Madi completed form 10:

—xa m[}fc A P2 Distrib i
AMERITECH NETWORK SWITCHING ELEMENT isiributed Security
DIAL ACCESS INVENTORY FORM T30 Nomwestern A250
P INT ¢ THRAT VT N {(Additional Dial ups) Johes MI 48075
Cii, UIMIF“lJ-hiU:)fé Page 7 of 2
Disl Access  FCircuit T3 Bauﬂ [ Location (EG.Tolt, [Purpose of Circuit (E.G. Uscﬁ for Remote
Telephone Mumber Ratc (if ] Swilch, Power, Frame) | Maintenance Assistance)
) kanown) ’
N T e e i
225 - 0555 > 240;;_3! +rame. CG‘DMG?J/FJ!C-S
N etk 22z qa4al200 | L
227, —4444- i 00§ | ﬂ(.\(_. Dﬁ&‘b —B.. - Malu{..
22, 1zoo
. uce EARA) ,
222, HonE k2225 “6I2.‘t~00 Dou..lt.w"‘ Llﬂfmcaie_p 2000 pﬁwt‘f Dl&nt
“d

Questions.on Torm comyplelion
shoulbd be divected to the
Security Hotline
8410/424-7751

-_

CONFRYENTIAL

Holely for use by employees of Avceritech who have = meed o huaw,
Bal to e disclosed to or used by any oller person wilhout prier aniberiratisn.
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- Mail completed torm to;
AMERITECH NETWORK SWITCHING ELEMENT Distributed Security
23500 Northwestern A250
DIAL ACCESS INVENTORY FORM Southfield, M 48075

@ cuu: S?LDMIXAD?JQ{/IJﬁi Ofﬁ%Type(E.G. DMS 100,5E)_OMD OO rugetaf {
@Stmcmddrcss: A480 GCMT(GLL Atkt, , City: 6&1}1[1’]‘&&{6( State: M;ch[ﬁad

@ sCC Name _Morthaine 5L, scem 355-1/
Bofficc o  Joby Coudont ™N_S55-99449

@Fonn Filted out by KQI_‘_}-" v t pQC‘. <. Tﬂmﬁ,

Dial Access §Circuit 1D § Band /Y] Location (E.»‘Zir',l,‘n-!li Purpose of Circuit {E.C, Used for Renwlc
Telephone Number | Rate (f | Switch, Power, Frame) | Maintcnance Assistancc)
I known) ,
SO _
Fmﬁzasb 222 K N
55 - 1222 sSuntel emote maunt DY
S0 *
| PAZEDREAL . K . .
z5e,- 5775l Switeh emote mainl ——— USH
o P A2S5 944G asbeh £ L ! '
2o, - 4ad- e IS Ay RemipCe danmi — UL
5808} .
liepAazsseuils a - }2 . F
355~ lolololy | [Switeh emole mawnt Vil

List Additional dialups for this CLLY code en next page.

If there are no dial ups, please certify.
[ hereby Certify that there are no Dial ups in this office. Name

Questions on form completion Tide
should be directed 10 the CONFIDENTIAL
Securiiy Hotline Solely for use by employets of Amerilech who have a nerd fo know,

$10/424-7751 Mot to he disclosed to or used by any sifser gersan witheut prior autheciotion,
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January 12, 1994

To: Central Office Personnel

From: Network Element Security Team

e
- ~———_

Ameritech has embarked on 2 pro;p‘am to secure s.ll netw::rk elements by the end of 1995
Part of this process is securing all dial-up ports connected to every Network Element in
the region. In order to accelerate this process, a «igh performance team Lias been
assernbled to address and secure the top 100 Central Offices in the region by June 1, 1994.
In order to accomplish this task we need your assistance in 1dent1fymg all network
elements in your ares. Please provide us with an inventory using the attached form.
Complete instructions and a sample form have been included.

We need your completed forms returned no later than January 28, 1994. Please return
your forme to:

Distributed Security

23500 Northwestern Hwy. Room A-230
Southfield, Michigan 48075

Thank you for- - help,

" Network Eleme:.. Security Tesm

enet SCC TO RIDGE PAGE.BB3
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CLLK:

AMERITECHE NETWORK SWITCHING ELEMENT

AL ACCESS INVENTORY FORM

GHNABY wl ff Cc~e

Steeet Address; 723 S, K/DEF RO

Office Type (E.G.DMS 100,58) /£

Mazil completed formyio:
Distributed Security
23500 Northwestern A250

Southficld, MI 48075

City: GRELAR DAY  Sue

L/

sCupeme. F N &@//ey

QF = Manarse /é743/- S ,fo é @ el i
v

Form Fil'. " v by G- pas/ S lfedemel s

=

BCCTIN 735 -3 725

™ 777 @col o

N 777-22 22

|

Disl Access  |Circwt 1D . JBaud | Location (E.G. Toll, [}k wpose of Circuit (E.G. Used for Remele
Telephone Number Rate (if ]| Switch, Power, Frame} | Maintenance Assistance)
- 4 - § known) : '
77 FIOI 2 5y -
' v Slot 7 A %/’//4 HeosT
7PT-325C | y75- 3256
Yyt FrAXOLE Y1y ) 4 o
V2%

775 -2932 Yo F7-2037 ] | SENT S -
Ty A O02 7/

F A0 2y | Ane s o T
Y77-26CcF |99 7- 263 DN AN G -N

g/ .
g0y HooE ¥ry s S Ase s faieT
777- 2329 \y2v-o3 75| |

List Additional diabups for th’s CLL[ code on next page.

1f there are no dial vps, please certify.
I hereby Certify that there are no Dial ups in this office. Name

Questions on form completion

should be directed to the
Security Hotline
210/424-7751

Tifle

Pape 1 nsf._&

CONFIDENTLAL

Solelly fox wie by sruplayoes of Anserilech who have a need fo kaew.

Mot to be disclosed 9 ¢ wved by sny ofber pirson witheut prior sultwyicatien.
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Mail corapleted form to;

AMERITECH NETWORK SWITCHING ELEMENT Distributed Security

DIAL ACCESS INVENTORY FORM )
Di CESS INVENTOQ v Southfield MI 48075

23500 Northwestern A250 -

(Additional Diak ups) d, MI 48075
CLLY: G By leof q &GO Page 2 of o2
coe il 1D Baud  |Location {EG. Toll, | Purposc of Circuit (E.G. Uscd for Remote
Rate Gf | Switch, Power, Frame} | Maintenance Assistance)
g7 g
3F0 §S/-299 i .
LVZZ ~o2 73 Sw. T 4 £S5 pPrac «p i
| ] |
l g

©

N

Questioas on form completion
should be directed to the
Security Hotline

- R10/424-7751

CONFIDENTIAL
Solely for use by eneployees ol Ameritechs whn have a meed bo koo,
Mol 1o be discladed 1o or used by any sther persan wilbant prioy anlberizalion.




