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Introduction ‘

This paper will have the usual classical style of a CryptoReversing Approach, what we are going to talk
about is ECC also known as Elliptic Curve Cryptography. After atheorial study we will fly to the most
common Secured Software Applications with atouch of Hardware Securityware.

Tools used ‘

. IDA
. Ollydbg
« A good background of math 'n Cryptography
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Basic Intro

Why should a Reverser should study Cryptography?..many people "erroneously” have the bad "abit" to
consider these two disciplines as isolated, but as you will seein the Professional or Recreational
Reversing: the analysis of the most easy and unknown agorithm is done in the same manner, with the
same basic assumptions and concepts for the inveribility. In Cryptography we will deal with most
complex mathematical systems and with more "refined" reversing techniques but..as you will see the
Resolution Pattern will always be the same.

Today many many Professional Protections base their security upon Crypographic Algorithms of
various kinds, and also a big part of the future SSHR (Security-Software/Hardware-Research) will be
directed (verso) the realization of Complex Systems of crypthographical algorithms, mantained by
Purely Mathematical algorithms, and little by little we will need more complex Algebraic Attacks.

Actually the research is working on new Full Cryptographic Chips, Hardened USBs and other Hardware
that are built to run a specific Crypto Algorithm.

file:///ICJ/ECC/StrongCrypto.html (2 of 29)7/31/2007 9:35:26 PM



Reverse Engineering of Strong CryptoSignatures Schemes

It's necessary to make some other distinctions when we talk about Hardware Cryptography. We have
two common systems for the "Efficient” Computation of an Algorithm:

ASIC Devices: Application Specific Integrated Circuit, that are specifically built for Maximum Risk
Applications, their power isthat the Efficiency and algorithm can't be changed after the producion.

FPGA devices. Field Programmable Gate Arrays, which contain arrays of computational elements
obtained with arestricted set of instructions. These elements are called Logical Blocks and are
connected with a set of Routing Resour ces that could be programmed.

In this last period many security studies on FPGA, revealed to us some Complex Attacks that could be
performed. I'm talking about Techniques of FPGA Exploitation but (un)fortunately thisfield is not for
al ;)

Finally..some consideration..there are many yet implemented Algos, such as: AES, RSA and ECC. The
most interesting in my opinion are the ECC, because they offer alevel of security similar to RSA with
truly little KeySizes, and thisis abig quality for Hardware devices, ECC are aso fast, and are necessary
little Certificates! (afoundamental point in mass hardware..PDA, SmartCards, Phones)

Therefore, knowing the possibilities of analysis and reversing on software, we can use the same methods
of analysisin order to work on the hardware.

I ntroduction To Elliptic Curve Cryptography

The Public Key Cryptosystems most used, are ones based on factorization (RSA) and upon the Discr ete
L ogarithm Problem (Diffie-Hellman, EIGamal, Schnorr, DES). These Algos make possible, trusted
communiations over insecure channels. There are various alternative secure communication systems,
one of theisthe Cryptography Based on Elliptic Curves or more eady ECC. This system became
Main Stream thanks to the numerous advantages and flexibility that ECC offers!. We have many
proposed Elliptic Curves for PKC, some of them based on the factorization problem, otherson DLP. It's
important to talk about the fundamental differences between the two "frameworks". Factorization is
essentially an Academical and except little KeySizes there are no big differences with RSA.

More intersting, is ECC based on DL P, because the security of these algorithms depends on the
redefinition of the classical algorithms used for common DL problems. This different implementation of
classical DLP, drive usto aredefinition of Exponentiation, that we can call Sub-Exponentiation Time,
if applied to the Resolution of Elliptical Curves. If welook at more general algorithms specifically
built for ECC, we have an Exponential Time. Sintetically, aspects of the same agorithm assumes
different terms, if referred to the "EFFICACIA" which they have on DLP or ECDLP.

The beautiful story of ECC, beginsin 1984 thanksto Hendrik L enstra, who coded afactorization
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algorithm based on the mathematical proprieties of Elliptic Curves, caled Lenstra Elliptic Curve
Factorization. The true ECC, bornin 1985 by Neal Koblitz and Victor Miller that reimplemented the
already known algorithm upon algebrical structures as Elliptical Curve Math and Finite Fields..

Basic Math Background - Group Theory

I've decided to make an approximatively complete discussion of ECC, so in thislittle chapter i've
inserted some elements of Group Theory.

An Abelian Group (G,*) isaset G with assigned binary operation:
*=GxG->G
that has the following proprieties:

. Associativity a* (b* c) = (a* b) cfor al thea, b,cincluded in G

. ldentity Element, exists an identity element eincludedinGthata* e= e* a= afor al thea
includedin G

. Existence of Inverses, For each a existsan element b called Inverseofa, soa* b=b*a=e

. Commutativity,a*b=Db* a

There are basiclly two groups, Additive (+) and Multiplicative (*). These two distinctions come from the
fact that agroup is called additive when his identifying element ais O, whilethe inverseis -a.
Multiplicative groups are so called when the identitifying element is 1, and it'sinverseis a’\(-1). Finally
agroup is caled Finite when G is afinite set, in this case we also have an Order which pratically defines
the number of elements of G.

For example, with afixed prime number p, we can easly build afinite group of order p, Fr'! ={0,1,2,...,p-
1}, obtained from a set of integers. For the precedent observations, we can assume two kind of groups (

FH, +) in other words an additive group of modulus p with identity element equal to 0, and also a group (

FJJ* , *) where Fr'e'* denotes not-null e ements from the set that we have considered and as you can see
isaMultiplicative group of order p-1 and identity element 1.

At this point you may think that there exists a group that contains both Additive and Multiplicative

operations?..so we have only one mathematical object?..the answer isYes!! (FJJ,+ ) Itisasocaled
Finite Fields. Now you should know that we can define G as a M ultiplicative Finite Group of order n
and we can aso introduce new elements typical of Finite Fields as the the g element, that the most little
positive integer given from t and defined as:

gt=1
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called Order of g, whose direct and most important consequence is to exist always and to be adivisor of
n. Another truly important property of groupsis the "chain effect”, we can indeed define a set as:

<g>={g"():0<=i<=t-1}

in other words the set of all powers of g, which (as you should understanded) is by "itself" a group or
better a SubGroup of G, and is called Cyclic SubGroup of G generated by g. For the nitation of Finite
Field, al that we have said it's true also for G writted with Additive Rules, or more precisely the order of
g isthe most little positive divisor t in n, or better:

t*q=0
and consequently:
<g>={i*g:0<=i<=t-1}

The Added notation t* g assumes the sense of element obtained by adding t copies of g, we can also
resume with only one definition: If G has ag element of order n, then G isa Cyclic Group and g will be
called Generator of G.

Finite Fields Arithmetic

Finite Field Aithmetics is the foundamental basis of each system that uses Elliptical Curves, mainly in
cryptography, the correct implementation of all algorithms over Finite Fields, is the most important step
to determine the efficiency and security of an ECC System. There are principally three kind of finite
fields:

. Prime Fields: formed by prime numbers.
. Binary Fields
. Optimal Extension of the Field

For each of these fields exists growing implementation difficulties in the sorted order that you can see.
It's obvious that it is also necessary to implement different algorithms for each kind of Field.

But all algorithms follow one common fundamental concept, the Execution of Aritmethic Operations,
INTO and BETWEEN the fields, tecnically working as Mixer/Connector or as Single Operators.

The Fields, are abstractions or better SubSets called F of the various numerical systems that we know.
Into fields are principally possible only two operations, Addition and Multiplication and they have
exactly the same properties of the Groups.

file:///ICJ/ECC/StrongCrypto.html (5 of 29)7/31/2007 9:35:26 PM



Reverse Engineering of Strong CryptoSignatures Schemes

In other words the possible operations with Fields are four, indeeid we can add Subtraction and
Division, as derived operation types the two principal. Subtraction is defined in additivetermsas: a- b

= a+ (-b), whilethe Division is defined in terms of Multiplication, asalb= a* b (1) as? 7 Veba
(-1) inverse element, the element that respectstherelationb * b (-1)=1.

Finite Prime Fields: Arewritten as )

FJJ, for each integer a, (a MOD p) we will have aremainder r between O and p, the inverse operation,
necessary to find r is called M odular Reduction.

', whereit is aprime number > 3, defined also as the modulus of

Let's consider for example the field F29, it's elements will be
F29={0,1,2,...,28}
So we can define 4 basical arithmetic operations

. 17+28 = 8 which corresponds to 37 MOD 29 = 8 (Addition)

« 17-20 = 26 which corresponds to -3 MOD 29 = 26 (Subtraction)

« 17* 20 = 21 which corresponds to 340 MOD 29 = 21 (Multiplication)
« 177 (-1) = 12 which corresponds to (17*12) MOD 29 =1 (Inversion)

With this little example, we can see how arithmetic field operations basically work and we can also put
our attention to an important observation: the use of finite fieldsisthe principal method to reduce
computational complexity in terms of efficiency, indeed as you should have noticed the smple
properties inside an addition (17 + 28 = 8) could have enormous "potential” if used in cryptography!
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z Z2+z 7"\3+z O
+7z
Z\2+z 7"\3+z Z\3+7\2
z+1
+1 +1 +7+1

Possible operations are:

(Z\3+2\2+1) + (z/2+z+]1) = Z\3+z

(Z\3+2\2+1) - (z*2+z+1) = Z*3+z (considr that in F2 (-1 = 1))

o (Z’3+Z22+1) * (z2M2+z+]1) = 22+ 1 s0 (Z*3+2\2+1) * (2M2+z+1) =2"5+z+ 1 FOLLOWS (25
+z+ 1) MOD (zM4+z+1) = Z"2+1

(2\3+ "2+ D)\(-1) = 2*2 ovvero (' 3+ 2\2+1) * "2 MOD (z*4+z+1) = 1

The second member of MOD (z*4+z+1) corresponds to f(z)=z"4+z+1

Generalized Discrete Logarithm Problem

Let's now study the Discrete Logarothm: we will also see a practical application of Group Theory. In
each system based upon the DL we can find some Paremeters of Public Domain (p, g and ) wherepisa
common prime number, g adivisor (also prime) of p-1, g have arange[1, p-1] and Order g, SO we can
say that t = g isthe smallest value that verifies the following relation:

g”~t=1(mod p)

Now you should see this by other points of view :), indeed if we make some assumptions we can
redefine the entire encryption process of DL! suppose indeed that (G,*) isacyclic multiplicative group
of order n that has a generator g, we can "include" the entire algorithm DL into the same G!!. If we
consider that Public Domain Parameters are g and n, automatically the private key is an integer X,
randomly chosen into the range [ 1,n-1] given by:

y= o'

The problem to determine x, given g,n and y is defined as Discrete L ogarithm Problem (DLP) in G,
and aDL system based on G *should* be untractable but there are some conditions that make it's
efficiency attackable. Every two Cyclic Groups of the same order n, these can be considered operatively
as the same groups. In other words, we have two identical boxes with a different (((contents))), as
immediate effect we can represent the same object in different forms, as computational consequence we
will obtain for each representation different efficiency curves (velocity), independantly from DL or DLP.
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