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Hello World

Tutoriall: Win32 ASM sample

Sample 32bit PE in ASM make in BC++5.0

NE, WinMain, BC++5.0

NE, cpp + asm, BCCS + TASMS

PE, WinMain, BC++5.0

Sample 16/32bit DLL make in BC++5.0

Call the 16/32bit DLLL in NE/PE make in BC++5.0
Sample 32bit DLLL. make in BC++5.02

GUI PE

DDK tutorial

e DDKO98: Dynal.oad VxD & Loader, in ASM
e DDKO98: Dynal.oad VxD & Loader, in ASM & CPP

test.cpp:

#include "stdio.h"
volid main ()

{
printf ("Hello World");

}

1. NE, BCC 5.0:
BCC -tWE -ml test.cpp

2. PE, BCC32 5.0:
BCC32 test.cpp

3. PE, CL 5.0:
CL test.cpp


file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/tut1.asm
file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/bcpe.asm
file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/bcpene.cpp
file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/wnd.arj
file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/bcpene.cpp
file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/bccalldll.cpp
file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/bcdll32.zip
file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/bcwnd.cpp
file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/context.arj
file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/ddktut2.arj





















file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/context.cpp

File Format

.SYM Microsoft Debug Symbol file
PE Win32 EXE file format
NE Winl6 EXE file format LX attach\Ixexe.txt




Selector

In krnl386.exe, there are many API about selector
But 1n kernel32.dll, no API about selector available.
See Also:

e DPMI

krnl386.exe APIs about selector:

170: ALLOCCSTODSALIAS
171: ALLOCDSTOCSALIAS
172: ALLOCALIAS

173: _ ROMBIOS

174: _ A0OOH

175: ALLOCSELECTOR
176: FREESELECTOR
177: PRESTOCHANGOSELECTOR
178: _ WINFLAGS

179: _ DOOOH

180: LONGPTRADD

181: _ BOOOH

182: _ BBOOH

183: _ 0000H

184: GLOBALDOSALLOC
185: GLOBALDOSFREE
186: GETSELECTORBASE
187: SETSELECTORBASE
188: GETSELECTORLIMIT
189: SETSELECTORLIMIT
190: _ F000H

191: GLOBALPAGELOCK
192: GLOBALPAGEUNLOCK
193:  0040H

194: FOOOH

195: _ COO0OH
196: SELECTORACCESSRIGHTS


file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/cpp1.cpp

mov
lar
jnz
cmp
i/

Jnz

ecx,es
eax, ecx

@@l

ah,
Present,

@@l

0F3h
ring 3,

writeable,

accessed data segment



DR7 - Debug control

3 2
1 0 98 7 6 54 3 2 10 9 8 76 54 3 2
[LEN3] [RW3] [LEN2] [RW2] [LEN1] [RW1] [LENO] [RWO] [0 0] [GD] [O

L? Local breakpoint DR? (0=off)
G? Global Breakpoint DR? (0=o0ff)

GD Avaible on 486i+ - setting it enables a breakpoint on access to
debug registers the GD bit is cleared by the processor on entry to the exception
handler

= execution
= Data write
= Undefined
= Data Read/writes but NOT execution

RW? Condition on DR? -

= o O

LEN? - Operand length

= Byte or instruction execution
= Word

= Undefined

= Dword

== OO
= o O

R R I I I I I I I I I I I

DR{0-4} - must contain *LINEAR* address of address!
e.g. xXor eax,eax |mov ax,cs | shl ax, 5 | mov ebx,offset breakhere | add eax,ebx | mov dr0,eax
khkhkhkhkkhkkhkhkkhkkhkhkhkhrhkhkhkkhkkhkkhkkhkhkhhxhhxkk

DR6 Debug status register

Bits

= o N
= o

3
098765432
111111111

=
= oo
=
= oy
[€))
sy
w
o N
=
= ©
= oo
=
= o
o
w
N
I
o

1 1
[1 1
B{0-3} set for the triggering DR{0-3}

BD - set if next instruction will access any debug register

BS - set if exception caused by Trap-flag

BT - When a task with Trap bit set in the TSS has been switched to

;drx.asm from Stone, bug fixed by me.
;Can only run in DOS, not for Win95.

;tasm drx

;tlink drx

.model small ; It's a flaw of mine ... I really like this model
; I know I should do a .com with the tiny model..
; but I just love the small :>

.stack 100h ; Plenty stack ;>

.386P ; We must be in priveledgemode since the debugregisters
; can only be accessed from priveledged mode

.data

.code

start:

mov ax, @data ; Make DS&ES point to the DATA

mov ds,ax
mov es,ax

XOr ax,ax ; Hook int 1 - the debug exception
mov ds,ax

mov bx, offset intlh

mov word ptr ds:[4h], bx

mov word ptr ds:[6],cs

mov eax,dr’7
and eax,not 0F0003h ;set execute bp,l byte len
or eax,3 ;local



mov dr7,eax

XOor ebx, ebx
mov bx,offset flaf
XO0r eax,eax

mov ax,cs

shl eax, 4

add eax, ebx

mov dr0, eax

nop
nop
flaf:
nop
mov ax,4c00h
int 21h
intlh:

mov ah, 2h
mov dl,'a'

int 21h

XOr eax,eax
mov dr0, eax
iret

end start

; Execute, dr0

; calculate linear address of flaf

; Let breakpoint trigger on execution of flaf

;necessary!!

; terminate!

; Write "a" on the screen when the BP triggers

;avoid dead lock



Articles

e About Debug Symbol
e 32bit DPMI in Win95/98

e @@SOFTICE2.649KL @

about speed of IDA

IDAW is a Win32 console program. It use standard console display
API's, and all these API's are very slowly.

We can speed this by write video memory directly just as we do in
DOS. Every Win32 console program has a correspondent VM. From the
VMcb structure we can get 'CB High Linear' which is the base memory
of the VM. So the console screen memory is

CB High Linear + B8000h
Write directly to this memory will speed your console program.

This is about page memory management of Win95.

In vmm.vxd of Win95, I find:

pIfVvMcb proc near ; CODE XREF: ModifyPageBits+92p
; mmMapPhys+73p

a LineAddress dword ptr 8

push ebp

mov ebp, esp
mov edx, [ebp+a LineAddress]
mov eax, edx
shr eax, 0Ch
shl eax, 2
lea ecx, [eax+0FF800000h]
and ecx, OFFFFF3FFh
shr ecx, OAh
test byte ptr [ecx+0FF800000h], 1
Jjz short loc 8CCD
test byte ptr [eax+OFF800000h], 1
jz short loc 8CCD
cmp dword ptr [edx+10h], 'bcMV'
mov eax, 1
jz short loc_ 8CCF
loc 8CCD: ; CODE XREF: pIfVMcb+24j pIfVMcb+2Dj
sub eax, eax

loc 8CCF: ; CODE XREF: pIfVMcb+3Bj



pIfVMcb endp

To make it clear, I change it to:

pIlfVvMcb proc stdcall LineAddress:DWORD
mov edx, [LineAddress]
mov eax, edx
shr eax, 0Ch
lea ecx, [eax*4+0FF800000h]
shr ecx, 0OCh
test byte ptr [ecx*4+0FF800000h], 1 ; PDE
Jjz short @@1
test byte ptr [eax*4+0FF800000h], 1 ; PTE
Jjz short @@1
cmp dword ptr [edx+10h], 'bcMV'
mov eax, 1
jz short @@2
@@1:
sub eax, eax
@@2:
ret
pIfvMcb endp

Can you understand it ?
I think I understand it today. If you already understand it,
you needn't read next part.

From books, we can get that if we want to know a linear address
is readable, we can

mov ecx, [LinearAddress]

shr ecx,1l6h ;=IPDE
mov eax,cr3

and eax,0f£f£f££000h

Phys2Linear eax

mov eax, [eax+ecx*4] ; PDE
test eax, 1 ;test if PTE present
jz ERROR

and eax, 0f£f£f££000h

Phys2Linear eax

mov ecx, [LinearAddress]

shr ecx,12

and ecx,3ffh ;=IPTE



This is

mov eax, [eax+ecx*4] ;=PTE

test eax, 1 ;test if page present
jz ERROR

to say:

LinAddr = ( (IPDE<<10 +IPTE) <<12 )+ AddrInPage

PDE = Phys2Lin(CR3 & Oxfffff000) + IPDE*4
PTE = Phys2Lin (*PDE & Oxfffff000) + IPTE*4

But from the pIfVMcb, it seems:

Is this

PDE = 0xff800000 + ( PTE >> 12 )*4
PTE = 0xff800000 + (LinAddr >> 12)*4

true ? I find it YES!

LinAddr = ( (IPDE<<10 +IPTE) <<12 )+ AddrInPage
LinAddr >> 12 = IPDE << 10 +IPTE
PDE = Phys2Lin(CR3 & Oxfffff000) + IPDE*4
= Oxffbfe000 + IPDE*4
= Oxffbfe000 - 0x3fe000 + Oxf£f800*4 + (LinAddr >>12 >>10)
= 0xff800000 + ( O0xff800000 + (LinAddr >> 12)*4 ) >> 12 *4
PTE = Phys2Lin (*PDE & Oxfffff000) + IPTE*4
= 0xff800000 + (LinAddr >> 12)*4
= 0xff800000 + IPTE*4 + (IPDE << 10)*4
( Oxff800000 + (IPDE << 10)*4 ) + IPTE*4

so if we assume

Phys2Lin (*PDE & Oxfffff000) == 0xf£800000 + (IPDE << 10)*4

then all is OK. I think it must be.

So, i1f we want to know if a linear address is readable, we can

mov eax, [LineAddress]

shr eax, 12

lea ecx, [eax*4+0FF800000h]

shr ecx, 12

test byte ptr [ecx*4+0FF800000h], 1 ; PDE
iz ERROR

test byte ptr [eax*4+0FF800000h], 1 ; PTE
jz ERROR

Micro$oft is really clever!

But why no book say this ?



Exports Functions
32Bit

e Kernel32.dll
e User32.dll

16Bit

e krnl386.exe
e gdi.exe
* user.exe

See also

e Win32 VxD Services







Can you help me ?

e about Html Help Workshop

How can [ make a .COL file ?
How to add a subsets selection just as MSDNO9S ?
How to add a 'locate' menu item ?

If I know a 32bit proc(proc32) is thunk to a 16bit proc(proc16).
How can I get the address of proc16 from proc32 ?

How to make a directory tree in HTML ?



'Font Editor' from VC++ 1.0

can edit a .FNT file. We can make a

Borland

.FON file from this .FNT.
You can use Font Editor to create and edit only raster fonts.

After creating a new font with Font Editor, you must add the
new font to a font resource file. For information about creating

adding fonts to the font resource file, see the Microsoft Windows
Guide to Programming.

'Resource Workshop' can edit a .FON file directly.



My Source

e exp.cpp Get ProcAddress from a module with ordinary number. Get
ProcName from a module with ordinary number.

e context.cpp
Walk Context of Win95 via Win32 VxD service.

e other source


file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/exp.cpp
file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/context.cpp
file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/mysrc.cpp

Good Books:
For Beginners:

System Programming for Windows95, by Walter Oney

Advanced:

Unauthorized Windows95, by Andrew Schulman

Windows95 System Programming Secrets, by Matt Pietrek
SRR

Windows95H K 1875, M7 Ll tHhRtE, ISBN7-5053-2897-
2/TP.966

Windows95 5 Gt g f2 BLAL, FL 7 Tl ik, ISBN7-5053-3278-
3/TP.1226



144
RC.EXE

sdk32\mstools\binw16\rc.exe

7-11-95 9:50 46,605 RC.EXE

Microsoft (R) Windows Resource Compiler Version 4.00
Copyright (C) Microsoft Corp. 1985-1993. All rights reserved.

Usage: rc [switches] .RC input file [.EXE output file]
Switches:

-r Create a .RES file only; don't process .EXE

-1 *Create an application that uses LIM 3.2 EMS
-¢ *Create a driver which uses EMS memory

-m *Set Multiple Instance flag

-p *Create a Private Library

-t *Create a protected mode only application

-k *Keep segments in .DEF file order (do not sort segments for fast
load)

-40 *Mark as 4.0 (or above) app (default)

-31 *Mark as 3.1 (or above) app

-30 *Mark as 3.0 (or above) app

-v Verbose (print progress messages)

-d Define a symbol

-fo Rename .RES file

-fe Rename .EXE file

-1 Add a path for INCLUDE searches

-x Ignore INCLUDE environment variable

-z Skip check for RCINCLUDE statements

* == Cannot be used when -r is specified.







DLLI16:

MSC600 & MSC700 can not make any Windows program without SDK16.
They even do not
include windows.h. So MSVC++1.0 is a good choice to make DLL16.

Make DLL16 for Win95 need RC.EXE 4.0 from SDK32.
Only this RC.EXE support '-40' option.






Microsoft Thunk compiler:

sdk32\mstools\bin\i386\thunk.exe
98ddk\bin\win98\thunk.exe

7-11-95 9:50 225,280 THUNK.EXE

Microsoft (R) Thunk Compiler Version 1.8 for Windows 95. May 11 1995
13:16:19
Copyright (¢) Microsoft Corp 1988-1999. All rights reserved.

Thunk compiler usage
thunk [ {-|/}options] infile[.ext]

where options include:

? Display this help screen

h Display this help screen

o <name> Override default output filename

p<n> Change 16-bit structure alignment (default = 2)
P<n> Change 32-bit structure alignment (default = 4)
t <name> Override default stem name

Nx <name> Name segment or class where x is
(C32 32-bit code segment name
C16 16-bit code segment name



VxD overall

VxD calls
System Control Messages

DDB

DeviceInfo for dynamic VxD
VxDLocationlist for static VxD

Walk VxD with DDB next:

VMM
VCACHE
PERF
VPOWERD
VPICD
VrtwD
VTD
VWIN32
VXDLDR
NTKERN
CONFIGMG
BCI
ISAPNP
BIOS
VCDFSD
I0S
PAGEFILE
PAGESWAP
PARITY
REBOOT
VPBIOSD
VDD
IGAMINI
VSD
COMBUFF
VCD

MMD
VMOUSE
MSMINT
ENABLE
VKD

VPD
INT13
PharLap
VMCPD
BIOSXLAT
VNETBIOS
NDIS
PPPMAC
VTDI

VIP

WWWoUulwkELr PP, WWNPEEPESEWWEDNWDNE RPN WO S BSDWSDE DS DD

=

[
clolNoNolNoNeoNt NeoloNoNoloNoNololNoNoNeol ool

2Ah
27h
4Bh
33h
43h
3Ch
3Dh
41h
10h
21h

7h

8h

9h
66h

Ah

Bh

Eh
1025h
Ch

37h
Dh
Fh
20h

11h
13h
14h
28h
499h
488h
489h

C0011360
CO04E2CC
C005926C
Cl4264C8
C0051BDO
C006D0OB4
c005274C
COO2F8AS8
CO04F3BC
CO002E740
C0020A30
Cl1422EDO
C1425190
C1424360
CO04F1EC
COO3DEB4
C0073568
C0056F14
Cc0058208
C0053630
CO0070E20
COO076FFO0
Cl14296C0
COO055AEC
Cc0032840
C0073938
CO0070AA4
C0072CB4
C00733D0
C007526C
C0076508
c0074270
c0074DC8
Cc0070388
c0058C98
C00582A8
COO06FA9C
Cc001863C
Cl4387A4
Cl1433844
C1457474

Control

C00027A8
C004D608
C00592BC
C14265D0
CO004FF39
C006A870
CO00529EE
CO002FAGc4
C004F31C
CO002EB55
C0020AB4
C1l422F20
Cl14251E0
Cl14243BR4
C004F180
C003A600
C00734cC8
CO0056E84
c0058148
C005325C
C0070B48
C0076890
C1429A80
Cc005592C
C003269C
C00735D4
c0070448
c0072418
CO0072F4C
C0074F82
CO00752E8
C0073A00
C0074406A
CO006FC4C
CO00582FC
C0058260
C006ED20
C001910F
C1438969
Cl14333E6
C14495BA

CO0002F50
CO04E1DS8

Cl814E20*
Cc0050D9%4
COO6A8AB
C023477E
Cc0251074

CO025F21C

C1804084*

CO2B5E18

CO0070B72
CO25BA3B

CO070A7E
c02Cc0748

c02C5647

C1830E8C™

Cl144943B*

CO002F50%*
CO04E1DS8

Cl814E20*
Cc0050D9%4
COO6A8AB
C023477E
c029689C*
Cc0251074
C028B330
CO025F21C*

C1804084*

Cc02B429%4

C023B606*

C02348EC*
CO070DF3
CO025BA3B*

C023B890
COO070A7E
c02C3C1c*

C02C55B9*
Cc02587CC*
C0073Co9A

C0058346

C1830E8C*
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MSTCP
VDHCP
VNBT
DOSMGR
VMPOLL
VEIXD
JAVASUP
VCOMM
VCOND
VTDAPT
VMSGD
VFLATD
mmdevldr
Displayl
DiskTSD
voltrack
BIGMEM
SPAP
HSFLOP
ESDI 506
LPTENUM
SERENUM
vjoyd
FIOLOG
TRW
VDMAD

V8 6MMGR
SPOOLER
UDF

VFAT
VDEF
IFSMGR
VEFBACKUP
SHELL

And walk

cl4clc8c
cl4a01a0
cld2c8ed
cl4668f8
cl42£780
c1482d10
cl47£5£f0
cl47ce00
cl469798
cl464£50
cl4a57474
cl1433844
cl4404dc
cl4387a4

1
cl423cfc
cl143098c

[cNoNeoNoNoNoNoNololNoNolNoNoNolNoNe]

=
o

e
O wo o oo

P wwwwrkRkrPr~croRLrREPRRMMNLOOWUER LW WERESPESSERPPEPERERESSWWW
[e)}
(@)

ol olNoNoNoNoNoNeNeNe

48Ah
49Ah
49Bh
15h
18h

2Bh
38h
442h
62h
11Fh
44Ah

90h

8Dh

449h

1999h
4h

6h
2Ch
4Dh
486h

40h
36h
17h

Cl464F50
C1469798
C147CEQOQ
C0057110
C00573B0
COO6E3B4
C00207AC
c003255C
CO004F110
CO0591F0
Cc007134cC
C00782B0
C142545C
C142A0DO0
Cl142D7D4
C143098C
C1423CEFEC
Cc14404DC
Cl47F5F0
C1482D10
C142F780
Cl4668F8
Cl142C8E4
C14A01A0
Cl4cClcsc
C00555D0
CO0056CEC
CO03FD8C
c0040370
C0041B18
CO004F8B8
C0037B80
C00321B8
CO057ED4

VxDs with DeviceInfo:

——VxDName-

TRW
FIOLOG
VJOYD
SERENUM
LPTENUM
ESDI 506
HSFLOP
VNBT
VDHCP
MSTCP
VIP

VTDI
SPAP
PPPMAC
wmidrv
BIGMEM
voltrack

Cl4592DA
Cl46AB2C
C147D085
CO056F6C
Cc0057290
CO06E44F
c002080C
c0032250
CO004F160
C0059161
CO070EA4
CO077FD8
C14254B8
Cc0076941
C142D570
C1430420
C1423A50
C1440530
C14802B0O
C1480F90
Cl42F1F0
Cl14668D0
C142C93C
Cl4A02C8
Cl4BFC43
Cc005387C
CO00560DF
COO3FCAS
CO00405F0
Cc004D53C
CO004F66C
Cc00329DC
COO031AFS8
CO057BA9

Cl4592F9*
Cl8607FA*
Cl47D1C7*
C0257144
CO006E445

Cc029C170

CO2B8F58*

Cl817CF8%*

C1440584*

Cl4BFDD1*

C0031B58
CO2BF6F0

Cl8607FA*
Cl47D1C7*
CO06E43B

C029C170%*
CO02B8F96*
CO2BF8C8*
CO070ECC™

c02C8528
C1l817CF8%*

C1440596*

C188AB90*

C14BFDDA*

C0238020

C0031B59
CO2BF6FO0*

[e)} O

OFRP OO OO0 OoOJINOODONWODODxEFOR

124
10
29



cl42d7d4
0
0
cl14296¢0
cl42545c
cl4264c8
c1425190
1
cl422ed0
1
cl1424360
1
1

So,

and,

N

DiskTSD
CDF'S
APIX
IGA
MMDEVLDR
VPOWERD
ISAPNP
PCIMP
PCI
hidvkd
BIOS
swenum
wdmfs

DevicelInfo list
WDM do not have
static VxDs not

I search DDB of
one followed by
DevicelInfo.

contains all Dynamic load VxDs, WDMs
DDB?
in DeviceInfo list, how to get their DevicelInfo?

static VxD in whole memory range, and find no
'DLVX', so its sure static VxDs do not have

Then how can I get its load info ?

Real part of WinICE hooks int68 ax=5080,5081 to get this at

load time.






e Int22

Int 22h
Int 22h service is a VMM fault hooked in VMM.vxd.

INT 22h - Win32 Protected mode interface requests API

AX=02h -- Converts a physical address to a linear address in curent context
entry:
ECX=phisycal address
returns:

ESI=linear address
AX= 1 if success , otherwise 0

AX=07h -- Check to see if an address is within a VxD object
entry:
DS:ESI = buffer to receive object name
BX = thread number
EDX = linear address to query
returns:
If EAX == 0, EDX = base address of object
If EAX !'= 0, error
AX=08h -- Get PDE for a specific context
entry:

BX = thread number
EDX = linear address

returns:
if EAX == 0, ECX = PDE
if EAX != 0, error
AX=0Ah -- Get LDT base
entry:
BX = Thread ID
returns:
if EAX ==

EDI = pointer to LDT
ECX = LDT limit
if EAX != 0, error
I find these:
AX=00h -- Return AX=0f386h means debug installed.

AX=01lh -- Debug Query.
entry:
esi: points to Dot cmd lines(after the dot).

AX=02h -- stc and return
AX=03h -- verify memory, esi:addr,cx:len
AX=04h -- nothing

AX=05h -- nothing

AX=06h -- Get VxD service address
entry:
ebx= VxD service num, (00010001 for Get Cur VM Handle)
returns:
eax= VxD service address, 0 for error
AX=09%h -- 7
entry:
AX=0bh -- Return AX= current Thread ID
AX=0ch -- 7
entry:

ebx=






Win32Asm .inc file for TASM by Ghiribzzo -win32t2.zip

/*
* CRO bit assignments
)
#define PE BIT 0 Arslii= ProtEcted iModerxy,
#define PE MASK (1 << PE_BIT)
#define MP_BIT il /* 1 = Monitor Coprocessor */
#define MP_ MASK (1 << MP_BIT)
#define EM BIT 2 /* 1 = Emulate Math Coprocessor */
#define EM MASK (1 << EM BIT)
#define TS BIT 3 /* 1 = Task Switch occured */
#define TS MASK (=TS BT
#define ET BIT 4 /* 1 = 387 present, 0 = 287 present */
#define ET MASK (1 << ET_BIT)
#define PG BIT 31 /* 1 = paging enabled, 0 = paging disabled */
#define PG MASK (S EEIBTT)
/*
* EFLAGs bit assignments
1
#define CF BIT 0
#define CF MASK (ESSKECRE BT
#define PF BIT 2
#define PF_MASK (1 << PF_BIT)
#define AF BIT 4
#define AF MASK (1 << AF_BIT)
#define ZF BIT 6
#define ZF MASK (1< 2EBIT)
#define SF BIT 7
#define SF_MASK (liz e SR BT
#define TF BIT 8
#define TF MASK (b Lt AP BT L)
#define IF BIT 9
#define IF MASK (Jz TR LB
#define DF BIT 10
#define DF MASK Gl << DEITBET)
#define OF BIT 11 /* Overflow flag */
#define OF MASK (1 << OF BIT)
#define IOPL MASK 0x3000 /* IOPL flags */
#define IOPL BITO )
#define IOPL BIT1 13
#define NT BIT 14 /* Nested task flag */
#define NT MASK (1 << NT_BIT)
#define RF_BIT 16 /* Resume flag */
#define RF_MASK (1 << RF_BIT)
#define VM BIT e /* Virtual Mode flag */
#define VM MASK (1 << VM_BIT)
#define AC BIT 18 /* Alignment check */
#define AC MASK (=<t ACTBTTY)
#define VIF BIT 19 /* Virtual Interrupt flag */
#define VIF MASK (i KLCEVAEE § BT
#define VIP BIT 20 /* Virtual Interrupt pending */



#define VIP_ MASK (1 << VIP BIT)
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//

// Build 16bit DLL with BC++5.0

// bcc —-tWDE bcdll.cpp

// Build 32bit DLL with BC++5.0

// bcc32 —-tWDE bedll.cpp

//oxr

// \bc4\bin\bcc -c bcdll.cpp

// \bc4\bin\tlink /Twd bcdll.obj \bc5\lib\import.lib
#include <windows.h>

#define DLLEXPORT _ declspec (dllexport)

extern "C" void DLLEXPORT WINAPI Message (LPSTR msg) ;
//

// Display a message passed from the calling application

//
extern "C" void DLLEXPORT WINAPI Message (LPSTR msg)

{
MessageBox (NULL, msg, "Borland C++ DLL", MB OK|MB APPLMODAL) ;

}

BOOL WINAPI DllEntryPoint (HINSTANCE hDLLInst, DWORD fdwReason, LPVOID lpvReserved)
{

/*
switch (fdwReason)
{
case DLL PROCESS ATTACH:
// The DLL is being loaded for the first time by a given process.
// Perform per-process initialization here. If the initialization
// is successful, return TRUE; if unsuccessful, return FALSE.
// In this DLL, we want to initialize a critical section used
// by one of its exported functions, DLLFunction2 ().
// InitializeCriticalSection(&gCriticalSection);

break;

case DLL PROCESS DETACH:
// The DLL is being unloaded by a given process. Do any
// per-process clean up here, such as undoing what was done in
// DLL _PROCESS ATTACH. The return value is ignored.

// In this DLL, we need to clean up the critical section we
// created in the DLL PROCESS ATTACH message.

// DeleteCriticalSection(&gCriticalSection) ;



*/

break;

case DLL THREAD ATTACH:
// A thread is being created in a process that has already loaded
// this DLL. Perform any per-thread initialization here. The
// return value is ignored.

break;
case DLL THREAD DETACH:
// A thread is exiting cleanly in a process that has already
// loaded this DLL. Perform any per-thread clean up here. The

// return value is ignored.

break;

return TRUE;
























typedef struct STARTUPINFOA {
DWORD cb;
LPSTR lpReserved;
LPSTR lpDesktop;
LPSTR lpTitle;
DWORD dwX;
DWORD dwy;
DWORD dwXSize;
DWORD dw¥Size;
DWORD dwXCountChars;
DWORD dwYCountChars;
DWORD dwFillAttribute;
DWORD dwFlags;
WORD wShowWindow;
WORD cbReserved?;
LPBYTE 1pReserved?2;
HANDLE hStdInput;
HANDLE hStdOutput;
HANDLE hStdError;

} STARTUPINFOA, *LPSTARTUPINFOA;

typedef struct MODREF
{

PMODREF pNextModRef ; end with 0
DWORD unl; number of ?
DWORD un2; RingO0TCB ?
DWORD un3;
WORD mteIndex;
WORD uné;
DWORD unb5;
PVOID ppdb; Pointer to process database
DWORD uno;
DWORD un’7;
DWORD un8;

} MODREF, *PMODREF;

typedef struct IMTE

{
DWORD unl; //00h
PIMAGE NT HEADERS pNTHdr; //04h



DWORD un2; //08h

PSTR pszFileName; //0Ch

PSTR pszModName ; //10h

WORD cbFileName; //14h

WORD cbModName ; //16h

DWORD un3; //18h

DWORD cSections; //1Ch

DWORD unb; //20h

DWORD baseAddress; //24h

WORD hModulel6; //28h goo

WORD cUsage; //2Ah

DWORD offset?; //2Ch 22?2 ptr strucl,and strucl[18h]->PDB

!/ this is MODREF ?

PSTR pszFileName2; //30h

WORD cbFileName2; //34h

DWORD pszModName?2 ; //36h

WORD cbModName?2 ; //3Ah

} IMTE, *PIMTE;

typedef struct ENVIRONMENT DATABASE //why not name EDB

{

PSTR pszEnvironment; //00h Pointer to Environment

DWORD  unl; //04h

PSTR pszCmdLine; //08h Pointer to command line

PSTR pszCurrDirectory; //0Ch Pointer to current directory
LPSTARTUPINFOA pStartupInfo;//10h Pointer to STARTUPINFOA struct go
HANDLE hStdIn; //14h Standard Input

HANDLE hStdOut; //18h Standard Output

HANDLE hStdErr; //1Ch Standard Error

DWORD un?2; //20h

DWORD InheritConsole; //24h

DWORD  BreakType; //28h

DWORD BreakSem; //2Ch

DWORD  BreakEvent; //30h

DWORD  BreakThreadID; //34h

DWORD  BreakHandlers; //38h

} ENVIRONMENT DATABASE, *PENVIRONMENT DATABASE;




typedef struct PROCESS DATABASE //PDB
{
DWORD Type; //00h KERNEL32 object type (5)
DWORD cReference; //04h Number of references to process
DWORD  unl; //08h
DWORD someEvent; //0Ch An event object (What's it used for???)
DWORD TerminationStatus; //10h Returned by GetExitCodeProcess
DWORD un2; //14h
DWORD DefaultHeap; //18h Address of the process heap
DWORD MemoryContext; //1Ch pointer to the process's context goo
DWORD flags; //20h go
DWORD RIESIEY //24h Linear address of PSP?
PSPSelector; //28h
MTEIndex; //2Ah *4+ModulelList=IMTE goo
cThreads; //2Ch
cNotTermThreads; //2Eh
un3; //30h
cRingOThreads; //32h number of ring 0 threads
HANDLE HeapHandle; //34h Heap to allocate handle tables out of
// This seems to always be the KERNEL32 heap
HTASK W16TDB; //38h Winl6 Task Database selector goo
DWORD MemMapFiles; //3Ch memory mapped file list (?)
PEDB PEDB; //40h Pointer to Environment Database go
PHANDLE TABLE pHandleTable; //44h Pointer to process handle table
PPDB ParentPDB; //48h Parent process database
PMODREF MODREFlist; //4Ch Module reference list go
DWORD ThreadList; //50h Threads in this process
DWORD DebuggeeCB; //54h Debuggee Context block?
DWORD LocalHeapFreeHead; //58h Head of free list in process heap
DWORD InitialRing0ID; //5Ch
CRITICAL SECTION crst; //60h defined in winnt.h goo 24h len
// yes, this structure is 24h len
DWORD  pConsole; //84h Pointer to console for process
DWORD tlsInUseBitsl; //88h // Represents TLS indices 0 - 31
DWORD tlsInUseBits2; //8Ch // Represents TLS indices 32 - 63
DWORD  ProcessDWORD; //90h
PPDB ProcessGroup; //94h
DWORD PExeMODREF; //98h pointer to EXE's MODREF
DWORD TopExcFilter; //9Ch Top Exception Filter?
DWORD BasePriority; //BA0h Base scheduling priority for process
DWORD HeapOwnList; //A4h Head of the list of process heaps
DWORD HeapHandleBlockList;//A8h Pointer to head of heap handle block list
pSomeHeapPtr; //ACh normally zero, but can a pointer to a
//moveable handle block in the heap
pConsoleProvider; //B0h Process that owns the console we're using?
EnvironSelector; //B4h Selector containing process environment
ErrorMode; //B6H SetErrorMode value (also thunks to Winl6)
pevtLoadFinished; //B8h Pointer to event LoadFinished?
UTState; //BCh
} *PPDB, PROCESS DATABASE, *PPROCESS DATABASE;







{

} TIB,

{
DWORD

DWORD
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD

PSEH record pvExcept;
PVOID pvStackUserTop;
PVOID pvStackUserBase;
WORD PW16TDB;

WORD pvThunksSS;
DWORD SelmanList;
PVOID pvArbitrary;
PTIB ptibSelf;

WORD TIBFlags;

DWORD pvQueue;
PVOID* pvTLSArray;
GIESRNEY

typedef struct TDBX

ptdb;

ppdb;
ContextHandle;
unl;
TimeOutHandle;
WakeParam;
BlockHandle;
BlockState;
SuspendCount;
SuspendHandle;
MustCompleteCount;

// This is semi-documented in the NTDDK.H file from the NT DDK
typedef struct TIB

//00h Head of exception record list

//04h Top of user stack

//08h Base of user stack

//0Ch W16 Task DataBase go

//0Eh SS selector used for thunking to 16 bits

//10h

//14h Available for application use

//18h Linear address of TIB structure, = R3TCB + 10h

//1Ch
WORD Winl6MutexCount; //1Eh
DWORD DebugContext; //20h
DWORD  pCurrentPriority; //24h

//28h Message Queue selector
//2Ch Thread Local Storage array

//00h PTHREAD DATABASE R3TCB
//04 for vmm4.03

//04h PPROCESDS DATABASE PDB
//08h CONTEXT goo

//0Ch

//10h

//14h

//18h

//1Ch

//20h

//24h

//28h




DWORD WaitExFlags; //2Ch go

DWORD SyncWaitCount; //30h
DWORD  QueuedSyncFuncs; //34h
DWORD UserAPCList; //38h
DWORD KernAPCList; //3Ch
DWORD  pPMPSPSelector; //40h
DWORD BlockedOnID; //44h
DWORD un2[7]; //48h
DWORD TraceRefData; //64h
DWORD TraceCallBack; //68h
DWORD TraceEventHandle; //6Ch
WORD TraceOutLastCS; //70h
WORD K16TDB; //72h goo
WORD K16PDB; //74h This 1lébit sel ptr to PSP!
WORD DosPDBSeg; //76h
WORD ExceptionCount; //78h

//289816h 2272
//569595h 2°2°?

} TDBX, *PTDBX;

typedef struct THREAD DATABASE
{

DWORD Type; //00h = 6
DWORD cReference; //04h
PPROCESS_DATABASE pProcess; //08h PDB goo

DWORD someEvent; //0Ch An event object (What's it used for???)




PPROCESS DATABASE pProcess2;//40h Another copy of the thread's process???go

DWORD
DWORD
WORD

WORD

DWORD
DWORD
DWORD
DWORD
PTDBX
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD

PCONTEXT

DWORD
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD

Flags;
TerminationStatus;
TIBSelector;
EmulatorSelector;
cHandles;
WaitNodeList;
uné;
RingO0Thread;
PTDBX;
StackBase;
TerminationStack;
EmulatorData;
GetLastErrorCode;
DebuggerCB;
DebuggerThread;
ThreadContext;
Exceptl6List;
ThunkConnect;
NegStackBase;
CurrentSs;
SSTable;
ThunkSS16;
TLSArray[64];
DeltaPriority;

//44h go
//48h Returned by GetExitCodeThread
//4Ch
//4Eh
//50h
//54h
//58h
//5Ch goo
//60h goo
//64h
//68h
//6Ch
//70h
//T74h
//78h
//7Ch go
//80h
//84h
//88h
//8Ch
//90h
//94h
//98h
//198h

// The retail version breaks off somewhere around here.
// All the remaining fields are most likely only in the debug version

DWORD
DWORD
DWORD
DWORD
DWORD
WORD

WORD

DWORD
DWORD
DWORD

DWORD
DWORD

DWORD
DWORD

} THCB, THREAD DATABASE,

unb[7];
pCreateDatalb6;
APISuspendCount;
unbé;

WOWChain;
wSSBig;

un’;
lpl6SwitchRec;
un8[2];
Mutex?[4];

hMutex[4];

un9;
ripString;

//19Ch
//1B8h
//1BCh # of times SuspendThread has been called
//1C0h
//1C4h
//1C8h
//1CAh
//1CCh
//1D0h
//1D8h max 4 level

//1E8h max 4 level,hMutex of each level

//1F8h
//1FCh

LastTlsSetValueEIP[64]; // 200h (parallel to TlsArray, contains EIP

// where TLS value was last set from)

*PTHREAD DATABASE;






BYTE

DWORD
DWORD
WORD

QWORD
DWORD
DWORD

DWORD
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD
WORD

DWORD
DWORD
DWORD

DWORD
DWORD
DWORD
DWORD

typedef struct cb s {

DWORD CB VM Status;
DWORD CB High Linear;
DWORD CB Client Pointer;
CB_VMID;

CB Signature;

VM hheapVMCB
VM fIntsStatus

VM _App Num;

VM PM APP CB;

VM LDTcpg;

VM _PM Idt

VM pthcbThread
VM ThreadListHead

VM SuspendCount
VM _ppteVM

VM pdeVM

VM Int Enable Count;
VM EnableFirstMB
VM _Exec Time;

VM TS Sched Count
VM LDTsel;

VM MMGR Flags;

VM _LDTAddr;

VM List Linke;

VM_Inst Buf ptr
VM_hVM

VM _quota_left
VM_TrapMask

//00 VM status flags */
//04 Address of VM mapped high */
//08

//0c

'VMcb'

//=T4
//=-6¢c

//-6a

//-40

//-38

//-36

//-24 RingOTCB

//-20 see Get Next Thread Handle
// the first ROTCB

//-18

//-14

//-10

//-08

//14

//18

//1lc

//1le

//28

//2c

//30 see Get Next Thread Handle,Get Next VM Handle
// next VM

//38

//3c

//40

//58 Enable Local Trap



DWORD VM hPage?

} *VMHANDLE, **PVMHANDLE;







typedef struct TDB

{

HTASK

WORD
WORD
WORD
BYTE
BYTE
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD
WORD

WORD
WORD
WORD
FARPROC
FARPROC
FARPROC
FARPROC
DWORD
WORD
DWORD

WORD
WORD
WORD
LPBYTE
BYTE
char
WORD
HTASK
WORD
WORD
WORD
WORD
WORD
WORD
WORD
char
char
WORD

TDB next;

TDB_ taskSP;

TDB_ taskSs;

TDB nEvents;

TDB priority;

TDB thread ordinal;
TDB thread next;
TDB thread tdb;
TDB thread list;
TDB_thread free;
TDB thread count;
TDB_FCW;

TDB flags;
TDB_ErrMode;
TDB_ExpWinVer;
TDB HInstance;
TDB HMODULE;

TDB Queue;

TDB Parent;

TDB SigAction;
TDB ASignalProc;
TDB USignalProc;
TDB GNotifyProc;
TDB INTVECS[7];
TDB CompatFlags;
TDB_FS selector;

TDB ring3 thread db;

TDB thunk stack ss;
TDB filler[3];
TDB_PSP;

TDB DTA;

TDB Drive;

TDB Directory[65];
TDB Validity;

TDB Yield to;

TDB LibInitSeg;

TDB LibInitOff;
TDB_MPI Sel;

TDB more thunks;
TDB PT sig;

TDB unusedl;

TDB next MPI thunk;

TDB_MPI_Thunks [0x38];

TDB_ModName [8] ;
TDB sig;

//name :

’

//£2
//fa

K16TDB

next task in dispatch queue
end with 0, where is the first ?
Saved SS:SP for this task

Task event counter

Task priority (0 is highest)

ordinal number of this thread

next thread

the real TDB for this task

list of allocated thread structures

free list of available thread structures
total count of tread structures

Floating point control word

Task flags

Error mode for this task

Expected Windows version for this task
instance handle of task

module database for task

selector ptr to 'NE'

Modl6 go

Task Event Queue pointer

TDB of the task that started this up
Action for app task signal

App's signal procedure address

User's Task Signal procedure address
Task global discard notify proc.

Task specfic hardware interrupts
Compatibility flags

Same selector as FS (points inside TCB)
32 bit address of KERNEL32 thread database
Ring3TCB go

selector used for stack during thunking
appears to be unused

MSDOS Process Data Block (aka,
MSDOS Disk Transfer Address
MSDOS current drive

MSDOS current directory
initial AX to be passed to a task
DirectedYield arg stored here

segment address of libraries to init
MakeProcInstance thunks live here.
Code selector for thunks

selector of segment with more MPI thunks
IPTI

the PSP)

//ba
Name of Module.
'TD' Signature word to detect bogus code



DWORD TDB unused?2;
char TDB_current directory[0x110]; //100h Current directory
} FAR * LPTDB;




Mod1l6 structure

See also:
NE overall

//= ==== ===
// SHOW1l6 - Matt Pietrek 1995

// FILE: HMODULE.H

//
#pragma pack (1)

typedef struct
{

WORD sector offset; // Offset to logical sector

WORD segment length; // Size in bytes of segment

WORD flags; // flags for segment

WORD alloc size; // Segment allocation size

WORD handle; // Global heap handle assigned by loader

} SEGMENT RECORD, FAR * LPSEGMENT RECORD;

NE
typedef struct NE //I name it Modlé6
{
WORD ne signature; //00 'NE'
WORD ne_usage; //02 reference count of module
WORD ne npEntryTable; //04 near pointer to entry table
HMODULE ne npNextExe; //06 next module database
WORD ne npAutoData; //08 near pointer to DGROUP segment entry
WORD ne npFileInfo; //0a near pointer to OFSTRUCT with file name
WORD ne flags; //0c
WORD ne autodata; //0e segment index of DGROUP segment
WORD ne heap; //10
WORD ne stack; //12
DWORD ne csip; //14
DWORD ne sssp; //18
WORD ne cseg; //1lc
WORD ne cModules; //1le
WORD ne cbNonResNamesTab; //20
WORD ne segtab; //22
WORD ne rsrcTab; //24
WORD ne resNamesTab; //26 Pascal string of ModuleName
WORD ne modRefTab; //28
WORD ne importedNamesTab; //2a
DWORD ne nonResNamesTab; //2c

WORD ne cMovEnt; //30



WORD ne align; //32

WORD ne cres; //34

unsigned char ne exetyp; //36

unsigned char ne flagsother; //37

WORD ne importedNamesTab2; //38

WORD ne importedNamesTab3; //3a

WORD ne swaparea; //3c minimum code swap area size

WORD ne expver; //3e expected windows version num

DWORD ne Win32BaseAddrl; //40 (Win32 only) Base addr of module

DWORD ne Win32BaseAddr2; //44 (Win32 only) Base addr of module

DWORD ne Win32ResourceAddr; //48 (Win32 only) Base addr of resources
// DWORD ?7?? //54h

} MODULE, FAR * LPMODULE;

see also:
W16TDB offset leh go
IMTE offset 28h goo

WORD w=ne:segindex;
WORD b=ne:segtab
WORD sel=ne: [b+ (w-1)*10+8]

typedef struct
{

WORD firstEntry;
WORD lastEntry;
WORD nextBundle;

} ENTRY BUNDLE HEADER, FAR *LPENTRY BUNDLE HEADER;

typedef struct
{

BYTE segType;
BYTE flags;
BYTE segNumber;
WORD offset;

} ENTRY, FAR * LPENTRY;

typedef struct
{

WORD ID;
WORD count;
DWORD function;
} RESOURCE TYPE, FAR *LPRESOURCE TYPE;

typedef struct



WORD offset;

WORD length;
WORD flags;
WORD ID;

WORD handle;
WORD usage;

} RESOURCE INFO, FAR * LPRESOURCE INFO;

#define NEAPPTYP 0x0700 // Application type mask

#define NEWINAPI 0x0300 // Uses windowing API

#define NEWINCOMPAT 0x0200 // Compatible with windowing API
#define NENOTWINCOMPAT 0x0100 // Not compatible with windowing API
#define NENONRES 0x0080 // Contains non-resident code segments
#define NELIM32 0x0010 // Uses LIM 3.2 API

#define NEPROT 0x0008 // Runs in protected mode only

#define NEPPLI 0x0004 // Per-Process Library Initialization

// Target operating systems

#define NE UNKNOWN 0
#define NE 0S2 1 // Microsoft/IBM 0S/2
#define NE WINDOWS 2 // Microsoft Windows
#define NE DOS4 3 // Microsoft European MS-DOS 4.x
#define NE DEV386 4 // Microsoft Windows 386
#define MODFLAGS DLL 0x8000
#define MODFLAGS CALL WEP 0x4000
#define MODFLAGS SELF LOADING 0x0800
#define MODFLAGS APPTYPE 0x0300
// 0x0300 = Uses Windows API
// 0x0200 = Can be run in a window
// 0x0100 = full-screen text app
#define MODFLAGS IMPLICIT LOAD 0x0040 // DLL is implicitly loaded
#define MODFLAGS WIN32 0x0010
#define MODFLAGS AUTODATA 0x0002
#define MODFLAGS SINGLEDATA 0x0001
typedef struct tagOFSTRUCT EXT
{
WORD cBytes; //00 This is a single BYTE in the regular OFSTRUCT
BYTE fFixedDisk; //02
UINT nErrCode; //03
BYTE reserved[4]; //05

char szPathName[128]; //09
} OFSTRUCT_EXT;



Context

VMM :

00010123 _ContextCreate

00010124 _ContextDestroy

00010132 _ContextSwitch

00010157 _GetCurrentContext

VWIN32:

002A0003 _VWIN32 Get Thread Context
002A0004 _VWIN32 Set Thread Context
002Aa000C VWIN32 GetContextHandle
See Also:

Sample: context.cpp
Source: Get aliase address of another context
Sample: Context walk via VxD

Win32 VxD Services:

0x010006 KO 0 ContextCreate ;
0x010007 KO 1 ContextDestroy ;
0x01000b KO 1 ContextSwitch ;
0x01000f KO 0 GetCurrentContext ;
0x2a0014 KO 2 GetThreadContext",
0x2a0015 KO 2 SetThreadContext",

BOOL GetThreadContext (
HANDLE hThread, // handle of thread with context
LPCONTEXT 1lpContext // address of context structure
);
BOOL SetThreadContext (
HANDLE hThread, // handle of thread with context
CONST CONTEXT * 1lpContext // address of context structure
);

include winnt.h
#if !defined(RC_INVOKED)

#define CONTEXT 1386 0x00010000 // this assumes that 1386 and
#define CONTEXT 1486 0x00010000 // 1486 have identical context records

#define CONTEXT CONTROL (CONTEXT i386 | 0x00000001L) // SS:SP, CS:IP, FLAGS,
#define CONTEXT INTEGER (CONTEXT 1386 | 0x00000002L) // AX, BX, CX, DX, SI,
#define CONTEXT SEGMENTS (CONTEXT i386 | 0x00000004L) // DS, ES, FS, GS
#define CONTEXT FLOATING POINT (CONTEXT 1386 | 0x00000008L) // 387 state
#define CONTEXT DEBUG REGISTERS (CONTEXT i386 | 0x00000010L) // DB 0-3,6,7

#define CONTEXT FULL (CONTEXT CONTROL | CONTEXT INTEGER |\
CONTEXT SEGMENTS)

#endif
#define SIZE OF 80387 REGISTERS 80
typedef struct FLOATING SAVE AREA // 70h len

DWORD ControlWord; //00

BP

DI


file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/context.cpp
file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/context1.cpp
file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/context.arj

DWORD StatusWord; //04

DWORD TagWord; //08
DWORD ErrorOffset; //0c
DWORD ErrorSelector; //10
DWORD DataOffset; //14
DWORD DataSelector; //18
BYTE RegisterArea[SIZE OF 80387 REGISTERS]; //1lc
DWORD CrONpxState; //6c

} FLOATING SAVE AREA;

typedef FLOATING SAVE AREA *PFLOATING SAVE AREA;

// Context Frame

// This frame has a several purposes: 1) it is used as an argument to
// NtContinue, 2) is is used to constuct a call frame for APC delivery,
// and 3) it is used in the user level thread creation routines.

// The layout of the record conforms to a standard call frame.

typedef struct CONTEXT ({

// The flags values within this flag control the contents of
// a CONTEXT record.

// If the context record is used as an input parameter, then

// for each portion of the context record controlled by a flag
// whose value is set, it 1s assumed that that portion of the
// context record contains valid context. If the context record
// is being used to modify a threads context, then only that

// portion of the threads context will be modified.

// If the context record is used as an IN OUT parameter to capture
// the context of a thread, then only those portions of the thread's
// context corresponding to set flags will be returned.

// The context record is never used as an OUT only parameter.

DWORD ContextFlags; //00

//

// This section is specified/returned if CONTEXT DEBUG REGISTERS is
// set in ContextFlags. Note that CONTEXT DEBUG_REGISTERS is NOT
// included in CONTEXT FULL.

//

DWORD Dr0; //04
DWORD Drl; //08
DWORD Dr2; //0c
DWORD Dr3; //10
DWORD Dr6; //14
DWORD Dr7; //18
//

// This section is specified/returned if the
// ContextFlags word contians the flag CONTEXT FLOATING_ POINT.
//

FLOATING SAVE AREA FloatSave; //1c



/7

// This section is specified/returned if the
// ContextFlags word contians the flag CONTEXT SEGMENTS.

//
DWORD SegGs; //8c
DWORD SegFs; //90
DWORD SegEs; //94
DWORD SegDs; //98
//

// This section is specified/returned if the
// ContextFlags word contians the flag CONTEXT INTEGER.

//

DWORD Edi; //9¢c
DWORD Esi; //a0
DWORD Ebx; //ad
DWORD Edx; //a8
DWORD Ecx; //ac
DWORD Eax; / /b0
//

// This section is specified/returned if the
// ContextFlags word contians the flag CONTEXT CONTROL.

//

DWORD  Ebp; / /b4

DWORD Eip; //b8

DWORD SegCs; //bc MUST BE SANITIZED
DWORD  EFlags; //c0 MUST BE SANITIZED
DWORD Esp; //cé

DWORD SegSs; //c8

} CONTEXT;

typedef CONTEXT *PCONTEXT;
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typedef struct tcb s{

// DWORD  TCB whocallEnterMutex; //-08 code addr after EnterMutex, EnterMustComplete
ULONG TCB Flags; //00 Thread status flags go
ULONG TCB_Reservedl; //04 Used internally by VMM
ULONG  TCB Reserved2; //08 Used internally by VMM
ULONG  TCB_Signature; //0c 'THCB'
ULONG TCB_ ClientPtr; //10 Client registers of thread go
ULONG TCB VMHandle; //14 VM that thread is part of goo
USHORT TCB ThreadId; //18 Unique Thread ID

USHORT TCB_PMLockOrigSs; //la Original SS:ESP before lock stack
ULONG  TCB_PMLockOrigESP; //lc

ULONG TCB_PMLockOrigEIP; //20 Original CS:EIP before lock stack
ULONG  TCB_PMLockStackCount; //24

USHORT TCB_ PMLockOrigCS;  //28

USHORT TCB_PMPSPSelector; //2a

ULONG TCB_ThreadType; //2c dword passed to VMMCreateThread
USHORT TCB padl; //30 reusable; for dword align

UCHAR  TCB pad2; //32 reusable; for dword align

UCHAR  TCB_extErrLocus; //33 extended error Locus

USHORT TCB_extErr; //34 extended error Code

UCHAR  TCB extErrAction; //36 Action

UCHAR  TCB extErrClass; //37 Class

ULONG  TCB extErrPtr; //38 " pointer

DWORD TCB_Next //44h see Get Next Thread Handle
// DWORD  TCB ListOf NestExecStatus //4ch see Get Nest Exec Status
// DWORD  TCB_StackFrame //50h
/7 DWORD  TCB_hPage? //54h
// BYTE TCB_fBlockOnID //776h
// DWORD  TCB_TimeSliceGra //7ch
// DWORD TCB nTimeSlice //-10h see Set Thread Static Boost

} TCB, *PTCB;



#define
#define
#define
#define
#define
fdefine
fdefine
fdefine
#define
#define
#define
#define
#define
#define
fdefine
fdefine

THFLAG SUSPENDED BIT
THFLAG SUSPENDED
THFLAG_NOT_ EXECUTEABLE BIT
THFLAG_NOT_ EXECUTEABLE
THFLAG_THREAD CREATION BIT
THFLAG_THREAD CREATION
THFLAG_THREAD BLOCKED BIT
THFLAG THREAD BLOCKED
THFLAG RINGO THREAD BIT
THFLAG RINGO THREAD
THFLAG_CHARSET BITS
THFLAG_CHARSET MASK
THFLAG_ANST

THFLAG_OEM

THFLAG_UNICODE
THFLAG_RESERVED

// Thread not scheduled

(1L << THFLAG SUSPENDED BIT)

// Thread partially destroyed

(1L << THFLAG NOT EXECUTEABLE BIT)
// Thread in status nascendi

(1L << THFLAG_THREAD_CREATION_BIT)
// Blocked on semaphore

(1L << THFLAG THREAD BLOCKED BIT)
// thread runs only at ring 0

(1L << THFLAG RINGO THREAD BIT)

// Default character set

(3L << THFLAG_CHARSET BITS)

(0L << THFLAG_CHARSET_BITS)

(1L << THFLAG_CHARSET BITS)

(2L << THFLAG_CHARSET BITS)

(3L << THFLAG CHARSET BITS)




include vmm.inc
// Device Data Block structure
Vxd Desc_Block

typedef struct tagDDB { //edh len
DWORD DDB_Next; //00 addr of next VxD in chain, or O
WORD DDB_SDK_Version; //04
WORD DDB_Req Device Number; //06 Device ID (or Undefined Device ID)
BYTE DDB_Dev_Major Version; //08 Major version number
BYTE DDB_Dev_Minor Version; //09 Minor version number
WORD DDB_Flags; //0a Flags for init calls complete go
BYTE DDB_Name [8] ; //0c Device name,padded with spaces
DWORD DDB Init Order; //14 Init ordder (Undefined Init Order)
DWORD DDB_Control Proc; //18 Offset of control procedure
DWORD DDB V86 API Proc; //1lc Offset of API procedure (if present)
DWORD DDB_PM API Proc; //20 Offset of API procedure (if present)
DWORD DDB V86 API CSIP; //24 CS:IP of API entry point (if present)
// V86 mode seg:ofs callback add:
DWORD DDB PM API CSIP; //28 CS:IP of API entry point (if present)
// prot mode sel:ofs callback adc
DWORD DDB_Reference Data; //2c Reference data from real mode
DWORD DDB_VxD Service Table Ptr; //30 Pointer to service table (if present)
DWORD DDB_VxD Service Table Size; //34 Number of services (if any)
DWORD DDB_Win32 Service Table;//38 Pointer to Win32 services (if any)
DWORD DDB_Prev; //3c Ptr to prev 4.0 DDB
DWORD DDB_Size; //40 INIT <SIZE (VxD Desc Block)> Reserved
DWORD DDB_Reservedl; /* INIT <'Rsvl'> Reserved */
DWORD DDB_Reserved2; /* INIT <'Rsv2'> Reserved */
DWORD DDB Reserved3; /* INIT <'Rsv3'> Reserved */
} DDB, *PDDB, VMMDDB, *PVMMDDB, **PPVMMDDB;

DDB Flags

/* =
* Flag values for DDB Flags
“Y

#define DDB SYS CRIT INIT DONE BIT 0
#define DDB SYS CRIT INIT DONE (1 << DDB_SYS_CRIT INIT DONE BIT)
#define DDB DEVICE INIT DONE BIT 1
#define DDB DEVICE INIT DONE (1 << DDB_DEVICE INIT DONE BIT)
#define DDB HAS WIN32 SVCS BIT 14
#define DDB HAS WIN32 SVCS (1 << DDB HAS WIN32 SVCS BIT)
#define DDB DYNAMIC VXD BIT 15
#define DDB_DYNAMIC VXD (1 << DDB DYNAMIC VXD BIT)
#define DDB DEVICE DYNALINKED BIT 13
#define DDB DEVICE DYNALINKED (1 << DDB_DEVICE DYNALINKED BIT)
DDB_SYS CRIT INIT DONE = 1
DDB DEVICE INIT DONE = 2
DDB_HAS WIN32 SVCS = 4000h ;has Win32 VxD Service
see also:

VMMCall VMM GetDDBList

VMMCall Get DDB go

Structure Devicelnfo go

VxDcall VXDLDR GetDevicelList 270005



Devicelnfo

struct DeviceInfo {

}i

See

0030
0030
0030
0030
0030
0030
0030
0030

struct DeviceInfo *DI Next;
UCHAR DI Loaded;

struct VxD Desc Block *DI DDB;
USHORT DIiDeviceID;

CHAR *DI ModuleName;

ULONG DI Signature;

ULONG DI ObjCount;

struct ObjectInfo *DI ObjInfo;
ULONG DI V86 API CSIP;

ULONG DI PM API CSIP;

also:
VxD overall go

//00
//04
//05
//09
//0b
//0f
//13
//17
//1b
//1f

VxDcall VXDLDR GetDeviceList
Block)

structure DDB (Device Data
int68 ax=5080h,5081h go

VxD

VxDILocationlist for static

:C14BFEAO 80 02 4A Cl1 01 8C B3
:C14BFEBO 56 4C 44 03 00 00 00
:C1l4BFECO 03 3B 00 01 00 00 00
:C14BFEDO 30 02 4A Cl F2 E7 41
:C14BFEEO 20 00 A8 14 41 CO 88
:C14BFEFO 00 00 00 00 CA F1 41
:C14BFFO00 20 00 44 15 41 CO 74
:C14BFF10 50 47 4A Cl 56 2C 44

Contains information about a VxD.

DI_Next

58-C1
10-EC
00-00
C0-80
F2-9E
C0-80
F2-9E
Cc0-00

'DLVX'

ObjectInfo

270005

99
4B
00
74
FF
77
FF
7B

19
Cl
00
28
04
28
04
28

FO
F7
00
C5
F2
C5
B2
C5

F3
20
00
01
72
01
82
01

A2
00
00
00
00
00
00

Cl
FD
00
03
00
03
00
03

58
E4
00
10
00
10
00
10

LoJl L W XL Z.X
VLD...... K.
0.J...A..t(.....
Ao, r
...... A, . wWw(..o...
DLALEL oo
PGJ.V,D..{(.....

Address of the next Devicelnfo structure in the list of devices maintained by VXDLDR.

When there are no more devices, this element is NULL.

DI _Loaded

Nonzero if the VxD is currently loaded.

DI_DDB

Address of the VxD_Desc_Block structure for the VxD.

DI_DevicelD

The device identifier for the VxD.

DI_ModuleName



Address of the name of the VxD module.

DI_Signature

A unique value used by the system to verify the structure.

DI_ObjCount

Number of ObjectInfo structures pointed to by the DI_ObjInfo member.
DI_ObjInfo

Address of an array of ObjectInfo structures. Each ObjectInfo structure describes one of the
VxD's memory objects.

DI_V86_API_CSIP
Save area for the virtual-86 mode entry point.
DI_PM_API_CSIP

Save area for the protected-mode entry point.

ObjectInfo

struct ObjectInfo {
ULONG OI LinearAddress; // starting address of object

ULONG OI Size; // size of object (in bytes)
ULONG OI ObjType; // see below
ULONG OI Resident; // see below

bi
Contains information about a memory object in a VxD.
OI _ObjType

Object type, which can be one of the following values.

Constant Value Meaning

RCODE OBJ -1 Real-mode
stub (ignored
for
dynamically
loadable
VxDs)



LCODE_OBJ

LDATA_OBJ

PCODE_OBJ

PDATA OBJ

S CODE_OBJ

SDATA OBJ

CODE16_OBJ

ICODE_OBJ

IDATA OBI

0x01

0x02

0x03

0x04

0x05

0x06

0x07

0x11

0x12

Locked code
segment

Locked data
segment

Pageable
code
segment

Pageable
data segment

Static code
segment
(dynamically
loadable
VxDs only)

Static data
segment
(dynamically
loadable
VxDs only)

16-bit V86
segment

Initialization-
time only
code
segment

Initialization-
time only
data segment



ICODE16_OBJ 0x13 Initialization-
time only 16-
bit V86
segment

OI_ Resident

Whether or not the memory object is static. This value is zero for VxDs that are not
dynamically loadable.

The Devicelnfo structure includes the address of an array of ObjectInfo structures that
describe a VxDs memory objects.












Format of .SYM

See also:
About Debug Symbol

98DDK provide

MAPSYM 6.02
SYMLIB 1.25
HDR 94.1.5

typedef struct tagSYMNAME ({
BYTE length;
char name[1];

} SYMNAME, *PSYMNAME;

typedef struct tagSYMSYMBOL ({
WORD offset; //DWORD if 32bit
SYMNAME symName ;

} SYMSYMBOL, *PSYMSYMBOL;

typedef struct tagSYMLINEHEAD ({

WORD nextlinepos; //00 *16h

WORD reservl; //02

WORD linerecpos; //04 +SymLineHead
WORD £32; //06 1l:16bit 2:32bit
WORD cline; //08 numlines
SYMNAME srcFileName; //0a

} SYMLINEHEAD, *PSYMLINEHEAD;

typedef struct tagSYMLINE ({
WORD Lineoffset; //00 DWORD if 32bit
WORD LineNo; //02

} SYMLINE, *PSYMLINE;

typedef struct tagSYMFILEHEADER {

WORD fileSize; //00 *16h
WORD reservedl; //02
DWORD reserved?; //04
WORD absoff; //08
WORD cseqg; //0a
WORD segpos; //0c *1lo6h
BYTE cbnamemax; //0e
SYMNAME tableName; //0f

} SYMFILEHEADER, *PSYMFILEHEADER;

typedef struct tagSYMHEADER ({
WORD nextOffset; //00 *10h
WORD numSyms ; //02 csym
WORD symoff; //04 +offset SYMHEADER



WORD
BYTE
WORD
WORD
WORD

SYMNAME
} SYMHEADER,

#define
#define
#define

#define
#define

#define
#define

SYMFILEH

SYMHEADE

//06
//08
//0e
//10
//12

segment;

reserved2[6];

£32;

linepos;

reserved3;

symName ;
*PSYMHEADER;

SIZEOFSYMFILEHEADER 16
SIZEOFSYMHEADER 21
SIZEOFSYMBOL 3

SYM SEGMENT NAME
SYM SYMBOL NAME
SYM SEGMENT_ ABS
SYM SYMBOL ABS

w NP O

EADER

R

SYMSymbol
SYMSymbol
SYMSymbol

SYMSymbol

SYMHEADE

R

SYMSymbol
SYMSymbol
SYMSymbol

SYMSymbol

SymLineHead

SymLine
SymLine
SymLine

SymLineHead

MapVersi

Tl.cpp--

Sample

SymLine
SymLine
SymLine
on

// test for TRW's sym function

int procl (int i,int Jj,int k);

/* compile with BC++ 5.0:

loadseg

O:16bit 1:32bit
*10h
00 ff

* bcec32 /v /y /M tl.cpp t2.cpp

*/



T2.cpp

Start
0001:
0002:
0002:
0002:
0002:
0002:
0002:
0002
0002:
0002:

Addr

0001:
0001:
0001:
0001:
0001:
0001:

0001:
0001:

0001:
0001:
0001

long L1=23455671;

static

char msg[]="this is a string";

void main ()

{

i

}

int 1 = 2;
int j = 4;

int k = i+3;
j = procl(i,Jj,k);
Jt+k;

int procl (int i,int j,int k)

{

00000000
00000000
0000107C
0000107C
00001092
0000109A
000010Aa6

:000010A8

000010A8
00001340

€SS

000045E4
000045F4
00001FC5
00001FE1l

0000009C
00002088
0000007C
000042F0

00003B50
00002B54

:000032F4

int m=234;
for( int h=1;h<5;h++ ) {
i+=h;

}

return i+j+k+m;

Length Name
000005014H TEXT
00000107CH _DATA
000000000H TLSCBA
00000001EH INIT
000000000H INITEND
00000000CH _EXIT
000000000H EXITEND
000000000H CONST
000000298H BSS
000000000H BSSEND

Publics by Name

operator delete (void*)
operator delete[] (void*)
___tpdsc__ [Bad typeid]
___tpdsc_ [Bad cast]

procl (int, int, int)
Idle terminate ()

_main

~malloc

utoa
vprinter
write

Class
CODE
DATA
TLSCBA
INITDATA
INITDATA
EXITDATA
EXITDATA
CONST
BSS

BSS



Address

0001:
0001:
0001:
0001:
0002:
0002:
0002:

0002:
0002:

SYM===

000000
000010:

000020:
000030:
000040:
000050:
000060:
000070
000510:
000520:
000530:
000540:
000550:
000560:
000570
000580:
000590:
0005A0:
0005B0:
0005CO0:
0005D0:
0005E0:
0005F0:
000600:
000610:
000620:
000630:
000640:
000650:
000660:
000670:

000680:
000690:
0006A0:
0006BO:
0006CO:
0006D0:

00000000
00000074
0000007C
0000009C

00001324
00001328
0000132C
00001338
0000133C

97 00
54 31

68 00
00 00
69 6E
6D 63
08 5F
73 65

65 73
5F 61
4A 05
74 4A
5F 72
65 5F
5F 65
74 61
75 70
BO 4F
65 74
49 00
AF 00
5B 01
04 02
86 02
E7 02
53 03
BC 03
21 04
82 04
06 05
66 05

00 00
00 00
69 73
62 00
23 5F
62 6C

00
00

61
00
9C
68
6D
74

73
62
SIF
0A
61
73
78
72
9C
08
74
53
C4
70
18
94
F4
60
CA
2D
93
0F
72

2D
00
44
0B
5F
65

Publics by Value

Idle
Idle

Idle
Idle

00
00

00
FE
00
72
65
80

61
6F
65
5F
69
68
69
74
4F
5F
69
00
00
01
02
02
02
03
03
04
04
05
05

00
EE
4C
S
5F
54

___acrtused

___GetExceptDLLinfo
_main
procl (int, int, int)

__COargc
___COargv
___COenviron

___stkbase

___isWindows

00
00

96
05
05
EO
6D
01

67
72
78
S5F
73
6D
74
75
0B
67
6D
5D
D7
86
24
oF
FE
6E
D7
3A
A3
17
80

87
05
4C
ST
64
65

Display of

00
00

05
5F
70
00
6D
07

65
74
69
69
65
65
5F
70
S
65
65
00
00
01
02
02
02
03
03
04
04
05
05

02
5F
59
68
65
72

00
00

01
54
72
07
6F
S

48
B8
74
6E
08
6D
70
24
S
74
1A
67
EE
95
3C
A8
09
79
E5
4A
B5
20
8B

02
44
00
49
62
6D

00
00

00
45
6F
5F
76
73

65
49
3C
69
4D
10
72
4F
74
64
00
00
00
01
02
02
03
03
03
04
04
05
05

00
41
08
6E
75
69

File T1.SYM

12 00 02

00

00
58
63
6D
65
74

6C
06
4A
74
OE
4D
6F
09
65
61
22
71
06
B2
56
Bl
18
85
Fl
52
Cco
2D
00

00
54
5F
73
67
6E

00

00
54
31
65
50
72

70
S5F
06
77
S5F
10
63
S5F
72
74
00
00
01
01
02
02
03
03
03
04
04
05
00

00
41
S5F
74
67
61

00

00
7C
co
6D
01
63

65
61
SIF
69
5F
5K
BC
5F
6D
65
2A
C
1C
Cc7
62
BC
277
9B
FE
62
D7
36
00

00
58
5F
61
65
74

00
00

00
00
00
63
07
6D

72
62
5F
6C
63
5F
4D
63
69
DC
00
00
01
01
02
02
03
03
03
04
04
05
00

00
00
69
6E
72
65

02
00

00
05
07
70
S5F
70

A4
6F
65
64
72
69
09
6C
6E
4F
34
8E
32
DE
6F
CD
38
A6
0A
6C
E5
47
00

00
08
73
63
44
43

00
00

00
5F
S
79
6D
AC

49
72
78
90
65
6E
5F
65
61
08
00
00
01
01
02
02
03
03
04
04
04
05
00

00
5F
47
65
69
61

23
00

00
6D
6D
04
65
01

07
74
69
4C
61
69
5F
61
74
5F
3E
S9E
47
EE
79
DB
45
BO
17
77
HE
5A
00

00
5
55
90
73
6C

00

00
61
65
01
6D
07

5F
24
74
06
74
74
73
6E
65
67
00
00
01
01
02
02
03
03
04
04
04
05
00

00
Sl
49
00
61
6C

in...grocl...:me
mchr... memcpy..
. _memmoveP.. mem
set... strcmp...

essageHelper.I.
_abort.I. aborts
J. exit J. exit
tJ. dinitwild.L.
_raise.M. creat
e shmem.M. init
_exit proc.M. s
tartup$O. clean
up.0. terminate
.0. getdate.O. g

isDLLY..  isGUI
b.. hInstance..
#  debuggerDisa
bleTerminateCall



0006EO0: 62 61 63

0008BO: 79 70 65
0008C0O: 6C 18 13
0008D0: 13 07 5F
0008EO: 63 6D 64
0008F0: 08 5F 5F
000900: 65 6E 76
000910: 00 71 00
000920: 00 D1 00
000930: 01 46 01
000940: 01 B6 01
000950: 02 28 02
000960: 02 00 00

000970: 00 00 02

tl.sym:

nextmappos abstype entryseg cabs

000970 16bit

segno nextsegpos loadseg csym

01 000680
02 000000
segment 01 symbo
00la 01:007c
0022 01:009c
002a 01:00cO
0034 01:00e0
003e 01:0104

055a 01:4dbc
0566 01:4f£24
0572 01:4f9c
0580 01:4fbO0O
058b 0l1l:4fdc
segment 02 symbo
00la 02:0058
0025 02:0059
0030 02:0062

024f 02:131c
0259 02:1320
0263 02:1324
026e 02:1328
0279 02:132c
mapsym version 6

trw.sym:

nextmappos abstype entryseg cabs

013360 16bit

6B 9C 01 O0A 74 79 70 65 69 6E 66 6F
90 12 0B 5F 5F 61 74 65 78 69 74 74
OB 5F 5F 45 78 63 52 65 67 50 74 72
5F 6F 73 65 6E 76 20 13 07 5F 5F 6F
24 13 08 5F SF 43 30 61 72 67 63 28
43 30 61 72 67 76 2C 13 0B 5F 5F 43
69 72 6F 6E 1A 00 25 00 30 00 3E 0O
7C 00 88 00 92 00 9D 00 A7 00 B4 00
EO 00 ED 00 FC 00 OC 01 1B 01 2B 01
54 01 6A 01 78 01 86 01 94 01 S9E 01
C4 01 DO 01 DE 01 F5 01 04 02 OF 02
33 02 41 02 4F 02 59 02 63 02 6E 02
00 00 00 00 00O 00 00 00 OO 00 00 0O
06
DOS .sym file
absoff cseg
0000 0000 000012 0002 000020
symoff symtype linepos
0001 0061 0005b6 16bit 000000
0002 002d 000907 1ebit 000000
1ls:
_main
procl
_memchr
_memcpy
_memmove
___startup
__cleanup
___terminate
_getdate
_gettime
1ls:
___isDLL
_1sGUI
__hInstance
___osenv
___oscmd
___COargc
__COargv
__COenviron
.02
DOS .sym file
absoff cseg
0000 0000 000013 0003 000020
symoff symtype linepos

segno nextsegpos loadseg csym

62
1C
73
13
30
64
c4
39
AD
1B
79

back...typeinfo:

ype... atexittb
1... ExcRegPtr.
. __osenv .. o0s
cmdS$S.. COargc(.
. __CoOargv,.. CO
environ..

segpos cbnamemax name

23 T1
name
TEXT

DATA

segpos cbnamemax name

32 TRW
name



01
02
03
segment
001d
0029
0042
0055
0071

012
013
000
01

01:
01:
01:
01:
01:

00000000
00000010:

00000020
00000030:
00000040:
00000050
00000060:
00000070:
00000080:

00004950:
00004960:
00004970:
00004980:

£30
050
000
symbols:
00000000
0000000c
00000064
00000188
00000198

36
54

13 00
52 57

12
04
07
65
6C
71
72

F3
95
00
68
75
24
64

F8
00
63
63
64
75
5F

04
2E
00
00

00
63
0cC
33

A6
32
1E
26

0001
0002
0003

03f8
0007
0010

00415f
013003
01322b

32bit
16bit
lebit

c_Testl
@CheckPageRange$qgiul
@Dump PTESquli
@LinAddr_ to PageNum$Sgpv
@TestlSqgv

00-00
00-00

00 00
00 00

00-13
00-00

00
00

03
00

41
50
65
61
00
88
5F

03-3F
FF-08
S5F-54
6B-50
00-00
6C-69
74-6F

01
45
73
67
0E
01
50

00-00
4C-45
74-31
65-52
40-44
00-00
61-67

00
44
0cC
61
75
17
65

00
41
00
6E
6D
40
4E

00-16
70-70
00-20
00-27

00
00
00
00

01
00
12
40

00=3C
00-1B
00-24
00-28

00
00
00
00

0A
05
21
5B

segment 01 line info:

nextlinepos=004a60

0000
0005
000a
000c
0012
0021
002a

line
line
line
line
line
line
line

27
29
30
32
36
37
38

0000DAQO:
0000DA10:
0000DA20:
0000DA30:

nextlinepos=00db40
01:0000££58
01:0000££59
01:0000£f5e

line
line
line

23
24
25

01:
01:
01:
01:
01:
01:
01:

B4
64
00
FF

0D
74
18
00

00
2E
00
00

linerecpos=004966
src\t2.cpp
src\t2.cpp
src\t2.cpp
src\t2.cpp
src\t2.cpp
src\t2.cpp
src\t2.cpp

00-17 0O
61-73 6D
S5E-FF 00
1C-00 6F

02
00
00
FF

00-2F
58-FF
19-00
00-00

00
00
65
1F

0B
00
EJE]
00

linerecpos=00dal?
src\idt.asm
src\idt.asm
src\idt.asm

004950
013020
013250

00-02
00-00

00-00
54-41
00-00
67-65
70-5F
4C-69
75-6D

73-72
00-1D
00-25
00-2A

cline=60

73-772
17-00
00-00
75-FF

cline=47

00
00

00
00
14
24
50
6E
24

63
00
00
00

32
00

01
00
40
71
54
41
71

5C
0A
2A
5D

PELEDATA
INITDATO
PCODE

03
00

00
00
43
69
45
64
70

74
00
00
00

TRW

? ?& ;PELEDATA

& c_Testl
heckPageRange$qi
uld Dump PTE
$quli? @LinAd

dr to PageNum$qgp

src\t
2.cpp

src\t2.cpp

63 5C 69
59 FF 00

1B 00 6A

00 00 20

src\i
dt.asm

src\idt.asm



HDR

Prints header information from executable files.
Syntax

hdr [ options | filename

Parameters

-d Prints data relocation records.

-f Prepends the file name on every output line.
-h Prints the file header (default).

-m Print only memory segment table information.

- Prints specified tables.
jloptions]

d Prints debug table.

e Prints entry table.

f Prints extended attributes.

i Prints import module table.

I Prints import procedure table.
r Prints resident name table.

R Prints resource table.

-p Prints file seek positions.

-R Same as -r, but also follows relocation chains.
-r Prints both text and data relocations.

-S Prints the file segment table with a header.

-S Prints the symbol table.

-T Prints the file type.

-t Prints the text relocation records.

-y Dumps DOS .SYM file.

-V Prints everything (verbose).



-? Prints usage summary.
filename Specifies the filename



SYMLIB

You can use SYMLIB to manage symbol libraries (.SYM files). With SYMLIB you can
create new symbol files, add symbols, remove symbols, and update symbols.

Syntax
symlib symlibl {+symlib2|-{symlib2|symbol}| symlib2|-+symlib2}
Parameters

symlibl Specifies the symbol library (.SYM file) to be created or modified.

symlib2 Specifies the symbol library (.SYM file) to be added to or updated in
symlibl
symbol Specifies the symbol to be removed from symlib1

Note There should be no space between the '+' or '-' and the following argument.
Examples

The following example adds vmm.sym to win386.sym.

symlib win386.sym vmm.sym

or

symlib win386.symtvmm.sym

The following example updates the symbols in win386.sym with those in vmm.sym.

symlib win386.sym-+vmm.sym

The following example deletes the symbol vmm from win386.sym.

symlib win386.sym-vmm.sym



Creating Symbol Files

Symbol files provide the information the debugger needs to display functions, structures,
variables, and absolute symbols by name rather than number. To prepare symbol files,
perform the following steps:

1. Compile or assemble your source files, using the appropriate command-line option

to generate object files with line-number information. For more information about
compiler and assembler options, see the documentation that accompanied your
compiler and assembler.

. Link the compiled code with the standard libraries (as needed), using the appropriate

linker option to create a symbol map (.MAP) file that includes PUBLIC symbols.
You may also want to use the linker option for display of line-number information.
For more information about linker options, see the documentation that accompanied
your linker.

. Run the Microsoft Symbol File Generator (MAPSYM.EXE) to create a symbol file

for symbolic debugging. MAPSYM converts the contents of your application's
symbol map (.MAP) file into a form suitable for loading with the debugger; then
MAPSYM copies the result to a symbol (.SYM) file.

Following is the command-line syntax for MAPSYM:

mapsym [/l][/n] mapfilename

n

/n

Directs MAPSYM to display information on the screen about the
conversion. The information includes the names of groups defined in
the application, the application start address, the number of segments,
and the number of symbols per segment.

Directs MAPSYM to ignore line-number information in the map file.
The resulting symbol file contains no line-number information.

mapfilename  Specifies the filename for a symbol map file that was created during

linking. If you do not give a filename extension, .MAP is assumed. If
you do not give a full path, the current directory and drive are assumed.
MAPSYM creates a new symbol file having the same name as the map
file but with the .SYM extension.

In the following example, MAPSYM uses the symbol information in FILE.MAP to create
FILE.SYM in the current directory on the current drive:

mapsym /1 file.map



Information about the conversion is sent to the screen. MAPSYM always places the new
symbol file in the current directory on the current drive. MAPSYM can process up to
10,000 symbols for each segment in the application and up to 1024 segments. If you have
many components to debug, you can combine multiple symbol files into a single file by
using the Symbol File Librarian (SYMLIB.EXE). This creates a symbol library file and
lets you add, remove, or replace .SYM files in it.



PE on INTERNET:

http://www.microsoft.com/win32dev/base/pefile.htm
http://www.eccentrica.org/Mammon/pefile.html

typedef struct IMAGE NT HEADERS {

DWORD Signature; //00 'PE'
// IMAGE FILE HEADER FileHeader;
WORD Machine; //04
WORD NumberOfSections; //06
DWORD TimeDateStamp; //08
DWORD PointerToSymbolTable; //0c
DWORD NumberOfSymbols; //10
WORD SizeOfOptionalHeader; //14
WORD Characteristics; //16
// IMAGE OPTIONAL HEADER OptionalHeader;
WORD Magic; //+18
BYTE MajorLinkerVersion; //+1la
BYTE MinorLinkerVersion;
DWORD SizeOfCode; //+lc
DWORD SizeOfInitializedData; //+20

DWORD SizeOfUninitializedData;
DWORD AddressOfEntryPoint;

DWORD BaseOfCode; //+2¢c
DWORD BaseOfData; //+30
DWORD ImageBase; //+34

DWORD SectionAlignment;
DWORD FileAlignment;

WORD MajorOperatingSystemVersion; //+40
WORD MinorOperatingSystemVersion;

WORD MajorImageVersion;

WORD MinorImageVersion;

WORD MajorSubsystemVersion; //+48
WORD MinorSubsystemVersion;

DWORD Win32VersionValue; //+4c
DWORD SizeOfImage; //+50
DWORD SizeOfHeaders;

DWORD CheckSum; //+58
WORD Subsystem; //+5¢c
WORD Dl1lCharacteristics;

DWORD SizeOfStackReserve; //+60

DWORD SizeOfStackCommit;
DWORD SizeOfHeapReserve;
DWORD SizeOfHeapCommit;

DWORD LoaderFlags; //+70
DWORD NumberOfRvaAndSizes; //+74
// IMAGE DATA DIRECTORY DataDirectory[IMAGE NUMBEROF DIRECTORY ENTRIES];
DWORD EXPORT_VirtualAddress; //+78
DWORD  EXPORT Size; //+7Tc
DWORD IMPORT_VirtualAddress; //+80
DWORD IMPORT_Size; //+84
DWORD RESORC VirtualAddress; //+88
DWORD RESORC_Size; //+8c
DWORD EXCEPT_VirtualAddress; //+90

DWORD EXCEPT Size; //+94




















































































DPMI in win95

DOS Protected-Mode Interface DPMI

How to use this in Win95 ?

1. 1l6bit Ring3 protect mode programs call this
2. Win 3.x or Win 95 is a "DPMI host"
3. Microsoft only support DPMI 0.9
4. Win95's DPMI support 32bit app. So a 32bit Ring3 program can
call these services, with all the pointer change to 32bit.
5. In Win95, the DPMI host is VMM.VXD.
6. Can I call these in Ring0 ?
See Also:
VWIN32 INT31 CALL
My article: 32bit DPMI in Win95
INT 31 0000 - ALLOCATE LDT DESCRIPTORS
INT 31 0001 - FREE LDT DESCRIPTOR
INT 31 0002 - SEGMENT TO DESCRIPTOR
INT 31 0003 - GET NEXT SELECTOR INCREMENT VALUE
INT 31 0004 - LOCK SELECTOR
INT 31 0005 - UNLOCK SELECTOR
INT 31 0006 - GET SEGMENT BASE ADDRESS
INT 31 0007 - SET SEGMENT BASE ADDRESS
INT 31 0008 - SET SEGMENT LIMIT
INT 31 0009 - SET DESCRIPTOR ACCESS RIGHTS
INT 31 000a - CREATE ALIAS DESCRIPTOR
INT 31 000b - GET DESCRIPTOR
INT 31 000c - SET DESCRIPTOR
INT 31 000d - ALLOCATE SPECIFIC LDT DESCRIPTOR
INT 31 000e GET MULTIPLE DESCRIPTORS
INT 31 000f * SET MULTIPLE DESCRIPTORS
INT 31 0100 - ALLOCATE DOS MEMORY BLOCK
INT 31 0101 - FREE DOS MEMORY BLOCK
INT 31 0102 - RESIZE DOS MEMORY BLOCK
INT 31 0200 - GET REAL MODE INTERRUPT VECTOR
INT 31 0201 - SET REAL MODE INTERRUPT VECTOR
INT 31 0202 - GET PROCESSOR EXCEPTION HANDLER VECTOR
INT 31 0203 - SET PROCESSOR EXCEPTION HANDLER VECTOR
INT 31 0204 - GET PROTECTED MODE INTERRUPT VECTOR
INT 31 0205 - SET PROTECTED MODE INTERRUPT VECTOR
INT 31 0210 * GET PROTECTED MODE EXTENDED PROCESSOR EXCEPTION HANDLER
INT 31 0211 * GET REAL MODE EXTENDED PROCESSOR EXCEPTION HANDLER
INT 31 0212 * SET PROTECTED MODE EXTENDED PROCESSOR EXCEPTION HANDLER
INT 31 0213 * SET REAL MODE EXTENDED PROCESSOR EXCEPTION HANDLER
INT 31 0300 - SIMULATE REAL MODE INTERRUPT
INT 31 0301 - CALL REAL MODE PROCEDURE WITH FAR RETURN FRAME
INT 31 0302 - CALL REAL MODE PROCEDURE WITH IRET FRAME
INT 31 0303 - ALLOCATE REAL MODE CALLBACK ADDRESS
INT 31 0400 - GET DPMI VERSION
INT 31 0800 - PHYSICAL ADDRESS MAPPING



In Real Mode,int 2f/1687 to test for the presence of a DPMI host,
and simultaneously learn the address of a 'mode switch routine'.
Then it can CALL the 'mode switch routine' to enter Protect Mode.

INT 2F 1

687 - DPMI - INSTALLATION CHECK

Category: E - DOS extenders

Inp.:

Return:

SeeAlso:

INT 2F

AX = 1687h
AX = 0000h if installed

BX

CL =

DH
DL
ST
ES

:D

flags
bit 0: 32-bit programs supported
processor type (02h=80286, 03h=80386, 04h=80486)
DPMI major version
two-digit DPMI minor version (binary)
number of paragraphs of DOS extender private data
I -> DPMI mode-switch entry point (see #1950)

AX nonzero if not installed
SeeAlso: AX=1686h,AX=43E0h, AX=DEO1h/BX=4450h, AX=FB42h/BX=0001h
INT 31/AX=0400h,INT 31/AX=5702h,INT 38/AH=10h

Copied from Ralf Brown's Interrupt List

INT 31 P -

Return:

Notes:

SeeAlso:

(Table 2

E-310000-=-========="===————"="——————————
DPMI 0.9+ - ALLOCATE LDT DESCRIPTORS

AX = 0000h

CX = number of descriptors to allocate

CF clear if successful

AX

base selector

CF set on error

AX

error code (DPMI 1.0+) (see #2814)

DPMI is the DOS Protected-Mode Interface

the base and limit of the returned descriptors will be 0,
will be "data"

add the value returned by INT 31/AX=0003h to move to subsequent
descriptors if multiple descriptors were allocated

not supported by MS Windows 3.0 in Standard mode

AX=0001h,AX=000Dh, INT 21/AX=3501h

814)

Values for DPMI 1.0 error code:

0000h-7FFFh DOS error passed through by DPMI
unsupported function
object in wrong state for function
system integrity would be endangered
deadlock detected
pending serialization request cancelled
out of DPMI internal resources
descriptor unavailable
linear memory unavailable
physical memory unavailable
backing store unavailable
callback unavailable
handle unavailable
maximum lock count exceeded

8001h
8002h
8003h
8004h
8005h
8010h
8011h
8012h
8013h
8014h
8015h
8016h
8017h

and the type



8018h shared memory already serialized exclusively by another
8019h shared memory already serialized shared by another client
8021h invalid value for numeric or flag parameter

8022h invalid segment selector

8023h invalid handle

8024h invalid callback

8025h invalid linear address

8026h request not supported by hardware

———————— E-31000]——=—========———————mmmmm
INT 31 P - DPMI 0.9+ - FREE LDT DESCRIPTOR
AX = 0001h

BX = selector to free
Return: CF clear if successful
CF set on error
AX = error code (DPMI 1.0+) (8022h) (see #2814)
Notes: only one descriptor is freed per call
the program's initial CS, DS, and SS descriptors may be freed
(DPMI 1.0+4) any segment registers containing the freed selector are
set to 0000h
not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=0000h,AX=000Ah,AX=000Dh, INT 21/AX=3502h

———————— F-310002============——
INT 31 P - DPMI 0.9+ - SEGMENT TO DESCRIPTOR
AX = 0002h

BX = real mode segment
Return: CF clear if successful
AX = selector corresponding to real mode segment (64K limit)
CF set on error
AX = error code (DPMI 1.0+4+) (8011h) (see #2814)
Notes: multiple calls for the same real mode segment return the same selector
the returned descriptor can never be modified or freed
not supported by MS Windows 3.0 in Standard mode

———————— E-310003-==============————————
INT 31 P - DPMI 0.9+ - GET NEXT SELECTOR INCREMENT VALUE
AX = 0003h

Return: CF clear
AX = value to add to get next sequential selector
Notes: the increment will be a power of two
not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=0000h

———————— E-310004--—------"-"""""""""""—"—"—"—"—————
INT 31 P - DPMI 0.9+ - LOCK SELECTOR
AX = 0004h
BX = selector to lock (prevent paging)
Return: 2?27
Note: although marked as reserved in versions 0.9 and 1.0 of the DPMI

specification, this function is called by MS Windows TASKMAN,
PROGMAN, and KERNEL
SeeAlso: AX=0005h,AX=0600h

———————— E-310005-===============———————
INT 31 P - DPMI 0.9+ - UNLOCK SELECTOR
AX = 0005h

BX = selector to unlock (permit paging)
Return: 2?2727
Note: although marked as reserved in versions 0.9 and 1.0 of the DPMI
specification, this function is called by MS Windows TASKMAN,
PROGMAN, and KERNEL
SeeAlso: AX=0004h,AX=0601h



———————— E-310006-===——======————————— oo
INT 31 P - DPMI 0.9+ - GET SEGMENT BASE ADDRESS

AX = 0006h
BX = selector
Return: CF clear if successful
CX:DX = linear base address of segment

CF set on error
AX = error code (DPMI 1.0+4+) (8022h) (see #2814)

Note: not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=0007h, INT 21/AX=3504h
———————— E-310007-=-===="""""""""""""—"——————————
INT 31 P - DPMI 0.9+ - SET SEGMENT BASE ADDRESS
AX = 0007h
BX = selector
CX:DX = linear base address

Return: CF clear if successful
CF set on error
AX = error code (DPMI 1.0+4+) (8022h,8025h) (see #2814)
Notes: only modify descriptors allocated with INT 31/AX=0000h
only the low 24 bits of the address will be used by 16-bit DPMI
implementations even on a 386 or higher
DPMI 1.0+ automatically reloads any segment registers containing the
selector being modified
not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=0006h,AX=0008h,AX=0009h,AX=000Ch, INT 21/AX=3503h
SeeAlso: INT 21/AH=E9h"0S/286",INT 2C/AX=0002h
———————— E-310008---—-===--"—""—=———————————————
INT 31 P - DPMI 0.9+ - SET SEGMENT LIMIT
AX = 0008h
BX = selector
CX:DX = segment limit
Return: CF clear if successful
CF set on error
AX = error code (DPMI 1.0+) (8021h,8022h,8025h) (see #2814)
Notes: CX must be zero for 16-bit DPMI implementations
limits greater than 1MB must be page aligned (low 12 bits set)
only modify descriptors allocated with INT 31/AX=0000h
DPMI 1.0+ automatically reloads any segment registers containing the
selector being modified
not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=0007h,AX=0009h,AX=000Ch, INT 21/AX=3505h, INT 21/AH=E9h"0S/286"
SeeAlso: INT 2C/AX=0003h, #0427 at INT 15/AH=89%h

———————— E-310009-—===———==————————
INT 31 P - DPMI 0.9+ - SET DESCRIPTOR ACCESS RIGHTS
AX = 0009h

BX = selector
CL = access rights/type byte (see #0428 at INT 15/AH=89h)
CH = 80386 extended rights/type byte (see #0429 at INT 15/AH=89%h)
(32-bit DPMI implementations only)
Return: CF clear if successful
CF set on error
AX = error code (DPMI 1.0+4+) (8021h,8022h,8025h) (see #2814)
Notes: 1if the Present bit is clear, CL bits 0-3 may have any value
DPMI 1.0+ automatically reloads any segment registers containing the
selector being modified
not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=0007h,AX=0008h,AX=000Ch, INT 21/AX=2514h,INT 2C/AX=0004h
SeeAlso: INT 2C/AX=0005h



INT 31 P - DPMI 0.9+ - CREATE ALIAS DESCRIPTOR

AX = 000Ah
BX = selector
Return: CF clear if successful
AX = new data selector

CF set on error
AX = error code (DPMI 1.0+) (8011h,8022h) (see #2814)
Notes: fails if selector in BX is not a code segment or is invalid
use INT 31/AX=0001h to free new selector
future changes to the original selector will not be reflected in the
returned alias selector
not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=0001lh

———————— E-31000B-—-—======"————— == ——————
INT 31 P - DPMI 0.9+ - GET DESCRIPTOR

AX = 000Bh

BX LDT selector

ES: (E)DI -> 8-byte buffer for copy of descriptor
Return: CF clear if successful
buffer filled
CEF set on error
AX = error code (DPMI 1.0+4+) (8022h) (see #2814)
Notes: 16-bit programs use ES:DI as pointer, 32-bit must use ES:EDI
not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=000Ch

———————— F-31000C-=========== === mmm
INT 31 P - DPMI 0.9+ - SET DESCRIPTOR
AX = 000Ch

BX = LDT selector

ES: (E)DI -> 8-byte buffer containing descriptor
Return: CF clear if successful

CF set on error

AX = error code (DPMI 1.0+) (8021h,8022h,8025h) (see #2814)

Notes: 16-bit programs use ES:DI as pointer, 32-bit must use ES:EDI

only modify descriptors allocated with INT 31/AX=0000h

DPMI 1.0+ automatically reloads any segment registers containing the

selector being modified

not supported by MS Windows 3.0 in Standard mode

SeeAlso: AX=000Bh

———————— E-31000D———=========——————mmmmm
INT 31 P - DPMI 0.9+ - ALLOCATE SPECIFIC LDT DESCRIPTOR
AX = 000Dh

BX = LDT selector
Return: CF clear if successful
descriptor allocated
CEF set on error
AX = error code (DPMI 1.0+4+) (8011h,8022h) (see #2814)
Notes: free descriptor with INT 31/AX=0001h
the first 16 descriptors (04h-7Ch) are reserved for this function, but
some may already be in use by other applications under DPMI 0.9;
DPMI 1.0 guarantees 16 descriptors per client
not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=0000h,AX=0001h

-------- E-31000E===mmmmmmm == m e
INT 31 P - DPMI 1.0+ - GET MULTIPLE DESCRIPTORS
AX = 000FEh

CX = number of descriptors to copy



Return:

Notes:

SeeAlso:

ES: (E)DI -> descriptor buffer (see #2815)
CF clear if successful
descriptors copied
CEF set on error
AX = error code (8022h) (see #2814)
CX = number of descriptors successfully copied
16-bit programs use ES:DI as pointer, 32-bit must use ES:EDI
if the function fails, the first CX descriptors are valid; the
remainder are not modified
AX=000Bh, AX=000Fh

Format of DPMI descriptor buffer entry (one per descriptor to get):

Offset
00h
02h

Size Description (Table 2815)
WORD selector (set by client)
QWORD descriptor (set by host)

INT 31 P - DPMI 1.0+ - SET MULTIPLE DESCRIPTORS

AX = 000Fh
CX = number of descriptors to copy
ES: (E)DI -> descriptor buffer (see #2816)

Return: CF clear if successful
descriptors copied
CF set on error
AX = error code (8021h,8022h,8025h) (see #2814)
CX = number of descriptors successfully copied
Notes: 16-bit programs use ES:DI as pointer, 32-bit must use ES:EDI
if the function fails, the first CX descriptors are valid; the
remainder are not modified
DPMI 1.0+ automatically reloads any segment registers containing a
selector being modified
SeeAlso: AX=000Ch,AX=000Eh
Format of DPMI descriptor buffer entry (one per descriptor to set):
Offset Size Description (Table 28106)
00h WORD selector
02h QWORD descriptor
———————— E-310100-========————— - —————
INT 31 P - DPMI 0.9+ - ALLOCATE DOS MEMORY BLOCK
AX = 0100h
BX = number of paragraphs to allocate
Return: CF clear if successful
AX = real mode segment of allocated block
DX = first selector for allocated block
CF set on error
AX = DOS error code (07h,08h) (see #1366 at INT 21/AH=59h/BX=0000h)
(DPMI 1.0+4) DPMI error code (8011h) (see #2814)
BX = size (in paragraphs) of largest available block
Notes: multiple contiguous selectors are allocated for blocks of more than 64K
if the caller is a 16-bit program
never modify or deallocate returned descriptors
not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=0101h,AX=0501h
———————— E-310101--=======———— e —————
INT 31 P - DPMI 0.9+ - FREE DOS MEMORY BLOCK
AX = 0101h
DX = selector of block
Return: CF set if successful

CF set on error



AX = DOS error code (07h,09h) (see #1366 at INT 21/AH=59h/BX=0000h)
Notes: all descriptors allocated for the block are automatically freed
DPMI 1.0+ automatically zeros any segment registers containing a
selector freed by this function
not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=0100h,AX=0102h,AX=0502h

———————— E-310102-————==————————— = —————
INT 31 P - DPMI 0.9+ - RESIZE DOS MEMORY BLOCK
AX = 0102h
BX = new block size in paragraphs

DX selector of block
Return: CF clear if successful
CF set on error
AX = DOS error code (07h,08h,0%h)
(see #1366 at INT 21/AH=59h/BX=0000h)
(DPMI 1.0+) DPMI error code (8011h,8022h) (see #2814)
BX = maximum block size (in paragraphs) possible
Notes: increasing the size of a block past a 64K boundary will fail if the
next descriptor in the LDT is already in use
shrinking a block past a 64K boundary will cause some selectors to be
freed; DPMI 1.0+ automatically zeros any segment registers containing
a selector freed by this function
not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=0100h

———————— E-310200--==-=====-————— - ————

INT 31 P - DPMI 0.9+ - GET REAL MODE INTERRUPT VECTOR
AX = 0200h
BL = interrupt number

Return: CF clear
CX:DX = segment:offset of real mode interrupt handler

Note: the DPMI implementation is required to support all 256 vectors
SeeAlso: AX=0201h,AX=0204h,INT 21/AX=2503h
———————— E-310201----=-=="""—————— - ——
INT 31 P - DPMI 0.9+ - SET REAL MODE INTERRUPT VECTOR
AX = 0201h
BL = interrupt number

CX:DX = segment:offset of real mode handler
Return: CF clear
Note: all memory that may be touched by a hardware interrupt handler must be
locked down with INT 31/AX=0600h
SeeAlso: AX=0200h,AX=0205h,AX=0600h, INT 21/AX=2505h

———————— E-310202=======mmmm =
INT 31 P - DPMI 0.9+ - GET PROCESSOR EXCEPTION HANDLER VECTOR
AX = 0202h

BL = exception number (00h-1Fh)
Return: CF clear if successful
CX: (E)DX = selector:offset of handler
CF set on error
AX = error code (DPMI 1.0+) (8021h) (see #2814)
Notes: 16-bit programs receive the pointer in CX:DX, 32-bit programs in CX:EDX
DPMI 1.0+ supports this function only for backward compatibility; use
AX=0210h or AX=0211h instead
not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=0203h,AX=0210h,AX=0211h, INT 2F/AX=FB42h/BX=0021h

-------- E=310203===mm === == m e
INT 31 P - DPMI 0.9+ - SET PROCESSOR EXCEPTION HANDLER VECTOR
AX = 0203h

BL = exception number (00h-1Fh)



CX: (E)DX = selector:offset of handler
Return: CF clear if successful
CF set on error
AX = error code (DPMI 1.0+4+) (8021h,8022h) (see #2814)
Notes: 32-bit programs must supply an offset in EDX and use a 32-bit interrupt
stack frame on chaining to the next exception handler
the handler should return using a FAR return
all fault stack frames contain an error code, but it is only wvalid for
exceptions 08h and 0Ah-0Eh
handlers will only be called if the exception occurs in protected mode,
and the DPMI host does not transparently handle the exception
the handler may change certain values on the stack frame
(see #2817,#2818)
DPMI 1.0+ supports this function only for backward compatibility; use
AX=0212h or AX=0213h instead
not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=0202h,AX=0212h,AX=0213h, INT 2F/AX=FB42h/BX=0022h

Format of stack frame for 16-bit programs: (offset from SS:SP)
Offset Size Description (Table 2817)

00h DWORD return CS:IP (do not change)

04h WORD error code

06h DWORD CS:IP of exception

0Ah WORD flags

0Ch DWORD SS5:3P

Format of stack frame for 32-bit programs: (offset from SS:ESP)

Offset Size Description (Table 2818)
00h DWORD return EIP (do not change)
04h WORD return CS selector (do not change)
Obh WORD reserved (do not change)
08h DWORD error code
OCh DWORD EIP of exception
10h WORD CS selector of exception
12h WORD reserved (do not change)
14h DWORD EFLAGS
18h DWORD ESP
1Ch WORD SS
1Eh WORD reserved (do not change)
———————— E-310204-------""""""""—""————————————
INT 31 P - DPMI 0.9+ - GET PROTECTED MODE INTERRUPT VECTOR
AX = 0204h
BL = interrupt number

Return: CF clear
CX: (E)DX = selector:offset of handler

Notes: 16-bit programs use CX:DX, 32-bit programs use CX:EDX
DPMI implementations are required to support all 256 vectors
not supported by MS Windows 3.0 in Standard mode

SeeAlso: AX=0200h,AX=0205h,INT 21/AX=2502h, INT 2C/AX=0006h

SeeAlso: INT 2F/AX=FB42h/BX=0024h

———————— E-310205--==-=-===""—————— - ——

INT 31 P - DPMI 0.9+ - SET PROTECTED MODE INTERRUPT VECTOR
AX = 0205h
BL = interrupt number

CX: (E)DX = selector:offset of handler
Return: CF clear if successful
CF set on error
AX = error code (DPMI 1.0+4+) (8022h) (see #2814)



Notes: 16-bit programs use CX:DX, 32-bit programs use CX:EDX
32-bit programs must use a 32-bit interrupt stack frame when chaining
to the next handler
DPMI implementations are required to support all 256 vectors
hardware interrupts are reflected to the virtual machine's primary
client, software interrupts to the current client
not supported by MS Windows 3.0 in Standard mode
SeeAlso: AX=0201h,AX=0204h,INT 21/AX=2504h,INT 2C/AX=0007h
SeeAlso: INT 2F/AX=FB42h/BX=0025h

———————— E-310210===mmmmmmmm e
INT 31 P - DPMI 1.0+ - GET PROTECTED MODE EXTENDED PROCESSOR EXCEPTION HANDLER
AX = 0210h

BL = exception number (00h-1Fh)
Return: CF clear if successful
CX: (E)DX = selector:offset of exception handler
CF set on error
AX = error code (8021h) (see #2814)

Note: DPMI host reflects exception to current client's handler

SeeAlso: AX=0202h,AX=0211h,AX=0212h

———————— E-310211--===—==——— = —————

INT 31 P - DPMI 1.0+ - GET REAL MODE EXTENDED PROCESSOR EXCEPTION HANDLER
AX = 0211h

BL = exception number (00h-1Fh)
Return: CF clear if successful
CX: (E)DX = selector:offset of exception handler
CF set on error
AX = error code (8021h) (see #2814)
Notes: returns address of protected-mode handler for real-mode exception
DPMI host performs a switch to protected mode, reflects the exception
to the virtual machine's primary client, and returns to real mode
on the handler's completion
SeeAlso: AX=0202h,AX=0210h,AX=0213h

———————— E-310212==m === = mm e e
INT 31 P - DPMI 1.0+ - SET PROTECTED MODE EXTENDED PROCESSOR EXCEPTION HANDLER
AX = 0212h

BL = exception or fault number (00h-1Fh)
CX: (E)DX = exception handler selector:offset
Return: CF clear if successful
CF set on error
AX = error code (8021h,8022h) (see #2814)

Note: DPMI host sends exception to current client's handler

SeeAlso: AX=0203h,AX=0210h,AX=0213h

———————— E-310213-=======———— - ———

INT 31 P - DPMI 1.0+ - SET REAL MODE EXTENDED PROCESSOR EXCEPTION HANDLER
AX = 0213h

BL = exception or fault number (00h-1Fh)
CX: (E)DX = exception handler selector:offset
Return: CF clear if successful
CF set on error
AX = error code (8021h,8022h) (see #2814)
Notes: specifies address of protected-mode handler for real-mode exception
DPMI host performs a switch to protected mode, reflects the exception
to the virtual machine's primary client, and returns to real mode
on the handler's completion
SeeAlso: AX=0203h,AX=0211h,AX=0212h
———————— E-310300-========——=————— == ———————
INT 31 P - DPMI 0.9+ - SIMULATE REAL MODE INTERRUPT
AX = 0300h



BL = interrupt number
BH = flags
bit 0: reset the interrupt controller and A20 line (DPMI 0.9)
reserved, must be 0 (DPMI 1.0+)
others: reserved, must be 0
CX = number of words to copy from protected mode to real mode stack
ES: (E)DI = selector:offset of real mode call structure (see #2819)
Return: CF clear if successful
real mode call structure modified (all fields except SS:SP, CS:IP
filled with return values from real mode interrupt)
CF set on error
AX = error code (DPMI 1.0+) (8012h,8013h,8014h,8021h) (see #2814)
protected mode stack unchanged
Notes: 16-bit programs use ES:DI as pointer, 32-bit programs use ES:EDI
CS:IP in the real mode call structure is ignored for this call,
instead, the indicated interrupt vector is used for the address
the flags in the call structure are pushed on the real mode stack to
form an interrupt stack frame, and the trace and interrupt flags are
clear on entry to the handler
DPMI will provide a small (30 words) real mode stack if SS:SP is zero
the real mode handler must return with the stack in the same state as
it was on being called
SeeAlso: AX=0302h,AX=FF0lh,INT 21/AX=2511h,INT 21/AH=E3h"0S/286"
SeeAlso: INT 2C/AX=0026h, INT 2F/AX=FB42h/BX=000Dh

Format of DPMI real mode call structure:

Offset Size Description (Table 2819)

00h DWORD EDT

04h DWORD EST

08h DWORD EBP

0Ch DWORD reserved (00h)

10h DWORD EBX

14h DWORD EDX

18h DWORD ECX

1Ch DWORD EAX

20h WORD flags

22h WORD ES

24h WORD DS

26h WORD FS

28h WORD GS

2Ah WORD IP

2Ch WORD Cs

2Eh WORD SP

30h WORD SS
———————— E-310301-========——— = —————
INT 31 P - DPMI 0.9+ - CALL REAL MODE PROCEDURE WITH FAR RETURN FRAME

AX = 0301h
BH = flags

bit 0: reset the interrupt controller and A20 line (DPMI 0.9)
reserved, must be 0O (DPMI 1.0+)

others: reserved must be 0
CX = number of words to copy from protected mode to real mode stack
ES: (E)DI = selector:offset of real mode call structure

(see #2819 at INT 31/AX=0300h)
Return: CF clear if successful
real mode call structure modified (all fields except SS:SP, CS:IP
filled with return values from real mode interrupt)

CF set on error



AX = error code (DPMI 1.0+) (8012h,8013h,8014h,8021h) (see #2814)
protected mode stack unchanged
Notes: 16-bit programs use ES:DI as pointer, 32-bit programs use ES:EDI
the real mode procedure must exit with a FAR return
DPMI will provide a small (30 words) real mode stack if SS:SP is zero
the real mode handler must return with the stack in the same state as
it was on being called
SeeAlso: AX=0300h,AX=0302h,AX=FF02h, INT 21/AX=250Eh, INT 21/AH=E1h"0S/286"
SeeAlso: INT 2C/AX=0025h
———————— E-310302-—————--———
INT 31 P - DPMI 0.9+ - CALL REAL MODE PROCEDURE WITH IRET FRAME
AX = 0302h
BH = flags
bit 0: reset the interrupt controller and A20 line (DPMI 0.9)
reserved, must be 0O (DPMI 1.0+)
others: reserved, must be 0
CX = number of words to copy from protected mode to real mode stack
ES: (E)DI = selector:offset of real mode call structure
(see #2819 at INT 31/AX=0300h)
Return: CF clear if successful
real mode call structure modified (all fields except SS:SP, CS:IP
filled with return values from real mode interrupt)
CF set on error
AX = error code (DPMI 1.0+) (8012h,8013h,8014h,8021h) (see #2814)
protected mode stack unchanged
Notes: 16-bit programs use ES:DI as pointer, 32-bit programs use ES:EDI
the flags in the call structure are pushed on the real mode stack to
form an interrupt stack frame, and the trace and interrupt flags are
clear on entry to the handler
the real mode procedure must exit with an IRET
DPMI will provide a small (30 words) real mode stack if SS:SP is zero
the real mode handler must return with the stack in the same state as
it was on being called
SeeAlso: AX=0300h

———————— E-310303-==————=——————————— oo
INT 31 P - DPMI 0.9+ - ALLOCATE REAL MODE CALLBACK ADDRESS
AX = 0303h

DS: (E) ST = selector:offset of procedure to call
ES: (E)DI = selector:offset of real mode call structure (see #2819)
Return: CF clear if successful
CX:DX = segment:offset of real mode call address (see #2820)
CF set on error
AX = error code (DPMI 1.0+) (8015h) (see #2814)
Notes: the real mode call structure is static, causing reentrancy problems;
its contents are only valid at the time of a callback
the called procedure must modify the real mode CS:IP before returning
values are returned to real mode by modifying the real mode call struc
DPMI hosts must provide at least 16 callbacks per client
the limited DPMI host built into Phar Lap's 286|DOS-Extender v2.5 does
not support this function
SeeAlso: AX=0304h,AX=0C00h

(Table 2820)
Values DPMI real-mode callback procedure is called with:
DS: (E)SI = selector:offset of real mode SS:SP
ES: (E)DI = selector:offset of real mode call structure
SS: (E) SP locked protected mode API stack
interrupts disabled



Return: (with IRET)

ES: (E)DI = selector:offset of real mode call structure to restore
———————— E-310304---——-——--"—--"-—--"—"""—"-"-"-— =
INT 31 P - DPMI 0.9+ - FREE REAL MODE CALLBACK ADDRESS

AX = 0304h

CX:DX = real mode callback address
Return: CF clear if successful
CF set on error
AX = error code (DPMI 1.0+4+) (8024h) (see #2814)
Note: the limited DPMI host built into Phar Lap's 286 |DOS-Extender v2.5 does
not support this function
SeeAlso: AX=0303h

———————— F-310305==========————
INT 31 P - DPMI 0.9+ - GET STATE SAVE/RESTORE ADDRESSES
AX = 0305h

Return: CF clear
AX = size in bytes of state buffer
BX:CX = real mode address of procedure to save/restore state
SI: (E)DI = protected mode procedure to save/restore state (see #2821)
Notes: the buffer size will be zero if it is not necessary to preserve state
16-bit programs should call SI:DI, 32-bit programs should call SI:EDI
this function is only needed if using the raw mode switch service
SeeAlso: AX=0306h

(Table 2821)
Call DPMI state-save procedures with:
AL = direction
00h save state
0lh restore state
ES: (E)DI -> state buffer
Return: all registers preserved

———————— F-310306=====—=======—=————
INT 31 P - DPMI 0.9+ - GET RAW MODE SWITCH ADDRESSES
AX = 0306h

Return: CF clear
BX:CX -> procedure to switch from real to protected mode (see #2822)
SI:(E)DI -> procedure to switch from protected to real mode

Notes: 16-bit programs should jump to SI:DI, 32-bit programs should use SI:EDI
the caller must save and restore the state of the task with AX=0305h
not supported by MS Windows 3.0 in Standard mode

SeeAlso: AX=0305h

(Table 2822)
Values to JUMP at mode-switch procedures with:
AX = new DS
CX = new ES
DX = new SS
(E)BX = new (E)SP
SI:(E)DI = new CS: (E)IP
Notes: BP/EBP is preserved across the call, but AX/EAX, BX/EBX, CX/ECX,
DX/EDX, SI/ESI, and DI/EDI will be undefined; FS and GS will be 0000h
interrupts will stay disabled during the entire mode switch if they
are disabled on entry to the mode-switch procedure

———————— E-310400-============——————
INT 31 P - DPMI 0.9+ - GET DPMI VERSION
AX = 0400h

Return: CF clear
AH = major version of DPMI spec supported



AL = two-digit minor version of DPMI spec supported
BX = DPMI host flags (see #2823)
CL = processor type (02h=80286, 03h=80386, 04h=80486)

DH = curr value of virtual master interrupt controller base interrupt
DL = curr value of virtual slave interrupt controller base interrupt
BUG: Windows NT versions from the March 1993 beta to at least the Final

release with fixes to CSD002 report version 0090h (0.144); this has
reportedly been corrected in the Windows NT 3.5 beta
SeeAlso: AX=0401h, INT 21/AX=250Ch, INT 2F/AX=1687h, INT 4B/AX=8102h/DX=0000h
SeeAlso: INT 67/AX=DEOAh

Bitfields for DPMI host flags:

Bit (s) Description (Table 2823)
0 running under an 80386 (32-bit) implementation
1 processor returns to real mode for reflected interrupts instead of V86
mode
2 virtual memory supported
3 reserved (undefined)
4-15 reserved (zero)
———————— E-310401- - ———————
INT 31 P - DPMI 1.0+ - GET DPMI CAPABILITIES
AX = 0401h

ES: (E)DI -> 128-byte buffer for host description (see #2824)
Return: CF clear if successful
AX = capabilities (see #2825)
CX = reserved (00h)
DX = reserved (00h)
buffer filled
CF set on error (DPMI 0.9 only)
SeeAlso: AX=0400h

Format of DPMI host description:

Offset Size Description (Table 2824)
00h BYTE host major version number
0lh BYTE host minor version number

02h 126 BYTEs ASCIZ host vendor name

Bitfields for DPMI capabilities:
Bit (s) Description (Table 2825)
0 paged accessed/dirty supported (see AX=0506h,AX=0507h)
1 exceptions restartability supported
2 device mapping supported (see AX=0508h)
3 conventional memory mapping supported (see AX=0509h)
4 demand zero-fill supported
5 write-protect client capability supported
6 write-protect host capability supported
7

-15 reserved
———————— E-310500--=-===="""""—-———————————————
INT 31 P - DPMI 0.9+ - GET FREE MEMORY INFORMATION
AX = 0500h

ES: (E)DI -> buffer for memory information (see #2826)
Return: CF clear
Notes: 16-bit programs use ES:DI, 32-bit programs use ES:EDI
this function must be considered advisory because other applications
may affect the results at any time after the call
fields not supported by the DPMI implementation are filled with
FFFFFFEFFh
DPMI 1.0+ supports this function solely for backward compatibility; use



AX=050Bh instead
the limited DPMI host built into Phar Lap's 286|DOS-Extender v2.5 only
returns the first field in the memory information record
SeeAlso: AX=0501h,AX=050Bh,AX=0604h

Format of DPMI memory information:

Offset Size Description (Table 2826)
00h DWORD largest available block in bytes
04h DWORD maximum unlocked page allocation
08h DWORD maximum locked page allocation
0Ch DWORD total linear address space in pages
10h DWORD total unlocked pages
14h DWORD free pages
18h DWORD total physical pages
1Ch DWORD free linear address space in pages
20h DWORD size of paging file/partition in pages
24h 12 BYTEs reserved

———————— E-310501-======—==——=————

INT 31 P - DPMI 0.9+ - ALLOCATE MEMORY BLOCK

AX = 0501h

BX:CX = size in bytes
Return: CF clear if successful
BX:CX = linear address of block
SI:DI = memory block handle for resizing and freeing block
CF set on error
AX = error code (DPMI 1.0+) (8012h-8014h,8016h,8021h) (see #2814)
Notes: no selectors are allocated
the memory block is allocated unlocked (can be locked with AX=0600h)
allocations are often page granular (see AX=0604h)
under MS Windows 3.10 Enhanced mode with paging enabled, it is possible
for this function to fail even if AX=0500h indicates that enough
memory is available
SeeAlso: AX=0000h,AX=0100h,AX=0500h,AX=0502h, AX=0503h,AX=0504h, AX=0D00h
SeeAlso: INT 2F/AX=FB42h/BX=0002h

———————— E-310502-==========———————mmmmm
INT 31 P - DPMI 0.9+ - FREE MEMORY BLOCK
AX = 0502h

SI:DI = handle of memory block
Return: CF clear if successful
CF set on error
AX = error code (DPMI 1.0+) (8023h) (see #2814)
Note: any selectors allocated for the memory block must also be freed,
preferably before freeing the memory block
SeeAlso: AX=0001h,AX=0101h,AX=0501h,AX=0D01lh

———————— E-310503--—====—-———————
INT 31 P - DPMI 0.9+ - RESIZE MEMORY BLOCK
AX = 0503h
BX:CX = new size in bytes (nonzero)

SI:DI = handle of memory block
Return: CF clear if successful
BX:CX = new linear address
SI:DI = new handle of memory block
CF set on error
AX = error code (DPMI 1.0+) (8012h-8014h,8016h,8021h,8023h)
(see #2814)
Notes: any selectors pointing at the block must be updated
the previous memory block handle becomes invalid
an error is returned if the new size is 0



SeeAlso:

AX=0102h, AX=0501h, AX=0505h
E-310504-============—m————

INT 31 P - DPMI 1.0+ - ALLOCATE LINEAR MEMORY BLOCK

Return:

Note:
SeeAlso:

AX = 0504h
EBX = page-aligned linear address of memory block (00000000h if any
address is acceptable)
ECX = size in bytes (nonzero)
EDX = flags
bit 0: set to create committed pages instead of uncommitted pages
bits 1-31 reserved (0)
CF clear if successful
EBX = linear address of memory block
ESI = memory block handle
CF set on error
AX = error code (8001h,8012h-8014h,8016h,8021h,8025h) (see #2814)
only supported by 32-bit DPMI hosts, but may be used by 16-bit clients
AX=0501h, AX=0505h
E-310505---—=-----—---——————

INT 31 P - DPMI 1.0+ - RESIZE LINEAR MEMORY BLOCK

Return:

Notes:

SeeAlso:

AX = 0505h
ESI = memory block handle
ECX = new size in bytes (nonzero)
EDX = flags

bit 0: create committed pages rather than uncommitted pages

bit 1: segment descriptor update required

ES:EBX -> buffer containing array of WORDs with selectors
EDI = number of selectors in array

bits 2-31 reserved (0)
CF clear if successful

EBX = new linear base address

ESI = new memory block handle
CF set on error

AX = error code (8001h,8012h-8014h,8016h,8021h,8023h) (see #2814)
only supported by 32-bit DPMI hosts, but may be used by 16-bit clients
the old memory block handle becomes invalid
if EDX bit 1 set and the block's base address is changed, DPMI updates

all descriptors for selectors in the update buffer which fall within
the memory block

AX=0503h,AX=0504h
E-310506---—------—""---———

INT 31 P - DPMI 1.0+ - GET PAGE ATTRIBUTES

Return:

Notes:

SeeAlso:

AX = 0506h
ESI = memory block handle
EBX = offset in memory block of first page
ECX = number of pages
ES:EDX -> array of WORDs to hold page attributes (see #2827)
CF clear if successful
buffer filled
CF set on error
AX = error code (8001h,8023h,8025h) (see #2814)
only supported by 32-bit DPMI hosts, but may be used by 16-bit clients
if EBX is not page-aligned, it will be rounded down
AX=0504h,AX=0507h, INT 21/AX=251Dh, INT 21/AX=EBOOh

Bitfields for DPMI page attribute word:

Bit (s)
0-2

Description (Table 2827)

page type
000 uncommitted



001 committed

010 mapped (see AX=0508h,AX=0509h)

other currently unused

page is read/write rather than read-only
accessed/dirty bits supplied in bits 5 and 6
page has been accessed (only valid if bit 4 set)
page has been written (only valid if bit 4 set)

reserved (0)
E-310507--—-—------"-"""""""""""""—"—"—————

INT 31 P - DPMI 1.0+ - MODIFY PAGE ATTRIBUTES
AX = 0507h
ESTI = memory block handle
EBX = offset in memory block of first page
ECX = number of pages

ES:EDX -> array of WORDs with new page attributes (see #2827)

Return: CF clear if successful
CF set on error
AX = error code (8001h,8002h,8013h,8014h,8021h,8023h,8025h)
(see #2814)
ECX = number of pages which have been set
Notes: only supported by 32-bit DPMI hosts, but may be used by 16-bit clients
if EBX is not page-aligned, it will be rounded down
SeeAlso: AX=0504h,AX=0506h, INT 21/AX=251Eh
———————— E-310508---=------—----——
INT 31 P - DPMI 1.0+ - MAP DEVICE IN MEMORY BLOCK
AX = 0508h
ESI = memory block handle
EBX = page-aligned offset within memory block of page(s) to be mapped
ECX = number of pages to map
EDX = page-aligned physical address of device
Return: CF clear if successful
CF set on error
AX = error code (8001h,8003h,8023h,8025h) (see #2814)
Notes: only supported by 32-bit DPMI hosts, but may be used by 16-bit clients
support of this function is optional; hosts are also allowed to support
the function for some devices but not others
SeeAlso: AX=0504h,AX=0509h,AX=0800h,AX=0801h
———————— E-310509-=-=====————————
INT 31 P - DPMI 1.0+ - MAP CONVENTIONAL MEMORY IN MEMORY BLOCK
AX = 0509h
ESTI = memory block handle
EBX = page-aligned offset within memory block of page(s) to map
ECX = number of pages to map
EDX = page-aligned linear address of conventional (below 1M) memory
Return: CF clear if successful
CF set on error
AX = error code (8001h,8003h,8023h,8025h) (see #2814)
Notes: only supported by 32-bit DPMI hosts, but may be used by 1l6-bit clients
support of this function is optional
SeeAlso: AX=0504h,AX=0508h,AX=0801h
———————— E-31050A-—-=-——==——————— - ————
INT 31 P - DPMI 1.0+ - GET MEMORY BLOCK SIZE AND BASE
AX = 050Ah
SI:DI = memory block handle
Return: CF clear if successful
SI:DI = size in bytes
BX:CX = base address

CF

set on error



SeeAlso:

AX = error code (8023h) (see #2814)
AX=0501h,AX=0504h

INT 31 P - DPMI 1.0+ - GET MEMORY INFORMATION

Return:

Note:
SeeAlso:

AX = 050Bh

ES: (E)DI -> 128-byte buffer for memory information (see #2828)
CF clear if successful

CF set on error (DPMI 0.9 only)

l6-bit programs use ES:DI, 32-bit programs must use ES:EDI
AX=0500h

Format of DPMI memory information:

Offset Size Description (Table 2828)
00h DWORD total allocated bytes of physical memory controlled by host
04h DWORD total allocated bytes of virtual memory controlled by host
08h DWORD total available bytes of virtual memory controlled by host
0Ch DWORD total allocated bytes of virtual memory for curr virtual mach
10h DWORD total available bytes of virtual memory for curr virtual mach
14h DWORD total allocated bytes of virtual memory for current client
18h DWORD total available bytes of virtual memory for current client
1Ch DWORD total locked bytes for current client
20h DWORD maximum locked bytes for current client
24h DWORD highest linear address available to current client
28h DWORD largest available memory block in bytes
2Ch DWORD minimum allocation unit in bytes
30h DWORD allocation alignment unit size in bytes
34h 76 BYTEs reserved (00h)
———————— E-310600--=--=====-———————————————————
INT 31 P - DPMI 0.9+ - LOCK LINEAR REGION
AX = 0600h
BX:CX = starting linear address
SI:DI = size of region in bytes
Return: CF clear if successful
CF set on error
none of the memory is locked
AX = error code (DPMI 1.0+4+) (8013h,8017h,8025h) (see #2814)
Notes: pages at beginning and end will be locked if the region overlaps them
may be called multiple times for a given page; the DPMI host keeps a
lock count for each page
SeeAlso: AX=0004h,AX=0601h, INT 21/AX=251Ah, INT 21/AX=EB06h
———————— E-310601-————=--————-———— = ———————
INT 31 P - DPMI 0.9+ - UNLOCK LINEAR REGION
AX = 0601h
BX:CX = starting linear address
SI:DI = size of region in bytes
Return: CF clear if successful
CF set on error
none of the memory is unlocked
AX = error code (DPMI 1.0+) (8002h,8025h) (see #2814)
Notes: pages at beginning and end will be unlocked if the region overlaps them
memory whose lock count has not reached zero remains locked
SeeAlso: AX=0005h,AX=0600h, INT 21/AX=251Bh, INT 21/AX=EB07h

E-310602-============——————

INT 31 P - DPMI 0.9+ - MARK REAL MODE REGION AS PAGEABLE

Return:

AX = 0602h

BX:CX = starting linear address
SI:DI size of region in bytes
CF clear if successful



CF set on error
none of the memory is made pageable
AX = error code (DPMI 1.0+4+) (8002h,8025h) (see #2814)
Notes: must relock all unlocked real mode memory before terminating process
for DPMI 0.9; DPMI 1.0+ automatically relocks real mode memory
pages at beginning and end will be unlocked if the region overlaps them
pageability of real mode pages is binary, not a count
SeeAlso: AX=0600h,AX=0603h

———————— FE-310603-==—=====—————————— =
INT 31 P - DPMI 0.9+ - RELOCK REAL MODE REGION
AX = 0603h

BX:CX = starting linear address
SI:DI size of region in bytes
Return: CF clear if successful
CF set on error
none of the memory is relocked
AX = error code (DPMI 1.0+) (8002h,8013h,8025h) (see #2814)
Notes: pages at beginning and end will be relocked if the region overlaps them
pageability of real mode pages is binary, not a count
SeeAlso: AX=0602h

-------- E=310604==mmmmmmm == m e
INT 31 P - DPMI 0.9+ - GET PAGE SIZE
AX = 0604h

Return: CF clear if successful
BX:CX = page size in bytes
CF set on error
AX = error code (DPMI 1.0+4+) (see also #2814)
8001lh unsupported, 16-bit host

BUG: the Borland C++ 3.1 DPMILOAD returns with CF clear but BX and CX
unchanged
———————— E-310700--====="""""—"———————————————
INT 31 Pu - DPMI 0.9+ - MARK PAGES AS PAGING CANDIDATES
AX = 0700h

BX:CX = starting linear page number

SI:DI number of pages to mark as paging candidates
Return: 2?27
Note: although marked as reserved in versions 0.9 and 1.0 of the DPMI

specification, this function is called by MS Windows TASKMAN,
PROGMAN, and KERNEL
SeeAlso: AX=0701h,AX=0702h

———————— E-310701 === == mmmm e
INT 31 Pu - DPMI 0.9+ - DISCARD PAGES
AX = 0701h

BX:CX = starting linear page number
SI:DI = number of pages to discard
Return: 2?2727
Note: although marked as reserved in versions 0.9 and 1.0 of the DPMI
specification, this function is called by MS Windows TASKMAN,
PROGMAN, and KERNEL
SeeAlso: AX=0700h,AX=0703h

———————— E-310702========m === e
INT 31 P - DPMI 0.9+ - MARK PAGE AS DEMAND PAGING CANDIDATE
AX = 0702h

BX:CX = starting linear address
SI:DI number of bytes to mark as paging candidates
Return: CF clear if successful
CF set on error
AX = error code (DPMI 1.0+) (8025h) (see #2814)



Notes: this function is advisory, and does not force immediate paging
partial pages will not be discarded
SeeAlso: AX=0700h,AX=0703h

-------- E=310703===mmmmm === m e
INT 31 P - DPMI 0.9+ - DISCARD PAGE CONTENTS
AX = 0703h

BX:CX = starting linear address
SI:DI = number of bytes to mark as discarded
Return: CF clear if successful
CF set on error
AX = error code (DPMI 1.0+) (8025h) (see #2814)
Notes: this function is advisory, and may be ignored by DPMI implementations
partial pages will not be discarded
SeeAlso: AX=0701h,AX=0702h

———————— F-310800============—————
INT 31 P - DPMI 0.9+ - PHYSICAL ADDRESS MAPPING
AX = 0800h

BX:CX = physical address (should be above 1 MB)
SI:DI = size in bytes
Return: CF clear if successful
BX:CX = linear address which maps the requested physical memory
CF set on error
AX = error code (DPMI 1.0+) (8003h,8021h) (see #2814)
Notes: implementations may refuse this call because it can circumvent protects
the caller must build an appropriate selector for the memory
do not use for memory mapped in the first megabyte
SeeAlso: AX=0002h,AX=0508h,AX=0509h,AX=0801h, INT 21/AX=250Ah, INT 21/AX=EB05h

———————— E-310801-============——————
INT 31 P - DPMI 1.0+ - FREE PHYSICAL ADDRESS MAPPING
AX = 0801h

BX:CX = linear address returned by AX=0800h
Return: CF clear if successful
CF set on error

AX error code (8025h) (see #2814)
Note: should be called at end of access to device mapped with AX=0800h
SeeAlso: AX=0508h,AX=0509h,AX=0800h, INT 21/AX=EBO3h
———————— E-310900--======—==—=————————————————
INT 31 P - DPMI 0.9+ - GET AND DISABLE VIRTUAL INTERRUPT STATE
AX = 0900h

Return: CF clear
virtual interrupts disabled
AL = previous interrupt state (00h disabled, 01lh enabled)
AH preserved
Notes: the previous state may be restored simply by executing another INT 31
a CLI instruction may be used if the previous state is unimportant,
but should be assumed to be very slow due to trapping by the host
SeeAlso: AX=0901h,AX=0902h

———————— F-310901~===========—m———
INT 31 P - DPMI 0.9+ - GET AND ENABLE VIRTUAL INTERRUPT STATE
AX = 0901h

Return: CF clear
virtual interrupts enabled
AL = previous interrupt state (00h disabled, 0lh enabled)
AH preserved
Notes: the previous state may be restored simply by executing another INT 31
a STI instruction may be used if the previous state is unimportant,
but should be assumed to be very slow due to trapping by the host
SeeAlso: AX=0900h,AX=0902h



INT 31 P - DPMI 0.9+ - GET VIRTUAL INTERRUPT STATE
AX = 0902h
Return: CF clear
AL = current interrupt state (00h disabled, 0lh enabled)

Note: should be used rather than PUSHF because that instruction yields the
physical interrupt state rather than the per-client virtualized
interrupt flag

SeeAlso: AX=0900h,AX=0901h

———————— FE-310RA00==—=——————————m
INT 31 P - DPMI 0.9+ - GET VENDOR SPECIFIC API ENTRY POINT
AX = 0AOOh

DS: (E)SI -> case-sensitive ASCIZ vendor name or identifier
Return: CF clear if successful
ES: (E)DI -> FAR extended API entry point
DS, FS, GS, EAX, EBX, ECX, EDX, ESI, EBP destroyed
CF set on error
AX = error code (DPMI 1.0+) (8001h) (see #2814)
Notes: extended API parameters are vendor-specific
DPMI 1.0+ supports this function solely for backward compatibility; use
INT 2F/AX=168Ah instead
this function is not supported by MS Windows 3.10, BC++ 3.1 DPMILOAD,
or QDPMI v1.0x; use INT 2F/AX=168Ah instead. It is supported by
386MAX v7.01.
SeeAlso: INT 2F/AX=168Ah

———————— E-310B00-——==========——————mmmm
INT 31 P - DPMI 0.9+ - SET DEBUG WATCHPOINT
AX = OBOOh

BX:CX = linear address
DL = size (1,2,4 bytes)
DH = type (00h execute, 0lh write, 02h read/write)
Return: CF clear if successful
BX = watchpoint handle
CF set on error
AX = error code (DPMI 1.0+4+) (8016h,8021h,8025h) (see #2814)
SeeAlso: AX=0212h,AX=0601h

———————— E-310B0l=mmmmm=m === e
INT 31 P - DPMI 0.9+ - CLEAR DEBUG WATCHPOINT
AX = 0BOlh

BX = watchpoint handle
Return: CF clear if successful
CF set on error
AX = error code (DPMI 1.0+4) (8023h) (see #2814)

Note: the watchpoint handle is freed

SeeAlso: AX=0B0Oh

———————— E-310B02-—==—==—==———— == —————

INT 31 P - DPMI 0.9+ - GET STATE OF DEBUG WATCHPOINT
AX = 0B02h

BX = watchpoint handle
Return: CF clear if successful
AX = status flags
bit 0: watch point has been executed since AX=0B00h or AX=0B03h
CF set on error
AX = error code (DPMI 1.0+) (8023h) (see #2814)
SeeAlso: AX=0B00Oh,AX=0B03h
———————— E-310B03-=-——====———— = ——————
INT 31 P - DPMI 0.9+ - RESET DEBUG WATCHPOINT
AX = 0BO3h



BX watchpoint handle
Return: CF clear if successful
CEF set on error

AX = error code (DPMI 1.0+4+) (8023h) (see #2814)
SeeAlso: AX=0B02h



About Debug Symbol

1. BC++ 3.1 for DOS in default will add symbol info to the end of EXE file.
and TDSTRIP can delete this info from the EXE file, and save it to a
stand alone TDS file.

'TDUMP *.tds' will show 'Borland TLINK Symbol Table'.
This TDS file begin with 'fb 52°'.

Does it possible to get the format of these TDS ?
or convert it to MAP or SYM °?
MAP -to- 1l6bit TDS tdmap from BC++ 3.1
2. BC++ 5.0 can generate 32 bit PE file with TDS info at the end of
EXE file. This TDS begin with '46 42' (FB).
'TDUMP *.tds' will show 'Borland 32 bit Symbol Table'.
dbg2map from SoftICE can make MAP from this 32 bit Symbol Table.
32bit TDS -to- MAP dbg2map from SoftICE, only Win32 debug info
3. MAP is a text file. We can read it and get many more useful information.
And all compilers can make MAP file for your app.
Ida pro can make MAP from IDB !
Can MAP file contains line number info ? YES !

MAP can be convert to SYM by:

tmapsym - BC++ 5.0
msym - SoftICE
mapsym - Microsoft

4. DBG
IDA pro can load DBG file, but what is a DBG file ?
Who make it, and Who can use it ?
5. Microsoft CodeView Debug info ?
6. SYM
SYM can be get from MAP by MAPSYM. TDUMP from Borland can display a SYM
file. And SoftICE can load a SYM file as debug symbols.
So I think if I want to add symbol support to TRW, load SYM is enough.

I do not find anything about SYM in Wotsit's FileFormat Archive
http://www.wotsit.org/

At last, I get .SYM format myself.

Other util I do not know:



exemap
buildsym
symlib

See also:
Format of .SYM

from BC++ 5.0
from
from

BC++ 5.
DDK
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offset

86bc
86f0
8126
8775
9934
87ff
87ba
7co4
868a
7c36
8844
0655
8876
0686
80£f5
06e8
80c4
06b7
07ab
07d7
82b3
8352
166a
1639
08ff
169b
0000
16fd
b216
Tada
002e
8506
8924
821d
8leb
0000
0847
0d94
7al9
0000
0076
8613
003e
83b6
864b

name

SETBKCOLOR
SETBKMODE
SETMAPMODE
SETROP2

SETRELABS
SETPOLYFILLMODE
SETSTRETCHBLTMODE
SETTEXTCHARACTEREXTRA
SETTEXTCOLOR
SETTEXTJUSTIFICATION
SETWINDOWORG
SETWINDOWEXT
SETVIEWPORTORG
SETVIEWPORTEXT
OFFSETWINDOWORG
SCALEWINDOWEXT
OFFSETVIEWPORTORG
SCALEVIEWPORTEXT
LINETO

MOVETO
EXCLUDECLIPRECT
INTERSECTCLIPRECT
ARC

ELLIPSE

FLOODFILL

PIE

RECTANGLE
ROUNDRECT

PATBLT

SAVEDC

SETPIXEL
OFFSETCLIPRGN
TEXTOUT

BITBLT

STRETCHBLT
POLYGON

POLYLINE

ESCAPE

RESTOREDC

FILLRGN

FRAMERGN
INVERTRGN
PAINTRGN
SELECTCLIPRGN
SELECTOBJECT



46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93

e
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0000
8538
7b2d
7b76
048a
04c7
787a
7911
0340
1537
2b75
2beb5
040e
64d8
0452
7Taa“
7af0
1574
c071
83ee
0b59
7c92
79df
7a’lb
0828
05d1
842c
0538
7f£f4
7d96
7dc4
8317
7d0c
7d3a
802e
7ed8
061b
0000
Teaa
Tede
5fbd
Tfbe
Telc
0000
7df2
8la4
2f41
2f8c

_Gp
COMBINERGN
CREATEBTTMAP
CREATEBITMAPINDIRECT
CREATEBRUSHINDIRECT
CREATECOMPATTBLEBITMAP
CREATECOMPATIBLEDC
CREATEDC
CREATEELLIPTICRGN

CREATEELLIPTICRGNINDIRECT

CREATEFONT
CREATEFONTINDIRECT
CREATEHATCHBRUSH
WEP
CREATEPATTERNBRUSH
CREATEPEN
CREATEPENINDIRECT
CREATEPOLYGONRGN
CREATERECTRGN
CREATERECTRGNINDIRECT
CREATESOLIDBRUSH
DPTOLP

DELETEDC
DELETEOBJECT
ENUMFONTS
ENUMOBJECTS
EQUALRGN
EXCLUDEVISRECT
GETBITMAPBITS
GETBKCOLOR
GETBKMODE
GETCLIPBOX
GETCURRENTPOSITION
GETDCORG
GETDEVICECAPS
GETMAPMODE
GETOBJECT

GETPIXEL
GETPOLYFILLMODE
GETROP2

GETRELABS
GETSTOCKOBJECT
GETSTRETCHBLTMODE
GETTEXTCHARACTEREXTRA
GETTEXTCOLOR
GETTEXTEXTENT
GETTEXTFACE
GETTEXTMETRICS



94 1 7£90 GETVIEWPORTEXT
95 1 7f62 GETVIEWPORTORG
96 1 7£f34 GETWINDOWEXT
97 1 7f06 GETWINDOWORG
98 1 0534 INTERSECTVISRECT
99 1 7ccf LPTODP

100 24 0063 LINEDDA

101 1 84d7 OFFSETRGN

102 1 caé6d OFFSETVISRGN

103 1 85e4 PTVISIBLE

104 1 849c RECTVISIBLE

105 1 04a0 SELECTVISRGN

106 1 805c SETBITMAPBITS

117 1 e530 SETDCORG

119 11 1c31 ADDFONTRESOURCE

121 1 6863 DEATH

122 1 68aa RESURRECTION

123 22 002e PLAYMETAFILE

124 22 02e5 GETMETAFILE

125 23 003a CREATEMETAFILE

126 23 0077 CLOSEMETAFILE

127 22 0000 DELETEMETAFILE
128 1 9810 MULDIV

129 1 2c95 SAVEVISRGN

130 1 2d22 RESTOREVISRGN
131 1 6809 INQUIREVISRGN
132 13 04f3 SETENVIRONMENT
133 13 04a2 GETENVIRONMENT
134 1 8l6a GETRGNBOX

135 19 09d8 SCANLR

136 14 06bd REMOVEFONTRESOURCE
148 1 8255 SETBRUSHORG
149 1 7d68 GETBRUSHORG

150 1 8284 UNREALIZEOBJECT
151 23 0000 COPYMETAFILE

153 1 78b2 CREATEIC

154 1 8096 GETNEARESTCOLOR
155 8 0111 QUERYABORT

156 6 0505 CREATEDISCARDABLEBITMAP
159 23 00ab GETMETAFILEBITS
160 23 00d3 SETMETAFILEBITS
161 1 85b5 PTINREGION

162 1 7c08 GETBITMAPDIMENSION
163 1 7bda SETBITMAPDIMENSION
169 1 910e ISDCDIRTY

170 1 9175 SETDCSTATUS

172 1 8586 SETRECTRGN

173 1 ©5f86 GETCLIPRGN



175 22 0129 ENUMMETAFILE
176 22 009d PLAYMETAFILERECORD

179 1 269d GETDCSTATE nodoc
180 1 26c?2 SETDCSTATE

181 1 8461 RECTINREGION
188 5 2d7f GETTEXTEXTENTEX
190 8 2310 SETDCHOOK

191 8 22c2 GETDCHOOK

192 1 cbac SETHOOKFLAGS
193 1 ¢758 SETBOUNDSRECT
194 1 c¢o60a GETBOUNDSRECT
195 1 a9f6 SELECTBITMAP
196 23 0101 SETMETAFILEBITSBETTER
201 18 0137 DMBITBLT

202 18 013c DMCOLORINFO

206 18 0150 DMENUMDFONTS
207 18 0156 DMENUMOBJ

208 18 0146 DMOUTPUT

209 18 0141 DMPIXEL

210 18 0l14b DMREALIZEOBJECT
211 18 00db DMSTRBLT

212 18 015b DMSCANLR

214 18 0000 DMEXTTEXTOUT
215 18 0lle DMGETCHARWIDTH
216 18 0123 DMSTRETCHBLT
217 18 0128 DMDIBBITS

218 18 012d DMSTRETCHDIBITS
219 18 0132 DMSETDIBTODEV
220 18 029d DMTRANSPOSE

230 27 0000 CREATEPQ

231 27 00db MINPQ

232 27 00df EXTRACTPQ

233 27 0039 INSERTPQ

234 27 0la3 SIZEPQ

235 27 0192 DELETEPQ

240 8 26c4 OPENJOB

241 8 2b%e WRITESPOOL

242 8 2d0a WRITEDIALOG

243 8 2eba CLOSEJOB

244 8 2f6oe DELETEJOB

246 8 2b0c STARTSPOOLPAGE
247 8 2de?2 ENDSPOOLPAGE
248 8 321le QUERYJOB

250 8 0d51 COPY

253 8 2ddo DELETESPOOLPAGE
254 8 3132 SPOOLFILE

266 42 0883 OPENPRINTERA
267 42 0879 STARTDOCPRINTERA



268
269
270
271
272
274
280
281
282
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
330
332
345
346
348
349
350
351
352
353
354
355
360
361
362
363
364
365
366
367
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0874
086f
086a
085a
0865
0860
374c
3d80
3ea?
4148
09eb
07%a
3f7d
4148
0ab6
1709
0b32
065f
06b2
0581
0534
0603
Oedd
0865
0d73
3dec
41f9
1734
0872
O6ed
7e20
8735
l6cce
2cfb
2c22
88a8
33e0
2ccd
6808
0ldd
01f1
0629
1£08
027b
037f
leal
03ea
01b4

STARTPAGEPRINTER
WRITEPRINTER
ENDPAGEPRINTER
ABORTPRINTER
ENDDOCPRINTER
CLOSEPRINTER
GETREALDRIVERINFO
DRVSETPRINTERDATA
DRVGETPRINTERDATA
ENGINEGETCHARWIDTHEX
ENGINEENUMERATEFONT
ENGINEDELETEFONT
ENGINEREALIZEFONT
ENGINEGETCHARWIDTH
ENGINESETEFONTCONTEXT
ENGINEGETGLYPHBMP
ENGINEMAKEFONTDIR
GETCHARABCWIDTHS
GETOUTLINETEXTMETRICS
GETGLYPHOUTLINE
CREATESCALABLEFONTRESOURCE
GETFONTDATA
CONVERTOUTLINEFONTFILE
GETRASTERIZERCAPS
ENGINEEXTTEXTOUT
ENGINEREALIZEFONTEXT
ENGINEGETCHARWIDTHSTR
ENGINEGETGLYPHBMPEXT
ENUMFONTFAMILIES
GETKERNINGPAIRS
GETTEXTALIGN
SETTEXTALIGN

CHORD

SETMAPPERFLAGS
GETCHARWIDTH
EXTTEXTOUT
GETPHYSICALFONTHANDLE
GETASPECTRATIOFILTER
SHRINKGDIHEAP
FTRAPPINGO
CREATEPALETTE
GDISELECTPALETTE
GDIREALIZEPALETTE
GETPALETTEENTRIES
SETPALETTEENTRIES
REALTIZEDEFAULTPALETTE
UPDATECOLORS
ANIMATEPALETTE



368 2 0351 RESIZEPALETTE

370 2 02b8 GETNEARESTPALETTEINDEX
372 19 092d EXTFLOODFILL

373 2 03bc SETSYSTEMPALETTEUSE
374 2 0323 GETSYSTEMPALETTEUSE
375 2 02e6 GETSYSTEMPALETTEENTRIES
376 8 0flc RESETDC

377 8 0e77 STARTDOC

378 8 0ed46 ENDDOC

379 8 0Oeb4 STARTPAGE

380 8 0el5 ENDPAGE

381 8 0Oee2 SETABORTPROC

382 8 0de4 ABORTDOC

400 1 3888 FASTWINDOWFRAME

401 11 1cSd GDIMOVEBITMAP

403 11 1lcab GDIINIT2

404 37 1leb3 GETTTGLYPHINDEXMAP
405 11 0d68 FINALGDIINIT

407 1 a600 CREATEUSERBITMAP

409 6 0cd0 CREATEUSERDISCARDABLEBITMAP
410 22 1la%e ISVALIDMETAFILE

411 1 5f60 GETCURLOGFONT

412 2 156d ISDCCURRENTPALETTE
439 3 2cdc STRETCHDIBITS

440 3 2a00 SETDIBITS

441 3 2c4a GETDIBITS

442 3 2a92 CREATEDIBITMAP

443 3 2b8f SETDIBITSTODEVICE

444 15 02ee CREATEROUNDRECTRGN
445 6 0543 CREATEDIBPATTERNBRUSH
449 3 220d DEVICECOLORMATCH

450 25 004f POLYPOLYGON

451 15 15d7 CREATEPOLYPOLYGONRGN
452 4 2318 GDISEEGDIDO

461 1 8a63 SETOBJECTOWNER

462 1 64e3 ISGDIOBJECT

463 1 ab76 MAKEOBJECTPRIVATE

464 22 1lcc7 FIXUPBOGUSPUBLISHERMETAFILE
465 1 8f45 RECTVISIBLE EHH

466 1 8f48 RECTINREGION EHH

467 1 ebbd UNICODETOANSI

468 40 003a GETBITMAPDIMENSIONEX
469 40 00ae GETBRUSHORGEX

470 40 0074 GETCURRENTPOSITIONEX
471 40 0378 GETTEXTEXTENTPOINT
472 40 0196 GETVIEWPORTEXTEX

473 40 015¢c GETVIEWPORTORGEX

474 40 0122 GETWINDOWEXTEX



475
476
477
478
479
480
481
482
483
484
485
486
489
490
491
492
493
495
496
497
498
499
501
502
503
504
505
506
508
511
512
513
514
515
516
517
518
519
520
521
522
523
524
525
526
527
528
529

40
40
40
40
40
40
40
40

40
40
40

34
34
34
34
34
34
34
34
34
34
31
31
34
34

33
33
33
33
33
33
33
33
33
33
33
33
33
33
33
33
33
11

00e8
020a
0247
0000
02cl
0446
0284
0408
0809
02fe
033b
01d0
0000
efd4
£00d
f0de
fObl
£138
£175
f1b3
fle7
f21f
£253
0000
0061l
£28f
f2f1
89%aa
895f
0000
0032
0064
0096
00c8
00fa
01l2c
0l1lab
Olel
0226
0258
028a
03a9%
02bc
02eb
0330
036b
20a8
0243

GETWINDOWORGEX
OFFSETVIEWPORTORGEX
OFFSETWINDOWORGEX
SETBITMAPDIMENSIONEX
SETVIEWPORTEXTEX
SETVIEWPORTORGEX
SETWINDOWEXTEX
SETWINDOWORGEX
MOVETOEX
SCALEVIEWPORTEXTEX
SCALEWINDOWEXTEX
GETASPECTRATIOFILTEREX
CREATEDIBSECTION
CLOSEENHMETAFILE
COPYENHMETAFILE
CREATEENHMETAFILE
DELETEENHMETAFILE
GDICOMMENT
GETENHMETAFILE
GETENHMETAFILEBITS
GETENHMETAFILEDESCRIPTION
GETENHMETAFILEHEADER
GETENHMETAFILEPALETTEENTRIES
POLYBEZIER
POLYBEZIERTO
PLAYENHMETAFILERECORD
SETENHMETAFILEBITS
SETMETARGN
EXTSELECTCLIPRGN
ABORTPATH

BEGINPATH

CLOSEFIGURE

ENDPATH

FILLPATH

FLATTENPATH

GETPATH

PATHTOREGION
SELECTCLIPPATH
STROKEANDFILLPATH
STROKEPATH

WIDENPATH
EXTCREATEPEN
GETARCDIRECTION
SETARCDIRECTION
GETMITERLIMIT
SETMITERLIMIT
GDIPARAMETERSINFO
CREATEHALFTONEPALETTE



602
603
604
605
606
607
608
609
610
611
612
613
614
615
616
650
701
702
703
704
820
821
822
823
824
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2dfb
2e39
0000
8a92
8acl
89dc
8alo6
758b
ed2c
8af0
0le8
08b5
108d
2del
2edb
11d9
09d3
030c
0822
2552
2578
2573
256e
2569
2564

SETDIBCOLORTABLE
GETDIBCOLORTABLE
SETSOLIDBRUSH
SYSDELETEOBJECT
SETMAGICCOLORS
GETREGIONDATA
EXTCREATEREGION
GDIFREERESOURCES
GDISIGNALPROC32
GETRANDOMRGN
GETTEXTCHARSET
ENUMFONTFAMILTIESEX
ADDLPKTOGDI
GETCHARACTERPLACEMENT
GETFONTLANGUAGEINFO
BUILDINVERSETABLEDIB
GDITHKCONNECTIONDATALS
FT GDIFTHKTHKCONNECTIONDATA
FDTHKCONNECTIONDATASL
ICMTHKCONNECTIONDATASL
ICMCREATETRANSFORM
ICMDELETETRANSFORM
ICMTRANSLATERGB
ICMTRANSLATERGBS
ICMCHECKCOLORSINGAMUT



USER.EXE export functions

1 MESSAGEBOX

2 OLDEXITWINDOWS

3 ENABLEOEMLAYER

4 DISABLEOEMLAYER
5 INITAPP

6 POSTQUITMESSAGE
7 EXITWINDOWS

8 BEARS

10 SETTIMER

11 BEARI11

12 KILLTIMER

13 GETTICKCOUNT

14 GETTIMERRESOLUTION
15 GETCURRENTTIME
16 CLIPCURSOR

17 GETCURSORPOS

18 SETCAPTURE

19 RELEASECAPTURE
20 SETDOUBLECLICKTIME
21 GETDOUBLECLICKTIME
22 SETFOCUS

23 GETFOCUS

24 REMOVEPROP

25 GETPROP

26 SETPROP

27 ENUMPROPS

28 CLIENTTOSCREEN
29 SCREENTOCLIENT
30 WINDOWFROMPOINT
31 ISICONIC

32 GETWINDOWRECT

33 GETCLIENTRECT

34 ENABLEWINDOW

35 ISWINDOWENABLED
36 GETWINDOWTEXT

37 SETWINDOWTEXT

38 GETWINDOWTEXTLENGTH
39 BEGINPAINT

40 ENDPAINT

41 CREATEWINDOW

42 SHOWWINDOW

43 CLOSEWINDOW

44 OPENICON

45 BRINGWINDOWTOTOP

46 GETPARENT



47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94

ISWINDOW
ISCHILD
ISWINDOWVISIBLE
FINDWINDOW
BEARS51
ANYPOPUP
DESTROYWINDOW
ENUMWINDOWS

ENUMCHILDWINDOWS

MOVEWINDOW
REGISTERCLASS
GETCLASSNAME

SETACTIVEWINDOW
GETACTIVEWINDOW

SCROLLWINDOW
SETSCROLLPOS
GETSCROLLPOS
SETSCROLLRANGE
GETSCROLLRANGE
GETDC
GETWINDOWDC
RELEASEDC
SETCURSOR
SETCURSORPOS
SHOWCURSOR
SETRECT
SETRECTEMPTY
COPYRECT
ISRECTEMPTY
PTINRECT
OFFSETRECT
INFLATERECT
INTERSECTRECT
UNIONRECT
FILLRECT
INVERTRECT
FRAMERECT
DRAWICON
DRAWTEXT
BEARS86
DIALOGBOX
ENDDIALOG
CREATEDIALOG
ISDIALOGMESSAGE
GETDLGITEM
SETDLGITEMTEXT
GETDLGITEMTEXT
SETDLGITEMINT



95 GETDLGITEMINT

96 CHECKRADIOBUTTON
97 CHECKDLGBUTTON
98 ISDLGBUTTONCHECKED
99 DLGDIRSELECT

100 DLGDIRLIST

101 SENDDLGITEMMESSAGE
102 ADJUSTWINDOWRECT
103 MAPDIALOGRECT
104 MESSAGEBEEP

105 FLASHWINDOW

106 GETKEYSTATE

107 DEFWINDOWPROC
108 GETMESSAGE

109 PEEKMESSAGE

110 POSTMESSAGE

111 SENDMESSAGE

112 WAITMESSAGE

113 TRANSLATEMESSAGE
114 DISPATCHMESSAGE
115 REPLYMESSAGE

116 POSTAPPMESSAGE
117 WINDOWEFROMDC

118 REGISTERWINDOWMESSAGE
119 GETMESSAGEPOS
120 GETMESSAGETIME
121 SETWINDOWSHOOK
122 CALLWINDOWPROC
123 CALLMSGFILTER
124 UPDATEWINDOW

125 INVALIDATERECT
126 INVALIDATERGN
127 VALIDATERECT

128 VALIDATERGN

129 GETCLASSWORD

130 SETCLASSWORD

131 GETCLASSLONG

132 SETCLASSLONG

133 GETWINDOWWORD
134 SETWINDOWWORD
135 GETWINDOWLONG
136 SETWINDOWLONG
137 OPENCLIPBOARD
138 CLOSECLIPBOARD
139 EMPTYCLIPBOARD
140 GETCLIPBOARDOWNER
141 SETCLIPBOARDDATA

142 GETCLIPBOARDDATA



143 COUNTCLIPBOARDFORMATS

144 ENUMCLIPBOARDEORMATS
145 REGISTERCLIPBOARDFORMAT
146 GETCLIPBOARDFORMATNAME
147 SETCLIPBOARDVIEWER
148 GETCLIPBOARDVIEWER
149 CHANGECLIPBOARDCHAIN
150 LOADMENU

151 CREATEMENU

152 DESTROYMENU

153 CHANGEMENU

154 CHECKMENUITEM

155 ENABLEMENUITEM

156 GETSYSTEMMENU

157 GETMENU

158 SETMENU

159 GETSUBMENU

160 DRAWMENUBAR

161 GETMENUSTRING

162 HILITEMENUITEM

163 CREATECARET

164 DESTROYCARET

165 SETCARETPOS

166 HIDECARET

167 SHOWCARET

168 SETCARETBLINKTIME
169 GETCARETBLINKTIME
170 ARRANGEICONICWINDOWS
171 WINHELP

172 SWITCHTOTHISWINDOW
173 LOADCURSOR

174 LOADICON

175 LOADBITMAP

176 LOADSTRING

177 LOADACCELERATORS

178 TRANSLATEACCELERATOR
179 GETSYSTEMMETRICS

180 GETSYSCOLOR

181 SETSYSCOLORS

182 BEAR182

183 GETCARETPOS

184 QUERYSENDMESSAGE

185 GRAYSTRING

186 SWAPMOUSEBUTTON

187 ENDMENU

188 SETSYSMODALWINDOW
189 GETSYSMODALWINDOW

190 GETUPDATERECT



191 CHILDWINDOWFROMPOINT

192 INSENDMESSAGE

193 ISCLIPBOARDFORMATAVAILABLE
194 DLGDIRSELECTCOMBOBOX
195 DLGDIRLISTCOMBOBOX
196 TABBEDTEXTOUT

197 GETTABBEDTEXTEXTENT
198 CASCADECHILDWINDOWS
199 TILECHILDWINDOWS
200 OPENCOMM

201 SETCOMMSTATE

202 GETCOMMSTATE

203 GETCOMMERROR

204 READCOMM

205 WRITECOMM

206 TRANSMITCOMMCHAR
207 CLOSECOMM

208 SETCOMMEVENTMASK
209 GETCOMMEVENTMASK
210 SETCOMMBREAK

211 CLEARCOMMBREAK

212 UNGETCOMMCHAR

213 BUILDCOMMDCB

214 ESCAPECOMMEUNCTION
215 FLUSHCOMM

216 USERSEEUSERDO

217 LOOKUPMENUHANDLE
218 DIALOGBOXINDIRECT
219 CREATEDIALOGINDIRECT
220 LOADMENUINDIRECT
221 SCROLLDC

222 GETKEYBOARDSTATE
223 SETKEYBOARDSTATE
224 GETWINDOWTASK

225 ENUMTASKWINDOWS

226 LOCKINPUT

227 GETNEXTDLGGROUPITEM
228 GETNEXTDLGTABITEM
229 GETTOPWINDOW

230 GETNEXTWINDOW

231 GETSYSTEMDEBUGSTATE
232 SETWINDOWPOS

233 SETPARENT

234 UNHOOKWINDOWSHOOK
235 DEFHOOKPROC

236 GETCAPTURE

237 GETUPDATERGN

238 EXCLUDEUPDATERGN



239 DIALOGBOXPARAM

240 DIALOGBOXINDIRECTPARAM
241 CREATEDIALOGPARAM

242 CREATEDIALOGINDIRECTPARAM
243 GETDIALOGBASEUNITS

244 EQUALRECT

245 ENABLECOMMNOTIFICATION
246 EXITWINDOWSEXEC

247 GETCURSOR

248 GETOPENCLIPBOARDWINDOW
249 GETASYNCKEYSTATE

250 GETMENUSTATE

251 SENDDRIVERMESSAGE

252 OPENDRIVER

253 CLOSEDRIVER

254 GETDRIVERMODULEHANDLE
255 DEFDRIVERPROC

256 GETDRIVERINFO

257 GETNEXTDRIVER

258 MAPWINDOWPOINTS

259 BEGINDEFERWINDOWPOS
260 DEFERWINDOWPOS

261 ENDDEFERWINDOWPOS

262 GETWINDOW

263 GETMENUITEMCOUNT

264 GETMENUITEMID

265 SHOWOWNEDPOPUPS

266 SETMESSAGEQUEUE

267 SHOWSCROLLBAR

268 GLOBALADDATOM

269 GLOBALDELETEATOM

270 GLOBALFINDATOM

271 GLOBALGETATOMNAME

272 ISZOOMED

273 CONTROLPANELINFO

274 GETNEXTQUEUEWINDOW

275 REPAINTSCREEN

276 LOCKMYTASK

277 GETDLGCTRLID

278 GETDESKTOPHWND

279 OLDSETDESKPATTERN

280 SETSYSTEMMENU

281 GETSYSCOLORBRUSH

282 SELECTPALETTE

283 REALIZEPALETTE

284 GETFREESYSTEMRESOURCES
285 BEAR285

286 GETDESKTOPWINDOW



287
288
289
290
291
292
293
294
299
300
301
306
308
309
319
320
321
322
323
324
325
326
331
332
333
334
335
337
358
359
362
364
368
369
370
371
372
373
375
376
378
379
380
381
382
383
384
385

GETLASTACTIVEPOPUP
GETMESSAGEEXTRAINFO
KEYBD EVENT
REDRAWWINDOW
SETWINDOWSHOOKEX
UNHOOKWINDOWSHOOKEX
CALLNEXTHOOKEX
LOCKWINDOWUPDATE
MOUSE EVENT
UNLOADINSTALLABLEDRIVERS
BOZOSLIVEHERE

BEAR306

DEFDLGPROC
GETCLIPCURSOR
SCROLLWINDOWEX
SYSERRORBOX
SETEVENTHOOK
WINOLDAPPHACKOMATIC
GETMESSAGE?2
FILLWINDOW

PAINTRECT
GETCONTROLBRUSH
ENABLEHARDWAREINPUT
USERYIELD

ISUSERIDLE
GETQUEUESTATUS
GETINPUTSTATE
GETMOUSEEVENTPROC
ISMENU

GETDCEX

DCHOOK
LOOKUPICONIDFROMDIRECTORYEX
COPYICON

COPYCURSOR
GETWINDOWPLACEMENT
SETWINDOWPLACEMENT
GETINTERNALICONHEADER
SUBTRACTRECT
DRAWTEXTEX
SETMESSAGEEXTRAINFO
SETPROPEX

GETPROPEX
REMOVEPROPEX

USRMPR THUNKDATALG
SETWINDOWCONTEXTHELPID
GETWINDOWCONTEXTHELPID
SETMENUCONTEXTHELPID
GETMENUCONTEXTHELPID



389
390
391
394
395
397
398
399
400
402
403
404
406
407
408
409
410
411
412
413
414
415
416
417
418
420
421
422
423
427
428
429
430
431
432
433
434
435
436
437
438
441
443
445
446
447
448
449

LOADIMAGE

COPYIMAGE

SIGNALPROC32
DRAWICONEX

GETICONINFO
REGISTERCLASSEX
GETCLASSINFOEX
CHILDWINDOWFROMPOINTEX
FINALUSERINIT
GETPRIORITYCLIPBOARDFORMAT
UNREGISTERCLASS
GETCLASSINEFO
CREATECURSOR
CREATEICON
CREATECURSORICONINDIRECT
INITTHREADINPUT
INSERTMENU

APPENDMENU

REMOVEMENU

DELETEMENU

MODIFYMENU
CREATEPOPUPMENU
TRACKPOPUPMENU
GETMENUCHECKMARKDIMENSIONS
SETMENUITEMBITMAPS
_WSPRINTF

WVSPRINTF
DLGDIRSELECTEX
DLGDIRSELECTCOMBOBOXEX
FINDWINDOWEX
TILEWINDOWS
CASCADEWINDOWS

LSTRCMP

ANSIUPPER

ANSILOWER

ISCHARALPHA
ISCHARALPHANUMERIC
ISCHARUPPER
ISCHARLOWER
ANSIUPPERBUEFF
ANSILOWERBUFF
INSERTMENUITEM
GETMENUITEMINEFO
DEFFRAMEPROC
SETMENUITEMINFO
DEFMDICHILDPROC
DRAWANIMATEDRECTS
DRAWSTATE



450
451
452
454
455
456
457
458
459
460
461
462
463
464
465
466
470
471
472
473
475
476
477
478
479
480
481
482
483
498
499
501
502
503
504
505
506
507
508
509
510
511
512
513
514
515
516
517

CREATETICONFROMRESOURCEEX
TRANSLATEMDISYSACCEL
CREATEWINDOWEX
ADJUSTWINDOWRECTEX
GETICONID
LOADICONHANDLER
DESTROYICON
DESTROYCURSOR
DUMPICON
GETINTERNALWINDOWPOS
SETINTERNALWINDOWPOS
CALCCHILDSCROLL
SCROLLCHILDREN
DRAGOBJECT
DRAGDETECT
DRAWEFOCUSRECT
STRINGEUNC

LSTRCMPI

ANSINEXT

ANSIPREV
SETSCROLLINFO
GETSCROLLINFO
GETKEYBOARDLAYOUTNAME
LOADKEYBOARDLAYOUT
MENUITEMEFROMPOINT
GETUSERLOCALOBJTYPE
HARDWARE EVENT
ENABLESCROLLBAR
SYSTEMPARAMETERSINEFO
BEAR498
WNETERRORTEXT
WNETOPENJOB
WNETCLOSEJOB
WNETABORTJOB
WNETHOLDJOB
WNETRELEASEJOB
WNETCANCELJOB
WNETSETJOBCOPIES
WNETWATCHQUEUE
WNETUNWATCHQUEUE
WNETLOCKQUEUEDATA
WNETUNLOCKQUEUEDATA
WNETGETCONNECTION
WNETGETCAPS
WNETDEVICEMODE
WNETBROWSEDIALOG
WNETGETUSER
WNETADDCONNECTION



518
519
520
521
522
523
524
525
526
527
528
529
530
531
532
533
534
600
601
602
604
605
606
608
609
610
620
621
640
650
651
652
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669

WNETCANCELCONNECTION
WNETGETERROR
WNETGETERRORTEXT
WNETENABLE
WNETDISABLE
WNETRESTORECONNECTION
WNETWRITEJOB
WNETCONNECTDIALOG
WNETDISCONNECTDIALOG
WNETCONNECTIONDIALOG
WNETVIEWQUEUEDIALOG
WNETPROPERTYDIALOG
WNETGETDIRECTORYTYPE
WNETDIRECTORYNOTIFY
WNETGETPROPERTYTEXT
WNETINITIALIZE
WNETLOGON
GETSHELLWINDOW
DOHOTKEYSTUFF
SETCHECKCURSORTIMER
BROADCASTSYSTEMMESSAGE
HACKTASKMONITOR
FORMATMESSAGE
GETFOREGROUNDWINDOW
SETFOREGROUNDWINDOW
DESTROYICON32
CHANGEDISPLAYSETTINGS
ENUMDISPLAYSETTINGS
MSGWAITFORMULTIPLEOBJECTS
ACTIVATEKEYBOARDLAYOUT
GETKEYBOARDLAYOUT
GETKEYBOARDLAYOUTLIST
UNLOADKEYBOARDLAYOUT
POSTPOSTEDMESSAGES
DRAWFRAMECONTROL
DRAWCAPTIONTEMP
DISPATCHINPUT
DRAWEDGE

DRAWCAPTION
SETSYSCOLORSTEMP
DRAWMENUBARTEMP
GETMENUDEFAULTITEM
SETMENUDEFAULTITEM
GETMENUITEMRECT
CHECKMENURADIOITEM
TRACKPOPUPMENUEX
SETWINDOWRGN
GETWINDOWRGN



800
801
802
803
804
819
820
821
822
823
824
825
826
827
850
851
853
854
855
890
891

CHOOSEFONT CALLBACKI16
FINDREPLACE CALLBACKI®6
OPENFILENAME CALLBACK1O6
PRINTDLG CALLBACKI16
CHOOSECOLOR CALLBACK16
PEEKMESSAGE32
GETMESSAGE32
TRANSLATEMESSAGE32
DISPATCHMESSAGE32
CALLMSGFILTER32
ISDIALOGMESSAGE32
POSTMESSAGE32
POSTTHREADMESSAGE32
MESSAGEBOXINDIRECT
USRTHKCONNECTIONDATALS
MSGTHKCONNECTIONDATALS
FT USRFTHKTHKCONNECTIONDATA
FT USRF2THKTHKCONNECTIONDATA
USR32THKCONNECTIONDATASL
INSTALLIMT

UNINSTALLIMT



Int 22h
Int 22h service is a VMM fault hooked in VMM.vxd.

INT 22h - Win32 Protected mode interface requests API

AX=02h -- Converts a physical address to a linear address in curent context
entry:
ECX=phisycal address
returns:

ESI=linear address
AX= 1 if success , otherwise 0

AX=07h -- Check to see if an address is within a VxD object
entry:
DS:ESI = buffer to receive object name
BX = thread number
EDX = linear address to query
returns:
If EAX == 0, EDX = base address of object
If EAX !'= 0, error
AX=08h -- Get PDE for a specific context
entry:

BX = thread number
EDX = linear address
returns:
if EAX == 0, ECX = PDE
if EAX != 0, error
AX=0Ah -- Get LDT base
entry:
BX = Thread ID
returns:
if EAX ==
EDI = pointer to LDT
ECX = LDT limit
if EAX != 0, error
I find these:
AX=00h -- Return AX=0f386h means debug installed.

AX=01lh -- Debug Query.
entry:
esi: points to Dot cmd lines(after the dot).

AX=02h -- stc and return
AX=03h -- verify memory, esi:addr,cx:len
AX=04h -- nothing
AX=05h -- nothing
AX=06h -- Get VxD service address
entry:
ebx= VxD service num, (00010001 for Get Cur VM Handle)
returns:
eax= VxD service address, 0 for error
AX=09%h -- 7
entry:
AX=0bh -- Return AX= current Thread ID
AX=0ch -- 7
entry:

ebx=



in DDK95's help, describes

Programmer's guide/Chapter 6: Windows Interrupt 2Fh interface

Service Functions Get Windows Installed State (Interrupt 2Fh Function
1600h)

Get Windows Entry-Point Address (Interrupt 2Fh Function 1602h)
Release Current VM Time-Slice (Interrupt 2Fh Function 1680h)

Begin Critical Section (Interrupt 2Fh Function 1681h)

End Ceritical Section (Interrupt 2Fh Function 1682h)

Get Current Virtual Machine ID (Interrupt 2Fh Function 1683h)

Get Device Entry Point Address (Interrupt 2Fh Function 1684h)

Switch VMs and CallBack (Interrupt 2Fh Function 1685h)

Detect Interrupt 31h Services (Interrupt 2Fh Function 1686h)

Notification Functions

Windows Initialization Notification (Interrupt 2Fh Function 1605)
Windows Termination Notification (Interrupt 2Fh Function 1606h)
Device Call Out (Interrupt 2Fh Function 1607h)

Windows Initialization Complete Notification (Interrupt 2Fh Function
1608h)

Windows Begin Exit (Interrupt 2Fh Function 1609h)

Virtual-Display Device Services and Notifications

Enable VM-Assisted Save/Restore (Interrupt 2Fh Function 4000h)
Notify Background Switch (Interrupt 2Fh Function 4001h)

Notify Foreground Switch (Interrupt 2Fh Function 4002h)

Enter Critical Section (Interrupt 2Fh Function 4003h)

Exit Critical Section (Interrupt 2Fh Function 4004h)

Save Video Register State (Interrupt 2Fh Function 4005h)

Restore Video Register State (Interrupt 2Fh Function 4006h)
Disable VM-Assisted Save/Restore (Interrupt 2Fh Function 4007h)

Int2f,ax=1608h Enhanced Mode Win Broadcast



In vimm.vxd:

Int2f 1608 BroadCast proc

var_6C = byte ptr -6Ch
pusha
sub esp, 6Ch
push edi

lea edi, [esp+70h+var 6C]
VMMecall Save Client State
pop edi
VMMcall Begin Nest Exec
VMMcall Get Cur_ VM _Handle
mov ebp, [ebx+VMcb.CB_Client Pointer]
mov word ptr [ebp+ClientReg.Client EAX], 1608h
mov eax, 2Fh ;'/" ; int 2f,1608, Enhanced mode Win Broadcast
VMMcall Exec Int
VMMcall End Nest Exec
push esi
lea esi, [esp+70h+var 6C]
VMMcall Restore Client State
pop esi
add esp, 6Ch
popa
clc
retn
Int2f 1608 BroadCast endp
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;eax = linear address
shr eax, 12
VMMcall LinPageLock, < eax, 1, 0 >
nonzero if locked, zero if error

eax, eax 7

or







Device ID

0001 VMM VMM
0002 DEBUG
0003 VPICD
0004 VDMAD
0005 VTD

0006 V8 6MMGR
0007 PAGESWAP
000a VDD

000b VSD

000c VMD

000d VKD

000e VCD

0010 10Ss

0011 VPCPD
0012 EBIOS
0014 VNETBIOS
0015 DOSMGR
0017 SHELL
0018 VMPoll
001A DOSNET
001B VED

001cC VDD2
0020 Intl3
0021 PageFile
0026 VPOWERD
0027 VXDLDR
002A VWIN32
002B VCOMM
0033 CONFIGMG
0036 VEFBACKUP
0037 VMINT
0038 VCOND
0040 IFSMgr
0048 PERF
0481 VRedir
048B VCache
097C PCCARD
011f ?7?

0207 2?7

2972 ?7? WINCAM
304c 2?7 VCAD
See also:

e Win32 VxD Services

FFFEFFEE

VMM

00010000
00010001
00010002
00010003
00010004
00010005

Get VMM Version
Get Cur VM Handle
Test Cur VM Handle
Get Sys VM Handle
Test Sys VM Handle
Validate VM Handle



00010006
00010007
00010008
00010009
0001000A
0001000B
0001000C
0001000D
0001000E
0001000F
00010010
00010011
00010012
00010013
00010014
00010015
00010016
00010017
00010018
00010019
0001001A
0001001B
0001001C
0001001D
0001001E
0001001F
00010020
00010021
00010022
00010023
00010024
00010025
00010026
00010027
00010028
00010029
0001002A
0001002B
0001002C
0001002D
0001002E
0001002F
00010030
00010031
00010032
00010033
00010034
00010035
00010036
00010037
00010038
00010039
0001003A
0001003B
0001003C
0001003D
0001003E

Get VMM Reenter Count
Begin Reentrant Execution
End Reentrant Execution
Install V86 Break Point
Remove V86 Break Point
Allocate V86 Call Back
Allocate PM Call Back
Call When VM Returns
Schedule Global Event
Schedule VM Event

Call Global Event
Call VM Event

Cancel Global Event
Cancel VM Event

Call Priority VM Event
Cancel Priority VM Event
Get NMI Handler Addr

Set NMI Handler Addr
Hook NMI Event

Call When VM Ints Enabled
Enable VM Ints
Disable VM Ints

Map Flat

Map Lin To VM Addr
Adjust Exec Priority
Begin Critical Section
End Critical Section

End Crit And Suspend
Claim Critical Section
Release Critical Section
Call When Not Critical
Create_ Semaphore

Destroy Semaphore

Wait Semaphore

Signal Semaphore

Get Crit Section Status
Call When Task Switched
Suspend VM

Resume VM

No Fail Resume VM

Nuke VM

Crash Cur VM

Get Execution Focus

Set Execution Focus

Get Time Slice Priority
Set Time Slice Priority
Get Time Slice Granularity
Set Time Slice Granularity
Get Time Slice Info
Adjust Execution Time
Release Time Slice
Wake Up VM

Call When Idle

Get Next VM Handle

Set Global Time Out

Set VM Time Out

Cancel Time Out



0001003F
00010040
00010041
00010042
00010043
00010044
00010045
00010046
00010047
00010048
00010049
0001004A
0001004B
0001004cC
0001004D
0001004E
0001004F
00010050
00010051
00010052
00010053
00010054
00010055
00010056
00010057
00010058
00010059
0001005A
0001005B
0001005C
0001005D
0001005E
0001005F
00010060
00010061
00010062
00010063
00010064
00010065
00010066
00010067
00010068
00010069
0001006A
0001006B
0001006C
0001006D
0001006E
0001006F
00010070
00010071
00010072
00010073
00010074
00010075
00010076
00010077

Get System Time

Get VM Exec Time
Hook V86 Int Chain
Get V86 Int Vector
Set V86 Int Vector
Get PM Int Vector
Set PM Int Vector
Simulate Int
Simulate Iret
Simulate Far Call
Simulate Far Jmp
Simulate Far Ret
Simulate Far Ret N
Build Int Stack Frame
Simulate Push
Simulate Pop
_HeapAllocate
_HeapReAllocate
_HeapFree
_HeapGetSize
_PageAllocate
_PageReAllocate
_PageFree

_PageLock
_PageUnLock
_PageGetSizeAddr
_PageGetAllocInfo
_GetFreePageCount
_GetSysPageCount
_GetVMPgCount
_MapIntoV86
_PhysIntoVv86
_TestGlobalV86Mem
_ModifyPageBits
_CopyPageTable
_LinMapIntoV86
_LinPageLock
_LinPageUnLock
__SetResetV86Pageable
_GetV86PageableArray
_PageCheckLinRange
_PageOutDirtyPages
_PageDiscardPages
_GetNulPageHandle
_GetFirstV86Page
_MapPhysToLinear
_GetAppFlatDSAlias
_SelectorMapFlat
_GetDemandPageInfo
_GetSetPageOutCount
Hook V86 Page
_Assign Device V86 Pages
_DeAssign Device V86 Pages
_Get Device V86 Pages Array
MMGR SetNULPageAddr
_Allocate GDT Selector
_Free GDT Selector



00010078
00010079
0001007A
0001007B
0001007C
0001007D
0001007E
0001007F
00010080
00010081
00010082
00010083
00010084
00010085
00010086
00010087
00010088
00010089
0001008A
0001008B
0001008C
0001008D
0001008E
0001008F
00010090
00010091
00010092
00010093
00010094
00010095
00010096
00010097
00010098
00010099
0001009A
0001009B
0001009C
0001009D
0001009E
0001009F
000100A0
000100A1
000100A2
000100A3
000100A4
000100A5
000100A6
000100A7
000100A8
000100A9
000100AA
000100AB
000100AC
000100AD
000100AE
000100AF
000100BO

_Allocate LDT Selector
_Free LDT Selector
_BuildDescriptorDWORDs
_GetDescriptor
_SetDescriptor

_MMGR Toggle HMA

Get Fault Hook Addrs
Hook V86 Fault
Hook PM Fault
Hook VMM Fault
Begin Nest V86 Exec
Begin Nest Exec

Exec Int

Resume Exec

End Nest Exec
Allocate PM App CB Area
Get Cur PM App CB

Set V86 Exec Mode

Set PM Exec Mode

Begin Use Locked PM Stack
End Use Locked PM Stack
Save Client State
Restore Client State
Exec VxD Int

Hook Device Service

Hook Device V86 API

Hook Device PM API
System Control
Simulate IO
Install Mult IO Handlers
Install IO Handler
Enable Global Trapping
Enable Local Trapping
Disable Global Trapping
Disable Local Trapping
List Create

List Destroy

List Allocate

List Attach

List Attach Tail

List Insert

List Remove

List Deallocate
List Get First
List Get Next

List Remove First
_AddInstanceltem
_Allocate Device CB Area
_Allocate Global V86 Data Area
_Allocate Temp V86 Data Area
_Free Temp V86 Data Area
Get Profile Decimal Int
Convert Decimal String
Get Profile Fixed Point
Convert Fixed Point String
Get Profile Hex Int
Convert Hex String



000100B1
000100B2
000100B3
000100B4
000100B5S
000100B6
000100B7
000100B8
000100B9
000100BA
000100BB
000100BC
000100BD
000100BE
000100BF
000100CO
000100C1
000100C2
000100C3
000100C4
000100C5
000100C6
000100C7
000100C8
000100CH9
000100CA
000100CB
000100cCC
000100CD
000100CE
000100CF
000100DO0
000100D1
000100D2
000100D3
000100D4
000100D5
000100D6
000100D7
000100D8
000100D9
000100DA
000100DB
000100DC
000100DD
000100DE
000100DF
000100EO
000100E1
000100E2
000100E3
000100E4
000100E5
000100E6
000100E7
000100ES8
000100E9

Get Profile Boolean
Convert Boolean String
Get Profile String

Get Next Profile String
Get Environment String
Get Exec_ Path

Get Config Directory
OpenFile

Get PSP _Segment
GetDOSVectors

Get Machine Info
GetSet HMA Info

Set System Exit Code
Fatal Error Handler
Fatal Memory Error
Update System Clock
Test Debug Installed
Out Debug String

Out Debug Chr

In Debug Chr

Debug Convert Hex Binary
Debug Convert Hex Decimal
Debug Test Valid Handle
Validate Client Ptr
Test Reenter

Queue Debug String

Log Proc Call
Debug Test Cur VM

Get PM Int Type

Set PM Int Type

Get Last Updated System Time
Get Last Updated VM Exec Time
Test DBCS Lead Byte
_AddFreePhysPage
__PageResetHandlePAddr
_SetLastV86Page
_GetLastV86Page
_MapFreePhysReg
_UnmapFreePhysReg
_XchgFreePhysReg
_SetFreePhysRegCalBk
Get Next Arena

Get Name Of Ugly TSR
Get Debug Options

Set Physical HMA Alias
_GetGlblRng0V86IntBase
_Add _Global V86 Data Area
GetSetDetailedVMError
Is Debug Chr

Clear Mono_Screen

Out Mono_ Chr

Out Mono_ String

Set Mono Cur Pos

Get Mono Cur Pos

Get Mono_ Chr
Locate Byte In ROM

Hook Invalid Page Fault



000100EA
000100EB
000100EC
000100ED
000100EE
000100EF
000100F0
000100F1
000100F2
000100F3
000100F4
000100F5
000100F6
000100F7
000100F8
000100F9
000100FA
000100FB
000100FC
000100FD
000100FE
000100FF
00010100
00010101
00010102
00010103
00010104
00010105
00010106
00010107
00010108
00010109
0001010A
0001010B
0001010C
0001010D
0001010E
0001010F
00010110
00010111
00010112
00010113
00010114
00010115
00010116
00010117
00010118
00010119
0001011A
0001011B
0001011cC
0001011D
0001011E
0001011F
00010120
00010121
00010122

Unhook Invalid Page Fault
Set Delete On Exit File
Close VM
Enable Touch 1lst Meg
Disable Touch 1lst Meg
Install Exception Handler
Remove Exception Handler
Get Crit Status_No Block
_GetLastUpdatedThreadExecTime
_Trace Out Service
_Debug Out Service

_Debug Flags_Service
VMMAddImportModuleName

VMM Add DDB

VMM Remove DDB

Test VM Ints Enabled
_BlockOnID

Schedule Thread Event
Cancel Thread Event

Set Thread Time Out

Set Async Time Out
_AllocateThreadDataSlot
_FreeThreadDataSlot
_CreateMutex

_DestroyMutex
_GetMutexOwner

Call When Thread Switched
VMMCreateThread
_GetThreadExecTime
VMMTerminateThread

Get Cur Thread Handle

Test Cur Thread Handle

Get Sys Thread Handle

Test Sys Thread Handle
Validate Thread Handle

Get Initial Thread Handle
Test Initial Thread Handle
Debug Test Valid Thread Handle
Debug Test Cur Thread

VMM GetSystemInitState
Cancel Call When Thread Switched
Get Next Thread Handle
Adjust Thread Exec Priority
_Deallocate Device CB Area
Remove IO Handler
Remove Mult IO Handlers
Unhook V86 Int Chain
Unhook V86 Fault
Unhook PM Fault
Unhook VMM Fault

Unhook Device Service
_PageReserve

_PageCommit

_PageDecommit
_PagerRegister
_PagerQuery
__PagerDeregister



00010123 _ContextCreate

00010124 _ContextDestroy

00010125 _PageAttach

00010126 _PageFlush

00010127 _SignallD

00010128 _PageCommitPhys

00010129 _Register Win32 Services
0001012A Cancel Call When Not Critical
0001012B Cancel Call When Idle
0001012cC Cancel Call When Task Switched
0001012D _Debug Printf Service
0001012E _EnterMutex

0001012F _LeaveMutex

00010130 Simulate VM IO

00010131 Signal Semaphore No_ Switch
00010132 _ContextSwitch

00010133 _PageModifyPermissions
00010134 __PageQuery

00010135 _EnterMustComplete
00010136 _LeaveMustComplete
00010137 _ResumeExecMustComplete
00010138 _GetThreadTerminationStatus
00010139 _GetInstancelInfo

0001013A _ExecIntMustComplete
0001013B _ExecVxDIntMustComplete
0001013cC Begin V86 Serialization
0001013D Unhook V86 Page

0001013E VMM GetVxDLocationList
0001013F VMM GetDDBList

00010140 Unhook NMI Event

00010141 Get Instanced V86 Int Vector
00010142 Get Set Real DOS PSP
00010143 Call Priority Thread Event
00010144 Get System Time Address
00010145 Get Crit Status_ Thread
00010146 Get DDB

00010147 Directed Sys Control
00010148 _RegOpenKey

00010149 _RegCloseKey

0001014A _RegCreateKey

0001014B _RegDeleteKey

0001014cC _RegEnumKey

0001014D _RegQueryValue

0001014E _RegSetValue

0001014F _RegDeleteValue

00010150 _RegEnumValue

00010151 _RegQueryValueEx

00010152 _RegSetValueEx

00010153 _CallRing3

00010154 Exec PM Int

00010155 _RegFlushKey

00010156 _PageCommitContig

00010157 __GetCurrentContext
00010158 _LocalizeSprintf

00010159 _LocalizeStackSprintf
00010154 Call Restricted Event

0001015B Cancel Restricted Event



0001015C
0001015D
0001015E
0001015F
00010160
00010161
00010162
00010163
00010164
00010165
00010166
00010167
00010168
00010169
0001016A
0001016B
0001016C
0001016D
0001016E
0001016F
00010170
00010171
00010172
00010173
00010174
00010175
00010176
00010177
00010178
00010179
0001017A
0001017B
0001017C
0001017D
0001017E
0001017F
00010180
00010181
00010182
00010183
00010184
00010185
00010186
00010187
00010188
00010189
0001018A
0001018B
0001018C
0001018D
0001018E
0001018F
00010190
00010191

FFFEFFFEE

Register PEF Provider
_GetPhysPagelInfo
_RegQueryInfoKey

MemArb Reserve Pages
Time Slice Sys VM Idle
Time Slice Sleep

Boost With Decay

Set Inversion Pri

Reset Inversion Pri
Release Inversion Pri
Get Thread Win32 Pri
Set Thread Win32 Pri
Set Thread Static_ Boost
Set VM Static Boost
Release Inversion Pri ID
Attach Thread To Group
Detach Thread From Group
Set Group Static Boost
_GetRegistryPath
_GetRegistryKey

Cleanup Thread State
_RegRemapPreDefKey

End V86 Serialization
_Assert Range

_Sprintf
_PageChangePager
_RegCreateDynKey
_RegQueryMultipleValues
Boost Thread With VM
Get Boot Flags

Set Boot Flags
_lstrcpyn

_1lstrlen

_lmemcpy

__GetVxDName

Force Mutexes Free
Restore Forced Mutexes
_AddReclaimableItem
_SetReclaimableItem
_EnumReclaimableItem
Time Slice Wake Sys VM
VMM Replace Global Environment
Begin Non Serial Nest V86 Exec
Get Nest Exec Status
Open Boot Log

Write Boot Log

Close Boot Log
EnableDisable Boot Log
_Call On My Stack

Get Inst V86 Int Vec Base
_lstrcmpi

_strupr

Log Fault Call Out
_AtEventTime

DEBUG



00020000
00020001
00020002
00020003

FFFFFFEFF
00030000
00030001
00030002
00030003
00030004
00030005
00030006
00030007
00030008
00030009
0003000A
0003000B
0003000C
0003000D
0003000E
0003000F
00030010
00030011
00030012
00030013
00030014
00030015
00030016
00030017
00030018

FFFFEFFEFFE
00040000
00040001
00040002
00040003
00040004
00040005
00040006
00040007
00040008
00040009
0004000A
0004000B
0004000C
0004000D
0004000E
0004000F
00040010
00040011
00040012
00040013
00040014
00040015

DEBUG Get Version
DEBUG Fault
DEBUG_ CheckFault
_DEBUG_LoadSyms

VPICD

VPICD Get Version

VPICD Virtualize IRQ

VPICD Set Int Request

VPICD Clear Int Request

VPICD Phys EOI

VPICD Get Complete Status
VPICD Get Status

VPICD Test Phys Request

VPICD Physically Mask

VPICD Physically Unmask
VPICD Set Auto Masking

VPICD Get IRQ Complete Status
VPICD Convert Handle To IRQ
VPICD Convert TIRQ To Int
VPICD Convert Int To IRQ
VPICD Call When Hw Int

VPICD Force Default Owner
VPICD Force Default Behavior
VPICD Auto Mask At Inst Swap
VPICD Begin Inst Page Swap
VPICD End Inst Page Swap
VPICD Virtual EOI

VPICD Get Virtualization Count
VPICD Post Sys Critical Init
VPICD VM SlavePIC Mask Change

VDMAD

VDMAD Get Version

VDMAD Virtualize Channel
VDMAD Get Region Info
VDMAD Set Region Info
VDMAD Get Virt State
VDMAD Set Virt State
VDMAD Set Phys State
VDMAD Mask Channel

VDMAD UnMask Channel
VDMAD Lock DMA Region
VDMAD Unlock DMA Region
VDMAD Scatter Lock
VDMAD Scatter Unlock
VDMAD Reserve Buffer Space
VDMAD Request Buffer
VDMAD Release Buffer
VDMAD Copy To Buffer
VDMAD Copy From Buffer
VDMAD Default Handler
VDMAD Disable Translation
VDMAD Enable Translation
VDMAD Get EISA Adr Mode



00040016 VDMAD Set EISA Adr Mode

00040017 VDMAD Unlock DMA Region No Dirty
00040018 VDMAD Phys Mask Channel
00040019 VDMAD Phys Unmask Channel
0004001A VDMAD Unvirtualize Channel
0004001B VDMAD Set IO Address
0004001C VDMAD Get Phys Count
0004001D VDMAD Get Phys Status
0004001E VDMAD Get Max Phys Page
0004001F VDMAD Set Channel Callbacks
00040020 VDMAD Get Virt Count
00040021 VDMAD Set Virt Count
FFFFEFFEFFE VTD

00050000 VTD Get Version

00050001 VTD Update System Clock
00050002 VTD Get Interrupt Period
00050003 VTD Begin Min Int Period
00050004 VTD End Min Int Period
00050005 VID Disable Trapping
00050006 VTD Enable Trapping
00050007 VTD Get Real Time

00050008 VTD Get Date And Time
00050009 VTD Adjust VM Count
0005000A VID Delay

FFFFEFFEFF V8 6MMGR

00060000 V86MMGR_Get Version
00060001 V86MMGR Allocate V86 Pages
00060002 V86MMGR Set EMS XMS Limits
00060003 V86MMGR Get EMS XMS Limits
00060004 V86MMGR Set Mapping Info
00060005 V86MMGR Get Mapping Info
00060006 V86MMGR Xlat API

00060007 V86MMGR Load Client Ptr
00060008 V86MMGR Allocate Buffer
00060009 V86MMGR Free Buffer
0006000A VB86MMGR Get Xlat Buff State
0006000B V86MMGR Set Xlat Buff State
0006000C V86MMGR_Get VM Flat Sel
0006000D V86MMGR Map_ Pages

0006000E V86MMGR Free Page Map Region
0006000F V86MMGR_ LocalGlobalReg
00060010 V86MMGR_GetPgStatus
00060011 V86MMGR_SetLocalA20
00060012 V86MMGR ResetBasePages
00060013 V86MMGR_SetAvailMapPgs
00060014 V86MMGR NoUMBInitCalls
00060015 V86MMGR_Get EMS XMS Avail
00060016 V86MMGR Toggle HMA

00060017 V86MMGR Dev Init

00060018 V86MMGR _Alloc UM Page

FFFEFFFEF PageSwap



00070000
00070001
00070002
00070003
00070004
00070005
00070006
00070007
00070008
00070009

FFFFEFFEFE
000A0000
000A0001
000A0002
000A0003
000A0004
000A0005
000A0006
000A0007
000A0008
000A0009
000A000A
000A000B
000A000C
000A000D
000AO000E
000AO000F
000AQ0010
000AQ0011
000A0012
000A0013
000A0014
000AQ0015
000AQ0O01l6

FFFFFFEFFE
000B0O00O
000B0O0OO1
000B0002
000B0O00O3

FFFFEFFEFFE
000C0000
000C0001
000C0002
000C0003
000Cc0004
000C0005
000C0006
000C0007
000C0008
000C0009

PageSwap Get Version
PageSwap Invalid Servicel
PageSwap Invalid Service2
PageSwap Invalid Service3
PageSwap Invalid Service4
PageSwap Invalid Serviceb5
PageSwap Test IO Valid
PageSwap Read Or Write
PageSwap Grow File
PageSwap Init File

VDD

VDD _Get Version

VDD PIF State

VDD Get GrabRtn

VDD Hide Cursor

VDD Set VMType

VDD Get ModTime

VDD Set HCurTrk

VDD Msg ClrScrn

VDD Msg ForColor

VDD Msg BakColor

VDD Msg TextOut

VDD Msg SetCursPos

VDD Query Access

VDD Check Update Soon
VDD Get Mini Dispatch Table
VDD Register Virtual Port
VDD Get VM Info

VDD Get Special VM IDs
VDD Register Extra Screen Selector
VDD Takeover VGA Port

VDD Get DISPLAYINFO

VDD Do Physical IO

VDD Set Sleep Flag Addr

VSD

VSD Get Version
VSD Bell
VSD_SoundOn
VSD_TakeSoundPort

VMD

VMD Get Version

VMD_ Set Mouse Type

VMD Get Mouse Owner

VMD Post Pointer Message
VMD Set Cursor Proc

VMD Call Cursor Proc

VMD Set Mouse Data

VMD Get Mouse Data

VMD Manipulate Pointer Message
VMD Set Middle Button



000co00A VMD Enable Disable Mouse Events

000C000B VMD Post Absolute Pointer Message
FEFFFFEFE VKD

000D0000 VKD _Get Version

000D0001 VKD Define Hot Key

000D0002 VKD _Remove Hot Key

000D0003 VKD Local Enable Hot Key
000D0004 VKD Local Disable Hot Key
000D0005 VKD Reflect Hot Key
000D0006 VKD Cancel Hot Key State
000D0007 VKD Force Keys

000D0008 VKD _Get Kbd Owner

000D000S VKD Define Paste Mode
000D000A VKD Start Paste

000D000B VKD Cancel Paste

000D000C VKD Get Msg Key

000D000D VKD Peek Msg Key

000DOOOE VKD Flush Msg Key Queue
000DOOOF VKD Enable Keyboard
000D0010 VKD Disable Keyboard
000D0011 VKD Get Shift State
000D0012 VKD Filter Keyboard Input
000D0013 VKD Put Byte

000D0014 VKD Set Shift State
FFFFFFFFE VCD

000E0000 VCD_Get Version

000E0001 VCD_Set Port Global
000E0002 VCD_Get Focus

000E0003 VCD Virtualize Port
000E0004 VCD_Acquire Port

000E0005 VCD Free Port

000E0006 VCD Acquire Port Windows Style
000E0007 VCD_Free Port Windows_ Style
000E0008 VCD Steal Port Windows Style
000E0009 VCD Find COM Index

000E000A VCD Set Port Global Special
000EO00B VCD Virtualize Port Dynamic
000E000C VCD Unvirtualize Port Dynamic
FEFFFFEE I0S

00100000 IOS Get Version

00100001 IOS BD Register Device
00100002 IOS Find Intl3 Drive
00100003 IOS Get Device List
00100004 I0S_ SendCommand

00100005 I0S BD Command Complete
00100006 I0S Synchronous Command
00100007 I0OS Register

00100008 IOS Requestor Service
00100009 I0S Exclusive Access
0010000A IOS Send Next Command

0010000B IOS Set Async Time Out



0010000C IOS Signal Semaphore No Switch

0010000D IOSIdleStatus

0010000E IOSMapIORSToIZ24

0010000F IOSMapIORSToIZ21

00100010 PrintLog

FFFEFFFEF VMCPD

00110000 VMCPD_Get Version

00110001 VMCPD_Get Virt State
00110002 VMCPD_Set Virt State
00110003 VMCPD Get CRO State
00110004 VMCPD Set CRO State
00110005 VMCPD_Get Thread State
00110006 VMCPD_Set Thread State
00110007 _VMCPD Get FP Instruction Size
00110008 VMCPD_Set Thread Precision
FFFEFFFEE EBIOS

00120000 EBIOS Get Version

00120001 EBIOS Get Unused Mem
FFFEFFFEF VNETBIOS

00140000 VNETBIOS Get Version
00140001 VNETBIOS Register

00140002 VNETBIOS Submit

00140003 VNETBIOS Enum

00140004 VNETBIOS Deregister
00140005 VNETBIOS Register?2
00140006 VNETBIOS Map

00140007 VNETBIOS Enum2

FFFEFFFEE DOSMGR

00150000 DOSMGR _Get Version
00150001 _DOSMGR_Set Exec VM Data
00150002 DOSMGR Copy VM Drive State
00150003 _DOSMGR_Exec VM

00150004 DOSMGR Get IndosPtr
00150005 DOSMGR_Add Device

00150006 DOSMGR Remove Device
00150007 DOSMGR Instance Device
00150008 DOSMGR_Get DOS Crit Status
00150009 DOSMGR _Enable Indos_Polling
0015000A DOSMGR BackFill Allowed
0015000B DOSMGR_LocalGlobalReg
0015000cC DOSMGR Init UMB Area
0015000D DOSMGR Begin V86 App
0015000E DOSMGR _End V86 App
0015000F DOSMGR Alloc Local Sys VM Mem
00150010 DOSMGR_Grow_CDSs

00150011 DOSMGR Translate Server DOS Call

00150012 DOSMGR _MMGR PSP Change Notifier



FFFFFFEFFE
00170000
00170001
00170002
00170003
00170004
00170005
00170006
00170007
00170008
00170009
0017000A
0017000B
0017000C
0017000D
0017000E
0017000F
00170010
00170011
00170012
00170013
00170014
00170015
00170016
00170017
00170018
00170019
0017001A
0017001B

FFFFEFFEFE
00180000
00180001
00180002
00180003

FFFFFFEFFE
001A0000
001A0001
001A0002

FEFFFFFEFE
001B000O

FFFFFFFF
001C0000

FFFFEFFEFFE
00200000
00200001
00200002
00200003

SHELL

SHELL Get Version

SHELL Resolve Contention
SHELL Event

SHELL SYSMODAL Message

SHELL Message

SHELL GetVMInfo

_SHELL PostMessage

_SHELL_ ShellExecute

_SHELL PostShellMessage

SHELL DispatchRingOAppyEvents
SHELL Hook Properties

SHELL Unhook Properties

SHELL Update User Activity
_SHELL QueryAppyTimeAvailable
_SHELL CallAtAppyTime

_SHELL CancelAppyTimeEvent

_ SHELL BroadcastSystemMessage
_SHELL HookSystemBroadcast
_SHELL UnhookSystemBroadcast
_SHELL LocalAllocEx

_SHELL LocalFree

_SHELL LoadLibrary

_SHELL FreeLibrary

_SHELL GetProcAddress

_SHELL CallDll

_SHELL SuggestSingleMSDOSMode
SHELL CheckHotkeyAllowed
_SHELL_ GetDOSAppInfo

VMPoll
VMPoll Get Version
VMPoll Enable Disable
VMPoll Reset Detection
VMPoll Check Idle

DOSNET

DOSNET Get Version

DOSNET Send FILESYSCHANGE
DOSNET Do PSP_Adjust

VED
VFD _Get Version

VDD2
VDD2 Get Version

Intl3

Intl3 Get Version

Intl3 Device Registered
Intl3 Translate VM Int
Intl3 Hooking BIOS Int



00200004

FFFFEFFEFFE
00210000
00210001
00210002
00210003
00210004
00210005
00210006
00210007
00210008
00210009

FFFFFFEFFE
00260000
00260001
00260002
00260003
00260004
00260005
00260006
00260007
00260008
00260009
0026000A
0026000B
0026000C
0026000D

FFFFFFEFFE
00270000
00270001
00270002
00270003
00270004
00270005
00270006
00270007
00270008
00270009
0027000A
0027000B
0027000C
0027000D
0027000E
0027000F
00270010
00270011

FFFFFFFF
002A0000
002A0001

Intl3 Unhooking BIOS Int

PageFile
PageFile Get Version
PageFile Init File
PageFile Clean Up
PageFile Grow File
PageFile Read Or Write
PageFile Cancel
PageFile Test IO Valid
PageFile Get Size Info
PageFile Set Async Manager
PageFile Call Async_Manager

VPOWERD

_VPOWERD Get Version
_VPOWERD Get APM BIOS Version
_VPOWERD Get Power Management Level
_VPOWERD Set Power Management Level
_VPOWERD Set Device Power State
_VPOWERD_ Set System Power State
_VPOWERD Restore Power On Defaults
_VPOWERD Get Power Status
_VPOWERD_ Get Power State
_VPOWERD OEM APM Function

_VPOWERD Register Power Handler
_VPOWERD Deregister Power Handler
_VPOWERD W32 Get System Power Status
_VPOWERD W32 Set System Power State

VXDLDR

VXDLDR GetVersion
VXDLDR LoadDevice
VXDLDR UnloadDevice
VXDLDR DevInitSucceeded
VXDLDR DevInitFailed
VXDLDR GetDevicelist
VXDLDR UnloadMe

_PELDR LoadModule
_PELDR GetModuleHandle
_PELDR GetModuleUsage
_PELDR GetEntryPoint
_PELDR GetProcAddress
_PELDR AddExportTable
_PELDR RemoveExportTable
_PELDR FreeModule
VXDLDR Notify

_PELDR InitCompleted
_PELDR LoadModuleEx

VWIN32
VWIN32 Get Version
VWIN32 DIOCCompletionRoutine



00220002
002A0003
00220004
002A0005
00220006
002A0007
002A0008
00220009
002A000A
002A000B
002A000C
002A000D
002A000E
002A000F
002A0010
002A0011
002A0012
002A0013
002A0014
002A0015
00220016
002A0017
002A0018
00220019
002A001A
002A001B
002A001C

FFEFFEFFEFE
002B000O
002B0001
002B0002
002B0003
002B0004
002B0005
002B0006
002B0007
002B0008
002B0009
002B0O00OA
002B0O00OB
002B0O00OC
002B0O00D
002BO0OOE
002BOOOF
002B0010
002B0011
002B0012
002B0013
002B0014
002B0015
002B0016
002B0O017
002B0018
002B0019

_VWIN3Z2 QueueUserApc
_VWIN32 Get Thread Context
_VWIN32 Set Thread Context
_VWIN32 CopyMem
_VWIN32 Npx Exception
_VWIN32 Emulate Npx
_VWIN32 CheckDelayedNpxTrap
VWIN32 EnterCrstRO

VWIN32 LeaveCrstRO

_VWIN32 FaultPopup

VWIN32 GetContextHandle

VWIN32 GetCurrentProcessHandle go

_VWIN32 SetWin32Event
_VWIN32 PulseWin32Event
_VWIN32 ResetWin32Event
_VWIN32 WaitSingleObject
_VWIN32 WaitMultipleObjects
_VWIN32 CreateRingOThread
_VWIN32 CloseVxDHandle
VWIN32 ActiveTimeBiasSet
VWIN32 GetCurrentDirectory
VWIN32 BlueScreenPopup
VWIN32 TerminateApp
_VWIN32 QueueKernelAPC
VWIN32 SysErrorBox

_VWIN32 IsClientWin32
VWIN32 IFSRIPWhenLev2Taken

VCOMM

VCOMM_ Get Version

_VCOMM Register Port Driver
_VCOMM Acquire Port
_VCOMM Release Port
_VCOMM OpenComm

_VCOMM SetCommState
_VCOMM GetCommState
_VCOMM SetupComm

_VCOMM TransmitCommChar
_VCOMM CloseComm

_VCOMM GetCommQueueStatus
_VCOMM ClearCommError
_VCOMM GetModemStatus
_VCOMM GetCommProperties
_VCOMM EscapeCommFunction
_VCOMM PurgeComm
_VCOMM_SetCommEventMask
_VCOMM GetCommEventMask
_VCOMM WriteComm

__VCOMM ReadComm

_VCOMM EnableCommNotification
_VCOMM GetLastError
_VCOMM Steal Port

_VCOMM SetReadCallBack
_VCOMM_ SetWriteCallBack
_VCOMM Add Port

go

N arars



002B001A _VCOMM GetSetCommTimeouts

002B001B _VCOMM_SetWriteRequest
002B0O0O1C _VCOMM SetReadRequest

002B001D _VCOMM Dequeue Request
002BO01E _VCOMM Enumerate DevNodes
002BO01F VCOMM Map Win32DCB_To RingO
002B0020 VCOMM Map RingODCB To Win32
002B0021 _VCOMM Get Contention Handler
002B0022 _VCOMM Map Name To Resource
FFFFEFFEFE CONFIGMG

00330000 _CONFIGMG_ Get Version

00330001 _CONFIGMG Initialize

00330002 _CONFIGMG Locate DevNode
00330003 _CONFIGMG Get Parent

00330004 _CONFIGMG Get Child

00330005 _CONFIGMG Get Sibling

00330006 _CONFIGMG Get Device ID Size
00330007 _CONFIGMG Get Device ID
00330008 _CONFIGMG Get Depth

00330009 _CONFIGMG Get Private DWord
0033000A _CONFIGMG Set Private DWord
0033000B _CONFIGMG Create DevNode
0033000C _CONFIGMG Query Remove SubTree
0033000D _CONFIGMG Remove SubTree
0033000E _CONFIGMG Register Device Driver
0033000F _CONFIGMG Register Enumerator
00330010 _CONFIGMG _Register Arbitrator
00330011 _CONFIGMG Deregister Arbitrator
00330012 _CONFIGMG Query Arbitrator Free Size
00330013 _CONFIGMG Query Arbitrator Free Data
00330014 _CONFIGMG Sort NodeList
00330015 _CONFIGMG Yield

00330016 _CONFIGMG Lock

00330017 _CONFIGMG Unlock

00330018 _CONFIGMG Add Empty Log Conf
00330019 _CONFIGMG Free Log Conf
0033001A _CONFIGMG Get First Log Conf
0033001B _CONFIGMG Get Next Log Conf
0033001C _CONFIGMG Add Res Des

0033001D _CONFIGMG Modify Res Des
0033001E _CONFIGMG Free Res Des
0033001F _CONFIGMG Get Next Res Des
00330020 _CONFIGMG Get Performance Info
00330021 _CONFIGMG Get Res Des Data Size
00330022 _CONFIGMG Get Res Des Data
00330023 _CONFIGMG Process Events Now
00330024 _CONFIGMG Create Range List
00330025 _CONFIGMG_Add Range

00330026 _CONFIGMG Delete Range
00330027 _CONFIGMG Test Range Available
00330028 _CONFIGMG Dup Range List
00330029 _CONFIGMG Free Range List
0033002A _CONFIGMG Invert Range List
0033002B _CONFIGMG Intersect Range List

0033002C _CONFIGMG First Range



0033002D
0033002E
0033002F
00330030
00330031
00330032
00330033
00330034
00330035
00330036
00330037
00330038
00330039
0033003A
0033003B
0033003C
0033003D
0033003E
0033003F
00330040
00330041
00330042
00330043
00330044
00330045
00330046
00330047
00330048
00330049
0033004A
0033004B
0033004cC
0033004D
0033004E
0033004F
00330050
00330051
00330052
00330053
00330054
00330055
00330056
00330057
00330058
00330059
0033005A

FFFFFFEFF
00360000
00360001
00360002
00360003
00360004
00360005

_CONFIGMG Next Range
_CONFIGMG Dump Range List
_CONFIGMG Load DLVxDs
_CONFIGMG Get DDBs
_CONFIGMG Get CRC_CheckSum
_CONFIGMG Register DevLoader
_CONFIGMG Reenumerate DevNode
_CONFIGMG Setup DevNode
_CONFIGMG Reset Children Marks
_CONFIGMG Get DevNode Status
_CONFIGMG Remove Unmarked Children
_CONFIGMG ISAPNP To CM

_CONFIGMG CallBack Device Driver
_CONFIGMG CallBack Enumerator
_CONFIGMG Get Alloc Log Conf
_CONFIGMG Get DevNode Key Size
_CONFIGMG Get DevNode Key
_CONFIGMG Read Registry Value
_CONFIGMG Write Registry Value
_CONFIGMG Disable DevNode

_CONFIGMG Enable DevNode
_CONFIGMG Move DevNode
_CONFIGMG Set Bus Info
_CONFIGMG Get Bus Info
_CONFIGMG Set HW Prof

_CONFIGMG Recompute HW Prof
_CONFIGMG Query Change HW Prof
_CONFIGMG Get Device Driver Private DWord
_CONFIGMG_Set Device Driver Private DWord
_CONFIGMG Get HW Prof Flags
_CONFIGMG Set HW Prof Flags
_CONFIGMG Read Registry Log Confs
_CONFIGMG Run_ Detection
_CONFIGMG Call At Appy Time
_CONFIGMG Fail Change HW Prof
_CONFIGMG Set Private Problem
_CONFIGMG Debug DevNode
_CONFIGMG Get Hardware Profile Info
_CONFIGMG Register Enumerator Function
_CONFIGMG Call Enumerator Function
_CONFIGMG_Add ID
_CONFIGMG Find Range
_CONFIGMG Get Global State
_CONFIGMG Broadcast Device Change Message
_CONFIGMG Call DevNode Handler
_CONFIGMG_Remove Reinsert All

VFBACKUP
VFBACKUP Get Version
VFBACKUP_ Lock NEC
VFBACKUP_ UnLock NEC
VFBACKUP_ Register NEC
VFBACKUP Register VFD
VFBACKUP Lock All Ports



FFFFFFEFFE
00370000
00370001
00370002
00370003
00370004
00370005
00370006
00370007
00370008
00370009

FFFFFFEFFE
00380000
00380001

FFFFFFEFFE
00400000
00400001
00400002
00400003
00400004
00400005
00400006
00400007
00400008
00400009
0040000A
0040000B
0040000C
0040000D
0040000E
0040000F
00400010
00400011
00400012
00400013
00400014
00400015
00400016
00400017
00400018
00400019
0040001A
0040001B
0040001C
0040001D
0040001E
0040001F
00400020
00400021
00400022
00400023
00400024
00400025

VMINT

VMINI GetVersion
VMINI Update

VMINI Status

VMINI DisplayError
VMINI SetTimeStamp
VMINI Siren

VMINI RegisterAccess
VMINI GetData
VMINI ShutDownItem
VMINI RegisterSK

VCOND
VCOND_Get Version
VCOND_ Launch ConApp Inherited

IFSMgr
IFSMgr Get Version
IFSMgr RegisterMount
IFSMgr RegisterNet
IFSMgr RegisterMailSlot
IFSMgr Attach

IFSMgr Detach
IFSMgr Get NetTime
IFSMgr Get DOSTime
IFSMgr_ SetupConnection
IFSMgr DerefConnection
IFSMgr ServerDOSCall
IFSMgr CompleteAsync
IFSMgr RegisterHeap
IFSMgr GetHeap

IFSMgr RetHeap
IFSMgr_ CheckHeap
IFSMgr CheckHeapItem
IFSMgr FillHeapSpare
IFSMgr Block

IFSMgr Wakeup

IFSMgr Yield

IFSMgr SchedEvent
IFSMgr QueueEvent
IFSMgr KillEvent
IFSMgr FreeIOReq
IFSMgr MakeMailSlot
IFSMgr DeleteMailSlot
IFSMgr WriteMailSlot
IFSMgr PopUp

IFSMgr printf

IFSMgr AssertFailed
IFSMgr LogEntry
IFSMgr DebugMenu
IFSMgr DebugVars
IFSMgr_ GetDebugString
IFSMgr GetDebugHexNum
IFSMgr NetFunction
IFSMgr DoDelAllUses



00400026
00400027
00400028
00400029
0040002A
0040002B
0040002C
0040002D
0040002E
0040002F
00400030
00400031
00400032
00400033
00400034
00400035
00400036
00400037
00400038
00400039
0040003A
0040003B
0040003C
0040003D
0040003E
0040003F
00400040
00400041
00400042
00400043
00400044
00400045
00400046
00400047
00400048
00400049
0040004A
0040004B
0040004C
0040004D
0040004E
0040004F
00400050
00400051
00400052
00400053
00400054
00400055
00400056
00400057
00400058
00400059
0040005A
0040005B
0040005C
0040005D
0040005E

IFSMgr SetErrString
IFSMgr GetErrString
IFSMgr SetRegHook

IFSMgr SetPathHook
IFSMgr UseAdd

IFSMgr UseDel

IFSMgr InitUseAdd

IFSMgr ChangeDir

IFSMgr DelAllUses

IFSMgr CDROM Attach
IFSMgr CDROM Detach
IFSMgr Win32DupHandle
IFSMgr Ring0 FileIO
IFSMgr Win32 Get Ring0 Handle
IFSMgr Get Drive Info
IFSMgr RingOGetDriveInfo
IFSMgr BlockNoEvents
IFSMgr NetToDosTime
IFSMgr DosToNetTime
IFSMgr DosToWin32Time
IFSMgr Win32ToDosTime
IFSMgr NetToWin32Time
IFSMgr Win32ToNetTime
IFSMgr MetaMatch

IFSMgr TransMatch

IFSMgr CallProvider
UniToBCS

UniToBCSPath

BCSToUni

UniToUpper

UniCharToOEM

CreateBasis
MatchBasisName
AppendBasisTail
FcbToShort

ShortToFcb

IFSMgr ParsePath

Query PhysLock
_VolFlush
NotifyVolumeArrival
NotifyVolumeRemoval
QueryVolumeRemoval
IFSMgr FSDUnmountCFESD
IFSMgr GetConversionTablePtrs
IFSMgr CheckAccessConflict
IFSMgr LockFile

IFSMgr UnlockFile
IFSMgr_ RemovelLocks
IFSMgr CheckLocks

IFSMgr CountLocks

IFSMgr ReassignLockFileInst
IFSMgr UnassignLockList
IFSMgr MountChildVolume
IFSMgr UnmountChildvVolume
IFSMgr SwapDrives

IFSMgr FSDMapFHtoIOREQ
IFSMgr FSDParsePath



0040005F IFSMgr FSDAttachSFT

00400060 IFSMgr GetTimeZoneBias
00400061 IFSMgr PNPEvent

00400062 IFSMgr RegisterCFSD

00400063 IFSMgr Win32MapExtendedHandleToSFET
00400064 IFSMgr DbgSetFileHandleLimit
00400065 IFSMgr Win32MapSFTToExtendedHandle
00400066 IFSMgr FSDGetCurrentDrive
00400067 IFSMgr InstallFileSystemApiHook
00400068 IFSMgr RemoveFileSystemApiHook
00400069 IFSMgr RunScheduledEvents
0040006A IFSMgr CheckDelResource
0040006B IFSMgr Win32GetVMCurdir
0040006C IFSMgr SetupFailedConnection
0040006D _GetMappedErr

0040006E ShortToLossyFcb

0040006F IFSMgr GetLockState

00400070 BcsToBcs

00400071 IFSMgr_ SetLoopback

00400072 IFSMgr ClearLoopback
00400073 IFSMgr ParseOneElement
00400074 BcsToBcsUpper

FFFFFFEFFE PERF

00480000 PERF Get Version

00480001 PERF Server Register
00480002 PERF Server Deregister
00480003 PERF Server Add Stat
00480004 PERF Server Remove Stat
FFFFFFEFE VRedir

04810000 VRedir Get Version

04810001 VRedir Register

04810002 VRedir MakeMailSlot

04810003 VRedir DeleteMailSlot
04810004 VRedir ServerEnum

FFFFEFFFFE VCache

048B0000 VCache Get Version

048B0001 VCache Register

048B0002 VCache GetSize

048B0003 VCache CheckAvail

048B0004 VCache FindBlock

048B0005 VCache FreeBlock

048B0006 VCache MakeMRU

048B0007 VCache Hold

048B0008 VCache Unhold

048B000S VCache Enum

048B000A VCache TestHandle

048B000OB VCache VerifySums

048B000OC VCache RecalcSums

048B000D VCache TestHold

048B0O00OE VCache GetStats

048BO00OF VCache Deregister



048B0010
048B0011
048B0012
048B0013
048B0014
048B0015
048B0016
048B0017
048B0018

FFFFFFFF
097C0000
097C0001

VCache AdjustMinimum

VCache SwapBuffers

VCache:RelinquishPage

VCache UseThisPage

_VCache CreateLookupCache
_VCache CloseLookupCache
_VCache DeleteLookupCache
_VCache Lookup
_VCache UpdateLookup

PCCARD
PCCARD Get Version

PCCARD Card Services

UNDEFINED
VMM
DEBUG
VPICD
VDMAD
VTD

V8 6MMGR
PAGESWAP
PARTTY
REBOOT
VDD

VSD

VMD

VKD

VCD

VPD
BLOCKDEV
VMCPD
EBTOS
BIOSXLAT
VNETBTOS
DOSMGR
WINLOAD
SHELL
VMPOLL
VPROD
DOSNET
VED

VDD2
WINDEBUG
TSRLOAD
BIOSHOOK
INT13
PAGEFILE
SCST
MCA_POS
SCSTFD
VPEND
APM
VPOWERD

0x0000
0x0001
0x0002
0x0003
0x0004
0x0005
0x0006
0x0007
0x0008
0x0009
0x000A
0x000B
0x000C
0x000D
0x000E
0x000F
0x0010
0x0011
0x0012
0x0013
0x0014
0x0015
0x0016
0x0017
0x0018
0x0019
0x001A
0x001B
0x001C
0x001D
0x001E
0x001F
0x0020
0x0021
0x0022
0x0023
0x0024
0x0025
0x0026
0x0026

/*

/*

/*
/*

/~k
/~k
/~k
/*
/*
/*
/*

Used for dynalink table */

Secondary display adapter */

TSR instance utility ID */
Bios interrupt hooker VxD */

Paging File device */

SCSI device */

MCA POS device */

SCSI FastDisk device */

Pen device */

Power Management device */

We overload APM since we replace it */



VXDLDR
NDIS
BIOS EXT
VWIN32
VCOMM
SPOOLER
WIN32S
DEBUGCMD
RESERVED

ATI HELPER

VNB
SERVER
CONFIGMG
DWCFGMG
SCSIPORT
VEBACKUP
ENABLE
VCOND
EFAX
DSVXD
ISAPNP
BIOS
WINSOCK
WSIPX
IFSMgr
VCDFSD
MRCI2
PCI
PELOADER
EISA
DRAGCLT
DRAGSRV
PERF
AWREDIR
ETEN
CHBIOS
VMSGD
VPPID
VIME
VHBIOSD

0x0027
0x0028
0x0029
0x002A
0x002B
0x002C
0x002D
0x002E
0x002F
0x0030
0x0031
0x0032
0x0033
0x0034
0x0035
0x0036
0x0037
0x0038
0x003A
0x003B
0x003C
0x003D
0x003E
0x003F
0x0040
0x0041
0x0042
0x0043
0x0044
0x0045
0x0046
0x0047
0x0048
0x0049
0x0060
0x0061
0x0062
0x0063
0x0064
0x0065

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/~k
/~k
/~k
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/~k
/~k
/*
/*
/*
/*
/*
/*
/*

VxD Loader device */

NDIS wrapper */

Fix Broken BIOS device */

for new WIN32-VxD */

New COMM device driver */

Local Spooler */

Win32S on Win 3.1 driver */

Debug command extensions */

Not currently in use */

grabbed by ATI */

Netbeui of snowball */

Server of snowball */

Configuration manager (Plug&Play) */
Configuration manager for win31 and DOS */
Dragon miniport loader/driver */
allows backup apps to work with NEC */
for access VxD */

Virtual Console Device - check vcond.inc */
EFAX VxD ID */

Dbl Space VxD ID */

ISA P&P Enumerator */

BIOS P&P Enumerator */

WinSockets */

WinSockets for IPX */

Installable File System Manager */
Static CDFS ID */

DrvSpace compression engine */

PCI P&P Enumerator */

PE Image Loader */

EISA P&P Enumerator */

Dragon network client */

Dragon network server */

Config/stat info */

AtWork Network FSD */

ETEN DOS (Taiwan) driver */

CHBIOS DOS (Korean) driver */

DBCS Message Mode driver */

PC-98 System Control PPI */

Virtual DOS IME */

HBIOS (Korean) for HWin31 driver */












VMM_GetVxDLocationList

VMM GetVxDLocationList
include vmm.inc

VMMCall VMM GetVxDLocationList

jz ErrorHandler

mov [TableAddress], eax
mov [VxDCount], edx

mov [TableSize], ecx

Returns the address of the VxD location list in EAX,
returns the count of VxDs in EDX, and returns the
list size (in bytes) in ECX. Uses EAX, ECX, and EDX.

Returns the address of the VxD if the function

succeeds; otherwise, sets the zero flag.

The VxD location list is a packed array of variable-length

Device Location List structures.

/***********k**k‘k*k‘k**************k‘k*k‘k*****k*k*************************************

Object types supported by the vxd loader

(VXDLDR uses this)

Also Init type objects should be added to the second part of the

list (which starts with ICODE OBJ) .

*
*
*
* Notes : Low bit of all CODE type objects should be set
*
*
*
*

*********‘k*k**k‘k*k‘k**************k‘k*****k‘k**********‘k*‘k*k‘k*k‘k**********************/

#define RCODE OBJ =1
#define LCODE_OBJ 0x01
#define LDATA OBJ 0x02
#define PCODE OBJ 0x03
#define PDATA OBJ 0x04
#define SCODE_OBJ 0x05
#define SDATA OBJ 0x06
#define CODE16 OBJ 0x07
#define LMSG OBJ 0x08
#define PMSG_OBJ 0x09
#define DBOC_OBJ 0x0B
#define DBOD_OBJ 0x0C
#define PLCODE OBJ 0x0D
#define PPCODE OBJ 0x0F
#define ICODE_OBJ 0x11
#define IDATA OBJ 0x12

#define ICODEl6_ OBJ 0x13



#define IMSG_OBJ 0x14

struct ObjectLocation {
ULONG OL LinearAddr ;
ULONG OL Size ;
UCHAR OL ObjType ;
bog

#define MAXOBJECTS 25

/******‘k******************‘k***************************************************
*

& Device Location structure

*

*****************************************************************************/

struct Device Location List ({

ULONG DLL DDB ;

UCHAR DLL NumObjects ;

struct ObjectLocation DLL ObjLocation[1];
i

PVOID VMM GetVxDLocationList (PDWORD pVxDCount, PDWORD pTableSize) ;

The VMM GetVxDLocationList service returns the address of the VxD
location list, returns the count of VxDs, and returns the list size
(in bytes).

Parameter Description

pVxDCount Address of location to receive the count of VxDs in the list.
pTableSize Address of location to receive size of table.

Returns

If the service succeeds, it returns the address of an array of
_DeviceData structures. Otherwise returns zero.

Comments

The VxD location list is a packed array of variable-length
_DeviceData structures. Each entry corresponds to one statically
loaded VxD. To get the list of dynamic VxDs, see

VXDLDR GetDevicelList.

typedef struct SegmentData
{

PVOID sd Base; // base address
DWORD sd_Size; // size of segment
BYTE sd_Type; // segment type code

} SEGMENTDATA, *PSEGMENTDATA;

typedef struct DeviceData
{

























































IDC overall

See also:

IDA pro

Structures defined in IDC
Enums defined in IDC

IDC files:

Sym in.idc by myself
Fultree.idc


file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/sym_in.idc
file:///C:/Users/ADMINI~1/AppData/Local/Temp/calibre_qwb5jt/jlgxct_pdf_out/fultree.idc











































<?xml version='1l.0' encoding='utf-8'?>
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<title>IM</title>

<link href="stylesheet.css" rel="stylesheet"
type="text/css"/>
<link href="page styles.css" rel="stylesheet" type="text/css"/>
</head>

<body class="calibre62" id="a64">

<p class="calibre8">
<object id="a63" type="application/x-oleobject"
classid="clsid:adb880a6-d8ff-11cf-9377-00aa003b7a11"
width="262" height="100%" class="calibreo63">
<param name="Command" value="contents" class="calibre30"/>
<param name="flags" value="0x0,0x35, 0xFFFFFEFFF"
class="calibre30"/>
<param name="Iteml" value="w95.hhc" class="calibre30"/>
</object>
</p>

<div 1d="I15s7AWLvxF63S2TjtwXD7" style="display:block
!important; page-break-before: always !important; break-before:
always !important; white-space: pre-wrap !important">

<a href="#a63" style="min-width: 10px !important; min-height:
10px !important; border: solid 1lpx !important;"> </a>

<a href="#a64" style="min-width: 10px !important; min-height:
10px !important; border: solid 1lpx !important;"> </a> <a
href="#I15s7AWLVXF63S2TjtwXD7" style="min-width: 10px
!important; min-height: 10px !important; border: solid 1lpx
!important;"> </a> </div></body></html>



NE overall

1. NE exe file format

2. modl6 structure

3. Imglé
HINSTANCE LoadLibrary ("USER") ; //this return Imglé6

About NE

// Build NE app with BC++5.0
// bcc -M -ml -tWE ne.cpp

#include "windows.h"
int FAR PASCAL WinMain (HINSTANCE hinstCurrent, HINSTANCE hinstPrevious,
LPSTR lpszCmdLine, int nCmdShow)

{
MessageBox (NULL, "Message 1l6bit", "Message Box", MB OK|MB APPLMODAL) ;

}

Debug it in SoftICE:
\siw\utill6\msym ne.map
\siw\loader32 ne.sym
\siw\loader32 ne.exe

or:

\siw\utill6\msym ne.map
\siw\utill6\dldr ne.sym
-BPX winmain

ne.exe

LoadLibraryl6 ("USER.EXE") will return 165f
but 'mod' command in SoftICE will return 1777
Whats the difference ?

Temperaly, I name 1777 as Modl6, name 165f as Imglobase

and I find

Imgl6base = Modl6: (pw[Modl6:8]+8)
:1dt 1777
Sel. Type Base Limit DPL Attributes
1777 Datalé 801DFB20 0000175F 3 P RW
:1dt 165e
Sel. Type Base Limit DPL Attributes

165F Datalé6 81F3A000 O0O021FFFF 3 P RW



:d 1777:0

1777:00000000
1777:00000010
1777:00000020
1777:00000030
1777:00000040
1777:00000050
1777:00000060
1777:00000070

:d 165e:0

165F:00000000
165F:00000010
165F:00000020
165F:00000030
165F:00000040
165F:00000050
165F:00000060
165F:00000070

:mod user
hMod Base
1777

454E 003B
0000 0000
22C0 0040
O1FF 0005
01DE 187A
1EA4 1767
69AB 4146
174E 0ES8O0

0000 0000
0000 4300
7363 734D
6362 4D73
6F72 206C
656D 6874
7574 0073
0000 0000

PEHeader Module Name

084A
2252
019E
0000
4146

164F
0015
07E4
0002
187C

03AA B71F

69AC
85CE

0005
6168
4D67
6773
6170
646F
0031
0000

USER

1757
5156

14D0
6172
646F
6F4D
656E
0000
0030
1634

0194
0000
0809
0819
176F
4146
0CDC
85CE

1500
7463
0065
6564
5C6C
6873
0002
0000

1375 C341
0000 0023
0819 18F5
0819 0225
02AC 1EA4
B720 175F
32D6 5156
1746 12C4

0000 0000
7265 0073
6F46 746E
0000 6F63
6E69 7570
7T76F 7320
6700 0016
7953 7473

File Name

0023
0008
0000
0400
4146
097D
32D6
B8BF

0000
6244
4400
746E
2074
6174
0000
6D65

L
z.FA|.0o..... FA
e RN FA . .},
JAFALIW. .. .2VQ.2
N..... VO..F.....

...Characters.Db
csMsgMode.Font.D
bcsMsgMode. . cont
rol panell\input

method. .show sta
tus.1.0....9....
...... 4...System

C:\PWINO98\SYSTEM\user.exe














































































































http://www.datarescue.com/ida.htm
http://www.datarescue.com/ida/demo37.zip
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