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Abstract: This paper presents development considerations of the multichannel Anti Drone Radio-Jammer (ADRO)
system, which is intended for illicit drone mission prevention. The objectives of ADRO implementation are to jam and
disable communication signals for command, control, video signals transmission, telemetry and navigation of enemy
drone systems and devices. Such multidisciplinary functions are allowed by the generation of optimum jamming signals
of drone navigation and wireless radio-frequency communication. Drones require reliable navigation for their
autonomous or semi-autonomous operation. That’s why one way for successful jamming is to block the Global
Navigation Satellite System (GNSS) receiver on the drone. The transmitter unit in ADRO is realized in five frequency
bands, thus allowing free selection of different jamming strategies and emission power depending on the required
situation. With the help of a compact remote control, it is extremely easy to operate ADRO system by selecting the
appropriate tactical jamming scenarios. The performed tests have proved that drone may be effectively disabled and
grounded at its current location as the result of ADRO function.

Keywords: Anti Drone Radio Jammer, Global Navigation Satellite System, jamming strategy, jamming range.

problem of drones jamming. Solutions [2]-[11] are only a
part of literature related to drone jamming.

1. INTRODUCTION

The methods for drone jamming pertain to the universal
jamming methods such as sweep jamming, barrage
jamming, multisweep jamming and so on. IRITEL has
long-term results both in theory and practical realizations
of such solutions [12]-[23], especially against Remote
Controlled Improvised Explosive Devices (RCIEDs). The
realized jammer solutions were presented on a number of
national and international exhibitions, including
Eurosatory 2018 — Defense & Security International
Exhibition in Paris. These experiences are used in the
realization of drone illicit missions jammer.

The overall socio-economic progress and especially the
development of information and communication
technologies and  the  creation of  global
telecommunication networks led to the construction and
the expansion of unmanned aerial vehicles (UAVs), better
known as drones. The term unmanned aerial system
(UAS), which is also used for drones, designates that
there is a number of other resources which allow drones
application. They are the drone ground control (its pilot)
as well as communication between the pilot and the drone
and drone navigation.

There are two important phases in the fight against drone Section 2 of this paper deals with the presentation of

illicit application: 1. drones detection and identification
and 2. drones jamming [1]. Institute IRITEL has
experience both in different illicit systems detection and
in their jamming. In this paper we are faced with the

drone jammer implementation principles and structure of
IRITEL jammer solution. Some results dealing with
developed anti-drone system testing are presented in the
Section 3. At the end, conclusions are in the Section 4.
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2. DRONE JAMMER REALIZATION
PRINCIPLES AND STRUCTURE

Drones or UASs are multifunctional flying machines. In
most situations they use remote control (RC) link for
receiving commands from a pilot who manages drone

flight, telemetry link for sending flight data and status to
RC, video link for sending images to RC and Global
Navigation Satellite System (GNSS). In modern UASs
the applied frequencies for these functions are 433MHz,
868MHz, 915MHz, 1.2GHz, 2.4GHz, 5.8GHz for video
and telemetry links, as well as 1176MHz, 1227MHz and
1.57-1.62GHz for locating by GNSS systems.
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Figure 1 — Block diagram of ADRO system
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The complete solution of drone mission prevention would
be to jam signals of all these frequencies, but among
existing solutions in the world it is hard to find such a
realization. Nearly all emphasized frequencies are
jammed in [9]. Knowing of applied frequencies leads to
significantly simplified jammer realization comparing to
RCIED activation jamming. The most effective way to
jam drone operation is to prevent reception of GNSS
signal [10], because such a situation will cause the drone
crash. If GNSS reception is not disabled and other drone
systems are disrupted, drone is usually programmed to
land itself or to “Return home” to its starting position [3].

The block diagram of the IRITEL Anti Drone Radio-
Jammer (ADRO) system is presented in the Figure 1.
Jamming is realized in the five frequency bands (F1 to
F5) to cover all frequencies important for drones
operation according to remarks in the Introduction.
Comparing to other existent solutions IRITEL jammer
disrupts wider or at least equal palette of drone functions.

ADRO implementation is universal: it may be used in a
system ensemble for the fight against drones or
independently. Operational conditions include mobile
implementation when it is remotely controlled (remote
control module in the Figure 1) or on the dwell in

stationary conditions when it is controlled by the software
for control and management (application for control and
management in the Figure 1). In the case of remote
control, ADRO is placed on the platform and connected
by two interfaces with the remote control module (as
presented in the Figure 2). The first one is RS485 for
communication between remote control module and
control unit. Implementation of RS485 standard and
corresponding RS232/RS485 converter allows remote
control from a larger distance than if RS232 has been
used for this purpose. The second one is Ethernet
(designation ETH-USB in the Figure 2) whose function is
to load configuration file to the control unit. The
programming file for ADRO function is easily changeable
as it is envisaged first to load it to module for remote
control from an USB flash (Figure 1).

ADRO system may be also controlled in stationary
conditions as it is already emphasized. For such
implementation ADRO is connected to PC computer over
Ethernet interface (designation LAN in the Figure 2). The
parameters for ADRO operation are generated in the
software for control and management, which is installed
at the PC. These parameters are adjusted on the base of
operator definition from the PC.
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Figure 2 — ADRO interfaces (a) and external appearance (b)
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Each of five envisaged jamming signals are generated in
the separate autonomous exciter block according to the
Figure 1. The generated signal is amplified in two stages:
in the exciter block and then, finally, in the block
designated by “Range 1” till “Range 5”. At the end, there
are five antenna connectors at the system output (F1 to F5
in the figures 1 and 2).

The significant flexibility of jamming strategy is allowed
based on various signal types implementation. ADRO
may generate sweep, multisweep and barrage (FM
modulated) jamming signal. Sweeping in multisweep
signal may be realized as a continual sweep or in discrete
steps. The jamming strategy selection is independent for
each of five applied frequency bands. The results from
[24] prove that the jamming signal whose power is 20mW

causes disruption of all GNSS receivers in the range of
2km. ADRO signal emission power is adjustable with the
maximum level higher then this limit except for the band
F5 which reaches nearly 6GHz. It means that ADRO may
prevent drone flight and mission in a wide range around
its position.

3. GENERATED JAMMING SIGNALS

Figure 3 presents the frequency spectrum of the generated
jamming signals in ADRO system. They are a spectrum
of sweep signal (Figure 3a), FM modulated barrage signal
(Figure 3b), multisweep signal with continually
changeable frequencies (Figure 3¢) and multisweep signal
with frequencies changed in discrete steps (Figure 3d).

Figure 3 — ADRO jamming signals: a) sweep; b) barrage; c) multisweep with continual sweeping; d) multisweep with
discrete sweep steps

Figure 4 presents together drone signal spectrum and
the jamming signal spectrum. Drone communication
over RC link with a pilot as well as drone video
communication are realized in two frequency bands:
2.4GHz (Figures 4a and 4b) and 5.8GHz (Figures 4c
and 4d), taking about 60MHz bandwidth for these

functions at both frequency bands. There are two
records for each jammed frequency. The first one in
both situations comprises only drone signals (Figure 4a
and Figure 4c), while the second one includes together
drone signals and sweep jamming signal (Figure 4b
and Figure 4d). The records are made by activating the
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function of time hold at the applied real time spectrum
analyzer, so it was possible to get the signal spectrum
during some time interval.

The frequency of drone communication is changed
during time. Random frequency hopping inside each of
two applied frequency bands is used as well as
alteration from one to the other frequency band if the
communication over the first band is not reliable. The
tests have been performed in two trials: in the first one
we considered drone behaviour when only one
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frequency band is jammed. The tested drone has
successfully overcome such a jamming by continuing
communication only over the second not jammed band.
In the second trial both frequency bands have been
jammed simultaneously. In this situation ADRO has
succeeded to prevent drone communication and as a
consequence its flight. The drone has safely landed at
the place just under the place in the air where it has lost
its communication with the pilot.

R TN S ™

d)

Figure 4 — Drone RC and video signal jamming: a) drone signal in the band at 2.4GHz; b) drone and sweep jamming
signal in the band at 2.4GHz; c) drone signal in the band at 5.8GHz; d) drone and sweep jamming signal in the band at
5.8GHz

4. CONCLUSIONS

This paper presents development of the drone jammer
system ADRO, which is performed in the Institute
IRITEL. The characteristics of the realized solution are
better or at least comparable to the other similar solutions
in the world. Comparison is performed for the most
important properties intended to drone jammer reliability
prediction: the bandwidth of jammed frequency spectrum,
the characteristics and the number of implemented
jamming strategies and the distance of successful
jamming. The reliably jammed signals are over RC link
for receiving commands from a pilot, telemetry link for
sending flight data and status to RC, video link for
sending images to RC and GNSS. This statement is
illustrated in the paper based on the test which
successfully prevented drone communication over RC and
video link. The most important jamming strategies may
be used in the solution (sweep, barrage and multisweep
jamming). The successful jamming could be achieved in
the radius larger than 2km according to the maximum
jamming signal level. Operator may manage ADRO
functions from its operational position or by using

specially developed remote control unit.
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