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ABSTRACT

Interferencepresents a challenge ihe use of GPS for
aircraft high precision approach, by posing a threat to the
accuracy andntegrity of the GPS navigatiosolution.
Such interferencenay result from ‘unintentionalsources
(such as TV/FM harmonicfadar,MSS), or mayresult
from hostile (jamming) efforts.

This research focuses on algorithms for on-board
interference detectionand monitoring. Types of
interference  consideredinclude coherent CW and
broadband, pulsed and continuous. We study the effects of
different types of interference on GPS receiver
measurements. From simulation and bench test validation
we presentinterference detectioalgorithmsbased on the
observable effects dhe various types ointerference on

the GPS receiver derived measurements.

Interference detection ibased on aombination of the
following test statistic -correlatoroutput poweryvariance
of correlatoroutput power,carrier phase vacillation, and
AGC control loop gain. The roland benefits of
pseudolites irreducingthe adverseeffects of interference
are also discussed.

1. INTRODUCTION

Integrity can be defined as a measureaffidence on the
specified accuracy adny given system. Precision GPS
applications such CATIV/III aircraft landings place
demands for high levels of integrity fromGPS receiver,
given the risks involved. Unfortunately Rfterference,
which occurs frequently in the operating environment of a
GPS receiver, cansurreptitiously degradeaccuracy, and
thereby compromise the integrity of theceiver. Such
interferencemay be intentional (from an RF jammer) or
non-intentional, as would result from changehabitance
or harmonics from mobile cellular, satellite, Bvid FM
radio. Figure 1 below shows thedegradation in
pseudorange accuracy of a receigabjected to CW and
AWGN interference.

1 Results are from software simulation described in following
sections.
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Figure 1: Pseudorange Error vs. GKN) for AWGN and
CW Interference

The figure shows aimcrease in pseudorange erfaam a
nominal level of 0.8 meters to over 5 meterwith
increasing interference, or equivalenttigecreasing C/\

In normal GPS operation, thidegradation in accuracy is
unobservable. Thus applications having stringent
accuracyrequirements would experiencecampromise in
integrity. The main thrust of this research is to minimize
this integrity risk by reliable early detection of the
presence of RF interference.

Previous approaches to GPS integrity monitoimdude

ground-basedmethods [1]. While being aecessary
measure, groundbased monitoring is not sufficient

however, since in certain scenaridsterference to on-
board receiversnay be unobservable fromground-based
monitor. It is therefore important toave anindependent
on-board integrity monitor. Other approachedave

focused onmonitoring measurement residualspmputed
at the navigation filter of the receiver [7].

This researchpresents methods ttoost the intrinsic
integrity of a receiver by studying tlfendamentakffects
of various types ofinterference onlow-level or raw
receiver measurements. Receiver  measurements



investigated include correlatautput power,variance of
correlator output power, carrier phase vacillation, and
adaptive analog-to-digital convertérresholds,defined in
section 2. The firsthree measuremensse derivedfrom
the basicinphase/quadraturemeasurements of eeceiver.
Types of interference studied includAWGN, coherent
CW at different frequencies, pulsed interfereraog] signal
attenuation as may result from multipath or satellite
blockage. Toolsused for analyses includesoftware
simulation andbenchtest validationdescribed insection

2. Based orresults of this studypresented irsection 3,
we demonstratethe effectiveness of these candidate
parameters as decision statistics for integrity monitoring.

2. SIMULATION AND BENCH TEST SETUP

2.1 SimulationSetup

A GPS constellation and receiver software simulation was
developed as tool to study theeffects of interference on
raw receivermeasurements. An opearchitecturemodel
was adopted,making it possible to simulatespecific
receiver types by varying input configuration files.
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Figure 2:  Schematic of Computer Simulation
Figure 2 shows a schematic of tkeftware simulation,
which is described under subsequent subsections:

2.1.1 Signal Generation:
The composite RF GPS signal generatedfor all
satellites in view for a uselocated atSan Francisco
International airport (SFO), based on an almanac
downloadedfrom a real GPS receiver. Weightings are
applied as dunction of satellite elevation taccount for
attenuation of signapower of low elevation satellites.
This weighting wasderived from a curve fit to data
observed over a period of time from a GPS receiver located
StanfordUniversity. Dopplereffects arealso takeninto
account for all simulated satellites.

2.1.2 Down Conversion:
The RF signal is down-converted via a three stage process
to an intermediate frequency of 4.31 MHmterference is
then added tdhis analog IF signal, which is thgrassed

through aband-passfilter with a 2 MHz passband.
Output from the filter is sampled and quantized.

2.1.3 Digitization:
Digitization consists of down-conversion by sampling at a
frequency of5.71 MHz, followed by quantization. The
adaptive 2-bit analog-to-digital quantizer performs the task
of an active gain control (AGC) by varyinguantizer
thresholds to ensure specific ratios of theput digitized
guantitiesare maintained. Feedbackfrom the quantizer
output drives the AGC control.

2.1.4 Correlation:

The final stage in the RF tieasebanaonversionprocess
consists of correlation with generatedearly and late
inphaseand quadraturesignals. Thecorrelator output
signals, at baseband, are then summed imtagrate-and-
dump with an integration time of 1ms. Output from the
correlators drive the code and carieops. Early andlate
channels are spaced a quarter chip from prompt.

2.1.5 Code and Carrier Tracking:
Early and late correlation channels are combined to form a
virtual prompt channel, whiclfeedsthe carrier tracking
loop. A frequency lockedoop (FLL) is usedfor carrier
tracking, offering better performance with interference than
conventional phasdocked loops [4]. Code tracking
employs a second order delay lock loop.

2.2 InterferenceModels

Noise modelswere developed tgeneratethe following
kinds of interference:

- AWGN:
- bandpass filtered to 2 MHz bandwidth;
- NSR varied from 0 dB to loss of lock;

- Coherent CW:
- dead-on the 0Oth, 1st and 7th spectral fines
- ISR varied from 0 dB to loss of lock;

- Pulsed broadband:
- peak AWGN interference power = + 30 dBm;
- duty cycle varied from 0% to loss of lock;

- Pulsed CW:
- peak CW interference power = + 30 dBm;
- duty cycle varied from 0% to loss of lock;

- Signal Attenuation:
- the effect of signal attenuation that may result
from multipath, signal blockage or fading.
- selected satellite signal is attenuated from
nominal to loss of lock.

2 The 1st and 7th spectral lines were chosen as normal and
worst case interference scenarios, respectively.



2.3 Candidatdntegrity Monitor DecisionStatistics

Description of all fourcandidatetest statistics follows.
Note that since the first three quantit{esrrelatoroutput
power, its variance, and carrier phase vacillation) are
derived from inphase / quadrature correlator measurements,
they are channel orsatellite specific. The AGC gain
varieswith overall SNR, and is therefore not channel
specific.

2.3.1 Correlator Output Power
The correlator output power (COP) is a quantitynputed
in the receiverwhich gives an indication of thaverage
post-correlation signal to noise ratio. It is compuied
equation 1 below:

|2 + QZ
Correlator Output Power = -
Expected Noise Floor

1)

where | and Q are the 1ms-averaged in-phase and quadrature

prompt correlator signalExpectednoise floor isreceiver
specific, and is derivedrom statistic expectations for a
specificreceiverdigital implementation. For the results
discussedbelow, thecorrelator output power shown is
averagedbver 1secondimmediately after introduction of
interference.

2.3.2  Correlator Output Power Variance
Correlator Output Power Varianc€COP-0) is defined as
the variance ofthe COP. Figure 3 shows COfer a
single channel of aeal receive(GEC Plessey GP8ard)
immediatelybeforeand after acquisition of satellite PRN
17. Thefigure shows a stefncrease inCOP and a

reduction in CORs immediately following signal
40

30 q

20 bl

=
o

(=]
I

<- Signal Acquisition (PRN 17)

=
o

N
o
—

Correlator Power Output (dB)

do
S

A
o
i

50 I I I I I I I
0 5 10 15 20 25 30 35 40
Time (s)

Figure 3: Correlator Output Power for a GPS Receiver

acquisition. We observthat the leveland variance of
COP are functions of noise in the signal, dimetefore are
suitable candidates for integrity monitor statistics. For the
results discussedbelow, the COP-¢o shown is averaged

over 1 second immediately after introduction of

interference.

2.3.3 Carrier Phase Vacillation
Carrier phasevacillation provides a measure of the
variance oljitter in carrierphase measurements from one
measurement epoch to the next, and is defined here as:

Carrier Phase Vacillation =
time average[ abs{Carrier Phas€arrier Phaseg}]

where i isthe 1 ms epoch index. Thearrier phase
referencedabove is computedrom the arctangent of
inphase and quadrature phase measurements. Averaging is
performed over 1 second immediately following the
introduction of interferencd.arge ¢ 18C) phase swings
such as may result fromatabit changesare takeninto
accountand donot affect the computedtime average.
Carrier phase vacillation results are presented in degrees.

Figure 4 shows thearrierphase of a reaGPS receiver
tracking satellitePRN 17. Thereceiverincorporates a
FLL carriertrackingloop. Thefigure showsdataover a
half second periodandthus capturesghe 180degreeflips

in the 1/Q phasor for 50 Hdatabit changes. Carrier
phase vacillatiorcomputed forthis case is 11degrees.
We observahat this quantity is a function of the noise
present in thesignal, and therefore acandidateintegrity
statistic.

Note that receiver clock noise as well asnterference

contribute to vacillations ircarrier phase measurement.
This studyhowever focusesnly on the contribution of
interference.
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Figure 4: Carrier Phase for a GPS Receiver with a FLL
Carrier Tracking Loop

37.4 37.45

I I
37.05 37.15 37.35

2.3.4 AGC Gain
The control loop of theactive gain controller (AGC),
located onthe signaldown-conversion/digitizatiorpath,
acts by adjusting the threshold levels (r1, r2 an r3 in



figure 5 below) of the 2-bitadaptive analog-to-digital
converter tomaintain aspecifiedratio of digitized signal

output levels. In this application, thlgiantizer threshold
level is thereforesynonymous with AGC gaiand is the
guantity shown in the results.
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Figure 5: 2-Bit Quantizer Thresholds (AGC gain)

For an RF signal r2=0and usually r3=-r1. Included
results show averaged values of r3.

2.4 TestProcedures

For each run the receiver-under-tes{RUT) was first
allowed toacquirethe GPS signahndattain steady state
trackingmode inthe absence of interferenceThe RUT
was thensubjected to a fixetevel of each specifiedype
of interference. The specified level is increased on
subsequentruns until the loss-of-lockthreshold is

exceeded, causing the receiver to go into coast-mode. True

pseudorangeerror, asmeasured bycode tracking loop

error, was recorded on eaalm, as well as the 1-ms time

averagedvalues for correlator output power, COPg,
carrier phase vacillationand AGC gain. Results are
presentecbnly for the interferenceregime prior to the
onset of coasting, since thmast-mode can bmade to
trigger an alarm, thereby preserving integrity.

For the pulsed interference tests, a random puksthgme
was adopted. Peak pulsepower equivalent to+t30 dBm
was maintainedand pulse dutycycle varied to achieve
varied loading.

It was necessary inall simulation runs toadd some
nominal level of ‘background’ AWGN to thiaput signal
corresponding tothe expected receiver thermal noise
floor, in order to keep the tracking loops operational.

2.5 BenchTestValidation

Validation of the software was performed using a real GPS

receiver. The receiver-under-test waSBC Plessey GPS
receiver,with a similar configuration to theimulated
receiver. CW interferenogas generatedising aHewlett
Packard HP8648B signal generatddroadbandchoise was
obtainedfrom a customWelnavigate broadbandnoise

generator. The bench test setup is shown belofigime
6. Benchtest procedures weresimilar to simulation.
Results werecompared tosoftware predictions tealidate
simulation results.

We!nawgate >
GPS Signal Generator

Welnavigate [
Noise Generator o 00

And Mixer - Combiner
GPS Receiver
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WaveTek FG3B
Pulse Generator

Figure 6: Bench Test Setup

3. RESULTS

3.1 Integrity Monitoring Overview

The objective of integrity monitoring is to reliabfietect
normally unobservablebut detrimental effects of

interference, in our case increasing pseudorange error, from

observation of our chosen testatistics. Agood decision
statistic shouldherefore correlatelosely withincreasing
levels of interference and deteriorating pseudorange
accuracy. In additiorthe decision statistic should be
insensitive to variations itypesof interference in order to
be robust. Aridealtest statistictherefore, when plotted
againstreal pseudorangerror, wouldfollow the general
trend indicated as ‘desirable’ ifigure 7 below, for all
types of interference. It iandesirable to have stray set
of points fall into themissed detectiorzone, asthis
constitutes adirect integrity threat. However it is

tolerable to have few points fall in the false alarm region,
for rare occurrences, as this is not an integrity threat but a

continuity nuisance.
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Figure 7: Test statistic characteristics



Robustness is a real issuepractice agest statisticend
to respondlifferently to various kinds ofinterference. A
sample case isshown in figure 8 which shows the
simulation results of comparing tleffect of AWGN and
CW interference on correlator output power. The figure

Correlator Power Output vs Interference
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Figure 8: Correlator Output Power vs. GfN) for
AWGN and CW Interference
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shows that for the same level of inpoterference power,
different correlator output power valuessult for CW vs.
AWGN, with CW producing more severe COP
degradation as wevould expect fromspread spectrum
theory. However the key issue afncern ishow robust
the test statisticsare in detecting the underlying
degradation in pseudorange accuracy,cassed by the
interference.

3.2 TestStatisticResults

To enablethe loose definition of regions of normal
operation, missed detection, false alamnd normal
detection, a pseudorange error protection limit of 2 meters
was chosen (horizontal line). Theecision statistic
threshold (vertical line) wathen chosen such thihere
was zero incidence ofmissed detection fothe runs with
AWGN and CW interferencewith 0 Hz doppler offset.
Note that thischoice ofstatisticthreshold level is by no
means optimizedand is only used here to provide a
measure ofthe effectiveness of eaclkandidatedecision
statistic. Also note that aeal statistic may include
margins aroundthe transitionboundaries to account for
border-line interferencand pseudorange errosituations,
which arepresent in ousimulation sinceinterference is
gradually increased from nominal to severe. The result in
our case isthat our definition of &alse alarm region is
extremely conservativegnd produces aigher falsealarm
count than would occur with optimized thresholds.

Table 1 summarizes all runs, shown in figures 9 through
12. Asindicated intable 1 these figures show the

observable quantities in use decisionstatistic todetect
degradation in pseudorange accuraghen the GPS
receiver is subjected all seven forms of interference. Note
that figure 9 has a reversed x-axis when compared with the
schematic in figure 7.

Causes Effects
Unobservablg Observable
1. AWGN y-axis X-axis
2. CW at OHz offset COP
3. Pulsed AWGN Pseudorangge CQP
4. Pulsed CW accuracy [Carrier phase
5. CW at 1kHz offset degradation vacillation
6. CW at 7kHz offseft AGC Gain
7. Signal Attenuatioh

Table 1: Summary of Runs

Figure 9 shows a linear correlatitretweenpseudorange
error and correlatoroutput power forall types of 7 types
of interference consideredWith zero missed detection,
most points lie in the regions of normal operation and
normal detectionwith the exception of the stragoints
from coherent CW at 7 kHz offset worst case spectral
line. This form ofinterference, precise C\/mming, is
most severe, and also very difficult soistain inpractice,

as the jammer would need to maintaiccurate knowledge
of both satellitedoppler frequency shifts and platform
dynamics tostay on a specific spectrdine for any
reasonable length of time. It is therefore a rare occurrence.
Integrity is not compromised, but continuity is.

Note also in figure 9, as the intensity of QWierference
on thesevere 7kHz spectraline increasesloop capture
occurs asthe curve doubles back oitself. Therefore
integrity monitoring viacorrelatoroutput power would
have to also monitor CRC or data integritydetectloop
captures.

Figure 10 shows CQOP as a test statistic taletect
pseudorange error degradation from interferencsinflar
relationship is observable asith COP. While CORy
doesnot show asarrow aclusteraround alinear fit as
CORP in figure 9, it does show robustness even inctise
of coherent CW jamming on the worst case spectral line.

Carrier phase vacillation in figure 11 shows a similar
result to COB with results being much more sensitive to
threshold selectiothat any of the other testtatistics.
This statistic presents larger false alarm cross-section. No
special sensitivity to severe coherent CW is indicated.

Figure 12 shows AGC gairused as a detector for
pseudorangerror. With 4 of the 7 types oiterference



(AWGN, CW at 0, 1and 7 kHz doppleroffsets), AGC
follows a similar trend asthe previous teststatistic,
showing an approximately linearcorrelation with
pseudorangeerror. However markedlgifferent results
occur for pulsedinterferenceand signal attenuation.
Figure 12 shows a greatincreasedsensitivity of AGC
gain with pulsed interference aadicated bythe almost
horizontal slope of lines fopulsed AWGN and CW
interference. This occurs due to the action ofrthétibit
adaptive quantizer as ities to suppress the pulses. The
level of pulse suppression is a function of the time
constant on the active gain controller.

In the case ofsignal attenuation, AGC gain showigle
or no sensitivity at all, as indicated by the almesittical
line in figure12. Thisproperty also is to bexpected,
since AGC is sensitive the total power in the incoming.
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Figure 9: Pseudorange Error vs. Correlator Output Power
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Carrier Phase Vacillation vs Pseudorange Error
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signal, which includes signals from all satellites in view,
and receiver thermal nois@hereforethe attenuation of a
single satellite signalvould not significantlyaffect AGC
gain

This peculiarity of AGC gaircan be used iwonjunction
with other the test statistics tdiscriminate between
pseudorange accuracy degradatioe to pulsedand non-
pulsed interference, and signal blockage.

3.3 Bench Test Validation Results

With a real GPS receiver, access to tpgseudorangerror
is not readily available. Wetherefore comparesimilar
observableandaccessible quantities from bentdst and
simulation to gainconfidence inour simulation. Access
to AGC gain required manufactureardwaremodification,
and was therefore omitted.



Figures 13, 14and 15 show correlator output power,
CORo and carrielphase vacillation plotted against G/N
for AWGN interference, with bench test results
superimposed ovesimulation resultsfor same type
receiverwith similar noise floors. A series of 1dench
test runs are shown superimposed over a single simulation
run, shown as the continuous limgerspersedvith *.

As seen from the figurethere is a close matdbetween
bench test results and the software model, within 1 dB for
both COPand CO® over the entirgangefrom mild to
severe interferencandwithin 5 degreedor carrier phase
vacillation over therange 10 to 45 degreesThis close
agreement lends confidence to our software model.

BENCH TEST: CORRELATOR OUTPUT POWER vs AWGN
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Figure 13: Correlator Output Power vs G/MWGN, for
Bench Test and Simulation.

BENCH TEST: CORRELATOR OUTPUT POWER STD. DEV. vs AWGN
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Figure 14: Correlator Output Power Variance vs /N
AWGN, for Bench Test and Simulation.

BENCH TEST: CARRIER PHASE VACILLATION vs AWGN
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Figure 15: Carrier Phase Vacillation vs G/MWGN, for
Bench Test and Simulation.

4. INTERFERENCE MITIGATION VIA USE
OF PSEUDOLITES

Airport pseudolites (APLs), whileproducing pulsed
interference, also help to mitigate interference by
providing a strong navigation signal imperviousntany
forms of interference. Figures 16and 17 below show
results of acovarianceanalysis for no APL <differential

GPS only, and for augmentation with 2 intraclAPLs

providing differential carrier phase measurements.

APLs arepulsed,eachwith a 10%duty cycle. Vertical
position error, 8,, is shown against G,.{(N,+1,) over a
24 hour period. A 24-satellitalmanac is usedor a
receiver located at San Franscisco International airport.
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Figure 16: &, vs. G/ (N, +1,) over time for DGPS
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From the figures, itan be seethat the 2-APL solution
provides a moreobustandreliable solution thanDGPS,
with a worstcase error o2.5m, compared to12.8m for
DGPS, corresponding to &igh interferenceenvironment
with C/N, = 20 dB-Hz.

5. CONCLUSIONS

In conclusion we havexaminedfour observablereceiver
parameters agandidate decision statistic for integrity
monitoring, and have demonstratedthe reliability and
robustness of these parameters. Correlatitput power

shows best consistent performance under varying levels as

well as types ofnterference. Similar conclusionsapply
to carrier phase vacillationand standarddeviation of

correlator output power, without the marked sensitivity to

severe coherent CW interferenceAGC gain, while
showing consistenperformancewithin either pulsed or

non-pulsed interference, produces markedly higher decision

threshold values for pulsedterference as aesult of its
pulse suppression role. AGC gain also shalitde
sensitively to signal attenuation. While thiesult
indicatesits unsuitability for use as the soleecision
statistic, it also shows AGC gain to be keeneficial
resource for interference type dsicrimination.

In operation integrity monitoring should bachieved
using a combination of all four tesdtatistic. We
recommendthat correlatoroutput power bethe primary
indicator, with COB, and carrierphase vacillation as
backup indicators. AGC gain may based to
discriminate between types of interference.

Airports pseudolites have beeshown to provide for
robustness against interference and weak GPS signals.
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