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LASER
LISTENER

Use a light beam to listen in to anything,
anywhere, any time.

RICHARD L. PEARSON

BREAKING AND ENTERING TO PLANT A LIS-
tening device is one way to " bug™ a roon.
Unfortunately, it can earn someone a long
Jailterm oo, A better and safer way to bug
#1oom is (o use a laser beam 1 eavesdrop
on a window from across the streel,

The sound waves generated by nearby
conversation will cause the glass ina win-
dow to vibrate very slightly. If a laser
beam is bounced off the window, its re-
flection will be modulated by the vibra-
tions. All that's needed to hear what is
being said is a demodulating device that
extracts the audio from rthe reflected Jaser
beam. That technique is used by sophisti-
cated “surveillance experts,” but you can
easily duplicaie that feat by using a hob-
byist’s laser and the inexpensive Laser
Listener demodulator shown in Fig. 1. If
youneed something a little more sophisti-
cated, it can be made part of the rifle-
scope aimed laser-bug system that is
shown in Fig. 2.

Early light-wave communications
Communication using a modulated
beam of light isn’t a new idea. In the
18808, Alexander Graham Bell experi-
mented with something he called a phoro-
Phone; a device that modulated a beam of
sunlight. It had a mouthpiece that concen-
trated sound energy on a réflecting di-
aphragm, which, in twm, modulated a
beam of sunlight that was aimed ai the
diaphragm. When a emote receiver con-
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Extra precautions must be laken be-
cause of a laser beam's intense concen-
trated energy. Among other factors, the
hazards presented depend on the power
density, the frequency of the beam, and
the time of exposure. Guidelines have es-
tablished the classification of lasers. A
brief description of the classification is as
follows:

Class || Low-power beam. Mot known
to produce any biological injuties to the
aye or skin,

Class Il: Reserved for visible-light
tasers only. They are limited to less than 1-
milliwatt output. Eye damage will result if
stared into for longer than 1 second, The
normal blink response of the human eye
will provide protection. Eye damage will
octur if the beam is viewed directly by
optical instruments. Direct (spacular) re-
fiectian, as from a miror, should be con-
sidered to be the direct beam. Diffuse
reflection of the light may be viewad,

Class llI: Instantanecus eye damage
will eceur if exposed 1o the direct beam,

Class IV: Both direct exposure or direct
and difiuge reflections will produce aye
damage. Exposure of the skin to the beam
Is hazardous. The beam Is considarad to
be & fire hazard.
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sisting of a photovoltaic cell and a sen-
sitive earphone was positioned in the
beam, the voice could be heard clearly
from the receiver. The aiming problems
presented by the movement of the sun,
and the interruptions due to clouds and
night, probably prevented the commercial
exploitation of the device.

But by using coherent light—such as
that produced by a conlinuous-wave
laser—ihe principles used by Bell’s de-
vice may again be applied ina meaningful
way. After all, terrestrial lasers aren't in-
fluenced in any way by sunlight or clouds.
And perhaps more important, unlike
acoustic sound-detection devices, lasers
aren’t usually subject to interference ori-
ginating between the sound source and the
receiver.

For example, remote sound-pickup de-
vices in the form of directional micro-
phones have been available for many
vears. Unfortunately, any sound gener-
ated between the listener and the sound
source usually renders the device useless
because the interference is heard at the
receiver, and it can be even louder than the
source. On the other hand, lasers are not
sensitive to sound of any kind between the
source and the receiver. However, lasers
may be subject to other kinds of inier-
ference: For example, AC-powered incan-
descent lights can produce a huny, gas
discharge devices such as’ fluorescent.
mercury, sodium vapor, and neon lights
might produce a buzz; and direct sunlight
might swamp the laser detector device,

Also, where unusually long distances are
involved, air currents can add flicker to
the laser beam, which on windy days can
result in a noise that is similar to that of
blowing into a microphone. (But even
though sensitive to some kinds of elec-

FIG. 1_THE LASER RECEIVER has extremely high gain, =0 be sure 1o keep the wiring of Q1 and IC1
Wmnnmmmwum.

trically-gencrated noise, laser-listening
devices have an advantage: They can
scemingly hear through walls or closed
windows, and even selectively monitor
anly one window of a building from sever-
al hundred feet away.)
Commercially-available laser sound
pickups use a laser deyice having an out-

the laser is operated carelessly by the

User.

Laser basics
Although the details underlying the
generation of laser light are beyond the
scope of this text, an understanding of
some of the characteristics of a laser beam |
as compared to ordinary light will be help-
ful in assembling a laser-listener system.
Light is considered to be comprised of |
packages of energy particles called phe-
jons. However, light is also electromag-
netic radiation and behaves like radio
waves, although at a much higher fre-
quency. The perceived color of visible:
light is determined by the radiation’s.
wavelength, which is usually given in mi-
crometers (one micrometer = 10-9
meters). The shorter wavelengths are per-
ceived as violet, the longer wavelengths as
red. The spectrum below the visible
portion is called infrared; the spectrum’
above is called uliraviolet. [
The light emitied by a conventional in-
candescent or fluorescent SOUTCE CONLAINS
a wide range of frequencies, and the p
tons are emitted randomly and sp
taneously in all directions. On the
hand, in a laser light source the p
are released in one direction, at one
quency, making the laser light highly
rectional and pure in color. (An an
would be to liken ordinary light to the
white noise, while the laser is likened tod

put in the infrared region, B in-
frared is below the visible portion of the
light spectrum, it cannol be seen by b~
mans. However, some commercial de-
vices have a power output rating as high as
35 milliwatts. At such a power

there is clear potential for eye damage if
someone in the target area un-
knowingly stares into the beam, or if

FIG. 2—FOR LONG-RANGE USE the laser and the

sinewave—a single pure tone.) Since !
of the light emitted by a laser is cohere
(has the same frequency), consiructive d
destructive interference occurs when 1w
beams of laser light meet at the same pl:
and time (Fig. 3).
As shown in Fig. 3-a, the beams cance
each other when out of phase (destruc
interference). As shown in Fig. 3-b, ths

recoiver should be combined into an integral n
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REINFORCEMENT

FIG. 3—SINCE LASER LIGHT IS COHERENT, re-
fiections can both cancel and reinforce the di-
rect beam.

beams are additive when in-phase (con-
structive interference). It is the inter-
ference between the beams that enables
the movement of any reflecting surface to
be sensed by a device called an inrer-
ferometer. An interferometer is a beam
splitter—usually a picce of partially-mir-
rored glass—that deflects only a small
parl of a beam aimed through the glass.
As shown in Fig. 4, it can be used to
reflect both the source and reflected laser
beams so that their phasing or amplitude
«can he compared by a receiver.

The major problems with using inter-
ferometry for eavesdropping is that only a
part of the laser’s energy is directed at the
target, limiting the working range, and
the interferometer is sensitive to the diffu-
sion of the sound target's reflections
caused by tremors in the mountings of the

FiG. 4—AMN INTERFEROMETER DIVERTS part of
the laser to the target. Its chief advantage is that

it can sense any kind of movement &t all four
e

interferometer, the laser, and the reflective
target. For super-snooping, a direct reflec-
tion from the target is preferred because
the collimated nature (parallelism) of
laser light also allows modulation of the
beam to occur just as Bell’s photo-phone
maodulated the sunlight.

The prototypa's laser

Regardless how we choose 10 eaves-
drop, we must start out with a laser, so
we'll cover the prototype laser-bug's laser
unit first., It's a Heathkit model ETS-4200
Laser Trainer, a Helium MNeon (HeNe)
unit having an output power of 0.9 milli-
waits. It has a beam divergence of 1.64
milliradians, which produces a spot of
light 1}4-inches in diameter at 200 feet.
Although 0.9 milliwatts doesn 't appear to
be much power, it can cause extreme eye
damage if allowed to shine or be re-
flected directly into the eye, or if viewed
tlirectly through any optical device
such as a telescope, binocular, etc. The
beam may be safely viewed only Irpmj
ected onto a non-reflective surface such
as a white sheet of paper.

If you want to keep costs at rock-bot-
tom, or just want the excitement of acom-
plete home-brew project, another alter-
native is to assemble the helium-neon
laser shown in the June 1986 issue of Ra-
dio-Electronics. Also, if yon want o
build a laser from your own design, he-
lium-neon tubes are often available from
“surplus” distributors.

The receiver

The Laser Listener’s receiver is rela-
tively easy to build and adjust. It is de-
signed to drive a 4-20-ohm headphone or

speaker, which permits just about any
high-fidelity or Walkman-type headphone
to be wsed for monitoring. The circuit
shown in Fig. 1, uses a photo transistor
{Q1) for a sensor, and has a meter (MI)
that indicates the relative signal sirength
of the reflected laser beam. Because the
meter responds only to the amplitude
modulation of the reflected laser beam, it
is unaffected by ambient light and the
relative intensity of the laser beam. An
adjustable polarizing light filter can be
installed in front of QI to avoid swamping
of the phototransistor by very high am-
bient light.

Phototransistor QI is an inexpensive
type usually called an [R detector, which
means that it is specifically sensitive to
infrared light. Tests comparing the unit
specified in the parts list with other less
readily-available and more-expensive de-
vices show no measurable differences in
performance in the prototype receiver. No
base connection is used for Q1 because the
reflected laser light controls the collector
current, The audio signal developed
across collector load-resistor R1 is cou-
pled by C2 to voltage-controlled at-
tenuator IC1, which has a greater than 30-
dB gain variation; It serves as both a pre-
amplifier and as an electronic volume
control.

Resistor R2 and capacitor C1 decouple
(filter) the power supply voltage to Q1 and
IC1. Be sure (o take extreme care nol 1o
eliminate or accidentally bypass the filier
because that will cause unstable opera-
tion. The gain of Q1 and 1C1 is too great to
permit non-decoupled operation from the
power supply.

The output from IC1 is fed through C4

¥

FIG. 5—A COMPONENT-POSITION TEMPLATE cemented o the pre-drilled PC board will simpiity

assembly.
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Thin is in

The thinner and more responsive o
sound the reflective medium is, the great-
er the laser bug’s sensitivity. Most win-
dow panes will work. Moving the beam 1o
different spots on the glass can make a
dramatic difference in the sensitivity,

For testing, no additional optics are
needed for the receiver, Set up any conve-
nient reflector—the mirrored speaker, or
even an embroidery hoop holding plastic
wrapor Mylar film (see Fig. 10)—aim the
laser at the reflector, and then position the
reflector so that the beam bounces back 1o
the receiver. If you speak in the room, or
play a radio or a tape recorder, the sound
will be heard in the receiver’s head-
phones, Another test can be done by mod-
ulating the laser with a 1-kHz tone while
having an assistant move the target reflec-
tor for maximum tone reception—as indi-
cated by maximum volume in the highest
meter reading.

A non-adjustable target, such as a win-
dow pane, requires that the operator select
a site where a direct reflection can be
caught. That can be done from hundreds
of feet sway if conditions are right. Use
the modulated beam for setup, and then

FIG. 11—AT LONG DISTANCES, :
assembly is then strapped to the laser, as

—F0 ' refiecto n‘ﬁlclﬂﬂilnﬂl :
nunamhrmu-mmm“mmmwmnmm

remove the modulation to listen in. Dou-
ble-pane glass and storm windows tend (o
greatly reduce sound transmission to the
outer glass. 1t is possible, however, to aim
through the glass (o an object within the
room, such as the glass front of a china
cabinet or a hanging picture, The returned
reflection is usually modulated.

At long range

At ranges greater than 100 feet or so, or
when a high ambient light level obscures
the reflected beam, a means musi be
provided to accurately aim the receiver i
the reflected laser. As shown in Fig. 11,
the receiving unit of our prototype laser-
bug system uses a telescopic gunsight:
and that assembly is, in turn, mounted
directly on the laser housing as shown in
Fig. 2 50 hoth the laser and receiver can be
aimed as a single unit.

The design of a combination receiver
and laser mounting bracket will depend
on the particular laser and scope that’s
being used. In general. the mounting
bracket should be sturdy and have provi-
sions for coarse elevation and azimuth ad-
justments: all gun scopes have provisions
for fine adjustments. The adjustment de-

1ails for the prototype mount are showi
Fig. 12.
The scope-to-laser alignment is doné
two stages. First, the distance from.
center of the laser beam to the center
the is measured and used as |
spacing for the cross marks of the taf
shown in Fig. 13, which is made [
dull, white cardboard, Then, the
taped to a wall about 50 feet away
laser assembly. Next, with the sce
cross-hair adjustments at the cent
their range, position the laser beam a
center of the lower cross. Loa
through the $cope, adjust the
mounting bracket so that its cross-
are close 10 being centered on the
upper mark. Making sure that the
beam stays centered on the lower
tighten the mounting bracket’s nuts
use the scope’s fine adjusiments fa
final alignment. In this instance, i
ffuse reflection of the laser beam fio
card should present no eye hazard. -
When using the laser/scope assd
remember that at a range of under 0
you must compensate for the ai
introduced by the offset bet
scope and the laser beam centerl
Again, let us stress that und
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