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Act I



  

(Low end) corporate spying

● Commercial hardware solutions are rather boring
● Forensics hardware like the "Mouse Jiggler"

– Now disabled in systemd (!)

● Power insertion attacks
– Hotplug seizures

● Keystroke recorders
– largely lame

● FinFisher, HackingTeam, VUPEN



Rafael is a journalist 
from Angola, who 
exposed corruption 
in the government.



Angola Attack

● Discovered at Oslo Freedom Forum
● Lamest OS X backdoor ever

– Screencapture

– Curl

– Sleep

● Unsuspecting 8 GB of screenshots in the home directory
● Infrastructure connected with Operation Hangover

– Appin Security

● Code signed
– Apple revoked the signing permissions in a reasonable time frame



In Summer 2013 Rafael was arrested, then 
released and faced 11 criminal charges for his 

work exposing corruption.



They do harm to good people and they hand 
wave away their contribution to increasing the 
total amount of human suffering in the world.

These guys aren't impressive



  



Act II



Meta-point: "non-attributable to NSA"
Meta-point: Total surveillance & control in secrecy

Intelligence agency "solutions"



The Big Picture
● Planetary Strategic Surveillance and...
● Exploitation Systems
● Passive sensors
● Collect (TURMOIL)
● Active attacks
● Infect (TURBINE, QFIRE, etc)
● Wait, what about "Protect?!"
● Multi-pwn!
● Blackhats used to keep your box updated
● ... these guys step on each other's toes
● Operations – “Close Access Operations“ and “Off-Net”





How do "they" do it?

● Dragnet surveillance
● Data retention
● ~15 years at least, including content!
● Tasking, exploitation
● QUANTUM THEORY and how each "solution" 
tries to meet this goal

● Man-On-The-Side as QUANTUM INSERTION
● PRISM, “upstream” and many other programs





“They'll never find me!”

Dream on – Data Retention is an important part of 
total surveillance and the analysis is successful 

against us all.

Data totalitarianism or put another way: 
totalitarianism



TURMOIL

Deep Packet Inspection
(Passive dragnet surveillance sensors)



TURBINE

Deep Packet Injection



QFIRE

TURMOIL and TURBINE combined with 
additional infrastructure that they co-opt through 

pwnage of routers and other operations.



MARINA



From wiretapping to whole life surveillance

Example one: German Chancellor Merkel!
(We revealed this operation in Der Spiegel)

Example two: Political and religious 'untasked' 
targeting for some set of websites

Example three: three hops away? Uh oh!
(That's you!)



This is the militarization of the internet
● We are under a kind of martial law
● This strategy is undermining the internet in a 
direct attempt to keep it insecure

● We are personally and socially left vulnerable 
and actively exploited, literally

● This is being done in our names with our tax 
money and without our consent; usually without 
the knowledge of our representatives!

● Those who know usually do not actually 
understand! (eg: Members of the US Congress)



Active exploitation of targets with FOXACID
Selector surveillance leads to exploitation:

● QUANTUMTHEORY
● SEASONEDMOTH (SMOTH)

● QUANTUMNATION
● VALIDATOR, COMMONDEER

● QUANTUMBOT
● QUANTUMCOPPER

● Think “The Great Firewall of China”
● Ahem, “The Great Firewall of Earth”

● QUANTUMINSERT
● Think Man-on-the-side



TAO infrastructure

● First they find the target, then they redirect them
● QUANTUMINSERT and FOXACID
● Server's like to pretend that they're Apache 
servers

● Implemented in Python, easily fingerprinted
● A few FOXACID URLs are public
● Pay attention to the bugs in their 
implementation



When the NSA can't do it – they bring in GCHQ!

And boy oh boy do they love Yahoo!



  





Re-purposing hardware and impersonating 
infrastructure

Re-purposing unused WiFi hardware 
Cell base stations











(software) “Implants”
● VALIDATOR, COMMONDEER, OLYMPUS, 
UNITED RAKE, STUXNET and many many 
more

● With payloads for you...
● #BADBIOS
● SMM
● iPhone
● Routers (Juniper, Huawei, Cisco, etc)
● SIM cards (remote, local)
● Hard drive firmware









Looking for NSA malware?

Look for samples that implement RC6 and that 
emit encrypted UDP traffic.





iOS

The NSA claims in their QUANTUMTHEORY 
documents that every attempt to implant iOS will 

always succeed.

WTF?













Interdiction

So-called “off-net' operations include tampering 
with your hardware while it is being shipped!

They call this process “Interdiction”
Remember: Don't forget to check your gear!



Hardware implants

● Hardware interdiction is used to attack:
● PCI-BUS
● i2c bus
● JTAG (with persistence)
● Modification of cellphone hardware
● Modified USB cable and USB ports
● Modified network cards
● Lots of interesting custom hardware









Sabotage of US companies

Do you notice the common theme of sabotaging 
companies?

US President Obama's own advisors recently 
issued a report advising against this strategy.













COTTONMOUTH-II is cheap too!

...unless you count the cost to our liberty!

















Whew, it's all stuff we thought...

Ha, just kidding!



Specialized Philip K. Dick inspired nightmares
● Continuous Wave generators

● ...beaming into people
● Huh, no data on human safety for these tools?

● What happened to Hugo exactly? :-)
● Room bugs
● Data exfiltration via active radar
● Video exfiltration via added hardware with radar 
● Keyboard retro-reflector data exfiltration
● Location tracking of targets (kill 'em w/drones)















  



Happy New Year!



Thanks for your material support!
● Andy Müller-Maguhn
● Eric Holder (Jr)
● Emperor Alexander
● Julian Assange
● Laura Poitras
● Marcel, Judith, Christian, Holger, Jorg and others Der Spiegel
● US President Obama
● The brave people who came forward to tell us their stories

– Especially our anonymous supporters, thank you!



We encourage you to visit Der Spiegel Online for our 
extensive coverage in English and German!



Thank you!

Questions?

“Resistance isn't futile, it's the new mode of participation.”



Act III? - It's up to you!
Leak more documents!
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