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5 Claims.

My invention relates to systems of communi-
cation, apparatus therefor and methods of com-
munication, and concerns barticularly systems
of radio communication. i

An object of my invention is to provide seerecy
in communication, with methods and apparatus
for enabling only authorized listeners to receive
either telephone or telegraphic communications.

A further object is to provide a secret system
in which authorized listeners may receive di-
rectly and without loss of time for decoding,

In radio communication, the reception of sig-
nals by unauthorized or undesired listeners may
be made difficult by transmitting the communi-
cations in as narrow g band of radio frequencies
as possible in order to make it difficult for the
undesired listeners to find the proper band on
which to listen. In g case of radio telephone
communication, for €Xample, the band width
may be reduced to 3000 cycles or less, although
€xcessive compression of the band interferes with
the quality of the reception and increases the
difficulty encountered by authorized listeners in
obtaining intelligible signals,

Furthermore, the difficulty of undesired Iis-
teners in receiving the signals may be increased
by causing the signal level to rise relatively little
above the noise level at the point of reception. In
this case, however, the noise level .is relatively
fixed at various points of reception and uhau-
thorized listeners close to the point of transmis-
sion will receive signals well above the noise level
of their receivers. Thus merely holding the sig-
nal level down to a point slightly above the noise
level at the desired point of reception would be
ineffective in eliminating reception by undesired
listeners at other points which are closer or more
advantageously located, so that at such points
the signal level is substantially higher than the
noise level. .

Compression of the signal to a narrow fre-
quency band and holding the signal level down to
the minimum necessary for reception by author-
ized listeners tend to make the discovery of
signals by undesired listeners more difficult but
do not prevent satisfactory reception of such
signals after they have been found and may not
prevent the discovery of such signals by skillful
operators.

It is accordingly an object of my invention to
provide methods and apparatus for both pre-~
venting the discovery of signals and preventing
the reception of signals by undesired listeners
regardless of the skill of the receiving operators

or the perfection of the receiving equipment with
which they are provided,

In carrying out my invention in its preferred
form, in order to make it equally difficult for an

5 undesired listener to find the signal in either an

advantageous or disadvantageous location, I pro-
vide means for transmitting interference or noise
together with the genuine signal so that the ratio
of signal level to noise level will be substantially

10 the same throughout the area within which un-

desired listeners may attempt to pick up signals.
In order to increase further the difficulty of un-
desired listeners in finding the signal, I utilize g
system of transmission in which the trans-

15 mission of genuine signals is relatively narrow

-or sharp and the transmission of interference,
noise or spurious signals is relatively broad. I
may resort to difference in breadth of trans-
mission of the genuine signals and the inter-

20 ference in one or more of several different re-

spects, such as with respect to space, frequency
or time, for example. Thus I may use a highly
directive radiator for transmitting the genuine
signals over a Very narrow angle of azimuth and

25 Simultaneously use a proader angle radiator for

transmitting spurious signals or interference over
a very wide angle so that at very nearly every
point except at points in the line of the author-
ized receiver, the interference level will be as

3v high as or considerably higher than the genuine

signal level,
With respect to frequency, I may transmit the

genuine signal from a very sharply tuned trans-
mitting system, or I may confine the genuine

35 signal to a very narrow band of frequencies;

‘Whereas the interference signals are transmitted
over a very wide band, so that an unauthorized
listener resorting to a wide band receiver to find
the signal would encounter high noise levels and

40 will hear only interference at every setting of

his receiver,

For instance, if a channel 3,000 cycles wide is
reserved for the signal, and the noise level is such
that a wider band receiver cannot be used, and

5 the signal is anywhere between 3x109 and

6109 cycles, (5-10 cm. wave length) the un-
authorized listener would have to search through
107 reception bands. If the searcher spent only
one-tenth second per band, it would take days to

50 make the search.

Of course it would take a great deal of power
to spread noise over such a band width. Hence,
in practice, an operator would not go to such
extremes, but would change the transmission

85 frequency at frequent intervals according to a
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pre-arranged plan so that
be much
frequency.

Furthermore, with respect to distribution of
signals in time, I may utilize a pulse transmitter
in combination with a receiver which is sensitive
only during the intervals corresponding to the
pulses of the transmitter for the transmission of
‘genuine signals. simultaneously, I may transmit
interference either continuously or over much
longer pulses so that a receiver w

the search time would
longer than the time spent on one

intervals as the authorized receiver will have its
reception blanketed by the interference.

A better understanding of my invention will be
afforded by the following detailed description
considered in connection
drawings and those features of my invention
which are believed to be novel and patentable
will be pointed out in the claims appended
hereto.

In the drawings, ’ o

Tig. 1 is a schematic diagram or block ‘diagram
of apparatus forming one embodiment of my in-
‘vention. B

Fig. 1A is a ‘schematic diagram of an antenna
array which may be used for the ‘apparatus ‘of
Fig. 1.

Fig. 2 is a radiation pattern of a transmitter
which may be used in connection with a modified
‘embodiment of my invention.

Fig. 2A'is a schematic ‘diagram-of an antenna
‘array which may be used ‘to ‘obtain the pattern
of Fig. 2. .

Fig. 3 is a graph explanatory ‘of the principle
-of operation of my 4nvention in connection with
the confinement ‘of genuine signals to narrow
time bands and the +4ransmission of interference
continuously or over wide ‘time bands.

Fig. 4°is a schematic diagram of -a transmitter
forming another embodiment-of my invention.

Tig. 5 is a schematic diagram ‘of -a receiver
-adapted for use with the apparatus-of Fig. 4 and
forming therewith a system -constituting an-em-
‘bodiment of my invention.

Fig. 5A is a 'block diagram of a radio-communi-
cation system forming ‘another embodiment of
my invention.

Fig. 6 is a block
“the arrangement of Fig. 5.

Fig. 7 is a graph explaining the -principle 0f
‘operation of the apparatus of Fig: 6;:and

‘Fig. 8 is a block diagram of a ‘radio commurii-
-eations system forming still another embodiment
of my invention.

Like reference characters are utilized through-
out the drawings to ‘designate like parts.

In Fig. 1, T have represented schematically a
radio communication system forming one embod-
‘iment of my invertion ‘and in which the'appara-
tus is assumed to be of the type utilizing a modu-
“lated oscillator for transmitting a voice, tele-
phone or modulated continuous-wave code sig-
nal. However, my invention is not limited there-
‘to and the invention is explained. in connection
with such conventional elements of modern radio
transmitting systems merely for the sake of illus-
tration. :

For transmission of the genuine signal to a de-
sired or authorized listener I.provide radio trans-
mitting apparatus including means for-transmis-
sion of the genuine signal, such means being rep-
resented by the group of. rectangles i1, and I:pro-
vide receiving means represented by a group of
rectangles (2. In case a modulated radio fre-

diggram of a modification of -

75 "Jistener, the receiver 18 is tuned to this same fre-

10

ich is not .
designed for reception during the :same -pulse .

15

with the sccompanying -

20
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quency type of transmission is employed the geri~
uine signal transmission means {1 comprises &
master oscillator i3, a modulator 4 for modulat-
ing the output wave of the oscillator §3, in accord-
ance with the intelligence to be transmitted, and
if desired, an amplifier i85 for increasing the pow-
er of the modulated signal before application
thereof to a radiator or antenna 16 represented
for convenience as being of the dipole type. For
actuating the modulator 14, suitable means {1 is
provided for impressing an audio signal on the
apparatus. ‘This may take the form of a keyed
audio frequency oscillator, a microphone spoken
into by the transmitting operator or the like.

*The receiving means. includes 2 conventional
receiver 18 suitablefor reception of signals of the
{ype transmitted by the apparatus 1§ and having
suitable means such as antenna or locop #9 for
picking up the radiation from the transmitting
means |1, It will be understood that the receiver
18 is tuned to the principal frequency 'or carrier
wave of the transmitting means 14 :and prefer-
‘ably is tuned sharply -or has .only sufficient band
spread to receive the signals efficiently from the
means (1. - .

For the purpoese:of making it difficult for unau-
thorized listeners to findthe genuine signalor.to
receive the signal, if per:chance the wnauthorized
listener should make an adjustment .of his.Te-
ceiver suitable for best reception of the genuine
signal, I ‘provide ‘supplementary transmission
bands: or other means, which in the case of the
apparatus of Fig.1 constitutes ‘a. separate frans-
mitter 20. The transmitter 20 may he of the
same general typeas-the transmitter 1. In this
case, it is also & transmitter of-the-type compris-
ing -2 master oscillator 21, a modulator 22, an
amplifier 23 and .an audio input device 24. The
audio input device 24 may be:a source of noise,
spurious signals or other interference. For €x-
-ample, it may consist.of a.device such.as a resistor
.or a saturated diode vacuum tube together with
the requisite -audio -frequency amplification -ap-
paratus for reproducing thermal noise, shot effect
noise or the like. .For the sake of increasing the
difficulty encountered by an unauthorized listen-
er, the noise source 24 may be one producing an

. gudio signal or sound similar to that produced by

50 .

55

60

65

70

the.gendine audio signal device (1. For example,
if the genuine audio signal source A7 is a keyed .
audio frequency-oscillator, the source 24 may 4lso -
‘be a keyed or ‘interrupted oseillator “having the
same wave form and ‘keying frequency, but ar-
ranged to ‘produce o “intelligible -signal by its
‘keyed code or to produce only spurious signdls
with faulty information. Tikewise, if the genuine
audio signal source ‘IT is a telephone microphone
intended ‘to be spoken iinto, :the interference
source 24 may be.a phonoegraph or transeription
device ‘eontaining.a recording rof :the same wyoice
speaking into the genuine audio signal-source -£1
Jput uttering misleading: though- plausible sound-~
inginformation. o
The transmitter 20 including all of its elements,

‘particularly the oscillator 21, amplifier 23 and the

.radiator 25, is-arranged to transmit over a broad
range whereas the transmitter 11 including the
corresponding:pertinent elements, is arranged to
transmit over a.-narrow range -in order that.the.
desired listener knowing the range over which.to
Jisten, will be.able tofind the signal whereas.the
undesired: listener will .have great difficulty in -
finding the signal. For.example, if the apparatus
11 is arranged to transmit signdls over a Very
narrow frequency range known to the desired
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quency, the desired listener will receive the

genuine signals without difficulty whereas the
unauthorized or undesired listener attempting to
find this signal will find that the genuine signal is
S0 overlaid with diffuse interference from the ap-
baratus
unable to find the proper adjustment of the re-
ceiver for picking up the genuine signals. Thus,
if the undesired listener utilizes 2 receiver which
tunes very sharply it will be virtually impossible
for-him to find the signal, On the other hand, if
he uses a broad tuning receiver so much inter-
ference will be received from the apparatus 28
that there will be no indication of the presence of
the genuine signal 17 in the reception, for any
adjustment of the undesired listener’s apparatus.

-Although a very convenient and satisfactory
way of masking the genuine signals is to trans-
mit and receive these signals on a narrow fre-
quency range and to overlay the genuine signal
with an interference signal spread over a very
wide frequency range, my invention is not limited
to this particular form of masking the genuine
signals. Nor is my invention limited to this
mmanner.of using a narrow range transmission for
the genuine signals and broad range transmission
for the masking interference. For example, in
place of broad and narrow frequency range, I may
also make use of selective space radiation, or the
transmission of the genuine signals over a small
angle of azimuth or small range in space, with
transmission of the interference or spurious
signals over a large angle of azimuth or wide
range in space. For example, the radiator i§,
and to the extent necessary, the other apparatus
constituting the transmitter i1 , may be arranged
to produce a highly directive radiation represented
by the signal pattern 26 whereas the radiator 16,
and to the extent necessary, the other apparatus
forming the transmitter 20, is arranged to pro-
duce a signat either having no directive properties
or which has a much wider angle of radiation rep-
resented by the radiation pattern 21.

Apparatus for producing more or less directive
radiation such as represented by the patterns 26
and 27 is known to those skilled in the -art and
does not constitute part of my present invention
and need not therefore be described in: detail.

More or less directive radiation, such as repre-
sented by the patterns 27 and 26, may be obtained
in any suitable manner according to the type of
apparatus and wave-length employed. In the
case of microwaves the -angles of radiation may
be controlled by the shape or size of the reflector
or horn employed. In the case of longer wave-
lengths suitable antenna arrays may be employed.
For example, the broad angle pattern 27 may be
Produced by a pair of vertieal dipoles spaced one-
quarter wave-length and fed with current having
90° difference in phase, as shown at page 419 of
“Ultra High Frequency Techniques” by Brainerd,
Koehler, Reich and Woodruff, published in 1942
by D. Van Nostrand Co., Ine. The narrow angle
pattern 26 may be produced by larger numbers
of vertical dipoles suitably spaced and with suit-
able phase relationships of current. For example,
as shown at page 420 of the aforesaid “Ultra High
Frequency Techniques,” with an array of sixteen
dipoles, they may be spaced 3+ wavelengths apart
with 157.5° phase difference between currents in
adjacent dipoles. An illustrative arrangement of

~dipoles constituting antenna arrays 16 and 25 is
shown schematically in Fig. 1A.

In case a system of broad and narrow angle
radiation is employed the pick-up means 19 of

20 that such undesired listener will be-
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the receiver 12 will of course be Iocated along the
line of maximum radiation of the transmitter 11,
Substantially the center line of the radiation pat-
tern 26. As indicated in Fig. 1, the radius (indi-
cating signal strength) of the radiation pattern
26 along its center of symmetry 28, is consider-
ably greater than that of the radiation pattern
21 indicating that a receiver placed along this
line or within a relatively narrow angle along
either side thereof, will receive stronger signals
irom the. genuine signal transmitter ii than
from the interference transmitter 20. However,
an -unauthorized or undesired listener who does
not know where to place his receiver is most
likely to be. located outside the narrow angle
represented by the radiation pattern 26. For
exampie, if his receiver is along the line 29 it
will be apparent that, since at this point the
radiation or signal strength of the pattern 27 is
considerably greater than that of the pattern 26,
the interfering or spurious signals will be far
stronger than the genuine signals and it will be
impossible for such an undesired listener to make
any adjustment. of his receiver which will enable
him to receive the genuine signal.

Although for the sake of convenience, I have
separately described the arrangements for mask-
ing genuine signals by broad range interference
signals with respect to frequency range and with
respect to space range or angle of radiation, and
either method may be used without the other, it
will be understood that both methods may be
and advantageously are used simultaneously.

Furthermore, I may also make use of a nar-
row distribution of genuine signal with respect
to time and a broad distribution of the inter-
ference with respect to time, separately or to-
gether with one or both of the other means of
masking genuine signals which have already heen
described. For example, the transmitter {§ may
be provided with a pulser or gate 30 separately
represented for convenience by the rectangle 30
and which is arranged to give the output of the

ransinitter 11 g characteristic represented by
the symbolic pulse or square wave graph 3{. In
connection with such pulsing systems which do
not in themselves constitute my present inven-
tion, the output signal is transmitted during
short intervals, such intervals having a dura-
tion of 10 micro seconds, for example, which
transmission intervals or bulses are repeated at
much longer intervals. They may occur at rates
of 2000 pulses per second, for example. In this
case the receiving means 12 likewise includes a
corresponding device which, may effectively be
referred to as a pulser or gate 32 which makes
the receiver sensitive only during the transmis-
sion intervals or pulses of the transmitter .
The gate 32 is necessarily synchronized by suit-.
able means, not shown, with the pulse rate of
the transmitter {§ but such means do not con-
stitute a part of my present invention and are
known to those skilled in the art.

‘The interference transmitter 20 may, if de-
sired, be provided with a pulser similar to pulser
30 but having either a different pulse rate or
preducing much longer pulses. Consequentiy,
any receiver not knowing the pulse length and
pbulse rate on which to receive will have the re-
ception blanketed by strong interference be-
cause the receiving apparatus will be sensitive
during such long intervals of time while the
transmitter interference is being received, that
the interference will be much stronger in pro-
portion than the genuine signal even though the
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arrangement for blanking genuine signals trans-> 1§, 'To this end- T provide @ plurality of oscillators:
mitted over a narrow angle of radiation by:in- whieh*' 1 have «desi’gn'ate'd"r’supplement‘a;ryifeoscil-
terference signals transmitted over-a proad-an- 45 1gtors 37+ 88, and 39,-each having:a different fre=
ole of radiztion. My invention in"this respect;  quency from the other supplémentaryoscillators-
owever, is not limited to the use of radiators:  Corresponditig-to: the supblementary: oselllators:
having radiation patterns of a specific-form;ilius- 37, 385and-39; :ar.e.’_QonVentioﬁal:;faudiﬁ‘,fr'equ'e'n‘cy,:;

trated at 26 and 21 in Fig. 1. Forexample, in-  modulators 4041/ and 42.. Audio: frequency:sig-
place of a broad angle interference radiation hav-- 50: nals from sourees repzfe‘sénﬁedjby‘If\ebtanglesi 43,44

ing the pattern &7 of Fig. 1, I may utilize an in- a,n"dtfﬂs?are-vimpnessed*:on"theim’odulatorsllﬂ';f-f& 58
terference beam which is.split- into:two: rela-- and 42.";:each:'modﬁlator'havin‘g}aurdi'ozsignals,from;;
tively narrow parts 27A and 215, together with a- only: a: singles souree: impressedthereonat: any>
genuine signal beam having-a radiation pattern. . giverrinstant. . Themodulated: frequency:outputst

26 directed along a line> midway between the 55. resulting: from the:combihationsof the-units:31-
split patterns 27A and 2¥B-of the interference: and: A0; the units'38+and=41; andsthe units: 39 and:

signal. The arrangemen.tvofx Fig. 2—.11‘as.--thev». ad-~- 42; are: impressed:on the high-frequency:modus:
vantage that along the line 28 on Wwhich the ati-  lator 365 sottiat: the output of ‘the master oseil-
thorized receiver is placed, noise oI interference- 1stor:13 is:doubly modulated: and: a-large:number-

"~ reception is very nearly nil whereas-at a few de- 60 ofiside bands is transmitted:through the-amplifier:
gress either side of the line 28, interference re-- - {EBtothe.antehna: 16-and radiated therefrom::
ception becomes very strong and -the genuine- .

g e " i - My invention:is not limited: to- the-use -of: any¥
signal receptlon falls cff: very rapidly. - There.is,: specific/frequencies, frequency Tatios.or freqiencys
of course; no need for the-interference beany on differernces:

PR p ; . Nevertheless; for:thessake~0of-con=r
eithier side of the loops 2TA or 21B, for example, 65 yenience in explanation and: by:wayiof Allustra
along the line 38, if the transmitting -apparatus:

: n . e LI 5 : tion; but:not’ by:way: of limitation; wvarious arbis:
s correctly designed, since there. will- be- no- trarilysselécted frequencies-have been {designated
genuine signal beam at-this -al}gle. Care should, invarious: parts: of -theapparatus ‘to:distinguish®
of course, be taken 1}1'the design: of -the: appara-~- oneapar:t.:from\.-another-andeill- be referfed-to-in:
tus 11 and the radiators {6 to insure the ab- 70° the subsequent diseussion:. For example; let it be
sence. of minor loops-at other angles-than along: assumed-thab . the: master: oseillator- produces: &
the line '_28 unless ' corresponding: masking inter< primary;.carriers at-30-megacycles: and::-thatithe: .
ference signals are provided at-such angles..- The: supplementary oscillators 37, 38;.and-39¢ produce:
patterns 26; 214, and. 27B may be-produced .in:  supplementary or: subsidiary: carriers at:5 mega-
any suitable manner. For-example, three-mul-- 75 cycles, 10.megacycles-and 15:megacycles, respecs: '
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‘tively. 'Then when the audio sources 43, 44, and
45 are not energized, so that there is no modula-
tion in the devices 40, 41 and 42, the 5, 10 and 15
megacycle sub-carriers are impressed on the high

frequency modulator 36, producing three upper -

side bands and three lower side bands at 45, 40,
35, 25, 20 and 15 megacycles, . If it is assumed that
the frequency components of the audio frequency
Sources do not extend beyond 5 kilocycles, the out-
ermost side bands produced by the modulator 48
are 5,005 and 4,995 kilocycles. Similarly, the out-
ermost side bands of the modulators 41 and 42 are
10,005 kilocycles, 9,095 kilocycles, 15,005 kilo-
cycles. and 14,995 kilocycles, If these side bands
are impressed on the high frequency modulator,
the radiated wave from the antenna 16 will in-
clude additional side bands as follows: There
will be side bands at 45,005 kilocycles, 44,995 ke.,
15,005 ke., and 14,995 kilocycles, resulting from
the modulation produced by the audio source
connected to the modulator 42 combined with the
subsidiary modulation of the 15-mec. supplement-
ary oscillator 39. Additional side bands resulting
from audio sources acting through the 10 mega-

cycle supplementary oscillator 37T and the 5 mega- -

cycle supplementary oscillator 38, will produce
additional side bands 40,005, 39,995, 35,005, 34,995,
25,005, 24,995, 20,005 and 19,995 kilocycles. Thus
it will appear that when only three different audio
frequency modulators 40, 41 ang
sponding supplementary oscillators 31, 38 and 39
are used, a large number of different side bands
are produced in the radio frequency radiation. - In
practice, I may employ many more supplementary

oscillators and audio frequency sources placing 35

interference or spurious audio frequency informa-
tion on all of the audio Sources except one on
which the genuine signal is placed. In order to
separate the genuine information from the spuri-
ous information or interference,
listener is provided with a receiver which selects
either the upper or lower side bands correspond-
ing to the genuine audio frequency information.
As illustrated in Fig, 5, the receiver may be of
the superheterodyne type although
ily so. If the receiver is of the superheterodyne
type, it may comprise 5 conventional local oscil-
lator 46, a mixer 47, a radio frequency amplifier
£8, a receiving antenna or loop 49, an intermedi-
ate-frequency amplifier 50, a second detector 51
and head phones, or the like, 52, Assuming that
the genuine audio frequency information is placed
on the audio frequency modulator 42 correspond-
ing to the supplementary oscillator 39, upper side
bands in the radiated carrier will be produced be-
tween 45,005 and 44,995 kilocycles and lower side
bands will likewise be produced between 15,005
kiloeycles and 14,995 kilocycles. The receiver may
be designed to select one or the other of these
groups of side bands. ¥For example, if the receiver
has an intermediate frequency amplifier 50 de-
signed for 1500 kilocycles and if the upper side
bands of the radiated wave are to be selected, the
local oscillator 46 may be adjusted to oscillate at
43,500 kilocycles. The local oscillator 46 will then
beat with the intermediate side band at 45,000
kilocycles (which is produced by the 15-megacycle
supplementary oscillator 39 modulating the os-
cillator 34). Since this difference hetween 45,000
and 43,500 kilocycles is 1500 kilocycles, .the ‘beat
frequency will be 1500 kilocycles ‘and -the signal
will be picked up in the second ‘detector 51 and
the head phones 52, being modulated-at an:audio
frequency corresponding to the original -input
audio frequency as a result of the spread of the
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-trouble from jamming of signals,

radiated carrier between
cycles.

If only three different supplementary oscilla-~
tors 37, 38 and 39 are provided, the local oscillator
36 is provided also with two other adjustments,
For the specific frequencies assumed, these may he
38,000 kilocycles and 33,500 kilocycles. Having
been informed on which of the supplementary os-
cillators the genuine signal is to be placed, the
authorized receiving operator adjusts his receiver
accordingly and selects the genuine signals, tun-
ing out the spurious signals or interference. ’

In order to increase the difficulties of the un-
authorized listener a greater number of supple~
mentary oscillators than ustrated may be pro-
vided, and furthermore, means are preferably
provided for rapidly changing the genuine signal
from one set of side bands to another. Corre-
sponding means are provided in the receiver for
shifting the signals according to the same pro-
gram. For example, a change-over switch 53
may be provided in the transmitter of Fig. 4and a,
corresponding frequency changer 54 may be pro-
vided in the receiver of Fig. 5. The frequency
changer 54 may be a conventional device such as
a selector switch for changing inductances or
capacitances in a tuned ecircuit of the oscillator
46. The change-over switch 53 and the frequency
changer 54 are driven by suitable devices for caus-
ing them to follow the same program. For ex-
ample, chronometers or synchronizer drivers 55
and 56, respectively, may be provided. The syn-
chronizer driver may be of the type used in radio
television utilizing synchronizing pulses but my
invention is not limited thereto. Particularly,
when it is desired to eliminate any possibility of
it may be pref-
erable to utilize ship’s chronometers for driving
the change-over switch 53 and the frequency
changer 54, Since my system is particularly use-
ful for the rapid secret direct voice communica-
tion between ships of a fleet, the changeover
switch 53 and the frequency changer 54 may read-
ily be driven by chronometers on the respective
ships.

In connection with the apparatus of Figs. 4
and 5, I find it advantageous not only to limit the
genuine signal to one of the audio sources at the
source 43 but also to provide different spurious
signals on the other audio sources, such as the
source 44 and 45.  For example, the audio source
43 may consist of a microphone spoken into by the
communications officer on the transmitting ship,
and the other audio sources, such as the sources
44 and 45 may consist of phonographs having
separate recordings of the same voice but different
sentences or words, each recording stating plaus-
ible sounding information which, however, reveals
no useful information to an unauthorized listener.

To increase the difficulty of an unauthorized lis-
tener in attempting to record reception on a large
number of different frequencies corresponding to
different side bands, and later trying to select the
information which is genuine, I prefer to operate
the linkage 60 between the chronometer 55 and
the change-over switch 53, and correspondingly,
between the chronometer 56 and the frequency
changer 54, in such a manner that the change-
over switch 53 and the frequency changer 54 are
operated at a high rate of speed so0 as to clip off
the words of the intelligence transmitted on any
given set of side bands. Consequently an unau-
thorized listener continuously tuning to any .one
of the given different frequencies on which the

45,005 and 44,995 kilo-
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.apparatus; transmits; vwill e unable-to:pick .up
any intelligible words.
.:Accordingly, the: qhange-ov,er-.switch 53:is pref-
-erably: of -a.-suitable :type-such:as-an =glectronic
switch.or -mechanical switeh -adapted--for opera-
-tion: at. a: high rate of .speed: and producing -rela.-
tivelylittle frictional load on-the:chronometer 85.
My-invention: is-not limited to.the use of a:specific
form-of -changeover switch but: for the sake-of il-
.Justration, T have schematically: represented a me-
_chanical form of switeh.comprising three rotating
members 51, 58-and 59; driven through a suitable
linkage 60 by:thechronometer 55. The rotating
_member: 51 :comprises:-a. conducting segment- 61
_and & non-conducting -segment- 62, the : latter
forming a greater part of the periphery of a circle.
“The .angular- length of .the .segment- 61 -will, of
_course, depend -on:the number ‘of audio-sources
.provided.-and-the length of. time:each of-which is
_to be:connected:to-each of the modulators-41 -and
-42. ~-Although- ordinarily: more -than -three audio
.sources -will -be .employed, .in~the .case of :three
_audio-sources; the.angular length- of the- segment
-§{-will-be slightly under.120°.:- Cooperating: with
.the rotating ‘member: 5T-is: a: plurality: of brushes
.63,:64.and 65;.each:connected toa different-one of
.the :modulators 40;-41-and :42. There is also'a
.brush- 66 connected to:the output -of one ‘of the
_andio:sources; such.as:the: audio source 43. The
_condueting: segment 6 |- is:extended -along the axis
4n such a manner-that it-makes-continuous:con-
_tact with the brush-66. :Rotating members'58:and
.59 are:similarly-constructed and arranged.
.-From -the: drawing; it-will-be apparent that:as
the linkage 60 rotates thesmembers 57, 58:and 59,
~the - brush ~ 66 will -be -connected -successively
_through-the:-conducting segment 61 to:the brushes
:63;:64- and 65;:thus:connecting: the :output “of the
saudio-souree 43:successively to the'modulators: 40,
At-and 42, cAsimilaractionztakes place with're~-
.spect tothe outputiof the audio outputs 44 and45,
-except:that ceach. audio: source.is: connected ‘to-a
different jone:of ;the:modulators:at any igiven in~
rstant. +-Tt is‘alse: apparent:that as a-result of the
rotation of the members 57, 58 and 59 the -audio
#requency modulator 40:is connected-successively
gortheaudio source 43;:44.and-a similar condition
sexists with respect:-to:the: otheraudio frequency
-modulatorsd fiand#A2. - Consequently, the genuine
-giidio. frequency:-signals iapplied :to :the audio
rsource 43, are constantly: being .shifted :from one
sset of side bands to:the other-and:each set of side
pandscisisuccessively :carrying: signals .resulting
stromedifferent audiossources. "The constant rapid
-shifting:abaut from-one carrier:to the other makes
:itsimpossiblerfor-an: unauthorized-listener:to re-
.ceive. any:intelligible:signals. “The program:ac-
seording towhich: the shifting takes place may, ‘of
course;, berchanged:from: time-totime by -charnging
.$herrate-ofspeed at which the change-over-switch
-53 and the-frequency changer:54 are:driven-or-by
substituting - different :change-over ‘switch “units
swithdifferent. programs. “Furthermore; my inven-
stiorr is ot limited to-the:use:of the relatively sim-
‘ple mta,ryzs.uccession:progma,m.just=-explaine‘d.
Tt will::also-be: notedi that. if: the unauthorized
“Jistener: succeeds: in- accomplishing ‘the proper
-transposition ‘of: bandsiso that he obtains injel-
<ligible information;;he is:still in a:state of-un-
seertainty becausein: thevillustrative -system ‘de-
sepibed “for.simplieity 'there -are three different
~programs" which can -give: intelligible informa-
#tion,~and two.of ‘thesegive ‘false: information.
SWith-a -greater: nuniber. 6f--audio sources than
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4llustrated, . the unauthorized listener: would-have
_even, greater: difficulty. : :
.~ Another-respect in:which:the.range of : distri-
_bution of genuine:signal radiation: may-be. made

-5 -different: from that.of the masking interference

is.the polarization of the radiated wave. For ex-
sample, as. illustrated.in-Fig. 54, :the transmitter
-4 }.and-the receiver 18 may e arranged to-trans-
_mit -and.receive :waves - polarized - in a-predeter-
10 cmined plane, whereas ‘the.interference transmit-
ter. 20:is-arranged to- transmit-waves polarized
.in. ardifferent- manner-or unpolarized. -In-orger
_to-increase the: difficulty -of ‘reception ‘by unau-
-thorized .listeners, the-plane of : polarization is
15 .preferably -varied .either by .physical-rotation-of
_the-transmitting- and receiving antennae--or. by
-electrical -rotation of -the plane.

.:In:the;specific. arrangement-illustrated in ‘Fig.
54, :the genuine signal transmitter-11 is provided
~with-a radiator-67 designed to-transmit waves-po-
Aarized.in a predetermined plane; and thereeciver
.18 -is provided -with a: receiving -antenna €8 ar-
ranged to-be responsive: towaves: polarized-in-the
_same plane: as these transmitted. by ‘the--an-
o5 tenna 61. “The. antennae:67 and:68 are arranged

.to-berotated in unison by a-suitable ‘means such
as-synchronized motor :drives -§5: and: 58, respec-
tively, -which.may:be synchronized- in :any. suit-.
-able.manner;-as-by:means-of ship’s chronometers

50 2b-bhe- transmittingand receiving -stations; :re-
sspectively. '«For spermitting rotation of .the:an-
tennae-67 sand 68, suitable-connections +{o :the
transmitter-l {.and.receiver-18-are provided-which

.are.represented: for simplicity in the-drawing-as
5 -slip-ring- and.orush- connections *69- and <79, re-
.spectively,..although rit-is: well -known -to those
skilled in the.art-that. other-types’of connections
.to-a rotating element are:used.

- Jor -inereasing . theconfusion -encountered ~by
-an-unauthorized listener, the synchronized «drives
-§5.and--56 ‘may be-arranged to produce rotation
_inaccordance with a;predetermined:program with

variationssin:speed or direction:of rotation at pre-
~determined-intervals. For -masking:the genunine
_signal, -radiation -from -the transmitter -11: and
preventing -an.: ynauthorized -listener from- at-
Jempting:ito-decipher: the-program,in-accordance
.with:whichthe-antenna 61 is rotated, the inter-
_ference; transmitter-20:may-be-provided with. an
~gntenna:system 11 which:transmits-radiation ex-
stending:.outside ‘of the plane. of -polarization:of
1the.radiation: from the antenna-61.. -“For example,
_the..antenna :system: Tt~ may -consist -of a plu-
.rality -of : pairs- of ‘antenna :elements 12 and 13
.which:are excited incoordinately with respect-to
-each-other to produce unpolarized radiation.

-sAlternatively -suitable phase-shifting, ampli-
«tude~controlling or.other selective control means
.represénted generally in Fig: 5A by the reference
60 -numeral. 74 may-be-interposed in the. connections
_between:ione-of -the:transmitters -l -or :20 and
.the carresponding radiation system?67-and Tf-for
:causing:-polarization: or variation in-pol arization
saccording to different patterns from the antenna
isystems 67 -and 1. - With this arrangement,.an
cunauthorized:listener attempting to-set up are-
cceiver:and-to-coordinate: it with' the transmission
.fromrithe ‘genuine signal transmitter 1 will be
iprevented from:finding the genuine :signal and
sfromrreceiving it by-the interference according-to
‘a-different- polarization pattern from the-inter-
+ferencertransmitter :20. ~ For instance, the appa-
‘ratus “T4'may include:a +90° phase-shifter on
sone.antenna.” This will produce circular polariza-
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15 “tion-which:cannot be-eliminated by orientation:of
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the antenna, and if the direction of rotation of
the polarization is frequently reversed, a circu-
lar polarization reeciver cannot eliminate it.

One manner of accomplishing variation of the
polarization pattern electrically is illustrated
more in detail in Fig. 6. In this case the trans-
mitting apparatus including the genuine signal
transmitter 11 and the interference transmitter
20 is shown as having a common radiator or an-
tenna system 75, and the receiving apparatus {2
is shown as having g corresponding antenna sys-
tem 76. The antenna system 75 comprises a
polarized antenna 11 represented schematically
as being of the dipole type. A second similar
polarized antenna 18 is arranged at right angles
to the first antenna 77, One of the antenna is
connected to the amplifier 15 so as to be energized
thereby, and for energization of the other an-
tenna 18, a second amplifier 15’ is provided hav-
ing a phase shifter 79 interposed between it and
the modulator 14. In this manner, polarized re-
sultant radiation takes place from the antenns
system 15, but the radiation is polarized in ac-
cordance with a different pattern from plane po-
larization. For thig arrangement there may be a
.common master oscillator 3.

For making the receiving apparatus {2 re-
Sponsive to the radiation from the antenna sys-~
tem 75, the receiving antenna system 76 is ar-
ranged in a similar manner with a polarized an-
tenna 80 corresponding to the antenna 77 con-
nected through an amplifier 81 to the reeciver or
detector 18, and a second polarized antenna 22 at
right angles to the antenna 80 connected through
a second amplifier 8i’ and g phase shifter 83 to
the detector or receiver | 8 The phase shifters
19 and 83 are so set that the polarization pattern
of the receptivity of the receiver corresponds to
that of the radiation of the transmitter. Thus,
in the specific case illustrated, a circular or ellip-
tical pattern may be produced according to the
degree of phase shifter employed and the rela-
tive intensities of radiation from the antennae
11 and 18.

For masking the transmission from the an-
tenna system 75 produced by the genuine signal
transmitter 11, the interference transmitter 20
may be arranged in a similar manner to the gen-
uine signal transmitter i1 having a pair of am-
plifiers 23 and 23’ energizing the antennae 77 and
18, respectively, with a phase shifter 84 inter-
posed between the modulator 22 and the am-
plifier 23’. The phase shifter 84 may be so ad-
justed as to produce resultant radiation polarized
in accordance with g different pattern from the
resultant radiation produced by the genuine sig-
nal transmitter it

I may also produce synchronized variation in
the pattern of polarization of the genuine signajl
transmission and of the receiving apparatus re-
ceptivity by utilizing the phase shifters 19 and
83, which are driven synchronously by suitable
devices such as synchronized motor drives 55 and
56. In this case the genuine signal transmission
and the receptivity will be in accordance with g
Dolarization pattern which is constantly varying
from planar to various degrees of elliptical and
cireular polarization.

As illustrated in Fig, 7, when the output from
the amplifiers 15 and 15’ is in phase, the radiation
produced thereby will he polarized with respect
to a plane 85, shown in an arbitrarily assumed
angle. As the phase shifters 719 and 83 are
changed in adjustment, the polarization pattern
will become elliptical, as represented by the curve

10

15

20

25

4¢

45

50

55

60

65

70

6]

14

the phase shifters 19 and
relations, the polarization
pattern will become circular, as represented by
the curve 81 in Fig. 7.

The phase shifter 84 of the interference trans-
mitter 20 may be driven at random or in ac-
cordance with a different brogram from the syn-
chronized drives 55 and 56 by a driving mechan-
ism 88, thus super-imposing on the genuine-
signal radiation from the system 75 radiation
which is polarized but falls outside the pattern
of polarization of the signal transmitted by the
transmitter 11 and which likewise falls outside
the corresponding receptivity pattern of polar-
ization of the recelving apparatus 12,

As already explained, I may cause one of the
characteristics of the genuine signal transmis-
sion to vary in accordance with a predetermined
brogram, causing the same characteristic of the
receiver to vary in accordance with said program
in order that the receiver will follow the genuine
signal transmission through any masking inter-
ference. Also, instead of varying such a charac-
teristic of the genuine signal transmission, I may
vary a characteristic of the interference trans-
mnission and cause the receiver to follow the varia-
tion in characteristic of the interference trans-
mission in accordance with the same program in
such a manner as ito eliminate or reject the inter-
ference transmission. An eXample of a system
where frequency is the variable characteristic
and where both the genuine signal transmission
and the interference transmission have the vari-
able characteristic is represented by the em-
bodiment of Figs, 4 and 5. In this case, however,
the variation brogram of the interference trans-
mission must be coordinated with that of the
genuine signal transmission owing to the fact
that both transmissions have the same character-
istic varied, namely, frequency. Thus, the receiv-
ing apparatus of Fig. 5 is simultaneously made
receptive to the genuine signal transmission ang
unreceptive or in g, condition to reject the various
interference transmissions.

The variation ‘program of the interference
transmission may be wholly unrelated to the vari-
ation program of the genuine signal transmission
if different characteristics are varied in the gen-
uine signal transmission and the interference
transmission. Various. characteristics have al-
ready been mentioned, such as frequency, space
angle, time, and pelarization, e, g, Ordinarily,
it will not be practicable to vary the space angle
or azimuth from which the transmission is re-~
ceived by the receiver, but any characteristic of
signal transmission or reception, which may
readily be varied at the receiver, may be em-
ployed.

As illustrated in Fig. 8, the genuine signal
transmitter 11 has one characteristic varied in
accordance with g predetermined program, and
the receptivity adjustment of the Teceiver {8 is
varied in accordance with the same program.
The interference transmitter 29 has another
characteristic varied in accordance with g, pro~
gram which may be coordinated with the first
program but which may slso be an entirely dif-
ferent and unrelated program. For eliminating
this interference, the receiver has an adjustment
varied in accordance with the same brogram as
the interference transmitter for causing the re-
ceiver to reject the interference. In the case of
interference transmitted at different frequencies
in accordance with a fixed brogram, the receiving
apparatus may have g signal rejector which is

86 in Fig. 7; and with
83 set for quadrature
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varied to tune out. the interference. Although
such & signal rejector may take the form of an
anti-resonant circuit or a. filter adjustable for
eliminating different specific frequencies at each
adjustment, this is not necessary, and the signal
rejector’ (for variable-frequency interference)
may merely be the tuning portion of the receiver
18, the resonant frequency of which is varied to
make the receiver responsive to some frequency
other than the interference frequency as €x-
plainedin connection with Fig. 5.

For the sake of illustration I have represented
in Fig. 8 and shall describe a specific system in
which the variable characteristic of the genuine
signal transmission is frequency, and the variable
characteristic of the interference transmission is
polarization. Thus, the genuine signal trans-
mitter {1 is provided with a frequency changer
52 operated.in: accordance with a predetermined

- program, designated program A, by a suitable de-
viee such as a synchronized drive B59A.
Simultaneously, the receiving apparatus has its
tuning varied by a frequency changer 54 driven
by = synchronized drive 56A which is synchro-
nized with the device
cordance. with. the same predetermined pro-
gram A.

As represented in Fig. 8, the genuine signal
transmission’ and the. interference transmission
are simultaneously radiated from an antenna
system 75, and both transmissions are picked up
by an.antenna system 16. The requisite connec-
tions and intermediate apparatus between the
transmitters and the transmitting antenna 15 are
represented diagrammatically by lines 89 and 90.
Similarly, the connections between the receiving
antenna 16 and receiver 18 are represented dia-
grammadtically by the line 9. -

For varying the polarization pattern of the
transmission from the interference transmitter
20, suitable apparatus such as a polarization
changer 19 is provided. For one form of variable
polarization pattern, the polarization changer 19
may take the form of -the elements illustrated
and explained in greater detail in connection
with Fig. 6. The polarization changer 19 is
driven by a separate synchronized drive operating
in accordance with a predetermined program
designated as program B.

For eliminating the variable polarization in-
terference transmission resulting from the inter-
ference transmitter 20, a portion of the receiving
apparatus (2 determining the polarization recep-
tion characteristics of the receiver 18, shown as a
rectangle and designaed. as a signal rejector 83,
is made variable. It is caused to vary in accord-
ance with the same program, namely, program
B, in accordance with which the synchronized
drive 55B of the interference transmitter 28 is
operated. For this purpose there is provided a
drive 56B, operating synchronously with the drive
55B. 'The speed, variations in speed and direc-
tion, and other features of the program of the
devices 55B and 56B, need bear no relation what-
soever to the corresponding features of the de-
vices 55A and 56A. The genuine signal trans-
mission may also be varied in accordance with
the interference variation program provided the
receiving apparatus is arranged to reject inter-
ference in accordance with the interference-vari-
ation program.

For causing the receiver 18 to reject the inter-
ference from the interference transmitter 20, the
polarization-determining portion of the appa-
ratus, in this case the signal rejector 83, is so set

55A and thus operates in ac- ¢
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that the recevier 18 is constantly responsive to
polarized input waves which are 180° out of phase
with those resulting from the interference trans-
mitter 28. The receiver is therefore unrespon-
sive to the polarized waves from the interference
transmitter 298. Thus, the polarization-deter-
mining apparatus serves as a signal rejector.
The form taken by the apparatus designated as
the rejector 83 will, of course, depend upon the
type of variation in the polarization pattern em-
ployed, which must correspond to that employed
for the interference transmission. If the type of
variation in polarization is that discussed in con-
nection with Fig. 6, the polarization changer 83
may take the form of a phase-shifter suitably
associated with other apparatus as described in
connection with Fig. 6. As previously explained,
however, for the arrangement of Fig. 8, since the
polarized wave is to be rejected, the polarization-
adjusting mechanism in the apparatus of Fig. 8
is 80 set as to be 180° out of phase with the setting
which would be employed for the system of Fig.
6, in which the receiver 18 is intended to be re-
sponsive to the variable polarization pattern from
the transmitter 1.

As many changes could be made in the above
construction and many apparently widely differ-
ent embodiments of this invention could be made
without departing from the scope thereof, it is
intended that all matter contained in the above
description or shown in the accompanying draw-
ings shall be interpreted as illustrative and not
in a limiting sense.

What is claimed is:

1. A method of maintaining secrecy of radia
signal transmission, which comprises transmit-
ting radio signals in pulses adapted to be received
by a pulse receiver, and masking such signals by
transmitting interference having a lower peak in-
tensity than the pulse signals but having an aver-
age intensity substantially as great as the peak
intensity of the interference, said transmitted
interference being of such strength relative to
said signals as to require synchronism of receivers
with the transmitted pulses.

2. A secret communication system comprising
means at a first point for sending a series of
pulses of high frequency energy from said first
point to a second point remote from said first

‘point, means for modulating said pulses in ac-

cordance with intelligence to be transmitted to
said second point, means at said second point for
receiving and demodulating said pulses to recover
said intelligence, means for transmitting to said
second point a signal interfering with said series
of pulses, and means independent of the received
pulses for varying the sensitivity of said receiving
and demodulating means synchronously with said
pulses for discriminating against said interfering
signal.

3. A secret communication system comprising
means for transmitting a series of intelligence-
modulated pulses of a predetermined radio fre-
guency to a remote point, means for transmitting
at said radio frequency a signal interfering with
said series of pulses at said remote point,
means positioned at said remote point for receiv-
ing and demodulating said pulses, and means for
rendering said receiver sensitive during said
pulses and insensitive during intervals between
said pulses whereby said receiver may discrimi-
nate said intelligence-modulated pulses from said
interfering signal. ‘

4. A secret communication system comprising
means for transmitting intelligence-bearing radio
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signals to a remote point, means for interrupting
said signals according to a predetermined time-
pattern, means for transmitting to said remote
point further signals interfering with said in-
telligence-bearing signals, said further signals
being of such strength as to preclude utilization
of said intelligence-bearing signals in a receiver
dependent upon reception of said intelligence-
bearing signals for synchronization therewith, a
receiver at said remote point adapted to receive
said intelligence bearing signals, and means for
varying the sensitivity of said receiver synchro-
nously with said predetermined time-pattern for
distinguishing sad intelligence-modulated signals
from said further signals,

5. A secret communication system comprising
means at a first point for transmitting to a sec-
ond point recurrent fixed-duration impuises at a
bredetermined repetition frequency and charac-
terized by durations of g smaller order of magni-
tude than the intervals between successive im-
pulses, means for modulating said impulses in
accordance with intelligence to be conveyed to an
intended communicant at said secongd point, re-
celving means at said second point tuned to re-
ceive said impulses and gated at said predeter-
mined repetition frequency in synchronism with
said transmitted impulses independently of re-
ception of said impulses, and means at said first
point for transmitting g signal interfering with
said fixed-duration impulses and characterized
by longer transmission time than the duration of
said impulses and so related to said recurrent im-
pulses in the respects of carrier frequency, radia-
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tion pattern and bower as to prevent utilization 3

of said impulses in non-synchronous impuise re-
ceivers.

RUSSELL H. VARIAN.
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