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Chapter 1
(U) General Information (U)

1-1. (U) Purpose

(U) This regulation implements Depart­
ment of Defense (DOD) Instruction
'240.', dated 23 May 1984, and prescribes
Deputment of the Army policy c:oacem­
... the TSCM proJnID.

1-2. (U) .......cM

(U) It.equired and related ref'ereDCeI aDd
relereoced forma are IiIced ill~ A.

,-a. (U) btAwtIon of IIbbrnIatIona........
(U) Abbreviatiool aDd IpeCial termI uted
.. ... replation are eKplained ill the.....,.
1-4. (U) Objec'"
(U) Teeheic-' lIUrVeiUuce devices have
... diIcovaed ill U.S. facilities world·
wide. n.e fiDds clearly demonstrate the
_jet" - cI. teclmk:aJ aurveiDaDc:e threat
to unitive s' ·W .w-e information.
TIle objediYes of the TSCM proaram
8Ie-

L (U) To provide a systematic and ef­
fective program for the detection and nul­
IificaIioD of tecluUcal surveillance pene­
tratioas, tecluUcal surveillance hazards.
ad pbysicalllClCUrity weaknesses.

b. (U) To provide responsible Army
commanders and managers with guide­
IiDes for the enhancement of security and
reduction of the wlnerability of sensitive
areas to the technical surveillance threat.

1-5. (U) 11nat
(U) The technical threat is posed by the
capability of all foreign intellisence or
dissident domestic asents to use technical
surveillance means to collect information
fiom IeDlitive U.S. fllCilities and activities
or apinst teIect taraeted individuals. The
threat usually takes the form of devices
iDstalled or employed at the direction of a
foreign power for the apecific purpoee of
audio, visual, or emanation coUection of
iDf'ormation from within a IeDlitive area.
This iDf'ormatiou may be obtained by
direct technical penetration. or by exploit­
iDa • tcdJnicaJ lUl'VeiIIance IeCUrity
hazard 01' ph)'IicaI eecurity weabeIa in •
lelllitive area.

, .... (U) T8CII program functIone

(U) TechnoloJical advances make the de­
tection or technical surveillance devices
and technical IeCUrity hazards 10 diflicuJt
that, in !DOlt cues, their ctiIcovery is pol­
IIDle oaIy by biably trained pcnoanel
usinS specialized techniques aDd equip-

ment. The TSCM prosram includes all
measures taken to reduce the wlnerabiJity
or sensitive areas to the technical surveil­
lance threat. These security measures in­
clude four distinct, interdependent func­
tions, ach of'fhich bu a direct bearing
OD the effectiveness of the overall pro­
pam, as outlined below.

a. (U) Ihl«tilJn. TSCM surveys. inspec­
tioas. ad penetration invcstiptioas of
IeDlitive areas are counterintdliaence (CI)
invcstiptions daiped to detect the pres­
tDCe or IeCbaicaJ aurveDJance dcvica,
tecIuUcal security hazards, or physical se­
C1Irity wubmes which would permit
the teclmicaJ or physical penetration of
1be fIciJity. TSCM Iervices are time con­
IIIBIina aDd COIdy aDd will be of DO Jut­
iDa value if' the area serviced is DOt main­
Wned UDder effective physical and tecb­
Dical IeCUrity controls. Occupants of sen­
litive areas share a responsibility in detec­
tion in that they should recognize and
report DeW or unusual objects or condi­
tioaL

b. (U) Nfll/VictltilJn. This includes meas­
ures. both active and passive, to neutralize
or oepte technical devices which may be
employed. or to make the placement of
such devices more diffICult.

(I) (U) Passive nullification can be ac­
complished by such techniques &5-

(a) (U) Soundproormg sensitive areas to
include air~nditioning and beatins
ducts.

(b) (U) Removing telephones and inter­
communications systems or installing pro­
tective devices on those items which
cannot be removed.

(c) (U) RemovinS excess and unused
wiring.

(d) (U) SecurinS and inspectinS utility
tuDnels and crawl spaces adjacent to sen­
sitive areas.

(e) (U) Using noise generators or music
to mask sensitive conversations.

(2) (U) Active nullification is accom­
plished by detectinS and removins or ex­
pJoitin& ctiIcovered technical surveillance
devices.

c. (U) I_lion. The establishment of
special areas for the CODduet of activities
iDvoJvina IeDlitive information, and the
exclUlioD or c:IoIe coatrol of a,ll UDcleared
peI'IOIIDeI in that area. can reduce vulner­
ability to the tecbnic:aJ surveiDance threaL
1b.is may involve isolation of an entire
buiJdin& or daipation of smaller special
area with appropriate physical and other
IeCUrity burien or coatroJs.

d. (U) EdllCGtiDn. The education of aU
penoanel c:ooc:ernin& the threat of techni­
cal surveillance and the part the iDdivid­
uaI plays in the U.S. Army TSCM pro­
pam is vital. Individuals must be made
aware of the nature of the teclmicaJ sur­
vdDance threat and the part that they can
play in the TSCM propam. Penonnel
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sralLe i

should be alert for unusual conditita
such as strange electronic equipment or
components, recently installed equipmalt
or fixtures to include non-electrical or
electronic items which were not requal­
ed or are not needed. or the unusual per­
formance of communications equi~
They should be trained to check the idea­
tif'lC&tion of repair and maintenance serv­
ice personnel, aDd to discuss sensitive ..
formation only in approved designaSed
areas.

CMpter 2
~ Investlgatlona and

(U)

IectIon I
(U) ReaponaIbUItIea (u)

2-1. (U) The ANlslant Chief of Staff
for Intelligence, DA (ACSI, DA)

(U) The Assistant Chief of Staff' for IIdeI­
Jiaence, Department of the Army wiD-

a. (U) Monitor and provide genenI
staff supervision of U.S. Army TSCM
.programs and operations.

b. (U) Develop Army TSCM policies,
procedures. and regulatory guidance.

c . (U) Provide or assign Army repre­
sentatives to national level interaaaeJ
committees and their working~ to
coordinate information on research ...
development efforts, TSCM eq~
aDd techniques, finds, hazards. aDd odie
itemsof mutual interest that benefit __
ben of the U.S. Intelligence CommUIIiIJ.

d. (U) Eatablish Army requiremeDta ­
research. development, testin&. and eva1­
uation prognms for TSCM material to
ensure that the Army TSCM ptOji_
adequately counters the current fon:ip
and domestic technical survem.ee
threat.

e. (U) Authorize disclosure or TSCM
information to foreign countries or iI*Ir­
national organizations after coordinalica
with the appropriate national level iI*Ir­
aaency committees.

f. (U) Disseminate iDf'ormatioD OD tile
tecluUcal surveillance threat to ..........
ate Army activities, to include iDf'~

tion OD the detection of DeW tee.......
surveillance moaitoring systems.

a. (U) Coordinate with other DOD
COIDpODeIlti to establish the freqUCDCJ cI
periodic TSCM IUpport.

b. (U) Develop croll IerYicin& .....
ments with other military clepartmeDta...
the conduct of TSCM support ad ...
fonnina the Assistant Secretary or ~
feuse (Comptroller), on request, cI tile
number aDd 10cales for which era. .-v­
icina qreements have been impJem II f

i. (U) &sure Army standards fOl' tile
selection and trainins of TSCM ....

3
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2-5. (U) Army Intenlg.nee componenta

(U) Commanclen of Army intelligence
compoaentl or activities will ensure-

L (U) Operational lCCurity is main­
tained for TSCM requirements.

b. (U) TSCM services are performed
only by teams meeting certification re­
quirements established in this regulation.

c. (U) TSCM special agent personnel
attend scheduled refresher and advanced
training.

d. (U) TSCM special agents assigned to
authorized TSCM positions are used in
the primary mission of TSCM duties.

e. (U) TSCM certificates issued to
Technical Surveillance Co~termeasures

apedal agents (TSA) and Master Techni­
cal Surveillance Co~termeasures special
lIents (MTSA), are returned to the
INSCOM TSCM Program Director in
the following instances:

(I) (U) Auignment of a TSCM special
lIent to a ooo-TSCM validated position.

(2) (U) Removal of additional skill iden­
tifier (ASI) (9L or 09) or withdrawal or
military occupational specialty (MOS).

(3) (U) Removal from TSCM oper­
ations or non-utilization of TSCM skills
for periods of 12 months or more .

(4) (U) Failure to participate in sched­
uled refresher training.

(5) (U) Retirement. release from active
duty, or expiration of term of service.

(2) (U) Access to the sensitive area is
limited to authorized and properly cleared
personnel.

(3) (U) Continuous escort is maintained
over all ~cleared personnel.

g. (U) Indoctrinate personnel on-
(1) (U) The threat posed by the em­

ployment of technical surveillance de­
vices.

(2) (U) The requirements for reporting
IUIpect devices or activities.

b. (U) Take prompt action to eliminate
technical and physical security deficien­

-Qe5 and vulnerabilities identified as a
result of a TSCM service.

i. (U) Limit knowledge of pending
TSCM services to personnel with a spe­
cific "aeed-to-know," maintain routine
operations prior to and during conduct or
the TSCM support. and prohibit discus­
sions of the pending support within the
ICnsitive area.

j. (U) Thoroughly inspect furnishings
and equipment introduced into sensitive
areas and ensure these items are inspected
only by the most qualified security and/or
technical maintenance personnel available.

k. (U) Ensure that the TSCM team is
not unduly delayed and has unrestricted
access in the area to be serviced.

2-4. (U) MaJor Army commands
(llACOUa) and Army 8gencln

(U) Major Army commands and separate
Army agencies will-

L (U) Limit the number of sensitive
areas to the minimum consistent with
operational requirements.

b. (U) Limit the amo~t of communica­
tions equipment aDd auociated wiring in
IeDSitive areas to that which is essential
for operational requirements.

c. (U) Eatablish and maintain physical
technical security measures for sensitive
areas in accord with the minimum stand­
ards for security established in this regula­
tion.

d. (U) Promptly notify the Army
TSCM Program Director 10 that TSCM
support may be rescheduled or cancelled
when-

(1) (U) Any IeDSitive area is activated
or closed.

(2) (U) Unexpected delays or activities
such u military exerclse5, delays in con­
struction requirements, or equipment in­
stallatioDl occur.

(3) (U) Foreign aationals are working
within or visiting the facility.

e. (U) Ensure prompt notification is
made to INSCOM or the supporting
TSCM element when TSCM support is
acheduled but canDOt be CODdI1Cted due to
unexpected delays or activities such as
military exerciJel, delays in construction
requirements, equipment iDstalIation, or
foreip aationals working within or visit­
ing the facility.

f. (U) Eaaure that-
(1) (U) The security integrity of the

area is maintained after receiving TSCM
support.
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c:ertifacation rec::ordI reflecting current
aDd inactive TSCM apec:ial agents.

f. (U) Conduct TSCM support in
accord with the aeoeraJ guidance pub­
IiIbed by Director, CcDtral Intelligence
(Del) Procedural Guide No. I, '"Require­
meats for Reporting and Testing Teclmi­
cal SurveillaDce Penetratioas;" in DCI
Procedural Ouide No. 2, ""Requirements
for Jleporting and Testing Hazards;" and
• DCJ Procedural Guide No.3, WOuid·
aDCe lor ConduetiD& Audio Countermell­
_Surveys."

.. (U) Appoint the U.S. Army TSCM
Propam DIrector.

... (U) Carry out Army obligations as­
Iiped by the Tri Service TSCM Memo­
nDdum of UDdentaDdiDg.

i. (U) Authorize IDd encouraae direct
communication for the purpose of oper­
Itioaa IDd loptics between the INSCOM
TSCM ProJrUD Director, TSCM Pro­
aram Maoaaers. IDd Heads of TSCM
Support Elements.

2-3. (U) Commander, U.s. Army
intelligence and security Command
(INBCOII)

(U) The Commander. U.S. Army Intelli­
aence and Security Command, will-

L (U) Establish and operate a centrally
managed TSCM support program for the
U.S. Army UDder the guidaDce and ItafI'
supervision of the ACSI. DA.

b. (U) Maintain a data hue of Army fa­
cilities requiring periodic TSCM support,
support rendered, and results of the sup­
port.

c. (U) Provide each MACOM a fiscal
year listing of facilities validated for
TSCM support.

d, (U) Establish procedures for the COD­

duet and reporting of TSCM ICrvices of
Army facilities as specified herein.

e. (U) Establish a TSCM special agent
certification program as executive .,ent
for the Army, to include lClection and
training of candidates, and maintaining..

qentl are in accord with thole let forth
in DOD wtruction 5240.5.

2-2. (U) CommImder. U.s. Army
Materiel COrnIMnd (AIle)

(U) The Cnmmandu, U.S. Army Materiel
Command, throuJb the Deputy Chief of
... for IDteUipnce (DCSI). .ute, aDd
OJmmender, U.s. Army ID.............. Ma­
tcrieI Activity (INA). ill coordiDatioa
widl tile U.s. Army TSCM Propam Di­
I'ICIOr aad tile 650th MI Group TSCM
Pqram ......,. wiD-

.. (U) Develop, tell, evaluate. modify,
tIIII'bIe, procare., aDd provide TSCMI' \ ..I, de'V'eIop reI8ted promm aDd
.......... ..s CODduct limited racarch
.1IIII)at dIia effort.

.. (U) MaiDtain Iiaitoa with other U.S.
00wnmeDt IpDCieI aad commercial
.. lID ......" TSCM equipment and
...... ..,.. ill the TSCM proaram.

Co (U) 0penIe the NaDoul IDveator')'
c..rot Point ud the NatioDal Mainte­
-.ce Point for TSCM aDd associated
.....tivd oaastaDderd equipment in
ecoard with A& __141.

eI. (U) Validate aDd CODSOIidate world­
wide Army TSCM equipment require­
-.ta.

e. (U) Provide centralized procurement
-' iIaue of aD TSCM equipment re­
quired by the U.S. Army.

f. (U) Maintain recorda of U.S. Army
TSCM equipment purchued.

I . (U) Maintain records of TSCM
equipment by identity of the Intelligence
~y~Q~)~~t~w~h

TSCM equipment is issued.
h. (U) Issue Army procured and owned

TSCM equipment ooJy to Army IPS ac­
couuts authorized TSCM equipment in
accord with DOD Instruction 5240.5.

SECRET
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section II
00 PoIcIea (U)

We 00 Stand8rdlzatJon

(U) In compliance with DOD Instruction
5240.5, DA willltandardize TSCM equip­
1DCIlt. procedures, aDd reports • much u
~ ill order to iDcrI EI: tire poteDtial
for era. IerVicina- In ID effort to reduce
apeoditurer aDd to eUmin'te daplicatioD.
DA wD1 coordiDate with tire odaer mDi­
lay dcpatmcDts to acbievc tire IDOIt effi.
deal COlt elfeetive prosnm. INSCOM
wD1 ..a.bIiIb c:ro. IeI'ViciDa aareemaats
with the odaer adIitary deputments to
~ dIat the military depertmeDt
"viDa~ rerpoaribi1ity for tire
_ is Wked to coadact required TSCM
I8pport.

.7. tv) Oplratlona
L (U) T'SCM surveys, iDIpections, pre­

...anctiou to;;hngJ IerYic:es, technical
IIdvice or wist.nee, aDd related TSCM
irtwstiptioas wm be coadueted only by
TSCM IpeCiaI apatr ""Iiped to author­
bed TSCM pcIIitiuus in the U.S. Army
l*"ipncr aDd Security Command and
lite 650tb Military Intelligence Group.
CoaIistent with DCI Procedural Guides
Numbers I, 1, aDd 3, DOD Instruction
5240.5, All 381-10, ad All 381-20,
TSCM teams will be afforded muimum
CODIideration for operational security. A
TSA wiD wear civilian clothing and when
OIl operational temporary duty (TOY)
will DOt DIe Government dining flcilities
or quarters. Equipment having the capa­
bility of detecting technical lurveillance
deviceI will be acquired or pel Elflled only
by thole organizations authorized to con­
duct validated TSCM services or investi·
ptiona aDd will be operated only by
TSCM apecial agents.

b. (U) At least two TSCM apecial
apots are required to conduct an instru­
mented technical service and at least one
team member must be a certified Techni­
cal Surveillance Countermeasures Ipecial
aaent (CTSA). A minimum of ODe TSCM
team wiD be continuously uaigned to a
TSCM support element where TSCM
equipment is authorized.

2-1. 00 AuthorIzed TSCM 8UPPO't
(U) TSCM investigations aDd rervicer au­
thorized to be cooducted by U.S. Army
TSCM Ipecial agents are-

L (U) TSCM survey.
b. (U) TSCM inspection.
Co (U) Preconatructioo technical advice

aDd aasiatuK:e.
d. (U) Technical penetrationlhazard in­

veatiptions.

2-1. (U) Other TlCIl aupport

(U) TSCM IUppelrt will be provided u
foDowa:

L (U) Dir«t Jp«ial 1tIpptJTt. Activities
or certain high, level DA aDd DOD au­
thorities or orpnizationa are considented
to be or such rcnaitivity u to warrant ape­
cial TSCM support. Tbeae requirements
wiD be ideatif'1ed by the ACSI, DA, and
validated by INSCOM for appropriate
TSCM support.

b. (U) J'tIlidtIted .mcu Facilities will
DOt latom.ric:ally qulify for recurrent
TSCM support. Ilect:uTeDt suppCIrt to a
facility aDd tire freqQeDcy of approved
periodic rervicea wiD be determined by
the TSCM Proaram Director '-eel upon
I docu.tDeDted threat aDd an UE I EI "ent or
tire vuIDenbiIity or the facility with ape­
cific COIIIideratioo liven, but DOt limited
to, the following:

(I) (U) KDOWD or auapected hostile in­
teDiaence IlCtivitiea within the geographi­
cal area or the flcility.

(2) (U) Security measures, or lack
thereof, in eft'ect at the flcility.

(3) (U) Sensitivity of information lUI­
ceptible to tecbnicaJ penetration.

c. (U) TSCM cross Mroce nlpport. A
TSCM support will be provided by the
Army to the facilities or activities of
other military departments in accord with
established cross servicing agreements on
• nonreimbursable basis. The frequency of
periodic TSCM IUpport to cross service
flcilities will be u determined by each
military department in accord with guid­
ance contained in DOD Instruction
5240.S and as reflected in service regula­
tions of the individual military depart­
ments.

2-10. (U) Requests for TlCM .pport
(U) Requests for TSCM IUpport to Army
flcilities or activities will be submitted to
INSCOM for sensitive areas only. These
requests will be submitted through
MACOM'I or repa.rate Army agencies.
Such requests are subject to the proce­
dures ad validation criteria in chapter 3.
TSCM service is DOt an end in itself and
impoaea certain requirements on the re­
questor. Due to the limited availability of
TSCM equipment and penoDDe1 re­
IOun:eI, a high degree of selectivity mUit
be exercised by requestors in identifying
area to be Iupported.

2-11.00 Reporting pouIbIe technical
aurvemance penetrlitlona

(U) A anapected technical surveillance
penetration, or the dircovery of a techni­
cal surveillance device, u defi.Ded in the
aJoaary or this replatioD, in any facility,
reprdlea of the facility'l relative sensi­
tivity or apparent lIDClasaified DIture, will
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immediately be reported in accord with
chapter 5.

2-12. (U) Public dlacloaure of TSCM
actfvltln

(U) The public disclosure of informatioa
relating to TSCM activities, equipment,
or technical surveillance devices or tech­
niques (method of operation), which
could adversely affect the TSCM pro­
IfIID or the U.S. Army will be authorized
oaty by ACSI, DA. Requests for recorda
lIDder the Freedom of Information Act
wiD be processed in accord with All )40­
17.

2-13.00 Foreign disclosure

(U) The release of information relative to
teclmical surveillance penetrations ad
hazards, TSCM equipment. TSCM serv­
iced areu or schedules of TSCM aervicea.
and technical security equipment to for­
eign nations or any international orpaiza­
tion will be authorized only by the ACSJ.
DA, after coordination with the appropri­
ate national level committee.

2-14. (U) I~c. monitoring 8ptema
(lPIIS)

(U) Highly sensitive projects or facilitiea
may augment their TSCM support by ..
of IPMS. Equipment purchase, instaDt­
tioD, aDd operation will be funded by die
orpnizatioD using the IYStem. IPMS ..
IPMS equipment will not be purcbMed 01'

operated without the prior coordin.ticIa
and approval of the INSCOM TSCM
Propam Director. Any technical penetra­
tions or hazards discovered with the ..
of IPMS equipment will be reported iD
accordance with paragraph 2-11.

2-15. (U) TSCII priorities
(U) Eatablished priorities for TSCM 8C­

tivities and investigations are u follows:
L (U) Priority l
(1). (U) Technical surveillance penetra­

pons or hazards.
(2) (U) Valid emergency technical sup­

port.
(3) (U) Preconstruetion uaiataDce.
b. (U) Priority Il Tecbnical pr0­

grammedsupport.
Co (U) Priority III. Technical~

JfIIDed IUppClrt.

section III
00 Selection and Training of TSCII
SpecIal Agent (TSA) P..-.onnel 00

2-11. (U) MInimum ..1ectIonatandardI
L (U) PltyskGl nquinlJU,,1$ for -*7

tmd nu"titm.
(I) (U) Hearina acuity test results per

audiometer test DOt to exceed plus 15
5
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decibels at frequencies of 250, SOO, 1,000,
2,000, and 4,000 Hz.

(2) (U) Both eyes distant vision 20120
and near vision J-1. Correction of vision
through glasses to achieve these results is
eccepIable.

(3) (U) Color perception test results,
employing the pseudoiIochromatic plates
for latina color perception, not to exceed
... iDcon"ect idcntificatiolll out of 14 test.....

(4) (U) Free from any physical cldIc:ts
wIIich materially biDder manual dexterit).

b. (U) S«:urity C!ftNIICe. (U) TSCM
..... aaents require aepu to TOP
IECIlET iDf'ormation aDd must be
ClIIued for~ to IeDlitive comput­
.... iDf'onution (SCI).

Co (U) s,cdtJ1 fIIlIlJJbtioru /01' '111".
(I) (U) W.."..", o/TlC,nlcommislioud

'II/brs. Must be a CI technician (971A)1
a oftIcer (36A) and a member of the
8CIive Army with a minimum of 4 years',
.... DOt more than 16 years', active mili­
IIIry duty.

(2) (U) E...,. ,....... Must be a CI
..-t (97B) in pwle ES or above, have
favorably completed the probationary
period for retention of the 97B MOS, and
a member of the active Army with a min­
ianan of 4 yean, "but not more than 16
years', active military duty.

d. (U) Education. Completion of high
IChooI or equivalent. Must have credit for
bi&h school level algebra or have a stand­
ard score of 120 or higher in the electron­
icI (EL) aptitude uea.

2-17. (U) Application procedures
.. (U) Application for training and

entry to the TSCM program will be sub­
mitted on DA Form 4187 (personnel
Action) in accord with DA Pamphlet
600-8, procedure 3-10, to DA MILPER­
CEN ATTN: DAPC-EPL-M. Applicant
must have a current (S-year) special back­
&fOund investigation (SBI), or action must
have been initiated for a SBI at the time
of application. In the latter case, final se­
lection will be conditional upon comple­
tion of a favorable SBI.

b. (U) Prior to acceptance Cor formal
TSCM training, the applicant will be
interviewed by a CTSA or MTSA a­
ligned to an authorized TSCM poIition.

c. (U) Prior to acceptance for Cormal
tniDing, applicants will voluntarily ac­
knowledge a 3-year utilization obligation
to commence upon successful completion
of the TSCM course.

2-11. (U) MandIItory and desirable
nInIng

.. (U) The following courses are man­
datory training subjects for aU TSAs:

(1) (U) Technical surveillance counter­
measures techniques.
6

(2) (U) Telephone systems and equip­
ment.

(3) (U) Protective systems to include in­
trusion detection ~tems, security devices
and equipment, aNt physical security con­
struction requirements.

(4) (U) Signal identification.
b. (U) The following courses are desira­

ble training-
(I) (U) Advanced signal identification.
(2) (U) Advanced antenna design and...
(3) (U) Optical systems • pertain to

technical penetration and Idvanced com­
munications.

(4) (U) Computcn and diaital logic
principles and applications in relation to
TSCM and teehnicaI penetrations.

2-11. (U) certItIcatIon of TSCM special
egenta.

.. (U) TSA candidates will complete
certifICation requirements in accord with
criteria establisbed by the Army TSCM
Program Director, to retain the TSCM
ASI and remain the TSCM program.

b. (U) Noncertified TSAs will work
under the dir~t supervision of a CTSA
orMTSA.

c. (U) TSCM positions will be filled by
TSAs. CTSAs not assigned to a valid
TSCM position will not maintain active
certification and are not authorized to
maintain a certificate. TSAs will attend
scheduled refresher/update training to
retain certification and maintain proficien­
cy.

2-20. (U) Awarding/WIthdrawal of ASI
.. (U) The ASI will be awarded upon

successful completion of the prescribed
course of instruction as follows-

(1) (U) Awud ASI 9L for warrant offi­
cers.

(2) (U) Awud ASI 09 for enlisted per­
sonnel.

b. (U) Recommendations for removal of
ASh may be made to the Commander,
MILPERCEN by the INSCOM TSCM
Program Director in the Collowing in­
stances:

(1) (U) Upon sufficient written justifica­
tion to the INSCOM TSCM Proaram Di­
rector that it is in the best interests of the
Army that the ASI be withdrawn.

(2) (U) Upon recommendation by the
INSCOM Certification Baud for one of
the following:

(a> (U) Nonutilization of TSCM skills
for a period of 3 years or more.

(b) (U) Assignment to a position that
does not require use of instrumented or
operational TSCM skills for a period of
more then 3 years.

(e) (U) Failure or refusal to attend
scheduled TSCM refresher training.

(d) (U) Failure to complete INSCOM
TSCM certification requirements.
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(e) (U) Failure to maintain mimmum
physical selection standards as outlined in
pu&graph 2-16& and security clearance
standards outlined in paragraph 2-16b.

Chapter 3
(5) TSCM Request and Reporting
f»rocec:tur.. (U)

8ectIon I
(8) Requnta (U)

3-1. (U) General

(U) TSCM services (surveys, inspections,
and precoastruction activities and techni­
cal penetration investigations) are highly
specialized counterintelligence investiga­
tions and are not to be confused with
compliance oriented or administrative
services conducted to determine facilities'
implementation of various security direc­
tives. Correction of identified vulnerabili­
ties will only enhance the security posture
of sensitive ueas and all TSCM special
agents are obligated to work closely with
commanders and facility representatives
to ensure sensitive ueas are devoid or
technical surveillance devices, technical
security hazards, and physical security
weaknesses. Application of physical and
technical control measures, and the eval­
uation of their effectiveness through the
TSCM survey and inspection program
represent a considerable investment ill
hi&h1Y technical manpower resources and
dollan.

3-2. (U) Scheduling of TSCM support

(U) TSCM support of sensitive facilities
will be validated by the INSCOM TSCM
Program Director and scheduled baed
upon criteria set forth in paragraph 2-9b.
Army activities will comply with the re­
sponsibilities of puagraph 2-4<1, to avoid
INSCOM validating and scheduling UD­

necessary services.

3-3. (U) Requesting TSCM support

.. (U) Requests for TSCM support to
Army activities in accord with paraJrapIa
2-9 will be considered on a case-by-eale
buis and should be forwuded throuP
the MACOM to Commander, INSCOM.
ATTN: IAOPS-CI-TC, ArJ.i.nlton Hall
Station, Arlington, VA 22212-SOOO. Fan,
justified requests of an emergency nature.
or for new facilities, may be submitted at
any time, but should be submitted at least
JO days prior to the date the support iI
required. Unprogrammed services will be
funded by the requestor. Each request b
unprogrammed TSCM support must be
accompanied by a fund cite to defray tile
COlts of my and per diem.
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nanc:e points do DOt qualify for TSCM
support.

(5) (U) TSCM support will not be pro­
vided for TEMPEST-identified or related
problems or for suspected emanations
from IeDlitive iDl'ormation-proceaing
equipment 1IDIeII it is suspected that ema­
utioas are caUIed by UDaUtborized modi­
tbtioaa mMte to the equipmeat 01' area
to iDteatioaally cause such emanations.

b. (U) Ia Mditioa to the above criteria,
... 01' more or the foDowiDa criteria must
IIIlPIJ:

(I) (U) Tbe area is IUbject to IUpport
... the plov__ of....-anPb 2-9a, b,.e-

(2) (U) CoaIb uctioa bas beea 1lCCOID­

........ witbin the area by Dcleared.
• " I3i'ted peI"IOIlDel.

(2) (U) The .. 11M beea subjected to
~ MX:ea by UDcleared penon­
... .. to emerpncy (fire, Datural dilu­
_. 8Gb ICtioaa, etc.)

(4) (U) The area 11M beea 8CCeIIed by a
.... CJI' -.pected defector or hostile in­
s • ., oe...L

(S) (U) Tbe _ II • ..., designated
CJI' COIIItructed facility and requires an ini­
.... MII'YC)'.

.... (U)TuIdng
L (U) INSCOM will task the appropri­

ate field operating activity, or other mili­
tary department under cross servicing
apeementl, to perform the necessary
IeI'Vica for all validated TSCM support
requirements.

b. (U) In most cues, Army TSCM
tams will provide the support; however,
because of cross servicing agreements, a
U.S. Navy or U.S. Air Force TSCM team
may provide the support.

1-10. (U) ConduCUng TSCM ..rvlces
L (U) TSCM services will be conduct­

ed using procedures outlined in DCI Pro­
cedural Guide No.3. Minor variations re­
quired to fill unique customer or facility
requirements are permitted.

b. (U) Occupants of the area will be in­
ItnIctcd DOt to make comments that
would serve .. an indicator to an agent
coaducting a tec:bnk:a1 penetration that a
TSCM service is to be conducted or is in
proareas. Such COIIIIIlaIts or statements
wiD be treated u IeCUrity violations and
the TSCM team chief' will-

(I) (U) Stop all activity and evaluate
the situation and. if the evaluation indi­
cates a compromise bas taken place,
DOtify the appropriate Faeld TSCM Pro­
JI'UIl Manager.

(2) (U) If directed by the Field TSCM
Propam Manager to terminate the 1Up­
port, inform the security manager respon­
lI'hle for the area-

(a) or the Dature of the iDc::ident
8

(b) (U) That the support hu been ter­
minated due to compromise

(c) (U) That the compromise under this
replation will be treated as a security
violation.

(3) (U) Provide information regarding
the iDcident, actions taken, evaluation of
tile callie, ad impect on future IUpport
to the facility under the comments para­
..... or the Counterintelligence Techni­
cal Service Report.

1-11. (U) Ed brletlng

(U) AD ail briefiD& wiD be eonducted at
the coaclUlioo or aU TSCM services and
all fiDdinp ad NCOmIDeDdations will be
made tnown ad diIc:uIIed with appropri­
ate officials. TSCM teams will inform the
oIIicials that fiDdinp and recommenda­
tions will DOt be CODsidered official until
they have beea evaluated and the report
Iiped by the authorizing official of the
aaency or unit conducting the service.
The commandef of the inspected facility
Ibould be present during the exit briefmg.
If the commander is not available, an au­
thorized faci1it)! representative will be
present.

1-12. (U) Action .fter TSCM ..rvlce
L (U) The facility commander will

evaluate all technical security deficiencies
or hazards and physical security weak­
nesses identified in the TSCM report and
take action to correct the identified vul­
nerabilities.

b. (U) The facility commander or re­
sponsible security official will ensure pro­
cedures exist to prevent compromise of
the secure status of the sensitive area,
such as-

(I) (U) Admission of unauthorized or
uncleared persons unless continuously es­
corted by personnel familiar with the se­
curity requirements of the area.

(2) (U) Failure to maintain continuous
and effective surveillance and control of
the area.

(3) (U) Repain or alterations to or
within the area without the supervision of
qualified penonnel.

(4) (U) Introduction of new furnishings
or equipment which have not beea thor­
ouablY inspected by qualified security or
mainteoance personnel.

8K1Ion II
(U) TSCM Reporta (U)

1-13. (U) Format

(U) Reports will be prepared for all
TSCM services in letter fonn, with an­
DUeS or enclolures, as required.
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3-14. (U) C....lflc.tlon

(U) Classification of TSCM related infor­
mation, correspondence, summaries, or
activities, is as follows:

L (U) Correspondence or documenta­
tion that identifies facilities receiving or
pendina TSCM support, or identified as a
TSCM target, will be classified at least
SECRET with OADR for declassifica­
tion. The classification will apply so long
as the facility is identified as a recipient of
recurring TSCM services.

b. (U) Technical summaries and corre­
spondence pertaining to major security
vulnerabilities, at a minimum, will be clas­
sified SECRET, OADR for declassifica­
tion instructions. Minor security vulnera­
bilities normally will be classified CON­
FIDENTIAL, OADR, and annotated
with instructions preventing release to
foreign Dationals.

c. (U) Information that refers to the dis­
covery or alleged discovery of a technical
surveillance device or technical penetra­
tion, as defined in the glossary, will be
cl~ified, as a minimum, SECRET,
bADR.

d. (U) Information that reveals the ca­
pabilities or limitations of TSCM equip­
ment, TSCM equipment budgets, or
TSCM procurement actions, will be clas­
sified up to SECRET, declassified
OADR.

e. (U) Classification authority will be
cited as CLASSIFIED BY: Para E7,
DOD Instruction 5240.5, dated 23 May
84,OADR.

3-15. (U) Report content
L (U) TSCM surveys, inspections, aDd

preconstruction reports will reflect only
those insecure conditions which could
permit the transmittal of sensitive infor­
mation to unauthorized persons through
technical or physical penetration of the
facility, or technical security hazards.
References are cited to provide additional
clarification to the requesting authority.

b. (U) Reports of TSCM services will
contain the followa information:

(1) (U) Servicing agency.
(2) (U) INSCOM FY sequence number.
(3) (U) Type of service.
(4) (U) Pull identification of the sup­

ported facility (COMSEC account
Dumber will be included for AR 380-40
support).

(5) (U) Inclusive dates of support.
(6) (U) Regulating authority for con­

ducting the service and/or other specific
directives which prescribe security stand­
ards.

(7) (U) Date and identity of agency or
element providing the last TSCM service
and the type of service provided.

(I) (U) A listing of accompanying en­
closures.
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(9) (U) A statement dacribiDg the len­

litivity or the facility with regard to the
level and frequency of clasaifaed informa­
tioa proceued and discuaed.

(10) (U) A aarrative puaarapb contain·
iDI-

(a) (U) A lyoopUs of identified vuJnen­
biIiticI. or IKk tbereoC. to iDcIude thole
.... wIUch both mbanc:e aad detnct
from tile ovenU fIciJity teclmic:a1 or
...,.. IeCUrity poItUre.

(b) (U) All III I "eel 01 the r.ciIity'l
.-aM ca.plirnce willa~ Ie­

mdIJ .epIaIiouI rad clrecdva
(11) (U) Specific • -p aDd J1lCOID-

• ~11I'" 11Iac will be Ittrcbed IS en­
cia I .is. Sec8rity wm'+mel or wIDen­
..... IoaDd .... die tervice wm be
... ..... .. deIIiD ... the approptiate
....wce wiD be died to pI'OVide .&Ii­
doMI cIIrifIcwtioa to the requesting au­
tIIedtJ....... for wIIich there are DO
IfIIII'OPIirte nfereaces will be iDcbaded IS
.. ileNe. Ieee- meecfatioal to remedy
.. tiled -.ity wMtUlies or vuJDera­
..... will be ItaIed in COIljUDCtioa with
......... .....=nfdions IbouId be
earlillad wlth rep1atioDs. known ex­
,aaiIrbIe teeJmic:aJ or physical YU1Derabili­
... aDd bowledge of identified technical
ecarity brzrnk. Recommendations will
• carefulJy eYaluated iD terms of imple­
_taboD ca.b and. where prrctical. al­
terutiVei will be offered for elimination
or exploitable tecbaicalor pbylical securi­
ty vuIDerabiIities

(12) (U) A ltatement acknowledging
that all rspecta of the TSCM service were
diIcusIed with the facility c:oaunander
aDd/or hisor her representative. The date
of the eDt briefiDg and ful) name, identity
&Dd poIition of facility ofticir1s present
will be included. If an exit briefing wrs
DOt cooducted, the reason will be given.

Chapter 4
(U) Phyalcal and Technical
IecurIty Standard. (U)

8ection I
(U) introduction and PhpIcaI Securtty
....(U)

4-1. (U) introduction
(U) Upoa the dl'ective dateof this rqula­
tioa, compIiaDce with these IttDdarda is
mrnckt«y for all r.cmtiel or arers requir­
iDa TSCM IerYica. EDtina, previoully
approved, or IeI'Yiced frcilitiel ueed DOt
be modified to coaform with theIe ltand­
anti; however, reoovatioal or modifier­
tioaI plaaDed or made to an existing facil­
ity will CODf'orm with the requirements of
dUI repIation. Tbere mry be illltanca iD
which circwmtanca coastitute a threatof
IDCb proportioa that they CUI cmly be
oft'let by ItriJIaeat leCUJity arruaemeotl

over and above thole presc:n"bed berein.
Convenely, there may be instances at
wlUcb time, location. condition, or \lie of
the facility. or other unf'oraeen facton
mry make faU compliance with these
ItaDdards unreuoaabIe or impossible.
1'beIe llituations will be referred to the
MACON: for COIIIideratioo aDd pouible
deviatioD &om pracribed standards. Re­
qaeI1I for waiven to existing security
..... will be made to the MACOM.
wD1 iDcIude complete justification, and
will CNdiDe the proklCIive meuureI taken
by the faci1ity to provide adequate protee­
tioo ill lieu or the wan.t requirement.
nc WACOM, OD a ,.dy .... will
withdraw or reirIue III waivers and
review III waiven JrtDted for cbaaaes or
ocher r.cton which could Dullify the
oriaiDal jUltificatioD, Le., change iD mil­
rioa, chaD&e in ute of the facility. extenW
r.cton. etc. Waiver will be an item of in­
IpeC1ioD for all IeI'Vic:ea rendered and. if
fouDd to be incoaaiItent with good securi­
ty pr.aices or standards, recommenda­
tioas wiD be made for their withdrawal.

4-2. (U) Perimeter MCUrIty

(U) Sensitive areu must be constructed to
provide a reasonable degree of protection
apiDst forced entry and a high degree of
protection against surreptitious entry. The
requirements for pbylical and acoustical
security necessitate that all windows and
doon of IeDSitive arers remaiD closed and
secured at all times. By the nature of their
CODStruCtion, these areu cannot provide
adequate ventilation, unless environmental
CODtrols are iDcluded during construction.
Without environmental CODtrOIs, high
temperatures, bumidity, and CODStant 0p­
eration of electronic equipment can make
working conditions unbearable.

.. (U) P~rim~ttr doors.
(l) (U) A perimeter door should be a

I01id core 1~ incb thick wooden door. a
wooden door faced 011 the exterior lide
with 16 puge sheet metal. or a commer­
cial door of metal clad CODStruetion. The
door must provide the l8JDe level of
round attenuation u that required for the
perimeter walls. SoaDd attenuatioa re­
quirements are outlined in paragrapb 4­
311(4).

(2) (U) Perimeter dooR will DOrmally
be IDOUDted OIl iDterior biDpI. Where it iI
necenery to ute exterior binlel, action
must be taken to prevent removal or the
binae pins IS a method of pining unau­
thorized access. Exterior binaes require
that each bioge pm be welded to ita re­
spective bioge. AI an additional option,
IUbltantial metal pins may be let iDto the
edae or the door frame 10 the door
cannot be opened even if the binge pins
are removed.
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(3) (U) Eacb perimeter door will be
equipped with a heavy duty pneumatic
door closer.

(4) (U) Entrance doon opening into UD­

controned areu will be equipped witb a
wide angle peephole viewing device
wlUcb permits one-way observation only.

b. (U) Maill ~lItTtlllC~doors.
(1) (U) Main entrance doon are perime­

ter cloorI used for relular entry and exit
from the facility. To prevent unauthor­
ized 8C:c:eII during periods of occupancy.
equip aWn eatr8llCe doon with meclwli­
cal or electronic acc:as controls.

(2) (U) Main entrance doon will be
equipped with one of the fonowing type
IocIdq deviceI:

(a) (U) A Sargent and Greenleaf Model
1470 Group IR combination lock assem­
bly with a dead bolt. The lock must be
equipped with a Ipy proof adjustable dial
and ring. and a ~ inch thick drill raiIt­
ant bardplate must be ilistalled between
the body of the lock and the iDterior .­
of the door. In addition to door hard­
ware, the door Jocking bolt must iDterface
with a heavy duty ItrUe.

(b) (U) Main entrance doon serviD&
VIP arers or areu not used specifically
for the storage of classified iDformrtioa.
may be secured with • locking system
Iimilar or auperior to the security atronI­
eel by a locking system consisting of •
Ultra 700 IQck equipped with a Medeco
cylinder -. a 1~ iDch throw bolt ad
heavy daty Itrite.

c. (U) Yah doors. Class S or 6 vaalt.
doon, while authorized, do DOt .....,
provide proper lOund attenuation. ~­
ther. vault dOOR will DOt be used •
acc:as CODtroJ doon iD high traffic area
Exteoaive use of • vault door will~
ally weaken the locking mechanism, cae.
iDg a malfunction of the emerJeDC1
escape device, and constitute a securit)t
and ..rety hazard. To preclude this aha­
tion. a IeCODdary accas control door.
whicb meets the acoustical requiremeldl.
must be installed immediately inside die
tkwty. The beck accas plate of vaaIt
dOOR wlUcb ItaDd open iD uncoatroDed
arers will be protected by a lead IC8l or
other proeective device dcsipeel to ....
vent undetected 8C:c:eII to any~
DeIlts or the locking mec:btDism. ne
vault door will be temporarily futeDed ..
the open poIition duriq periods or r.ca­
ty occupucy to prevent accidental cJoe.
iDa and IockiDa or the door. To prevad
damage to the locking mechanism, the
locking bolts should not be extended • a
method of precludina accidental c:1oIiq
of the door.

d. (U) EIM"~IICY ait doors. EmerJCSICJ
exit dooR are perimeter doon deIiped to
be used only OD an emergency buia. AD
dooR DOt equipped IS main enlraDCC

8
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doors are emergency doors and will be
equipped u follows:

(1) (U) Emergency doors will have IS a
minimum one heavy duty dead bolt and
strike which provides protection equal or
IUperior to that afforded by the main en­
trance hardware.

(2) (U) Emergency exit doors, where
required by local fire code. may be
equipped with a commercially produced
combiDatioa panic bar and alum which
IIIrords IeCUrity equal or IUpes ior to that
~ by main entrance door bard­
ware.

(3) (U) Emupocy doon will DOt be
equipped with eaterior hardware or open­.....

.. (U) A«ar COIItrols.
(1) (U) A mech-nical, cIectrocUc cypher

lock or a card IlCCeII system may be used
• aD 8CceII coatrol on the entrance door.

(1) (U) "'dwrical, dcctroaic cypher
• card 8CCeII Iocb are desiped for
IlCCeII COIltroi IDeS provide DO dep-ee of
-=-tty apiaat forced or surreptitious
eBtry. w-. • ,·z., IIIe door must
tie eecured with the built-in Group IR
cxabiDation lock on the main door.

(3) (U) Electric strikes or bolts used in
conjunction with access control systems
will be of heavy duty construction.

(4) (U) Electronic systems will have
oaty the exterior access device (combina­
tion key bos or card slot) mounted on the
aterior of the facility. Wiring will be
routed from the estemaJ access device di·
rectly through the wall into the sensitive
area so that the wires are not accessible
outside the secure perimeter. All other
wiring IDeS hardware will be located
within the sensitive area.

f. (U) Windows. Windows represent a
aipiflCaDt threat to the security of a facil­
ity, providing both a physical and techni­
cal vu1Derability.

(I) (U) In new construction. windows
are DOt authorized.

(2) (U) Windows will be removed in
areas being remodeled for lIIe u a sensi­
tive area. The resulting openinp will be
filled with material equal in strength and
demity to that of the existing wall .

(3) (U) In areas where windows must
be retained for preservation of the struc­
ture', historical appearance or for other
compelling reasons, the following steps
will be taken:

(a) (U) The windows will be secured in
the c10led poIition to prevent opcaing
from within or outside the facility.

(b) (U) The inside surface of the
window will be opaqued with black or
Iilver paint, which gives the appearance
of a normal transparent window from a
cfiItaoce.

(c) (U) The inside of the window will
have a layer of fiber&laa iDSuJatio1l com­
pressed against the &Iaa by a abcet of ~
10

inch plywood or equivalent material. The
plywood will be cut to fit the window ap­
erture, and fastened in place. The edge of
the plywood will. be caulked to form an
airtiaht seal with the wall.

(d) (U) Barriers coastrueted of bars or
ICCUrity ICI'eCDI (9 to II puge expanded
ateeJ) to provide a reasonable UIUJ'aDCe
apiaat surreptitious entry wiD be inatalled
OIl the interior Or the exterior of the
wiDdow when warnoted. Typical aitua­
Iioas wanuting barriers are ground level
taeilitieI, facilities where the exterior can
be easily lOCuzed, or in hiab threat areal.
Security berrien wiD be iDStalJed in such
a maaoer that they CUDOt be removed
from outside 1M f.alit)'.

(e) (U) Due to variations in lOund at·
tenuation. methods of iDStallation, and
proper utilization. drapes will not be sub­
stituted for the window treatment stand­
ards dercribed above.

I. (U) FIIbe MliftlS. If the facility has a
Calle c:eilina which provides a means for
auneptitiouI entry. an alarm system must
be iDstalled above the false ceiling to pro­
tect the area. False ceilings will be
equipped with sufficient access ports to
facilitate inspection of the entire area
above the false ceiling.

4-3.AcousUcallecurlty
L (U) Areas utilized for sensitive cfis·

cussions will have perimeter walls, floors,
ceiJiDgs, and doors which provide suffi­
cient sound attenuation to prevent normal
conversations from being overheard in ad­
jacent areas by the unaided ear. This
degree of sound attenuation is equivalent
to a minimum sound transmission class
(STC) or coeffICient of 45. Sound attenu­
ation and acoustic requirements do not
apply to those sensitive areas officially
designated and clearly marked or posted
u "Non·Discussion" areas; for example.
communication facilities, crypto repair
points, and clusified storage or vault
areas. Sensitive areal in which sound am·
plification equipment is employed will reo
quire ItructurII1 sound attenuation equiva­
lent to a STC of SO.

(I) (U) Sensitive areal with perimeter
waDs, ete ., which are contipous to areas
frequented by uncleared personnel or
where accea is uncontrolled, must
employ at least one approved addition to
the required STC of 45 such u a noise
masking or cover music &)'Item.

(2) (U) Sensitive areas located in over­
seas areas where foreign nationals have
accea to contiguous walls, electrical,
beating, cooling, or telephone tervices,
etc., wiD require in addition to the re­
quired STC of 45, an approved noise
"'I'lring or cover music system.

(3) (U) Doors constructed to meet the
phyaical security requirements of this reg­
alation will DOt normally provide sum-
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cient sound attenuation to meet an STC
of 45. Where possible consideration
should be given to constructing a small
vestibule immediately inside the main
access door. The second interior door (of
standard construction) in conjunction
with the associated dead air space, will
provide the required STC of "5. AI a
minimum. perimeter doors require instal­
lation of neoprene gasketing around the
edae of the door frame and the door to
form an acoustic threshold when the door
is ctoeecl.

b. (U) Pipes. ducts, and conduits posea
aipificant acoustical threat in that they
can efficiently pick up and transmit room
audio out of the sensitive areal.

(I) (U) All duets and vents breachin&
the perimeter of the facility will be
equipped with a nonconducting section
installed immediately inside the aeoaitive
area where the duct breaches the perime­
ter. Ducts will be fitted with sound diffus­
ers.

(2) (U) All pipes and conduits brucb­
ing the perimeter of the sensitive ... wilt
be equipped with nonconducting sectioas.

(3) (U) In the event a pipe or duet
cannot be equipped with a nonconduetiDa
section. the pipe or duct should be
wrapped completely with sound deadat­
ina material.

(4) (U) When COMSEC or TEMPEST
rqulations require that pipes or conduits
passing through a wall have a visible air
apace around them for inspection pur­
poses. clear panels forming an airtipt ...
with the wall and the pipe or conduit will
be placed on both the exterior and the ..
terior side of the wall . The clear panels
will be constructed of lexan, lexguard, or
plexiglass having a minimum thicknea 01
% inch. The panels will be cut to c:c.
form to the pipe, etc., and will be aealed
in place with clear silicone rubber form­
ina an airtight seal with both the pipe aad
wall.
a (5) (U) In addition to acoustical protec­
tion, (b above), all vents and ducts wbich
enter or egress an area from uncontrolled
zones having dimenions greater thaD 90
SQuare inches, must be protected with aD
of the following:

(a) (U) A security barrier constructed
of hardened steel ban, ~ inch in diaae­
ter, mounted 6 inches on center vertic8Dy
and horizontalJy and welded at all inter­
sections.

(b) (U) An alarm device, capacitance or
volumetric.

(c) (U) A steel screen with a muiIIlum
of a ~ inch square mesh to make difIicaJt
the introduction of a clandestine lilt'"
device.

(d) (U) A hinged inspection port, interi­
or to the area, large enough to permit aD
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inspection of the duct and the installed se­
curity devices.

c. (U) Due to the high cost of con­
structin& walls to provide STC 45, careful
attention must be paid to preclude cracks,
IIDIIJ air holes and nonstandard construc­
tion oft'erin& ""flanking paths" which
bypul the burier and sipifacantly de­
c::rease the overall sound attenuation. Wall
locations sbouJd be carefully cboIen to
1Ue IIdvall. of aistin& walls which
esteDd from the true floor to the ceiIiDa
-' meet the pl'eKlibed physical and
IICOQIticaIlCCUrity ItaDdanh.

d. (U) If a r.cility is used only • a
~t_ ceDtv or computer
ciIater, IDd ... DO 8dded functions other
..... tboee DOnIIal1y IIIOCiated with auch
-=dvitiIs (JDeIIIIe prepuatioD and han­
... oompater printouts, distribution.
etc.) .. tlaere is DO diIcuaioa of lalli­
1M iaronDation in the facility, the ac0us­

tical -=arity IIaduds above. aDd techni­
OIl~ IIaDdards of parapaph 4-6
Ire DOt required.

eo (U) To preclude UDnecesYry expend­
bra, .. 7 .... -411iped to meet
die requiremeots of this section should be
Wtiated only upon receipt of the final
report through command channels.

4-4. (U) IntrwIon detection .yat.....
(IDS)

L (U) p,,~ The purpose of an intru­
IioD detection system is to detect an intru­
IioD or attempted intrusion into a sensitive
area and to notify appropriate response/
pard force personnel.

b. (U) ConapL The requirement for an
IDS is dependent on a number of varia­
bles. The pbysical location of the facility,
Dumber and type of guards. boun of 0p­
eration, type of construction, and the
degree of threat must all be considered
when deciding if, and what type of an
alarm system is to be used.

c. (U) Factors. The facton that deter­
mine whether or DOt a sensitive area must
have an IDS system are -

(I) (U) Location
(a) (U) Within the United States.
(b) (U) Outside the UDited States.
(2) (U) Type of operation.
(a) (U) Continuous.
(b) (U) NODCODtinuous.
(3) (U) Sensitivity of information.
d. (U) R""irtrMJIt fw 1I1IJrrm. If an

alarm is required-
(I) (U) All perimeter doon will be

equipped with high security balanced
mapetic door switcbes.

(2) (U) Non-vault type doors will be
completely covered with either alarm
IaciDg, c:apacitance Jrid. or fool*! when­
ever the exterior of these doors face an
UDCODtroUed area (e.g., an open area DOt
ICCUred, suarded, or CODtroUed). Howev-

er, this is DOt required if the facility is
protected by a volumetric alarm system.

(3) (U) The interior of sensitive facili­
ties includins areas above false ceilings,
will be protectocl with a volumetric alarm
1)'Item.

(4) (U) All windows DOt protected with
a pbylical barrier, will be alarmed to
detect uy attempts of unauthorized
entry.

eo (U) J'ollllMtric II1IJrm qst~ms. Volu­
metric alarm systems may Dot be required
in the foUowing circumstaDca:

(I) (U) The perimeter waUl are protect­
ed with an acceptable perimeter alarm
.ystem. aDd the true Door aDd ceilinS
meet Itructw'a1 requiremc:DtL

(2) (U) Guards raDdomly patrol within
or around a closed stonse facility at least
twice each hour.

(3) (U) When individual security con­
taiDen in a closed ltoraJe facility are
alarmed aDd the guard response time is 5
miDutes or Jess.

f. (U) '1)pD 0/alarms;
(1) (U) Balanced magn~tic switch. Mag­

Betic switch senson are used to detect un­
authorized opening of doon. windows,
safes. vaults. ftle cabinets. hatches, flre
doors, and similar entry ways.

(2) Capacitanc~ alarm. A sensor which
alarms at an intruder's touch or, in some
instances, close proximity. It can be .ap­
plied to safes. file cabinets. ducts. ogrill
work. windows, doorknobs, and other 0b­
jects requiriDs protection.

(3) (I) Yolum~tricalarms:
(a) (U) Motion d~t«tion. A sensor

which alarms upon detecting motion in a
protected area. This type can include
microwave. ultrasonic. or infrared sen­
$On.

(b) (U) Yumztion d~t«tion. Cowts of
aenson mounted on walls. ceilings. floors,
and/or doon. If penetration of the pro­
tected area is attempted utilizing drills.
chisels, crowbars, saws, cuttins wheels,
hammers. or similar tools. the CODtinUOUS
vibrations or repeated sharp blows will
activate an alarm. Provides protection
apiJlIt forcible entry but DOne against
aurreptitious entry which might DOt
employ force.

g. C/JU$G 0/ ~1«tro,.ic lin' ~isiDn.
Whenever these requirements apec:ify an
alarm I)'Item class, they are referrina to
the method of transmitting an alarm
aipal.

(I) (U) CItm A. Pmu»rrzMom digital
tlM ton~-"";re trrzllSmineti pre/~nwL (Ex­
ceeds previous "high line security" re­
quirement).

(a) (U) These systems will transmit
over wire a pseudo-random generated
toile or tones or digital type modulatioD.
These .ystems will use either u interro­
ption and reply ICheme or a .)'DChroni­
zation scheme. The signal between the
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protected premises and the monitor 1oca­
tion must not repeat itself within a 6
month period. A line supervision alarm
IisnaJ will cause a lock-in CODditioD
which will be transmitted to the moniaor
location in Dot more than 30 seconds.

(b) (U) It must not be possible to ex.­
promise a Class A system by the UIC fJl
resistance, voltage. or current substitutiaD
techniques.

(2) (U) Chm B. Digital and toM-wbr
trrznsmitted pre/~ml. (Formerly described
• ""hiP line IeCUrity.")

(a) (U) The system usinS digital or toile
type moduJatioD over transmission liMa
must use an interrogation aDd reply
scheme. The signaling technique used ..
the interrogation must be different tt.a
that of the reply. Each line superviaioa
alarm signal will cause a lock-in coaditiaa
wbcb will be transmitted to the moaitGr
location in not more than 90 SCCODds.

(b) (U) It must not be possible to ee-­
promise a Class B system by the .. fJl
resistance, voltage, or current substitutiml
techniques. The circuits and methods em­
ployed must be highly resistant to __
mission line noise. sucb as cross talk, bum,
transients, and the like.

(3) (U) Class C. Alternating current~C)
and direct current (DC), wire transmittaL
(Formerly dac:nbed as "1taDdard tiDe ..
curity.") The Class C circuit supem.r
units must provide an alarm respoasc ..
the IDODitor location in not more daD I
aecood II a result of any of the foDowill
changes in DOI'mIl transmission tiDe ca·
reDt:

(a) (U) Five percent or more iD DOnIII
line IipaI when it cowts of direct ca·
rent from 0.5 milliamperes throu&h 30
milliamperes.

(b) (U) Ten percent or more iD oor..t
line signal wben it consists of direct ca·
rent from 10 microamperes to O.S milliam­
peres.

(c) (U) Five percent or more or ..,
coDlponent or compcnenu in • compIa
signal upon which the security iDtepity
of the system is dependent. This toIeraae
will be applied for frequencies up to 100
hertz (Hz). Component u used in tWa
specification meaDS AC or DC vol.... ar
current, AC plwe, or frequeDcy cIuratiaL

(d) (U) F"1fteen percent or more of ..,
component or components in a Qi .qleJ
aipaI UpoD which the lCCurity intqdtJ
of the system is dependent. This toIer.-ce
will be applicable for all frequeDCiea
above lOOIh. Component as used in tWa
specification means an AC or DC voIIap
or current, AC phase. or freqUCDC)' dura­
tioD.

h. (U) Sp«ifU:tztions. PeodiDa reYiIiaD
of Interim Federal Specificatioo, Alarm
Systems Interior Security, oaly~
Dents meetins or exceeding requiremeDtI

11
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listed in W-A-004SOB (GSA-FSS) will
be installed in sensitive areas. Installation
of the Joint Service Interior Intrusion De­
tection System (JSIIOS) is authorized.
When JSIIOS is employed, installation
will be in accord with JSIIOS installation
procedures when the data transmitter is
DOt used. Advice on IDS systems can be
oIlWned from the lervicinl TSCM ele­
menL

(1) (U) All of the volumetric alarm sys­
tems mast be "fail we" in respect to os­
c:iI1ator component failure. Component
failure means that, if any component
within the OICi1lator circuit fails, an alarm
mast be aenerated. .

(2) (U) Vibration detec~ pickups are
aiabIy lelllitive contact/audio micro­
pIMJeeI; therefore, in order to prevent
.-dio from beina transmitted outside the
area, an vibration detectors must be inter­
r.cecs lIIiDa an alarm relay within the len­

Iidve area to cut off or disconDec:t the
IIDIOn dlll'ina periods the area is occu­
pied.

_(3) (U) Taut-wire and break-wire type
alarm systems......c approved for instal­
lation within sensitive areas.

i, (U) .4lt1rm transmission liM su~,.,i­

... If the entire alarm system, including
annunciator panels which are monitored
by rapoase personnel, are contained
inside of the protected area, no electronic
line supervision other than constant
direct<urrent need be employed. Radio
frequency (RF) transmission links via free
apace or power lines between any alarm
components are not authorized. If the an·
nUDciator panels and connecting transmis­
sion lines are not within the protected
area, the transmission lines must have
electronic line supervision as follows:

(1) (U) If the annunciator panel is locat­
ed in the same building as the protected
area, equip the alarm transmission lines
with Class A or B line supervision. If the
trarmnission lines are DOt equipped with
Cass A or B line supervision, then the
transmission lines must be completely in­
Italled in electrical metallic tubing
(EMT), or riaid conduit, and all joints
epoxy-sealed. Line transmission must be a
minimum of Class C.

(2) (U) If the annunciator panel and
protected area are not in the same build­
in.. or if the transmission lines in example
ACl) above are not in EMT or other riaid
conduit, line supervision must be a mini­
mum of Class B.

j. (U) Control location: Under no condi­
boDs will either the control unit or day­
Diabt (secure/access) switch be outside
the protected area. The only components
or any system that can be outside the pro­
tected area are the transmission linea be­
tween control unit and annunciator panel
and the annunciator panel itself. The an­
12

nunciator panel must be observed and
safeguarded on a continuous basis.

It. (U) Remote tnt. All alarm detection
equipment capable of being electrically
remote tested must be so equipped. Such
remote telt equipment must, through
overt violation or the alarm system. create
an alarm condition within the area which
the alarm system is protecting. The viola­
tion must occur at the detection device
which is farthest away, eJectrica1Jy. from
ita master control uniL

1. (U) Tllm~T prot«tion. All alarm de­
vica and control units will be equipped
with tamper switches. These switches will
remain in the supervised loop at all times,
reprdlesa of whether the system is in the
secure or accaa mode.

m. (U) Pr1wr. All alarm systems will be
equipped with standby power.

(1) (U) Protected area alarm compo­
nents will be equipped with a minimum of
24 hours of standby power.

(2) (U) The annunciator panel will be
equipped with at least one of the follow­
ing :

(a) (U) Twenty-four hours of standby
power.

(b) (U) An emergency power generator
or sufficient battery power to allow an
uninterrupted switchover or a no-break
emergency power system .

(c) (U) Adequate standby power to
alJow a response force to secure the area .
and provide security equal to or greater .
than that of the alarm system.

n. (U) Control zones: In large installa­
tions, sufficient separate zone control
panels should be installed to pinpoint the
area violated and eliminate confusion on
the part of the responding forces. For ex­
ample. in a large building, the various pe­
rimeter doors should be on separate zones
so a response force can go immediately to
the point of attempted entry.

o. (U) Audible alarms:
(l) (U) An audible alarm inskte the pro­

tected area is not authorized except in the
case where the annunciator panel itself is
also inside the protected area. An audible
alarm inside the protected area would
alert an intruder that he or abe has actio
vated an alarm.

(2) (U) The response force must be ca­
p&ble of regularly arrivina at the protect­
ed area within 5 minutes after an alarm is
annoUDCcd. Actual response time is deter­
mined by the Dumber of minutes required
for the response force to be phyaicaDy
present at the protected area once the
alarm has been sounded at the annunci­
ator panel.

p. Testing and maintenance ofalarm ~.

tnrIS. All alarm systems must be adjusted
and maintained at the highest attainable
seasitivity or tolerance to provide opti­
mum performance. Sensitivity will be de­
termined from the manufacturer's stated
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specifications and by testing the equip­
ment upon installation. Facility represent­
atives are responsible for conducting
monthly tests of the system . A record of
the tests will be maintained and will re­
flect the date of the test, the name of the
person completing the test, results of the
test, and any action taken in the event of
malfunctions. Sample test procedures for
minimum acceptable sensitivities are as
follows:

(1) (U) Motion detection. Overt body
motion (walking through the protected
area at the rate of one step per second for
4 seconds) in areas protected by ultrason­
ics. microwave, and other motion detec­
tion devices.

(2) (U) Balanced magnetic switches:
Actual opening of doors. windows or
other openings which are protected by
balanced magnetic switches.

(3) (U) Capacitance alarm. Attempts
to-

(a) (U) Penetrate a system by extending
hands, arms. or legs through the protect­
ed area (air ducts or vents) .
, (b) (U) Touch an item being protected
(door. window, wall, etc.).

(c) (U) Move protected objects (securi­
ty containers).

(4) (U) Vibration detection. Hammering
with a I pound hammer or weight on
walls, floors, or ceilings protected by vi­
bration detectien equipment. Preferably
this should be done midway between de­
tectors. Damage to surfaces finished with
wall boards, plaster, wood paneling, etc.•
which are considered fragile surfaces,
may be avoided by placing a piece 01
heavy scrap wood. about two feet long,
against the point where the blows are
struck. Three to six blows should cause
an alarm.

(5) (U) Other. Alarm systems consisting
of either lacing or foil pad will be tested
only by qualified alarm technicians with
appropriate electronic equipment. Alarm
equipment which is used and thus tested
dailY' (i.e., balanced magnetic switches)
Deeds DO monthly testing.

(6) (U) UnanllOllIlffil facility o~"'ngs.

In addition to the above, periodic unan­
nounced openings of a facility should be
performed to test alarm responses by the
monitoring guard force. These exercises
should be used to determine the actual
alarm response time and the &bility of the
guard to implement alerting procedures
associated with alarm annunciations
during security hours. The test should be
conducted in the spirit of assisting the
pards in improving their performance,
thus increasing the security provided the
facility, but should not be so frequent as
to be considered a nuisance to guard per­
sonnel. Testing will be coordinated with
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luard personnel who monitor the alarm
s)'StemS.

(7) (U) Monthly powr systems tats.
Power systems will be tested monthly and
a record will be maintained or each test.

q. (U) Computer controlled IDS lor IUe

wIlJaiII auiti~ Gr«U. These wilJ require
tile prior approval of the 1MA. before in­
ttaJ1atim Tbe requestor wilJ provide as a
-mimum the foIIowial information:

(I) (U) Name aad manufacturer of IDS.
(1) (U) Number or alarm ZODCI beiDa

UIed aDd equipment in eachzooe.
(3) (U) Type or tiDe aupervisioD and

c:ompater"s interroptioa rate.
(4) (U) Location or IDOIlitor Itation.
(5) (U) Additioaal .. of the computer

(i.e., 8CCCII coatroI, tire alarm eoerlY
.......iq. etc.). IMA will provide any
IdditioDaJ requirements for approval of
NIl. elted alarm system.

r. (U) .4ctaJ COIIt1'OI. An cotry-eontrol
.,... fIaIc:tioaa in a total physical pro­
__ IJ'IIaD to .now IDOvemeut of au-
dIorized palOlUM:l IIDd material throulh
..... acc:aa routes aad to detect and
delay uy IID&uthorized movement.

(I) (U) ",...-, _1101 qstem.s.
(a) (U) MtDlfUll syst~m Employs person­

eel or a pard force to eoetrol access (in­
chJdea machine-aided manual system).

(b) (U) AutomDted system Allows per­
IOIIDe1 to coter aDd exit without guard
iDtervcoOoa unless an alarm occurs,

(2) (U) ApproWlL Prior approval from
IMA wilJ be obtained before procurement
of this type of system. As a minimum the
folJowiDl data must be provided:

(a) (U) Name of manufacturer.
(b) (U) Complete identification of unit,

model. etc.
(c) (U) Number of readers and Ioca­

boas.
So (U) Cloud-cimlit t~/t'Yision (CCTY).

CCTV Iystems can be helpful in aug ­
menting a guard force by providing for
surveillaDc:e, or verification of an alarm
CODdition. for doors, balIways, fences,
roofs, and similar avenues of approach or
cotry. Cameras should be repositioned
weekly to prevent presentation ("bum­
iDa") of a constant imase on the monitor.
If a CCTV camera is installed as a pro­
tective device aDd viewiDa of the monj­
toriDs ICreeD would reveal cluaified in­
formation, the .ystem must be iDstalJed in
accord with NACSIM 5203 aad TB 3~
7. ODIy CCTV systems empJoyiq video
buebud Iipa1a are permissible. IMA ap­
proval must be obtained prior to acquir­
iaa a video alarm system.

section II (U)
(U) Technical 8ecurtty Standarda (U)

4-5. (U) Electronic equipment
L (U) Personally owned equipment Per­

lODa1Jy owaed rec:eivinl, transmitting, re-

cordins, amplification. and processins
equipment such as telephones, radios, tape
recorders, televisions. video tape players
or recorders, stereos, computers, etc., are
not permitted within the controlled space
of a sensitive facility under any circum­
ltances. The introduction of calculators
into secure areas mUll be controlled. As a
aeneraJ rule. these devices should not be
restricted from a facility as Jonl as they
are in the personal possession of cleared
penormel. Personnel uainl this equipment
within the facility must be aware that
they are ideal hidinS places for clandes­
tine liateniDl devices, and that once in­
spected and introduced into the facility
tile)' shouJd remain within the facility.
Additional pidance reprdiDs the use of
computers is outlined in All 3~380.

b. (U) Go~",mentowned.lpm~"L
(I) (U) Government owned receiving,

trantmittinJ, recording and amplification
equipment (for example: radios, music sys­
tems, tape aad video recorders, television
monitors (standard broadcast or closed
circuit). television cameras, and amplifi­
en) must be declared mission esiential by
the JocaJ commander and authorized in
writing by tpe facility chief or a responsi­
ble official prior to admittance in any
secure facility . The authorization will
identify the item by make, model, and
aerial number, and will include the mis­
sion essential justification for the intro­
duction or utilization within the secure. fa­
cility.

(2) (U) Government owned equipment
introduced into the facility will be consid­
ered as RED or BLACK equipment, as
appropriate, and is subject to the instaJJa­
tion standards of TB 380-7 and NACSIM
5203. The items will be subjected to tech­
nical tests for clandestine surveillance de­
vices and technical security hazards
during the conduct of TSCM services.

(3) (U) Commercially designed equip­
ment, unless properly shielded. will not
be operated during cJassified discussions
or activities. Further, the equipment must
be diIc:onnected from the power source
and the antenna system.

4-e. (U) Telephone In8trumenta and
ueocIated Items

L (U) ~pt The installation of tele­
phones in sensitive areas is ditcouraSed.
Telephones present an unacceptable
threat unleu particular attention is paid to
applying effective countermeasures. Con­
trols mUit be placed OIl a1J telephone
JiDea, active or inactive, to maintain any
degree of telephone security. Telephone
instruments wilJ be kept to the minimum
Dumber required to support the facility
mission requirements. All auxiliary tele­
phone equipmenVUlItruments mUll be
safeguarded at a level commensurate with
the sensitivity of the area in which in-
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stalled . Requests for information on Tele­
phone Security Panel (TSP) (see note) ap­
proved devices. or information on new
devices proposed for TSP approval, may
be submitted to the TSCM Program Di­
rector,INSCOM.

Noel.- The TSP ill the Telephone Security PII'lIII of
.. TSCM~ Tectrical CountenneM­
... WOltlingGroup (TCWG).

b. (U) Protecti'H measure:
(J) (U) AU telephone cables and wires,

including those used for lOSs, will enter
the secure area through one opening, and
will he placed under control at the interi­
or face of the perimeter. Each conductor
witl be accurately accounted for from the
point of entry. The accountability will
identify, through labeling and log or jour­
nal entries, the current status of each con­
ductor.

(2) (U) When secure facilities employ
dedicated key telephone of computeriz.ed
telephone systems, the system wiJl be in­
ltalJed within the secure perimeter of the
area it is servicing. No telephone inatru­
.JDent controlled by these systems wilJ lie
located outside the secure facility .

c. (U) T~/ephone ~uipmenL All tele­
phone instruments and associated equip­
ment will be of U.S. manufacture. In
cases where U.S. manufactured equipmeat
is not available. is not compatible with the
existins telephone exchange, or the iDaDJ·
Jation of IUl;h equipment would COIDjKo­
mile the covert status of the facility, te1e­
phones meetiDS Category I requirements
wiD be iDstalJed.

(J) (U) Category I. The preferred tele­
phone service for sensitive areas in ~t it
provides the hishest level of telephone Ie­
curity when instaJJed and used is as fal­
lows:

(a) (U) Any instrument equipped with a
positive disconnect plug-and-jack (the
plug is to be removed from the jack at
the completion of each call). An audible
alarm will be instaJJed in conjunction with
the plug-and-jack to warn the user when
tile telephone is left plugged in, and the
handset is replaced in the cradle.

(b) (U) When multiline telephone serv­
ice is required, a single line telephone in­
atrument utilizing a plug-and-jack con­
nected throush a key strip.

(c) (U) The factory instaJJed riDaer
mUit be either removed, or the riDaer
tianaJ leads electricaJJy disconnected ad
isolated or aborted.

(d) (U) Ringins is to be accomplished
by a TSP approved sianaling device.

(2) (U) Category IL
(a) (U) When pluS-and-jack telephoDe

installation is not practical, the uae or tele­
phone instruments meetins the TSP
design standards prescribed in Appendix
B apply.
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L (U) No station or wiring will be Jo.
cated outside of the leCure area, and all
wiriog will be installed to permit visual
obIervatioD of the complete wire runs.

b. (U) Intercom Iystems will DOt use es­
-.btiIbed power IiDeI or ally radio fre­
queDCy means as the transmiIsion link be­
tweeD IIatioos.
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Appendix B
Telephone security Panel (TSP)
Approved Telephone Design
Standards
8-1. The features and properties required
in the TSP approved telephone letS are
provided below:

L The lineswitch will be a maouaUy
operated metaUic: CODQct switcIIin&
device M:tuated by the haDdset condition
(on-book or off-hook).

b. UaIaa epecificaIly eacepted in this
1taDdard, alI componenta or the tclepbone
are isolated from both tip aDd riDa of the
liRe pair(s) by the IiDeswitch when the
IIandset is on-hook.

Co The liRe switch~ the foDowiD&
... when the handset is on-book.

(I) Tip and riD& or !iDe pm (both pUn
for 4 wire ..).

(2) Transmitter leads to network.
(3) Receiver leads to network.
(4) ADy relay coil leads leaving the

tII..,boac.
(5) AD coatroJ leads.
d. The IiDelwitch shorts (less than one­

faith oIuo Cpt) the following leads
when the hDcIIet is on-hook:

(I) Lads to the transmitter element
(2) Leads to the receiver element.
e. When the handset is placed on-hook,

the lineswitch contacts for tip and ring
will open prior to any other contacts.

f. The handset weight will be at least
2.S times the minimum weight needed to
operate the Iineswitch.

g. The lineswitch operation will not be
subject to internal or external obstruc­
tions.

h. Any use of multiple Iineswitch
plungers will be redundant. Depressing
anyone alone will fully operate all the
on-hook Iineswitch functions.

8-2. line bold features
L The telephone will incorporate an in­

trinsic hold mechanism.
b. The hold mechanism will not be is0­

lated from the line pair(s) by the line­
switch.

c. (U) When activated, the hold mecha­
nism will accomplish the following func­
tions:

(I) Place an appropriate resistance
KroSS the line pair.

(2) D1uminate a "hold" indicator lamp
located on the front of the telephone set.

(3) Perform the operations cited in B­
1c(1) through B-Ir.(3) and B-Id, above,
for the lineswitch.

d. Once activated, the hold functions
will continue to operate independently of
the Iineswitch condition.

e. There will lie no timeout of the hold
functions.

f. The functions cited in B-2c(3) will
require maoual IICtion to dactivate. They
will not require Central Offace (CO) or
Key Telephone Service (KTS) current or
voItaae to operate.

B-3.1t1qer
L The telephone will provide the

option for the rinaer to be connected
either KrOll tip end rina or the line pair
or IlCroII a IepU'&te sipaling pair. The
rinaer is DOt iIolated from the lineswitch.

b. The ringer will be constructed in
accord with a design which is to be pro­
vided by TSP.

8-4. Key telephone featares
L Pickup line pair and control lead

contacts for each line will be open unless
a specific key association with the line is
in the depressed (down) condition.

b. Only one pickup key can be de­
pressed at a time.

c. Placing the handset on-hook will
automatically restore all pickup keys to
the up condition thereby opening all line
pair and control lead contacts.

d. The pickup keys are not isolated
from the line pair by the lineswitch.

8-5. Miscenaneous technical requirements
L Except as called for by the TSP

ringer design, the telephone must not con­
tain any loudspeakers.

b. The telephone must not contain any
integral speakerphone functions.

c. The telephone must not produce ra­
diation or conduct electomagnetic inter­
ference in excess of the limits set for Class
IC communication-electronic equipment
in MIL-STI>-%IA, 7 February 1969 or
ita successor documents.

d. The telephone, while on-hook, must
not draw more than 10 nanoamperes DC
loop or around current from a 400 ohm,
100 volt source across the tip and ring
terminals.

e. The telephone must not be capable of
performing as a cordless telephone set.

f. The telephone must not be capable of
performing as a video telephone set.
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g. The telephone must not be capable
of performing hands free answerback
functions.

h. The telephone must not contain any
voice or sound activated on-hook func­
tions.

i. The telephone must be capable of op­
erating with both two wire and four wire
systems.

j. The telephone set must not contain a
carbon microphone. Electret transmitter
elements must be used.

k. The telephone must contain high
voltage protection devices which will
prevent voltages greater than ISO volts
from rcaching any other component parts
or the telephone set. The protective de­
vices must not be isolated from the pair(a)
by the Iineswitch.

1. The telephone will provide a visual
indication if it is drawing more than 100
nanoamperes of current from the line
pair(s) while on-hook. The current ICDIOI'

must not be isolated from the line pair(s)
by the lineswitch. The display system
may draw additional current, not to
exceed two milliamperes, from the line
pair if the sensor has detected the neces­
sary 100 nanoamperes. The sensor IIIouId
not respond to the additional current
drawn for the display, it is only to re­
spond to the intrinsic current drawn by
the telephone.

m. The telephone must be a completely
analogue unit. There must be no digitaJj..
ution of voice signals at the telephoae
let.

n. The telephone construction mOlt
permit effective and expeditious TSCI in­
spection.

8-6. AdIIIiIliItratin requirements
L The telephone must be Federal C0m­

munications Commission (FCC) registered
for connection to the Public Switched
Telephone Network (pSTN).

b. Complete documentation must be
provided on all matters relating to TSP
approval.

c. Complete engineering drawinp
(schematic and assembly drawings) aDd
circuit description must be provided for
th~ telephone.

d. X-ray pictures of the telephone must
be provided.

e. The manufacturer must ensure that
the U.S. Government has unimpeded
access to company engineers for consulta­
tions and c1arifJcations with respect to the
design and construction of the telephone.
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Appendix A
References

Section I
Required Publications

AR 340-17
Release of Information and Records from
Army Field Files. (Cited in para 2-12.)

AR 310-5
Department of the Army Information Se­
curity Proaram Regulation. (Cited in
paras 3-4 and 3-7.)

AR 310-40 (0
Policy for Safeguarding and Controlling
COMSEC Information (lJ). (Cited in para
)-15&).
AIl ___

Automation Security. (Cited in para 4­
5&.)

All 311-10
US Army Intelligence Activities. (Cited
ill para 2-7.)

All 311-20
US Army Counterintelligence (CI) Ac­
tivities) . (Otea In para 2-7.)

All 311-143 (0
LoJistics Policies and Procedures. (Cited
in para 2-2c.)

DA Pam 600-8
Military Personnel Management and Ad­
ministrative Procedures. (Cited in para 2­
17L)

TB 310-7 (0
TEMPEST (U). (Cited in para 4-4s and
4-Sb(2).)

DOD INST 5240.5
DOD Technical Surveillance Counter­
measures (fSCM) Survey Program.

(Cited in paras I-I, 2-li, 2-2h, 2-6, 2-7,
2-9c. 3-7k, and 3-14e.)

NACSIM 5203 (0
Guidelines for Facility Design and RED/
BLACK Install,tion (U). (Cited in paras
~ and 4-Sb(2).) (Ibis regulation is
issued by the National Security Agency,
Fort Meade, MD 20755.)

section II
Related Publications

A related publication is merely a source
of additional information. The user does
Dot have to read it to understand this reg­
ulation.

AR 15-6
Procedures for Investigating Officers and
Boards of Officers.

AR 1~53

Interception of Wire and Oral Communi­
cations for Law Enforcement Purposes.

AR 340-21
The Army Privacy Program.

AR 360-5
Public Information.

AR 380-10 (0
Department of the Army Policy for Dis­
closure of Military Information to For­
eign Governments (U).

AR 380-53
Communication Security Monitoring.

AR 381-1
Control of Dissemination of Intelligence
Information.

AR 381-12
Subversion and Espionage Directed
Against US Army (SAEDA).
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AR 381-47 (S)
US Army Offensive Counterintelligence
Operations (Short Title: OFCO) (U) .

AR 381-100 (S)
Army Human Intelligence (HUMINT)
Collection (U).

AR 530-1
Operations Security (OPSEC).

AR 530-4 (S)
Control of Compromising Emanations
(U).

AR 604-5
Personnel Security Program.

DIAM 50-3
Physical Security Standards for Sensitive
Compartmented Information Facilities.

FM 19-30
Physical Security.

OCI Procedural Guide No. 1 (S)
Requirements for Reporting and Testing
Technical Surveillance Penetrations (U).

OCI Procedural Guide No.2 (S)
Requirements for Reporting and Testing
Hazards (U).

OCI Procedural Guide No.3 (5)

Guidance for Conducting Audio Counter­
measures Surveys (U) .

SectIon III

Referenced Forms

DA Form 4187
Personnel Action
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0-4. crs IIIItaI1atioD

For situations ill which the CTS, die
Iystem wiring, and the stations to be pr0­
tected are all located within the same
Pcz, the inherent isolation offered by the
CTS can be used to avoid haviDI to •
stall approved isolators for the stations. Ia
order to qualify for this usage, the CTS
installation must be strictly orpDized ao
that it complies with the minimum stud-

23

D-3. OIl-book Security

On-hook audio security may always be
achieved for stations located outside a
PCZ, whether or not the CTS is to be •
stalled within the Pcz, by providiDa
them with approved isolaton or by usiDa
type approved telephones. With either of
thbe measures in force, the CTS may be
treated as if it were euentially a ceatnI
office and therefore it need not be located
ill the PCZ unless concerns other tba
on-hook audio are to be addressed.
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D-2. Del'laltiolll station or trunk by means of a link estab-
a. Appruml isolDtor. A device or assern- Iished by the CTS .

bly of devices which bas been accepted as i, On-hook. When a station or trunk is
effective by the TSP as a means to isolate not being used to initiate or actively
or disconnect. for security purposes, an engage in communications via the CTS, it
OD-book station or CTS from wires which is termed on-hook .
oit the physical control zone (PCZ). j. Physical aHItrol zon« A continuous

b. OJrrWr. A circuit card cage or shelf space continuously protected against un­
which islet up u an apparatus mounting authorized access or intrusion.
for the CTS circuit cards. The carrier is k. R~mot~ diagnostic SIIpport (RDS). A
provided with edge connectors to receive means for an off-premises facility to per­
the circuit cards and is equipped with all form diagnostic, maintenance, and pro­
wiriDl and hardware required for housing snmming functions on the CTS via the
and intereoanectinl the system circuit trunk connections to an external network.
pecks. I. R~mott maintenance, administration.

c. OJ/I iUt4il reaniilfl (CDR). A Il1Id trtljJic spttm (RMA 1'5). Same as
record maintaiDed by the CTS, or by aux- RDS.
Diary equipment, of specified types of m. Station Mns4g~ [HIDil Recordi",
caUl. Typically, • CDR system will (SMDR). Same as CDR.
record the CTS station identity, date, n. Station. station ~ipm~nt station wI.
time of day, duration of call, called party subscriMr station. Any telephone, console,
Dumber, and trunk p'0up type. A CDR is data terminal, or other component of the
abo a Station Message Detail Recording CTS network which is connected to •
(SMDR). communiClltions port of the CTS and

d. Frame. wiring fra me. cross-connect which is used to communicate, via a tem­
frame. An array of tenninaI blocks used porary switched connection through the
to accomplish the interconnections be- CTS, to another station or to • trunk f~

tween separated components of the' access to an external network.
system. In I~ral, these interconnections o. Trunk. Any connection from any ex­
(e.g., between the central office trunks temal network (e.g ., central office acceII
and the crs switching network, or be- to the public switched network, private
tween the telephone sets and the switch- lines, and tie lines to another CTS) to •
ing network) involve arrangements which communications port circuit of the CTS
are unique to each individual installation which can be used to provide &(;CCII fOl'
and cannot be built into the CTS. Wiring CTS station equipment, via the CTS
frames are usually composed of 66-type lwikhed Defwork, to that external Det·
or S8-type wiring blocks. work.

e. Line. The wires (or other transmis- p. ~-ac«pt~d telephone: Any teIe-
lion media) which connect the station phone whose design and construetioa
equipment to the CTS. conforms to the design standards for

f. Motlule. The cabinets which contain Telephone Security Panel approved teIe­
the complete switching equipment for a phone sets.
subnetwork of a crs. Some CTS divide
the internal telephone network into sePa­
rate subnetworks organized around
switching node points. CaI1s between sub­
networks are carried on intermodule links
or tbroup a swikhing DOCIe hierarchy.
Control of the subnetworks may be by
proc:esson resident in the modules or
from a central, common-control proees­
lOr. Any cabinet which contains equip­
ment in support of more than one sub­
network is desipated a common-cootrol
cabinet and not a module cabinet.

I. N,rwo,k. A Iystem of individual sta­
tions arranaed (subject to service con­
straints superimposed OD it and not inher­
ent ill the Iystem) 10 that any station can
communicate to any other ltation by
means of temporary connections at cen­
tral swikhing nodes.

b. Off-hook. A station or trunk is
termed off-hook it it is beiDa used to initi­
ate or actively eupge in communications
either with the CTS itself or with another

Appendix D
Guidelines for Computerized
Telephone Systems

SectIon I
introduction

D-L IatrodDCtioa
L The U.S. telephone iDdust.ry distin­

pisheI between two basic forms of com­
puterized telephone Iystems (CfS). These
.-e the computerized private bran<:h ea·
....cs (CPBX) and the computerized
by telephone systems (CKTS).

b. Private braDch el(,hanaes operate,
ClleDtiUly, as private teIepboDe sub-net­
WOIb. ne" lie toaetI* _ illtemaJ
.,oup oflUblcriben into an iDdepeadeat
..wort IIId provide aterDaJ COIloo;:Uoas
10 die aaivenal network by means of
tnDk tiDes to a &eJepbooe company ceo­
.... amce elchanp:. Computerized pri­
wac tn.ch elchanalS use stored pro­
pam computer techDolOJY to perform
die Me ry IIICIIap-SWitching fune­
..... 'he raidc:at computer in the
..scm~ CPBX bas made it
poIIIDie to lllcuiilCJhle· • Aultitude of at­
&nctive featuta for diverse applications.
T'here an many features which enhance
die basic telephone service but the appli­
catioDI an DOt restricted to telephone
aervice; modem CPBX systems provide
data processing, word processing, energy
coasumption control, communications
traffic: analysis, and other services in addi­
tion to processing telephone calls. CPBX
systems were introduced in the 19705 and
there an a great number of manufacturen
from many countries now producing
them. The various CPBX manufacturen
often use their own ter1ninology when re­
ferring to their products: private branch
exchange (pBX), private automatic
branch exchange (PABX), CBX, and
similar terms are common. To a large
extent, different technologies and ap­
proaches are being used by the different
companies, but they all achieve basically
the same objectives.

c. The computerized key Iystems (also
referred to, variously, u hybrid key 1)"1­

tems, business communications IYStems,
office communications systems, and by
other Iimi1ar terms), despite their IWDe,
cannot at all be regarded u beins merely
advanced forms of the conveutioaal key
telephone Iystems typified by the WaterD
Electric tAl. The CKTS employ com­
puter controlled switching operations
similar to those of the CPBX and for the
most part can rea Jiltical1y be character­
ized u small ICa1e CPBX The industry
ctistiDction is baaed ill DO smaI1 part OD

marketing rather than technical consider­
ations.
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Appendix C
Obsolete Category II Telephone
Instruments

The following is • list of Western Electric
Company (WECO) telephone instruments
identified as Category II telephones prior
&0 publication of the Telephone Security
Pulel recopized security design stand·
ards. Effective with publication of this
rqulation. these instruments will be in­
stalled as prescribed for CateSory I or III
instruments. "NoIe.-Indic:ateI IJ*:ial !UPON instrument to be

UMd onty with data COInII'llri:ations (OACOM)
MCUe IacIimile systems. Instrument'. exclusion
IIWIch "'ture must be wired to Ihoft out the .....
phone network. proIIiding ''wa up/data down" ~
eration.

500ABMU
502AB/ABM
502BMW
IIIHSMW

SingIe-line, roWy cial
SingIe-line, roWy cial"
~. rotary dial"
fiwe.Ine. rotary deiI (2-....,4....)

680AMW2

681AMW3

2502BMW

2504B

2568HM

2684AMW1

2685AMW1

2714A

3504BW or C

17-1ine, rotary dial (2-wirel
4-wlre)

2i·line. rotary dial (2·wirel
4-wlre)

Single-line, touch-tone
cial"

Single-line, toueh-tone dial
(2·wire)

FNe-line, toueh-tone dial
(2-wire/4-w1re)

17.Jine, toueh-tone dial (2­
wlre/4-wlre)

29-ine, toueh-tone dial (2­
wlre/4-wlre)

Two-h, toueh-tone daiI.
Princess

SingIe-line, toueh-tone cial
(4-wIre)

3568HHMW

3568HTMW

3640A

3641A

FIVe-line, touch-lone dial,
Illuminated dial (2·wirel
4-wire), special
automatic voice networ1l
(AUTOVON)

FIV8-line, touch-tone dial
(2-wire/4-wire), speciaJ
AUTOVON

18-1ine, touch-tone dial.
~AUTOVON

3O-line, touch-tone dial,
~AUTOVON
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ards provided in ICCtioD II, below. This
wilJ eDSUre that DO means is afforded for
oo-book audio to be praent on any
trunks or other wires enemaJ to the
PCZ. MOlt telephone iDstaUatioos of in­
terat involve special leCurity conditioos
aDd other telephone IeCurity coosider­
atioaa ill addition to the fnndameatal
protllew 01oa-book audio. AppIicetioll or
Ibe suppIemeotary meauteI provided in
IeCboa m will eaable the crs to 8ddrea
tbeIe cooca.... tbeee meaurea are recom­
8IeDded ~ver operatioaaIly aDd 8d.
.-.u.dveIy feaible.

.. St.Uioa cquipmeot IUJlPOded by .the
crs bat located in a DODCOIltermiDous
PCZ _ .. protected br tile iIoIatioa~
WIed by die crs jnstaJ1atioD. T1IiI equip­
~ IDaIt be protected with approved
iIoIIton or be type~ teIephoaea.

It. Tbe crs used must COlIform to es­
IIlbIiIbed pideJincs with rapect to ClOUD­

try 01oriain.

8M:IonU
........ ....,. tor u.Ing. CTS
to Prowldl On-:iook AudIo Protection
tDr 8tatIeII1•••••·
D-5. ..,... 8eC11ritJ _I ...

A IIiDaJe PCZ with appropriate physical
IeCUrity encompasses all of the areas of
coocem.

L The crs _located in the pcz.
b. All cables, lines, intermediate wiring

frames, aDd distributed crs equipment
lDOciules (to include voice and data links)
are contained within the PCZ unless they
are specifICally and only dedicated to
trunks or Itation equipment located out­
Iide the PCZ.

Co All program media (tapes, disks. etc.)
are provided positive physical protection
apinst unauthorized alteration. A certifi­
ably correct master program is always
maintained under secure conditions to be
available as a check of the operating pro­
pam and as a means of removing possible
or identified IOftware IeCurity deficien­
cia. Some crs may DOt UIe program
ltOraIe media of the type that can be du­
plicated and stored eeperate from the
CI'S. Where this _ the cae, a crs may
qualify UDder tbae proviIiooa ooIy if' the
UIef ..... at aD times, the meansof obtain­
iIlg a complete computer "dump" of pro­
pam memory (to include geoeric ~
pam) ooto an extemal medium which a­
terDa1ly verified apiDst a certifiable
muter copy that _ kept raf'eparded and
updated. The compailOn of current
memory apinSt the certifiable muter
must be performed frequently.

1>-6.SJ*m eoafIpratioa

The .)'Item configuration must effectively
iIOIate the .tation equipment from aD linea
which leave the secure PCZ.
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L Two ICpllBte dedicated wiring
fnmea (or a ret or wirina frames) are
maintained inside the PCZ containing the
crs to suppon coanec:tionI with facilities
outside that PCZ. These are terminated
..aterDa1" wiiina frames (m this para­
papb) to cfiItiD&uisb them from fnmea
used to coonect the crs to equipmeot lo­
cated within the PCZ.

(I) The first "aterDa1» frame _ used to
terminate aD IineI caterina from outside
PCZ (CCDtnl oIfic:e tnIDks. tie truDb,
tdepbooea. etc.), OIl the customer aide of
the telephone company. demarcation
point or DdWOI'k interface. This first N a _
tema1" frame may be a c:oaoectina block
IimDar to the ODe used for' die Uaivenal
Service Order Code (USOC) RJ21X reg­
istration interface. (In such • cue, there
would be a 2S-pair cable c:oaDeCting the
1U21X block rerving as a rqistration
interface to the RJ2IX·type block being
used as the first M a terDa1" frame.

(2) The C1'OII-CODDects continuing on
from first to recond "external" fnme
would be reparated. lingle-pair wire. con­
DeCted to the conventional insulation-diJ­
placemeut cut-down terminals of the
JU21X-typco block.) In auy cue. whether
or DOt RJ21X-type blocks are used to
constitute the first "external" frame, the
cross-connects from first to second "ex­
ternal.. frame must be separate, lingle pair
wire, and only pain currently needed to
extend active service to the crs can be
CODDeCted at any time.

(3) The second of the "aternal» frames
provides the connection to the crs.

(4) The two "external" wiring fnmes
are separated by at least 3 feet from each
other and from all other wiring fnmes.
No crOll connections are permitted be­
tween internal and "enemaJ>' frames. The
internal frames provide connections be­
tween crs and peripheral devices such
as telephones. They may be composed of
"quick-eoaaect" blocb with ready-lIW1u­
faetured patch cords (m lieu of the more
CODvcational inaulation-dilplacemcat cut­
down blocks such as 66-type) if these
blocks are DOt coofapred in such a way
as to afford concealmcat for unauthorized
c:ross-<:onnect.

(5) crs port circuit pacb connected to
..extemal.. wiring frames are DOt installed
in the same circuit carrien as those COD­

uected to internal frames and DO two car­
rien '11we common cabling to the wiring
frames. .

(a) If a crs cannot by itIelf qualify as
an iIOlation device IOlely because it does
DOt comply with these requiremcats (lee
DOte). This deficiency could be corrected
by inItallina an approved iIOlator on
every iDcoming trunk pair.

Nc*.-EItIw the~ of III wlrtng hme. or
Iramea. or the aysWm conIglntIon mIy not lend
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ItMII Ie e.parltion of trunk-type carda and~
type c.rdIln cliff.em carriers.

(b) The isolators must be located inside
the pcz. .between the telephone compa­
Dy'. demarcation point (network inter­
face) and the system's wiring frames .

(c) At present. this alternative would
preclude any ltation equipment outside
the confines of the PCZ and, in fact. ex­
clude aby types of wires from entering
the PCZ other than loop-start ceatnl
ofIiceIPBX trunks. No isolators currently
approved are capable of anythina but
loop start operation.

b. Each individual subscriber ltatioa
bas dedicated running wires to a .pecific.
individual> port circuit of the crs. Oft'.
book connections between port circuits
are accomplished by metallic (or eleetroe­
ic) .witching or by multiplex bus meth­
ods. The crs keeps the running wires 01
every port circuit separate and UDCOD­

nected from those of every other port
except in the case of metallic switchiDa.
and then connections may only occur for
pons actually engaged in an information

-interchange between ofT-hook subscn1Jer
'ltations (or between a station and a
trunk). Audio coupling in either directioa
through a switch or between a port cir­
cuit and a multiplex bus only oc:cun
when the urociated 'station equipmcat or
trunk is ofT-hook.

c. All tdephones must satisfy the fori.
lowiDa oD-book requirements by IDClIIII
interDa1 to the telephone (not depe:ndeDt
upon the crs or subject to neptioo
either by the crs or by anyone with
access to the mounting cord wires):

(I) No power is applied to any micr0-
phones. . .

(2) No power is applied to ~y ~
circuits except as needed for mcolDJDI
signaling.

(3) Receiver elements and speakers are
aborted and/or provided with 6OdB. or
more audio iIOlation from the mountma
cord wires except during aud as n~
for incoming signaling . The 60dB IDIIU­

l6um isolation applies only to signals from
the receiver element (or speaker) to the
mountina cord aud not to signals arrivina
at the telephone from the mounting~

d. No port circuits or uaigned ItatiOD
directory numben are shared by exteD­
lion ltatioos inside the PCZ and exteD­
lions outside the FeZ. The extenaiom
from the same port circuit or with. the
same ltation directory number are either
all contained within the PCZ or all ex­
cluded from it.

e. Speakerphones are not permitted.

0.7. ProhIbited fuDetioDl

Some operational features that may. be
available with the crs involve funcUODl
which are not consistent with good audio
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IeCUrity practices. These functions are ex­
pressly prohibited and any CTS feature
employing them must be disabled.

a. The crs must not be able to place
or bold any subscriber ltation in an off·
book CODdition, or activate any function
which IbouId be off when the station is
oo-book, UDIca directed to do so by that
.acriber stabon itIeIf. The ocr-boot COIl­

ditioD is completely coatroDed by the Ita­
.. eql'ire't"t.

b. Tbere is DO means for remote ecceII
10 _y crs 1erYicc.

Co Jacnarina calls (tnmt ud local)
a.e lID • coasole or telephone aDd are
-.waed uaDy. ThereJa DO voice-ec­
dwlted picbp, autoIDatic piebp (e.I., by
S , .' _ ....eI.. UDita .ad ADP ter­
.....), or adler rapan.. of_y kiDd to
__- I c:.II acept UDlIDCi8tioa (miti·
.... by the crs) 10 the ca11ed 1Iatioo.

~ At , , bid......1tJ •
Ak I !af,ative procedures are Deeded to
~ that BODe of the protective IDeAS­
_ iI iateDtioDalIy or iudvenently de­
anded u • .~ c111ift1-.re or soft­
WlIIC cJaaDaa to the system. Some of the
....brittntive procedures are described
r.cticmaUy u requirements to be
8Cbieved. Their implementation may be
• y combiDation of physicalleCurity, sys­
tems configuration (hardware, software,
aDd layout), personnel security, and tech­
IIicaI countermeasures appropriate to the
paticular crs and installation in ques­
tion.

a. An appropriate minimum level of se­
curity clearance is determined by the cog­
aizant aaeDC)' for personnel having access
for any purpose (to include installation
and maintenance) to the station equip­
ment. crs components, wiring, and dis­
tribution frames located within the PCZ.
PerIODS Dot possessing the minimum
clearance will Dot be permitted access to
the system except outlide the PCZ or
UDder suitable administrative safeguards.
Merely providing an escort is DOt a safe­
pard apiDst the system IeCurity being
dqraded UDless that escort is technically
competent aad equipped to precisely
monilOr the work being done with respect
to maintaiDiDa the security intepity of
the entire instIllation.

b. PoIitive burien emt to prevent all
crs IOftware IIlOCIificatioa escept from
tpe..:ific proJI'UDIDiDg and mainteDa.noe
positions located within the PCZ. Mainte­
aance cI.iagDomcs are provided from these
secure positions, or from remote diagnos­
tic support facilities in performance with
the foDowma criteria.

(I) There is no way for the IU>S facili­
ty to access the crs except throop a
dedicated port.

(2) The IU>S port is kept disconnected
from all trunks and lines leaving the PCZ
when it is DOt in use.

(3) If ancillary equipment, such as
modems or telephones, is used with the
IU>S procedure, it is kept disconnected
from the RDS port and from the trunks
and lines 1eavina the PCZ when the RDS
is BOt ill use.

(4) When RDS is required, it can be reo
..-steel by the CTS user or by the IU>S
&eWty. III either cae, the network con­
MCtioe between the CTS IU>S port and
die IU>S r.ci1ity must ODly be established
by a call to the IU>S r.cility placed
tbrouab the network from a desipated
'dlpllioae iIIIide the PCZ.

(5) Specifically clelipted penonnel
are respoDIibIe for ensuring the IeCUrity
of the IU>S service. Their duties consist
of performing (from within the PCZ) the
foDowiD& sequeace each time the IU>S is
used.

(a) Verify that there is an immediate
Deed for RDS.

(b) Telepbooe the IU>S facility and
verify that the support activity can begin
and that the RDS facility is ready to
transmit.

(c) Connect the RDS port, the ancillary
equipment, and the outgoing trunks and/
or lines.

(d) Dial the RDS facility to obtain the
connection to the RDS port.

(e) Verify the connection with the
IU>S facility.

(f) If the crs will permit. monitor in
real time (with hard copy printout) all
communications between the RDS facility
and the CTS. Terminate the session im­
mediately if any improper activity is 0b­
served. If the real-time monitoring and
printout are not available or are not in an
immediately comprehensible form , then
subparagraph (h) below, must be accom­
plished immediately upon termination of
the IU>S CODDecbon. It must be recog­
aiu:d that subparaaraph (h) may cause
service interruptions in some systems and
therefore. unless such interruptions are
operatiooally and administratively ac:e:ept­
able (or routine IU>S can be scheduled 10
that interruptions are ac:c:cptable), these
systems cannot comply with the guide­
lines if they do DOt permit real time moni­
toring.

(a) At the cooclusion of the session,
discoDDect all components specified in (3)
aDd (4) above.

(h) If the crs bu a removable pro­
Jl'UD medium (such as a mapetic tape or
disk), reload the system from the safe­
parded muter copy. If the crs does not
have a rerDOvable program medium, per­
form a dump of the complete memory
and compare it with the safeauarded
muter version.
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c. Only specific designated individuals
with appropriate security clearance have
physical access to the programming sta­
tions and may change the system software
or hardware configurations.

d. The integrity and efficacy of the pro­
tective measures are to be ensured by
countermeasures inspections.

e. Frequently reload the operation pro­
pam medium from the certifaable correct
muter to ensure that DO unauthorized
chlnaes have occurred.

f. Complete copies of all systems docu­
IDefttation including instructions, manual,
iDstaIlation and service practices, system
coafiauration records. etc., are to be kept
with the CTS in the PCZ.

I . For security purposes, dial access or
barrier codes are DOt acceptable means
for denying unauthorized persons access
to any crs features or control oper­
ations.

8ectIonlll
Other Considerations

1)..9. SupplemeDtary measures

Most telephone installations of interest in­
volve other telephone security consider­
ations in addition to the fundamental
problems of on-hook audio. Application
of the supplementary measures provided
in this section will enable the crs to ad­
dress those concerns; these meas Jres are
recommended whenever operationaIl1
feasible.

L If the CTS provides any features
which allow subscn'ber stations or atteDd­
ants' consoles to monitor the audio or
data at other ltations (such as line or
trunk verification or executive override).
positive barriers are placed into die
system to prevent implementing these fea­
tures from outside the PCZ.

b. Central dictation features are diI­
abled.

c. There is DO CTS-accessed central
loudspeaker paging system.

4. All attendants' consoles are located
within the PCZ.

e. The number of central answering pe­
sitioDi is minimized.

f. Esoept for attendants' consoles, aD
telephones are sinsle-liDe 2SOO type.

I. The CTS does DOt maintain CDR iIt­
formation (beyond the temporary storIF
that is necessary to support the commUlli­
cations switching functions and auxiliarJ
features) unless positive barriers exist to
preclude access to this information oat­
side the PCZ.

h. The CTS does Dot maintain speed
callina lists.

i. The CTS and all critical ~
equipment are powered from uninterrupO­
ble power supplies.
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j . Service provided to facilities located
outside the PCZ can be curtailed to pro­
vide priority service to internal communi­
cations

26

k. All switching, maintenance, or oper­
ational conditions set up from subscriber
stations can be selectively cancelled by an
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attendant's console located within the
PCZ.
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Glossary

section I
Abbreviations

AC
alternating current

ACSI
Assistant Chief of Staff for Intelligence

AMC
U.S. Army Materiel Command

APe)

Army post office

ARNG
Army National Guard

AS!
8dditioaallkill identifier

4tJ'1'OSEVOCOM
QtOmatic IeCW'e voice communications

CBX
ooaaputerized bruc:h exchanae

crrv
'*-d circuit television

mit
c.D detail recording

a
counterintelligence

errs
computerized key telephone systems

CO
central office

COMSEC
communications security

<PBX
computerized private branch exchange

crx
computerized telephone systems

Cl'SA
Certified Technical Surveillance Counter­
measures lpecial &lent

DA
Department of the Army

DACOM
data communications

DC
direct current

DCI
Director, Centrallntelliaence

IPB
Intelligence Property Book

DCSI
Deputy Chief of Staff for InteUiaence

DOD
Department of Defense

EMT
electrical metallic tubing

FCC
Federal Communications Commission

FY
rascal year

IDS
intrusion detection system

IMA
U.S. Army Intelliaence Materiel Activity

INSCOM
U.S. Army Intelligence and Security
Command

IPMS
in-place monitorina Iystem

.JSUDS
Joint Service Interior Intrusion Detection
System

KSU
key service unit

KTS
key telephone service

MACOM
major army command

MOS
military occupational specialty

MTSA
Master Technical Surveillance Counter­
measures special agent

OACSI
Office of the Assistant Chief of Staff for
Intelligence

OADR
Originating Agency Determination Re­
quired

PABX
private automatic branch exchange

PBX
private branch exchange

PCZ
physical control zone

POM
Program Objective Memorandum

PSTN
public switched telephone network

RDS
remote diagnostic support

RF
radio frequency

RMATS
Remote Maintenance, Administration, and
Traffic System
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S8I
special background investigation

SCI
sensitive compartmented information

SMDR
station message detail recording

SSO
apecial security offICer

STC
sound transmission class

TCWG
Technical Countermeasures WorkiDa
Group

TDY
temporary duty

TEMPEST
compromising emanations

TSA
Technical Surveillance Countermeasuns
lpecial agent

TSCM
T-echnical Surveillance Countermeasures

TSE
technical surveillance equipment

TSP
Telephone Security Panel

USAR
U.S. Army Raerve

USOC
universal service order code

VIP
very important person

WECO
Western Electric Company

Section II
Tenns

Certifted Teelmfcal SuneDlance
Countermeasures spedal qent

A,TSA who has successfully completed
the requirements for certification as es~
lished by Commander, INSCOM.

Muter Teelmfcal Sane1llance
Coutermeasures spedaJ IleDt

A CTSA who, because of exceptional
ltandards and recognized contnbutiODl
which enhance the overall TSCM pro­
gram, is elevated to Master TSA.

Pltyslcal IeeUI1ty Iaazard/nlaerabWty

A situation which, when coupled with an
assessment of the IlenSitivity of a f.aJity
and the threat, represents a reasonable
and logical opportunity or target for ex­
ploitation.
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ftY-'ca1ItedmlcaI IeCUrity weakDesa

A deficiency in the physical or technical
security ....cguards of an area that could
permit access to the area by uncleared or
unauthorized personnel, facilitate the in·
stallation of a technical surveillance
device, or facilitate the exploitation of ex­
iltiDa equipment cbanlcteristica to con­
dlJCt a covert survei1IaDce.

S"Ellite ..
All area w~ IeDlitive iaformation (de­
... below) is dilCtllled or promil ~ on
• routiDe bais to eft'ectively complete the
M'iped £IIiIIioo. 1JIuDy a fbed r.enity
wIEicb is a 10IicaJ ... f'eaaibIe taraet for
tecbDicaJ aurveiIIaDce apioaaae.·",.......... '

....,... tbat nquiEes apecial protec­......-
.. lealitive compartIDCIlted iDformation

(lei) .... d ·tied cryptoJraphic infor­......
... OIlIer iEaIormatioll claaified at least

IEClU!T ad to which acceu is strin­
IIIIdJ ratricted.

Co Seasitive, UDCIaMified information
wbich is * property or the U.S. Gov­
enuDeIlt or ocher informatioD that can be
apIoited for intelliaence purposes.

d. Def'ense information which would be
of value to aD CDC'Dly or potential enemy
• the plaaDina or wapng of war.

Tt£dt·k:-J IIuard

A cooditioa which could permit the tech­
DicaJ lUl'VeillaDce of aD area because of
equipment which, by reason of its normal
cIaip, iastaUation. operation, mainte­
aaace, or damaged condition, allows or
contributes to the unintentional transmis ­
sion of IeDlitive information out of a
leC:W'e area.

TeduUeal peDeb atlon

A deliberate, unauthorized emplacement,
within a taraet area, of a technical moni­
COrinS or intercept dcvice or l)'Item; de-
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liberate deviation of ltandard wirinS or
confiauration; deliberate addition or re­
moval of components to equipment; or
uploitation of existing technical aecurity
hazards for the purpose of unauthorized
acceas to aensitive information.

Tedualealeecarity

Tboae measures taken to daly the unau­
tborized coIJection of cluaiflcd or aensi­
tive information by meaDS or claDdestine
tecbnic:al lurveillance devices.

Tedualeal ....maace
The employment of electronic or mecban·
ic:aI monitorinJ devices or I)'SteIDI apinst
8Ily tarFt area or illtelliaencc value for
the parpoIC or pWaa -.pabIic iDforma­
tioa without the knowIcdJC or c:onseot of
all partiea c:oocemcd. The information
pined may be classified or unclassified
and may be in audio, video, or digital
Corm.

TIduaieal SaneD1aDce CoaDtenlealures
.,.eIa1 apat

A hiablY trained counterintelligence agent
who poueues extensive knowledge in in­
veatiptive, electronic, and construction
akiUs, and bs completed the U.S. Army
TSCM course of instruction (formally
known as Defense Against Sound Equip­
ment-CASE) and bas been awarded an
additional skill identifier (ASI) of 9L Jor
warrant officers or 09 for enlisted mem­
bers .

Tedmleal l1I"eillaDce deYice

A mechanical or electronic device in­
atalled to monitor any nonpublic activities
within a target area, most often to seek
aensitive information. Normally luch in­
Ita1lations are made at the direction of a
hostile foreign intelligence service.

TSCM certification proaram

A program designed to establish minimum
qualifICation standards for personnel who
conduct TSCM investigations.
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TSCM equipment

A limited group of special items of elec­
tronic equipment or other materiel specifI­
cally designed or modified for use ill
TSCM investiptions for the detection or
Deutralization of audio, visual, or other
technical means to obtain sensitive infor­
mation. Excluded from this category are
technical items not specifically designed
or modified for TSCM. but which are
used to auament or supplement TSCM
equipment.

TSCM IupectioB

A fonow-up to a TSCM survey but may
be limited in scope. The service is direct­
ed more at direct threat posed to the lCD­

aitive area or modifications that have been
made to an area after the conduct of a
TSCM survey; or when time or local
conditions preclude conduct of a c0mpre­
hensive survey.

PuetntioD/bazard IDYestiptioD

A CI investigation of an actual or __
peeted technical penetration or baZMd
'conducted by TSCM personnel.

PrecoutntctiOD tec:bnleal adYice and
Ulfstance

A service conducted prior to or dllriDa
construction or renovation of an exiatiDa
aensitive area to ensure that appropriate
physical and"technical security ....eJ1Wda
are iDcluded ill planning.

TSCM lIIneJ

A tboroup physical, electronic, ad
visual examination by TSCM personnel in
and about an area to detect technical sur­
veillance devices, technical aurveillaDce
hazards, and physical and technical seeu­
rity deficiencies which would facilitate
the placement of technical surveillance
devices or systems .
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