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INTRODUC TION

It has been clear for decades that, at least in theory, that the recgptlon
of Video Displsy Terminal (VDT) Electromagnetic Intert; MD
could be remotely and of the type
or make of the VDT used. In 1985, Wim Van Eck, doing security re-
search for hls employer (Dr. Neher Laboratoriea PTT, Leldschendam,
Netherlands), experimentally proved that such eavesdroppings could
be made practically by anyone with a minimal nvestment in equip—
ment and technlcal expertise. And that successful eavesdropping can
occur at ranges beyond 1 km using an ardinary TV (le: TV receiver), an

ELECTROMAGNETIC
INTERFERENCE (EMD

From Maxwell's Equations, the strength of an electromagnetic field ls
directly reiated to the acceleration of electrlc charges. Consider:

(1) Whenever fast-rlse square waves and pulse trains are appled to

of radlation of

harmenies of the them oceur. In fact, a common security pactlce tc
and

external sync. generator and a directional antenna.

The methods developed by Van Eck are described and a mplified herein,
29 well a3 countermeasures. This information Is provided for educe-
tlonal purposes onjy. We do not suggest that any {llegal use of [t what—
soaver be made. If youhave any additional information on these meth-
ods and countermeasures, please send It to us at the above address.

Although Van Eck eavesdropping is misbelleved to be only a form of
pesaive tapplng - that is, the eavesdropper cannot affect what is being
isplayed on the VDT or processed by its computer - there are excep—
tlons. For example, if some of what is being dlsp

ugs (acuve or dormant), hidden in 8
room 1s to swamp the room with microwaves and observe the return of
flrst ics that result from Junetion actlon. [n fact, It
is this reason why the Soviets buzled thousands of cheap diodes In the
walls of the new U.S. Embassy In Moscow. By swamplng the Embassy
with non-lineaz junetions, they could coneeal actual bugs. For pulse
frequencies (fregs.) ln the 1-20 MHz range common to modern com-
puters and terminals, significant radiated harmonies extend into the
UHF reglon.

{2) The strength of EM] is much rore affected by the rate of change
of an electric current than by the mbg‘n.ll’ude of the current ltself

be controlled by the phreaker (ex: thru an active phone Line 1ap), he can
prompt respanses from the VDT operator/computer and provide him/it
mistnformation, based upon all of the displayed info. all of which may
not be available from the phone tap alone. [t 15 also possible for a
phreaxer to galn control of the computer itself, and thru an unmanned
ut live VDT, get It to divulge Lnfo. that it refuses to transmit by
Bhone, by having it display the info. on the VDT Instesd. Seeure com~
puter systems closely monitor what info. ls transmitted by phone.
Since none would be In this case, no security alarm would be activated.
Some of this divuiged Info. (ex: pesswords, keys, PINs) can be used for
subsequent non-Van Eck attacks. The phreaker can also save himsell
cansiderable cryptanalysis efforts If he can correlate a plaintext dis—
play with its transmitted ciphertext.

Although it is widely misbelleved that Van Eck's discoverles have only
ilegal applications, this is NOT true! A Van Eck set-up 1s a cheap and
versatile way of obtaining additional computer monitors without the
need of making board monitor pur-
chases, etc., And o enjoy computer games designed (or TV displays,
Van Eck can also be used n cases where more than one TV Is tuned toa
certain channel, without the need of edditional cabling or antennas.

For additlonal (nfo. on Van Eck methods, see the prestigious:
COMPUTERS & SECURITY, Vol 4, Dec. 1985, ATTN: DR. HAROLD
JOSEPH HIGQHLAND, Distingulshed Professor Emeritus, SUNY, 562
Croydon Rd., Eimont, NY 11003,
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CONSUMERTRONICS publishes over 100 man-
uvals and software packages, and offers various services. Related
CONSUMERTRONICS publcations  Inelude:
COMPUTER PHREAKING ($20), PRONE COLOR BOXES ($20), AUTO~
MATIC TELLER MACHINES (320), ATM ADDENDUM ($20), SECRET &
SURVIVAL BAINO (320}, ABSOLUTE COMPUTER SECURITY (515) and
CRYPTANALYEIS TECHNIQUES ($15). The latter two manuals are
';ba avallable with diskettes ($25 each total; we fully support PCDOS,

SDOS and PS/2). Two catalogs are available. Our TECHNOLOGY
SURVIVAL CATALOG is mostly devoted to computers and electronics.
Our GUPER-SURVIVAL CATALOG Is mostly devoted to physical means
of survival (ex: energy, weapons, explosives, etc.). Each catalog costs
$2, Both cast $3. Roth are 2 IR E E with any purchass. Both are
available (n printed and ASCIT disk (lie formats.

\gital fast rise and fal
tlmes, they produce far more EMI tnan do aralog devices.

(3) The spectral density of any waveform can be deflned using Fowiet
Analysls. Square waves and pulse tralns are rich in freq, content. Tht
freq. contents of any digital pulse train depends upon its fundamenta.
freq. (if any), pulse width, duty cyele, rise and fall times, etc., and car
vary conalderably between different 1ypes of pulse trains. Thus, the
EMI they produce is a1so rlch In (req. content - broadband EMI. Broad:
band EMI is harder and more costly to ellminate then narrowband

(4) The spectral density for typical digital waveforms decreases with
Ireq. This is compensated for in the radlated field because highe
freqs. radlate more efficiently than do lower freqs. by conductors dus
to antenna and (leld cansiderations. As It turns out, the received spec
tral density is roughly constant thru the entlre band of radiated har
manics. Slnce VDTS are mastly constructed of digital clreults, Its cir
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cults radiate just as those of the keyboard, expansion Interface, ete.,
with the exception that much added EMI comes from the YDT's Cath~
ode Ray Tube (CRT) ftsell, a phresker can plck & quiescent between—
atation VHF-band setting with his TV to monitor a VDT signal hundreds
of yards away.

{5) Any conductor that carries an electrle current acts as an antenna
and radiates a fleld produced by that curtent. Computers typleally
contaln thousands of conductors (PC board traces, wires, ete.) varying
(rom a few millimeters to hundreds of centimeters long. And broad-
band signals have high probabllity that one or more {req. components
will resonate with any eircult conductor, resulting in an effictent
signal-to-antenna coupling. Thus, computers act as nearly Ideel an—
tenna flelds for the broadband EM! they produce In sbundance.

(6) The amount of escaped EMI largely depends upon the shielding
used. Modern computers are shielded to falrly stiff PCC regulations.
‘The old TH5-80 Model I produces such a high EMI that you could
troubleshoot it using an AM radlo! It is such & good nolse radlator that I
wes tempted to include it In our Jammer sectlon in our HXIH VOLTAQE
DEVICES ($20) manual. Still, modern computers radiate more than
enough 1o be eavesdropped upon. For example, with the [BM—PC, we
got excellent reception st 10 yards when tuned at 95.4 MHz (apparent—
ly the 20th. harmonic) on an FM radio with an ordinary whip antenna
that we bought at a garage sale for $1. We recorded the results onanel
<¢heapo cassette recorder, Viewing the played-back signal on the oscil-
loscope revealed that each key had it's own characteristic signature
that could be digitized, analyzed and reproduced! In other words, a
phreaker with an el cheapo FM radio and cassette recorder can eaves—
drop on modern, PCC-approved IBM—PCs and compatibles. One doesn't
even need a Van Eek set-up!

MORE ON VDT EMI

The actual fleld radiated by the YDT consists of & linear comblnation
of low-level narrowband harmonics radiated by the clock elreultry,
broadband harmonica radiated by the mlxture of various other square
wave and pulse traln clrewitry, including the video signal. The video
signal is amplified by the vldeo signal processing clrewltry {rom the
TTL level to hundreds of volts to drive the electron bear of the CRT.

For example, If the YDT's system clock freq. (s 1.6 MHz and its video
dot elock Is 12.0 MHz, you wilt fnd narrowband noise harmonics spac—
ed 1.6 MHz apart. The level of broadband EMI largely depends upon
screen denaity (ie: the number of displayed chars., proportional to the
level of the video signal The level of EMI
does not depend upon screen density but upon the VDT's system and
video dot clocks. From experiments, it Is concluded that the video sig-
nal is the moat powerful source of broadband EM] while the clocks are
the most powerful sources of narrowband EML

Except in casex of localized electromagnetic eavesdropping, it |y the
radlated video signal that is of most Interest to the phreaker. Each
radiated harmonde of the video signal Is remarkably close to that of &
typleal broadeast TV signal except that it usually does not convenlent-
ly occur at & standard broadcast station.

However, the received signal does not contaln the Vertical
zatlon (VE) and (HS5) This is.
because synchronization (syne.) freqs- are so low that they transmit
very poorly. To recelve the video signal on a TV without the syncs.
glves the appearance of a scrambled TV signal. In fact, the techniques
used-{o recreate the synca -are-similar and-also-applicable to those
used to unscramble some types of scrambled TV and to record YHS
tapes protected with Copy Guard.

Many urban dwellers who use external, directional TV antennas, are
naw annoyed by VDT EMI withaut even being aware of It. These sighals
roay give the appearance of an unknown scrambled station superim-
Pased upon an existing station, or patterna consisting of herringbones,
dlagonal lines or bars, or a windshield wiper effect (radio EMI will also
cause s0m¢ of these effects). And these people can receive more YDTS
(and more clearly) simply by using and pointing directional antennas in
the diraction of where VDTS get their heaviest uses - professional and
financial offices - and tuning between stations using thelr YHF flne-
tuning knobs. Van Eck performed his experiments in & roving venicle.
Although a moblle receiver can cover & ruch greater area than a sta~
tonary recelver, roaming around with & 30-foot directlonal antenna
could prove - with the of
Yan Bek phreaking.
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With the Lnereasing advent of hore and office personal computers,
telebanking, viewer—response TVs, YCRs, etc., nelghbors cen eaves—
drop on each other using Van Eek methods. Several years ago, a young
couple Living In & condo were fond of taking home movies of thelr sex-
usl activities. Then, they would play them back an thelr VCR late at
night. Unfortunately, they had left a roof-top antenna hooked up to
thelr TV's VHP antenna screws, which aiso served as the input from
thelr VCR, Needless to say, much of their nelghborhood shared Ln thelr
enjoyment. Only after recelving welrd stares and obscene phone calis
did they finally discover tha embarassing truth. Even without an an—
tenna hookup, they would have been at rlsk to the Yan Eck phreaker
who could esvesdrop on the EMI of thelr TV's CRT blocks away!

HOW TVS WORK

Figure 4 Is a simplified block diagram of a TV. Note that the VS and HS
signals aze broken out by the Video Geparator. Most TV3 are equlpped
with & VSB demodulator and a detection BW of 4.5 MHz. This ls equlv-
alent to an AM detector witlran 8 MHz detection B, This means that
the TV can 1ook at only a small sllce of & signal lobe (20-50 MKz wide)
of the VDT, thus i h g Is important, and the
reconstructed [ mage su(fers directly rom whatever portion of the BW
that is either missed or not detactable. _
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FPigure 2: Display of a video signal by & YDT. {A)shows how a CRT
image (BOK) |y created from pixels. (B}isa typical initial video slgnal,
and also the obeerved optical display. (C) s a typlcal flnal video stgnal
that controls the electron beam intensity. This signal ls derived from
the (B) signal by ANDIng the (B) signal with a square wave whose pariod
s about vqual to the durtian of the minimal (pixel-length) (B) pwise
width. The reason why (C) and not (B) is used to control the electron:
beam Is because the beam produces some smearing 50 (C) is required to
produce the sharpest images. The CRT's Brightness Control dictates
the width of (CYs pulses. The brighter the satting, the wider the
pulses. For very bright settings, narrow pulses begin to appear at the
zero polnts, which resuit In a bri of the CRT's
‘That's why a bright screen produces smeared images. The (C) pulse
amplitude are sat by the CRT's Contrast Control. The greater the am-
plification of the pulss, the greater the image contrast, and the sharp-
or the pulse siirts are.

You can verlfy these things by playing around with your TV or comput-
er monitor Brightness and Contrast controls. At that time, temporar
ily sat the Brightness Control low, By doing this, you can easily see
bow the individusl plxels are formed. Then, temporarily set the
Brightneas Control to full bright. When you do this on some mondtors,
the vertical retrace la revealad. As you can see, vertical retrace oc—
Curs in steps that progressively compress AL the top of the sereen due
o manner that the vertical voltage falls. You can also count the num-
bee of horizontel trace lines per display Line or per Inch.




POWER SPECTRAL DENSITY OF THE
VIDEG SIGHAL
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Pigure 3: POWER SPECTRAL DENEITY (PSD) OF THE VIDEO BKANAL.
A3 you can see, in theory, the received signal has a flat PSD upto about
9 harmonic lobes, then It decreases by about 20 DB per decade.
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PHREAKING "BENEFITS"

The many "beneflts" dertved by phreakers to eavesdrop on private,
ommercial and government VDTS are:

(1) To learn access codes, passwords, PINs and keys to later pene~
trate the system or defraud it or lts subjects (le: clients, employees,
patients, ete.) In some other manner.

(2) To learn personal Information about subjects for Ita intrinsic (le:
oasip) value.

+  (3) Tolearn more on how systems work; to satisfy curiosity; for the
. sgl;e;r foy of hacking., There is now & small but growing number of "Yan

o

VIDEQ SIGNAL COMPONENT

VDT screens are compased of plcels (small dots), of which all alphanu—
meric and graphical mages are composed. The plxels are lald out in
horlzontal lines that are scanned by the CRT's electron baam, similar
to TV ("compasite calor™ computer monitors are basically color TVs).
To ereate plxels, the electron bearm 13 switched ON and OFF (le: modu-
lated) a3 It horizontally scans. The video signal is a digital signal In
which a logical zero turns—OFF the beam (le: nhibits the spot), where—
as a logical one turne-ON the beam (le: creatas a spot). Therefore,
there I3 o direct and predictable relationship between the video signal,
modulation and the resultant lmage.

isteners' (VELS) these the of
WLa and scanner listeners.

(4) To obtasn government, trade or business secrets (ex: cllent lists,
rlce Usts, supplier Usts, product designs, publicatlons, ete.). Such
knowledge can be worth § Mllllons! And such practice s most probably

llegal!

(5) To obtain knowledge on subjects of interest (ex: medicine, law,
overnment),

(6) To obtain news and announcements before they are publicly
+ known and before they are heavily censored.

(7) To investigate a person, business or assoclation.

Sesessanstescnssssrressssascssssrrssaccssosasens

sound channel

Audio

tound
Illlclud

it
—J-——l discriminator ]—*—L nudlo—'—?—ﬂ

peaker

picturs chani

picture
if d

‘Video:

nel

cathade ray tubs

video
etector

video

amptifler d-e

restorer

1

cir,

integrating

| synchronization|

vertical
deflaction
qenerator

cuil for v

v
or tynch
ou

*SEE EXTERNAL
SYNC. GENERATOR

ditt

yn

circuit for b

oummnnq norizontal
Getlection
cheonization gensratar

Horiz. Sync.

CIRCUIT Sync.

Separator
Pigure 4: Block dlagram of a TV (derlved from Cleveland Institute of

§: U.S. Standard Envelope for Monochrome Modulated Carrier,
and Calor

«© , 1960, P. 21).
otice (nsertion points for the compmue syne., and for the HS and VS

&N

Pigure
Pirst Fleld (derived from CIE,

1860, P. 17). The Second Field looks identical except that the spacm

betwean the last HS pulse and first equalizing pulse is h/2.

max. carrier o 0 |
= hem eth e

by the &xtermal Sync. Ganarator).

ﬁ-honzomul synch pulses
0. ﬁh- p— —a h ,'_

voltage .
black v n
equalizing | vert synch.! ; eaualizing i
. pulse I block pulse pulse I
white interval | interval | interval

zero carrier

picture =—— vertical blankin
horizontal h—‘_ bottom of picture
bionking n = time of one lin

.
0 T
- 32h —u—sh——.—zh—u

0.005 y —————=

g 0075y %
top of picture —=!

e v = time of ona fietd



The power spectral density of Lhe vldeo signal can best be deseribed by

T S (ry= A(Z IR ()

here Tb 13 the duration of one bit In the (Inal video signal (Figure 2

)}, Tt la the finite transition time of the beam and A is & function of
"the amount of dlsplayed pixels and the signa amplitude in volts. The
last factor i3 the flter characterlstic equation of a low-pass fllter
with cutoff freq. of: Y77 - The pawer spectral density of the signal is
fairly constant upto the fundamental freq. of: !/r,  Beyond Fb
(1\TH), It then, In theory, decreases by a rate of 20 DB per decade until
1t reaches FY (1\Tt). Beyond Pt, the low pass [llter cut-off freq., it
decreases by a rate of 40 DB per decade.

In most practical cases, Fb is in the 20~50 MHz range, while Ptis in the
200-500 MHz range (depending upon the ¢computer and monitor used).
Thus, the radlated signal conslsts of the fundamental plus about 9 usa~
bie harmonlcs ~ spanning the entlre VHF band (30~300 MHz), and the
lower part of the" UHF band (300~3000 MHz).

The video signal ls rediated by the electron beam within the CRT, and
by the video processing circuitry and cabling. In the range 20-500
MHz, In theory, EMI afflclency monotoneously increases with freq. at
& rate of about 20 DB per decade. The actual rate i largely determin-
ed by the physical sizes of the VDT's electronie eomponents radiatlng
the signal (ie: antenna effeet). in theory, this Increase almost exactly
compensates for the 20 DB decrease In the power spectral density of
the video signal, thus productng, upto about Pt, recelved signal lobes of
uniform strength spaced uniformly apart along the spectrum weil
within the VHF recelving range of even the cheapest TVs. The term,
"in theory" 13 used because, In reallty, some radlated lobes may be a3
high as 20 DB higher than expected {rom the theory due to the ex-
tremely complex interrelatlons of numerous (actors.

Because each signal lobe ls an AM verslon of the Line Peed (LF) signal
upto the Nyquist treq. )/2Ty, , any one lobe will reproduce the entire
Informatton found on the YOT CRT.

p SUITABLE TV RECEIVERS

For Van Eck purposes, best results are provided by a biack and white
TV. The TV need not be expenslve as long as It produces clear and un-
distorted images, has excellent sensltivity, has proper brightness and
contrast control, and has accessible vertical and horlzontal adfust-
ments—VHP tine-turing-(standardy and a-75-ohm {cable) VHP input are
aiso preferred. For moblle use, it should also use batteries or operate
from a vehicle's clgarette lighter. If the TV Is 120 VAC operated, it
showld have transtormer isolation of the 120 VAC lne from the TV clr-
cuits (cheaper models don't have thls tsolatton) - very (mportant If you
do any kind of Internal connection or modification of the TV.

OBSTACLES TO TV RECEPTION

The two major obstacles to good Van Bek TV reception are:
(1) TV RECEIVER TUNING
(2) REFPLACING BYNC

1) v RECEIVER TUNING
Since the piacement of the optimun video signal lobe to attack wil
likely occur between VHF channels, to minimize interference between
two powerful adjacent TV statlons, the need to flne~tune between sta—
tlons Is Important. Mast TYs have this (eature (those with synthesized
tuning don't), But the best way Is to use & YCR. First, recording sig-
nala 1s 3 virfual necessity for the serlous phreaker. Second, almost all
YCRs come with the capabllity to fine-tune 12 or 14 YHF stationa thru
the bank of small pot and selector switch pairs under a
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Many VDTs are based upon the same princlple as European black-and-
white TVS (not commonly aveilable In the U.S.) - these TVs can some—
times be Tuned 10 generate nearly the same (req. with thelr internal
free-running syne. oseillators as the VDT being monitored. Also, we
understand that ROB (computer) manitors can be simllarly tuned for
Van Eck purposes. Using TVs of this type can make remote eavesdzop-
ping on VDTS a virtual breeze! Even If YDTs with abrormal sync.
freqs. are used, security Is not guaranteed because the phreaker can
access this ascillator and adjust the syncs. accordingly.

1If you ean't obtaln this kind of TV, the syncs. must be either externally
provided or recovered from the received signal:

EXTERNALLY SUPPLIED SYNC:
Van Eek suggests external syncs. can be provided by bullding a device
consisting of & 15-50 KHz osclllator (multisean mon(tors currently go
up t0 35 KHz) and & divide-by-N circuit. The purpose of the divide-by-
N Is to provide the proper VS freq., which Is related 1o the HS freq. by:

FREQUENCY (Horizontal) = N x FREQUENCY (Vertical)

Where N Is equal to the number of hotizontal jines (see TABLE). Once
the number of or gue: to
Yan Eck, the HS freq. can be divided by that number to produce the ¥§
freq., and only the HS [req. need be adjusted.

Sinee there are several different HS freq. and N combinations avatl-
able in modern computer monitors, a selector switch must be provided
to select the approprlate HS (req. A second selector switch must be
provided that seleets the N value from those mast pogular (ot the two
awitches can be combined).

Here i3 where it appears that Van Eck made a serious error. For exam-
ple, If you divide the number of visible Lines inta the HS [reqs. rated for
various monltors, you will come up with odd N values for the VS freqs.
The truth Is, there are only two widely known VS freqs. - 60 Hz (most
common) and 50 Hz. So, why not just generate 60 Hz and 50 Hz VS sig-
nals as shown {n Figure 67 TV circults don't derive the VS freq. (60 Hz)
from the HS [req. (15.75 KHz), they derlve it from the 60 Hz AC line
treq., or generate It uslng a Wotorola MK5369 (or simllar IC) and &
357954 MHz color TV crystal. Where Van Eek's error lles Is that he
implles that you use the published VISIBLE number of llnes displayed
by the YDT - not the unknown totai number of lnes. For exampie, for
TVs, 16 horlzontal lines are invisible because they occur during the
1.25 msee blanking pulse. VDT monitors are rated by the number of
visibla o displayabie Lines (ex: 200, 350). The total number of lines are
not published and may, in fact, vary between sametype monitors.

The HS freq. can easlly be generated using the very common 555 mul-
tivibrator/timer chip. OF 3 orogram mable divide-by-N CMOS chip can
e used in conjunction with crystals. One such chip Is the CD40SBA,
which can be programmed to divide any freq. (upto the UHF band) by
any number from 3 to 15,998! The highly directional VHF antenna is
first fed to a VHF amplifier (after transformer matching to 75 ohm
lines, if required), such as the 10 DB EIGNAL AMPLIFIER (50-500
Mhz), Radio Eback #15-1118. The output of this amp and the external
syne. generator are combined using the 75-OHM, 2-WAY COAXIAL
COUPLER/COMBINER, Badio Shack #15-1141C, In the comblner
mode, The output of the Comblner Is then fed Into the VHP antenna
port of the TV. The signal level of the external sync. generator is then
adfusted until the TV responds to the sync.

The video signal without elther HS or VS, or a proper relationship be-
tween them, is one that has both severe rolllng (no VS) and horizontal
tear (no HS). As lhe syncs. take ll(ecl, firat one and then the other of

cover. One or more of these settings can be set aside for VDT "phun®
and games without disturblng the tuning of the other stations. One ean
hook up a VCR'S YHF Input to an external YHE directional antenna thru
a 75 ohm—t0-300 ohm transformer (cable Is 75 ohm, split-palr Is 300
ohm). The YCR'S VHF output is then hooked up to the TV,

2> REPLACING EXNC
in review, the ayne. signals are separated from the video signal by the
video separator In the TV, For normal TV signals (cable or antenna-
received), the sync. signals are an integral part of the input signal. For
¥DT video signals, the syne. signals must be added 1o produce s read-
able CRT.

these between the
external syne.'s rwackers ared u\e vertical roll and horizontal tear ag~
justments on the TV usually produce the best resul

The prefared method of mixing the video signal and sync. signals Is by
teeding the video signal thru an antenna pre-smplilier, then mixirg the
two at the output of the preamp {Input of the TV or YCR).

Another easier way to generate external syncs. Ls to use what's called n
“ Stabilizer." This device, advertised In video magazines, re-
moves the syncs. [rom Incomung signals, then superimposes its own

Syncs. on the signal. Video Stabillzers are moat commonly used to de—



Figure §: Very versatile, Extornal Syne. Ganeratar eireuit. Ids
Van Eck spplications. One rotary switch selects MDA, CGA, BOA,
PGC and MULTISCAN. The selected erystals are commonly available
from elither DIOFEEY (800-344~4539, 701 Brooks Ave. South, Thief
River Falls, MX 56701) or JAMECO (415-592-8087, 1355 Shoreway Rd.,
Belmont, CA $4002). There are other commonly avallable erystals
whose (reqs. are evenly- or almoat-evenly-divisible by an Integer num—
ber, N, D(vision-by-any-N can be done using the CD4059A DI
N-Counter. See the RCA Data Book for details of the CD405BA, par—
tcularly it Modes § and 10.

Note that eltheugh this design includes all major monitor types, almost
all of the high-end monltors are used for intensive graphics appllca—
tions, such a3 CAD and CAE workstations, and their displays are of lit~
tle value except perhaps to industrial and Government sples. Eaves—
dropping on high-density displays requires a more sophisticated Van
Eck 3et-up Lhat uses a comparable monltor (NOTE: We are very inter—
eated in this implementation for future editions of BEYOND VAN ECK
PHREAKING). Knowledgo of Lbe types of VDTS wed by the target Is
ful but not essential.

To compute your {Jn} JAM inputs to the CD4050A, Mode 8, use his’

formula for any N (upto 15998):
= B%1000974+1009N1+109N2+N2)+N4

N1 = Value of J13-J16, N2 = Value of JS~J12
3 = Value of J5-18, N4 = Value of J1J3

Where:
N
To compute your JAM inputs, Mode 10, use this formula for any N (upto
998):
= 10009N1+100°N2+109N3+N4

Where: N1 = Value of J13~J16, N2 = Value of J§~12
N3 = VYalue of J5~I8, N4 = Value of J1J4

A TS a2, S, 4, T, 4, IT,

£04959 (EQUALZUR: PuLsE
GENERATOR)

s mmmes!
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Output can be comblned with the amplified video signal using a #15-
1141C Radio Shaek Combiner (prior mixing may be required), OF It can
be wired directly to the input of the Syme. Separator within the TV (iso-
lation can be performed thru optical coupling). In the first case, the
External Sync. Ganerator's ground Is isolated fram the TY's ground. In
the second case, disconnect the output from the previous (Video Amp—
Lifler) stage that serves as the Syne. Separatar fnput.

A third method Is also possible. This requires wiring the modified Ex-
ternal Generator's HS and Y5 (see Pigure 7) outputs to the TY's
HS and VS inputa, respectively. This would require disconnecting the
TY's 6ync. Separator, which could cause problems because most TVS
feedbaek their HS ourputs ta the Syne. Separatar for PLL purposes.

This eireult not only provides tha HS and VS, but all equallzing and
blanking pulses (see P! 5; not absolutely essentlal but they in-
crease readabllity), Vertical retrace lines will appear on the TV if the

lanking pulses are excluded. Some horlzontal pleture Jitter will occur
1e-the- equalizing pulses{at twice the HS freq.) are exeluded with the
blanking pulses-

o

Starting from the top: QL generates the erystal freq. selected by the
ganged selector switch, 81, This freq. Is divided down by UL, a pro-
grammable divide-by-N counter. The N Is determined by 5W1b and UB/
U0 logie. The output of Ul s the putse freq. required by
the selected VDT. U3 is a divide-by-2 that converts this freq. into the
HB freq. U3 s a dual pulse shaper.

To conform with standard TY design, U¥'s first section shapes the HS
pulses to 5.0 usac wide; Its second section shapes the equallzing puls-
3 to 2.54 usec wide, Although pulse width (s not eritieal, the RC net—
works can be adjusted (f desired. The cutputs of U3 are the HS and

ing pulse trains. Note that although syne. and blanking timing
must conform with the VDTS (else tear occurs), for best results, sync.
pulse widths should eonform to the TV.

Zl coens
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st smrens
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Q2 (bottom) generates the ldentical blanking and VS freqs- 82 selects
between the two standard values of 60 Hz (most common) and 50 Hz.
Sirailar to U1, UA divides the crystal freqs. down to thelr correct 50 Hz
and 60 Hz values. TVs commonly use the 60 Hz AC line freq., but rack—
301d 60 Hz Line {req. 18 not available to the mobile Van Eek unit, and
Mrystal freq. Is far more precise. U4 is another pulse shaper.

U4's first sectlon produces the serrated pulse train, with 4.45 usec
pulses, that oceurs only during the VS pulse. Since the serrated pulses
are negative, the inverse output !s 1aken, The second sectlon produces
the 1,25 msec blanking pulse. This pulse may vary between 0.83 and
1.33 msec in TVs, but {t's usually 1.00-1.25 msec wide. However, for
best results, blanking pulse wldth may have to be adjusted for a trade—
off between what's acceptable to the TV and what's produced by the
VDT. Although most TVs have a falrly broad tolerance for the blanking
pulse width, for best results, try out different TVs- The compromised
adjustment may sacrifice a few Lines at the top of bottom, or add extra
Lines. Remember that CGA monltors use 8 trace Lines per char. line,
while MDA and EQA use 14, 5o the sacrifice of & (ew Lines showldn't ad~
versaly affect readability.

The purpose of US (divide-by-18) 1s to trigger ON a1 the onset of the
blanking pulse and to gate 18 equalizing pulses to the output before
ahutting down. Thls gating action occurs thru the U11-U13 logie.
When US's output 1s low (before and after the I8 count), the HE Is gated
to the output, Actually, US is wired as a divide-by-8, but, because it
counts HS pulses - not equalizing pulses - it actually performs a divide-
by-18 on the equallzing pulse (req.

The purpose of US and U7 13 to provide the locatlon and duration of the
VS during the blanking pulse, Both are enabled by the blanklng puise
and are initlally low. At the count of 7, US's output goes high and it
stays high untll the count of 13, when UZ's output goes high. US ls
switched low when UT's output ts gated to Ub's master reset thru Ullb.

This circult is very versatila because the US-U7 divida clrewits are
programmable thru their dip switches. Any of which can be pro—
grammed to divide by any integer N from 1 to 16. Thus, the total
number of equalleing pulses, and the width and leeation of V& within
the blanking pulse are all programmable. Once a TY reception 1 made
{ & VDT signal, jitter, blanking and vertical retrace can be optimized,
necessary, by changing dip switch sattings.

Q3-Q5 provide the composite syne. output. QS (HS/equallzing) la ON
during the entire display cycle. Q3 (blanklng) is ON only during the
blanking phase of the display cycle. Q4 (serrated vertlcal) s ON only
during & small portion of the blanking phase.

BEYOND VAN ECK PHREAKING 6
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Figure 7: (A) I3 an alternative to the Bqualizing Pulse Generator stage
used in the External Generatar cireuit, It replaces the top crys—
tal bank, Q1, U1, U and U10. It may drift a Utile, but (t's much simp-
ler to build. The flve SK cermet pots (20-tumn preferred) are individu-
ally tuned for TWICE the shown HS (regs. (in KHz), with the optlonal
external linear 100 ohm single-twn pot tuned mid-way. The 100 ohm
pot (5 used to fine tune the display.

(B} Is an alternative to the Composite Syne. Qutput used in the Exter—
- nel Syne. Generatoe clreult. One output 1a for VS plus blanking, the
other for HE.

Ones this circult Is bullt, set up a Van Eck system to
type of YDTS of interest to you. Then make and record adjust

on the
ments
that optimize the TV display.

oo

scramble satellite TV and copy VHS tapes with Copy Guard protec—
tion. For Van Eck purposes, It essentially adds syncs. to whers none
existed before. Note that the term, "stabllizer” 13 a generic term. Not
all "video stabllizers” provide for & missing sync., so if your spplication
1s Van Eci-related, be sure obtain that feature with your atabilizer,
Al30 note that the syncs. provided are for T¥s and wll not mateh
what's needed to replicate YDT signals, so modificatlon of !ts syncs.

(B)

generatora will be required. y

tems and Motorola produce video processing chips applicable to Van
Eck deslgns.

VIDEO—BASED YNC:
‘The spectrum of the video signal gives away the relative locations of
the HS and VS. Simply, the video signal is made to equal zero during
horizontal and vertical [lybacks of the CRT'S electron beam. Thus, al-
though the syncs. themselves are not present in the video signial, their
footprints are. The two null areas differ (rom each other by size. The
ull produced by the blanking pulse (which contatns hidden in it the VS)
is about 80 times wider than the HS mul - SRR

A circuit is then designed to

the synes. by

with these nulls. To do this, either the received signal-to-noise ratio

Rmust be high or the HS signal must ba extracted from the LF signal us—

Ping & tunable nacrow bandpass fllter. The resultant signal is a 1535
KHz sl with phiase nolse. A slow
PhaseLock Loop (PLL) circult can be used to further fllter out this
nolse. Then a pr T |8 used to contour the sinewave into the ap—
propriate pulse-type syncs. Agaln, the VS freq. (s obtained by dividing
the resultant HS freq. by the number of sereen lines

Figure 6: BS 15-1141C 75-OHM, 2-NAY, COAXIAL COUPLER/COM-
RINER can be used as shown in (B) to combine an external syncs- to the
amplified video signal.

VAN ECK DISPLAYS

Van Eek TV displays at best closely resemble the VDT display monl-
tored. But consider:

(1) Of course, a B&W TV cannot reproduce the colors used on color
VDT displays.

(2) VDT lines will be displayed as dots on the TV because the strength
of the video signal Is proportional to the CHANGE in the plxels n the
VDT. Thus, a VDT dot will loak Like a dot on the TV, but a VDT Line will
be displayed as a dot on each end where the rise and fall edges of the
line oceur. There may be some comat-traliing, depending upon bright-

ness and contrast settings and other factors.




1C1, 1€2 ==> LH311
1C3 ==> CD4070
TFRANSISTOR ==> 2N2222
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|
Pigure 9: Do-lt-yoursell Video Stabllizar. Usable with VCR and TVs'
with dlreet video lnputs. The nominal use of this clrcwt is to provide .
you an inverse video optlon for coupling color computer manochrome

mondtors. it clamps the Lnput voltage level, separates the sync. pulses, .
inverts the video (Lf that be your choice), then recomblnes the new

video with the old sync. pulses. The application to Yan Bek Is obvious.

Instead of recombining the old sync. with the new video, produce your

own composite sync., and comblne it with the new videa. Thus, you can

get a more readable (inverted or non-Lnverted) reconstruction of the

VDTS video signal being monitored white charging the syncs. to match

thase of the VDT.

The Input clamp clreuft is used to clamp the sync.
level to eliminate constant adfustments 1o the Ln-
puts of the LM311 comparators. iC1passesboth the
syne. and video signals. IC3a allows for the selec—
tlon of normal or Inverse video. IC3b cancels out
the old syne. ICZ Is set to separate out only the old
sync. Its output goes to IC3b to cancel out the old
syne. Its output also goes to KC3e, which re=inverts
the syne. Q1 recomblnes the new video with the old
syne. Por Yan Eek uses, IC3e serves no purpose. In—
stead, it Is substituted with the composite sync.
output from the External Sync- denerator, describ—
ed herein, or similar.

Figure 10: TWo general-purpose RF amps. good to about 1200 MHz.
For much more Info. on RF circults and methods, see our SECRET &
SURVIVAL RADIO ($20) Manual.

(A) 15-18 DB GAIN RF AMP: Amidon T50-6 (yellow) toroid cores are
best for optimum Q for T1 and T2 (T2 duplicates T1 but with no tap).
The core is wrapped with a maximum number of turns (evenly spacad
stngle layer) using 28-30 guage magnet wire for the T1 secondary. Its
tap point is set at about 600 ohms. Locatlon is at 25%-33% o the total
turns. T1 primary windings are about 10% of its secondary windlngs,
and are wrapped everly spaced on top of the secondary. Becausa this ls
& high galn RF amp., self-osclliations can be s problem. Use good
wiring techniques. To cure low freq. ascillations, paraliel the primary
of T3 with a 1K-10K resistor. Howaver, this will lower Q and selectiv—
1ty, 30 plck the highest resistance that stabilizes the amp. This resistor
also be used to optimize the recelved video signal BW.

(B) 13-15 DB GAIN RF AMP: This amp uses the same Tl and T2 RF
wraniformers described above. And the same techniques are used min-
Imiza (minimum @ to ground). The prim-
ary virtue of a grounded-gate RF amp. (s its enhanced stability, Two of
these amps. can be cascaded for greater galn (not usually advised be—
cause too much gain prior to a mixer stage can Impalr dynamic range).

‘
'

3) Because the VDT and TY will be using different blanking freq.
sources, the two will be out of phase with each other. The TV display

L
D R R T P R T T

will then have ™hum bars,” which consist of broad, horizontal shading
vars that roll thru the display. They are usually not serlous but they

TABLE OF DISPLAY INFORMATION RELEVANT TO VAN ECK:

can be tuned out by manually synchronizing the blanking freq. genera-
tor of the external sync. generator, by using a PLL to lock this gener-

ator to the video signal nulls that represent video signal bIAnKing, of by
using a TV that has this capabllity.

(4) The TV's reconstruction of the YDT image may not start on line #1
nor end on line #262 because the TV is forced to abey the syne. freq.
rules of the YDT (else you get tear). Where the TV's display starts and
ends depends Wpon the effect of the VDT's synce. have upon the verti-

cal ramp voltage waveform. See Plgure 12. The ramp voltage
form can be adjusted by using the vertical height adfustment an the TV.

0se used on VDTS, reconstructed graphles Images will look a lot
uzzler. Further, since TVs are good fof wordprocessing to an extent
not exceeding §4 chars./line, reading 80 chars./line, although possible
for eavesdropplng purposes, is far from ideal. To overcome this prob—
lem r adapting Van Bck methods to computer Monitors of suffi-
cient resolution (ex: EQA).

F') Because CRTY used with TVs don't have nearly the resolution as

oisplay {# vert. | # Horiz. [Horiz Sync | vert Sync | video i

Type Lines Lines-N | Freq. (Xnz) | Frea. (Wz) | (wiz)

v 262.5 15.75 60

MDA 720 50 18.432 50 16,257

cea 320, 640 |200 15.75 60 14.318

EGA 640 350 21.85 60 16,257

PEC 640 480 30.48 60

WATI. }800, 900 {560, 600 Jto 35.00 50, 60 30-35
Note: These are values for papular models. However, thare are many

with displ Under ¢ Horie, Lines

(N}, N 18 the value that the Horir. Syne- Freq. la divided by to obtain
the Vert, Syme. Froq. Note bow the Video BW compares to the 8 MHz.
AM de L5
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.&n!mx. SELECT TABLE: This table shows which commonly-avalla—
ble crystals (from JAMECO and DIGHKEY) can be divided down to a
VDT monltor {req. or closely to It. This makes selection of usable
crystals much easler.

ol [0 [O0 000

* Brightness Control Threshl old.

ol AN AL

Contrast Control Level

Pigure 11: The slgnal processing tn a TV of the recelved video signal
from a monltored YDT- (A) shows the Input video signal. {B) shows the
LF aignal ganerated by the TV in responsa to (Ak (C) shows the result-
ing L¥ signal. Because of the AM detection, thly results in the envel-
ope of the IF signal, (D) shows the reconstructed video slgnai In the TV
after optimal adjustment of brightness and contrast levels. Notlce
how clasely It resembles the video input signal, The signal threshold is
adjusted by the Brightneas Control to select pulse width. The amplifi-

tion of the signal selected by the Brightness Cantrol - thus the

the pulse skirt - Ls controlled by the Contrast Control. Note that the
reproduced image of the YDT on the TV is like a negative photo. For
T¥'s, the helght of the pulse defines the black level while the white
level L3 deflned by the pulse's baseline.

00010 CL8:DEPSTRA,BIDEFDBLE-ZiK~iDIM 6(8),A(9),T500)
PRINT CRYSTAL' PROGRAM FINDS THE NEAREST COMMONL!
AVAILABLE CRYSTALS WHOSE FREQA, AREOR ARE NEARLY
EVENLY DIVISIBLE BY AN INTEIER TO OBTALN VDT HORIZONTAL
PR
00020 an-l-cnsﬂu CAN BE ADAPTED POR ANY OTHER
APPLICATION IN WHICH EVEN DIVISIILITY BIKPORTANT. DATA
STATEMENTS, TOLERANCES, ETC. CAN BE CRANGED
ACCORDINQLY.":PRINT
00030 PRINT™CRYSTAL' 15 COPYRKIHTED 1968 BY JOHN J.
WILLLAMS, 2011 CRESCENT DR., FO DRAWER $37, ALAMOQORDO,
N# 82310. ABSOLUTELY ALL RIGHTS RESERVED. POR A COPY OF
1S PROGRAM ON AN MEDOS OR PS/2 DIK, PLEASE SEND 820 TO
ABOVE ADDRESS, THANX,":PRINT
00040 TT=0:00:TT=TT+1:READ TXTTHLE TTTHO THEN TT-TT-1:

00TO60

00050 UNTIL TT)500

00050 INPUTENTER" 18 READY, ELSE E'=END

PROGRAM: ":A: F A>™ END

00070 PRINT*FIND-THE-RXIHT-CRYETAL FOR YOT MONITORS

usnla CRYSTALS EOLD BY JAMECO & DIOI-KEY":PRINT:[F Ke0

THEN K| TE128:00TO?0 ELSE ROUTE

nnnan ernum),"ncmns [l 'm DIVIDE XTAL FREQE B

TO GET VDT HORIZ PREQS."LI 'XTAL FREQ."TAB(16}; "CGA":
TABGL:M DA™ TABIAGH -'m/wms(sn "PACHTAB(TE:

"MULTISC,

0a080 Lrnwwuz)".nmi).‘ls 75 KM2"TAB(31);"18.432 KHZ; '
na«n) "21.85 KHZ"TAB(61);"3048 KHZTAB(T6);"35.00 KHZ":

00100 sm-lsﬂssm-u 432:5(3)¢21.85:5(4}30.48:5(5)=35.00
00110 Qa1

QUS(P): AIRIF
KeD QOTO
00130 L-u:mm M=K +6:IF ML THEN A=LEFT3(A,M)
00140 K=Kl (K,A,"00McK OR INSTR(K,A,"01=K OR

INSTR(K,A.,"98" =K OR INSTR(K.A,"#9")=K GOTO150 ELSE A="
"+STRING#(10,7"

00150 A(P)=A:P=P+L:UNTIL P>§

00160 LFRINT

TABLS)A( BLASKACLTAB(60);

32,2,2. 16« 304 4515 2.5, z ss 12.6,2.04812,3,
. 834,3.57561,3.64,3.68

00180 DATA 4,4.932,4.1043,4.433,4, .auz 5‘
5.9904,6,6.144,6.5536,7.3728,1,9.21

00200 DATA 10,11.0562,11.#313,12,14.3181,15,16,18.18.432,19.6608,
20,22.1184,23.4,92,32.768,36,48,49.435,48.88,-1

32767 END

¢
'
'
¢
0
«
¢
‘
¢
i
{
I
t
«
asu s 185,5.24268, !
(
(
¢
t
0

CRYSTAL SELECT PROGRAM "CRYETAL": "CRYETAL" produces the |
Crywtal Belect Table shown. Line £120 should be changed to read: ;
B8x500°TYQME(p) U crystal selection is based upon the equalizing pulse

freq. and not the HS freq. CHYSTAL can also be easily modifled to

serve any need in which even divlalbility by an integer is important, In-"
cluding enalysls of publle key clphers. Data statements, 6{n) values, ,
tolerances, ete. can be changed accordingly. BASIC source code and ¢
complled .COM flie are availabla (MSDOS, PS/2) are availabie from |
CONSU! (P.0. Drawer 537, Alamogardo, NM 88310), $20.¢

COUNTERMEASURES

Because of the great value placed wpon word and data Information dis-
Played (and radlated) by VDTS and the ease and simplicity of phreaking
this information, countermeasures are usually required. Note that
these countermeasures can double or trlple system coste They showd
consist of:

{1) Use computer equipment that ls TEMPEST-rated for highly sensi-
tive uses, if avallable to you To obtain TEMPEST rating, the equip-
ment must be stringently teated and approved by & speclal Government
committee (TQEC) based upon stillclassifed standards. Approved
equipment is placed on the, “IEMPEST Praferred Product List" (PPL).
Once listed, the equipment cannot be exported or sold to the public

without prior US. Government approval.

There are appacently two TEMPEST standards. The US.A. standard (s
the NACSIMS51004, while the NATO standard, apparently heavily de-
rived from the NACSIM$1004, is the AMSG7208 standard. Both stan
dards spply to all types of equiprent, and are not restricted to elec—
tronic equipment. Because of the Becurity of TEMPEST, such equip-
ment may rnot be avallable even for high-security com mercial needs.

And where availsble for iow and medium security needs, it may be so
expenalve as to be uneconomlcal to use, Your best chance of obtalning
TEMPEST expertise is to joln & Government program where TEMPEST
security &5 applled.
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(2) Surround the computer station or VDT with a metal cage. The de-

e of protection is roughly proportional to the thickneas of the cage
m several hundred KHz to several hundred MHz), and leak points:
{ex: CET, keyboard, cabies, alr vents, cage jolnta). Cables should all’
be shielded (including power, but particularly the csble between the
VDT and keyboard ot expansion intarface). Power and other nor-signal’
eables must aiso be shielded because they can resonate with the video
slgnal and re-radiate that signal along thelr lengtha. Afr vents can be
baffled/honey—combed/screened. Exposed CRTS can be of the gold-
coated type, and-or shielded with a grounded screan. And special’
materials can be used when assembling metal cages to minlmize leak-"
age thru cage joints.

(3) Choose properly designed computer equipment. Electronic parts
should only be as fast as what's necessary {or system speed, to cut
down on the harmonic Bandwidth (BW). Ln other words, don't use 80 ns.

chips on a 4.77 MHz system because the 2nd. and 3rd. harmonics will

also be switched at almost full-strength. Electronle fiiters and de—
coupling capacitors should be amply used to reduce EME Return paths
should ba as close 10 and a3 parallel 16 signal paths as possible. Signal
wire lergths should be miniroal. The VDT shauld be properly grounded.

(4) Avold mounting VDTS near reflective surfaces and ground planes
a they Increase the range of rediated signals. For example, motal
tables should be avolded because they act s a ground plane for vertl-
al conductors (te: antennas) and as reflector for horizontal ones inslde
the computer, kayboard and VDT, thus Inncreasing tranamitted power
by as much a9 3 DB. Also avold nearby metal doors, partitions and
heavy equipment for the same reasons.

(5) Subject the CRT's scannirg to a cryptographlc algorithm. The
standard seanning method s to scan from the top of the screen to the
bottom in a 1,2,3... order. By subjecting the sean order to a password
and transposition algorithm that controls the vertical voitage ramp,
the CRT can be scanned in order, making
almost impossible (N! possible combinations, where N equals # of scan
). See Pigura 13, Unless carefully observed, such a received sig-
al sppears much like raster and can be easlly overlooked. This lm—
°plementation can cost a9 Little as $100 extra per VDT.

(6) Display only the absolute minimal amount of sensitive Info. on the
VDT. Seldomly or never display passwords, access codes, PINa and
other critical data that can be used to phreak the syste

(T) Use the highest Jevel of VDT resolutlon that you can. For example,
132 chars. across (typleal of most spnad.qhuu) is mqul purmed over
80 chard. Since is po
monitors, high denaity VDT text is Bt renanie on o v, High density
modes eliminate the "499 Phreaker," but more sophlsticated eaves
droppers no doubt have adapted multisean MONItOrs to their systems.

{#)-Operate the¥DT at-its minimum comfortable contrest and maxi-
mum comfortable brightness levels. High contrast levels coupled with
low bngmnm levels produce much stronger video signals, and thus

incresse the range over the opposite con—
ditlon. Purther, since the phreaker wlll tend to tune his Van Eck set-up
based upon expected normal levels of contrast and brightness, he will
likely misjudge the distance {and perhaps direction) of an abnormal
video signal, thus mis-identifying Its source, and perhaps dlsmissing
the signat as too weak or 106 noisy to bother with,

(9) If all other countermeasures fall, VDT EMI can be jammed using
Righ energy nolse fields in the VHF and low-UHF bands. However, this
i3 not advised because it will cause great interference with nearby TV
and PM broadeasts, would certainly provoke PCC action, and would
endanger the health of workers In the area. Jamming can also be
accomplished to a degree by operating near the VDTS powerful color
TVs contlnuously randomly tuned between the YHF stations. And by
opersting all VDTS a3 closely as possible to each other, especially Lf me

+}
VerticalI! o
eflection g
Voltage
° 1
®)
+
/\ /\SC)
7 [V A4

Figure 12: Typical TV Vertical Daflaction Yaltages. (A) is the normal
waveform. Note that the retrace ramp ls much sharper than the trace
ramp. Even so, for TVs, 16 horizontsl lines are wasted during blanking
and vertical retrace. (B) and (C) are waveforms that might result from
| Van Eck uses, alther from reconstructing the YDT'S syncs. ot Ln melad—
| fustment of an external sync. generator. In (B), the retrace 1a anded
| before the beam can rotum to Line #1, resulting in a clamped voltaga

: and & vertically-aqueezed display. In {C), the TV's retrace Is fuster
! than the YDT's, so there is a dead 30t at the top Lines where the TV's
beam Idles, resulting in a thin bright band at the display's top. A varla-
tion (not shown) s where the TV's voltage saturates at the top where Lt
" walts for a slower VS pulse, This results In a clipped (lat-top) voltage
and a thin bright band at the bottom.

Password Algorithm

 Pigure 13: Yan Eck countermeasure in which a password and a transpo—
sition algorithm Ls used to transform a normal VDT beam trace se—
quence into one uslng an encrypted order of lines- Nate, this method Is
more complex io implement if the fiest and last lines are changer

VOTs ere of the same type. However, jamming

often urpredictable and can peovide a false sanse of security bacause,

ven among Idential DTS, the produced EM13 can be substantlally dit-
ferent In freq., content allowlng for eavesdroppers to Zero-in on spe~
cifie VDTs In a bunch. Before relying upon jAmming techniques, your
set-up should be thoroughly analyzed from & devll's advocate polnt of
view to determine wbether of not the jamming adds significently to
your security.

CONSUMERTRONICS
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1f “youive purchused a pievious edition of BEYOND VAN ECK’
PHREAKING, you will be very pleased with this new edmen, for two
reasons:

(1) In the ficst edition, all of the drawings were made by hand. Altho
they were legible, it is always better and neater to use machine-made
drawings. As we have done here, we are progressively updating our
popular manuals with machine-made drawings plus loads of new, useful
information.

Pigure 14: Block d.h;nm of a measurlng set-up used to determine the
of YDTs. The objective of this
88t-up 13 to measure me Vu.l.nnrtbl.\.lty of ¥DTs to Yan Eck eav

ping. Since thare are several sources of YDT EMI, It is not enough to
measure the strength and {req. distribution of the combined EMIs..
‘Therefore, thia test set-up simulates an actual eavesdropplng and ls a+
much better irdicator of system vulnerabllity than fleld strength'
meter and signal analyzer testing alone.

The “machine” used here is the MACINTOSH 512Ke, using SUPER-
PAINT on an IMAGEWRITER I printer. Altho we generally perfer to
use PCs, [ found that this handy-combination is easy to use while pro-
ducing impressive and very readable artwork. {[ am looking for MAC
fonts - particularly the larger sizes and all Chicago sizes. f youhave
them, please write me or just send them. [am alse looking for a MAC
SE or MAC PLUS in very good condition and &t a bacgain price).

The lcop antenna Ls placed near the VDT's high voltage transtormer to
pick up tha magnetle component of the radlated H8 signal from [t
(most YDTs). This signal s then flitered and stabilized with a PLL clr—
<ult, The VS is obtalned from the HS by dlvision with the number of
screen lines. Both syncs. are combined Into a composite sync., and
then fed (nto the input of the sync. separator circuit of the TV. It Is
preferred 10 connect the sync. recovery circult to the TV thruan opti--
cal link as their distances may be exceed 1,000 yards (although under
100 yards [s more common for unahielded YDTs and 20 yards for shield~
e VD"N) and optical cabling leduces losses and elimlnates video sig-

with the c. An to this syne.
mlonuon 3et-up is to artiflefany xenernu the sync. as a phreaker-
would actually be forced to do (a3 described herein).

(2) Because of my fortuitous association with one of the hacker
legends {1 just can't remember who), [ have been able to obtain, what
has been represented to me, a block diagramand actual set of plans of
the SYNREST (SYNC RESTORER) actually used by WIM VAN ECK in
his famous (or infamous) work!!f

When I recelved this package, at first | scoffed at he idea that the

d-up pile of joose-leaf notes in my hot, sweaty
hands were r:ally THE TOP SECRET WIM VAN ECK SYNC RESTORER
plans. But after reading thru them, and actually Constructing and test-
ing the device, 1 was (and am) absolutely convinced that they are
indeed the real thing.

As 1 have repeatedly stated, your contributions to CONSUMERTRON-
ICS are vitally important. This is a classic example of how vital they
are. So, please keep up the good work. And of course the more busi-
ness we do, the better we canafford to properly compensate informa-
tion sources for hard-to-get, dyn-o-mite information, If you can
improve upon this very useful device, please provide CONSUMER-~
TRONICS your improvements.

are two test philosopl

(1) Prom the OEM’s polnt or view, the test must be standard. [n this
case, the VDT under test is placed ona meter abova me earth cundu&
tive plane at the site. The test
permanent set-up with standard distances betwaen vDTa it the e
Pole antenna. And a speclfic display pattern, contraat and brightness:
are used. And reflectiva objects, partitions, etc, are minimel or at'
least standardized.

(2) Prom the VDT user'a point of view, each VDT is tested wler its ¥
actual use conditions with no spectal efforts made to Increase or de—
crease the EMI for the [irst test to establish baseline. Subsequent
teats can be made to minimize eavesdropplng by determining what
countermeasures work best.

The pians shown herein can be used, in conjunction with a slighty
modified TV (ie: TV receiver), 1o eavesdrop on YDTs (Video Display
Terminals, called YDUs in Europe). Maximum reception distance is
typically about | K#, but depends mostly upon the YDT used, its posi-
tion and orientation from the TV antenna, and the presence of shield-
ing and other absorbers and reflectors between and-or around the YDT,

TY or both.
A dipole antenna ls used to plek-up the EMI, which Is then measured by

a callbrated Measuring Receiver of the 30-1000 MH range. Becsuse §
the IP signal produced by the Measuring Recetver s filtered at (s de—
tection BW, a detection BW of at least 1 MHz muat be selacted. At 1
MHz, the presence of & page of text is dlscernable but the text ftself is
fiot readable. Por minimel readabllity from CAA VDTS, the detection
BW must be at least 4.5 MHz. Optimum results for TVs are obtained at
& MAz, particularly for EGA, YOA and multisyne monitors. The IP
from the Measuring Recelver la beat agalnst another (LO) frequency in
a mixer to produce a Sum (req. equal to s standard VHF channel If the
IP freq. itself Lies above or below the YHF band. However, In most
cases, the IF Liea betwaen YHP channels, where VHF flne-tuning 13 all
that's required.

The purpose of SYNREST is to reconstruct the YDT's horizontal and
vertical sync signals by tuning the device zccordingly, as it is usually
not passible to get physically close enough to the YDT's high voltage
transformer to couple off of its magnetic field.

HOW THE SYNREST WORKS

All pots, switches and displays ace accessed from the SYNREST's front
panel. The power supply used is of a standard design for producing
For a claser simulation to actual eavesdropping, a directional antenna ®ll +12V, +5V and -12V, as required by the circuitey.
hould be used Instead of the shown dipole antenna. Dlrectional anten—
a3 provide at least an additional 10 DB of gain. §§ The VPO (Variable Frequency Oscillator) is used to produce the hari-
zonwal sync. it is a simple 533 type oscillator. It can't be practically

i for a crystal tor, because you must be
able to vary it. Use high qulh(ycompmen!scn(y. The two potsused to
contral its frequency allow far grass and fine tuning. The YFO will
produce outputs of 15-22 KHz.

The advantage of this wethod over a stralght Yan Eek set-up are:
{1) It allows (feld strength measurements in the 30-1000 MHz range.
(2) Bince Measuring Recaivers are designed to be far more sensitlve

ordinary TVs, It more closely simulates the danger zone of recep~
1on by highly sophisticated Yan Eck phreakers than does a stralght Yan
Eck set-up.

(3) Correlations can be made between ease of reception an actual
EMI levels and freq. d]:v.rlbuﬂom (PSD). Thus provides more informa-
tion for and for effective
countermeasures.

The PLL (Phase-Locked Loop) is used to stabilize the YFO's output,
Else youusually end up often manually adjusting these pots. PLL time-
constant is about 0.29 seconds. The PLL's VOO operates at 2x the VFO
frequency. The PLL can be adjusted 1o increase/decrease its locking
range thru its 47K pot. The LED indicates when the PLL is in lock.
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e cutput signal of the PLL (after division by two}is used as the hori-
ntal sync signal. The PLL YQD'ssignalis fed into the FREQUENCY
DIVIDER. Its divisor is set by a seriesof front-panel rotary or thumb-
wheel switches. When doing your "wild thing” with your Yan Eck
device, you set the divisor to either TWICE the number o screen lines
the YDT has or to its exact number of screen lines:

(1) TWICE THE # OF LINES: The biack-and-white TV youuse inter-
laces the screen lines. For thase YDTs that use half lines (most).

{2} SAME 4 OF LINES: For those YDTs (IE' color TY andcomposite
manitors) that use interlacing.

The signal outputted by the FREQUENCY DIVIDER (usually 60 Hz US,
50 Hz eisewhere) is the vertical sync signal.

The delay times and pulse widths of bath the horizontal and vertical
sync signals are set by their appropriate 74L5123 double-monostables.
The vertical and horizontal DELAY pots are used to set the delay times
10 adjust the physical position of the received VDT signal on the TV.

Degending upon the position of 52, either the horizontal ar verticai
frequency is displayed. Thus, you can immediately identify and record
the corcect sync values and settings for most YDTs encountered (ex-
cept PGC and Multisync). [f the displayed signal is greater than 21.85
KHz, you are probably lacked onto the VRO's second harmenic. 1fso,
adjost the PLL' lock pot 50 that it locks onto the VFO's fundamental
frequency.

Both sync signals are logically ANDed, and ace then butfered and ted
into the OT (OPTICAL TRANSMITTER) LED. So that you don'z have
wires connecting the SYNREST to the TV'sinnards, optical coupling is
provided. A pot is provided to adjust the OT LED's intensity, and
Should be adjusted high enough for reliable reception by the OR
(OPTICAL RECEIVER), yet low enough so that the TV responds to VRO
frequency adjustments.

ux you are able to access enough of the VDT's high volrage transform-
c's magnetic field, you can plug in a magnetic prode into the SYN=
REST's INPUT and switch St to the narrowband AMPLIFIER (instead
of the VRO), set for the harizantal sync frequency (as the high voltage
transformer is usually operated at this frequency). Amplifier sensi-
tivity (iet gain) is adjustable by means of a 10K pot. The amplifier’s

LED will light when the pick-up signal is strong enaugh to be usable by
the SYNREST.

Any suitable coil can be used as the pick-up. What you use largely
depends upon your particular set of circumstances. 1f youhave access
10 a location inside of or very near the YDT, a small, hidden pickup cail
will usually work (pre-amplification) may be required. However, if you
are some distance from the YDT, a much large coil would be required.

The function of the INPUT can be verified by hooking up a second,
unmodified TV. This TV is turned ONand tuned for a strong broadcast
station signal. The magnetic probe is then moved near and around this
TV until the amplifier's LED is ON, indicating a satisfactory pick-up.

The INPUT can aiso be connected up to any appropriate function gen-
erator output. | would recommend that you select the generator fre-
quency at 512 times the horizontal sync frequency and divide it down,
because a signal stability of at least 0.005 Hz is required to obtain a
reasonably stable (ies non-moving) display on the TV.

The O is snapped an 1o the TY's case (usually rear) whecever you have
placed the OR. We embedded our OT in a 25-cent Radlo Shack donur
magnet. We then glued a steel plate (witha hale punched into it) anto
the back of the TV over the OR's position, This pravides a firm seat-
ing, yet one that we can easily adjust for optimum signal reception,

One output of your TV's Video Amplitier is fed into its Sync Amplifier
(see Figure 8). This connection is broken; one end is hooked-up to Pin
41 of OR connector X1, and the other to Pin #3 (any suitable connec~
tor can be used). All OR grounds shown are of course the sync circuit
ground.

When the OT is sync to the
OR, the sync sighais are buffered and recttiod o actvate RELAY K.
Kl then switches {Fom the composite sync signal emanating from che
Yideo Amp to that emaratiag from the SYNREST. The

6t either remove the OT or turn OFF the SYNREST, xuslgnzl o
and K1 drops out and reconnects up the Video Amp.

SOLD FOR EDUCATIONAL PURPOSES ONLY,



Consult your TV manual on how to operate your TV. Some TVshavea
front-panel LED indicator that indirectly indicates when your TV is
Jocked inta the received syncsignal. (This LED isusually driven by the
TV's mute circuit, and really directly indicates the reception of the

Eﬂia signal.

<h TV has a very narrow lock range for its horizontal sync. The
center frequency o the TV lock rangs is adjusted by an INTERNAL
pot. Since the SYNREST produces {requencies out of the normal lock
Tange (14-2) KHz), to get.the SYNREST to function on a practical
basis requires moving the T¥'s lock pot to its front panel or other
accessible external point.

1f you don't know much about your TV circuitry and function, you
usually can get a SAMS that describes it. And some TVs have the
schematic glued to the inside of the back cover or case.

When you use your TV as both a VDT receiver and as a normal TV
ceceiver, you will have to re-adjust its lock range pot as you go back
and forth between uses and as you go between ditferent types of YDTs.
The lock range pot is adjusted so that the TV's front-panet LED is
strongest. i
Because the SYNREST's signal generating capability, it should not be-
turned ON when you are using your TV 10 receive broadcaststations as
it may cause interference. Of course if your rude neighbor leaves his
TV ON loud all night long, it's a neat way to scramble his reception to
cause him to turn his set OFF - maybe even to throw it out!

NOTE: As part of CONSUMERTRONICS SPECIAL PROJECTS offer,
we will provide you a completed and tested SYNREST and modified
quality Black & White TV for only $995 (+525 shipping/handling),
prepaid. Allow six weeks. [f you want us to include a broadband TV
antenna (commonly available from Radie Shack), add $100. 1f you
want us to include an electromagnetic output (along with the standacd
OT) to study its capability to scramble nearby TV reception, add $25.

Because a TV receiver cannot produce as sharp of an image as that

coduced by a YDT, CONSUMERTRONICS is in the process of develop-
*ng a Van Eck device that will work using an EGA or Muitisync menitor
instead of a TY. However, because of the difficulty in obtaining a
schematic for any of the popular EGA ang Multisync monitors and a
shortage of manpower, we have yet to complete this project. Any
assistance or information contributien you can provide us would be
helpful. 1f you require compensation, please notify us accordingly,
prior to providing us your help.

Please send $2 for our most recent TECHNOLOGY SURVIVAL
CATALOG. The best of successes in all that you do.
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OR. NEHER LABORATORIES PTT
ATTH) DR. VIH VAR ECK
LEIDSCHERDAN, HETHERLAHDS

How ra youl I hops f

i
DR. WIM VAN ECK: _

Ve sre dolng research into your method of eavesdropaing on VDUs (¥DI3}
rdinary black and white TV receivers, directional antennas, and

fnfaruative, llovever, they are also inconplete snd
enamnle, you don't specify the design of the exte
inta the TV.

vidual syncs, Please enplain.

Also, yaur dissertation into derlving the vertical sync. by dividing

you d1v\ds the nuaber of vislble video 1ines into the horfzonta) sync. ,V
freq., as your articles faply, you get an odd balt nusber for the
" thal 15 $RORC bekause, 18 daes NIT consider non-gisplaved
Uhe blanking ghase. In fact, yoo
.:E 9 the equallzing _
splayed. Aod ¥lthout
re T ehi ymmeriaces
ffect the readabllity of the

reconstructed YT tnage.

You slso don't provide fnforaation on the ability of the IV to clearly
disptay-the standard 60 char./13ne text and graphics, nor how to designl
the external sync. to accomsodate HOA, CGA, PGA, VGA, EGA and Hultisync
wonltors and thelr various horizantal sync. freqs.

re the reasons far the errors and es? Please provide us
Tonal.specific and detalled Information on designing,
calibrating, testing and applying your aethods.]

Ne have destgned several Van Eck systéms so far, and have also enjoyed

ely vpon receldt of your tnforsa _
Hopetully, by cross-pollinating, we €an mutually Increase our levels of|
expertise bath in the Yan Eck setliods of eavesdropping and the
Counteraessures used Lo theart thes.

Best Regards|
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_monitoring with TVRO!

‘Thia is & public domaln flle that has been Teprinted

with permission from an article that appeared in:
the Spring 1888 issue OK 2800 (2600:

MAGAZINE,

P.O. Box 752, Middlei

A
Jaland, NY 11953, (516)-751-2600).. 2 6 O O Is they
Number Ons hacker's manual for phone and com-:
puter systams. Subscriptions are 315 for Individualsi

and $40 corporate..

Back Issues are avallable for!
425, p‘r yeA.r. mm 1984 thru 1987..

Although this artielo does not directly relate to Van,
Eck phreaking, the tople 13 a sister subject since:
much phone traffic ls eomputer data, and [t is:
another state-of-the-art method used to remotely

eavesdrop on computers.
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