TEMPEST - Compromising

Emanations

Hahin Lebsl

he firsl sludles concarning the pheram-
T enon of compremising electramagnetic

s ooourred inotha 19505, Theough
spying on encrypred Russian message rans-
migsions. The WSS discovared woak para-
sille rattings in dhe caspying tone, which werg
amanaied by tne elacncly of the encoding
machine. By building an appropriate devico,
it was possinle to rebuild tho plain 1ext with-
aut  having to deorypl Ine Sfranamissions,
Thiz. phenomenca successively  1akes  the
parnes  WMAGIA, tren FEERE Inothe 180604,
MACEIMETGD o the 705 and finally TEMPEST
(an - acronym for Transient Efectromagmeiic
Puize Emanafion Stacderd, although such
a name i also soid 10 be uninee), baginning
in gho 19305,

In 1985 g Dutch sciantist, Wim wan Eck, pub-
lighed 2 repoct an the acporicnces that he had
had since Jamaary 19635 In this field, Tho repee
shows Inat such a systarm is creatabls with lit-
fle reeans — howeyer, (D olves vary litile delai, In
SEE and 1988, complamendary reports wens
published, In 1985, John Young — an American
ciliven - requestad tha MSA e publish declas-
sifiad infarmalion conceming the TEMPIEET
syslom, Sesing b roguosl mjected, he ep-

e, akinS org

TEMPEST, also krnown as
Van Eck Phreaking, is the

art of turning inveluntary
emissions into compromising
data. This mainly concerns
electromagnetic waves, but

it can alse be applied to any
kind of unwanted emanations
induced by the inner workings
of a device, The most common
TEMPEST phenomena relate to
CRT monitors.

What you will learn...

ol il gpan e kncwledge o sle buliing
waLe et TEMPFES T syshen

What you should know...

+ ym b 8 Dava S0moirtarmadale expaereece
wilh precheal elecinrics,
you shoakd bave ot ioest bosic knowlkadge of
aleziromagneti: Hiysice.

About the Author

Reshin Looel nas copducted seeeral 1T reseanch
projacts for wears, including gadio compression,
reslbinse imasa aralyss, realtime S0 erdgines, oo,
Ha studict thie TEMPEST {Transion! Slecto-
mragnedic Pulee Enanation Standara] svatarm
theroughly in 2003 and was IUsky onaug o e
abilie 5o uge 3 Kl lzgoratony o corduct Thasa ox-
parrmnns and suacaed . He qlao eojoys crempnsing
Fusic anc domg sommae 000 arlwork, He s cor-
ronthy shgling caame arts i Paris, His wab 2ite
T (e L | el el T S T
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Figure 1, Rod, gresn ang g mie
foriliar fo sy sisa any oolour

poatad and finally, in 1999, ablained
some decumonts wiveh ware largoly
congsorad. Very (iltle informalion s
availabie on thia aystem; the maoriy
ol thea documents contain nething bt
superficial informatice without giving
2y details of & practcal King,

50 what is it?

The srincipge of TEMPEST  ann
5 derivatives s o resonstruct
origingl data fram ghas) information,
Mogrostes a trace ol by an oiiect in s
eaviranment, A defindion of & ghest?
Adnotarint, heat, the smell of cookad
food anrdl oven your own shadow,
S inforreation is valuable 10 deloo-
tives becauso this is the only basis
fey have bo reconsinct what acluallky
hegpened, Thane are mieo kinds of
#esls incthe compuler demaln which
sould help us ratrisve dalz: aloetro-
digradio, optical 200 acoustic,

Electromagnetic emanations
The most discrest ang indormative
race, Given thal avery compuior

Compromising emanations

Flagirra &, A g of pixediz forns a piclura - the Stipness af the piclunes
pigpenns on Mo sivel's donsily

Wi0E elediricily and that any olec-
WG polontial mduces an alacke.
magnetic Feld preportional to tha
poteniial wee can lhen daduce Back
the inner slectric activity This can
be: appliod to GRT display devicoes
anc oany  unproiacied cables ar
WITRS,

Optical ghosta

Though' b an elesromagneatic
wave, lighl deses’l hawa the same
rulez affering the same possioill-
ties Contrary 1o electromanalis
cmanatkang, lho lights In o som-
Fuler systern have specific miles
und are imenticoslly =at 190 isform
the usor abowt the svetam status, IF
vou take = clogsor look & LEDs, they
respondg o electric polentizls oo,
seoany minimal - fuctuations in the
ayatem has anm effect on LEDs and
thus can be porcsived wilh opbical
BENSOrE, However, IRis can anly b
helpdul far spocifc awants and in par-
ficuiar congitons. Wiat is more, e
atguires inforrmation might not ba of
great walua,

On the Met
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Acoustic information

Easicaliy, the same pessibifties as
wilty optic emigsiors. Howoer, the
possibilitios are less, bocause meodst
of a compaler system i silent and
coly 1wy machanical sars are suh-
jmet to acoustic procuction, Thers
are quile o few applicalions for this
kind of emission, & hardware koylog-
ger Based on acalstic maants may bo
& good exarmple,

A particular study:
CRT monitor

emanations

One of the mast interesting onmis-
AR N @ compades comea fram
the display cevico, because its innar
activily cioary deals with imporani
infarmation, Morgovar, this dovics
emits slrong aleciremagnotic waves
Thal are relatively oasy to caglura
and fraal,

The way monitors work

Al colours con Be broqesn down
into three fundamental colours: rad,
arees and Bus (see Figuss 19, 1 s
posmible = [hrough the sombinasion
ol these three colours — i fecra-
ae any cofour, by varving these
fundamarital proporticns. An image
5 considersd a complos  assam-
oy -of colours theough the use of
“ pattam ol pixels (ses Figure 2).
Aopikel i5 B point composed of fhe
three colouwrs: rad, green and blus,
It is possible 1o recreate accuralo
imagas by increaaing the donsity of
pleels in & =ingle area, The resolu-
ion of an image i= reprosorted by
3%y, with x Being (e number of pis-
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Figure 3. A beam of (asircs
e e SOl petuns o i
sopean, By exiiing Lhnaphore-
seant fayer from loft b rght and tup
o boitam

Flgure 4. A differanca af potsntia!
i o conductive calle ganarales an
e trarnagnahic wEve

pls horizantally and y the number of
piaeka vartically [pramplas: A5,
B00*B, 10247768, ok

A manitar oraen is comgosad of
zavara modules, The [rel one, he
calnads ube, B owhat noprodueces
tha aclual image. An clesinon Beam
yoara @ lorescent lmpsr atoan
extramely high speed hereoy craat-
iy the image. Thi scannindg goos
across the onfire soroon from. 1eft
s rhght s from o5 10 baatcm et

Figure 5. Sxampe sorach snd 15 sorasponting electrics) coding and slpclomagnoena mdusemant

a fraquency of 50-100 Hz: as ihe
cloctvons pass shrough the fuores-
cent layer, it amits a light, This layer
gl bacomes  phosphorescent in
that il continues o emit a light atter
it nltial shmalation lor approximata-
Iy 10 1o 20 ms, 115 brightness is doeler-
minid by (he debit of electrons, which
i repuiated Dy & Walinelt faloclranic
componend]. The b2am thin passes
through two Dobbins (one to céter
rrine she vortioal doiation, the ot
for the horizontal desiaton. using
clepiromagnetic  forees) b diradt
its lrajrctory, S0 that i scans the
while serepn and can recanstruct
a orplets picture (e Figune 3l

Tha widen signial passes thraugh
cevaral channels G chanmels for
fhe viden signat dselfy Meaning,
the Bed, Green and Blue channels
a5 well 28 their rospective MABSCS,
2 synchranisalion chamnnels far the
hesizontal and wartical scannkng ard
she communal mass al synchronlsa-
Lran signals,

The aynchiomisalion SiNAE,
whlch indicate the passags o the
folloywing line ar the return af 1he
sparm 1o [he baginning of the scrocr,
are simpie differsnces of polenliale
ol a faw volta. They take place (faar
a sefeen of a resolubion of 9007600
pixels wilh T He redresty 7O times
a seeond for the varlieal synchroni-
sation signals, and BICTO=42,000
timos & second for the herizontal
eynchronigation signals.

Viden signals are at a woltags
al 0% e (1T, which defines the
brighilness {lhe highor the woilage,
the orighiter tho pleel} ol the paind
whore the scanning takes place
ithis vollags is [hus able o vary it
each new pidel of 2 ditferant colour;

sy, hakind. arg

for a screen having & resolution of
s00° BOD with o refresh rate of 7O Hz,
the changes of woltage con raach
a [requency of G00*E00 TO=34
iHz, thigd is bosay 54,000,000 imes
a secohd).

Inductanco phenomena

Any  difference of polential  ithat
is, when an amount of aloctrical
tenaion gels higher or lowar) in an
plactricalty  conduclne riaterial
produces an sloctramagnitic wavie
aroporticnal o the podential his is
callad ndectarcs phenorena (soe
Figure 4. This process inwalvas
Ml equations, which describe
aloclramagnetic waves bohinsour.
Hewaver, it's not necessary fo under-
sland Al the mathematioal  &nd
pirwsical rules behind this in ardisr 1o
sxplnit tha phoncmani.

Trne iowert phenomens IS alse
o any  electromagnetic wave
meeting an slectiealy canduciive
material will produce a differonce of
potential proportional to the =mranith
ot thie wava, This is bosically how LA
radic roceptors works: the stranger
thi wove, the atrosder the slonal
resceial,

For an electromanretic icld to be
creatad, thera must be diflerencos of
aobentials: o constar voltage war'l
produce any radio Wines. In the
sarne way, N6 signal can be receivad
if tha magnatic field is static {that's
why dynames nead lo be constantiy
i motion to produce slecticity).

Application to CRT monitors

Bofore being projectad in the farm
o mn electron heam, tne widec
signal i3 amplifiad 1 a nigh woltage.
This smalificalion generates sirond

nakind 342000
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Figure B, A modsd of 8 parsbods
antsnna

sleciromagnetic  wioves,  which, if
the manitar is nod pratectsd @nough
eleciromagnatically, can ke capiured
withoud aeyy physical contact using
ar antenna from up lo o distance of
& hurdred metres.. The steength of
tha wave | proporliangl 1oodhe con-
Trasl bedwoon teo consscutive plaals
Of aourss, as the Shres colour com-
porants are traatad simulianesgshy
and only one glokal clectremagnatic
wae is amitlac (o be mare speslic,
alectromagnietic wivas mix inle one
whin Laing emitted). we cannnot sep-
araia retrieving colour information.

setfing up
a TEMPEST system

An axample scieen and ils corre-
siadicgulactrical coding &nd efectro-
rragratic Inducerent can be found
In Figure 5 Cn e laft, one can see
a gradient scale displiyed on a moni-
tor soresan, The central piciure showes
the zame video signal as arasisad Dy
an nscillcscope, Finally, the right ple-
ura shows the correspanding electri-
val emaralions (proportional B the
differences of potentials), & verlical
pattam has boos used for clarity (all
lmas are coded = ihe same wing). This
paltern is moant © meke us under-
stard winat kind of sighad wo'ro abous
to handle, Mow, lob's stast the practical
part of our datective game,

The antenna

An amdermn can baa simple condes-
five cable; this will be eraugh iT wa
want A experimant with tha system
Msb o or three metres away l2om
the meniler. For larges distances,
vt should use & pasabcls antenna
tFiguee &3, which shouid be pointed

sakitd 32005

Compromising emanations

loweards the display device: 175 highly
sensithie and dircclional; that is, it
can caplure Sven very low amissions
fram a specific point in spaca.

The antenng will crplura a kighly
parazsitised signal. This nosa is dus
e the olectomagnstic poliufion af
the environment (mscellansous @-
din wenissions), Foriunataly, manikors
ernt in & restrizied band of high fre-
quencios, which permiis Us 10 eoone
the signal using o filkar.

Filtering

Ta mcover the signal, we meed o
filker all frequencies infericr @ the
requency of a single piked (this also
elirninates e winve generated By the
synchronisation signal, winich makes
i1 hard tn recover Lhe boginning of
2 fine). Aclually, o acowire hetler
results, It's & gocd ides to leave
2 margin and st the filbaring fesguos-
oy slighly Inferior ko the fraquancy of
a single pixal.

For a  sersen . of  resclution
20000 with a refresh rale of 70
Hz, the critical [requancy would Ba
AOREI0 T =336 MRz,

A hlgn pags lifer is composad of
i rosisbor and a8 capsoilen assoer-
bled as in Figure T

= O =thecapacilor

= F7 - ho resistor,

« L, Uz — inguland autput raspac-
fivaly,

o ¥ atands for e resuling signal,

The eritleal frequensy of this system
i determined Dy fesiA2 RN
witi iz far entical frequency (fraguen-
oy Bralow which tha filber will aut iy
signal], & for the rosislance’s valua
and 2 far e capacior's valie,

We aoull set Lhe systemn to, let'a
gay, o ‘roguency of 16 MHz S50 fhal
all frequancies Inferar o 1.6 MHz
arg climinated), which leads us o
TEHOE=s L2 70 This rasults in
T =T T L G0 =0

This frequency has boon chosen
Ceazause il feft a good margin, and
capactors and resistars (o this fre-
quisney ane casy o find. To achievs
this produst, we could cheoso a capa-
citar ol 1 nF {9 nano Farad, which

5 aguivalent o 107 Farad) aced
a resisbar of 100 £ (100 Shre).

This leads us @ {01 =107 wa
Wi get our product, and she syatem
is 5a% 1o B oritcal frequency ol 1.6
MHz, O course, you can use BNy
cihar combination of resislors and
CApEETes < the main thing is to keap
the product constant.

Amplitfication

The fifered signol has a vary (owe
potental fa faw by Inoorder o oce-
plods the signal, wo hawa o amplify
it {that is rmulziplying fhe wallaoe by
A constant [acton to an acoaptable
lowed, Az zeen before, video sigrals
arg comprised betwoen G and 0.7 4
To achiawve thiE, wall Wse an opor-
tanal aioliies (0%, sae alzn Frame
Oy sha Fed), which s an clocironic
component ol can be bought for
around 10 Euroe. Since we're froating
high frequencics (MHzZ), we shaould
carofully  choose  this  operatonil
armpitior: common OAs canmot han-
dia such frequencies, So, whoen at
Ther shig, oeae should ask for a vilan
aparaianalampiiier. Model ADnd4A0
& an gnmple sul howesver, it may not
o avalable in oevery country. Wa
ahculd ok in the catalogues of difer-
el elscironic manufaciunes,

Ao O has many apolications,
But wea just want it ta amplily our
slgnal for now, To do o, lats refer
b0 She circuit shown in Figuee 8. 0L s
compisad af ar O8 arnd 2 razisiors:

© RPN - rosisiors,

= A - aperstanal amplilic,
o W - O powaring.,

= Ul Uiz - input and cutput,
© VT - resulling signal.

Figure 7, 4 High Pass Fiffer aoheme

v hakins ner
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I is called an iwwoertar angd 18 one
of the simplest amplifier circuits
0 build (Bt see alzo the Frame
Things Y Romember Whon Ampl-
fang the Zignal), Thae vaiue of tha
two resisiors will doetermine  the
amplification cofficiant by using
the following formuia: & = -R3RE.
To amplfy a husdred times, wo
can. for oxample. choose R2=1 0
and R3=100 0,

Culting regative components
This is lhe easiest par: it just
cansists of adding & dicde In ordor
to cut the segative patantial of our
signal [because vour display devico
will have some difficulties soproduc-
Irsy nepative eolours), Tha schema is
shown in Figura 9,

Restoring the display
Thire ara fwe more things b get the
syEtem workirg —aalving thosa prob-
‘e dependes an he hardware used,
Tha final stop ineludes synehronisa-
tor signals and the display device
we sl s,

Synchronisation signals

These signals con be generated
using freguercy. gensralors. Tha
main thing i tn genorate a pulse
of a few walls for vertical synchno-
rlsation (all acreens), and another
for herizomlal synchronisation (all
lines), That is, for a scroen of reso-

Flgure B, 4 diade, a5 raprosantan in
whactronde sirsais

.,ﬂ,.
LAl

I Figure 8, Qeerationsl Amailiar an nvarkor Esemhiy

lution BO0*E00 with a relrosh rate
of 70 Hz, 70 impulses par sasand
should be generated for the first
channel, and S00°F0=A2.000 im-
pulses per seoond should Be genar
2l for the second channel.

If wa don't have any frequanay
neceratara, then we can wee a sim-
ple s derving  synchronisatian
chunneds from e videa-oul porl
af a coimputor {sse Figuie 101 One
anly has tooset this computar 1o tho
desired resolulion and Lhe refrash
rale a5 before (in our axampla, ong
woultd sl il fo 00600, 7O Hz)
To connect the lest sorsen b this
videc-carl pors, we fan hock an old
video cable o buy g SUB-0 12710
15 eannccior also known as 2 VG4
G- ponnesine,

Led's take a look at the piciurs and
corresponding senals:

= T -rad,
= 2 gresen,
= Z-blus,

v G red miss,

= - gredn mass,

+  B—hilun mass,

= 11— maza,

12 = horlontal syne,
=l _vartical swne,

Remembar wa should bo very wigl-
lant while workies on the video-out
part. Any orrors coulil be fatal to the
video card.

Display device

Faor displaving the compramized data
wi can use eithor o TW ora compurdor
Acresn, although a compulor soreen
is prefermed. Telovision dewioes jus)
wert support all resalutioss, whars-

sewr haking oeg

as computers will o corlain axtents,
ol course).

For computer serecn connecti-
ily, this refess do the schame of the
SUB-0 HD coaneckor {Figure 103,
For TV acrecns, fhis refers o (ho
acheme for connactivily (SCARTY as
shiwem in Figure 11;

= & - blue mass,

s ¥ D,

* B —gresn mass,
11 - geowen,

= 13 -red mass,
= 10 - pesd,

Howener, converting synchronisa-
Lo signals s prolly difficuit, For-
tunately, i 1996, Tomi Engdahi
designed a cireuil which conwerls
the WG standard f0 TY standards.
Hig concept i repreduced hoee in
Figure 12,

A can be seen, s slightly aosi-
ar if we hawve s computar soroen, But
whe rnust remembier ko sE e vigilael)
These machines are extremoly san-
gitive, Also. having on oscilloscooes o
contral wihile manipulating is o plos.

That's  aimost all (s Frame
Azzambling e System for dolails an
construction ).

Things to Remember
When Amplifying the
Signal

W shand baar o few Shings in mng, At
first, %2 & pood ivon b choose & wari
able resislar B3, 50 hal v can chonss
L coaffician awen when b cirsuit is
asaembied. What's moce Frporkant, dba
Coty s o Ba pordsaresd ! This 15 soime-
hing 1o ok canzhidly sl whan ckaosing
an Oh, os oy dan® e the same
nesds I lenns of powar Seneilly,
g araund 12 Y or 15 %, Cne alss has
tx b sure 1 kiew how B9 cennecl an
08 Sefove ausambly. Dlemnl doay-
ments are ayvaElatle onolba Inbarel on
s subjec mon Sreme O i Sk,
And L, but nob [ess=s, this croud 1S
ralng an eenier Docedse 4 ineers
IFex autpuat gthal's why & s nepatve)
With elackomagralic waves is s not
A profhen, snco arsh sigoasl poesoss-
o a ranatve and i pasilive parl

hakinf 3 /2005




Figure 10, SUE-0 A0 Cornocior

T surmrmanizo. the whole home-
brzwy TEMPEST spstorm can be seen
in Figuers 14, To make it clearer;

+ A = anbenng,

= &1 — capacitor,
o B R2 RS - rosistors,

Lia

e ———

Compromising emanations

4 L 8 7

0000
00000

11 13 15 -

100000

L]

R PR T T R

Figura 11, SCART — Fevifed connactivity soharms

O — cparational amplifivr,

W — 00 pewering,

1.2, 3 = colours channgls,

A5 — eytehronisation channels,
Zyne — synchronisation impulzes
GEneralos,

LA b PALMTSE Droadeast Adapia
Laesign by Tomni Evepiland (54

Well, but does it work?
We have learned how fo build
& TEMPEST syetern — ange should
be able o slart  conatracting
one's own EM waves intorcopting
davice. Hawover, lot's mot exoect it

07 RS
‘ .?LEI:IF ThR E
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CGUTPUT

= C1% RR
W Lima, Ut
ot | ' SVIDES OUTFUTS
RGHLE | CCRORAOUT
GREEN i
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WETHL pa I T el B A e B L L
= . 5 ||
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CRMa
o EEA
Gl Yo = ADTIn
10K 5
- HE¥HE
[}
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Flgure 12, Temi Engdahls synchironization panverler cireo
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Figura 13. Parts veea m TEMPEST
circuit assaniiy 1o a werodoard:
g rogiston 2 - g oiode; 4, 5,

G — sapaciiars F - apdeatiana)
ARGy

0wk the Tiesl Lime when we test
it. This i5 a very delicate aysiem
that nerds 10 be fincely unod in
ardor o function properly: it would
e wvery usefll 1o Bave an ossil-
Inscope during the tests. Alsg,
thiz is highly dependanl on tha
arviranmoent and the way you use
it. CET monliers' electromagnelic
amanations vary from one screen
to another, ac even with o tunod
swslom results will wary Sca. Our
solution resclts in a really homa-
g deico — ralatively cheap and
rather simalistie, Faclory  made
TELPEST swstoms ara very axpean-
sive and really diffcult B puschase,
ned b ncnaticn thao Tast that this kind
of informmation was Sassilied lar
o long fimo, =

Assembling the System

Curf alsclronic: tiroail is composod of 4 skages (a0 sleo Figure 14

= ananienna (Al whcn will e the sipns

= A hgh pass filler (C1LR) o cut froquanaas beloe Thae crilical requancy v di-
finard,

= anamplifier (04 RZ RIS that amplifies the fitared gignal s thal il can be
seonan i standard SRT display,

= agiode o cub regelive parks (e canrat be uscd by o stardand sereant and Tinalky
aulpul % get the videa signal on the s2rean.

In parallel, Whee are incomng syrcarcnsalion sanats. They can be geaesited By o
o Ireequerey qoncraiorg of direclly o & vides card.

Togel the culpul anle 2 steadarg TV scraen, Tomi Engdanl’s seralironisalizo sig-
val corserier cirguil 2en be wEad, 1lg shown in Fguie 12, Singe we gon' really need
1his desica, an oalional descripion is waailnbk & o ol e Do
Lirtindmgadtefgalipaindse Al

The Componants

Prisclicily, you can asa oosershoars (Flgune 13; 1) 1o cuid e seoail. His 2 board wih
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