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Project Breakdown

¢ Doppler Radar Simulator
e Radar Unit
o Computer Interface

¢ Spoofing Device
e Spoofing Device
e Test Vehicle



Doppler Radar Simulator
Criteria

e Accurately measure speed of moving object
e Operate within police radar band

e Display numerical‘and graphical results

e Minimum Range of 10 ft



How does Doppler Radar Work?




How does Doppler Radar Work?




Calculations

Returning Doppler

Frequency Frequency
fr fd

r

fd=fl‘-



Calculations

PAVS
fy = \
SRV 2V
G A8
- 2V, cosb
X C

where A = c/f

=19.49V - Km/hr

=31.36V  mph

while |

while factoring target angle

c=3E®m/s

f =10.525 GHz

0=0



HB100

Microwave Motion Sensor

Oscillator

Tx Rx
Antenna Antenna




Specs

Price $10 g
Frequency 10.525 GHz
Radiated Power 15 dBm
Received Signal 200 HVp-p
Strength

Weight 9 g
Operating Temperature |-15 - 55 °C
Supply Voltage 5 Vic
Current Consumption 30 mA




Amplifier
Low Frequency, High Gain
Approximately 40dB gain
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Computer Integration



Integration
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Software Choice

o Software Choice

e Matlab

Many built in functions (Oscilloscope,
Data Acquisition, Fourier Transform)

Easy to program, great graphical output
Most experienced in Matlab
Tech Support

ATIAE.

MAT

LAB=




Matlab Algorithm

CREATE DEFINE
ANALOG INPUT SAMPLING
OBJECT FREQUENCY

DEFINE
DURATION

DETERMINE COMPUTE
AND PLOT FOURIER
FREQUENCY TRANSFORM

COMPUTE AND
DISPLAY SPEED

COLLECT DATA
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% Create an analog input object to communicafe with the data acquisition device.
ai = analoginput('winsound') :
addchannel (ai, 11:

% Conficqure the object to accpiire 'duration' |seconds of data at 'Fs'He (max 44000H=).
£z = 44000; % zampling Lrequency

duration = 1; % how long to read the signa
getlai, 'GawpleRate', £3): %

getlai, 'GawplesPerTrigger', duration*fz):

+

% Btart the acquisgsition and retrieve the datg.

i Example

3Finding Fourier Transforms of current signals
SFT=fft(=ignal ,zicelsignal 1)) : 3Meszage Jignal

+

% Conwerting data into Frequency (Hz) =x-axis

freq = [(D:izize(zignal,l)-l)*fa/zize(2ignal,l): % calculate Hertz walues
% Conwert data into Magnitude (dE) v-axis
way = Z0%loglO(abs (3FT)) % conwvert magnitude into dk
wag = mag(l:floorisize(abs(3FT) /2111 =this line will conwvert 2 Him matrix to a single
% Conwert data into Time (3) x-axis
time=(0:1l:zize(signal, l)-1)./E=;

% Calculating Frequency

[vmax ,maxindex ]= wax (mag) ;

waxfreq = fregimaxindex) ;

Fp?'iﬁf":ilw?mﬂﬁl]' 1= i+ T-T'rl' NE_VF“'EE; LI Sl Frmnrw:

% Calculating Welocity
c = 3efd;

Fr = 10, 525e3; 3HEZ

laphda=c/Ft;

gpeedns = (maxfreg*lambdasZ); % Value in meter per second
speedknh = (speedws*3600)*(1/1000) ;

speeduph=specdns*0. 000621371192%3600;
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Graph of Input Signal (Time Domain)

Arnplitude
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] Enter Duration = Freguency HZ Speed Kmih
START 4928 25 2938 15.7106

Input Signal

Arnplitude

Time (seconds)
Fourier Transform Plot

Armplitude (dB)

+ Generate an executable file
+ Can be run from any windows OS



Radar Spoofer



Different Methods of Spoofing

Active Noise Jamming

. Continuously transmits noise
o Detectable implementation
o lllegal broadcasting

Active Deception Jamming

o Triggered transmission of specific frequency
& lllegal broadcasting

Passive Deception Jamming (Spoofing)

© Modulates incoming radar signal and
reradiates modified signal

& Legal



How do we Spoof Doppler Radar?




Radar Spoofer Criteria

e Spoof doppler radarisignal

e Operate on police'radar band

e Operate autonomously once activated
e Battery powered

e Maximum dimensions 6" X 4"

e Capable of in class testing



System Diagram




Options for Signal Alteration

s AM ¢ FM

s+ R d|o transmission + R d|o transmission

¢+ Varia of amplitude while " ¢ ff q ywhl
frequency ssssssssss mpI d

+ Ease of implementation
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AM: Basic Operation

fin _>®_> fout fout = fin +/- T

Fourier Transform of Modulated Signal

TP —
800




AM: Frequency Behavior

+ Frequency can not be
negative

¢ Once frequency becomes 0,

frequency increases in
positive direction

Chart C




Radar Passband Filter

+ Realistically, all radars have a passband filter with the cutoff
point set at a certain‘frequency

¢ Purpose is to filter out noise and unwanted frequency
components



Calculation

£ =2%V/A > V=f,*\/2

Real speed

Spoof speed

Real

spoof

Vr(mph)

Vr(m/s)

Vr(mph)

\Vr(m/s)

fd(Hz)

fd(Hz)

fm(Hz)

100.00

44 69

70.00

31.29

3136.06

2195 24

2331.30

100.00

44 69

20.00

22 35

3136.06

1566.03

470409

10.00

4 47

7.00

3.13

313.61

21952

2933.13

10.00

4 47

2.00

223

313.61

156.80

47041

10.00

4 47

7.00

3.13

313.61

21952

94 08

10.00

4.47

2.00

223

313.61

156.80

156.80




o 8 2N AN

Osclllator

LM555CN

5-16V supply voltage

Easy to obtain a square wave with 50% duty cycle
Adjustable frequency by varying the value of 1 resistor
Output sources up.to 200mA

Inexpensive



Properties of Square Wave

BN SR S S 1)
Usquare Va ( SINWE + =S WE + =8I oWl + =8I {WE+ +++ = S Nt )
. a -.' ' n .

} |

»Pass the' square wave to a LPF to get sinewave
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Lowpass Filter

Butterworth

MAX7480

5V supply voltage
8th-order Butterworth LPFE
Low noise distortion
Clock tunable f_ s

Low output offset

Low power consumption

IIIIIIl -an°
III|| -1807 §

III|| 2700
-7
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1.00kH=z

10.0kHz



Voltage Regulator

o 3.5 = 16.5V input

+ Max adjustable voltage 15V
with preset at 5V

¢ Max output current 250 mA
¢ Low battery detector

DIP/SO



Circuit Design
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PCB of Spoofing Circuit

PCB Design inOrcad Fabricated PCB



Waveguide

Characteristics:

) 4

Hollowed inside for wave propagation
RF diode mounted inside

Can operate as signhal detector or mixer
Allows for larger radar cross-section



Waveguide

Detector Mount Requirements
+ Operate within police'band

+ Preferably tunable

+ Weight restrictions

¢ Size restrictions



Waveqguide

Part: X485B

Mfr: HP/Agilent
X-band(8.2-12.4 GHz)
Tunable

BNC

Diode crystal: 1N23
Cost: $95 + S/H
Weighs < 1'|b

Appx. 5.5x1.5inches

NP9 %5 i sy VL FaX o




Horn Antenna

o Characteristics:

¢ Purpose is to be mounted at opening of
waveguide

+ Flares out from base

¢ Increases the gain for applications requiring
higher signal strength

¢ Expensive if purchased on market



Horn Antenna

Solution:
Elected to build our own - Appx 5” long attachment
Foam mold with aluminum to end of waveguide
foil along interior . -Opening appx 3" x 2"

Negligible weight

Flared horm

Waveguide




Mixer Diode

Requirements:

+ Needs to be square law, relationship of V=I?
¢ 1IN23 crystal

+ VSWR should be close'to 1

Solution:
¢ Samples from Micrometrics

¢ 1IN23 crystal with removable base
¢ VSWR =1.3




|\ Characteristics

¢ First section

square law,
then linear
zzz: relationship
6.0000 P MUSt propagate

4.0000

within square
law section to

2.0000

0.0000

0.000 0.100 0.200 0.300 0.400 0.500 0.600 O.7I00 m a i n ta i n m iXi n g
characteristics




Testing



Test Procedure 2

Proving the Spoofing Device works

Trial run # 1 : Spoofer OFF
Determine actual speed of a target

Trial run # 2 : Spoofer ON
Same test variables, observe spoofed speed



Part

Cost

Waveguide

$101.50

Microwave Diodes

Donated

Microwave Motion Sensor (8)

$ 130.00

Amplifier

$ 7.00

555 Timers

Donated

Low-Pass Filter

Donated

Voltage Regulator

Donated

Circuit Materials

Donated

Test Vehicle Materials

$ 17.50

Test Track Materials

$ 8.00

Other Components

$ 50.00

Total

$ 314.00




Test Procedure 1

Proving the RadariWorks

Compare speed measured by Radar
to speed determined through timed trial



Work Distribution

Sam
Radar Spoofer Test Car & Track

Oscillator &

Waveguide & |Current Transmitter & |Computer
Detector Amplification |Amplification |Integration
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