


con is activated and what type of information can be
transmitted. Retail stores could encourage shoppers to
transmit needed demographic information by provid-
ing perhaps a 5-percent discount to shoppers who
leave their user profile beacons on.

The capabilities of autonomous yet interconnected
devices may transform the notion of ubiquitous
computing? to the concept of ubiquitous 1O. As wire-
less network ports become more common, there will
be less need to carry around power-hungry processors
and bulky mass storage. As the growth of wireless
services (e.g., cellular phones, pagers, and radio fre-
quency local area networks [RF LANs]) fills up the lim-
ited RF spectrum, near-field communication offers an
alternative to congesting the airwaves with data.

Previous work on electric field sensing

The development of the Personal Area Network (PAN)
grew out of a meeting between Professor Mike Haw-
ley’s Personal Information Architecture Group and
Professor Neil Gershenfeld’s Physics and Media
Group, both at the MIT Media Laboratory. Professor
Hawley’s group needed a means to interconnect body-
borne information appliances,' and Professor Gersh-
enfeld’s group had been applying electric field sens-
ing to position measurement.> Professor Gershenfeld
and I realized that by modulating the electric ficld we
were using for position measurement, we could send
data through the body.

Alternatives to near-field communication

Infrared (IR) communication is used in television
remote control units and is becoming a popular means
to network portable computers but is not practical for
devices located inside wallets, purses, and pockets.
Focused IR relies on line-of-sight transmission, which
is difficult to maintain with body-based devices that
are constantly in motion. Diffused IR relies on a wide-
angle beam of high optical power requiring hundreds
of milliwatts. Electrostatically coupled PAN devices
use the body as a “wet wire” and can operate on sev-
eral milliwatts of power.

Far-field (radio) communication is more susceptible
to cavesdropping and interference than near-field
communication due to the former’s propagation prop-
erties: an isotropic radio transmitter propagates
energy with a signal strength that decreases with dis-
tance squared, whereas near-field strength decreases
with distance cubed. In addition, the earth shunts the
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electric field, further attenuating the signal and mak-
ing near-field communication more difficult to inter-
cept. Some of the data communicated among PAN
devices will be of a sensitive nature, for example,
credit card and telephone numbers, client notes, diary
entries, business communications, and computer pass-
words. Radio systems can be made secure with cryp-
tographic strategies, requiring additional overhead,
but the best security is a message that is never inter-
cepted. Signal attenuation also reduces inter-PAN
interference, an important consideration for meeting
rooms and auditoriums filled with people wearing
PANs. Frequency, time, and code division techniques
may also be used to further prevent neighboring PAN
systems from interfering with one another.

The fundamental difference between near-field and
far-field communication is clearly demonstrated in
antenna design. Near-field electrostatic coupling is
proportional to electrode surface area. Far-field trans-
mission efficiency is maximized by matching the
impedance of the transmitter to free space, typically
by using a half-wavelength antenna. PAN devices 25 to
80 millimeters long (e.g., a watch or credit card)
would require a carrier of several gigahertz for effi-
cient transmission. Since the energy consumed by
electronic components increases with frequency, any
increase in the frequency of the carrier beyond that
required to contain the information increases energy
consumption. Near-field communication can operate
at very low frequencies (0.1 to 1 megahertz) that can
be generated directly from inexpensive microcontrol-
lers. For example, the prototype PAN transmitter oper-
ates at 330 kilohertz (KHz) at 30 volts with a 10-
picofarad electrode capacitance, consuming 1.5 milli-
watts discharging the electrode capacitance. A major-
ity of this energy is conserved (recycled) by using a
resonant inductance-capacitance (LC) tank circuit.

Far-field transmission is also subject to regulations
and licensing that vary from country to country. Near-
field communication avoids these complications; for
example, the PAN prototype (about the size of a thick
credit card) has a field strength of 350 picovolts per
meter at 300 meters, 86 decibels (dB) below the field
strength allowed by the Federal Communications
Commission.

The PAN is based on the seven-layer 1s0O 7498 network
standard* of the International Organization for Stan-
dardization. The work presented here concerns the
physical layer, examining the electrical properties of
the communication channel, and the second layer,

IBM SYSTEMS JOURNAL, VOL 35, NOS 384, 1996





















The research has explored the first two layers of a net-
work. The upper layers must be designed to make a
practical PAN. Applications need to be deeply consid-
ered. Privacy issues are raised when personal data can
effortlessly be exchanged. As with other communica-
tion and data systems, there is a trade-off among
access, convenience, and security.

The sensitivity and bit rate must be increased in order
to realize a watch-sized PAN transceiver. The low-fre-
quency carrier of near-field communication makes
direct sequence spread spectrum both practical and
desirable. Ultimately PAN devices will be judged a
success when they appear as common useful objects
that perform magic—from picture telephone “Dick
Tracy” watches to sclf-powered smart sneakers that
seamlessly interconnect us to a worldwide informa-
tion and communication network.
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