
NSA Playset:  
JTAG Implants



Introductory Rites



● Electrical Engineering education 
with focus on CS and Infosec 

● 10 years of fun with hardware 
o silicon debug 
o security research 
o pen testing of CPUs 
o security training 

● Hardware Security Training: 
o Secure RTL design 
o Low-cost physical attacks 
o “Applied Physical Attacks on 

x86 Systems”

Today’s Clergy

Joe FitzPatrick 
@securelyfitz 

joefitz@securinghardware.com



Today’s Clergy
● Degrees in Electrical and 

Computer Engineering 
● 10+ years designing, 

implementing, and testing 
SoC silicon debug features 

● Hardware and firmware 
pentesting

Matt King 
@syncsrc 

jtag@syncsrc.org



Introductory Rites



Introductory Rites
More toys for sale!  

Sunday at 
Hacker Warehouse 
 in the vendor area!



The Penitence of Godsurge & Fluxbabbit



Liturgy of the DWORD: 
JTAG



Joint 
Test 
Action 
Group



A reading from IEEE 1149



Remember 
This?



TDI, TDO, TMS, TCK, TRST

JTAG Model



Physical Layer: Test Access Port



TDO unto others 
As others TDI unto you



TAP FSM

TDI, TDO, TMS, TCK, TRST

JTAG Model



Data Link: TAP FSM



Data Link: TAP FSM



IR/DR access

TAP FSM

TDI, TDO, TMS, TCK, TRST

JTAG Model



Network Layer: IRs & DRs



Target-specific configuration

IR/DR access

TAP FSM

TDI, TDO, TMS, TCK, TRST

JTAG Model



Transport Layer: Target-Specific



That’s just MIPS. 



That’s just MIPS. 

X86 is different 
ARM is different 

Each SOC is different 
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ARM is different 
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Do not conform to the pattern of this world



That’s just MIPS. 

X86 is different 
ARM is different 

Each SOC is different 

Romans 12:2  (NIV) NIH 
Do not conform to the pattern of this world



---  (no one uses this crap)

---  N/A - sessionless...

Target-specific configuration

IR/DR access

TAP FSM

TDI, TDO, TMS, TCK, TRST

JTAG Model



A Reading from The second email from 
Joe to people with JTAG questions



Boundary Scan, Run Control, Memory 
Access
---

---

Target-specific configuration

IR/DR access

TAP FSM

TDI, TDO, TMS, TCK, TRST

JTAG Model



Boundary Scan
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image from intelletech.com, they make stuff to read flash like this

http://intelletech.com


Run Control



Run Stop Control



The Debugger’s Gospel



Homily

34

1149.1 Section 8.3: Private Instructions 
c) If private instructions are utilized in a component, the vendor shall clearly identify any instruction 
binary codes that, if selected, would cause hazardous operation of the component.





Liturgy of the PCB



SAVIORBURST Payload
Replay of debug performed in 
OpenOCD 
- Target (potentially kernel) specific 

Commands are converted into a 
standard format (SVF/XSVF)

!Begin Test Program
TRST OFF;
ENDIR IDLE;
ENDDR IDLE;
HIR 8 TDI (00);
HDR 16 TDI (FFFF) TDO (FFFF) MASK (FFFF);
TIR 16 TDI (0000);
TDR 8 TDI (12);
SIR 8 TDI (41);
SDR 32 TDI (ABCD1234) TDO (11112222);
STATE DRPAUSE;
RUNTEST 100 TCK ENDSTATE IRPAUSE;



SOLDERPEEK Implant



Transubstantiation

https://github.com/NSAPlayset/SAVIORBURST

https://github.com/NSAPlayset/SAVIORBURST


Transubstantiation

https://github.com/NSAPlayset/SAVIORBURST

https://github.com/NSAPlayset/SAVIORBURST


Communion

41





Concluding Rites



Solemn Invocation

Not all devices can rely on physical security 

Protecting user data requires user control over 
hardware debug capabilities



Dismissal

I don't want to talk to you no more, you empty-
headed animal food trough wiper! I fart in your 
general direction! Your mother was a hamster 
and your father smelt of elderberries!



Q & A


