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Able Danger Twenty Questions

Everything you always wanted to know (but were afraid to ask, or the answers were classified...)
about the controversial Able Danger data mining project, which identified four 9/11 hijackers a
year before the terror attacks.

1. Did Anthony Shaffer, or anyone on the Able Danger team, obtain a photo of Mohamed Atta
from the Immigration and Naturalization Service (INS), as Shaffer’s interview with
Government Security News (GSN) states?

The photo of Atta came from an information broker who provided it and others. Shaffer’s
comments were made to GSN based on his knowledge at the time, which came from his
knowledge of what the US Army’s Land Information Warfare Activity (LIWA) operations center
had access to. Shaffer’s interview with GSN took place before civilian analyst JD Smith came
forward and clarified the issue. Shaffer did not know in 1999-2000 all the specifics of how Smith
and company were doing the detailed data mining — it was Shaffer’s belief at the time that the
photo had come from INS records. LIWA did have access to INS documents - and a Defense
Department intelligence program called the Foreign Visitor Program, in which not only photos of
foreign nationals but also their entire visa application were provided — but Shaffer was not
aware of LIWA’s use of information brokers.

2. If Atta was identified as early as January or February of 2000 — as Captain Scott Phillpott
has said - when were the other three hijackers (Shehhi, Mihdhar, and Hamzi) identified by
Able Danger?

Within the same timeframe, since the missing chart contained the names of all four of the then-
future hijackers. They were all listed in what Phillpott had called “the Brooklyn Cell” - not that
they were all in Brooklyn, but they met the search criteria that linked them to the 1993 World
Trade Center bombing.

3. Did anyone on the Able Danger team know that any of these four were ever in the US? If
so, when did they find out and how?

They did not know, as it was not Able Danger’s job to track individuals in the U.S. (based on
legal restrictions.) Once it was determined by Defense Department (DOD) lawyers that the
“Brooklyn Cell” information could not be used for offensive planning by the Able Danger
planners, the Able Danger team then attempted to pass the information to the FBI for its use. At
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any given time, there was no specific knowledge of where the terrorists were regarding the
continental United States. The Able Danger effort, and targeting of specific individuals, was
focused on overseas locations.

4. By early June 2000, these four were the only ones to have entered the US. Most of the
hijackers entered the US after May 2001. Is it reasonable to predict that Able Danger could
have identified the others, had it not been shut down by then?

When the 2.5 terabytes of data were destroyed by LIWA in the summer of 2000, all information
relating to the terrorists was destroyed as well. However, Able Danger 11, which started from
scratch (i.e. a 90 day full time search of the open Internet and open data sources to re-create the
data base), did detect the same basic information about the Brooklyn Cell - and in addition
discovered the Al Qaeda activity in the Port of Aden in Yemen.

5. Was there any effort by the Able Danger team not only to identify those individuals’ link to
Al Qaeda, but also to keep track of where they were located and what they were going?

Yes, but not in the continental United States. Able Danger was extensively targeting specific
individuals and activities that were located overseas - and there were “options” prepared for
Special Operations Command (SOCOM) to take action against these individuals and groups. The
specifics of this remain highly classified.

6. Shaffer’s attorney Mark Zaid told the Senate Judiciary Committee that Able Danger never
identified Mohamed Atta as being physically present in the US. Does that mean that no one on
the team knew he was in the US, or simply that they found out from someone else?

The Able Danger team could not and did not ascertain Atta’s presence in the U.S. for two
reasons: first, his ID came up as part of the “Brooklyn Cell” and therefore the Able Danger team
could not look at him based on the legal guidance they were forced to follow; and second, the
focus was on overseas targets. There were specific individuals and activities, which Able Danger
could pursue, such as information relating to the attack on the USS Cole in October 2000, and
the Able Danger team did provide the specific details of the threat days before the attack on the
Cole.

7. Did anyone on the Able Danger team know Atta was in contact with the other three
hijackers, as Mike Kelly of the Bergen Record reported? If so, when did Able Danger learn of
contact between Atta and the others and how?

There were linkages discovered between multiple “clusters” of individuals. The clusters were
tested to see if they were functioning as “cells.” The connections between the individuals and the
cells cannot be known without looking at the original chart and data. Therefore, at this point it is
not possible to re-create how the four were linked. They were on the chart and in the “Brooklyn
Cell” cluster. There was contact between cells - the contacts were examined and “tested” using
classified methods - but this was done focused on overseas locations.
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8. When Able Danger attempted to share information with the FBI, did this information
include the names, photos, or any other information about Atta, Shehhi, Mihdhar, or Hamzi?
Did it include their location in the US or any other specific information?

At the time that SOCOM wanted to pass “all data relating to the Brooklyn Cell” (since the
SOCOM/DOD lawyers would not allow the Able Danger team to pursue them as a target),
Shaffer attempted to set up meetings to pass this information. But SOCOM lawyers stopped the
Able Danger officers from attending these meetings, and therefore prevented the passage of the
information to the FBI. There were other disclosures made to the FBI on other targets within the
continental United States, from LIWA (not Able Danger) to the FBI regarding other US
locations of known terrorist activity. Both Attorney General Janet Reno and FBI head Louis
Freeh were briefed on these other locations and the FBI did take action and make arrests based
on the information. The specifics of this remain classified.

9. After the attack on the USS Cole, was there any attempt to use the information Able Danger
had based its prediction on - either to investigate the attack, or to determine how they had been
S0 accurate - in order to replicate their efforts?

Yes - there was an “after action” forensic investigation and briefing of the Able Danger data,
which is still extant but highly classified.

10. Was Defense Intelligence Agency (DIA) terrorism intelligence analyst Kie Fallis, who
resigned in protest after the Able Danger warnings about the USS Cole were ignored, ever
involved with the Able Danger program in any way?

Kie Fallis’ superiors Bob Pecha and Greg Pruett were both aware of Able Danger since Shaffer
briefed them on the program in the spring of 2000. In addition, DIA official Cal Temple (who
worked Al Qaeda as a target) was aware and even made a visit to Garland, Texas to observe the
Able Danger project. The intelligence data being produced by Able Danger was shared with
Temple. It is possible he later shared this information with Fallis. Cal Temple, by his own
admission, was sent to “spy” on the Able Danger effort so that he could secretly get the
information for DIA and then learn the method and technology involved so that DIA could build
its own version. DIA did have Cal build a version in secret, since DIA officials did not want
SOCOM to know that they were creating a DIA model.

11. Others have said privately that the Cole attack had a “chilling effect” on anything related
to “warnings” after Fallis quit. Was this also true of the Able Danger team?

The Able Danger effort culminated in a two-hour briefing to the chairman of the Joint Chiefs of
Staff, which General Shelton now publicly acknowledges he received in January of 2001. It was
very clear that once General Peter Schoomaker departed as the Commander in Chief of SOCOM
in the fall of 2000, and Air Force General Holland took over, there was a diminution of focus and
priority on the Able Danger effort. The Able Danger team was disbanded despite the best efforts
of the team to continue the work and push to implement the offensive “options” that were
derived from the intelligence information.
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12. Did the correct prediction (in effect) of the Cole attack play any role, positive or negative,
in the discussions when the program was shut down only months later?

Nothing was ever said directly linking the “prediction’ of the Cole attack or its after-action
briefing with the demise of the Able Danger project. No one in Able Danger has a clear answer
as to why Able Danger was shut down - all they know is that they fought to keep it going and
lost.

13. After the Cole attack, did Able Danger make any further discoveries or predictions?

After the January 2001 briefing to General Shelton, the project was changed. There was no clear
“ending” - just a quiet and deliberate dismantling of the personnel and capability. As the project
was moved from Garland, Texas in January 2001 and dismantled, there was no opportunity to
continue to exploit the intelligence information. Therefore, there were no new predictions.

14. When did Shaffer’s last conversation with Scott Phillpott before 9/11 take place, when
Phillpott was “desperately” trying to preserve the data so that someone could use it, even
though Able Danger was being shut down?

The conversation occurred in the May 2001 timeframe. Shaffer was jogging outside the Pentagon
at the outdoor portion of the Pentagon Athletic Center. Phillpott called Shaffer on his mobile
phone to ask if he (Phillpott) could move the data to a clandestine facility in the area — one of
four under Shaffer’s control. This one in particular was used for other highly classified
intelligence operations and Phillpott had toured it before. Shaffer had already been directed by
Major General Rod Isler to “cease all support to Able Danger. ” Shaffer said that he’d love to let
Phillpott “use the facility” but felt that his leadership would say no. When Shaffer asked his boss,
Colonel Mary Moffitt, she not only said no but also began the process of moving Shaffer from
his leadership position to a “desk job” on the Latin America desk of DIA.

15. When were Phillpott and his team members reassigned to other work? Were they each
reassigned to different projects or was their unit assigned a new task?

Everyone went back to his “normal” job as Able Danger was disbanded - Able Danger was a
form of standing “Task Force”. There was some DIA leadership retaliation against the DIA
members of Able Danger, but that cannot be fully addressed until the DOD Inspector general
completes his current investigation.

16. Raytheon’s Robert Johnson has told Congressman Curt Weldon that data was transferred
to SOCOM, including data the Garland unit used to identify Mohamed Atta, separate from the
LIWA effort. When was this transferred and how much data was involved?

A new open Internet data run was conducted from about July to September 2000 - this consisted
of “spiders” doing whole searches and downloading of web based information, as well as the
integration of all available open sources of data. In addition, copies of the full DIA and NSA data
bases were moved by STRATUS IVY (Shaffer’s unit) to Garland, Texas - in essence the entire





LIWA capability was re-created from scratch and began to function in earnest in early September
2000.

17. While not physical cells, Able Danger identified five cells of Al Qaeda worldwide. Who was
identified as a member of which cells?

There were multiple data runs done with the technology, and cells were produced based on the
search criteria. The chart that contained Atta and the Brooklyn cell also contained a German cell,
a Mauritania cell, a Malaysia cell, and a cell in Yemen. The members on those cells would be on
the charts that were produced, but the charts are not available, at least at this point.

18. Did the network of centers originally used to raise funds for the mujahadeen fighting the
Soviets in Afghanistan have any relation to these cells?

There were connections to Afghanistan that the Able Danger team were targeting - this was then
and remains classified. This information has been provided to Congress in closed discussions.

19. Shaffer told the 9/11 Commission that Able Danger had identified “two of the three cells”
that carried out the 9/11 attacks. Which two of the three and who had the Able Danger team
identified with what cells?

Shaffer did not know the specific membership of each terrorist to each cell - he knew from his
work on Able Danger that the team had found two of the three cells - and the only name he
remembered after the 9/11 attacks was Atta (due to seeing his picture on the news and hearing
his name repeatedly.)

20. Was Able Danger a Top Secret code name, or was it just an operational name - which may
or may not have itself been classified?

There are three categories of “names” in the Pentagon - Able Danger was the unclassified
“nickname.” Codenames are different and they are classified - there are also “trigraphs,” which
are three letters that stand for a three letter classified program. Other codenames and trigraphs
were associated with Able Danger - but which ones and their names and associations are still
classified.
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[*1 SAXTON: The Subcommittee on Unconventional Threats and Capabilities meets
this afternoon in joint session with our colleagues from the Subcommittee on





Strategic Forces, to explore the U.S. Special Operations Command project known
as Able Danger.

This is an oversight hearing conducted by the two subcommittees of jurisdiction
with the goal of determining whether Able Danger represents a missed opportunity
to avert the tragedy of September 11. Our purpose is to find out what happened
and let members draw their own conclusions from the testimony presented.

The Able Danger story is complex. No single individual has first hand knowledge
of all the relevant events. The subcommittee is guided by our friend and
colleague, Curt Weldon, who has devoted much study to the issue, have invited a
wide range of witnesses to testify in both open and closed session. Each has a
piece of the narrative to relate.

As in any complex mosaic, no one had the benefit of the whole picture. | caution
the witnesses to tell the committees what they have first hand knowledge of, and
please don"t speculate about events of which they have no direct evidence. Even
though we have assembled many key witnhesses, some few have left government
service and have declined to appear for personal reasons. We reached out to
every relevant witness made know to us, so that we could hear all of the
evidence. We are, after all, the primary committee of jurisdiction for this
program and are ultimately responsible for its oversight. Members must decide
for themselves what to believe from the testimony presented today. There will
some inconsistencies. Having reviewed the totality of the evidence, | do not
believe that Able Danger represents a major blunder by SOCOM, the Army or any
presidential administration. Rather, 1 think it is yet another example of the
many pointed out by the 9/11 Commission and the federal government®s inability
to integrate intelligence information effectively and take appropriate action.

It is conceivable that Able Danger, if fully and aggressively pursued and
vigorously acted upon, could have provided key intelligence that may have
averted 9/11. It"s easy to say that today. With the benefit of clear hindsight
we can and have said the same thing about other missed opportunities. The 9/11
Commission report lists many across the federal government.

Put in proper perspective, Able Danger, despite its promise, was a new, untested
program just beginning to forge a niche in the intelligence community. At the
time the alleged chart with Mohammed Atta was produced, no Able Danger product
was used for operational purposes.

Unfortunately, it took the tragedy of 9/11 to drive home our inability to share
information among federal agencies. To our credit, we have acted to correct
these deficiencies by enacting the Intelligence Reform Act, creating a Director
of National Intelligence and establishing a cross-cutting National Counter-
Terrorism Center.

Further, the Able Danger project started by SOCOM in 1999 was brought to the
headquarters in Tampa and continues to this day, under a different name, thanks
to the farsighted leadership of General Pete Schoomaker. Far from being a sad
story, | think a critical examination of the facts show that the federal
government has made much progress, and that SOCOM in particular was astute
enough press ahead, even before 9/11/.

I would now like to turn to my co-chair, the chairman of the Strategic
Subcommittee, Terry Everett of Alabama, for his opening statements.





EVERETT: Thank you, Chairman Saxton. The Strategic Forces Subcommittee is
pleased to join the Terrorism Subcommittee in conducting today"s joint hearing
on Able Danger.

As a member of both the House Armed Services and the Intelligence committees, |
am keenly interested in data mining and its importance to our intelligence
community in conducting the war on terrorism.

At the offset, | believe it"s important to highlight the key objectives of this
hearing: to better understand the Joint Chiefs" tasking of Special Operations
Command in late 1999, to conduct an information operation campaign against al
Qaeda; the tools used by Able Danger team to map out the al Qaeda network and
how this information was shared.

I1*ve heard numerous reports that Mohammed Atta®s name was known before 9/11, but
I have not heard a definitive answer as to what significance his name and photo
might have had in warning the United States of an impending attack. Even if
Mohammed Atta®s name did show up in the Able Danger project, what was the
significance of this information to the intelligence communities? And 1 hope to
learn more on this today.

I also note that there®s an ongoing Department of Defense Inspector General
investigation associated with certain aspects of Able Danger. 1 know that we
will be careful to stay clear of matters that are subject to this investigation,
as well as ensuring that we avoid a discussion of classified material while in
open session.

To that extent, I would note that committee staffers who have looked at this a
number of months now, from time to time, will probably be advising me and the
chairman and our ranking members on certain aspects of SESTA (ph) material that
might cross over into the classified spectrum.

I also want to commend my colleague Curt Weldon for his interest and hard work
in this area. He"s certainly had the lead for some time in examining Able
Danger. 1 look forward to this informative hearing.

Thank you, Mr. Chairman.

SAXTON: 1 will turn now to the ranking member of the terrorism subcommittee, Mr.
Meehan.

MEEHAN: Thank you, Mr. Chairman, and thank you for your leadership in holding
today"s hearing.

This is a unique opportunity to reexamine our nation®s pre-9/11 security posture
and revisit the finding and recommendations to the bipartisan 9/11 Commission.
Today, we"ll receive testimony, as has been mentioned, about a specific
Department of Defense initiative called Able Danger -- one of many pre-9/11
efforts that attempted to assess the existence and then growing threat of
terrorism.

Some of these efforts were small or short in duration. Arguably, they were
disjointed, or perhaps uncoordinated. Still, they existed. And Able Danger is
but one example of our efforts.

By many accounts, Able Danger represented, at the time, the most innovative and
comprehensive analytical approach to the problem. The effort was an attempt to





improve our nation"s awareness and understanding of known terrorists, their
associates and any interconnecting relationships or networks. It has since
received considerable attention.

Without question, those involved in Able Danger and any other similar efforts
are to be commended for their service. On this point there should be no debate.
Members of the 9/11 Commission are also to be commended for their distinguished
efforts. Collectively, this bipartisan group has led our nation past the 9/11
tragedy in an effort to heal and correct and move forward.

The commission identified, correctly, a number of deficiencies in our overall
national security posture before 9/11. These deficiencies included a lack of
necessary security at key transportation nodes, a lack of imagination, a lack of
adequate information sharing among federal agencies, a lack of proper
coordination both here at home and diplomatically abroad.

I have pushed for adoption and implementation of the 9/11 Commission
recommendations and believe that this Congress must similarly address the more
recent recommendations of the 9/11 Discourse Project. 1 remain interested iIn
seeing them through and improving upon them, if necessary.

I look forward to today"s testimony, which 1 view as another opportunity to
improve upon our ability to fight the global war on terror, or the long war in
the days and months ahead. Overall, 1 hope that we can remember that we all
share a common ground and a common interest in our desire to prevent future
terrorist attacks upon American soil. 1 implore everyone to remember that this
is our most responsibility.

Thank you Mr. Chairman.

SAXTON: 1"d now like to recognize the ranking member of the Strategic Forces
Subcommittee, Mr. Reyes.

REYES: Thank you. And I want to thank both of you chairmen, Mr. Everett and Mr.
Saxton, for holding this joint hearing today of the Strategic Forces and the
Terrorism and Unconventional Threats subcommittees.

This hearing, as my colleague has said, provides the subcommittees a unique
opportunity to explore pre-9/11 intelligence gathering and the operational
planning against al Qaeda by focusing on the activities of the Able Danger
project. U.S. Special Operations Command created Able Danger in late fall of
1999 in response to orders from the chairman of the Joint Chiefs of Staff, to
develop a campaign plan to counter transnational terrorism.

Able Danger attempted to map the al Qaeda network as a way of preparing the
groundwork for operational planning against the terrorists. The mapping was
performed through sophisticated data analysis techniques, such as link analysis
and data mining.

We are here today because individuals associated with Able Danger have raised
issues about the restrictions placed on their efforts to map the al Qaeda
network in the pre-9/11 era. Among the issues that we will discuss today is
whether restrictions on collection of information on U.S. persons hindered the
creation and use of data based on these potential terrorists.

We will also hear testimony on the claim that Able Danger uncovered information
about Mohammed Atta, a picture and a potential relationship to the Brooklyn cell





that carried out the first World Trade Center attack, which was in early 2000,
prior to Atta"s arrival in the United States in June of 2000.

Finally, we will discuss the question of whether Able Danger could have
developed information about the 9/11 plot prior to the attack, if the project
had not been ended in late 2000.

As a member of the House Permanent Select Committee on Intelligence, 1 am
acutely interested in assuring that our nation®s intelligence professionals are
able to gather and disseminate information rapidly to effectively perform their
missions. Hopefully, the changes enacted by Congress through the Intelligence
Reform Act of 2004 have helped ensure that the United States does not suffer
future intelligence failures as a result of restricting information sharing. But
I will be listening carefully today to identify any additional structural
changes that should be made.

On the other hand, I want to remind us all that our intelligence community is
helping to protect a free society that safeguards our civil liberties. 1 am
hopeful that the testimony today can help us to better understand how to improve
intelligence gathering, the analysis and dissemination within the bounds of our
Constitution and our Bill of Rights.

With that, Mr. Chairman, 1 yield back my time.

SAXTON: Thank you very much, Mr. Reyes.

After consultation with the minority, I now ask unanimous consent that any
member of the House Armed Services Committee be allowed to participate in
today”s joint Terrorism and Strategic Subcommittee hearing, and be authorized to
question the witnesses.

Hearing no objection, so ordered.

Given the interest in the second -- given the interest in the hearing today and
the complexity of the issues to be addressed, and after consultation with Mr.
Reyes and Mr. Meehan, 1"ve asked further unanimous consent that each member of
the committee be allowed to examine the witnesses for a period of 10 minutes.
This replaces the five minute rule.

Hearing no objection, so ordered.

And I turn now to Mr. Everett.

EVERETT: Thank you, Mr. Saxton. 1 appreciate your work on this committee, and 1
listened carefully to both your opening statement and that of Mr. Meehan.

We"re going to back up for a moment. The chairman has advised me there's
something else he"d like to do at this point.

SAXTON: Let me introduce our first panel of witnesses for a motion for the open
portion of the hearing.

Dr. Stephen Cambone, Undersecretary of Defense for Intelligence; Captain Hal
Dronberger, formerly of the Joint Staff; Mr. Tom Gandy with the U.S. Army
Intelligence; and Commander Christopher Chope, formerly of U.S. SOCOM.

Mr. Secretary, do you want to have an opening statement at this point?





CAMBONE: Sir, 1 have one, but 1"m happy to follow Mr. Everett, or any other
member of the committee who might want to open with...

SAXTON: Why don"t you go ahead and proceed with your statement.
CAMBONE: All right, sir. Thank you.

You"ve already done me the kindness of introducing my colleagues here. And they
are here as people who joined together to conduct a review that the department
made on Able Danger.

You invited us here to talk about the planning activity known as Able Danger.
The review the department did came about as a result of a telephone call from
Congressman Weldon expressing his concern about Able Danger. And as a result of
that conversation, | did initiate within the department a review of what we did
or did not know about Able Danger.

And we felt an obligation to respond to Congressman Weldon and his concerns. We
have an obligation to the victims and the families of 9/11, to those who were
victims in the Cole bombing and their families, the East Africa bombings,
Khobar, and all of those who are currently engaged in the war on terror, to be
certain that we understood what happened with respect to 9/11 and to all the
other terrorist attacks.

And so, these people undertook a fairly lengthy review. The review involved more
than 90 DOD contract personnel, who spent an estimated 6,500 man hours
conducting document and data searches. They interviewed over 50 individuals,
interacted with members of this committee and other committees, as well as
staffs.

The review was conducted department-wide with the full cooperation of all the
relevant DOD organizations, as well as two contractor firms -- one called Orion,
which provided support to the Army"s Land Information Warfare Activity, or LIWA,
and a portion of Raytheon, which supported U.S. SOCOM activity from a facility
in Garland, Texas.

The review team was comprised of individuals from my office and the gentlemen
who are sitting here at the desk as the lead agents of that effort. None of the
people involved in the review here at the table had any first hand knowledge of
Able Danger.

Bottom lines up front. The review did not uncover a chart or charts with
information on 9/11 hijacker Mohammed Atta that predated the 9/11 attack, nor
did the review discover any data -- hard copy or soft -- that provided
information on Atta -- either his name or his picture or both -- prior to the
9/11 attacks. That said, we do not have any evidence to tell you definitively
whether such a chart existed or not.

The review did not find that the department deliberately failed to share Able
Danger information with the FBI. And the review did not find that the Able
Danger information was inappropriately destroyed. Rather, the destruction of the
Able Danger information, such as was done, was done In accordance with
regulation and procedure.

But what was Able Danger? 1 think it"s important that we take a moment on that
subject.





In late December of "98, as Mr. Reyes said, the chairman of the Joint Chiefs
identified a need to develop asymmetric capabilities to deter transnational
terrorist organizations. He believed that a comprehensive DOD strategy and
supporting campaign plan were needed to leverage DOD capabilities and enhance
interagency efforts against terrorism.

By October of "99, U.S. Special Operations Command was formally tasked by the
Joint Staff to develop such a campaign plan, and Able Danger was the
unclassified name for that project.

And it"s important here to distinguish between an effort to put together the
elements of a campaign plan and an operations plan. They“re not the same thing.

An operations plan would be that which an active unit would use for the purposes
of engaging the adversary. The campaign plan is the guidance, the direction, the
intent of the commander to go about one or more operations as part of an overall
campaign. So, Able Danger was an effort to put together a campaign plan.

The initial focus of the project was the identification and exploitation of
vulnerabilities associated with al Qaeda"s command and control infrastructure
and leadership and supporting organizations. And so, U.S. Special Operations
Command explored the use of analytic tools and methodologies available in that
timeframe, 1999 to 2000, that could assist it -- U.S. Special Operations Command
-- in identifying linkages and patterns in large volumes of data, and reviewing
those links and patterns against previous, known activities for indications and
warning of possible future activity.

A number of organizations were approached for the purposes of supporting this
effort. The Joint Warfare Analysis Center, or JWAC, which is still in operation
today down at Dahlgren, Virginia, was approached. And we are told that the tools
that were available to JWAC would not meet U.S. SOCOM"s needs, and so, U.S.
SOCOM moved on to find another supporting organization.

The Army®"s Land Information Warfare Activity, or LIWA, at Fort Belvoir,
Virginia, we are told had the capability desired by U.S. Special Operations
Command, and was approached for its support in the late "99 and early 2000
timeframe.

It was during that time that a company named Orion provided support to LIWA.
Orion, at about this time, produced pattern analysis and cluster analysis charts
in support of LIWA. We were told that Orion responded to specific requirements
from LIWA, and that Orion employees were not "read onto,' that is, given access
to the purposes of or much of the other information in the Able Danger area of
activity.

We"re also told that LIWA supported U.S. SOCOM and Able Danger with analytic
products for the period of roughly January through March of 2000. And later
we" 1l discuss the reasons why the Army no longer continue to work with LIWA
support and moved to another facility and another company, and that is the
Raytheon company in Garland, Texas.

But for the purposes of your hearing, Mr. Chairman, it was during the period of
LIWA"s support to SOCOM that we understand the chart that might have had Atta"s
name or his picture might have been produced.





So, now recall, the purpose of Able Danger was to develop a campaign plan. By
November of 2000, the Garland effort was terminated -- that is, the activity

with Raytheon -- and resources were shifted to the development of the actual

draft of the campaign plan. That is, for a period of about five months or so,
continuous effort was made to develop the tools.

But by the time we come to the end of 2000, we need the plan. And so, SOCOM
decides that it"s going to put its resources against developing the plan,
terminate the activity at Garland, Texas, and begins to draft the plan. That
plan, in the end, was rolled into a larger activity within the Joint Staff in
the early 2001 timeframe, and that larger plan has within it components that are
very much connected to the heritage of the Able Danger activity.

So, a handful of questions.
Did the department inappropriately destroy Able Danger-generated information?

We are told it was the LIWA intelligence oversight officer who determined,
during the course of a January through March timeframe, that LIWA support to
SOCOM, and that the data it had compiled, was not in compliance with DOD
intelligence oversight policies, specifically with regard to retention of U.S.
persons information. Additionally, the required Terms of Reference -- or TOR, as
we call them -- authorizing LIWA support to U.S. SOCOM was not in place in the
early 2000 timeframe.

LIWA had to develop procedures to deal with the U.S. persons information issue,
as well as put together a TOR. Those two -- the document, the TOR, which would
have provided for its authorization to support U.S. SOCOM, was not done until
well into the summer months.

As best we can ascertain, U.S. SOCOM had Raytheon, at the end of its effort in
November of 2000, take most of the data that had been generated at Raytheon, and
take it out of its system, essentially to purge it. A small percentage of
information, roughly about one percent of that developed at Garland, was in turn
transferred over to U.S. Special Operations Command.

So, where we are by the end of the year 2000 is that, information that had been
generated at LIWA runs up against the concern about U.S. persons information
being stored improperly, as well as having the authority to do the operation for
the Army.

In terms of dealing with the U.S. persons data, again, 1"m told that it was
intermingled with the rest of the data in LIWA"s files, and very difficult to
pull apart. So, when the information in LIWA®"s files are destroyed on U.S.
persons, so, too, is the rest of the related information.

Was there any information developed at LIWA, or elsewhere, that produce unique
information on Mohammed Atta prior to 9/117?

Of the approximately 50 persons interviewed by the team, Five people recalled a
chart containing the picture and/or name of Atta. Orion produced link charts --
and that was told by those people to those here at the table, right -- Orion
produced link charts derived solely from open source information, and Orion®s
charts included photographs of terrorists. We were told that LIWA, itself, did
not produce the photographs that were placed on those charts.





Three Orion personnel, knowledgeable of Orion products provided to LIWA, have
told us that they were certain that the charts they provided to LIWA did not
contain a picture or a reference to Atta or any of his aliases.

In addition, these personnel told us that an al Qaeda chart was provided to
LIWA, but only as an example of the capability that Orion could bring to the
project. The chart was originally prepared for use iIn a training course on
counterterrorism analysis.

We were told that Orion provided the chart on al Qaeda on October 21st of "99,
without any supporting data; that is, additional analysis would have been
required to validate the individuals and associations depicted on the chart.

The review team could not identify the precise data sets that were used for data
searches and nodal analysis during the time of Able Danger. That is to say, we
didn"t discover the chart, nor have we discovered the data sets.

We attempted to see if we could not recreate a chart with Atta®s name or picture
on a chart using contemporary tools and contemporary databases. And toward that
end, the Army"s G-2 -- its intelligence organization in the staff -- directed
INSCOM -- one of the organizations within the Army -- to conduct searches
against open source information with emphasis on the November "99 to May 2000
timeframe; that is, the timeframe, bracketing the timeframe, at which it is
thought a chart with Atta"s name and/or picture might have been produced.

Those searches were conducted on the 20th and 21st of August 2005 by the
Intelligence Information Services offices at INSCOM, and by the National Ground
Intelligence Center. A large volume of data was searched by multiple search
engines running against 14 government and commercial data stores. We did not in
that effort discover information, that is to say, the name with the picture of
Mohammed Atta that would have come up in the way it has been described.

U.S. SOCOM also conducted searches against an extensive repository of
information, including what information from Able Danger had been previously
transferred to U.S. SOCOM"s Garland facility, and they didn"t discover, again,
information of the kind in question.

We then asked Orion, the company which produced open source analysis support to
LIWA, to conduct a search of its files. Orion reported that its search did not
uncover a chart with information on Atta or any data that might have produced
it.

However, we did discover a chart during our recent data searches that was dated,
as of May 1999, and produced by Orion, that was similar to that described by
Captain Scott Philpot. It is a fact that that chart bears the photos and names
of Mohammed Atef and Mohammed Ajaj, but not Mohammed Atta.

That is a fact. It is not dispositive, merely a fact, that that is what the
chart provided.

At least one of the individuals will tell us that he saw a photo of Atta on the
chart for Able Danger in early 2000, described it as grainy, and not the one
used in the famous Florida drivers license that was flashed in all the
newspapers after 9/11.

The review team attempted to track down the existence of such another photo.
Because Orion produced the charts with the photos, the teams interviewed the





individual who was the chief executive officer of Orion at the time Able Danger,
and he told us that Orion did not purchase such a photo. He said that the only
photos of Atta in Orion"s possession were obtained after 9/11.

So, did the department then fail to share Able Danger-related information with
the FBI1?

It has been said that during the Able Danger period three meetings with an FBI
agent had been arranged, or were in the process of being arranged, in September
of 2000, for the purposes of sharing Able Danger information, and then cancelled
by SOCOM officials out of misplace concern over intelligence sharing protocols.

The FBI agent said to be involved did not corroborate those claims to our review
team. And in response to questions posed during the Senate Judiciary Committee®s
September 2005 hearing, the Department of Justice denied such claims in a letter
to the Judiciary Committee.

We found no reason to believe that U.S. SOCOM leadership, or anyone from the DOD
legal community, prohibited or prevented the sharing of Able Danger information
with other federal agencies.

U.S. SOCOM, in fact, set up a classified chat room to further interagency
coordination and break down existing stovepipes. It was designed so that any
agency could enter anonymously to discuss issues without having to lay out any
internal information. We were told that the chat room was not actively used.

U.S. SOCOM leadership at the time of Able Danger have said that they were aware
of the legal and regulatory guidelines that govern intelligence gathering and
dissemination, and these guidelines would not have prohibited the exchange of
information on suspected terrorists, nor the retention of U.S. persons data that
met appropriate criteria.

In fact, Mr. Chairman, it turns out that during the period when operations were
taking place in Garland -- this is later in 2000 -- information on U.S. persons
was, In fact, developed. And they had in place the proper terms of reference and
guidelines and procedures. Steps were taken to assure the retention of that data
on U.S. persons.

And, in fact, when the data was transferred to Garland to U.S. SOCOM, some or
all of the information that had been gathered on U.S. persons at Garland was, in
fact, transferred to U.S. SOCOM. So, we knew how to deal, my point is, with U.S.
persons data.

The department has the authority to deal with U.S. persons data, and I will not
give you all the citations. But, again, attorneys from the office of the DOD
general counsel, the Joint Staff, the Army and U.S. SOCOM all were involved in
providing legal advice and guidance during all the stages of Able Danger.

Now, another question that has been raised is, was the department responsive to
9/11 Commission®s request for information?

One of the individuals closely involved with the Able Danger program, discussed
Able Danger with several 9/11 Commission staffers during an October 2000
commission staff trip to Afghanistan. That discussion resulted in two subsequent
commission requests for specific Able Danger documentation in November of 2003.





The department conducted document searches and provided a number of documents to
the commission in response to these requests between December of "03, and
February of "04. The documents provided to the commission included several
briefings, which contained nodal analysis charts or diagrams. None of those
charts contained references to Mohammed Atta or any of the 9/11 hijackers.

In July of 2004, as the commission was nearing its completion, another
individual came forward within the department. He said that he had seen, early
in 2000, an Able Danger-produced chart that depicted suspect al Qaeda networks
and that identified Mohammed Atta. And this person came to my staff. | was
responsible for supporting the 9/11 Commission®"s work within the department.

This person asked to meet with the 9/11 Commission staff to share that
information, and that meeting was subsequently arranged by the department. The
department did respond to all commission requests for information. No DOD
documentation on Able Danger, responsive to requests, was at any time withheld
from the commission.

It is true that in the course of this more recent review, we have indeed
unearthed additional documents related to Able Danger. These documents were
found, 1 must say, with some considerable effort, only because they were filed
and misfiled and in a place where they weren"t easily gotten to, not because
they were being hidden.

And some of these documents would have been responsive -- may have been
responsive to the commission®s information requests. And they were generally
consistent with DOD documents already provided to the commission, however. And
none of these documents added information substantively different than that
provided to the commission.

So, Mr. Chairman, with your patience, 1"1l summarize.

The department undertook its recent review of Able Danger in good faith, and
with due diligence. No chart or charts with Mohammed Atta®s name or photo have
been found.

No data sets that contain such information have been found -- that is to say,
dating back to the period in interest -- nor were we able to create such data
sets when we went through the search in the 2005 timeframe.

It is true that material associated with Able Danger was purged from various
systems. But in each case, we believe that it was done consistent with standard
policies.

The FBI has denied that meetings were scheduled, or in the process of being
scheduled, to pass data to it from Able Danger.

And DOD was responsive to the 9/11 Commission®s information requests.

We have briefed members of this committee previously on the review. We have also
briefed the staffs of the HPSCI, the HAC-D, the SSCI and the Senate Judiciary
Committee, as well.

You, here on this committee, or any of the other committees, are welcome to any
documents that we have on the subject that are not currently restricted by any
ongoing legal proceedings.





The individuals here with me today are prepared to answer your questions on what
they discovered in the course of the review. It"s important that I point out and
remind, Mr. Chairman, as you have, that the DOD Inspector General has an ongoing
formal investigation into Able Danger. And he is also investigating the
circumstances surrounding the case of one of the individuals involved with Able
Danger.

The 1G"s office -- the DOD 1G"s office -- has informed me that its investigation
on both subjects is expected to be completed in May of 2006. Should any new
information come to light, we will share this with you and any of the other
committees.

Several members of this committee have visited one of the centers, or more, that
engaged in the kind of activity that was conducted by the people engaged in Able
Danger. It"s an impressive capability, as Mr. Reyes has said. And to those
members who have not yet had the opportunity to visit either center, | recommend
a visit in the near future.

And 1 would be remiss in closing if I did not point out that the early days of
these efforts would not have born the fruit that they have without the support
that Congressman Weldon and this committee have given to those efforts. And for
that, we"re appreciative. Mr. Chairman, we stand ready to answer what questions
we can.

SAXTON: Thank you very much, Mr. Secretary. 1 understand that your colleagues at
the table are there for the purposes of answering questions.

CAMBONE: Yes, sir.

SAXTON: And they do not have opening statements?

CAMBONE: They do not.

UNKNOWN: Mr. Chairman? Mr. Chairman, | have a question.

SAXTON: Ma®"am, we"re going to go in regular order here. We"ll get...

UNKNOWN: 1 understand that. But my question is a parliamentary inquiry, Mr.
Chairman.

SAXTON: What"s your inquiry?

UNKNOWN: 1 would like to know if we"ll be allowed to offer opening statements
for the record.

SAXTON: IFf you"d like to offer an opening statement in writing for the record, |
see nothing wrong with that.

UNKNOWN: Thank you, Mr. Chairman. And also, does that include questions for the
record?

SAXTON: Sure.
UNKNOWN: Thank you, Mr. Chairman.

SAXTON: Mr. Everett?





EVERETT: Well, thank you, Mr. Chairman.

I am a -- let me do a couple of things Ffirst, housekeeping here. Since the FBI
is not represented, 1*d like unanimous consent to enter into the record a letter
from the Department of Justice in response to Senator Specter®s query to FBI
Director Mueller concerning Able Danger; and a letter to Senator Specter and
Senator Leahy from the former Senator Slade Gordon of the 9/11 Commission,
concerning the same Able Danger information.

SAXTON: These orders will also be entered into the record without objection.

EVERETT: I listened carefully to the opening statements of you, Mr. Chairman,
and of our ranking members. And I was really impressed with the lack of
knowledge that we have concerning Able Danger -- the committee has -- concerning
Able Danger.

However, | would also point out that there®s one member of the House Armed
Services Committee who is very close to this issue. And so, at this time, 1°d
like to yield my 10 minutes of questioning to Mr. Weldon for his own use --
Curt.

WELDON: 1 thank the gentleman for his time, and thank the witnesses for coming,
and 1 thank Chairman Hunter who is ill today and could not be, for scheduling
this hearing, and also for his request to initiate the IG investigation of the
treatment of witnhesses who simply came to tell the truth.

We are at a point In time where one of our witnesses today was within two days
of having not only his classified status removed, but having his personal pay
and his health care benefits for his kids removed, and put on a status that Mark
Zaid, his attorney, said he"s never seen before, where he was persona non grata.
But yet, he couldn®"t talk to Congress or the media.

That"s been corrected with the help of Gordon England -- 1 thank him for that --
and Secretary Rumsfeld. Because of their intersession, along with the new
director of DIA, to allow for a thorough investigation of the treatment of
Lieutenant Colonel Shaffer and others to proceed forward.

I want to thank Dr. Cambone for coming in. He was the first one 1 called
officially when this story broke in the "New York Times.”™ And as you remember,
Dr. Cambone, when you came in you said to me, congressman, you know more about
this program than I do. And you don"t refute that statement, do you.

And you said that, because it was the Congress and this committee back in 1999
and 2000 that was aggressively pushing the prototype that the LIWA had
established at Fort Belvoir, that we were all so impressed with. In fact, it was
on November 4, 1999, at the suggestion of then Deputy Secretary of Defense John
Hamre, that we convened a meeting with the deputy director of the FBI and the
ClIA, using the LIWA model, to propose a national collaborative center, that
would have used open source data which the CIA wasn®"t using then, as well as
classified information from 33 agencies, when the president and commander and
chief decided such information was wanted to basically assess emerging
transnational terrorists threats.

The CIA, two years before 9/11, said, we don"t need that. We"ve put language in
three successive defense bills, in spite of that, calling for a national
collaborative capability. Prior to 9/11, we didn"t have that capability, and we
were hit.





But it wasn"t until May of last year that 1 find out not only what the LIWA was
doing, but the specific work of Able Danger. When I found out that the military
intelligence officers, who we"ll hear from today -- and I encourage the members
to stay for the classified portion, because you"ll hear from some members, or
some people, who are very concerned about their testimony as it would affect
their careers. And there are others that are not even here that have similar
concerns.

And they will testify, with no ulterior motive, not only did Able Danger
identify Mohammed Atta by name and by face, we"ll have a witness today who will
testify how they purchased the photograph of Mohammed Atta, but they will also
testify that the identity of the Brooklyn cell -- one of five cells they focused
on -- had four of the terrorists, and that September of 2000, there were
attempts made to transfer that data to the FBI, to the Washington field office.

Now, Dr. Cambone has stated there®s a letter from the FBI | would also share
with you, working closely with the Senate Judiciary Committee, that there are
two other FBI agents who also have information about scheduling of meetings. 1
can tell you that we"ll have testimony that there were meetings that were
attempted to be set up to transfer the data in September of 2000.

Contrary to what the current FBlI says today, those FBI employees that Senator
Specter knows full well the identity of, will, in fact, be asked to give
statements, as well as the woman who had contact with one of our witnhesses today
in scheduling those meetings in September of 2000.

Now, why is this story important? Well, the 9/11 Commission called Able Danger
historically insignificant -- not even a mention, not even a footnote -- even
though the chairman of the Joint Chiefs has announced publicly that he was the
one that authorized this program of approximately 20 top intelligence officials.

The FBI director at the time, Louie Freeh, in a nationally televised interview
on "Meet the Press," said that, iIf he had had the Able Danger information, that
that was the type of actionable intelligence that may have allowed the FBI to
prevent 9/11 from ever occurring.

Well, that"s pretty significant to me. I lost some good friends in 9/11. The
chief of all rescue for New York City Fire Department, Ray Downey, who was the
one who convinced me to introduce the legislation creating the Gilmore
Commission, was killed, because he was directing the rescue of the 70,000 people
from the Trade Center complex.

The 343 firefighters from New York, many of them 1 knew personally. One of the
pilots of one of the planes, who was a former Navy pilot, was a neighbor of
mine, Michael Horacs (ph). He went to the same university that | did. He had his
throat slit. He left behind a wife and two Kids.

When 1 support the 9/11 Commission, both with my vote and my voice, 1 thought we
were going to get a full, complete analysis of what we knew before 9/11. How can
you call a top secret planning program, put into place by the chairman of the
Joint Chiefs, operating for two years at a number of separate locations, which
the FBI director in October of last said could have prevented 9/11 from ever
occurring?

And I would have hoped that we would have had a thorough and unbiased
investigation. In fact, when 1 met with Dr. Cambone 1 said, Steve, 1”1l give you





all the witnesses that have come to me. But 1 want you to tell me they"re not
going to have their careers threatened. Well, that didn"t happen. | have told
Dr. Cambone that. 1"m not going to get into the specifics today. He knows who
1"ve mentioned to him in the past. And he knows that it"s been multiple people,
who have had threats to their security clearances, who have had concerns raised
by bureaucrats who were working in the agencies back in "99 and 2000, who are
still there today.

Am 1 alleging some cover-up by this administration? No. This is a good news
story. The Army had it right. The LIWA had the right model.

But I can tell, the testimony"s been a little disingenuous. Over on the Senate
side, when Arlen Specter had the hearing, an employee of yours, Dr. Cambone, who
is in charge of intelligence, one of your undersecretaries, testified that he

was aware that all of the intelligence, or all the information from Able Danger
in fact had been destroyed, and that it was done legitimately.

You"re today acknowledging that there was additional information at the Garland
facility. Is that correct?

It was equal to or more than what was available at LIWA.
OK. Well, the people.

UNKNOWN: Mr. Chairman, could these responses -- could you speak into the mike,
please?

CAMBONE: 1 was asked if the information at Garland was equal to or greater than.
I don"t know the answer to that. It would have been perfectly possible at
Garland to have generated the same data that was at LIWA.

WELDON: Did you talk to the director of the Garland facility?

CAMBONE: 1 have not talked to these individuals. The people here at this table
are the ones who did the interviews.

WELDON: Which one of you talked to the director of the Garland facility? Which
one of you?

Do you know his name?
CAMBONE: We talked to Captain Philpot...

WELDON: No. That"s not the director of the Garland facility. Scott Philpot ran
the Able Danger linkage with LIWA.

Who ran the Garland facility that you just referred to? Do you even know his
name? Do any of you?

CAMBONE: Just -- well, 1 don"t have his name, sir.

WELDON: Do any of you have the name?

CAMBONE: Apparently, the people here don"t have his name. WELDON: Mr. Chairman,
the director of the Garland operation run by the Raytheon Corporation, which you

referred to in your testimony extensively, was Dr. Bob Johnson, the son of Sam
Johnson, honored POW congressman from America.





None of these people have even talked to Dr. Bob Johnson. Dr. Bob Johnson has
told me iIn personal interviews I"ve had with him, that the information at the
Garland facility was more extensive than what was available at the LIWA.

Let me ask this question. Has all of that data also been destroyed?

CAMBONE: 1 was told that what was transferred was a fraction of the data that
was there, and not all of it.

WELDON: 1Is there any data still in the LIWA files, prior to 9/11 information?

UNKNOWN: Not that we"re aware of, sir. We"ve had LIWA search extensively. In
fact, we had the chief analyst from LIWA search. That person went and searched
all the F drives where all the Able Danger had been destroyed -- or had been
stored -- and he could not find any of that data at all.

WELDON: Will you acknowledge that. ..

UNKNOWN: So, what we"ve told is that the data that was at LIWA had been
destroyed. And we also interviewed the people who assisted in the destruction of
the data at LIWA.

WELDON: Will you acknowledge that two or three weeks ago you found a file with
LIWA-based Able Danger information in it? That was overseen -- the removal
overseen by a general. Will you acknowledge that?

UNKNOWN: I*m unaware of that, sir.
WELDON: Are you aware of that, Dr. Cambone?

For the record, Mr. Chairman, I will provide the information with the date and
the time certain, that LIWA information was found in a file cabinet as recently
as three weeks ago.

Now, you"re saying there®"s no data available to LIWA.

In the record 1 want to enter the fact that, as recently as two weeks ago, 1
have met with an official who has actually done data runs for me on pre-9/11
data. That individual has identified the following.

He"s come up with over 800 hits of the name Atta, using pre-9/11 data. He"s come
up with five specific hits of the name Mohammed Atta, spelled M-O. He"s come up
with three specific hits of the name Mohammed Atta, using M-U. He"s come up with
five specific hits of Mohammed Atef, as opposed to Mohammed Atta, as well as a
number of other hits.

This is done in the last month by a current employee using pre- 9/11 data that
you"ve just testified was all destroyed.

CAMBONE: No, no...

WELDON: Mr. Chairman, 1 can®t go through all of the questions | have in this
hearing. But 1 hope just these brief interludes will show the fact that there-"s
been no investigation, there"s been no analysis -- by the 9/11 Commission or
anyone else.





CAMBONE: Mr. Chairman, if I may, a question for Mr. Weldon. Did you say that the
data for those hits was taken out of the LIWA information? Or it was based on
data from the "99-2000 timeframe?

WELDON: 1 don"t want to say where it"s from, because 1"ve seen what®"s happened
to other -- but I have the name of the individual who did the runs for me. And 1
can tell you it"s pre-9/11 data that still exists, that"s able to be run through
with these hits.

SAXTON: The gentleman®s time has expired.
Mr. Meehan?
MEEHAN: Thank you, Mr. Chairman.

Secretary Cambone, based on the department®s review of Able Danger, what do you
think are the greatest overall benefits of the project? And what have we
learned? What have we gained?

CAMBONE: Sir, 1 think what they accomplished is quite significant in terms of
demonstrating the capacity to use open source data, as well as the techniques
they developed for use on classified data, for pulling out relations -- because
that"s what they do -- and giving analysts the information that they can use to
help to develop a case for any, for a variety of reasons.

So, it was a significant effort, and one to be applauded.

MEEHAN: Conversely, what are the significant drawbacks or reasons for concern as
a result of the effort?

CAMBONE: Sir, the concerns are those that have been expressed a variety of times
over the last few years on the question of whether or not, in going through
particularly open source information, care is taken to make certain that
information that is inappropriately collected -- because, remember, this is an
effort to search names and dates and relationships -- that may be
inappropriately collected, not be used inappropriately.

And so, we have in place, in the department and elsewhere through the
government, the kinds of regulations that are meant to prevent that from
occurring. And 1 believe that they are effective and are functioning properly.

MEEHAN: Mr. Secretary, in Mr. Shaffer®s prepared testimony, he refers to a
meeting with you at some point between January and March of 2001.

Do you recall such a meeting?

CAMBONE: 1 don"t recall having a meeting with Mr. Shaffer. 1 do recall having a

meeting -- well, actually, two. But 1 think the one we"re talking about is one
with Admiral Wilson, who was accompanied by a number of people, and one of them
may well have been Mr. Shaffer. 1 can"t attest to that. 1 just don"t recall it.

MEEHAN: But you don"t recall the subject of the meeting or the meeting.
CAMBONE: 1 recall the subject of the meeting, and it was not...

MEEHAN: What was the subject?





CAMBONE: My recollection, sir, is, it was not this. And if you"d like me to tell
you what it was later, I"m happy to do that in a closed session.

MEEHAN: OK. Mr. Chairman, 1 would like to yield my time to the gentleman from
Pennsylvania -- the remainder of my time.

WELDON: Following up on the gentleman®s questions, that meeting that was held,
Dr. Cambone, was on a program to attempt to rescue Scott Speicher, was it not?

CAMBONE: Mr. Weldon, I"m not going to answer questions about that meeting in an
open hearing.

WELDON: Well, you just said who was there. You said Admiral Wilson was there.
CAMBONE: I said Admiral Wilson...

WELDON: Was there a lawyer there?

CAMBONE: Sir, 1...

WELDON: A lawyer from DOD by the name of Shiffrin?

CAMBONE: I don"t recall if Mr. Shiffrin was there.

WELDON: You don"t recall, but you know who Mr. Shiffrin is.

CAMBONE: 1 do.

WELDON: Mr. Shiffrin was the key consultant to the Garland facility on what
could or could not be maintained in terms of data that was collected.

CAMBONE: He was a member, as | recall, of the general counsel®s office, who was
charged with oversight activities for intelligence.

WELDON: And he was also at that meeting in the Ffirst quarter of "01. Mr.
Chairman, this is not about finger pointing. It"s simply about letting the
American people know what we knew before 9/11. The people who did Able Danger
came to me nine months ago with recommendations for a new technology through the
Office of Naval Intelligence called Able Providence.

We cannot learn how we can prevent the next attack if we don"t really understand
what happened in the past. And if there are people at the bureaucratic level who
are fearful of being embarrassed, because of what they did not do or what they
didn"t act on -- this iIs not about embarrassing people. It"s about understanding
what occurred.

I accept the fact that Congress didn"t do its job before 9/11. And 1 accept the
fact that 1"m part of the responsibility of bearing that blame.

But for the life of me, 1 can"t understand the difficulty in simply trying to
allow these military professionals to tell their story. And you®"re going to hear
them, Mr. Chairman. You®"re going to hear some of them publicly, and you"re going
to hear a more dramatic testimony in the closed session.

I don"t know what®"s going on here.





We"re going to listen to Dr. Zelikow testify, and he did an interview -- he was
the staff director of 9/11 -- he did an interview last week, supported by the
9/11 Commission, where he said he never met Tony Shaffer.

But when Tony Shaffer testifies here, he"s going to present Zelikow"s business
card. Well, what did he do, go out and buy 1t? Zelikow gave him the business
card in Bagram when he met with him and briefed him on Able Danger.

What®"s going on here? Is this a massive effort to deny reality?

Let me ask you a question, Dr. Cambone. Do you believe, as the 9/11 Commission
did, that Able Danger was historically insignificant?

CAMBONE: Sir, 1 can"t speak for the 9/11 Commission.
WELDON: No, I didn"t you. Do you believe that it was historically insignificant?

CAMBONE: 1 think that the Able Danger people did a service to the country. 1
have done my best, sir, to find the information. If it"s there and you can -- if
we can find it, produce it, bring it forward, 1"m happy to do that.

Did they perform a service? They most certainly performed a service. There®s no
one here who"s denying that they were doing useful work.

In fact, the work was so useful -- might I remind the committee -- that having
difficulties getting it up and going at LIWA, they moved it to Garland. Having
learned at Garland what it was capable of doing, they picked it up and moved it
to Special Operations Command. Having moved it to Special Operations Command,
they have continued to develop that capability, and it is today a powerful
instrument in the war on terror.

So, Mr. Weldon, there is no one here who denies that the work that was done was
important. There is no one here who is looking not to bring the information
forward. We simply haven®t found it.

WELDON: Well, Steve...
CAMBONE: Bring it forward -- I"m happy to put it on the table.

WELDON: Dr. Cambone, are you aware that on a flight to Mexico earlier this
calendar year, Butch Willard from your staff was speaking rather publicly to a
person sitting next to him, who happened to be a retired intelligence officer
who knows Colonel Shaffer, who will come forward with a signed affidavit that
your office was trying to kill this whole story, and that Colonel Shaffer®s
story had no credibility?

Are you aware that that was a statement by Butch Willard? And we have a signed
affidavit coming from the woman who was sitting there.

And how do you feel about that? When we"re talking about supposedly having an
open process of getting the facts out, that one of your employees -- | assume
Butch Willard®"s on your staff.

CAMBONE: He is.

WELDON: He sat on a plane next to a person and babbled this out. And the person
he babbled it to is giving a signed affidavit to what he said to her.





CAMBONE: Mr. Weldon, 1I...

SAXTON: Excuse me. Let me just interrupt for a minute. We"re going to have a
closed session following this session. And 1 would just like to ask the
gentleman from Pennsylvania, Mr. Weldon, if he would hold this line of
questioning till that time.

WELDON: Sure. 1711 be happy to.

SAXTON: Thank you.

WELDON: Thank you, Mr. Chairman.

SAXTON: Mr. Reyes?

WELDON: I didn"t think my time is up yet.

SAXTON: I"m sorry.

MEEHAN: 1 yield to the gentleman whatever time | have.

WELDON: The 9/11 Commission, when the three, including Zelikow, went through
Bagram and met with Colonel Shaffer, were told about Able Danger. And you"re
right, 1 have verified the same thing you have, that there was requests for
information, and you gave them.

Zelikow told Tony Shaffer -- and he"ll state that himself in a few moments --
that they were very anxious to meet with him when he returned from active duty.

When he came back, the 9/11 Commission refused to meet with him. We"re going to
ask Dr. Zelikow why he refused to meet with him, and what the purpose was.

It wasn"t until -- they didn"t do any interrogation of any of the 9/11
principals. And 1"ve talked to all of them. The 9/11 Commission, which maintains
that it investigated this, did not talk to one of the principals.

The only two they talked to were the two who voluntarily went to them -- Colonel
Shaffer and Commander Scott Philpot. When Commander Scott Philpot was
interviewed by Dietrich Snell, Dietrich Snell"s response to him was, what do you
want to do with this information now? We"re two weeks away from our report being
filed.

This committee -- and 1 applaud counsel for this committee -- asked Dietrich
Snell to testify. His boss in New York, Eliot Spitzer, denied Dietrich Snell”s
ability to testify before us, so that we can ask him, we could ask him under
oath why he, in fact, decided not to brief the commissioners.

I don*t think the commissioners did anything to basically deny this story. 1
think it was a staff level decision, and that"s something we ought to try to
find out why.

And 1 do acknowledge what you®ve said about the capability. And we support that.
But I would also say, you know full well, Dr. Cambone, the reason the LIWA

facility was shut down was because they had done a profile of a Chinese
proliferation capability that potentially would have embarrassed some high level





people in this country. That"s when the Army basically was told to shut down
LIWA.

And General Schoomaker, who wanted to keep the capability, stood up a separate
operation at Garland with Raytheon. He didn"t want to lose the capability.

But it"s amazing to me that we can say that we"ve done a thorough job of
investigating this, when none of you even know who ran the Garland facility. And
he"s a son of a congressman, a Ph.D. who is an outstanding expert, who actually
wrote the draft of the letter that 1 sent encouraging the development of a
national collaborative center in 1999. That letter was drafted by Dr. Bob
Johnson.

My only point is, all I want is us to get at the truth. There"s no attempt here
to embarrass anyone; it"s to know what happened.

And 1 would also ask you, Dr. Cambone, have you, in fact, talked to any of the
witnesses about information that Able Danger had relative to the Port of Aden in
Yemen, two weeks and two days before the attack on the USS Cole?

CAMBONE: 1 did not, but my colleague did.

CHOPE: Sir, in the days preceding 12 October 2000, which was the day the Cole
was attacked in Aden harbor, one of the intelligence analysts assigned to the
Able Danger effort began to get what he calls gut feel that things were going
awry in Yemen; he didn"t have any hard intelligence.

He asked then Commander Scott Philpot if that could be briefed at a high level
briefing that took place on 10 October, during a VIP visit to the Garland
facility, and it was.

To the best of our knowledge, and through the course of our interviews, that
information was not of actionable quality. It was not of predictive quality. It
was a general feel and a general beginning of bad things, for lack of a better
way to put it, in Yemen in general, sir.

WELDON: 1 would ask my colleagues to sit here for the testimony in the closed
hearing on that issue, and to realize that a naval officer®s career has been put
on hold by one of our Senate colleagues.

When that naval officer -- who I"ve iInterviewed and many of you have met -- had
three options on that day. He could have refueled the ship at sea. He had two
other harbors. 1f he would have had any indication that there was a problem with
Aden iIn Yemen, he would not have gone there. He was never given that
information.

We"re playing with a man"s career, and we"re playing with the loss of 17
sailors® lives. Some of those families are out iIn the audience today.

We owe it to these people to fully understand what we could have done and what
we need to do for the future. And that"s what this hearing is all about.

SAXTON: The gentleman®s time has expired.
Mr. Reyes?

REYES: Thank you, Mr. Chairman.





And 1 know my good friend from Pennsylvania believes in when he says that we"re
trying to get at the truth. And that®"s exactly why 1 think it"s important that
this information not only be provided, but be part of the record.

I"m told by members of the staff that they, in fact, interviewed Bob Johnson.
And 1 have copies of the -- or actually, the original notes here about that
interview.

And I was wondering, Mr. Chairman, is it possible to either enter into the
record their notes, or maybe have them write up a report on the interview with
Mr. Johnson? Which would be preferable, so it would be part of the record?
SAXTON: Ask Dr. Cambone to enter into the record...

REYES: No, no. No, these are two of our staff members that actually interviewed
Mr. Johnson, Bob Johnson, who I"m told was in fact, at least from what 1 can
tell from the notes, was not running the facility in Garland, but was there in
some capacity working for Raytheon. That...

SAXTON: 1"m told by counsel...
WELDON: Would the gentleman yield?
REYES: Yes.

SAXTON: 1"m told by counsel there"s absolutely no problem in entering those
notes into the record. Objection?

WELDON: 1 don"t have objection, but I would prefer that we get Bob Johnson up
here to talk to him. I"ve interviewed him with my staff in the office. And I
think we ought to get him up here, and we ought to have a conversation with him.

SAXTON: You want to make your unanimous consent request?
REYES: Yes. 1 would ask unanimous consent to enter this into the record.
SAXTON: Without objection.

REYES: And we"ll -- in deference to the request by my friend from Pennsylvania,
are we going to bring him up and interview him? Or how is that going to work? Or
is that going to take place?

SAXTON: 1 believe, if there are future hearings, that"s a possibility.
REYES: OK. Thank you, Mr. Chairman.

I also would like a unanimous consent to enter into the record a statement from
Governor Kean and Mr. Hamilton on Able Danger, because | think It speaks to one
of the issues that my friend from Pennsylvania was talking about. And 1°d just
like to read a small portion of it, if I could.

It says, on October 21, 2003, Philip Zelikow, the executive director of the 9/11
Commission, two senior commission staff members and a representative of the
executive branch met at Bagram Air Force Base, Afghanistan, with three
individuals doing intelligence work for the Department of Defense. One of the
men, in recounting information about al Qaeda®s activities in Afghanistan before
9/11, referred to a DOD program known as Able Danger.





It goes on to explain that that program was now closed, and talks a little bit
more about all the information there. But it goes on and it says, as with other
meetings, commission staff promptly prepared a memorandum for the record. The
memorandum prepared at the time does not record any mention of Mohammed Atta or
any of the other future hijackers, or any suggestion that their identities were
known to anyone at DOD level before 9/11. Nor do any of the three commission
staffers who participated in the interview or the executive branch lawyer recall
hearing any such allegation.

But the interesting part here that 1 find significant is, while still in
Afghanistan, Dr. Zelikow called back to the commission headquarters in
Washington and requested that staff immediately draft a document requesting --
draft a document request -- seeking information from DOD on Able Danger. The
staff had also heard about Able Danger in another context, related to broader
military planning involving possible operations against al Qaeda before 9/11.

That"s in this document. My question...
WELDON: Will the gentleman yield on that point?
REYES: I will.

WELDON: Would you include in your unanimous request an inclusion of an interview
with Dr. Zelikow, just on February the 10th, where he said -- and 1 quote --
"never briefed about Able Danger while in Afghanistan,' which appears to me to
be In direct contradiction to what my friend, and gentleman, just said?

REYES: Absolutely. 1711 be glad to.
WELDON: Thank you.

REYES: And the reason I read that was because | wanted to ask Dr. Cambone,
relative to this statement, the staff had also heard about Able Danger in
another context, related to broader military planning involving possible
operations against al Qaeda before 9/11.

Can you comment on that? Or tell us in what context those broader possible
operations might have been?

CAMBONE: 1 can"t answer for the 9/11 Commission having heard of Able Danger
prior to the conversation that took place in Bagram. So, I"m not sure how they
might have heard.

But 1 can tell you what engaged in. And that is, there was a good deal of
conversation with staff, committee staff -- commission staff -- about the
department®s activities in the period of "99, 2000, 2001, with respect to
counterterrorism activities, operations in Afghanistan, support to those
operations, planning that was being done by the Joint Staff -- things of that
nature. And we had an ongoing conversation about that.

I can get for you when we began providing them with the actual documentation on
those broader planning efforts. And it is possible, although I don"t know, that
they may have derived it from that or some other source. But we were in a
constant communication with them.





And if I may, Mr. Reyes, the first time | heard about Able Danger was in the
context that you"re just talking about, because the commission came back and
asked us -- as 1 said In my statement -- for materials in the department on Able
Danger. And we went about the business of trying to find what we could on that
subject at the time.

REYES: For me, at least, there are several issues that add to confusion. First

and foremost, the issue of whether Mr. Zelikow -- who was mentioned in one
context here as having acknowledged that he met with and also called back and
said, hey, let"s -- bring us up to speed on this program of Able Danger.

And then, iIn the other context that my good friend from Pennsylvania speaks
about, where he denies ever having met in Bagram.

So, | think it"s vitally important that we sift through all this stuff and find
out what is fact and what is fiction.

Having said that, for me at least, it isn"t too clear if the mention of Able
Danger -- in whatever context, you know, whichever side might be correct, or
whichever side might speak to the truth. Was Able Danger in context as a
operation, and as a strategy that had been set up -- which I think 1 agree with
a number of my colleagues; it was cutting edge type stuff. | mean, it"s a good
news effort by the U.S. government to get ahead of the curve now.

How it broke down, or where the disconnect was, is for me as important as
whether or not we did have the information that is claimed was there.

So, in trying to -- in helping me understand that, Dr. Cambone, what -- from you
being there -- what is the downside of fully having people understand that Able
Danger was in existence, the work that they were doing, the information that
they provided and the way that it has subsequently either been represented or
misrepresented, whichever -- however the truth comes out.

CAMBONE: Yes. Mr. Reyes, there is no downside. There is no downside to letting
you know what was done in that project known as Able Danger, first.

Second, 1 don"t believe it broke down in any way, shape or form. It actually
provided what it was set up to provide. And what it was set up to provide was
what is called an information operations plan, campaign plan, which itself was
subsequently rolled into a larger campaign plan, which, again, in the parlance
of the department, used all of the elements of power available to the department
-- information operations, maritime operations, ailrborne operations, bombing,

boots on the group -- all of that was rolled into a much larger campaign effort,
of which the work that was done in the Able Danger compartment was lifted and
inserted in proper ways -- not in toto, but in proper ways -- into that larger

campaign plan.
It was a success. There is no question about its being a success.

Third, the issue of data mining and Able Danger get intertwined with one
another. And the data mining is a technique meant to support the planning. So,
it"s a technique, it"s a tool. And it was designed to demonstrate what could be
done in a campaign plan.

They were not, as | understand it, Able Danger was not set up to go find
targeting, actionable intelligence and the like, against al Qaeda or any other
terrorist organization.





It was perfectly natural and reasonable, however, that they focused on what was

the number one problem that the country had at the time in the counterterrorism

world, which was al Qaeda. So, if you"re going to do a campaign plan against for
counterterrorism, you"re going to do it, first and foremost, with respect to al

Qaeda.

And 1 have no problem whatsoever in bringing forward to this committee or any
other committee what was learned in that process. All 1°ve come before the
committee here to say is, in having made the effort, to answer to the concerns,
we haven"t found that data and material.

IT it exists, 1 am happy to bring it forward. 1 told Mr. Weldon, I*11 go to the
server. ITf he can tell me where it is, 1711 go there and extract the data
myself.

SAXTON: 1 thank the gentleman.

CAMBONE: So, we have no problem...

REYES: Thank you, Mr. Chairman.

SAXTON: The gentleman®s time has expired.

We go back to the Republican side now for a question. And it will be Mr.
Weldon"s turn, according to regular order. But before Mr. Weldon asks another
series of questions, let me just ask this.

Mr. Weldon has spent a lot of time researching, interviewing, trying to find
answers to very important questions that he has raised. Here today, Mr. Weldon
has raised a question, essentially asserting that the investigation did not
examine all available data, and that searches others did on Atta hit on relevant
names.

Mr. Secretary, would you discuss the question? And perhaps the other
investigators who are there sitting alongside of you could share their thoughts
on this issue as well.

GANDY: Sir, my name is Tom Gandy from the Army G2. 1 can address the Army-"s
search for data and some aspects of aliasing. Although if we get into the
specifics of how we search classified or unclassified data for terrorists, 1°d
prefer that those specifics of that discussion be addressed in the classified
section, because it"s just as important a weapon as a rifle, is a manner in
which we find these people.

And we shouldn®"t be discussing some of these details in public.

SAXTON: 1 understand that. And 1 think your suggestion is a good one, because we
don"t want to have that discussion here. However, the assertion has been made
that you did not examine all available data, and that searches of others, that
others did on Atta hit on relevant names.

Without being specific, would you comment on that?
GANDY: 1 can tell you what we did do. And we searched over 15 open source

databases using today"s state-of-the-art tools. And these are way more advanced
databases than existed. In the six or seven years -- now going on seven years --





the data mining capabilities, thanks to this committee"s help, have improved
dramatically.

So, what we basically did, given the situation we faced last summer in trying to
figure out what happened here, is we turned the tools of today on the data, the
data of today. But we scoped that search to the period from approximately
November of "99 through about May of 2000, which is the period of time when we
suspected, if there was a chart with Atta®s face on it, that would be the period
that it would have been developed. It would have been built out of data from
that period.

So, we used the tools of today with very modern search algorithms -- and 1 can
discuss some of those; 1°d prefer to do that elsewhere -- and searched, and did
not come up with the hits on the Mohammed Atta that we are familiar with --
names or pictures.

There could -- it"s very possible there are a lot of Mohammed Attas on earth.
And it"s safe to say that, when you first search right now, if you went to
Google and typed Mohammed Atta in there and hit it, in the upper right-hand
corner of Google, there could be hundreds of thousands, if not millions, of hits
on Atta. And some would be the bad guy that we despise. And some would be
others.

So, getting to the Mohammed Atta in that search, we were unable to find, in the
search we conducted with today"s tools on today"s data, scoped to the period of
Able Danger, we were unable to find the Mohammed Atta in that data.

SAXTON: Commander Chope, would you like to comment?

CHOPE: Mr. Chairman, I1"11 speak on behalf of the search and the attempted
replication of that type of a search for Mohammed Atta®"s name undertaken in
August of last year, following the news interest generated in Able Danger.

As you well know, and members of the committees know, the Garland facility does
not operate anymore in the capacity that it once did. And so, SOCOM has an
analytical capability that most closely replicates that Garland system. It is
not the same system, it is not the same architecture. However, vast quantities
of data were transported or translated from Garland into the SOCOM capability
following the Able Danger effort.

Run against that, what I1"m told are two libraries full of information, no hits
were generating into Mohammed Atta or a Brooklyn cell, sir. At SOCOM, again.

Well 1 guess mother knows best. Self-hatred is a terrible thing.
SAXTON: Thank you.

It"s now under regular order. Mr. Weldon, the gentleman from Pennsylvania®s turn
to question.

WELDON: Thank you, Mr. Chairman.
We just heard the witnesses state that they destroyed 99 percent of the data.

Yet we now understand there are libraries of data against which runs were just
held, as recently as six months ago.





The data runs that I1"m talking about, which were done by a professional
employee, were done within the last two months. And they were done on data that
was collected prior to 9/11, but after the attack on the Cole.

And in that data set, the name Atta, prior to 9/11, came up over 800 times. The
name Mohammed Atta with an "0" came up five times. The name Mohammed Atta with a
"U" came up three times. The name Mohammed Atef came up five times.

Mr. Chairman, if I can eventually ever have assurances that somebody®s career
won"t be destroyed, I°1l share it. But 1711 tell you. No wonder these witnesses
in the next panel don"t want to testify in open session. They"re all not just
afraid of al Qaeda; they"re afraid of what"s going to happen to them. And that"s
not right.

When Tony Shaffer has his career destroyed and we sit by, it sends a signal to
every uniformed officer in this country, that when you tell the truth, they go
after you.

What kind of signal do we send?

Scott Philpot is an Annapolis grad. What, does he have some kind of an agenda?
He gets very emotional when he talks about the Cole. How can we just trivialize
what these people have said, and pretend it"s not real?

That"s the purpose of this committee. As | said back in October. If we don"t
take it any more seriously, then I don"t even want to be in this institution.

You said a few moments ago, Dr. Cambone, that you weren"t aware of the finding
of additional information on Able Danger recently. Is that correct? And that"s
for all of you.

You"re not aware of any recent finding of Able Danger information. Is that
correct?

CAMBONE: 1 am aware of what 1 have read from comments you have made and from
things that have been told to me over the last couple of days.

WELDON: Has anyone come to you from within the Defense Department, to tell you
they have found additional information? CAMBONE: Not in the sense that you"re
talking about. In the sense that we discussed over the last day or so about new
things that have come up, yes.

WELDON: Will all of you say that? What"s your response, Mr. Gandy? Are you aware
of any new information?

GANDY: 1 have not been made aware of any new information (inaudible) that have
not been...

WELDON: Commander Chope, were you aware of any new information?
GANDY: ... (inaudible) discovered.

WELDON: Commander Chope, are you aware of any information?
CHOPE: One moment, sir.

DRONBERGER: Congressman, Captain Dronberger, the Joint Staff rep.





We have -- the collective group was made aware of information that was provided
by SOCOM, that was forwarded up to the department. And 1 believe that®"s what Dr.
Cambone was referring to when. ..

WELDON: What was the date of that?

DRONBERGER: When we received it? 1"m not sure, sir. | think it was about three
weeks ago.

WELDON: How about February 3rd?
DRONBERGER: Sir, I"m unaware of the exact date. I can found out for you.

WELDON: Were you aware that on February 3rd, General DeFratis (ph), Anthony
Porterri (ph), Mr. Howard Taylor, S2 intelligence chief, and another individual,
walked into the intelligence section of the first ID command, and went through a
file cabinet and identified a bunch of Able Danger material? Are you aware of
that?

GANDY: Sir, may | address this? I did have a conversation with Brigadier General
or Major General DeFratis (ph), who called me up approximately two weeks ago.
And what they had found, and they reported to me, was they had found data that
had been previously subpoenaed, related to the JCAG demonstration in the
summer/fall of 1999. He had that data search for Able Danger data, and reported
back that they had no Able Danger in that.

WELDON: So, there was no Able Danger in any of that material.
GANDY: That was has been reported to me, sir.

But the data that was discovered at INSCOM three or four weeks ago, was the data
that this Congress had subpoenaed. It was the copies of the data that the
Congress had subpoenaed, and they had been in storage since that time. Both the
INSCOM judge advocate had informed me of that, as well as General DeFratis (ph)
on a Saturday morning. Or actually, a Friday about two or three weeks ago.

And that they were searching for Able Danger data. And it was reported to me
they did not come up with any Able Danger data in that -- JCAG demonstration
data, but no Able Danger data.

WELDON: Have any of you interviewed Lieutenant Colonel Shaffer regarding the
data that he had at his DIA office, which was removed after his security
clearance had been pulled, versus what was delivered to the 9/11 Commission, and
what appears to be -- excuse me -- a discrepancy in the amount and substance of
that data?

Have any of you had that interview with Lieutenant Colonel Shaffer?

GANDY: Yes, sir. Early on, we interviewed Lieutenant Colonel Shaffer about the
data that he had at DIA. DIA folks have also interviewed him about that data.

WELDON: Do you agree with his assertion that some of his data was not provided?
That there was, in fact, materials that were not delivered, that he had, in
fact, in his custody?





GANDY: Sir, 1 don"t have any knowledge of that. He reported to us that he had
had data there, and that when the data was not delivered to him. But he had data
there. And that®s (inaudible). ..

WELDON: Have you interviewed the person who actually delivered the data from the
Pentagon to the 9/11 Commission? Have you interviewed that person?

GANDY: 1 have not, sir.
WELDON: Have any of you?

GANDY: Members of the investigative team dealt with the delivery of 911 data
to...

WELDON: I1"ve interviewed the person who delivered it. And that person has told
me it was not the same data that Colonel Shaffer had in his command at DIA
headquarters.

CAMBONE: 1 wouldn"t know how he would know that, sir. | mean, if he had access
to the data and didn"t know it...

WELDON: 1 guess he talked to him, because he knows the person.

CAMBONE: 1 don"t know how he knows that the data that Mr. Shaffer says was in
there, and the data that he found in there, is the same data. | mean...

WELDON: 1 guess it"s because the two people know each other. And the data that
was delivered to the 9/11 Commission, has reported to him, wasn®"t what he had in
his possession at DIA headquarters. 1 guess that"s how he knew. CAMBONE: It"s
altogether possible that what he was told was delivered is not what he said was
there.

WELDON: And that®s my point, Mr. Chairman. Again, this is not about -- it"s
about just giving the story. It"s about letting people testify, finding out what
happened. And if there"s an agenda here -- which I don"t know that there is; I
don"t think there is -- that we get the answers to it.

I mean, that®"s what we"re here for. | support the military. I went to war for
this data mining operation. 1 support the capabilities of what you"re doing
right now, Dr. Cambone. | supported you when you chaired the Rumsfeld
commission, and we had to fight the CIA, because (inaudible) 95 19 (ph) was a
joke. And you benefited from that, because you did the work on behalf of
Secretary Rumsfeld to correct that inequity.

CAMBONE: 1°d like to think the country benefited, sir.

WELDON: And you did. You did a fantastic job. Thank goodness we did that,
because three years later, the North Koreans launched their missile over Japan.
And the work that you did there was (inaudible).

And I"m not a conspiracy theorist. But I can tell you, 1"ve got to wonder what"s
going on here. 1"ve got to wonder why Jamie Gorelick, who I never met, calls me
on the Friday after the "New York Times" writes the story, from her vacation up
in Massachusetts and tells my staff it"s critically important that you tell
Congressman Weldon 1 did nothing wrong.





I didn"t accuse her of doing anything wrong. And I"ve got to wonder why she told
all (ph) inspector staff the same thing two times. She called them from her cell
phone. Tell the senator 1 did not nothing wrong.

Well, who accused you of doing anything wrong?

What bothers me is the appearance that people don"t want the story to be told
here, for whatever reasons.

You know, this is not my story. I"m simply the voice of the people who came to
me, because they knew I supported the data mining effort that they benefited
from back in "99 and 2000. It"s their story.

And 1 can tell you, it"s more than one person. If it was one person, 1 might
question it. But when six, seven -- and we just had a new retiree. Another
retiree just contacted us, who has signed a sworn affidavit, and will go on the
record, that he, too, identified Mohammed Atta by name and by face when he
worked in intelligence. Now that he"s retired, he"s willing to come forward.

I mean, I don"t understand what"s happening here. It"s frustrating to me. And on
behalf of the kids of Michael Horocs (ph), and on behalf of the five kids of my
good friend, Ray Downey, I"m not going to stop here. Three thousand people were
killed. We had a sitting president who had to resign because he lied about a
third-rate burglary. Nobody was killed.

We had three thousand people killed here, 17 sailors.

The Congress, with Democrat and Republican support together, passed the 9/11
Commission. 1 support the commission. 1 support their recommendations. But how
could they not even have a footnote about what happened, when we had the
chairman of the Joint Chiefs come out publicly and say, | ordered to this to be
organized. It was a top secret unit -- and | have the quotes to put in the
record.

And how can we say it"s historically significant when the FBI director at the
time comes out publicly and said, if I would have had that data, we might have
been able to stop 9/11.

Now, maybe neither administration wants this story to be told. Maybe that®s what
it boils down to. Maybe neither administration wants to know what happened
between "99 and September of 2001. And so maybe I*m offending everybody.

But you know what? 1°"m concerned about our soldiers that wear the uniform.
They"re sitting back watching Tony Shaffer. They saw him have his career that
close to being ruined and his life being destroyed.

And I™"m looking at those other people out there that are saying, hey, don"t rise
above the wave, because you"ll be shut down.

And if that"s what this is all about, then 1 don"t want to be a part of it.
CAMBONE: Mr. Chairman, if I may, please, sir.

SAXTON: Mr. Cambone?





CAMBONE: 1 will say for the third time, that the Department of Defense has no
objection whatsoever to this story iIn its entirety -- and | add, in its entirety
-- being laid for this committee and for the American people. None whatsoever.

It"s also the case, however, that there are a lot of people who spend a lot of
hard hours working this problem. They"re in uniform, too, and they"re in
government service as well. They are not the enemy of this committee, of the
American people. They want to see us win this war just as much as anyone else
does.

Thirdly, there is no effort that 1 am aware of to go after or to end the careers
of any individuals who may have been or are now involved in this program. And if
there are -- and Mr. Weldon®s had my word on this before, and he still has my
word on this -- that I will be certain that that is not the case. That if for
reasons associated with this program, someone"s career is ruined, this committee
will know about it from me, Mr. Weldon. And I gave you my word on that, and 1 am
a man of my word.

And as far as 1 know, that has not taken place.
Now, 1 am happy, again, in the appropriate setting, to discuss those matters.

But Mr. Chairman, we"re all here to get to get to the bottom of the story. And
we"ll give you what we know, and as much as we know. And when we get it, you~ll
have it.

SAXTON: Thank you very much, Mr. Cambone -- Mr. Secretary.
Mrs. Tauscher?

TAUSCHER: Thank you. Dr. Cambone, my parents like to say that 1"m smart. And 1
think my constituents sometimes think 1"m smart. But this is very confusing,
because, I think that there are lots of threads that have come together into
this patchwork quilt.

So, let me just quickly, before I ask my question, review what I think this is
really about.

Able Danger was proving a technique, very new, In a very new environment of
asymmetrical warfare called data mining.

CAMBONE: Yes, ma"am. It employed that technique for purposes of putting together
a plan.

TAUSCHER: Contemporaneous with the proving of this new technique In a new
environment -- contemporaneous with that -- there was the emergence of this
network called al Qaeda.

CAMBONE: Yes, ma"am. They came to prominence about that time.

TAUSCHER: And the convergence of those two things in the same time and space
created the reason that Able Danger was looking at al Qaeda. And the data mining
operation effectively became an operation that proved out that open source
material. And classified information and general information out there actually
did provide, and could provide, operational intelligence that could be then
knitted together into larger operational...





CAMBONE: Properly developed and analyzed, yes.
TAUSCHER: Plan (ph). OK.

Let"s go to the issue...

CAMBONE: Tom (ph) was right.

TAUSCHER: Thank you.

Let"s go to the issue that disturbs me the most. 1 think -- you know, 1 have
such affection and respect for my friend from Pennsylvania who has mined this
issue, significantly knows more about it than I know and will ever know.

But I think the issue about the treatment of whistleblowers is something that we
really haven"t specifically discussed. We"ve kind of danced around it.

IT you could assure me and the Congress and the American people, and certainly
the members of the military and the members of the civilian staff of the
government, what exactly the policy in DOD is to whistleblowers.

And perhaps, so that this doesn"t degenerate into a he-said he- said -- 1 feel
like 1"m at a deposition for a very bad divorce, by the way.

CAMBONE: Yes, ma“am.

TAUSCHER: Why don"t we talk about what the protections for whistleblowers are,
and how vitally important they are, not only for the protection of the people
that are trying to elevate information that perhaps a bureaucracy inconveniently
doesn"t want to talk about, or they frankly aren"t wise enough to understand the
import of, but how this intersection of information we know, since we"ve gotten
some things pretty badly wrong over time, is really what our protection is about
in the near future.

Can you kind of inform us as to what the policies are, and assure us that those
policies are standing and that no one is subject to any threat or intimidation?

CAMBONE: 1 can assure you that no one is being subjected to threats in this
case, to my knowledge, at all. Those who are entitled to the whistleblower
status, as you say -- and I*m not the lawyer in this case, but...

TAUSCHER: Not a lawyer either.

CAMBONE: ... their protections are quite formidable, having met the appropriate
criteria for doing so. And any individual who does so is subject -- has those
protections available to them.

With respect to, 1 think what is the broader question that you“re asking, which
is, is It the case that this administration is unwilling or not willing to
accept bad information, 1°1l1 remind that we did an awful lot of work on an awful
lot of not very pleasant issues over the last two years.

We brought forward to this committee and to other committees of the Congress all
that we had on those matters. We left them here for this committee and other
committees to review.





We"re not in the business of not bringing forward embarrassing information. If
there is information that is embarrassing in the case of Able Danger, you are
deserving of it, and the American people are deserving of it. And I give you my
word we will bring it forward. And we"re not going to do it over the ruined
careers of people in the service or in the civil service to do it.

TAUSCHER: I"ve read Mr. Shaffer®s testimony. And it is peppered with some
significant, troubling suggestions that there has been a tremendous amount of
intimidation to him and people surrounding him.

Would you consider him someone that should be protected by whistleblower status
right now?

CAMBONE: Ma"am, I"m not in a position to make that call. That"s one that®s done
through another process.

And again, to the extent that this committee has asked for the information that
the department has with respect to personnel actions against any person
associated with this -- and note my care -- that information, 1 believe, has
been provided to the committee.

I1"m not at liberty to talk about personnel actions in a setting like this. The
Privacy Act prohibits it. But that information, Mr. Chairman, is available to
the committee on request.

TAUSCHER: Well, Dr. Cambone, 1 think that there is a lot here that is
instructive about the necessity for there to be more transparency to the extent
that we can operate in unclassified settings on many different iIssues.

I for one -- you know, as a small child 1 spent 14 years on Wall Street, and
then | worked in private sector for 10 years, in the computer business.

And 1, for one, believe that data mining, in and of itself, is a fundamentally
important, necessary tool in the information age to be sure that we actually not
only are grabbing as much information as we possibly can, within the law,
respecting people®s confidentiality, respecting people®s status, but at the same
time we have to be very aggressive internationally on this issue.

But I will tell you, the junction between warrantless wiretaps and data mining
makes everybody kind of crazy. And that is part of the problem here, 1 think, a
sense that there has not been as much transparency on that issue.

The kind of pushback that I as a member of Congress feel from the administration
on warrantless searches, for example, makes me pause when 1 think about the
issue of data mining.

So I think that we have to understand, once again, the context of things always
is, In a contemporaneous issue, going to cause people to say, well, 1*m feeling
good about you today. Go ahead and do it. Or I"m not feeling so good about you
today; 1 want you to stop. And I think that that"s an important issue when it
comes to this context of this.

And 1 think that Mr. Weldon, specifically has worked very hard to bubble up
information. 1 appreciate how hard he as worked on this. 1 appreciate the fact
that 1 think we"ve gotten some candor out of you today.





And 1 hope these witnesses, in the private session, will get some satisfaction,
too.

And 1 yield back the balance of my town.
CAMBONE: Mr. Chairman, if I may extend my candor with Ms. Tauscher.

I think, in fact, with respect to the data mining aspect of this program, there
is, in fact, very good news on this.

There were reviews made by the intelligence oversight people at the LIWA
facility concerning how this was done. There were individuals -- and we can talk
about i1t later if you"d like -- who, when the work moved to Garland, did the
proper oversight to assure that U.S. persons information was handled in a proper
way, and was dealt with in the proper way.

I second your concern about the way in which data mining is done, and civil
liberties. I1t"s something we have to be careful of. And that®"s why we have in
place the rules we have.

As you may know, 1"ve got another problem on the other side of this ledger,
which is, you know, I"ve done too much of that. The Department of Defense has
done too much, which 1 dare say isn"t true either. But that"s the balance we"re
trying to strike here.

And 1 think what happened in this program is clear evidence that the techniques
which we are all familiar with, as a result of Google and Yahoo! and all those
other search engines out there, can be turned to the national security interests
of the country, and can be done in ways that the privacy of U.S. citizens is
safeguarded, and that data dealt with appropriately.

So, I"m encouraged by what we learned in this program.

TAUSCHER: If I could just add, Mr. Chairman, I"m very pleased to hear you say
that, Dr. Cambone. Because the truth of the matter is, we have to stop the bad

guys.

We know the bad guys wouldn®t be where they are today if it wasn*t for
information technology, if it wasn®"t for the ability to transfer funds
electronically, if it wasn"t for the ability for people to be ported, literally,
from place to place by voice and by image.

And we have to find a way to have both transparency and protections. And plus,
frankly, strengthen the relationship between the executive branch and the
Congress, so that once again we believe that we"re all rowing in the same
direction, and that we are actually working with each other and not working
against each other.

Thank you, Mr. Chairman.

SAXTON: Thank you, Ms. Tauscher.

Ms. McKinney.

MCKINNEY: Thank you, Mr. Chairman. 1 would like to thank our chairman for having
this hearing. And I certainly want to commend my colleague from Pennsylvania,





Mr. Weldon, for a job well done in trying to sort out what exactly Able Danger
was, or 1is.

I have only a few questions.

My first question is, did either Duane Claridge, Richard Perl or Phillip Zelikow
serve in any advisory capacity with Able Danger? That"s my first question.

My second question is, what is the current status of DIA? And can you confirm
that NSA and DIA are not operating a joint, or not operating a joint operation?

My third question is, does Able Danger have anything to do with Larry Franklin
or the passing of classified information to foreign nationals?

CAMBONE: To the best of my knowledge, Dewey Claridge was not a consultant to
Able Danger, but 1 wouldn®"t know.

Phil Zelikow was the director of the 9/11 Commission. And I don"t know if...
MCKINNEY: I know what he was with respect to the 9/11.

CAMBONE: I can"t say...

MCKINNEY: But I was asking...

CAMBONE: I don"t know.

MCKINNEY: ... with specific reference to Able Danger.

CAMBONE: 1 don"t know.

It doesn™"t have anything to do with Mr. Franklin®s case.

MCKINNEY: What about Mr. Perl?

CAMBONE: Again, I don"t have knowledge of who consultants to the Able Danger
program might have been.

And I"m not...

MCKINNEY: Do you have a joint operation with NSA? Is there a joint operation
between NSA and DIA?

CAMBONE: For what purpose, ma"am? | don®"t understand the question. A joint --
they are both elements of the intelligence community. What. ..

MCKINNEY: With respect to data mining or any other effort to access information.
CAMBONE: 1 am certain that the Defense Intelligence Agency and the National
Security Agency, in the pursuance of foreign intelligence -- foreign
intelligence -- share information with one another. That is the purpose of the
intelligence community, the purpose of the reform act, and the like.

So, I mean, insofar as they"re doing their lawful duties, I"m sure that they do
talk to one another and share information.

MCKINNEY: And would that constitute, then, a joint operation, an official joint
operation sometimes, as well?





CAMBONE: Not that I -- I can find out for you, and perhaps get some more clarity
on the question, and 1 can be precise about the answer. 1*d like to answer the
question.

MCKINNEY: As precisely as you"ve answered Mr. Weldon®"s questions?

CAMBONE: Ma"am, I try as best 1 can all the time to answer them as precisely --
Mr. Weldon and anyone else.

MCKINNEY: Thank you, Mr. Chairman, 11l yield the remainder of my time to Mr.
Weldon, if he has any additional questions for these people.

WELDON: 1 thank the gentlelady for yielding.

Dr. Cambone, do you agree in your assessment -- or your team here -- that the
Able Danger team identified five hotspots, what they called hotspots, which
would include Malaysia, Mauritania, Hamburg, Germany, New York and Aden, Yemen?

CAMBONE: Yes, there"s said to be that sort of designation of places, to include
the Brooklyn cell issue.

WELDON: Now, I realize you can"t speak on behalf of the 9/11 Commission,
obviously, and 1"m not asking you to. But let me ask you this.

After having identified those five hotspots, and then having an attack on the
USS Cole iIn the Port of Aden, Yemen, how could anyone in their right mind
classify Able Danger as historically insignificant?

Seventeen sailors were killed in one of the five hotspots that the Able Danger
team, you"ve just acknowledged identified?

How in the world could any commissioner on any -- well, 1"m asking you -- could
you think of how anyone could classify that work, after we had a warship, 17
sailors killed at one of those hotspots, and to call that work historically
insignificant?

CAMBONE: Sir, I didn"t do the work for the 9/11 Commission, and | was not
involved In that kind of effort.

WELDON: How about your own opinion?
CAMBONE: 1 don"t know how they would answer.

WELDON: 1 think that there"s a lot of information that was generated over that
period of time. And I don"t know that the crew in the Able Danger exercise was
the only one to have identified troubles in Yemen and Aden at the time.

And that, as a consequence of the investigations that were done, what we
discovered is, information that might have been available through a variety of
channels, hadn"t been made available. That"s a matter of record, sir.

And so, you know, there you are. 1 didn"t do the look at Brooklyn cell and the
other cells. | mean, that was the 9/11 Commission®s function.

WELDON: But you know that they identified five cells. And one of those five
cells was, in fact, a location of where 17 of our sailors were murdered.





The Department of Defense has conducted a search specifically for Able Danger
products. Has any search of DOD databases been conducted, to determine if any
Able Danger data was incorporated into other second and third order intelligence
products? And if not, why not?

CAMBONE: Intelligence products as such, I don"t know that. 1 do know that -- 1
know -- what 1°"ve been told is, and I"ve mentioned this already, as the planning
process moved forward in the 2001 timeframe, in the Joint Staff, information
generated in the Able Danger project was taken into other planning efforts and
documents. Substantially.

But in terms of an intelligence product, I don"t know the answer to that.

WELDON: Dr. Cambone, just to respond to your comment about whistleblowers -- and
I have raised this issue for the 20 years I"ve been here, so both
administrators, all four that 1"ve been here.

In fact, yesterday 1 mentioned people like Jay Stewart, who had his career
ruined at DOE back in the "90s. I mentioned Dr. Gordon Oehler, who was a CIA
nonproliferation director at the CIA, who was forced out, partly as the result
of Iran"s development of their missile technology and Shahad-3.

I mentioned Notra Trulock, who was abused and used in the Chinese scandal
investigation when I was on the Cox committee. Mike Maloof, who has had his
career screwed, and a whistleblower.

So, I will take a backseat to no one on whistleblowers in any administration.

But I can"t believe you can sit there and honestly say that there®s not been
harassment of people.

And 1 don"t necessarily want to go into public with some of the things 1°ve told
you in private about phone calls that were made -- not by you, but by other
people. 1 gave you one example on a plane, where someone had the audacity to
make statements. And now there"s a statement coming out from that person.

I can tell you that there were -- the press office of the Pentagon actually had
the first press conference (inaudible) even talk to Congress and brief the
Congress on Able Danger.

In fact, 1 called the press guy over at the Pentagon and said, what are you
doing? And he admitted to me, he shouldn"t have said what he said.

And I can tell you what bothers me is, two of our most well known reporters in
America, Wolf Blitzer and Brian Bennett -- Brian Bennett for "Time' magazine and
Wol ¥ Blitzer for CNN -- told my staff that DOD officials called them and said
that Tony Shaffer, the only reason I was interested in this was that Tony
Shaffer was having an affair with one of my staff.

Now, if that"s not an attempt to destroy someone, | don"t know what is.

Now, 1 asked Tony Shaffer this on the record yesterday. I"m going to ask him
today under oath, if he"s ever had an affair or tried to have an affair with
male or females on my staff.

The answer yesterday was no, and | assume, under oath, it"ll be today.





And for us to say that DOD has not tried to discount Tony Shaffer, when the
Defense Intelligence Agency reports in the documentation about him that he stole
pens -- federal pens.

When I asked Tony about this with his lawyer, when he was 13 years of age and
his father worked for one of our embassies, he took some pens for the kids in
the school. He admitted that when he took his lie detector test to become an

intelligence officer. Yet DIA had the audacity to accuse him of stealing pens.
He was 13 years old.

And you"re saying there"s no harassment? There®"s no attempt to destroy careers?
And that"s only the tip of the iceberg.

MCKINNEY: Would the gentleman yield before my time is up, please?
WELDON: It"s your time. 1°11 be happy to give you back your time.
MCKINNEY: OK. I don"t need it all.

But I just -- you mentioned that Mr. Shaffer is going to testify to us today
under oath. I1"d like to ask the chairman if these gentlemen are under oath?

CHAIRMAN: They are not.

MCKINNEY: Could you explain to me why Mr. Shaffer -- Mr. Shaffer"s panel, |
presume -- will testify under oath, and this panel will not testify under oath?
Why is there such disparate treatment?

SAXTON: Neither panel is testifying under oath.
MCKINNEY: So, Mr. Shaffer"s panel is not testifying under oath.

SAXTON: That"s correct. By law, anyone who appears before a congressional
committee is bound to tell the truth.

MCKINNEY: Well, we understand that, but I just came from a committee where
people were under oath.

But did the gentleman from Pennsylvania request that this hearing be conducted
with panelists under oath?

SAXTON: Not that I"m aware of.

WELDON: 1 did raise the question, and staff decided, based on what Chairman
Saxton has said, which 1 agree with. But 1 can tell you that the Government Ops
Committee yesterday did put all the witnesses under oath, including Colonel
Shaffer and a couple of other active duty employees who had to stand up and take
the oath.

But I think we"ve ascertained now that you all understand you®re under oath.
Correct? You understand that.

GANDY: Sir, we all took oath to our office.

WELDON: So, you understand, everything you"ve said is, in fact -- OK. Just for
the record.





SAXTON: The gentlelady"s time has expired.
Mr. Langevin.

LANGEVIN: Thank you, Mr. Chairman. 1 want to thank the panel for testifying here
today. 1 want to thank Chairman Weldon -- Congressman Weldon -- for addressing
this issue.

1"ve heard a lot about Able Danger. We"ve all heard a lot about Able Danger. 1
think it"s important for us to get to the bottom of the issue, and let the chips
fall where they may. And that"s why 1 think that today®s hearing and the
classified hearing that will follow, is very helpful.

I just had a couple of brief questions, and then I"m going to yield my time to
the gentleman from Pennsylvania.

But just so that I"m clear and we"re clear for the record, because | know --
1"ve had the opportunity and the privilege to serve with the gentleman from
Pennsylvania now for going on six years. And 1 have deep respect for him, and 1
know that he"s someone of great passion and patriotism. He doesn®"t take up a
cause lightly. And when he does, he"s very tenacious.

So, 1 have respect for him. And out of respect, | take interest in this hearing
and what we"re doing. I think the information is important.

So, for the record, so that 1 understand, I"m clear, the question comes to mind,
if there were information that were generated from Able Danger, what would be
the reason why the information would now not become public, or why wouldn®t the
information be passed on to the appropriate agencies for further action?

So, the question is, did Able Danger mine any information using inappropriate or
illegal means? That is the first question.

The second question | have. Were there then, or are there now, any laws in
existence that would prevent any information obtained through Able Danger, or
LIWA, from being passed on to the FBI or the Justice Department, or any other
agency that would take action?

DRONBERGER: Congressman, to the best of our knowledge, looking through all the
records, there was no data that was collected that was either done so in an
inappropriate or illegal fashion.

They were data searches using tools that were readily available, in (ph) an open
source or in a closed source.

So, there"s nothing to indicate that there was any data that was collected
inappropriately by the Able Danger team when they were doing their efforts.

LANGEVIN: And, Mr. Cambone, would you respond to that as well?

CAMBONE: 1 have no opinion different than Captain Dronberger. And the question
was not the tools that were used or the information that was gained. It was what
use was made of that information once it was gained, specifically with respect
to U.S. persons? And what were the rules and regulations that governed it?





And that was the only issue that was pertinent here with respect to that data,
in terms of i1ts collection and storage.

With respect to transmission to the FBI -- as far as 1 know, Hal, and you can
correct me -- there wasn"t any prohibition on transferring to the FBI,
information of interest.

DRONBERGER: That is correct. And in accordance with the DOD directive, there are
certain cases where, if you have evidence of a crime, you are required to
transmit that data.

And you"ll hear more about that in the closed session from some of the witnesses
there, regarding the procedures they had in place, and implemented, during the
Able Danger effort.

GANDY: 1°d like to add a comment onto that. We share -- in Army intelligence and
DOD intelligence -- we share information with the FBI, probably every working
day of the year. And the field 1"m talking about is counter intelligence
investigations.

There is a free flow of information across. And this is because we have a
procedure. The executive orders and the DOD directives and the Army regulations,
in my case, clearly outline how and under what conditions you can share, just as
it outlines how and under what conditions you cannot share.

So when we have a mission and we have the authorities and we"ve done things
legally, and we follow the rules on the U.S. person retention of information,
there is a free flow of information across law enforcement -- not just FBI, any
other kind of law enforcement activity -- that has interests or equity in that
information. So, there®"s nothing, really, that precludes you from doing that.

SAXTON: Mr. Langevin, would you yield to the chairman for just a short question.
LANGEVIN: 1 will certainly do that.

SAXTON: Dr. Cambone, you mentioned earlier in your testimony that some
information was discarded. And I guess what I need you to do is to clarify the
reason that that information was discarded.

CAMBONE: Well, 1 think my colleagues can give you the larger picture here than I
can, because they talked with the people who were involved.

So, if you don"t mind, Mr. Gandy can give you that.

GANDY: With respect to the information that was gathered at LIWA, the data
mining effort was undertaken, and both U.S. person and foreign person
information was pulled into a large database.

When that happens, when you do it under authorities and with regards to the law,
and you have U.S. person information, you have 90 days in which to assess
whether or not you are allowed to keep that U.S. person information.

And there are protocols which describe that. And the basic protocol says it"s
have to have a foreign intelligence nexus. It has to be involved with some kind
of foreign activity or terrorism, or something like that.





In the case of the LIWA data, it was brought in. And we (ph) recall, 1 went back
and explained how data mining was a little more primitive back then. It was hard
-- there was U.S. person information, and a lot of it completely not relevant to
terrorism. In fact, one of the people, I think, who will be on one of the
committee"s panels later will describe how a car dealer In his hometown was
inhaled into this data mining process with just, you know, for whatever reason.

And so, the data comes in kind of dirty and you"ve got to weed through it.

But the 90-day rule approached on assessment of whether you can keep this U.S.
person data or not, the intelligence oversight people -- in the Army, at least -
- come In and say, OK, how are you doing? Do you have a reason to keep this
data? Is there a foreign intelligence nexus? Is there a terrorism nexus, et
cetera? And as that time approaches, then a decision is made whether or not you
should keep that data or not. Efforts were attempted to try and expunge the

data, unsuccessfully. And the time came. 1 think the last time | talked to the
intelligence oversight officer who worked this case for the Land Information
Warfare Activity was last Friday. And he said they were approaching, 1 believe,
80 days.

And then, iIn concert with the Able Danger analysts, the decision was made to go
ahead and destroy the data, because of the 90-day rule, in accordance with
Executive Order 12333, DOD directive blah-blah- blah, and AR 31-10.

So, it was done -- it"s actually what we train to do in the Army. If you collect
stuff, we follow the protocols, we follow the regulations. The intelligence
oversight people, that is their job.

And so, from our view, the assessment was made that this information did not fit
into any categories where we were allowed to keep it. And the right decision was
made in that case to destroy the data.

Does that help?
SAXTON: Mr. Langevin?

LANGEVIN: Thank you. And I yield the balance of my time to the gentleman from
Pennsylvania.

WELDON: 1 thank the gentleman.
DRONBERGER: Mr. Chairman, if 1 may, and Congressman, if | interrupt you, please.

The procedures that we follow are consistent with what®s laid out in the DOD
directive iIn procedures two and three. Procedure one is collection and procedure
two is retention and procedure three is dissemination.

And it goes along the lines of what Mr. Gandy just described. So, there"s an
analysis done on the data to ensure that there is a means by which we can
separate that data, that relates to U.S. persons and that which pertains to
foreign individuals.

And it"s only after it"s been reviewed by a number of people at every command,
including the lawyer that"s attached to it, that they make the decision on
whether or not to retain it or not.

WELDON: 1 thank the gentleman for yielding.





With all due respect, both to Mr. Gandy and Captain Dronberger, the 90-day rule
has not been followed. And if you talk to the people that work within your
organization, you know that.

First of all, there"s still data that being data mined today that was pre-9/11
data. And obviously, some of that"s going to have data about U.S. persons. And
it"s still within your storage capability. Second, the changes that you refer
to, Mr. Gandy, were put in by Congress. We"re the ones that approved the fact
that you could talk. Because there was a requirement back In the "90s you
couldn™t do that. That was a specific memo that was a subject of the 9/11
Commission, and was referred to by the attorney general. We"re the ones that
gave that approval, so we"re well aware of that.

But thirdly, the lawyer for DOD -- and this meeting took place in my office with
my chief of staff and, 1 think, one other person with me as witnesses -- Dr. Bob
Johnson said that his lawyer, consulting him on the information, data mining,
collecting at Garland, was, in fact, Richard Shiffrin.

And Richard Shiffrin told him, don"t worry about how long you keep the data. You
fill a form out, you sign it, and you put it in the bin. You keep it as long as
you want.

That"s not exactly what we were told by Bill Dugan in the Senate Judiciary
Committee hearing. In fact, it flies directly in the face of that. That there
was a cavalier attitude.

And so, the question that we ask is, why was the data destroyed? And now we find
out it wasn"t all destroyed.

And finally, just to close, before we go on to our next panel, I want to read a
quote from DIA, which I think is significant. This iIs on their Web site.

"We in the intelligence business have an unambiguous, non- negotiable
responsibility to discern truth and then to tell truth."

How fitting for this hearing.
SAXTON: The gentleman®s time has expired.

I would just like to exercise the prerogative of the chair to let, to ask you,
Dr. Cambone, or whoever is the appropriate person there on the panel, to respond
to Mr. Weldon®s last statement.

CAMBONE: Again, sir, this is difficult to do across the table in this fashion.
It"s undoubtedly the case that not everything gets destroyed, not everything is
covered, not all the rules apply to all the data.

IT there was a cavalier attitude toward what was being done, it was
inappropriate and shouldn®t have been done. And if, in fact, that went on, or is
going on elsewhere, it shouldn®"t be. So, the cavalier behavior doesn"t discount
its being inappropriate.

I did mention earlier in our exchanges here, that when we -- what we"re told is
that, when the project moved to Garland, Texas, we did not have difficulties
associated with dinning that which was covered -- U.S. persons data that might
be covered -- by regulation and statute, from that which was not.





So, there are right ways to do this and wrong ways to do this. And it was done
properly, as far as I"ve been told, at Garland. And there were questions as to
whether it was done properly at LIWA.

And, sir, we"re here to tell you what we know. There isn"t anybody here not
wanting to tell you what we don"t know. We just may not know everything.

SAXTON: Thank you very much. At this time 1 would like to thank this panel for
being with us, and to say that you"re excused to leave. And we understand that
Dr. Cambone will be back with us later on this evening for the closed session.

And we"ll move to our next panel. We welcome our second panel of witnesses for
the open portion of today®s hearing.

WELDON: Mr. Chairman, would you yield for one moment?
SAXTON: For what purpose?

WELDON: Just for a clarification purpose.

SAXTON: For clarification in terms of process or...

WELDON: 1 hope it was inadvertent, but we listed the first panel with their
military titles. We have a military officer in uniform, and the witness panel
lists him as Mr. Anthony Shaffer. He"s a Bronze Star recipient. | would hope
that we could refer to him as Lieutenant Colonel Anthony Shaffer.

SAXTON: Thank you for the clarification.

Our next panel is made up of Mr. Erik Kleinsmith, former chief of intelligence
for the Land Information Warfare Activity Organization; Lieutenant Colonel
Anthony Shaffer, a U.S. Army Reserve senior intelligence officer; and Mr. J.D.
Smith, a former program manager of Orion Scientific Systems, which provide
support to elements of the U.S. Army, including the Land Information Warfare
Activity.

1°d like to welcome this panel of witnesses. Thank you for being with us. 1
would -- in respect for members® times, and 1"d like to ask you to summarize
your statements and take five minutes or so to do that, if you would.

And we will start with Mr. Kleinsmith. Mr. Kleinsmith, sir, thank you for being
with us, and the floor iIs yours.

KLEINSMITH: Good afternoon, Mr. Chairman, and also thank you to yourself and
members of both committees.

I know I"ve been asked to speak specifically in the open session, but I also
will be available for closed session questions later, although 1"m not scheduled
as one of the witnesses there.

I was chief of intelligence for the Land Information Warfare Activity when SOCOM
requested our support. My branch®s primary mission, and one thing that is key to
understand is that -- and in summarizing my comments -- is that the Land
Information Warfare Activity is not an intelligence unit, or was not an
intelligence unit, and is now known as First Information Operations Command.





As such, it was only part of the intelligence community, in that it was a
subordinate unit of the Intelligence and Security Command in Fort Belvoir,
Virginia. What made this distinction even more blurry was that we are co-located
in the INSCOM headquarters.

My branch itself was really much like any combat unit has intelligence personnel
supporting it on the battlefield. My branch of only 24 analysts was the
intelligence portion of the Land Information Warfare Activity as an operational
unit.

While we"re unique in terms of our ability to use data mining and visualization
software, our analytical capabilities were also unique iIn our ability to support
our customers. In that, we were routinely asked of our support by several
customers that took our mission set far outside of our normal mission of
supporting Army information operations with intelligence.

Because of this, in the two years that | was the chief of intelligence, | did
support every combatant command several times. And because of our ability to
understand data mining technology from a very unique analytical perspective at
the time, myself and Dr. Eileen Preisser spent a lot of our time inventing and
rewriting traditional intelligence analytical process and inventing new
processes that could better give ourselves the ability to take advantage of the
tools we had available.

Our coordination with SOCOM and Able Danger project began in December of 1999.
After initial assessment of our capabilities, they came to us and invited us to
several working groups that were held at the Joint Warfare Analysis Center.

1*d like to stress during this time that my branch was completely supported by
my chain of command, both from the commander of LIWA, Colonel Jim Gibbons, as
well as the commander of INSCOM, then Major General Robert Noonan.

One of the pivotal questions again came up to us, or to myself, was whether or
not I recognized or remembered seeing Mohammed Atta. And 1 reiterate the same
answer 1 gave the Senate Judiciary Committee in September, that 1 do not
remember seeing his name or face on a specific chart.

But the more important point is that we were tracking hundreds of names, and we
were creating dozens of charts for SOCOM. And while most of these charts
contained information and intelligence that needed further analytical vetting,
we were still able to identify a significant worldwide footprint with a
surprisingly large presence within the United States.

In the middle of our preliminary analysis of the data, we were told to cease our
support to SOCOM, due to what we were told were intelligence oversight concerns.

While 1 received the order through my chain of command, we knew that the order
had come from somewhere higher than INSCOM headquarters, or somewhere, you know,
up in the Pentagon.

Even today, neither I nor any of the team members 1 have spoken with can say
exactly where the order to cease work originated. This order began a subsequent
six-month-long struggle for both LIWA and INSCOM to get permission to restart
our work, and was a huge source of frustration felt by both our team and by our
SOCOM customer or contacts.





SOCOM finally grew so impatient with our inability to overcome this work
stoppage, that they did decide to move their analytical operation to Garland,
Texas. And by the time we were allowed to begin work, and after overcoming
several hurdles, the bombing of the USS Cole changed the face of our work effort
entirely.

It was during this work stoppage around May 2000, that I was required to delete
all the raw information, data and product that we had collected during our
support of Able Danger. | was required to do this again, and to comply with
intelligence oversight regulations covering U.S. persons.

In using data mining tools, we had to assume there was information on U.S.
persons throughout all of our data sets. And since we were barred from working
with any of the data, either for analysis or to even vet U.S. persons
information from that, it all had to go, that was in my possession when 90 days
were up.

Thank you again to appear before you, and I"m open for questions.
SAXTON: Thank you very much, Mr. Kleinsmith.

Lieutenant Colonel Shaffer, you"re up, sir.

SHAFFER: Sir, thank you.

Mr. Chairman, distinguished members of the committee, thank you for hearing us
today.

Able Danger was a good news story, as it"s already been pointed out. 1 won"t go
through that again. It was the right mission at the right time, with the right
people against the right enemy.

I take issue with the representation which they talked about today regarding it
only being a campaign plan. There were actual issues, capabilities and units
being tied to this capability, which we"ll talk about in closed session.

This was not merely a planning exercise, as has been demonstrated here. 1 will
try to walk through that again in closed session.

Essentially, in essence, there was a larger issue here. General Shelton®s
vision, as well as General Schoomaker®s vision was for the resurrection of an
0SS capability, using asymmetrical warfare as the basis.

And 1°d like to believe that Dr. Zelikow, from my initial briefing on this in
October of 2003, one of the reasons he called back that very evening. Clearly,
whatever 1 said, and 1 do recall saying the information regarding the large
scope of the operation, the linkages, include Atta in that briefing.

Using this technology in 1999, 1 was actually using the LIWA capability for
other compartmented operation support. This was not the only operation 1 was
working with LIWA on.

The idea was to bring the best and the brightest together to work on this
target, like bringing DaimlerChrysler, Ford and GM together to work on a
project. That"s why this was such an important project.





I reference back to pioneers in previous military operations, such as General
Mitchell, who saw aviation as a developing issue. General Claire Chennault, who
actually developed the Flying Tigers as a capability prior to World War 11. That
was what Able Danger was, a true capability to look at a developing and emerging
enemy and to do something about it.

What 1"d like to go ahead and do is cover some of the other issues in my
prepared testimony, so | can address some of the issues brought up by Dr.
Cambone.

First off, 1 was asked by General Newton to bring other compartmented
capabilities to LIWA to have them support these activities. | will talk more
about my actual role in Able Danger and other operations in closed session.

During the time that we were working these issues, | was the one who actually
matched up LIWA and Special Operations Command because 1 had used LIWA for other
compartmented operations. It was because we knew that this capability was
significant as such that we used it for other operations, which 1 cannot go into
in open session, but we used it successfully for other black operations support.

The idea here was that we were using capabilities for whatever made sense. It
was not something that we formally did in many instances. 1 will try to cover in
more detail the chain of command, if you would like, in closed session as well
about why we were doing what we were doing.

I also dispute what was said about the FBI. The FBI agent in question I know
made statements to the Judiciary Committee, which confirmed that 1 had attempted
to gain information about the Al Qaida unit of WFO, so we could provide to set
up a meeting for SOCOM to discuss this with Special Operations Command and have
information exchanged.

The reason I know this is because we were working a parallel project with the
FBI at the time. And 1 don"t understand why Dr. Cambone and company did not
mention the fact there was a parallel operation being conducted with DOD,
looking at a target regarding the FBI"s choice, regarding an overseas terrorism
target.

So there were other issues, other linkages which were established. 1°m baffled
why this link has not been confirmed. Also, to go forward regarding the
information regarding DIA and coming after me, regarding reprisal, as soon as
two days ago, | was actually questioned by a DIA official about my testimony
today and what 1 said to the I1.G. | have reported this to the proper authorities
already. So 1 want to make clear that there have been issues which 1 have
reported and I have not been encouraged to come forward.

As a matter of fact, 1"ve been discouraged by having, in closed session today,
DIA has personally, directly, interdicted in U.S. court today, they have said
that 1 will not have counsel iIn the closed session.

My attorneys filed a suit today, which DOD and DIA lawyers opposed. Because of
the issues regarding questionable access to information, 1 will be going in
under protest. I will give you the information you request in closed session.
But you need to understand, I"m doing this under protest by DIA, who was part of
Dr. Cambone®s holdings and has denied me legal representation.





My concern is -- and I"ve been told, there is issues regarding the fact that
this information may have been mishandled -- I feel it"s my right to have legal
counsel as we go through some of these vexing issues. DIA has denied that.

So let me close by saying there are issues here which I think the committee
needs to get to. | have not been supported in this effort to get the information
out. And I will do whatever 1 can to support Congress in its efforts.

UNKNOWN) : Thank you, Colonel.
Mr. Smith?

SMITH: Mr. Chairman, distinguished members of both subcommittees, thank you for
the opportunity to appear before you and offer my remembrance of support given
to the U.S. Army Intelligence Security Command Headquarters at Fort Belvoir,
Virginia.

With my testimony, 1 wish to relay information concerning my involvement with
activities now known to me as Able Danger. It is my hope that both subcommittees
realize I will convey all pertinent information that I recall concerning my
support to Able Danger during the fall of 1999 into the summer of 2000.

My testimony has not been coordinated, nor discussed, with anyone except my
counsel, who is present in the room.

From March 1997 to August 2000, 1 worked at Orion Scientific Systems, MclLean,
Virginia, as a program manager.

From March 1997 to approximately 15 September 1999, 1 managed and performed
criminal intelligence support activities within the Gulf States Initiative
Program. That was a unique, joint, federal, U.S. Army National Guard multi-state
-- involving Alabama, Louisiana, Georgia, Mississippi -- effort by working
specialized support by contractors, myself and a team, assisting the U.S.
government in upgrading criminal intelligence activities in those mentioned
states.

We supplied information technology, hardware, software communications,
facilities and training to state police and bureaus of narcotics and
investigations in those states. It was extremely successful program.

As that program was noticed by several members of the government, within
Congress and also in the military, 1 had the opportunity to meet at Fort Belvoir
with Dr. Eileen Pricer, who at that time was the chief intelligence officer at
U.S. Army INSCOM, at the Land Information and Warfare Activity. After multiple
meetings and discussions about how we could help with activities associated with
LIWA missions, we were able to work a task order contract for individual tasking
given to us with no guarantee of work or tasking by the government.

Again, I"m reading just parts of my statement, which you can look at it later,
for brevity.

To the best of my recollection, specific tasking assignments started with
multiple discussions on or around 25 October 1999. The U.S. Army established
ground rules for me to operate within. They were extremely specific.

All support was to be unclassified and not accomplished on U.S. government
information technology equipment or within U.S. Army facilities.





Orion personnel were not to have access to U.S. government information
technology, equipment or data -- unclassified or classified.

Orion personnel were not accessed to classified operations of INSCOM, LIWA or
other governmental agencies associated with INSCOM activities.

Orion personnel were not allowed access to personnel or data associated with end
user operations.

Orion was to formally produce and deliver all task order products for government
approval each and every time.

No tasking was to begin without specific direction from LIWA, Dr. Pricer.

Orion was responsible for accountability of hours charged to the government per
task order. We responsible to advise LIWA when chargeable task hours were within
80 to 85 percent of funding. No free work was to be produced for the U.S.
government.

Orion personnel had no knowledge of the code name Able Danger or any end user
operations.

Those were the ground rules we started with.

We produced -- Orion produced -- visual charts, using proprietary software,
offsite, off facilities and that we"d deliver the end products. To the best of
my knowledge, we had no connection whatsoever with any government information
sources for any of the data extractions we did. Our task deliverables all
centered on the concept of find and associate unclassified data meeting specific
topics, activities, historical events and/or researched topics assignhed by
INSCOM.

All data represented on INSCOM deliverables were from the Internet, private
sources, and/or automatic pre-designed searches, using a variety of such tools.

Assembly of associations was completed by multiple, trained, experienced
analysts. And if the work produced any association linkages, it was documented
in drill down capabilities using visual presentation charting.

As an example, any picture that we had identified, would have a subset of data
with 1t, which would back up any association linkages that we did. The data may
contain documents associated with other events, pictures, facilities and/or
geographic references in the chart, and then we would give it to INSCOM for
their further action.

During the Orion support, on or about 25 October 1999 to 4 August 2000, I
delivered multiple open-source task order visual charts and printed support
documentation that identified linkages or associations of people of interest and
events including timelines, charts, historical events, visual charts, all
defined by U.S. Army INSCOM.

I was the task leader program manager for this support during the identified
timeframe. I made all the deliveries and responded to INSCOM questioning about
linkages and the chartsmanship. Detailed analytical support was supplied by a
variety of experienced analysts on a per task availability schedule, many of
them part-time.





Within that timeframe, | have recollection of a visual chart that identified
associations of known terrorist Omar Abdul Rahman, within the New York City
geographic area and the name of that particular chart escapes me, but it was --
we called the Brooklyn Cell.

Mohammed Atta®s picture, an association of Rahman, was on the chart. Several of
these visual charts were printed; and due to the size of the charts,
approximately 4.5 by 5 feet, printing irregularities would result. Many times we
would print the charts in the smaller version just for handling purposes.
Several of these charts addressing multiple topics were retained by me and
turned over to Representative Curt Weldon.

The particular Atta chart is no longer available, as it was destroyed in an
office move that I had in 2004. 1 have direct recollection of the chart because
I had a copy up until 2004.

Recently, 1 read what the Honorable Slade Gorton composed and delivered to the
Honorable Arlen Specter, chairman of the Committee on the Judiciary, a detailed
accounting of the 9/11 Commission reviews and conclusions. The Honorable Slade
Gorton concluded that no documents have been found and the Pentagon has
conducted its own internal investigations as probed, being broad, deep and
aggressive.

The Pentagon uncovered no charts or evidence to support the allegation that Able
Danger identified Mohammed Atta before 9/11. He further concluded that each of
the individuals -- meaning Colonel Shaffer, Captain Philpot and Congressman
Weldon -- has an excuse as to why he can no longer provide the chart. And his
final point is claims about Mohammed Atta, even if they were true, would not
change the Commission®s recommendations.

I have no issues within the Honorable Slade Gorton or any other members of the
9/11 Commission. However, 1 do agree with his comment that the 9/11 Commission
has never claimed to be the last word on the topic of the September 11 terrorist
attacks.

The commission acknowledged in the preface to its report new information will
eventually come to light. That"s why we"re here.

Thank you.

(UNKNOWN) : Thank you, each, very much for providing this opportunity for us to
learn more about this situation.

We"re going to go now to Chairman Everett.

EVERETT: Thank you, Jimmy.

Mr. Kleinsmith, are you aware of any special legal reasons for the termination
of any of the Able Danger data-mining activities at Land Information Warfare
Activity?

KLEINSMITH: Only that, just as we were required to follow at our level, which

was Army Regulation 381-10. And now our Army intelligence analysts get this
regulation beat into them every year with mandatory training.





In fact, during Able Danger, we had a second session of mandatory intelligence
oversight training to reinforce the fact that we had to abide by those rules.
The reminder from Captain Tony Gentry (ph), then our legal counsel, that the
timeline was running out, it was legitimate in my translation of the regulation.
But 1 did tell him the Ffirst time that we had met, 10 days prior, that I would
wait until the very last day in hopes that we would be able to restart our
mission again.

EVERETT: And you followed the regulation?

KLEINSMITH: Yes, sir.

EVERETT: Mr. Smith, you testified that you recall seeing a chart produced by
Orion that showed Mohammed Atta®s picture and connection to Omar Rahman, a known
terrorist. At the time you saw that, what was the intelligence value of that
information?

SMITH: To me, the information was extremely valuable.

At the time, after 9/11 when the pictures were released in newspapers and 1 did
the compare on the chart, when I saw his picture there, 1 was extremely elated
and, to anyone that would listen to me, | showed them the chart that was in my
possession. And it was a chart that we had not delivered because it had, in the
process of printing, it had some errors in the printing. And so we would not
deliver a faulty chart to the U.S. Army, so | would keep ones that had been
printed incorrectly, with blurred lines or boxes or colors that blended
together, and this chart was one of those.

Atta®s picture was a third rung of a group of known associates with the Brooklyn
Cell, with Rahman. And he was an underling associate we had -- my recollection
is we had multiple names for him. The picture was grainy. Many of the pictures
that we had, we were collecting from open-source information.

We had some connections in Los Angeles to some Arabic news services and some
people -- we were getting information also from people in the Arabic community.

EVERETT: By what process did that chart get destroyed?
SMITH: 1t was...

EVERETT: You do not have backup copies?

SMITH: No. It was impossible to do backup copies of it.
EVERETT: How so?

SMITH: The size of it. The size, it just -- there was no way it would fit in a
copier. It was about 4-1/2 by 5...

EVERETT: Couldn®t you recreate the original chart again?
SMITH: 1 don"t see how -- not with the 60 to 70 pictures that were on it.
EVERETT: How"d you create it the first time?

SMITH: 1"m sorry, sir?





EVERETT: How did you create it the first time?

SMITH: We created it using Orion Magic Software and we had done all the
associations and linkages and then printed it on a very large printer. ..

EVERETT: And you couldn®"t do that again?

SMITH: 1T I had the software, | could. But, from what I understand, it doesn"t
exist anymore -- the database that we were using doesn®"t exist. All the data®s
gone.

EVERETT: Colonel Shaffer, three or four questions concerning the FBI.
SHAFFER: Yes, sir.

EVERETT: Which office of the FBI did you confirm an appointment with and who was
supposed to be at the meeting and at what time was the meeting set for?

SHAFFER: Part of the problem here is I"ve not been given access to my e-mail at
DIA, which contained this information. As | recall -- the office that we went to
to obtain the information from the FBI about the appropriate point of contact
was the special agent, which has been referred to here, who I was working with
on a European terrorist organization.

As a colleague, 1 said: "Hey, we have some information that we need to provide
from Special Operations Command to your folks, who are working the bin Laden
issue. Could you give me point of contact?"

She then went back into FBI, WFO, Washington Field Office, and found the
appropriate point of contact. As I recall, | gave that that information to my
deputy, Lieutenant Colonel Theresa McSwain, who I"ve already given the name out,
regarding the fact that she was involved in some of the activities. She was
actually my Able Danger deputy. I actually had the lieutenant colonel who worked
for me who was the full-time Able Danger officer and I requested that she set up
the meetings between Special Operations Command. In this case, it would have
been Commander Philpot®s boss. | can"t recall his name off the top of my head
right now, but the colonel who was over Scott at SOCOM.

We tried to arrange three separate times meetings between the FBI. The first two
were done by my deputy, Colonel McSwain, where called over to this WFO office. 1
did not know the individuals at WFO who were working the bin Laden issue.

And the last time, because SOCOM did not show up the first two times, |
personally got involved the last time to try to set up the meeting between
Special Operations Command and the FBI. And as 1 recall, 1 got a call from
Special Agent -- the FBI special agent, saying: Why aren"t you guys showing up
at these meetings? My colleagues have called me and tell me you guys keep
blowing them off.

So 1 called down to Captain Philpot, as 1 recall, and said: What"s going on? Why
aren"t you guys showing up for these meetings? And that"s when I was informed
that they were told that they couldn®"t -- they, Special Operations Command, were
told by their legal advice, their legal attorneys, they were not supposed to
show up for these meetings. And that was the issue.

So, to summarize, we went through our existing points of contact with the FBI.
We were working with them on other operations. We attempted, through my deputy





and myself, at least three different times, to set up the meeting between WFO,
an agent -- 1 don"t remember his name -- 1 never knew him, but we had the phone
number and we tried to set the meeting up.

And the third time, I personally tried to do it. And then 1 was told later --
well, at the same day | tried to set up the meeting, and SOCOM blew it off -- by
Captain Philpot that they were told, they -- SOCOM and this colonel were told
not to show up, based on legal advice from the Special Operation Command
lawyers.

(UNKNOWN): Will the gentleman yield?
EVERETT: Absolutely.
(UNKNOWN): Do you have any idea what that legal advice was based on?

SHAFFER: 1 do not have direct knowledge of that. 1 could only give you
information relating to what 1 recall being told by Captain Philpot at the time.
It related to concerns that if the information from SOCOM, regarding the
terrorist organizations in question, were provided to the FBI, it may be misused
by the FBI.

IT that misuse resulted in illegal or bad activity regarding misuse or somebody
being killed wrongfully, that information would be traced back to SOCOM and
therefore SOCOM would take a black eye for having provided it to the 9/11
Commission -- to the FBI. And the reference was, as | recall, Waco.

There was apparently an issue regarding SOCOM®s assistance with the FBI and ATF
and Waco and that was apparently the fear, | was told, which prevented -- which
the lawyers used as their justification to not pass the information to the FBI.

(UNKNOWN): Can you tell me what the timeframe involved here is?

SHAFFER: Yes. Well, the timeframe when 1 attempted to move the information was
the September 2000 timeframe. The time that all the legal wrangling, 1 don"t --
I was not there at SOCOM, Tampa, every day to go through all the issues. So 1
couldn™t tell you all the discussions that were going on behind the scenes.

(UNKNOWN): 1 would just raise this and | don"t think this is the place to
discuss this, but we may want to try and scope this out later, whether or not
the concern here had to do with information that may have been available at that
time in this group of information...

SHAFFER: Yes, sir.

(UNKNOWN): ... sets that were available that had to do with U.S. citizens.
SHAFFER: The ostensible reason that SOCOM -- I"ve heard -- had concerns about
the, quote/unquote, "Brooklyn Cell,”™ was the potential that these individuals
were, quote/unquote, "here legally.” And I think that was something at the time
was of concern. There was a very broad interpretation of the guidance.

Now, 1 can speak as an intelligence officer who"s bound to approaching U.S.

citizens a certain way. | have to identify myself as a U.S. intelligence officer
if I"m going to do an intelligence operation. | got to. It"s law. Now, that was
being expanded out to include green card holders at the time. I mean, if a legal

alien was here under a green card, | had to treat him like I would treat you and





tell you: Hey, 1™m Tony Shaffer, 1"m an intelligence officer, 1 want you to go
do X overseas. | would have to identify myself upfront. I couldn™t use
methodology which would protect me and the U.S. government.

The interpretation of that was very broadly defined by lawyers at the
operational level. That included then, in some cases, individuals here on
student visas and individuals who were here not under green card status, but for
other status. And 1 think that was part of the problem here. There was a concern
that these guys who came up through the searches may be here legally. And
although they"re not green card holders, we need to be very careful about how we
interpret that.

(UNKNOWN) : Thank you very much, sir.
(CROSSTALK)

(UNKNOWN): ... a quick comment?
EVERETT: Go ahead. Please.

(UNKNOWN) : Perhaps we"d like to take a closer look at that in closed session,
Mr. Chairman.

EVERETT: Thank you.
Mr. Reyes?
REYES: Thank you, Mr. Chairman.

In the context of your comments about sharing information, what were the
Department of Defense procedures for sharing the Able Danger information with
other agencies? Were there -- and I™"m interested in finding out were there
clear-cut guidelines, procedures and processes on how that was to be done and
what criteria?

SHAFFER: Right. The answer, 1°11 give you in two parts.

First, there were standing agreements between intelligence organizations
regarding information sharing. For example, one of the roles my unit provided to
Able Danger was to provide the DIA whole top secret database and the NSA whole
top secret database. Regarding the fact we got that and we gave it to SOCOM --
and keep in mind, SOCOM was a Title X organization. The intelligence committee
is Title 50. So that took some doing.

So we legally found ways to bring information out of the intelligence community,
provide it to SOCOM for the purposes of Able Danger.

REYES: When you say database...

SHAFFER: Right.

REYES: ... is this the lookout classified system?

SHAFFER: We did a combination of things. We actually obtained raw data from both

NSA and DIA which were essentially copies of the IDB, which is the DIA"s big
database -- and then also NSA"s databases regarding their SIGINT searches.





I have to go more into this in closed session. But suffice to say, we played
this concierge role, essentially as a kind of a middle man, to get these
databases. So we did have agreements.

The FBI1, being law enforcement, was a bit of a different animal. Part of the
issue was the fact that we did have existing relationships with the FBI and law
enforcement community, but there was a feeling that: Hey, you know, we need to
be careful about what we give law enforcement.

And I don*t know if we had any formal documents which said you couldn®t do it,
but considering the fact Able Danger at the time was a top secret planning
mission, | would not approach any organization outside of SOCOM without getting
SOCOM*®s permission first.

Even though 1"m a DIA guy, I"m assigned to support them. Therefore, 1 had to
take my lead from them. When it came to the FBI, | made several strong
recommendations over the year 2000 that we partner with the FBI. And 1
referenced the fact that 1 was doing a joint operation with them regarding
another target, which we"ll talk about in closed session. | felt it was in our
best interest to share and work together with them.

That was not the feeling of SOCOM. 1 had to respect their feeling regarding
operational security, that that needed to be kept within their control.
Therefore, although there was nothing technically prohibiting me from giving the
information, it was an operational call on their part, saying that they did not
want at this point in time to share that information with the FBI.

REYES: So, if 1"m understanding you correctly, it was that there wasn®t any
concrete direction -- If you get written standard operating procedures, if you
get this kind of information, this is...

SHAFFER: No.
REYES: ... what you do?
SHAFFER: No.

REYES: Is it your testimony that it was handled on a case-by- case basis?
SHAFFER: Yes, sir.

REYES: Or sensitivity basis or...

SHAFFER: Sensitivity basis was one of the big concerns. | would say common sense
was the best guide we tried to use. If something was time-sensitive, the rule
was if —-- my personal rule and I think the rule as my organization was in charge

of it, if it"s going to result in a U.S. citizen being killed or an attack
occurring, you give that to whoever needs it, no matter what the classification
is, period.

IT it"s planning information regarding what we were doing -- and we"ll talk
about iIn closed session -- you need to be careful about how they use that
information, regarding the fact that if you"re especially using raw
intelligence, not finished intelligence, intelligence relating to targeting, you
needed to be very judicious in its use. And if it really didn"t meet the
criteria that someone was about to get killed or something was about to happen,
then you would make a judgment on the need to know.





And the standard was need to know and must know. In some cases must know means
you had to know the information to do your job. In other cases, need to know
sufficed. We kind of used that as our rule.

In the case of Able Danger, it was SOCOM"s decision, and | respected that, to
not share the information with the FBI. Although I dealt with the FBI on a daily
basis.

REYES: So, hearing you say that you dealt with the FBI on a daily basis, was
there in fact any information shared with the FBI?

SHAFFER: Significant information regarding the target set. 1 think that"s one of
the things we"ll talk about in closed session in more detail.

The methodology that we (inaudible) were using to support Able Danger was in
many instances being recreated for the FBI to use on one of their terrorism

targets. That is to say, what we"ll talk about in closed session -- a
combination of technology, the psychological profiling, looking at leadership
nodes and functions -- was being developed for the FBI.

Now, we developed an artificial operational firewall, based on the -- we weren"t

going to tell SOCOM about what we were doing for the FBI. We"re not going to
tell FBI1 about what we"re doing for SOCOM, out of respect to both organizations.

(UNKNOWN) : 1If the gentleman...

SHAFFER: But, that didn"t change the fact that 1 fought several times to bridge
that gap.-

(UNKNOWN) : 1f the gentleman would yield for a moment, | just -- this is just an
announcement. We have a critical witness who is going to appear -- planned to
appear in the closed session, who has to leave here for an unavoidable
appointment at the White House at 6:00 o"clock.

So we"ve had several -- we"ve had a little discussion here among some of us and
we have a couple of options. We can miss the critical witness or, since these
gentlemen are going to be here for the closed session, we could have the room
swept and begin again the closed session so that the critical witness can leave
on time to be at the White House. WELDON: Mr. Chairman?

EVERETT: Gentleman?

WELDON: 1 don"t have a problem with that, expect I would like them to be able to
be questioned in open session. If you want to bring in the closed session
witness, have him testify and then leave and then bring them back in open
session. A lot of what they have to say has to be on the public record.

And having it in closed session doesn"t get the word out. They"re willing to
testify iIn open. They have the approval. And to shortchange this because one
person has to go to the White House, | think is unfair.

Some of the things they want to say would be closed, but the bulk of what they
have to say is open session information that the American people need to hear,
especially given the amount of time that we gave to Dr. Cambone in the first
round. Because a lot of what they"re going to say will directly contradict the
perceptions being created here.





So, I would suggest we go to closed session, if that"s your desire, but then
come back and have these guys In open session again.

MCKINNEY: Mr. Chairman, I also would like to request that it be open session
because 1 have questions to ask as well, and 1 want them on the record.

WELDON: Mr. Chairman, J.D. Smith"s also not allowed In the closed session, so he
would not be able to appear.

EVERETT: OK. Why don"t we do this: Why don"t you go ahead, Mr. Weldon, take your
10 minutes now and then we"ll go to the gentlelady from Georgia and then we"ll
break and go to the closed session.

MCKINNEY: Thank you, Mr. Chairman.

WELDON: Mr. Chairman, 1 have more questions than will fit in 10 minutes, are we
not going to do other rounds?

EVERETT: No, we"re just going to do one round.

WELDON: Mr. Chairman, 1 object to that. 1 will comply, but that is not possible
with the amount of information these witnesses have and with the content of Dr.
Cambone, it"s very unfair that we can"t have these witnesses stay longer than --
I"m willing to stay here until midnight. And to shut this down and go to a
closed hearing, to me is patently unfair. 1711 run through 10 minutes.

For Mr. Shaffer, have you ever met Dr. Philip Zelikow?

SHAFFER: 1"m sorry...

WELDON: Have you ever met Philip Zelikow?

SHAFFER: Yes, sir.

WELDON: Are you aware that he"s saying he never met you?

SHAFFER: Yes, sir. 1 am.

WELDON: What evidence do you have beside the notes of your meeting, what do you
have to prove that you met with him?

SHAFFER: Well, as you referenced earlier, at Bagram, Dr. Zelikow approached me
after my briefing on Able Danger and said what 1 said to him -- let me quote
exactly what he said -- "What you said today is very important. We need to
continue this dialogue upon your return to the United States. Please contact me
upon your return so we can continue this discussion.

I have in my hand, Dr. Zelikow -- Philip Zelikow"s card -- executive director,
National Commission on Terrorist Attacks upon the United States. And he provided
me with his card, which I did use upon my return to try to recontact him.

WELDON: Thank you. When you contacted him, how many times did you contact the
9/11 Commission upon your return?

SHAFFER: 1 tried twice. | tried...





WELDON: And what was the response?

SHAFFER: First time, I called in -- and there®s issues | have to talk about it
in closed session -- and they said, yes, we know who you are. Let me talk to Dr.
Zelikow and find out when he wants you to come in.

They told me they"d give me a call back. They never called back. 1 called back
about a week later. Same number, same individual answers, and he says, yes, we
remember who you are. We know who you are. 1 got to tell you, though, Dr.
Zelikow decided we have all the information we need on Able Danger. We don"t
need you to come back in.

WELDON: Was anyone else affiliated with Able Danger besides Commander Philpot
ever talked to by the 9/11 Commission?

SHAFFER: Not to my knowledge and they never asked me to provide any lead
information.

WELDON: And following your discussion in an attempt to talk to him, he never
contacted you again?

SHAFFER: That is correct.

WELDON: And you volunteered when you went to them, the only other time was when
Commander Philpot volunteered in July of 2004 and went to them. Is that correct?

SHAFFER: To my knowledge, that is correct. Yes, sir.

WELDON: Colonel Shaffer, have you felt that you"d been harassed in this
process. ..

SHAFFER: Yes, sir.
WELDON: ... of trying to tell the truth?
SHAFFER: Yes, sir. Multiple times and multiple ways. Yes, sir.

WELDON: And your lawyer is here and he can cite for the record all the details
of the times that you®ve felt that harassment?

SHAFFER: Yes, sir. And 1 think it"s fairly well documented regarding both the
hearing yesterday in front of Congressman Shays®" committee and the related
documents which show that, you know, we were able to refute all allegations
against me.

WELDON: Mr. Chairman, 1°d ask unanimous consent to include Colonel Shaffer-s
record in the file which includes letters from every previous DIA leader, as
well as his testifying to Tenet personally, which is very rare for a person at
his level.

EVERETT: Without objection.
WELDON: Colonel Shaffer, is it your opinion -- you®"ve heard what FBI Director

Louis Freeh said about the possibility of this information perhaps having been
able to prevent 9/11. Do you believe that?





SHAFFER: Based on my knowledge of what Dr. Smith came up with, J.D. Smith came
up with and others come up with, absolutely. Yes, sir. Plus, the added fact that
we had operational capabilities which could have been focused to further
penetrate the organization, yes, Sir.

WELDON: Mr. Smith, do you believe that this information, if it would have been
properly transferred, could have helped the FBI as Louis Freeh said, perhaps
prevent 9/117?

SMITH: Absolutely.
WELDON: Absolutely.

Mr. Kleinsmith, do you believe that this information could have helped, as the
FBI director said, perhaps prevent 9/117?

KLEINSMITH: Yes, sir.
WELDON: 1 thank all three for that statement.

Do any of you -- what"s your response to the characterization by the 9/11
Commission of Able Danger being historically insignificant? And make your
answers brief.

SHAFFER: 1711 go first. First off, sir, they never did an adequate investigation
of the issue. The fact they never sought lead information of other Able Danger
members to find out what actually happened on the ground, shows that they were
derelict in their duties. Therefore, they can"t make that judgment.

WELDON: Mr. Smith?

SMITH: 1 believe that they never received the proper information about Able
Danger and what we were capable of doing and what we did do.

WELDON: When you say they, you mean the commissioners?

SMITH: Yes, the commissioners never got the information. 1 think it was not only
incorrect -- the information they did have, it was dated and it wasn®"t complete.
Also, certain things that bothered me. We were not collecting on U.S. citizens.
We were doing linkages with people of interest. The U.S. names would come up.
There was no collection ever by our organization on U.S. citizens. And so 1
couldn™t figure out where that was coming from.

The other thing is that, when the agents showed up at Orion to take all our
materials, stating everything was classified, | wasn"t there that day.
Therefore, | had had some charts which 1 have since turned over to you. All
information that we have ever produced, which was all unclassified, was
confiscated and to this day we don®"t know who by.

WELDON: Mr. Kleinsmith, do you have a response to that?

KLEINSMITH: Yes, sir. The key point that | addressed several times was that,
again, was it important whether or not we saw Mohammed Atta or remember seeing
his name? No. The important point is that this type of intelligence is the way
that we have to do intelligence in the future. We cannot afford to not use data-
mining and visualization tools. But the direction we were going in, the threat
that we were able to see was an historically significant point.





WELDON: Mr. Smith, one of the commissioners stated publicly after the story ran
in the New York Times, that you couldn®t have had the photograph, because he
didn"t have a driver®s license. Would you comment on where you got the
photograph from?

SMITH: We were getting the information from Arab sources through Los Angeles. We
were able to get a lot of inside Arabic information. At that time, if you
remember, 1999 through 2000, people treated the Internet much as they did their
phone calls. They felt that anything they did on the Internet was very, very
private when, in fact, we were able to purchase much of the information and get
it from their own countrymen.

WELDON: So where did you get the photograph of Mohammed Atta?
SMITH: 1 believe we got that information directly from a mosque.

WELDON: Did you have a contractor in California that you knew was providing that
type of information?

SMITH: Yes, sir. We did. We had multiple contractors we were using as 1099
contractors. They were contractors that would supply us intelligence
information. We would give them the task, they would go out and do it. So many
hours for so much pay.

WELDON: Did anyone from the 9/11 Commission staff ever talk to you, Mr. Smith?
SMITH: No, sir.

WELDON: Mr. Kleinsmith, anyone from the 9/11 Commission ever talk to you?

KLEINSMITH: No, sir.

WELDON: To your knowledge, the other people that were involved in the Able
Danger investigation, were any of them ever talked to by the 9/11 Commission?

(UNKNOWN) : No, sir.
WELDON: Mr. Kleinsmith?
KLEINSMITH: No, sir.

WELDON: Mr. Kleinsmith, on September 21, during your testimony before Senator
Specter, you made the comment, before you go to bed every night, you think about
what other team members think and, if you had not been shut down, what you could
have done. Do you still stand by that statement?

KLEINSMITH: Yes, sir.

WELDON: How strongly do you feel about that statement? | think Senator Specter
went on to say: Do you think you might have been able to glean some intelligence
that could have been helpful? And you said, yes.

KLEINSMITH: Yes, sir. 1 did. 1 think some key points is just how much the
information, even though it was pre-9/11 information, how much it had shocked us
and how entrenched, and that Al Qaida had a presence within the United States.





WELDON: Mr. Kleinsmith, you testified that you knew that you had to destroy
data. Would it surprise you if the data that you supposedly destroyed is still
available?

KLEINSMITH: If it"s still available, it means myself and the warrant officer
that | worked with, we had made a mistake. 1 deleted the primary data set. She
had deleted the secondary data set. And we had checked each other®"s work to
ensure that was according to regulation.

WELDON: Could there be other pre-9/11 data that would still be available that
could be mined that was collected before 9/117

KLEINSMITH: Not to my knowledge. I am aware of the safe that contained the JTAG
data. And 1"m aware of looking at that and to ensure again that we had checked
it this summer. The problem with the magnetic media within that safe was that
there was not a single automated system at INSCOM to be able to look at the
magnetic media. We just did not have the tape readers to read that...

WELDON: Mr. Kleinsmith, you were not involved in destroying the data at the
Garland facility. Is that correct?

KLEINSMITH: No, sir. Not at all.
WELDON: Did you ever have contact with Dr. Bob Johnson?

KLEINSMITH: I had actually worked for Raytheon from April 1 to September 1,
2001, but by that time -- and I had been to the Garland facility, but again by
that time, the capability of the Garland facility had moved with SOCOM as they
had left.

WELDON: Now, Dr. Bob Johnson told me, with a meeting with my staff that his
counsel legally was a guy named Richard Shiffrin (ph). Do you know who Mr.
Shiffrin (ph) was?

KLEINSMITH: 1 do not know him personally. Though, 1 do know who he was.

WELDON: Mr. Shiffrin (ph) told Bob Johnson, don"t worry about the 90-day period.
You can just put a document in the file and keep it as long as you want. Do you
think that"s plausible?

KLEINSMITH: Not understanding the illegal opinion on how he came up or
originated that decision, 1 would not be able to comment on, you know, on his
thought process.

WELDON: Mr. Smith, are you aware of other people who also will testify and
who" 1l have obviously seen the chart with either the name or the photo of
Mohammed Atta?

SMITH: Yes, sir.

WELDON: How many do you think there are? If we went out and tried to find them?
SMITH: 1 have two people presently that have contacted my counsel, who are
willing to sign affidavits. There are others that work in the intelligence
community who choose not to partake of this.

WELDON: But they also saw it?





SMITH: They also saw it.

WELDON: How sure are you that it was Mohammed Atta®s name and picture?
SMITH: 1"m absolutely certain. | used to look at it every morning.
WELDON: You looked at it every morning. So it wasn®"t a one time deal?
SMITH: No, sir.

WELDON: And was that the chart you think that was given to me that I gave to the
White House?

SMITH: Yes, sir. It was.

WELDON: And you®"re ware that when I gave that chart to the White House, Dan
Burton, the chairman of the Government Ops Committee, was with me and stated to
the New York Times, that he actually showed the chart to Steve Hadley and
explained the linkages?

SMITH: Yes, sir.

WELDON: You“re aware of all that?

SMITH: Yes, sir. 1 am.

WELDON: Colonel Shaffer, in terms of your current status, what is it right now?

SHAFFER: The twilight zone, sir. I"m kind of between jobs. 1°m being paid. My
primary job has been trying to support assisting Congress in the investigation
of Able Danger. 1"m being paid as GS-14 right now, although 1"ve been promoted
to testify in uniform.

EVERETT: Mr. Weldon, 1"m sorry. Mr. Weldon, if I may just interrupt with some
good news. The witness has agreed to stay. We were also just notified that we"re
going to have votes at 5:45. There will be two votes. So we can have the room
swept while we"re gone.

So, if we"ll go to Ms. McKinney now, if that"s all right...

WELDON: May 1 offer one alibi regarding...

EVERETT: ... then right back to you.

Ms. McKinney?

MCKINNEY: Thank you, Mr. Chairman. I only have two questions and then 1 would
like for Lieutenant Colonel Shaffer to continue his response and then I will
yield the balance of my time to my colleague, Congressman Weldon.

Although, I do want to take just a few minutes to say that this testimony is
absolutely incredible. For those of us who have been trying to get to the bottom
of what happened on September 11, it is absolutely incredible that we have three

witnesses come before the House Armed Services Committee and tell us that the
activities that they were engaged in could possibly have prevented September 11





from happening. This is incredible. And 1 hope every television camera is
watching and recording this. And I hope the American people see this.

Now, the first question | have is, is it possible that Able Danger identified
people who were being monitored or protected by other agencies?

And my second question is, you"ve talked about the destruction of this
information. But, Lieutenant Colonel Shaffer, iIn your testimony, you talk about
publicly available information. So can you make a distinction about the
destruction of this publicly available information that should not have been
destroyed?

SHAFFER: Yes, ma“am. Absolutely.

I believe that Mr. Gandy was incorrect in his assessment and what he said
publicly and under oath. There are two exceptions in A.R. 381-10. Exception
number two, publicly available information. Information that may be collected
about a United States person, if it"s publicly available, can be retained.

Let us say that they run your name, ma“am, on the Internet. The U.S. government
can keep that because it"s public. That"s what we"re talking about here.

The information that J.D. Smith used, was publicly available. Therefore, that
exception by itself merits the fact that they could be retained indefinitely.

Second, Exception 3C, persons or organizations reasonably believed -- reasonably
believed -- to be engaged or about to engage in international terrorist or
international narcotics activities. That is the other exception. That is what we
believe in the information we had. Therefore, that also kicks iIn the indefinite
retention of that data. So, 1 do dispute what Mr. Gandy said and the reasons
given for the destruction.

Further, my my Able Danger set of documents, which included a combination of
both open information regarding the databases that | was given to retain for
Captain Philpot for his briefings, and also my classified, top secret documents,
were all destroyed by DIA in the June and July 2004 timeframe without
explanation, which it contained a lot of the same information.

Not the databases, but background information regarding the project.

MCKINNEY: And can you tell us a little bit of why you think this information was
destroyed? But also answer the question about the possibility that these people
who were identified were being monitored by another agency.

SHAFFER: Let me talk about the other agency thing. We know now, based on

retrospect -- and | prefer to talk about a lot of this in closed session -- CIA
did have a finding -- this has been talked about in Michael Scheurer®s book
"Imperial Hubris"” -- Alex Base was doing operations.

Their activities were totally firewalled from us. CIA would not cooperate with
us, because they stated that if we were successful -- and this is from a CIA
operative, told me this -- 1If we"re successful in doing Able Danger, it would
steal their thunder, therefore they chose not to cooperate.

We had no knowledge of what they were doing regarding monitoring organizations
or individuals.





MCKINNEY: 1Is there anyone else who would like to offer up a response to either
of those questions before we go to Congressman Weldon?

KLEINSMITH: Yes, ma“am, the part about the destruction of data, if we had the
ability to go in and pull out the U.S. persons, but we were barred from even
working with the data once the cease-work order had taken place, and again, that
was an absolutely immense amount of data that we would have to go through.

We had already shared a lot of our information -- not all of it, but a
significant amount to SOCOM through products and other analysis.

Again, we still had to abide by the regulations. Even though we were completely
covered in how we collected it, we were unable to go through that and pull out
pieces that we needed to keep and pieces that had to go. So it all had to go.

(UNKNOWN) : Before we go to Mr. Weldon, I would just like to say that it is
critical -- 1 am saddened that more members of Congress aren®"t here to hear
this, because every time the president opens his mouth, we hear that September
11th is the reason that we"re doing what we"re doing, that we"re engaged in the
military policy changes, and then the foreign policy that we have today.

And yet we have three witnesses here who have told us that perhaps September
11th could have been prevented had they been allowed to do their jobs. And
Lieutenant Colonel Shaffer, let me just say to you, as one who has tried to tell
the truth up here in Washington, D.C., that I understand the brunt of what you
have carried, the burden that you carry, just for being a truth-teller in
Washington, D.C.

I would also just like to say to my colleague from Pennsylvania that you can add
my name to anything it is that you want to do to protect the whistleblowers, but
also to get to the bottom of what happened on September 11th.

And they"ve also told us that the 9/11 Commission report is not the final word
on what happened on September 11th.

Go ahead, now, Mr. Weldon.
WELDON: Thank you, gentlelady.

Mr. Kleinsmith, as you stated earlier in depositions, that when you destroyed
the data, you met Major General Lambert in an airport, and he approached you.
And 1 think he said to you, '"Did you delete my data?" He was quite upset.

Would you elaborate on that, and why he felt it was his data, and the fact that
you had destroyed it?

KLEINSMITH: Yes, sir. And understanding that SOCOM was our supported customer,
so all of our work was for them.

I happened to be going through the Dallas airport en route to Fort Huachuca to
teach a class, and had run into Major General Lambert and Colonel Worthington,
who was Commander Philpot®"s boss at the time. And he was quite understandably
livid when they had learned -- and 1 had informed them that we had destroyed the
data, not them personally, but through Commander Philpot.





But he was understandably very upset that we had to do this. And I received, in
good old-fashioned terms, a good military butt-chewing, so to speak, right there
in the airport.

But 1 completely understood his upset. And again, 1 sympathize with him not
because we lost the data. We could have done the harvest again. We could have
recreated some of those databases. Understanding the Internet, some open sources
are very Ffluid. What was upsetting to us the most was that we had destroyed the
work we had done. And so the particular places within the U.S., it wasn"t
guaranteed that we would find those again. That was the hard part of telling him
that we had lost any kind of support that we had done. We would be back to
square one 1T we started up.

WELDON: Mr. Kleinsmith, were you aware at the time that there was a major
brouhaha erupting in Washington because the LIWA facility had been tasked by
Deputy Secretary of Defense John Hamre to do a profile of Chinese proliferation,
and that when that profile was done through the LIWA process, it identified some
very, very well-known public names in this country?

Were you aware of that, and could that have been another reason why those people
were reminding you of that 90-day period?

KLEINSMITH: 1 was actually part of that team as well, and the analyst that | had
assigned to work with Dr. Eileen Price to include myself and two other
individuals. The same four persons of us total LIWA that worked for Able Danger
also worked on that project.

WELDON: What happened when -- did the kind of proverbial you- know-what hit the
fan when that report eventually made its way to the Hill, and some of the names
that surfaced came out? What response did you feel at the LIWA?

KLEINSMITH: We received much more attention than I was used to as an Army major,
understanding that our mission to serve the LIWA for information operations, we
were way outside of our scope. But we were still providing support to a
customer.

WELDON: Mr. Chairman, my contention is the reason why the LIWA information was
destroyed was because there were people in this city that did not want the
report that John Hamre had requested on Chinese proliferation activities to, in
fact, still be available.

That information, which I was briefed on and which 1 had other members briefed
on, was extremely provocative, and did, in fact, have the names of innocent
people whose names by association came up as we looked at the proliferation of
very, very sensitive technology associated with our weapons systems.

Let me ask all three of you -- and this is a question you might not want to
answer, but I have to ask you anyway.

You®ve heard the give-and-take back of -- well, then you®"ve been seeing the nine
months of activities. And 1"m not a conspiracy theorist. Do you all think that
there are people that just want this story to go away, and don"t want it to be
told? Or do you really believe everybody wants the full truth? What®s your own
feeling?

Colonel Shaffer?





SHAFFER: Sir, | without a doubt believe people want this to go away, and they
will do whatever they can to make it go away.

WELDON: Mr. Smith? Dr. Smith?

SMITH: 1 Firmly believe that people want this to go away. It"s cost me two jobs
so far and I"m a firm believer in being able to pay my bills. And the pressure I
personally felt is similar to Colonel Shaffer-s.

WELDON: Mr. Kleinsmith?

KLEINSMITH: Sir, I"m not really qualified to answer it, and honestly because
1"ve always only received support for my involvement with this or -- and unlike
my two colleagues, I"ve not received any pressure, except from a very minor
source.

WELDON: But you®"ve seen what"s happened to the others that you worked with. 1
mean, what"s your own assessment? Do you think there®s an open effort to try to
get this whole story out?

KLEINSMITH: Honestly, 1 cannot give you...
WELDON: So you don"t have any feeling either way.

So you think they were being open and candid and everybody®s happy, and the
people testifying next are only wanting to be in the private because they"re
fearful of Al Qaeda coming in and killing them. Is that what it"s all about?

KLEINSMITH: No, sir, it"s just I couldn®t speculate accurately without the
experience that they had.

EVERETT: The gentleman®s time has expired, however, it is his time coming, Sso
we"re just going to change the clock. You can keep right on going, Mr. Weldon.

WELDON: Mr. Chairman, 1 thank you.

And 1 don"t mean to take this time, but this is so much information here, and 1
wish this work would have been done by the 9/11 Commission. That®"s why we
empowered them, that®"s why we spent $70 million, that"s why they hired so many
staffers.

And 1 voted for it, and 1 supported them.

But they didn"t do it. They, in fact, have done everything possible to not have
this story be told and to discount it. And that"s absolutely outrageous.

And 1 wish the Defense Department would have done a thorough investigation, as
Dr. Cambone told me. The fact is nobody®s been put under oath in the Defense
Department investigation. In a typical 1.G. investigation, they do take
affidavits, they do take down statements, and they"ve not done that with anyone.

The fact is that for whatever reason -- and I can only allow the American people
to make their own judgments in this -- there are those that do not want this
story to be told.





And it"s not about classified procedures and methods. We"re not going to discuss
that. 1"ve been on this committee for 20 years. 1 would never give up anything
that would do damage to one of our intelligence officers.

Rather, it"s the fact that people are going to have egg on their face, and they
don®"t want it to be looked at in the context of what could have been done, what
should have been done, what we knew, and why we didn"t take the appropriate
actions that some people -- and you"re going to hear some even more startling
testimony in the closed session -- could have done to assist us in this process.

And it was this committee who started this process back in 1999, who actually
supported with plus-up funding for the LIWA facility.

Mr. Kleinsmith, you"re aware of that, aren®t you?

KLEINSMITH: Yes, sir.

WELDON: You"re aware of the visits that 1 made personally down there?
KLEINSMITH: Yes, sir.

WELDON: Were you aware of the support that we gave you?

KLEINSMITH: Yes, sir.

WELDON: And that was the letter that was drafted by Dr. Bob Johnson for me
recommending that we use the model that LIWA had created for a National
Collaborative Center.

And what was the CIA"s response, Mr. Kleinsmith, when we proposed that?
KLEINSMITH: I do not remember what their response was.

WELDON: Their response was, '"We don"t need it."

And as Colonel Shaffer has said, the CIA did not want to see any other agency do

something that allegedly was in the bailiwick, and that"s why they wouldn®t
cooperate.

In fact, Colonel Shaffer, | have your notes that you"ve given -- which 111 ask
the chairman to make a part of the record -- where you actually document
conversations with CIA agents where they actually say -- and this is iIn the

course of your summary of the Able Danger process and your work on Stratus lvy -
- that, in fact, they didn"t want you to have information that was valid about
Al Qaida and Mohammed Atta -- or Al Qaida, especially -- because it would make
CIA look bad.

SHAFFER: Yes, sir, exactly.

WELDON: 1 ask that be put in the record, Mr. Chairman.

EVERETT: Without objection.

WELDON: Colonel Shaffer, your career is temporarily back to the point where
you"ve been restored. How close were you to being put on a status that would®ve

totally zeroed you out? And were you about to lose the benefits for your Kids
and yourself?





SHAFFER: Yes, sir. | was about to be fired unceremoniously, in record time, by
the way. My attorney has said that he has never seen DIA move so fast to get rid
of someone after they revoked his clearance, to include speeding up both the
appeal process and moving forward to essentially write me out of history.

WELDON: Now, we have to ask the question why, Colonel Shaffer, which is very
uncomfortable but 1 have to ask you.

Was it not true that you gave a briefing back in the "99-2000 timeframe where
the head of human intelligence for DIA was present, along with a third DIA
employee? And can you discuss the scope of that briefing and approximately when
that was?

SHAFFER: Yes, sir.

In January of 2001, I briefed the deputy director -- current deputy director of
DIA on the components of an operation nicknamed Dorhawk Galley. I can®"t get into
the details of that in open session, but 1711 be happy to talk about it in
closed.

The essence of that briefing included Able Danger, in that we were talking about

how Able Danger information -- methodology has been talked about here regarding
the separation of U.S. person information -- was addressed.

That official -- and by the way a Navy captain, who"s currently now a civilian
member of DIA -- was in the room with me. The individual we"re talking about,

the deputy director, got up and left the room, refusing to hear my briefing.
WELDON: Was he the deputy director at the time?
SHAFFER: At the time he was deputy chief of human intelligence.

WELDON: He was deputy chief of human intelligence. So when he saw your brief,
what did he do?

SHAFFER: He said, "Oh, my God, I can"t see this."
WELDON: Why would he say that?
SHAFFER: We didn"t -- I thought he was joking at first when he did that.

WELDON: Was it because perhaps of the rule that says -- the famous memo that
said there was a firewall and you couldn®"t share?

SHAFFER: 1 cannot speculate to his state of mind. All 1 know is he stood up and
left the room, left his own office, and refused to hear my briefing.

WELDON: He left his own office and said, "l can"t see this."
SHAFFER: "1 can"t see this."

WELDON: And what is his status today?

SHAFFER: Deputy director of Defense Intelligence Agency.

WELDON: He"s the deputy director of the Defense Intelligence Agency.





SHAFFER: Number two. Yes, sir.

WELDON: Do you think he would be embarrassed if the information came out that he
had a chance to be briefed on what you were doing back in "01, January?

SHAFFER: 1 don"t know his feelings on it, sir. But I did try to brief him on the
aspects of Able Danger which related to Dorhawk Galley, yes, sir.

WELDON: Mr. Chairman, you can see just in the brief time we"ve been here, there
are so many, sSo many unanswered questions, that beg this committee and this
Congress to get to the bottom of what"s going on here.

This can"t be brushed aside in some quiet, reserved way, that everybody did
their job and it"s OK. There are just too many things that are out there that
are loose ends. There®s just too much information.

And again, it doesn"t need to embarrass anyone. But if we allow this process to
continue, 1 can assure you —-- and 1 remember speaking to the Retired CIA Agents
Association, Retired FBI Agents Association, | just spoke down at the NRO. And
when 1 give the speech about what®"s happening here, people can"t believe it.
Every person that wears the uniform is watching what"s happening here.

And Dr. Cambone said there are others who are -- we support all the military.
But we don"t support somebody being singled out, harassed -- and not just one
person, a series of people -- because they"re telling the truth, and because

that truth might lead to some embarrassments for people who could"ve and
should®ve done better back before 9/11 occurred.

Colonel Shaffer, are you aware of work that was done by the Able Danger team
prior to the attack on the USS Cole? And I"m going to get into this in the
closed session, but are you aware of it? SHAFFER: Yes, sir. Yes, sir, | am.

WELDON: What are you aware of with what happened with the Able Danger team in
2000 before the attack on the Cole?

SHAFFER: My understanding -- and this is not my direct knowledge, but
information I received from Captain Philpot -- they discovered information about
two weeks before the Cole attack, about the 1st of October, that there was
activities of iInterest within the Port of Aden in Yemen.

That information was researched by the intelligence analysts, and two days
before the attack, was briefed to General Schoomaker, the commander of Special
Operations Command.

WELDON: Do you know what happened to it?

SHAFFER: 1 know that one of the individuals who was integrated within the Able
Danger element at Garland, Texas, was a CENTCOM intelligence representative. It
is my understanding that information was provided from Captain Philpot to the
CENTCOM intelligence representative, at which time Captain Philpot requested
they do something with it, they take action on it.

WELDON: We don"t have the commander of the Cole with us today, but many of us
have talked to him. And his career, as | said earlier, has been placed on hold
because there are certain colleagues of ours in the Senate that are blaming him,
which is absolutely outrageous.





He"s explained he had three options that day, and if he would®"ve known there was
any hint of a problem at Yemen -- at the Port of Aden in Yemen -- he would not
have taken the Cole into that port. He would have gone to an alternative port;
they would have refueled at sea.

And that"s really what this is all about. It"s trying to understand. | mean,
here"s a guy -- another guy®s career that"s been ruined. I mean, how many lives
can we ruin because people are embarrassed over information that simply is the
truth?

And you know, 1 could give other examples of harassment that"s occurred to some
of these people. I"m not going to do that, because I"m not on a witchhunt here.
But to say it didn"t exist and doesn"t exist is just outrageously wrong.

Mr. Kleinsmith, you did not actually work at the Garland facility, did you?

KLEINSMITH: 1 did, but only after April 1st, 2001, and only a few days at a
time.

WELDON: When you were down at Garland, were you ever aware that there was data
being collected, and did you have the same policy that you knew in place, or you
didn"t make that decision down there?

KLEINSMITH: We didn"t run the -- we didn"t run any support for Able Danger while
-- at that time, but 1 was aware that the operation was running with SOCOM
before I arrived.

WELDON: And you have no knowledge whether or not that data was destroyed?
KLEINSMITH: No, sir, 1 don"t.

WELDON: But you are aware that the Garland facility data was transferred to
SOCOM?

KLEINSMITH: Yes, sir, as well as the collection software tools. They took that
with them as well.

WELDON: To Garland, Texas.
KLEINSMITH; Yes, sir, and that"s why...
WELDON: I mean, to SOCOM.

KLEINSMITH: Back to SOCOM. In fact, that®"s why the Garland facility, by the time
I got there, was really more of a shell of what it was the year before.

WELDON: Now, Mr. Kleinsmith, you®"ve testified that you do not have a
recollection of Mohammed Atta on a chart. Is that correct?

KLEINSMITH: Yes, sir.
WELDON: Are you certain of that, or you just don®"t remember?

KLEINSMITH: I do not remember seeing his name on a chart. But, again, when I™"m
asked that question, it"s -- you know, again, at the time, hundreds of names





were coming up. We were looking at dozens of charts, and there was several
locations.

WELDON: Some have tried to paint this as being all about a chart. 1 have the
contention it"s not about a chart, it"s about a massive collection of data. Do
you share my concern, or do you believe it"s all about a chart?

KLEINSMITH: 1 completely agree that the chart is not the issue, the one person.
It"s the fact that we were on the north coast of Hawaii watching the fighters
come in, and we were not able to do anything about it. That was the point that
our -- the capabilities that we had.

WELDON: You were on the north coast of Hawaii watching the fighters come in...
KLEINSMITH: That®"s my analogy.- ..

WELDON: ... and you weren"t able to do anything about it.

KLEINSMITH: Yes, sir.

WELDON: So it"s not about a chart.

KLEINSMITH: No, sir.

WELDON: Mr. Smith, do you agree it"s not about a chart?

SMITH: Absolutely agree.

WELDON: So why would people throw that up? Is that a red herring to try to push
it off and discount this whole process?

SMITH: 1 believe it"s an embarrassment to the current establishment. We did with
a very small, select group of people data- mining of public information that was
readily available. Since that time, now we have told our adversaries, the
terrorists of the world, what we"re doing, and they"ve changed their methods of
operation.

They"re going to computer schools, they“re using very complex encryption
devices. The things that we did in "99 and 2000 are no longer available. But it
was such a gold mine of information, and the ties in the U.S. were unbelievable.
WELDON: Thank you.

EVERETT: Thank you very much, Mr. Weldon.

I think it would be a good place for us to break and have the room swept.

IT 1 may just make an announcement, iIf members of the audience would exit out
the back doors as expeditiously as possible in order that we can get the sweep
started, we"ll be gone for 20-25 minutes for these two votes, then we"ll come
back for the closed session.

And 1 want to thank the panelists for being here. You did a great job.

END






DEPARTMENT OF DEFENSE
OFFICE OF THE INSPECTOR GENERAL

REPORT OF INVESTIGATION

CASE NUMBER DATE
HOSL97905217
SEP 1 8 2006

ALLEGED MISCONDUCT BY SENIOR DOD OFFICIALS
CONCERNING THE ABLE DANGER PROGRAM AND
LIEUTENANT COLONEL ANTHONY A. SHAFFER. U.S. ARMY RESERVE

Prepared by the Office of the
Deputy Inspector General for Investigations

FOR OFFICIAL USE ONLY





INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

SEP 18 2006

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (INTELLIGENCE)
COMMANDER, UNITED STATES SPECIAL OPERATIONS

COMMAND
DIRECTOR, DEFENSE INTELLIGENCE AGENCY

SUBIJECT: Investigation into Alleged Misconduct by Senior DoD Officials
Concerning the Able Danger Program and Lieutenant Colonel Anthony A.

Shaffer, U.S. Army Reserve (Case Number H05L.97905217)

This report provides the results of our investigation into allegations that DoD
officials mismanaged an antiterrorist program known as “Able Danger,” and that in
doing so they reprised against a key proponent of Able Danger, Lieutenant Colonel
(LTC) Anthony A. Shaffer, a member of the U.S. Army Reserve who holds a civilian
position in the Defense Intelligence Agency (DIA).

The investigation addressed nine specific allegations raised in the media and by
various Members of Congress. We did not substantiate those allegations. The
evidence did not support assertions that Able Danger identified the September 11,
2001, terrorists nearly a year before the attack, that Able Danger team members were
prohibited from sharing information with law enforcement authorities, or that DoD
officials reprised against LTC Shaffer for his disclosures regarding Able Danger.
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By separate correspondence we will advise LTC Shaffer of his options for correcting

his military record and offer our assistance if he chooses to do so.

We appreciate the courtesies extended to our investigative staff. Should you
have any questions, please contact me or Mr. John R. Crane, Assistant Inspector
General, Communications and Congressional Liaison, at (703) 604-8324.
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Thomas F. Gimble
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FORWARD

The course of this investigation, in particular the central issues, was framed through a
series of requests from Members of Congress, the Defense Intelligence Agency (DIA), and
Lieutenant Colonel (LTC) Anthony A. Shaffer, U.S. Army Reserve.

In letters to the Secretary of Defense dated October 7, 2005, and to this Office dated
October 18, 2005, Representative Curt Weldon requested an explanation for the suspension of
LTC Shaffer’s security clearance and “a detailed report on the destruction of LTC Shaffer’s
documents and other files.” In a floor speech on October 21, 2005, Representative Weldon
alleged that DIA included Government property and classified documents in a shipment of

personal effects to LTC Shaffer.

In a letter to the Secretary of Defense dated October 20, 2005, Chairman Duncan Hunter,

House Armed Services Committee, requested that we “conduct an independent review of the
facts and circumstances surrounding DIA’s actions to revoke LTC Shaffer’s security clearance.”

In a letter to this Office dated October 21, 2005, Chairman Charles E. Grassley, Senate
Finance Committee, asked that we review LTC Shaffer’s representations concerning Able
Danger’s “alleged early warnings” of the September 11, 2001 (9/11), terrorist attack and whether
LTC Shaffer was “subjected to any action which constituted reprisal for disclosures related to

Able Danger.”

In a letter to this Office dated December 20, 2005, Senators John McCain and Joseph
Lieberman requested that we investigate allegations that Able Danger identified 9/11 terrorists
before the attack, DoD failed to share that information with cognizant Government agencies, and
DoD closed down Able Danger prematurely, improperly destroying Able Danger records.

In a joint letter to this Office dated February 8, 2006, Representatives Peter Hoekstra and
Frank R. Wolf asked that we “investigate what intelligence the Able Danger program generated
regarding al Qaeda, Mohammed Atta, and other 9/11 highjackers,” and whether, if generated,
that intelligence was shared with the FBI. Additionally, Representatives Hoekstra and Wolf
asked us to investigate alleged destruction of Able Danger intelligence and the nature of Able

Danger information shared with the 9/11 Commission.

By letter dated November 1, 2003, the General Counsel, DIA, asked us to conduct an
independent assessment of matters involving LTC Shaffer.

Because the background and fact patterns for allegations involving Able Danger and
LTC Shaffer are similar, we address them in a single report to avoid duplicative effort and to
provide a single repository for the results of our investigative work.

Although many aspects of the Able Danger program remain classified, this report is
unclassified to promote maximum utility and avoid delays that would attend a classified
issuance. We believe the issues are fully addressed without the inclusion of classified

information.
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ALLEGED MISCONDUCT BY SENIOR DOD OFFICIALS
CONCERNING THE ABLE DANGER PROGRAM AND
LIEUTENANT COLONEL ANTHONY A. SHAFFER. U.S. ARMY RESERVE

L. INTRODUCTION AND SUMMARY

We initiated the investigation to address allegations that senior DoD officials
mismanaged a DoD antiterrorist program known as “Able Danger,” and that in doing so they
sought to end the military and civilian careers of a key proponent of Able Danger, Lieutenant
Colonel (LTC) Anthony A. Shaffer, a member of the U.S. Army Reserve who also held a civilian
position as a senior intelligence officer in the Defense Intelligence Agency (DIA)."

Allegations concerning Able Danger became public in August 2005 when media sources
reported allegations, made by LTC Shaffer, that the identities of terrorists involved in the attack
of September 11, 2001 (9/11), were discovered by Able Danger before the attack, but DoD
officials prohibited Able Danger personnel from sharing that information with law enforcement
authorities. Subsequently, Members of Congress contacted this Office requesting investigations
into unfavorable actions allegedly being taken by DIA officials against LTC Shaffer for making
those allegations, as well as into the allegations themselves. In response to those
communications, we formulated the following issues/allegations that warranted investigation and

will be addressed in this report:

Allegations involving the Able Danger program:

e Did the Able Danger team identify Mohammed Atta and other 9/11 terrorists before
the 9/11 attack?

e Did DoD officials prohibit Able Danger members from sharing relevant terrorist

information with the Federal Bureau of Investigation (FBI), the Central Intelligence
Agency (CIA), or other agencies which could have acted on that information?

e Did DoD officials improperly direct the destruction of Able Danger mission related
data?

e Did DoD officials terminate the Able Danger program premacurely?

e Did DoD officials execute the Able Danger mission in compliance with applicable
intelligence oversight guidance?

' LTC Shaffer served in DIA as both a civilian employee and, when called to active duty, a military officer.
Because the allegations cover time periods and events that relate to both his military and civilian duties, we will

refer to LTC Shaffer using his military rank in this report.
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e Did DIA officials, when cleaning out LTC Shaffer’s civilian office, improperly
destroy Able Danger documents that LTC Shaffer had accumulated??

e Did DIA officials improperly ship Government property and classified documents to
LTC Shaffer’s attorney when disposing of what they believed to be LTC Shaffer’s

personal property?

Allegations of reprisal against LTC Shaffer:

* Did DIA officials take action to suspend LTC Shaffer’s access to classified
information and revoke his security clearance in reprisal for his communications to
Members of Congress or the National Commission on Terrorist Attacks Upon the
United States (9/11 Commission) regarding Able Danger -- or in reprisal for his
earlier communications to the DIA Inspector General (IG)?*

e Did DIA officials issue LTC Shaffer unfavorable (military) Officer Evaluation
Reports (OERS) in reprisal for his communications with the 9/11 Commission staff

regarding Able Danger?

Conclusions concerning Able Danger issues

We found that in October 1999, General (GEN) Henry H. Shelton, U.S. Army, then-
Chairman of the Joint Chiefs of Staff, directed the U.S. Special Operations Command
(USSOCOM) to develop a “campaign plan”; that is, an operational concept that when
implemented would obtain detailed information on international terrorist organizations,
identifying terrorist leaders, command and control infrastructures, and supporting institutions.
The unclassified name for the initiative to develop such a campaign plan was “Able Danger.”

An “Operational Concepts Working Group” consisting of six to eight members was
established at USSOCOM to produce the campaign plan, which called for the use of state-of-the-
art information technology tools to gather information on international terrorists from
Government data bases and open sources (to include the World Wide Web) with the initial focus
on al Qaeda. The campaign plan was presented to GEN Shelton in January 2001. Upon
presenting the campaign plan to GEN Shelton, USSOCOM’s tasking was satisfied, the Able
Danger mission was terminated, and the Able Danger team disbanded. Data mining and
visualization tools similar to those employed by Able Danger to formulate the campaign plan
were subsequently incorporated into intelligence gathering efforts at USSOCOM.

? As discussed in this report, LTC Shaffer was placed on administrative leave from DIA and vacated his office in
April 2004. His office was then cleared for occupancy by another employee.

? The 9/11 Commission was created by congressional legislation signed by President George W. Bush in November
2002. The Commission’s mission was to prepare a full account of circumstances surrounding the September 11,

2001, terrorist attacks and report its findings to the President and Congress.
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We concluded that prior to September 11, 2001, Able Danger team members did not
identify Mohammed Atta or any other 9/11 hijacker. While we interviewed four witnesses who
claimed to have seen a chart depicting Mohammed Atta and possibly other terrorists or “cells”
involved in 9/11, we determined that their recollections were not accurate. Testimony by
witnesses who claimed to have seen such a chart varied significantly from each other, and in
some instances testimony obtained in reinterviews was inconsistent with testimony that
witnesses provided earlier. In particular, we found inaccurate LTC Shaffer’s assertions
regarding the existence of pre-9/11 information on the terrorists and his suggestion that DoD
officials thwarted efforts to share Able Danger information with law enforcement authorities. In
drawing this conclusion, we found particularly persuasive the sworn testimony of witnesses who
disavowed statements and claims that LTC Shaffer attributed to them.

The preponderance of witness testimony indicated that recollections concerning the
identification of 9/11 terrorists were linked to a single chart depicting al Qaeda cells responsible
for pre-9/11 terrorist attacks, which was obtained but not produced by the Able Danger team.
That chart (Figure 1 of this report) was produced by Orion Scientific Corporation (Orion) in
May 1999 and contained the names and/or photographs of 53 terrorists who had been identified
and in many cases, incarcerated, before 9/11, including a Brooklyn cell, but it did not identify
Mohammed Atta or any of the other 9/11 terrorists. Our review of Able Danger team records
found no evidence that Able Danger team members had identified Mohammed Atta or any of the

other terrorists who participated in the 9/11 attack.

With respect to allegations concerning prohibited contacts between Able Danger and law
enforcement authorities, we found no evidence to corroborate LTC Shaffer’s claims that Able
Danger members were prohibited by DoD officials from attending meetings he allegedly
arranged with the FBI. All witnesses who were in a position to know denied LTC Shaffer’s
claim that efforts to meet with FBI antiterrorism units were made, much less thwarted by DoD
officials. One Able Danger team member alleged that he was prohibited from providing the
chart at Figure 1 to the FBI by a senior USSOCOM official sometime in early 2000. However,
the senior official did not recall the incident and we are persuaded that the chart would have been
of minimal intelligence value to the FBI. Accordingly, any decision to prohibit transfer of the
chart would not have been inappropriate under the circumstances.

We found that large quantities of data that had been collected at two locations as part of
the Able Danger data mining mission were destroyed. One intelligence analyst told us that he
destroyed approximately “2.5 terabytes” of Able Danger data that had been collected at the Land
Information Warfare Activity (LIWA), Fort Belvoir, VA, where Able Danger activities were
initially located. Additionally, an Able Danger analyst testified that a large quantity of
“extraneous” data was destroyed when the Able Danger team departed its second location -- a
contractor facility in Garland, Texas - and returned to USSOCOM. We found no basis to
conclude that either of those destructions was improper, but rather followed established

procedure and violated no regulation.

As indicated above, we concluded that the Able Danger project was appropriately
terminated after it had met its objective of producing an antiterrorism campaign plan. Further,
we determined that it complied with applicable intelligence oversight guidance.
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With respect to allegations concerning the improper disposal of materials located in
LTC Shaffer’s DIA office, we found no evidence to corroborate LTC Shaffer’s assertion that he
came to possess a significant volume of Able Danger documents in his DIA office, rendering the
allegation of their improper destruction moot. Witnesses whom LTC Shaffer identified as being
aware of Able Danger documentation he purportedly stored in his DIA office did not corroborate
his assertions in that regard. In particular, Able Danger team members, whom LTC Shaffer
asserted had left Able Danger documentation with him for safekeeping on their travel to
Washington, D.C., denied doing so. DIA employees responsible for cleaning out LTC Shaffer’s
office acknowledged destroying some Government documents, but none recalled seeing any
documents associated with Able Danger. Accordingly, we concluded the alleged improper

destruction did not occur.

We concluded that DIA officials did not improperly ship classified documents or
Government property of significant value to LTC Shaffer.” We confirmed that DIA shipped
seven boxes of personal items to LTC Shaffer’s attorney. A member of congressional committee
staff provided us four classified documents (six pages) that LTC Shaffer indicated were included
in that shipment.” However, the evidence was insufficient to conclude that any classified items
were in the boxes at the time that DIA officials shipped them. Additionally, LTC Shaffer
provided us a Government-owned Global Positioning Satellite (GPS) unit that he said was
included in the boxes that were sent to his attorney. We confirmed, by serial number, that this
GPS unit had been provided to LTC Shaffer in Afghanistan by a DIA contractor employee, but
we found that LTC Shaffer never returned the GPS unit to DIA. As a result, that GPS unit could
not have been included by DIA employees in the boxes that were shipped to LTC Shaffer’s

attorney.

Conclusions concerning reprisal

We concluded that DIA officials did not reprise against LTC Shaffer, in either his civilian
or military capacity, for making disclosures regarding Able Danger or, in a separate matter, for
his earlier disclosures to the DIA IG regarding alleged misconduct by DIA officials. In that
regard, we identified the following communications which warranted consideration during our

analysis of alleged reprisal:®

Communications that LTC Shaffer asserted he made to the DIA IG, as part of two
investigaiions during the March to December 2002 period. Alihough cur
investigation found that LTC Shaffer was not the source of some of the

* We acknowledge that some Government office supplies may have been included in the shipment (e.g.,
commercially available pens, pencils, blank CD ROM disks), but considered that inclusion an oversight not

warranting further investigation.
* LTC Shaffer provided the four documents to congressional staff.

¢ In conducting reprisal analysis, we recognize that whistleblower complaints made by civilian employees

in the intelligence community are excluded from the jurisdiction of the Office of Special Counsel under

Section 2302 (a)(2)(c) of Title 5, United States Code. However, it is our policy to apply Title 5 standards for all
investigations into complaints of reprisal submitted by civilian appropriated fund employees.
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communications, nevertheless, for purposes of this investigation, we assumed that
DIA officials believed that he was the source. (The communications and
investigation were not related to Able Danger.)

e Communications during a meeting with staff members of the 9/11 Commission in
October 2003, while serving in Afghanistan. LTC Shaffer testified that he told the
9/11 Commission staff members that Able Danger discovered the identity of 9/11
terrorists before the attack but was prevented from sharing that information with law
enforcement authorities. However, four witness also present at the meeting
unanimously disputed LTC Shaffer’s recollection -- testifying, under oath, that
LTC Shaffer made no such claims for Able Danger at that meeting.

e Disclosures regarding Able Danger to Members of Congress beginning in February
2005 and to the media beginning in August 2005.

The overriding unfavorable action taken by DIA officials following those disclosures was
the final revocation of LTC Shaffer’s access to classified information in September 2005 and the
revocation of his security clearance in February 2006. That revocation essentially ended
LTC Shaffer’s career as an intelligence officer, both at DIA and in the Army Reserve.’

We concluded that DIA officials would have taken action to revoke LTC Shaffer’s access
and clearance regardless of his disclosures to the DIA IG, the 9/11 Commission staff members,
Members of Congress, or the media. We found that the action was based on misconduct by
LTC Shaffer that was substantiated during an official DIA IG investigation taken together with
other security-related issues that were not previously sufficient to trigger adverse security action
at DIA. Of note, the final decision to revoke LTC Shaffer’s access was recommended by a panel
of three senior intelligence officers, one of whom was not a DoD employee. Sworn testimony
from those panel members compellingly demonstrated that their recommendation regarding
LTC Shaffer followed established security guidelines, was justified by circumstances, and would
have occurred absent his disclosures. Moreover, our comparison of LTC Shaffer’s case to those
of other DIA employees who had their access or clearances revoked found no basis to conclude
that DIA’s actions with respect to LTC Shaffer were outside the norm or otherwise gave

evidence of disparate treatment.

Finally, we concluded that an OER issued to LTC Shaffer in September 2004 would have
contained the same less-than-top raiings nac ne not made protected communications to the
DIA IG and the 9/11 Commission staff members and, therefore, was not an act of reprisal.
However, we found minor procedural anomalies in the processing of LTC Shaffer’s OER that

warrant review by the Director, DIA.

7 Based on the revocation of his access and anticipated revocation of his clearance, LTC Shaffer was proposed for
removal from his DIA civilian position in November 2005. That action was held in abeyance pending completion of

this investigation. LTC Shaffer continued on paid administrative leave.
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I1. BACKGROUND

In October 1999 GEN Shelton tasked USSOCOM to develop a campaign plan to deter
al Qaeda. As part of the tasking, USSOCOM was directed to employ advanced analytical
information technology tools. Further, USSOCOM’s campaign plan was to be integrated into an
overarching interagency plan. The unclassified name for the tasking was “Able Danger.” The
Able Danger program was classified “Top Secret” and only personnel with a “need to know”

were “read-on” to the program.

GEN Shelton testified that he had no specific recollection of term “Able Danger” or the
Able Danger program, but did recall that while he was Chairman of the Joint Chiefs of Staff he
was concerned about al Qaeda and the need to develop a holistic view of al Qaeda. GEN Shelton

stated,

the genesis of starting to try to collect on a worldwide basis against
terrorists, came about as a result of me looking at all the information
that was coming into the Chairman’s office, and seeing that we would
get -- we were just being inundated with information, and it wasn’t

really intelligence, but little snippets.

USSOCOM’s initial goal was to identify al Qaeda’s worldwide operations. GEN Peter J.
Schoomaker, current Army Chief of Staff, and formerly Commander, USSOCOM, characterized
Able Danger as “an effort to put together a campaign plan to address the al Qaeda terrorist

network.”

The Operational Concepts Working Group (OCWG) — a term used to identify
USSOCOM personnel assigned to produce the campaign plan -- represented the core personnel
working on Able Danger and ranged from six to eight members. Throughout the duration of
Able Danger, various USSOCOM officers and civilian employees augmented the OCWG as
necessary. For ease of reference in this report, we refer to the OCWG and its augmentees

collectively as the “Able Danger team.”

Colonel (Col) Robert Worthington, U.S. Air Force, served as the Director of the Able
Danger team from June 2000 to January 2001. Col Worthington reported to
Major General (MG) Geoffrey C. Lambert, U.S. Army, former Director, Center for Operations,
Pians-and Policy, USSOCOM. MG Lambert, in turn, repoiied directly to GEN Schoomaker on
issues related to Able Danger. Captain (CAPT) (then-Commander) Scott J. Phillpott, U.S. Navy,
who was assigned to the Center for Intelligence and Information Operations at USSOCOM,
served as the Operations Officer for the Able Danger team from its inception until the end of
October 2000. At the time, Rear Admiral (RDML) Thomas W. Steffens, U.S. Navy, was the
Director, Center for Intelligence and Information Operations. By the nature of his position,
RDML Steffens was involved with the Able Danger mission.

The Able Danger team focused on “identifying and exploiting vulnerabilities associated

with al Qaeda’s command and control infrastructure, its leadership and supporting
organizations.” In order to accomplish these goals, the team employed advanced analytic tools
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and methodologies that were available in the 1999-2000 time frame. It sought to identify
linkages and patterns in large volumes of data (data mining) and display the mined data in a user-
friendly fashion for intelligence analysts and operations planners (data visualization). The data
that the members mined came from Government data bases supplied by various intelligence
agencies and organizations as well as open source material. Open source material included
information retrieved from the World Wide Web. Additionally, the team attempted to initiate a
collaborative environment (chat room) for members of the intelligence community, within and
outside DoD, to share information.

The Able Danger team initially arranged to utilize the Joint Warfare Analysis Center
(JWAC), Dahlgren, VA, for support. JWAC, at that time, offered the Able Danger team an
analytical tool called the Situational Influence Assessment Module (SIAM). SIAM allowed
users to “construct graphic depictions of complex, cause-and-effect relationships involving
uncertainty.” GEN Schoomaker stated, “One of the reasons we went to JWAC is | remember
telling people that JWAC-type tools would probably be useful to us because we had used them

operationally in the past.”

On November 22, 1999, an “Initial Planning Conference Announcement” was
communicated to the various Able Danger participants. This conference was held January 10-
14, 2000, at JWAC. Attendees to the conference represented a wide cross section of the
intelligence community and included members of the DIA, CIA, National Reconnaissance
Office, National Security Agency, National Geospatial-Intelligence Agency, and other
intelligence organizations. The participants used SIAM to attempt to map out the al Qaeda
network. Regarding their results, CAPT Phillpott testified, “with high-priced help . . . we still
couldn’tdoit. . . it was feckless.” Accordingly, other options for support to the Able Danger

mission were considered.

CAPT Phillpott testified that during the January conference at JWAC, LTC Shaffer
approached him and recommended that CAPT Phillpott contact Dr. Eileen Preisser, a civilian
intelligence analyst then-working for LIWA. LIWA was a subordinate organization of the
U.S. Army Intelligence and Security Command (INSCOM). Accordingly, immediately after that
conference, CAPT Phillpott visited Dr. Preisser at LIWA and she provided an overview of
LIWA’s capabilities, showing him various products. CAPT Phillpott recalled that, within 3 or 4
days of his LIWA visit, Dr. Preisser provided three charts to LTC Shaffer, who, in turn,
delivered them to CAPT Phillpott at USSOCOM headquarters in Tampa, Florida.

As discussed at Section IV. A. of this report, the three charts that were provided to
CAPT Phillpott included two charts that were produced by Orion and one chart that was
produced by LIWA. The Orion charts are depicted at Figures 1 and 2.2 An example of the type
of chart that was produced by LIWA and provided to CAPT Phillpott is depicted at Figure 37
All three charts are examples of link analysis.

* Photographs of Figures 1 and 2 were retrieved from a laptop computer that contained Able Danger material in a
safe at USSOCOM Headquarters. We did not locate the original charts.

? We did not locate the actual chart that had been provided to CAPT Phillpott.
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Figure 3.

Subsequent Able Danger conferences were held at JWAC during the periods January 24-
27 and February 9-17, 2000. Dr. Preisser and Mr. Eric Kleinsmith, formerly an active duty
major in the U.S. Army assigned to LIWA as Chief, Intelligence Branch, attended the conference
that was held January 24-27, 2000. During this conference CAPT Phillpott traveled to LIWA
and met with senior officials there to pursue a cooperative association between Able Danger and

LIWA.

At the February 2000 JWAC conference, Mr. Kleinsmith attended but Dr. Preisser was
prohibited by the LIWA commander from attending. Mr. Kleinsmith stated Dr. Preisser did not
attend “because they [INSCOM and LIWA leadership] were not happy with her ability to get
along well with others.” In a timeline prepared by CAPT Phillpott for this Office, an entry for
February 14, 2000, provided, “Dr Preisser removed from program.” Dr. Preisser testified she
was, tiiereaiter; “very limited” in the support she could do for the Able Danger team and that she
was “being minimized.” Although we agree that Dr. Preisser’s role in the Able Danger program
itself was limited, we believe she played a significant role in the Able Danger controversy
because she subsequently claimed to have seen Mohammed Atta depicted on charts she provided
to CAPT Phillpott in January 2000. Dr. Preisser also claimed that on September 25, 2001, she
had a brief glimpse of a chart prepared before the 9/11 attack, which depicted terrorist activities

and which she believed contained a picture of Mohammed Atta.

CAPT Phillpott testified that although he was disappointed with the products that had
been produced at JWAC, he was very impressed by what he had seen during his two visits to
LIWA as well as by the three charts that had been provided to him by Dr. Preisser via
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LTC Shaffer. CAPT Phillpott thereby decided that support for the Able Danger mission should
be moved from JWAC to LIWA. However, he indicated that his chain of command essentially
ignored his suggestion to move Able Danger mission support to LIWA. Nonetheless, since
CAPT Phillpott was convinced that LTWA could offer the best assistance, he worked through the
command’s reluctance to move operations to LIWA. He testified, “I was pretty adamant that we
needed to shift. . .. So I started to hook up systems that would allow us in Tampa to have access

to the data [at] LIWA.»10

Though CAPT Phillpott was convinced that Able Danger should be associated with
LIWA, and appeared to have been receiving some support from LIWA, it was not until mid-
March 2000 that USSOCOM established a working relationship with LIWA. CAPT Phillpott
testified that on March 3, 2000, GEN Schoomaker was briefed by the Able Danger team on their
progress to date. CAPT Phillpott testified, “He [GEN Schoomaker] walked over and I sat there
and I walked him through a lot of classified discoveries using these tools on the system linked in
to [LTIWA].” CAPT Phillpott stated that within 2 weeks of the March 3, 2000, briefing, LIWA
was officially associated with the Able Danger mission. Regarding the March 3, 2000, briefing,
GEN Schoomaker stated, “I know that JWAC was probably less useful than what I saw at
LIWA. So it was a LIWA kind of thing that people wanted.”

LIWA offered a facility with cutting-edge technology that enabled the Able Danger team
to process large amounts of both Government and open source data. When the Able Danger
team became associated with LIWA, Dr. James E. Heath was the Senior Intelligence and
Technical Advisor for INSCOM. Dr. Heath testified that the LIWA suite of technologies
included “Oracle data bases, parsers, geographic visualization, [and] relationship [constructors],
[which were] essential to us from an intelligence standpoint.” He characterized the use of this

technology as,

You have a lot of cool ways to visualize [data] and interact with it,
and so now you have this haystack of information . . . these tools have
the capability to interact with it, allow you to find needles within that

haystack effectively and quickly.

In anticipation of providing extensive support to Able Danger, Mr. Kleinsmith collected
approximately 2.5 terabytes of open source data that could serve as a data repository for
analytical studies by Able Danger members. However, despite the advanced capability there,
LIWA'’s direct support to Able Danger uitimately consisted primarily of a mid-March 2000 -
training session for some of the Able Danger intelligence analysts Dr. Preisser, Mr. K]emsrmth
and two intelligence analysts under Mr. Kleinsmith’s supervision provided the training support. L

1 Dr. Preisser testified that the Able Danger team did not have access to LIWA’s data. Rather, she had provided
CAPT Phillpott file transfer protocol (FTP) access that enabled CAPT Phillpott to download products that were

uploaded by LIWA personnel for him.
" Mr. Kleinsmith told us that after he was read on to Able Danger, he began accumulating large quantities of data

primarily from open sources. He said that he subjected that data to LIWA analytical tools and found numerous
potential al Qaeda links in the United States. However, he acknowledged that he had not vetted this preliminary

work and that he did not identify any of the 9/11 terrorists or other potential targets of interest.
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Shortly after the March 2000 training session, Lieutenant General (LTG) Robert W.
Noonan, Jr., U.S. Army, then-Commanding General, INSCOM, ordered LIWA to limit support
for Able Danger to training and familiarizing team members on the LIWA tools. LTG Noonan
imposed this limitation because of issues related to collecting data on United States persons that
arose during a previous project at LIWA that generated significant interest at the highest levels in
DoD. LIWA’s decision to limit support to training, without allowing analysis of data, effectively
halted meaningful progress by the Able Danger team for about 3 months (March through June

2000).

CAPT Phillpott testified that LIWA had not produced anything of significance for Able
- Danger prior to terminating its support. Other than the three charts he received from
Dr. Preisser, he assessed the value of the intelligence that had been gained while Able Danger

was associated with LIWA as “zero.’

Dr. Preisser corroborated CAPT Phillpott’s testimony in that regard, stating that products
other than the three charts were of minimal importance to Able Danger. Dr. Heath agreed,
describing the LIWA support as “the SOCOM guys come down, just like we had lots of other
people come down and sit with the analysts for a week or two, get a sense for what you could
do.” He added that further support for Able Danger was prohibited by the INSCOM commander
until specific authorization from the Office of the Secretary of Defense was received.

CAPT Phillpott testified that eventually Dr. Preisser recommended that he move the Able
Danger operation to Raytheon Company’s Garland, Texas, facility, since LIWA could not
support it. Dr. James R. “Bob” Johnson, formerly Chief Scientist, Intelligence Division,
Raytheon Company, told us that Raytheon, which set up the LIWA facility in 1997, constructed
a backup center at the Garland facility with capabilities that he believed were “actually better but
they were at least the same” as those of LIWA. Thereafter, USSOCOM entered into a $750,000
contract with Raytheon Company to provide support to Able Danger for the period July 17 to

October 17, 2000.

Dr. Johnson stated that the Garland facility was organized so that Able Danger worked in
a secure area separate from Raytheon Company employees, who did not get involved in Able
Danger activities. He stated, “Only Special Forces or Government people could go in that room
and so they may have had stuff in there, but, you know we weren’t allowed to see.” Dr. Johnson

characterized Raytheon Company’s support as,

Well we provided them the JWICS [Joint Worldwide Intelligence
Communications System] lines and analyst workstations and
interfaces to national collection systems and secure telephones and
faxes and so on. And also provided them know-how on the processes
on putting together the whole software and setting up the process for

collection and analysis.

When the Able Danger team arrived at the Garland facility the members were
disappointed that the capabilities they were led to believe would be in place were not.
CAPT Phillpott testified that though there was a computing system at the facility, “it didn’t have
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the tools on it. The tools didn’t migrate well.” CAPT Phillpott estimated that the Garland
facility was not operational for 60, 65 [days]” after his arrival on July 1, 2000. Accordingly, the
facility was not fully operational until about September 1, 2000. One witness testified that when
the Garland facility was finally operational the capabilities exceeded those that had been shown

to the team members at LIWA.

CAPT Phillpott added “When the 3-month time limit expired, Gen Schoomaker gave me
yet another month to work it, because I think he was pretty happy.” CAPT Phillpott testified that
USSOCOM paid $250,000 for this additional month at the Garland facility. This extension
enabled the Able Danger team to continue work at the Garland facility until mid-November

2000.

When the Garland facility became operational, Able Danger team members applied the
data mining and visualization tools to data from Government data bases and the World Wide
Web. Dr. Johnson stated, “They got 6 years of classified data from 18 agencies in one location.”
With regard to open source data, Dr. Johnson testified, “they started from scratch.” Dr. Johnson
estimated the Able Danger team members were collecting data from 10,000 Web sites each day.
He said, “What we were doing is collecting data from news Web sites and terrorist’s Web sites
and things like that.” However, we found that the Able Danger team members generally limited

their searches to English language Web sites.'?

Dr. Preisser testified that sometime in September 2000, she took leave and traveled to the
Garland facility in order to interview for a position there with the Raytheon Company. She was
hired effective September 28, 2000, and began working at the Garland facility shortly thereafter.
As a Raytheon Company employee, Dr. Preisser’s association with the Able Danger mission was
limited. She stated, “I was a contractor. I wasn’t a Government person at that time, so there was

a lot that happened that I wasn’t privy to.”

On October 10, 2000, GEN Schoomaker traveled to the Garland facility and was briefed
on the progress of the Able Danger program. CAPT Phillpott characterized the briefing as

What we tried to impart on him at that meeting was, “Hey, we’ve got
the pieces in place. We’ve got the data sets here. We’re starting to
process it. We’re starting to come up with vignettes that we think are
warranted and we need to look at. People are looking at doing it this
way. We think it’s fast, we think it’s robust and i:’s credible.”"

Witnesses who were present at the briefing testified that GEN Schoomaker was very
impressed with the technology he observed at the Garland facility. CAPT Phillpott testified,
“Gen Schoomaker said, you know, ‘you guys are too far away. This four-month prototype effort

12 CAPT Phillpott told us that he performed a number of searches of Portuguese language Web sites.

13 Coincidentally, this briefing occurred 2 days before the attack on the USS COLE (DDG-67) in Aden, Yemen.
CAPT Phillpott told us that Yemen was mentioned as a “hotspot” during the briefing, but characterized any
assertion that GEN Schoomaker failed to act on a warning of an imminent threat there as “all crap.”
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in Garland has been fun but I want you guys closer.” ” MG Lambert testified that “everyone
agreed with that decision [to move the analytical capabilities to USSOCOM headquarters].”

GEN Schoomaker testified he had anticipated USSOCOM having a local capacity of
advanced analytical tools and data mining. He stated, “From the very beginning, these things
looked [like] they had promise.” GEN Schoomaker added, “It was always intended to be
brought back into our spaces [at USSOCOM headquarters] so that our analysts would be able to
do this every day.” GEN Schoomaker provided, “It didn’t make any sense for us to have it all
the way in Texas. It was there because of the contractor facility.”

On October 12, 2000, Col Worthington sent a memorandum to the Able Danger team
members in which he discussed a meeting he had that day with MG Lambert and
Brigadier General (BG) James W. Parker, U.S. Army, Director, Special Operations Information
Operations (SOIO), USSOCOM. Based on that meeting, Col Worthington outlined “the current
picture of the future.” In his memorandum, Col Worthington advised that the Able Danger team
“will dissolve with the 15 Dec [December 15, 2000] publication of the IO [Information
Operations] Campaign Plan.” He added that as a follow on mission to the Able Danger team,
SOIO would take “the lead in developing the SOCC [Special Operations Collaborative Center].”
He added, “As you could tell, the CINC [GEN Schoomaker] was and is very happy with your
accomplishments.” Col Worthington also wrote, “your only concern is the IQ0 Campaign

Plan.” (emphasis in original).

In an attachment to Col Worthington’s memorandum of October 12, 2000, the vision,
charter, and command relations of the SOCC were discussed. The charter provided that “the
SOCC will develop and use non-traditional techniques and procedures to define areas for 10
applications to obtain the initiative in combating transnational threats.” It also stressed the need
for “close collaboration between DOD and Other Government Agencies.” In a follow-on
memorandum of October 17, 2000, Col Worthington advised Able Danger team members of
GEN Schoomaker’s guidance to “capture the Able Danger team capabilities and develop an 10

planning cell in USSOCOM/SOIO around them.”

In a letter dated October 23, 2000, Col Worthington ordered CAPT Phillpott to return
from the Garland facility to USSOCOM headquarters. CAPT Phillpott characterized this order
as being “fired” and expressed his frustration that he was prohibited from continuing with data
mining operations. He returned to USSOCOM headquarters on October 30, 2000, and then
worked on bringing the capabilities that ~were at the Garland facility to USSOCOM. He

continued to work this issue through May 2001.

Col Worthington testified that the Able Danger team was “a hundred percent successful”
in regard to being “a proof of concept for data mining and its capability to support operational
planning.” He added, however, in terms of the other aspects of the mission, identifying al Qaeda
and analyzing its vulnerabilities, the team was only “30 percent” successful. He stated the
weakness was that, “as far as we got was to identify . . . a proposed indication of the al Qaeda
network. It was not validated.” Col Worthington testified that additional work was required in
attaining “more interagency connectivity and then the bridge, once we had developed actionable
intelligence, a bridge into operational planning.” Col Worthington stressed the importance of
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interagency connectivity and highlighted that “the military targets [account for] maybe five
percent of actually engaging the al Qaeda network.”

MG Lambert characterized the success of the Able Danger team as “it helped . . . make
people realize that you can use automated tools to [discover] that very hard human networking
business much more effectively and much quicker.” However, MG Lambert testified “we didn’t
get the mission accomplished.” He explained, “It ended up, the final product was just a
framework, you know it was . . . just a template.” He added, “But it was worth a try and there
were some benefits. . .. So it was a success, it was worth the money for that, but we didn’t get

the mission accomplished.”

Similarly, RDML Steffens was favorably impressed by the technology employed by the
Able Danger team while at the Garland facility. He stated that those capabilities were “a
fabulous tool.” He added, “As soon as you saw it, it impressed you with the, what it could do as
far as reviewing and linking information and also the visual presentations that it gave you,
enabled you to see how things were connected.”

CAPT Phillpott assessed that prior to his departure at the end of October 2000, the Able
Danger team “had made very little progress.” He commented that the team had collected a
significant amount of data from open sources, but “still hadn’t set the architecture to analyze it

very well.”

In summary, the history of Able Danger, from its inception in October 1999 to its
termination in January 2001, demonstrated that its work product was limited to the development
of a “Campaign Plan” that formed the basis for follow-on intelligence gathering efforts.'* The
first 9 months of Able Danger were characterized by “false starts” and repeat efforts to find a
suitable operating environment and location. Its initial placement at the JWAC and subsequent
association with LIWA achieved nothing other than a basic level of familiarization with state-of-
the-art analytical tools and capabilities. Essentially no significant progress on Able Danger was
made until September 2000 when operations at the Garland facility began. Those operations
collected data from other agencies and thousands of Web sites in order to apply analytical tools
that would make connections and linkages between data points to demonstrate a strategy for
attacking the al Qaeda infrastructure. Operations at Garland continued for about 2 months,
sufficient to develop such a strategy; i.e., a Campaign Plan, but were then terminated.

LTC Shaffer’s Involvement with Able Danger

Because of the representations that LTC Shaffer made regarding Able Danger, we sought
to determine the nature of his participation in, hence knowledge of, Able Danger activities.
Based on our interviews with individuals familiar with the Able Danger mission, we determined
that his participation was limited. A summary of his involvement follows:

e LTC Shaffer testified that in December 1999, while on travel in active duty status
from DIA, he met with GEN Schoomaker at USSOCOM headquarters. According to
LTC Shaffer, GEN Schoomaker asked LTC Shaffer to contact CAPT Phillpott to

" The campaign plan itself is classified.
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discuss the Able Danger mission. GEN Schoomaker testified he did not recall this
meeting or ever meeting LTC Shaffer, but did not deny that the meeting may have
occurred. MG Lambert and RDML Steffens, two senior USSOCOM officials closest
to the Able Danger program, did not recall meeting LTC Shaffer during the
1999/2000 time period.

e LTC Shaffer was one of nearly 500 people who were “read-on” to the Able Danger
program.

e LTC Shaffer attended the three Able Danger conferences at JWAC in January and
February 2000.

e LTC Shaffer was responsible for putting CAPT Phillpott in contact with Dr. Preisser
at LIWA in order to determine whether LIWA could support the Able Danger
mission. Subsequently, LTC Shaffer delivered three charts from Dr. Preisser to

CAPT Phillpott that demonstrated link analysis.

e LTC Shaffer told us that at the request of GEN Schoomaker he “negotiated” with the
LIWA commander an arrangement between USSOCOM and LIWA for LIWA to
support the Able Danger mission. However, we could not corroborate this assertion
as the LIWA commander (now retired) refused our request for an interview and, as
indicated above, GEN Schoomaker did not recall ever meeting LTC Shaffer.

e We found that LTC Shaffer traveled to Garland on one occasion, but we found no
evidence that he conducted any significant work there. LTC Shaffer told us that,
during his one visit to Garland, he was engaged in “looking at the data versus what
we’re going to do with the data and creating the options.”

e LTC Shaffer assisted Able Danger team members in receiving special authorization
that enhanced their ability to access various World Wide Web sites and coordinated
with DIA and other intelligence agencies to provide data bases to the Able Danger

team.

Witness testimony concerning LTC Shaffer’s involvement and contributions was
inconsistent. CAPT Phillpott and Dr. Preisser characterized LTC Shaffer’s contributions to the
Able Danger mission as significant. CAPT Phillpott stated that LTC Shaffer got the Abic
Danger team data bases, provided an analyst who came to the Garland facility, and linked
CAPT Phillpott with LIWA. Another witness, who was a key participant on the Able Danger
team, characterized LTC Shaffer’s involvement on Able Danger as “basically the delivery boy,”
referring to LTC Shaffer’s assistance in providing “classified tapes from DIA.” This witness
added that LTC Shaffer “wasn’t part of the team as he’s claimed to be. He helped us out in
bringing some data down and that was about it.”
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I11. SCOPE

In the course of our investigation, we obtained sworn testimony from 98 witnesses with
knowledge of the matters under investigation, including GEN Shelton, GEN Schoomaker,
LTC Shaffer, CAPT Phillpott, Dr. Preisser, members of the Able Danger team, DIA officials
who were involved with Able Danger or LTC Shaffer, and contractor employees involved with
the program. Because of inconsistencies in testimony and need for follow-up, we conducted re-
- interviews of key witnesses, including LTC Shaffer who was interviewed four times and
CAPT Phillpott who was interviewed three times. Additionally, we examined relevant

documentation.

This report is unclassified, which caused us to omit certain factual information that might
be relevant, but not essential, to resolution of the issues under consideration. In our view, the
issues are fully addressed with unclassified information.

As indicated above, we evaluated reprisal allegations involving LTC Shaffer from two
perspectives -- his status as a Service member and his status as a DIA civilian appropriated fund
employee. While the guidelines for conducting such reprisal analysis vary because of the
different statutes involved, we focused on the central question in any reprisal case -- would the
unfavorable actions have been taken absent the employee’s whistleblower activity? To give full
consideration to LTC Shaffer’s situation, we presumed that his perceived involvement in two
DIA IG investigations in 2002; his discussions with the 9/11 Commission staff members in
October 2003; and his communications regarding Able Danger with Members of Congress and
the media in 2005 all constituted “protected communications” for purposes of reprisal analysis.
We then focused our analysis on the basis for unfavorable actions taken against him to determine
whether those actions were justified based on factors apart from LTC Shaffer’s communications.

IV.  FINDINGS AND ANALYSIS

A. Did the Able Danger team identify Mohammed Atta and other 9/11 terrorists before
September 11, 2001?

Facts

Much has been reported in the media and in Congressional deliberations regarding the
possibility that Able Danger identified Mohammed Atta ard other terrorists associated with the
attack of 9/11. That possibility was based on statements by LTC Shaffer and others who recalled
seeing a chart, created before 9/11, that allegedly contained a photograph of Mohammed Atta in
connection with an al Qaeda “New York™ or “Brooklyn cell” or, at a minimum, displayed his
name along with the names of other suspected terrorists.

We found no charts or other documentation created before 9/11 that contained a
photograph or name of Mohammed Atta and was produced or possessed by the Able Danger
team. Further, we found no contemporaneous documentary evidence that such a discovery had
been made by Able Danger. As a result, the resolution of this issue rests on witness testimony --
particularly the credibility and consistency of testimony by witnesses who claimed to have seen
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such a depiction of Mohammed Atta. We set forth the following summaries of relevant
testimony to address this matter.

CAPT Phillpott

CAPT Phillpott served as the Operations Officer for the Able Danger team from its
inception in October 1999 through October 2000 and was closely involved in all Able Danger
activities. We interviewed him on three occasions; December 13, 2005, February 17, 2006, and
May 24, 2006. During each interview he discussed a chart that allegedly contained a photograph
of Mohammed Atta. At the first interview CAPT Phillpott was “100 percent [certain]

- Mohammed Atta’s image was on the chart.” At the second interview he acknowledged there was
“a compelling amount of evidence that would make it appear that I did not see Mohammed
Atta.” In the third interview CAPT Phillpott stated, “I’m convinced that Atta was not on that

chart, the chart we had.”

CAPT Phillpott testified that within “3 or 4 days” of meeting with Dr. Preisser at LIWA
in January 2000, LTC Shaffer delivered three charts to him at USSOCOM
headquarters.'s After initially denying that Figure 1 was one of those charts, CAPT Phillpott
eventually testified that Figure 1 was one of the original charts and that Figure 2 was also one of
the charts. He described the third chart that was delivered to him as a “propeller chart.” Figure 3
is an example of such a propeller chart, but is not the chart that was delivered to CAPT Phillpott.

During our initial interview, CAPT Phillpott testified that he was certain that
Mohammed Atta’s photograph was on one of the three charts delivered to him in January or
February 2000 which portrayed a Brooklyn cell. While he believed that photographs of other
9/11 terrorists were on the chart, he was not as certain as he was about Mohammed Atta’s

photograph. He testified,

I know 100 percent Mohammed Atta’s image was on the chart. 1
pretty well recollect that there were three [terrorists], at least three
others, but I have not gone into any depth in trying to recreate the
memory of who any of them were. All I know is what I originally
saw on the days shortly after 9/11 and that was him.

CAPT Phillpott also stated that in addition to the Brooklyn cell there were four other cells
depicted on echzrt. He recalled the cells were “Dar es Salaam, Kenya, Tanzania, [and]

iyl
Nairobi.”

15 CAPT Phillpott first met Dr. Preisser sometime between January 10 and 14, 2000, while at JWAC for the Initial

Planning Conference. On CAPT Phillpott’s timeline is an entry for January 23, 2000, “LIWA provides suggestions
... including demos.” Accordingly, we concluded the charts were provided to CAPT Phillpott between January 15

and 23, 2000.

16 We noted that Dar es Salaam is the capitol of Tanzania, and Nairobi is the capitol of Kenya. The U.S. Embassies
in Dar es Salaam and Nairobi were both attacked on August 7, 1998.
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In our second interview we discussed with CAPT Phillpott a memorandum dated
August 30, 2000, signed by CAPT Phillpott, which addressed a chart entitled “The Al-Qaeda
Network: Snapshots of Typical Operational Cells Associated with UBL [Usama Bin Laden].”"’
CAPT Phillpott reviewed the chart depicted at Figure 1 and agreed that this chart appeared to be
the chart discussed in the memorandum. CAPT Phillpott testified,

Well, I mean, obviously there’s a compelling amount of evidence that
would make it appear that I did not see Mohammed Atta. And I will
absolutely grant you that based on what you’re showing me my
recollection could have been wrong. But I still need to stress that if I
told you that I didn’t think I saw Mohammed Atta’s face, that in fact
would be lying. . .. I honestly believe that I saw Atta on the chart.

CAPT Phillpott testified that the he did not know the current location of the original chart
reproduced as Figure 1. He stated that the last time he saw it was when he left the Garland
facility (October 2000). During our third interview CAPT Phillpott testified that the last time he
saw the chart was in July 2000 before the Able Danger team arrived at the Garland facility, and
that he never possessed any other charts with photographs depicting link analysis other than the
two Orion charts that had been provided to him by LIWA.

In our third interview CAPT Phillpott stated, “I’m convinced that Atta was not on that
chart, the chart that we had.” However, he then recalled that, in June 2000 at USSOCOM
headquarters, he “saw Atta’s face” on a document that an intelligence analyst on the Able
Danger team was holding. CAPT Phillpott claimed he was sitting next to the intelligence analyst
who was “sifting through a bunch of paperwork” and said, “Hey, look at this guy . . . This is one
mean [son of a bitch].” CAPT Phillpott testified “I turned, I looked at it and I concurred with
him.” CAPT Phillpott explained that the incident caused him to believe that the photograph of
Mohammed Atta was on a chart because, “I thought he [the intelligence officer] was working on
the chart and that’s how it kind of played out in my head.”

CAPT Phillpott was certain that the photograph was “something derived from the
intelligence community. Some document that the intelligence community has. . . . But it was
that picture of Atta.” CAPT Phillpott could not recall whether the photograph was color or black

and white and testified he only viewed the photograph for “four seconds, maybe five.” He
added, “that was the heart of what I recalled all along, not the chart but that damn picture.”
CAPT Phillpott did not recall any other instances where Mohammed Atta was identified by the

Able Danger team.

In response to whether he had any thoughts as to the reason that others claimed to have
seen a chart that depicted Mohammed Atta and a Brooklyn cell as well as possibly other 9/11
terrorists, CAPT Phillpott testified, “[LTC] Tony [Shaffer] was relying on my recollection, I
think, 100 percent. I mean, I think a lot of people are.”

We found that following his experience with Able Danger CAPT Phillpott actively
promoted data mining as an antiterrorist tool and, in doing so, suggested with increasing

'” The memorandum addressed the retention of data involving United States persons.
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certainty that Able Danger had identified Mohammed Atta and other 9/11 terrorists before the
9/11 attack.

Commander (CDR) Frank Kaiser, U.S. Navy, who served as CAPT Phillpott’s executive
officer from March 2002 to March 2003 aboard the USS ESTOCIN, told us that CAPT Phillpott
discussed his previous assignment at USSOCOM and his interest in data mining. CDR Kaiser
recalled CAPT Phillpott had discussed identifying some of the 9/11 terrorists prior to the attacks
in a general sense and believed CAPT Phillpott may have mentioned Mohammed Atta.

CDR Kaiser stated,

My recollection of it is he was pointing to they had knowledge of it
prior or they had enough data points and enough indication to believe
that . .. they had enough knowledge to identify these people as
potential possible terrorists that we should be trying to capture or to
apprehend.

Although CAPT Phillpott told us that the last time he saw the charts at Figures 1 and 2
was July or October 2000 (see above), CDR Kaiser testified that CAPT Phillpott showed him at
least two, possibly three, charts in CAPT Phillpott’s stateroom aboard ship (about 2 years later).
CDR Kaiser stated that the charts were approximately three feet by four feet and were unrolled
on a table in CAPT Phillpott’s stateroom where CAPT Phillpott would use them to explain data
mining. CDR Kaiser testified that there were photographs on the chart and lines connecting the

photographs.

CDR Kaiser was “90 percent” certain and “real sure” that one of the charts
CAPT Phillpott showed him is the chart depicted at Figure 1. He stated, “I do remember this
chart. I can’t say 100 percent but I believe that this is the chart . . . I believe this is the chart I
saw in CAPT Phillpott’s stateroom.” CDR Kaiser had a specific recollection of “the blind,
Rahman” and Eyad Ismoil who are depicted in Figure 1. CDR Kaiser also recalled seeing the
chart entitled, “Al-Qaeda and Pan-Islamic Extremism: Associations and Linkages” (Figure 2).
CDR Kaiser was “70 percent” sure that he had seen this chart in CAPT Phillpott’s stateroom.

Mr. Charles A. Williamson, Assistant for Strategic Initiative, Special Operations and
Combating Terrorism, Office of the Assistant Secretary of Defense for Special Operations and
Low Intensity Conflict, testified he met with CAPT Phillpott and LTC Shaffer during April 2003
te discuss their desire to develop an antiterrorism project app!ying the technology that was used
by the Able Danger team. Mr. Williamson testified that he discussed with CAPT Phillpott that
they would need to prepare briefing materials that showed examples of the capabilities that were
achieved with the Able Danger mission. Mr. Williamson recalled:

both [LTC] Tony Shaffer and [CAPT] Scott Phillpott alluded to the
fact — alluded to the fact — that prior to 9/11, there were linkages to
some of the 9/11 participants that came back to the United States at a
time when, for example, Mohammed Atta might have been in the
United States. . . . Irecall is that they alluded to the fact that three of
the 9/11 hijackers had showed up in the Able Danger data base.
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What Mr. Williamson recalled of the discussion was that it was said “in passing” and “it
wasn’t clear to me as to whether that information even existed any longer anyway.”
Mr. Williamson was confident, however, that there was no mention of a “Brooklyn” or

“Brooklyn, NY” cell.

GEN Norton A. Schwartz, U.S. Air Force, currently, Commander, U.S. Transportation
Command, and then-Director of Operations for the Joint Staff, testified that in late 2003 or early
2004, CAPT Phillpott presented to him a PowerPoint briefing related to data mining.

CAPT Phillpott provided us a copy of the presentation, entitled “Strategic Planning Initiative.”
The three objectives of the briefing were listed on a slide as: “Demonstrate a Strategic Planning
approach,” “Demonstrate a complete Horizontal Fusion strategy for all-source information,” and

“Request a Mission.”

The briefing contained slides depicting various analytical tools used by the Able Danger
mission team and examples of computerized visual displays, but made no mention of having
identified Mohammed Atta or other terrorists prior to 9/11. GEN Schwartz confirmed that
CAPT Phillpott did not mention he had identified Mohammed Atta during the brief. However,
CAPT Phillpott disputed GEN Schwartz’ recollection, telling us, “Atta was mentioned as a
punctuation at the end of the brief. I told him how close we had gotten to catching the bad guys

of 9/11.”

In early 2004 CAPT Phillpott sought to meet with the 9/11 Commission and requested
authorization for a meeting through his chain of command. The request was coordinated with
various DoD offices and on July 12, 2004, CAPT Phillpott met with staff members of the
9/11 Commission. During his first interview with us, CAPT Phillpott testified he stated he had
four points that he wanted to bring to the attention of the 9/11 Commission:

the [Able Danger] program existed, that we knew about Mohammed
Atta prior to the [USS] COLE," that transitioning information to the
FBI had been thwarted, and that Mohammed Atta was on, was on the

chart.

During our second interview, we asked CAPT Phillpott to explain why he waited until
2004 to contact the 9/11 Commission with the foregoing information. He stated it was a
“complicated answer” and discussed his frustrations with failing to convince his Navy superiors
of the need to embrace datz mining and visualization. Accordingly, he elected to e-maii “ily
boss, that I had this information and I wanted to go forward and get permission to go to the 9/11
Commission and brief them.” With regard to the substance of his testimony to the 9/11

Commission staff, CAPT Phillpott stated,

I didn’t know if they had fully understood the struggle that SOCOM
was going through to get details on this transnational threat prior to
9/11. I mean, there was hard work being done and I wanted to make

18 As mentioned above, the USS COLE (DDG 67) was bombed by terrorists on October 12, 2000, shortly after
mooring in the Yemeni port of Aden.
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sure they understood the level of effort, the community of effort that
was going after al Qaeda prior to 9/11. So that’s why I went.

On July 12, 2004, CAPT Phillpott met with Mr. Dietrich Snell, Senior Counsel and Team
Leader on the 9/11 Commission staff, who had served as an Assistant U.S. Attorney for the
Southern District of New York from 1988 to 1999. As an Assistant U.S. Attorney, Mr. Snell was
involved with major al Qaeda cases, including the prosecution of Ramzi Yousef for his role in a
1994-1995 plot to blow up jets over the Pacific (Yousef was convicted) and the appeal processes
following the conviction of the 1993 World Trade Center bombers. He told us that, prior to his
meeting, he was made aware of CAPT Phillpott’s intent to discuss a specific program that had

identified Mohammed Atta before 9/11.

Mr. Snell told us that during the interview CAPT Phillpott strongly promoted computer
generated link analysis as tool that needed to be exploited within the Government. He recalled
that CAPT Phillpott expressed “unhappiness about his superiors shutting down the . . . [Able
Danger| program” and he spent “most of the interview talking about the program itself and his
role in it.” According to Mr. Snell, CAPT Phillpott exhibited excitement about the value of link
analysis and thought that it had the support of his superiors in the chain of command, but that
Able Danger was shut down after “lawyers within the DoD became too concerned” about data
collection involving United States persons. Mr. Snell recalled that the primary focus of their

discussion was CAPT Phillpott’s disagreement with that decision.

In order to illustrate how valuable link analysis could be, Mr. Snell recalled that

CAPT Phillpott “described as a recollection -- although not a very solid one -- that
Mohammed Atta had been identified through this link analysis and actually had appeared either
by photo or by name or both on a chart that [CAPT] Phillpott said he had seen in the early part of

2000.”

However, Mr. Snell considered CAPT Phillpott’s recollection with respect to Able
Danger’s identification of Mohammed Atta inaccurate because it was “one hundred percent
inconsistent with everything we knew about Mohammed Atta and his colleagues at the time.”
Mr. Snell went on to describe his knowledge of Mohammed Atta’s overseas travel and
associations before 9/11, noting the “utter absence of any information suggesting any kind of a
tie between Atta and anyone located in this country during the first half of the year 2000,” when

Able Danger had allegedly identified him.

Mr. Snell testified that CAPT Phillpott “qualified” his level of certainty about whether he
had definitely identified Mohammed Atta, emphasizing that CAPT Phillpott:

was unable to tell me anything at all about what caused him to believe
that he had actually seen Atta on a chart. In other words, what was
the underlying basis for Atta’s name and picture coming up and being
linked? ... he admitted that he had only seen the chart briefly and he
was a little vague about whether it was the picture and the name or
just one or the other. Even more significantly to me, he couldn’t give
me any information about why, if assuming Atta actually, he had
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actually seen Atta, why was Atta there, what was the underlying
basis? . . . So factoring everything into the mix, I concluded that
CAPT Phillpott was simply mistaken about what he said he saw.

Mr. Snell addressed the fact that the 9/11 Commission Report was to be printed only 10
days after he met with CAPT Phillpott. In response to whether anyone had pressured Mr. Snell
to discount CAPT Phillpott’s testimony because the impending date of publication, Mr. Snell

responded, “Absolutely not.”

Dr. Preisser

Dr. Preisser played a limited role in Able Danger activities, but we interviewed her on
three occasions because of her recollection that two charts she provided to CAPT Phillpott in
early January 2000 identified Mohammed Atta. She recalled that one chart was produced by
Orion and allegedly contained a photograph of Mohammed Atta. However, she denied that this
was the chart at Figure 1. The other chart was a “parentage” or “dot” chart that was produced by
LIWA. Dr. Preisser described the parentage chart as not having any photographs but, rather
containing names of entities such as people or companies designated by small circles, or “dots,”
on the chart (similar to the propeller chart at Figure 3). Both charts were provided to
CAPT Phillpott in order to demonstrate link analysis. Dr. Preisser testified that any link analysis
chart with photographs was produced by Orion because LIWA did not have that capability to

produce such charts.

Regarding the Orion charts, Mr. Kleinsmith recalled that in January 2000 Dr. Preisser
asked Mr. James D. Smith, an intelligence analyst for Orion, for a chart that she could give to the
Able Danger team. He stated Dr. Preisser told Mr. Smith, “You can advertise your business . . .
give me something very slick that we can use.” Mr. Kleinsmith stated that Orion had prepared
the al Qaeda charts which Mr. Smith provided to Dr. Preisser as part of a work effort not related

to Able Danger.

In our first interview Dr. Preisser initially testified that Mohammed Atta was
“highlighted” on the Orion chart and associated with wealthy individuals and religious leaders.
She specifically identified the Brooklyn cell as being distinct from the area in which
Mohammed Atta was located. Dr. Preisser stated,

And it [the chart] also associated him [Mohammed Attaj with soine

wealthy Middle Eastern players and some religious holy men from the
region we would be interested in. I also believe that that chart had on

it, to the best of my memory, several other cells, one of them being
the Brooklyn cell that I had been looking at for a long time.

However, later in that interview, when asked by an investigator where Mohammed Atta
was in relation to the Brooklyn cell, Dr. Preisser responded, “I believe he would have been part
of the Brooklyn cell.” Dr. Preisser was unable to recall with certainty how many other people
were depicted in the Brooklyn cell and stated, “I can’t say with any . ... Four or five.” She
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recalled the photograph of Mohammed Atta was “very unclear,” “granular,” and “grainy” while
the quality of the other pictures was “pretty good.”

Dr. Preisser described the chart as depicting events in a timeline fashion and containing
Mohammed Atta’s picture in the upper left corner. She stated that the chart depicted terrorist
attacks on the World Trade Center in 1993 and the embassy bombings in Africa as well as
possibly some activity in Europe. She stated, “My memory fades on what that connection to the
European group is.” Dr. Preisser explained,

In my recollection the timeline on this chart was all associated around
the events of the African bombings and the World Trade Center
bombings and how the personnel from the different groups were
related to the Bin Laden network.

Dr. Preisser commented that her memory of the chart was not precise. She explained that
the chart was produced by a contractor and that it had little analytical value and had been
provided to Able Danger just for its visual impact as “eye candy.”

During our second interview, Dr. Preisser acknowledged she could not recall the chart
provided by Orion in detail. Dr. Preisser testified,

I have a real hard time remembering exactly what that Orion
Scientific chart looked like because to me, it doesn’t have the same
importance to me that it seems to have for everyone else right now. It
was simply a demonstration that whatever data they had confirmed
what we were seeing here [at LIWA].

Dr. Preisser acknowledged during the second interview that the chart produced by Orion
was of limited utility, commenting “So if we go back to what kind of chart was this, to me those

charts were not actionable intelligence.”

During our third interview, Dr. Preisser made statements that were inconsistent with her
earlier testimony regarding the Orion chart. During our first interview Dr. Preisser testified that
she recalled Mohammed Atta “name and picture,” but in our third interview Dr. Preisser testified
that she no longer had a recollection of a photograph but recalled the name “Mohammed Atta”

appearing on the Orion chart.

Dr. Preisser was consistent in her testimony that she recalled the name “Atta” (did not
recall “Mohammed Atta™) related to a Brooklyn cell depicted on the parentage chart. She stated,
“I remember the name Atta either directly under, next to, or associated with one of these dots.”
We found noteworthy that, while stating that the name “Atta” appeared on this chart,

Dr. Preisser acknowledged that the chart was produced using data that had been collected for
previous projects related to technology transfers and support to Army units in Bosnia and Korea.

Dr. Preisser discussed that only after speaking with CAPT Phillpott after the 9/11 attacks
did she recall that Mohammed Atta was on the charts that had been produced in January 2000.
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She testified that on September 11 or 12, 2001, CAPT Phillpott called her and reminded her of
the charts. She said CAPT Phillpott asked her about the chart with the photographs. She
recalled him asking her, “Do you remember that first chart you had telling -- bringing to me, that
had that horseshoe-shaped cluster of people around Atta?” Dr. Preisser also testified that during
this telephone conversation, CAPT Phillpott discussed a parentage or propeller chart that also
included Mohammed Atta. She stated, “So he [CAPT Phillpott] said go back to those briefings.
Those dot charts that were unclassified I think are in those briefings.” Dr. Preisser described the
conversation as, “We are remembering what happened. We’re in agreement. . . . He’s adamant.
[quoting CAPT Phillpott] ‘I saw that [a photograph of Mohammed Atta]. It was on those charts.
I saw this chart. Do you have this chart?’ * Dr. Preisser added that during the conversation with
CAPT Phillpott she told him that she did not have the charts, but, “If they’re anywhere,
[Representative] Weldon or one of the congressmen has them.” She also stated that

CAPT Phillpott told her, “look for them. Call Tony [LTC Shaffer]. Someone has to have these

charts.”

CAPT Phillpott denied that he spoke with Dr. Preisser as described above. He told us
that on September 11, 2001, he was on board a Navy ship in the Mediterranean Sea and did not
have access to a telephone until his ship came to port in France around September 17, 2001.
CAPT Phillpott denied contacting Dr. Preisser from France and stated that he did not speak with
her until December 2001 when he returned to the United States. CAPT Phillpott also testified
that though he received information about the 9/11 attacks, it was not until September 15, 2001,
that he first saw any pictures of the alleged terrorists from media reports.

Mr. Jacob Boesen, Sr., employed by Orion from 1998 to 2001 as a senior intelligence
analyst, told us that he prepared the charts depicted at Figure 1 and 2, which do not identify
Mohammed Atta or any other 9/11 terrorist, using Orion Magic, a proprietary software program
owned by Orion. He testified that the charts prepared by Orion were either link analysis or
timeline charts. He stressed that the charts prepared by Orion depicted historical events and
individuals with known ties to terrorist organizations. Mr. Boesen testified that Orion Magic was

not capable of discovering the identity of unknown terrorists.

) Dr. Preisser was also interviewed by members of the U.S. Army Office of Intelligence
(Army G2), on August 17, 19, and 22, 2005, before we began this Investigation. In her first
interview Dr. Preisser discussed a parentage chart and recalled a Brooklyn cell. In her second
interview Dr. Preisser recalled the Brooklyn cell and the name “Atta” on the chart. She did not
recall a picture of Mohammed Atta and stated, “Why would I have a picture of him?” and “I

remember Atta’s name, not a photograph.”

Mr. Kleinsmith testified that sometime after Dr. Preisser spoke with the Army G2, he
spoke with Dr. Preisser. He stated, “The first time she talked to Army G2 she said she didn’t
remember [seeing Mohammed Atta]. And the second time she talked to them she said, ‘Oh,
wait, ] remember.” ” Mr. Kleinsmith added that Dr. Preisser was upset “because nobody would
believe her after her first interview that she had changed her story. She said nobody would

believe her.”
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Dr. Preisser testified that on September 25, 2001, Representative Curt Weldon possessed
a copy of the Orion chart, which included a picture of Mohammed Atta, that she had provided to
CAPT Phillpott in January 2000. She stated she was in Representative Weldon’s office and they
were preparing to go to the White House to meet with I. Lewis “Scooter” Libby, then-Chief of
Staff and Assistant for National Security Affairs to Vice President Richard B. Cheney. Before
they left the office, Dr. Preisser asserted, Representative Weldon retrieved the chart from a closet
where he had kept other charts. In response to our question, “Do you recall
[Representative Weldon] having a chart with Mohammed Atta’s picture or name on it?”,
Dr. Preisser responded, “And Atta’s picture, I believe, to the best of my memory, I saw it in the
upper left-hand comer in that chart.”

Dr. Preisser testified the chart was brought to Mr. Libby’s office and there were other
people in the room. She remembered the people included Representatives Christopher H. Shays
and Dan Burton; Mr. Thomas J. Ridge, then-Assistant to the President for Homeland Security,
Office of Homeland Security, and future-Secretary, U.S. Department of Homeland Security; and
“some of Ridge’s kind of deputies in this new department they were setting up.” There were
other people in the office that she did not recognize. Dr. Preisser testified, “I’m going through
my mind, and what I have when I walked into Scooter Libby’s front reception area, and I
unwrapped a lot of charts,” but she could not recall whether she presented the chart depicting

Mohammed Atta while in Mr. Libby’s office.

Dr. Preisser testified that she departed Mr. Libby’s office with Representatives Weldon
and Shays and went to the office of Mr. Stephen J. Hadley, Assistant to the President for
National Security Affairs and then-Assistant to the President and Deputy National Security
Advisor. Dr. Preisser testified that she had a “60 percent” confidence level that the chart with
Mohammed Atta’s photograph was shown to Mr. Hadley. Regarding whether the chart
contained a photograph of Mohammed Atta, Dr. Preisser stated,

And the reason I have a higher confidence level is I saw the picture of
the World Trade Center and what I thought was the World Trade
Center and what I thought were the two embassy bombings on it,
which to me was the trigger that reminded me of this chart.

Dr. Preisser added, however, that she did not see the picture of Mohammed Atta on the
chart. She stated “I didn’t see it that day However, from my memory of that chart, I knew that

it would have had o have been here.”

Representative Weldon wrote about the September 25, 2001, meeting with Mr. Hadley in
his book Countdown to Terror, which was published in June 2005. At page 18 he wrote,

On September 25, 2001, just 2 weeks after 9/11, I met in the White
House with Stephen Hadley, the deputy national security adviser to
the President. I presented him with a 2’ x 3’ chart [ had been given in
the aftermath of 9/11. The chart was developed in 1999, as part of a
Defense Department initiative dubbed “Able Danger.” It diagrammed
the affiliations of al Qaeda and showed Mohammed Atta and the
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infamous Brooklgn cell. Hadley’s response was “I have to show this
to the big man.””’

Dr. Preisser testified that she had talked with Representative Weldon about whether the
chart that was provided to Mr. Hadley was supplied by him or by her. She stated that
Representative Weldon told her that she supplied the chart and that she told him that he supplied
the chart. She testified that Representative Weldon told her, “That I brought all of the charts into
his office and that this one that we’re talking about with Atta’s picture is among them.”

Dr. Preisser added, “And I have a different memory of the event than he has, regrettably. I wish

I had the same memory.”

LTC Shaffer

LTC Shaffer testified that in January 2000 he delivered a chart from LIWA to
CAPT Phillpott at USSOCOM headquarters. He stated that he reviewed the chart with
CAPT Phillpott and recalled that it contained a Brooklyn cell and a photograph of
Mohammad Atta.”® LTC Shaffer stated there were multiple names listed under the photograph
of Mohammed Atta; “It was a photo with several names. There was not one name below it.” He
added that he recalled the photograph and not the names associated with the photograph.
LTC Shaffer added that the quality of the photograph was very poor. He stated that in addition
to Mohammed Atta, there were approximately 120 people depicted on the chart, none of whom
he recalled. LTC Shaffer also stated that within the Brooklyn cell he believed there were “three
other bombers.” He added, “It’s my recollection, please this is not me saying this,
Captain Phillpott’s recollection that there were three other bombers [9/11 terrorists] within that

Brooklyn cell.”

LTC Shaffer testified that he subsequently possessed the chart or a later version of the
chart because it had been left with him by one of the Able Danger team members. He explained
that the chart was used to brief Pentagon leadership and, therefore, it was stored in his DIA
office at Clarendon, VA. He stated, “I was just simply the repository of that” and “I maintained
a copy of it in the office during the time, because we, we were one of the forward holding areas

of the Able Danger team.” LTC Shaffer added,

I subsequently had a copy of the chart that was left in Clarendon
because the special operations command guys chose to leave it there.
I didn’t, these charts that I got were not necessarily my charts. They
were not given to me as my, because of my duties.

'% In a response to Representative Weldon’s account, a spokesperson for Mr. Hadley, as quoted in a New York Times
article published October 1, 2005, stated that Mr. Hadley recalled meeting with Representative Weldon on
September 25, 2001, and being shown a chart that was an example of link analysis, but did not recall being shown a

chart bearing the name or photograph of Mohammed Atta.

2 As indicated above, CAPT Phillpott testified that the three charts delivered to him by LTC Shaffer consisted of
Figures 1 and 2, and a propeller (or parentage) chart similar to Figure 3.
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LTC Shaffer also stated that while he believed the chart retained in his office did have
Mohammed Atta’s photograph, he could not be certain. He explained that the chart that was left
with him might have been a later version of the chart LIWA had produced and he had delivered
to CAPT Phillpott and this later version may not have included Mohammed Atta. He stated,
“There were several iterations of the chart made by LIWA. So which exact iteration and if the
things were configured slightly different, I can’t speak to that, I don’t have that level of memory

on that.”?!

However, LTC Shaffer testified that he believed that the chart that had been provided to
him by a member of the Able Danger team did have a photograph of Mohammed Atta.
LTC Shaffer said, “As, as best I can recollect, one of the charts which was brought up by special
operations command and left in my possession . . . I believe it was one of the charts with Atta.”

LTC Shaffer testified that on September 18, 2001, he met with Dr. Preisser at a Starbucks
coffee shop after she called him and said, “You’ll never believe what, what I found.” He
testified that at Starbucks, Dr. Preisser showed him the chart that included a photograph of

Mohammed Atta. LTC Shaffer stated,

And she said look at the chart and I started looking at it and I looked
up in the comer and there was Atta’s photograph again and it was the
same chart that I had seen previously during the runs of data. And
that was where the light kind of came on that we had linked these
guys, we had had these guys identified before 9/11.

LTC Shaffer recalled that after meeting with Dr. Preisser and reviewing the chart that had
a photograph of Mohammed Atta he did not return to his office that day. He added that he never
confirmed whether he possessed a chart that included a picture of Mohammed Atta. However,
LTC Shaffer did testify that in 2002 he had various people who were working with him review
all his Able Danger related materials, including charts. He stated that none of these people ever
commented to him that there was a picture of Mohammed Atta on any chart. LTC Shaffer

explained during our second interview,

No, no one ever commented on the Atta picture. And that’s why I
told you last time, I’m not 100 percent sure that I have -- I believe on
one of the charts we did have the Atta picture. I can’t tell you I went
back and looked at it for sure.

We interviewed all the people whom LTC Shaffer claimed had reviewed the Able Danger
materials he asserted he possessed in his DIA office. As discussed in greater detail in Section
IV. F. of this report, none of those witnesses recalled seeing any Able Danger documents in

LTC Shaffer’s possession.

I As discussed above any link analysis chart that included photographs was produced by Orion. We obtained no
evidence that Orion provided LIWA any other iterations of the chart at Figure 1. LIWA did not produce link

analysis charts that included photographs.
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Dr. Preisser confirmed that she met with LTC Shaffer at a Starbucks coffee shop shortly
after September 11, 2001. However, Dr. Preisser denied that she showed LTC Shaffer a chart at
that time. She stated, “Starbucks had those little tables. That chart, I would have had to have
rolled out. I can’t imagine myself doing that.” She added, “I don’t remember that chart” and “I
did not have a memory of a chart.” Additionally, in a document Dr. Preisser prepared on
September 18, 2005, entitled “Able Danger Timeline,” Dr. Preisser wrote that at the meeting
with LTC Shaffer at Starbucks, “Shaffer remembers seeing a chart [with Mohammed Atta’s
photograph].” Dr. Preisser also wrote in her timeline that she remembered having Able Danger
material that “was likely a briefing on the computer not a hard copy chart” which did not contain
a photograph of Mohammed Atta.

Dr. Preisser testified about an occasion in 2005, after Representative Weldon gave a floor
speech in the U.S. House of Representatives, where she and Representative Weldon were
discussing their concern that they could not locate the chart that had the photograph of
Mohammed Atta. She stated LTC Shaffer told them that he had the chart locked in a safe at his
office space in Clarendon. Dr. Preisser stated, “So everyone was not very worried about it until
Tony’s safe didn’t yield any data at all any more.”

Colonel (COL) Gerald E. York, U.S. Army, former Chief of Operations for the Defense
Human Intelligence (HUMINT) Service, DIA, was LTC Shaffer’s second-line supervisor during
the period of Able Danger activities. COL York commented that if LTC Shaffer had, as he
asserted, seen a chart within 2 weeks of 9/11 that included photographs of unknown individuals
as well as a photograph of Mohammed Atta associated with a Brooklyn cell, LTC Shaffer would
have brought that information forward for both its intelligence value and LTC Shaffer’s personal

gain.

With respect to the chart’s intelligence value, COL York stated that in the period
immediately after September 11, 2001, the Intelligence Community was “afraid that because
planes got grounded there were other terrorists that may have been waiting to get on flights.”
COL York explained that at that time DIA would no longer be interested in running an operation
on the individuals depicted in the chart but would get the names to the FBI. He stated that the
mission became “getting the FBI involved in and wrapping all these folks up, because at that
point it’s more of a shooter’s war than an intelligence war. You’ve got to get them off the
street.” COL York added that at that time the individuals on the chart needed to be apprehended

“yesterday.”
COL York was asked whether a “minimally qualified” HUMINT officer would have

appreciated the significance of having a chart depicting Mohammed Atta associated with a
Brooklyn cell on which there were other unknown individuals depicted. He answered,

I think if you’ve got a HUMINT officer, whether he’s minimally
qualified or not, I mean, that doesn’t take a rocket scientist. That’s
one of the biggest events that’s happened in our history.

So it’s something that no matter what, you’re going to jump all over
that because that is an opportunity to have intel that directly affects
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and has direct results because you could take that chart and all of a
sudden everybody on there is suspect because they’re hooked to one

guy.

In that regard LTC Shaffer told us that he thought providing the chart to the FBI was a
bad idea. He stated, “So the last thing I wanted to do was give it to the FBI and then have them
go roll these guys up.” LTC Shaffer testified that he took no action with regard to the chart.

Mr. Smith

Mr. Smith, who was employed by Orion from October 1999 to August 2000, was never
read-on to the Able Danger program and testified he “didn’t even know about Able Danger . . .
did not know about the name, Able Danger.” Mr. Smith told us that he delivered a chart that
included Mohammed Atta’s photograph to LIWA in January or February 2000. He recalled that
the chart was produced in response to a request from LIWA in which Orion was tasked to
perform a study related to the 1993 attack on the World Trade Center. He characterized the
tasking as “a study of Omar Abdul Rahman . . . and what other personnel may be associated with
his particular cell or groups up in New York City.”” While Mr. Smith could not recall the
precise request from LIWA, he provided, “The way I remember it, it was ‘give us ties and
associates of the New York City, what happened in New York City, the people known to cause
the New York City issue [referring to the 1993 World Trade Center bombing].” ”

In addition to a chart, Mr. Smith recalled he also delivered as part of the tasking from
LIWA a significant amount of back-up documentation and a report. He stated,

Also, we had attachments and it was huge and this is, we print every
printed report we had that linked them and delivered that. It was, I
delivered in boxes literally reams of paper because we couldn’t give
the software. So what we did was I'd print out every file that
supported the pictures.

Mr. Smith testified that based upon the complexity of the tasking the chart required a
considerable amount of effort and time to produce; “it was about a 30-day full time effort.” He
reported, “I’m guesstimating based upon that type of work we were doing and we were gathering
information basically 24 hours a day and then looking at it and culling through it during the day.”

We had Mr. Smith draw on a sheet of paper what he recalled from the chart. He placed a
box representing Rahman in the upper right hand corner of the chart and then drew boxes
representing other individuals in a row below the Rahman box with lines connecting those boxes
to the Rahman box. He stated, “I don’t remember how many but there was multiple spikes or
spokes that led to what we called the second tier people.” Of this second tier, Mr. Smith

2 Sheik Omar Abdel-Rahman is a blind Egyptian Muslim cleric who is currently serving a life sentence for
seditious conspiracy in connection with terrorist bombing attempts in the United States. He was arrested in 1993

and convicted in 1995.
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recalled, “Oh my, there was, there was more than five and probably less than ten because we
filled up the whole chart.”

Next Mr. Smith drew more boxes that represented individuals in a lower row. He stated,
“Atta’s picture was one of the third tier and he was over here somewhere . . . on the extreme left
side. . . . So I associated it with whoever this person [on the second tier] was.” Mr. Smith had
no recollection of how many individuals were depicted in the third tier. He testified, “There was
more . . . oh, I have no clue. There was, we had at least double, two and a half times the second
tier.” Mr. Smith also identified areas on the chart that had contained a photograph of the World
Trade Center as well as textual material. Mr. Smith could not recall the number of people
depicted on the chart. He provided, “because of the size and we had to cram them in, oh, 30 or

40 people altogether I think.”

Regarding the photograph of Mohammed Atta, Mr. Smith testified, “It was a very grainy,
but it was clear enough that you could make out that stare, his high cheekbones, the very, the
very pronounced his eyes. Yeah, definitely Atta.” He also stated, “It was bad. It looked like it
had been transmitted over a low line or it was, had been copied multiple times. It was very
grainy.” While Mr. Smith had a clear recollection of Mohammed Atta’s photograph, he did not
recall whether there was a name attached to the photograph. Mr. Smith stated,

I’m not sure if it was his name, his name and several others, because
on the third level we had so many different names with the same
picture we couldn’t, we didn’t have the ability to, or the intelligence

access to, to confirm the names. ... So I don’t honestly remember if
it was just Atta or it was a different Arabic name that we had on there,
but the picture was very unique.

Mr. Smith had no recollection of any other person depicted on the chart but for Omar
Abdul Rahman and Mohammed Atta. He stated, “I don’t know. I don’t know. I just remember
Atta. There, there may have been others on there. I don’t recall the others.” Mr. Smith did not
recall whether the chart had the term “Brooklyn cell” but recalled “New York City.” He stated,
“I know it said New York City. It may have said, I don’t recall. It may have said Brooklyn, I

don’t know.”

Regarding how Mohammed Atta’s photograph had come to be on the chart, Mr. Smith
stated it was provided by a woman whose name he could not recall during ine interview but later
confirmed, through his attorney, as Ms. Alijandra Mogliner. He stated that Ms. Mogliner, “was
going through Los Angeles or going through Web sites in the Los Angeles area for us and she

gathered a lot of the raw data for us.”

At the Joint Hearing on the Able Danger Program, held on February 15, 2006, by the
House Armed Services Subcommittee on Strategic Forces and Subcommittee on Terrorism,
Unconventional Threats and Capabilities, in response to a query by Representative Weldon
regarding where he obtained the photograph, Mr. Smith stated,
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We were getting the information from Arab sources through Los
Angeles. We were able to get a lot of inside Arabic information . . .
we were able to purchase much of the information and get it from
their own countrymen. . . . I believe we got that information directly

from a mosque.

In a Fox News article, “Third Source Backs ‘Able Danger’ Claims About Atta,” dated
August 28, 2005, Mr. Smith is quoted as alleging the photograph of Mohammed Atta was
“obtained from overseas.”

In order to clarify from whom Mr. Smith alleged he received the photograph of
Mohammed Atta we requested from Mr. Smith, through his attorney, clarification on this issue.
In an e-mail message, dated April 3, 2006, Mr. Smith’s attorney provided a statement from
Mr. Smith in which Mr. Smith advised that Ms. Mogliner obtained photographs and other data
that were used by analysts at Orion. Mr. Smith stated, “As far as I best can recall today, the Atta
photograph was supplied by Ms. Mogliner.” He added, “However, I cannot rule out that we had
another source for it.” He also stated, “I do believe we also had people obtaining similar

information . . . directly from Mosques.”

We pursued the alleged source of Mr. Smith’s photograph but obtained no information
that corroborated his account. Ms. Mogliner testified that she was employed by Orion as a senior
intelligence analyst from April 1999 through May 2001 doing open source intelligence.

Ms. Mogliner stated that if she had had a photograph of Mohammed Atta prior to September 11,
2001, she would have received it from Mr. Yosef Bodansky. Mr. Bodansky had previously been
associated with the Task Force on Terrorism and Unconventional Warfare of the U.S. Congress.
Mr. Bodansky told us that the possibility of him possessing data that included Mohammed Atta
prior to September 11, 2001, was “Absolute zero.”

Mr. Smith testified he had been in possession of this chart and others produced by Orion
because he collected charts that were produced for customers but not delivered to them because
of quality problems, such as blurred or smudged lines. He stated he originally kept these charts
in the trunk of his automobile. He stated that he later moved the charts from his car trunk and
placed them under his bed. He recalled that shortly after September 11, 2001, when he first saw
photographs identifying Mohammed Atta as one of the terrorists, he recognized him. Mr. Smith
testified, “Yeah and I’'m looking and I said, Jesus, I recognized his picture instantly. . .. Yeah, I
went to my chart to compare and I said there he is.”

Mr. Smith stated that after discovering Mohammed Atta’s photograph on the chart he told
numerous people about his identification of Mohammed Atta and showed them the chart. He
stated, “I spoke to everybody that would listen to me,” “I talked to quite a few people,” and “I
told them we had previously identified this person as a known terrorist.”

When pressed to estimate the number of people with whom he recalled discussing the
previous identification of Mohammed Atta and showing them the chart immediately after the
9/11 attacks, Mr. Smith stated, “I’d say four or five. . . . Distinctly remember, yes.” Though
Mr. Smith refused to provide the identity of any of the people with whom he spoke, he did
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disclose that one of them is a real estate agent, “and another one’s a PhD at the University of
Maryland,” “The other’s a former CIA official who is retired. . . . The other two are coworkers.”

Mr. Smith was asked to provide the number of people to whom he had shown the chart
from the period of October 2001 and October 2002. He estimated that he had shown the chart to
between 30 to 40 people. He stated, “[For] anybody that would listen I would reel it out.” He
added, “a lot of the people that I contacted in my family, they remember the chart but they don’t
specifically remember Atta’s picture.”

Mr. Smith testified that from October 2002 until August 2004 he prominently displayed
- the chart containing Mohammed Atta’s picture while he was employed by Beta Analytics in
Maryland. He testified that he placed the chart on the wall directly across from his desk and
stated, “I stared at that everyday.” Mr. Smith testified that he worked with four other people in
the office area, but of those four coworkers, “Some of them recall the chart, but don’t
specifically recall Atta.” Mr. Smith added that on 30 to 40 different occasions, when people
came to his office and asked about the chart he would “go right to the picture [of Mohammed
Atta] and say there, there is that asshole right there.”

Mr. Smith disclosed that he had recently contacted many people whom he believed he
had shown the chart which included Mohammed Atta’s photograph. He testified that he had
only found two who remembered seeing the photograph and that they would not come forward.
He added, “I’m not going to disclose them until counsel releases them.” On February 23, 2006,
in response to an e-mail request from this Office to Mr. Smith’s counsel requesting information
regarding witnesses who had seen the chart at issue, Mr. Smith’s counsel responded, “I have
spoken with two people so far who have informed me that they saw the chart. I am working on
getting affidavits though I doubt their names will be referenced - lmfortunately

Mr. Smith testified that in August 2004 he moved from his office at Beta Analytics and
while taking down the charts that he had posted on the walls, two of the charts, including the one
he alleged contained Mohammed Atta’s photograph, disintegrated. He testified,

And in the process of trying to remove it, it had been up there so long
I had quite a lot of tape up there because it had been rolled up. In the
process the tape was tearing the chart. It just, they were disintegrating
from age and this one [the chart that contained Mohammed Atta] I
lost and I believe the pie chart I lost. :

Mr. Smith added,

Yeah, it came apart in pieces. It shredded itself as I was trying to pull
it off the wall carefully. . .. Oh my God, it was a mess. It was just
falling apart because of the age. I think it was, it became very brittle,

3 To date, this Office has not received any affidavits or additional information from Mr. Smith’s counsel regarding
this matter.
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so it was, it was just a ball of . . . it wouldn’t unfold, it wouldn’t do
anything so I just threw it away.

Witness 1%

Witness 1 was previously assigned to the Special Technical Operations Division at
USSOCOM and was assigned to the Able Danger team as an operations planner. Witness 1
emphasized that the objective of Able Danger was to identify “systems that could bring this guy
[Usama bin Laden] down. That was the purpose of Able Danger.” He recalled seeing the name
“Mohammed Atta” in the data base while at the Garland facility, stating “I remember his name in
the Access data base.” (This data base was built by members of the OCWG and tracked all
people and entities against whom searches were conducted). Witness 1 had no recollection of
seeing a photograph of Mohammed Atta or a chart depicting a “Brooklyn” or “New York™ cell.

Witness 1 testified that he never confirmed whether Mohammed Atta’s name was in the
data base but agreed that if his memory was accurate, Mohammed Atta’s name would be
reflected in the data base. After interviewing Witness 1, we reviewed a list of all terms stored in
the data base built by the Able Danger team. There was no record of “Mohammed Atta” or

“Atta’ s25

In October 2001 Witness 1 was selected to provide a presentation to
Representative Weldon about the findings of Able Danger. Witness 1 testified that he described
the Able Danger mission, but did not tell Representative Weldon that he saw the name
“Mohammed Atta” in the data base at the Garland facility.

Dr. Johnson

On November 9, 2005, Representative Weldon held a press conference at which he
alleged that Dr. Johnson (formerly Chief Scientist, Intelligence Division, Raytheon Company)
had informed him that Mohammed Atta had been identified by the Able Danger team members
while working at the Garland facility. Representative Weldon stated,

Doctor Bob Johnson told me that his unit also identified Mohammed
Atta, not by photo but by name, before 9/11. So now we have two
separate data mining efforts [LIWA and Garland] of the military
openly zd willingly stating on the record that they identified
Mohammed Atta before 9/11.

Dr. Johnson testified that regarding whether he recalled identifying Mohammed Atta
prior to September 11, 2001, “It’s possible. I just don’t remember.” Dr. Johnson added, “I’ve
heard it [Mohammed Atta’s name] a long time so I don’t remember when I heard it first.”

% Based upon operational concerns, Witness 1's identity was shielded.

# A listing of all entities and individuals against whom searches were conducted was printed and retained at
USSOCOM when the Able Danger team departed the Garland facility.
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Dr. Johnson testified that he told Representative Weldon, “I didn’t recall one way or the
other. It might have happened that that name [Mohammed Atta] was on there.” He stated that
Representative Weldon “exaggerated what I said.” However, Dr. Johnson added, “I actually
think it might have been but I can’t say for sure.”

Mr. Edward Westfall

Mr. Westfall was a USSOCOM counter-terrorism intelligence analyst assigned to the
Able Danger team. He testified that he recalled seeing a photograph of Mohammed Atta
projected on a large screen while at the Garland facility. Mr. Westfall stated that
Mohammed Atta’s face was one of the hundreds of faces that he had seen while working on Able
Danger. He did not recall whether a name was associated with the photograph. Mr. Westfall
stated that the picture was from an open source Internet site and was not stored on the Able
Danger computers. He added that at the time “we didn’t know how big a terrorist he was, how
small a terrorist or anything else or if he in fact, he truly was a terrorist, it was just some kind of

link.”

Discussion

We concluded that the Able Danger team did not identify Mohammed Atta or any of the
9/11 terrorists as possible threats at any time during its existence. Further, witnesses purporting
to have seen a chart obtained by the Able Danger team from LIWA but produced by Orion
depicting Mohammed Atta and other 9/11 terrorists were in error. Although it is conceivable
that the name “Mohammed Atta” or a photograph of Mohammed Atta may have appeared along
with thousands of other bits of information examined by the Able Danger team, neither
Mohammed Atta nor any other 9/11 terrorist was identified in a manner that would have linked
them to al Qaeda or justified more focused information gathering. We set forth the following

points to support this conclusion:

e Virtually every knowledgeable witness described the mission of Able Danger as
strategic in nature -- the development of a campaign plan to obtain information useful
for attacking the al Qaeda support infrastructure. Although Able Danger identified
various individuals, entities, and corporations potentially linked to al Qaeda in order
to achieve that mission, the information itself was for purposes of demonstration and
was not subjected to rigorous intelligence analysis.

Although Able Danger was in existence for about 12 months, only a small portion of
that time was devoted to mission-related work. The first 9 months were characterized
by “false starts” and repeat efforts to find a suitable operating environment and
location. Significant mission-related work did not begin until July 2000 and was
essentially completed by November 2000. The final product was a briefing in

January 2001 that described a campaign plan.

While several key witnesses -- primarily LTC Shaffer, CAPT Phillpott, and
Dr. Preisser -- claim to have seen Mohammed Atta’s picture on an Orion chart that
was provided to CAPT Phillpott in January/February 2000, their recollection was not
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credible. The conflicts and inconsistency in their testimonies, coupled with other
evidence concerning the charts at issue, provided overwhelming rebuttal to their

claims. In particular we noted:

» The evidence indicated that the chart recalled by these key witnesses is the chart
at Figure 1 of this report -- Dr. Preisser’s denials notwithstanding. It bears the
title mentioned by CAPT Phillpott in a contemporaneous memorandum and
contains information described, in various ways, by LTC Shaffer and Dr. Preisser.
That chart, as well as the chart at Figure 2 also obtained by Able Danger, were
provided to CAPT Phillpott as examples of link analysis for the Able Danger
team. Both charts were produced by Orion and depicted terrorists known to have
engaged in the 1993 World Trade Center bombing and/or the 1998 African

embassy bombings.

» Of the three witnesses, CAPT Phillpott participated in Able Danger on a day-to-
day basis and had in-depth knowledge of Able Danger operations. LTC Shaffer
and Dr. Preisser did not. The evidence suggested that they based their claims
regarding the identification of Mohammed Atta on information provided to them
by CAPT Phillpott, who ultimately acknowledged to us that he did not see
Mohammed Atta’s picture on any chart, but claimed that while at USSOCOM
headquarters he had a fleeting glimpse -- 4 or 5 seconds -- of a picture of someone
whom he stated he believed was Mohammed Atta. We did not consider that
recollection credible. CAPT Phillpott made the claim in our third interview only
after being provided strong evidence that Mohammed Atta never appeared on any
chart provided to the Able Danger team.”® Further, we questioned anyone’s
ability to make an after-the-fact identification of the type claimed here.

> Based on the testimonial evidence from GEN Schwartz, CDR Kaiser,
Mr. Williamson, and Mr. Snell, it is our conclusion that CAPT Phillpott inflated
his claims regarding Able Danger’s success in identifying 9/11 terrorists in order
to promote his role as an advocate for data mining in the war against terrorism.
His representations to those officials, however, were so tenuous that they were
either not specifically recalled (CDR Kaiser), refuted (GEN Schwartz), or not
considered worthy of pursuit (Mr. Williamson, Mr. Snell). We considered
Mr. Snell’s negative assessment of CAPT Phillpott’s claims particularly
persuasive given Mr. Snell’s knowledge and backgrour.d in antiterrorist efforts
involving al Qaeda. Further diminishing CAPT Phillpott’s credibility was his
assertion to us that the last time he saw a link analysis chart (Figure 1) was in July

2 We noted that CAPT Phillpott failed to notify us about recalling seeing a photograph of Mohammed Atta on a
document while at USSOCOM headquarters between our second (February 17, 2006) and third (May 24, 2006)
interviews but sent 12 e-mail messages to us during that period updating other information he provided.
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or October 2000, contrary to CDR Kaiser’s testimony that CAPT Phillpott shared
the charts at Figures 1 and 2 with him aboard the USS ESTOCIN during the

2002-2003 time period.”’

» Dr. Preisser provided a variety of scenarios describing her identification of
Mohammed Atta before 9/11 -- none of them credible. In her interviews with the
Army she had no recollection, but later recalled a chart that included the word
“Atta” associated with a Brooklyn cell without a picture of Mohammed Atta. She
denied that the chart at Figure 1 was the one she provided to CAPT Phillpott, but
the evidence, particularly CAPT Phillpott’s testimony, demonstrated that it was.
Moreover, in her first interview with us she indicated the chart that she saw had
Mohammed Atta’s picture with “religious holy men” separate from the Brooklyn
cell. Later in the interview, she claimed the picture was part of the Brooklyn cell.
In a subsequent interview, Dr. Preisser no longer recalled seeing
Mohammed Atta’s picture on the Orion chart she claimed to have provided
CAPT Phillpott and recalled seeing only his name.

» We were unable to corroborate Dr. Preisser’s assertion that she provided
CAPT Phillpott a second chart that included a dot with the name “Atta”
associated with a Brooklyn cell. She testified that this chart was produced in
January 2000, prior to LIWA’s support for Able Danger and based on data that
had been collected for previous projects related to technology transfers and
support to U.S. Army units in Bosnia and Korea. Assuming for the sake of
argument that a single chart with dot and the name “Atta” associated with a
Brooklyn cell existed in January 2000, it would have been of limited intelligence

value prior to September 11, 2001.

» LTC Shaffer had minimal involvement in the analytical work conducted by Able
Danger. He served as liaison between Able Danger and Dr. Preisser at LIWA,
and later assisted in providing logistics assistance to the team. Any information
he obtained regarding Able Danger “discoveries” would have been second hand --
primarily from CAPT Phillpott, who ultimately denied seeing Mohammed Atta’s
picture on a chart. Additionally, as described in detail under Section IV.F. of this
report, we found no evidence to corroborate LTC Shaffer’s claim that he was a
“repository” for Able Danger materials and thereby came to possess a chart

containing Mohammed Atta’s picture.

» In particular, we consider not credible LTC Shaffer’s assertion that he viewed a
chart containing Mohammed Atta’s picture during a meeting with Dr. Preisser at
Starbucks on September 18, 2001. As described by LTC Shaffer, the chart was
identical to the one he provided to CAPT Phillpott in January 2000 (Figure 1) and
contained Mohammed Atta’s photograph, along with photographs of 120 other
unknown individuals. Dr. Preisser denied possessing a chart at this meeting.
Further, we find implausible that, as an intelligence officer, LTC Shaffer took no
action to alert his supervisors or law enforcement authorities of the identities of

7 CAPT Phillpott did not challenge CDR Kaiser’s recollection.
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120 individuals with possible links to Mohammed Atta, given the situation
immediately following 9/11. Accordingly, we conclude that the chart, as

described by LTC Shaffer, did not exist.

e None of the Able Danger team members, who were in a far better position to describe
Able Danger findings, made the type of identification of Mohammed Atta that
characterized Dr. Preisser and LTC Shaffer’s claims. Colonel Worthington, who
headed Able Danger during its most productive period, made no claim regarding
Mohammed Atta. Similarly the officers who provided the final Able Danger briefing
to GEN Shelton made no claims of discovering the identity of possible terrorists, even
though doing so may have strengthened the case for Able Danger success. While
some of the team members suggested that they may have come upon Mohammed
Atta’s name or picture, we must consider the fact that those analysts were reviewing
thousands of names and pictures at a time when the identities of Mohammed Atta and
other 9/11 attackers were unknown. Given those factors, we do not consider such

after-the-fact identifications credible.

e Finally, we concluded that Mr. Smith did not possess or display a chart with
Mohammed Atta’s picture on it -- a chart which he claimed had been produced by
Orion under contract with LIWA. Although Mr. Smith told us that he showed the
chart to over 50 people from September 2001 to August 2004, he was unable to
identify a single person willing to corroborate his assertion. Further, Mr. Smith’s
recollection of the chart was exceedingly vague, even though he claimed to have
looked at it daily while at work -- he was unable to recall a single individual on the
chart except for Mohammed Atta and Sheik Rahman. Further, Mr. Smith did not
recall whether the photograph included Mohammed Atta’s name. Finally, we found
Mr. Smith’s assertion that the chart disintegrated on removal implausible.

B. Did DoD officials prohibit Able Danger members from sharing relevant terrorist
information with the FBI, the CIA, or other agencies which could have acted on that

information?

Standards

DoD 5240.1-R, “Procedures Governing the Activities of DoD Intelligence
Components That Affect United States Persons,” daied Decezaber 1982

This regulation establishes procedures to enable DoD intelligence components to perform
their functions while ensuring that intelligence activities affecting United States persons are
carried out in a manner that protects the privacy and constitutional rights of such persons. The
regulation was applicable to Able Danger activities that, incidental to its mission, collected

information on United States persons.

The regulation defines a United States person as: (1) a United States citizen; (2) an alien
known by the DoD intelligence component concerned to be a permanent resident alien; (3) an
unincorporated association substantially composed of United States citizens or permanent

FOR OFFICIAL USE ONLY





HO05L97905217 38

resident aliens; and (4) a corporation incorporated in the United States, except for a corporation
directed and controlled by a foreign government.

Chapter 4, Procedure 4, of the regulation provides that under certain circumstances
information about United States persons that is collected or retained by a DoD intelligence
component may be disseminated to the cognizant law enforcement entity of the Federal, State, or
local Government. Accordingly, had Able Danger obtained information concerning terrorist
activities, restrictions concerning intelligence gathering activities on United States persons would
not have prohibited sharing such information with the FBI.

Facts

Various media articles and congressional testimony suggested that the 9/11 terrorist
attack might have been prevented if intelligence information obtained by Able Danger had been
provided to the FBI. In view of the conclusion in Section A above, we find no basis for this type
of speculation. That is, we concluded that Able Danger did not identify Mohammed Atta or
other 9/11 terrorists, but rather developed a concept of operations and identified advanced
analytical information technology tools useful for future intelligence gathering operations. As a
result, the allegation that Able Danger participants were “prevented by lawyers” or other DoD
officials from contacting the FBI becomes less significant. Nevertheless, we sought to determine
the extent to which restraints were imposed on Able Danger communications with the FBI and

the basis for any such restraints.

CAPT Phillpott testified that, during the early stages of the Able Danger program,
intelligence analysts identified potential issues involving data collection on United States persons
and expressed concerns with revealing the identities of the Brooklyn cell members shown on
Figure 1. Because of that issue, and his belief in the potential utility of the chart, he concluded
that Able Danger should initiate coordination efforts with the U.S. Department of State and the
FBI. He testified that on March 16, 2000, he made such a suggestion to MG Lambert, who
directly supervised the Able Danger operations. According to CAPT Phillpott, “Gen Lambert
looked at me and he goes are you fucking nuts?” MG Lambert testified that he did not recall the

conversation.

However, CAPT Phillpott’s recollections regarding this incident were inconsistent.
During our first interview, CAPT Phillpott testified that when he spoke to MG Lambert he had
the chart with hiru vecauss, “they [Brooklyn cell members] were depicted on this chart.” - His
intent was to “transition the information and be done with it” by providing the chart to the FBI.
He stated that there were no other instances during the course of Able Danger in which he had

information that he wanted to provide to the FBI.

During our second interview, CAPT Phillpott denied that he had the chart with him when
he spoke with MG Lambert or that he intended to provide the chart to the FBI. Rather, he
characterized the interaction with MG Lambert as “I’m talking about al Qaeda in general when I
approached him. ‘We need to coordinate with FBI and State Department.” ” He explained that
MG Lambert’s decision not to coordinate with the FBI and State Department during the March
2000 time frame was “more a function of timing” than it was a wholesale rejection of FBI
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involvement. CAPT Phillpott stated, “GEN Lambert stressed at that point, ‘No, don’t give this
to the FBI yet. Don’t bring in the FBI and State yet.” ” CAPT Phillpott stated he did not have
any specific intelligence to share with the FBI at the time. Additionally, when asked to discuss
instances in which he was told he could not provide specific information to the FBI,

CAPT Phillpott testified, “none that I recall.”

Significantly, CAPT Phillpott testified that in September 2000, after the Able Danger
team moved to the Garland facility, he learned that MG Lambert was actively working to
coordinate with the FBI. With respect to MG Lambert’s intentions regarding sharing
information with the FBI, CAPT Phillpott reflected on the March 2000 conversation as, “So, you
know, there’s a moment in time that he pushed back. . . . It was just spur of the moment in an
isolated setting, ‘No, let’s not do it now.” ”

In our first interview, CAPT Phillpott told us that after his March 2000 discussion with
MG Lambert, he talked with LTC Shaffer about the United States persons issue and that he
(CAPT Phillpott) believed the chart with the Brooklyn cell should be provided to the FBI. While
CAPT Phillpott did not ask LTC Shaffer to contact the FBI, he was under the impression that
LTC Shaffer made such contact. In fact, CAPT Phillpott believed that LTC Shaffer had
contacted the FBI and arranged for a meeting between Col Worthington and members of the FBI.
CAPT Phillpott testified, “[LTC Shaffer told me] ‘I’ve brokered a meeting with Col Worthington
and-the agency [FBI] and, you know, it’s set for such and such a date.” ” CAPT Phillpott stated
he subsequently was told by LTC Shaffer that Col Worthington did not attend the scheduled

meeting.

LTC Shaffer testified that on the recommendation of CAPT Phillpott, he set up three
meetings between FBI representatives and Col Worthington, whom he described as “the chief of
Able Danger, the big guy, the actual O-6 [colonel] in charge of the project.” LTC Shaffer
testified the information that Col Worthington was going to provide to the FBI related to the
Brooklyn cell. In order to set up the meetings, LTC Shaffer said that he contacted Unit Chief
(UC) Xanthie C. Mangum, FBI, “and asked her for the point of contact I needed to have to set up
this mﬁc’t:iﬂ,c:.r.”28 He recalled that the point of contact was the Usama Bin Laden Unit,

Washington Field Office, FBI.

LTC Shaffer told us that three meetings were subsequently scheduled for
Col Worthington to meet with agents from the Usama Bin Laden Unit. He recalled that he asked
his deputy, COL (then LTC) Teresa McSwain, U.S. Army Reserve, to schedule the first two
meetings between Col Worthington and FBI agents, but he personally contacted the Usama Bin
Laden Unit to schedule a third meeting. LTC Shaffer could not recall with whom he spoke at the
FBI. He testified, “I mean, it’s one of those things where I made the phone call, I wrote down
the information, I brokered the meeting.” He added, “And it wasn’t recurring enough that it
actually became part of my engraved memory who I was dealing with over there.”

% UC Mangum and LTC Shaffer attended the same high school and remained personal friends. Additionally, they
had a professional relationship and had worked together on an FBI matter in which DIA provided support.
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LTC Shaffer testified he later heard from CAPT Phillpott that the “SOCOM lawyers™ had
prohibited Col Worthington from meeting with the FBI. LTC Shaffer also recalled that
UC Mangum called him to ask why Col Worthington failed to show up for the scheduled
meeting. He testified UC Mangum said, “Why didn’t your guy show up to the meeting?”
LTC Shafter added that UC Mangum was the only person at the FBI he recalled speaking with
on this issue. LTC Shaffer added that he told COL York, his second-level supervisor at DIA,
about the Brooklyn cell and that he was “having problems passing [the] information over to the

FBIL.”

At the Joint Hearing in February 2006, LTC Shaffer testified he arranged the third
meeting between the FBI and Col Worthington only after an FBI special agent said to him, “Why
aren’t you guys showing up at these meetings? My colleagues have called me and tell me you
guys keep blowing them off.” LTC Shaffer testified he thereafter contacted CAPT Phillpott and
inquired why Col Worthington failed to attend the scheduled meetings. LTC Shaffer stated,

So I called down to Captain Phillpott, as I recall, and said: ‘What’s
going on? Why aren’t you guys showing up for these meetings?’
And that’s when I was informed that they were told that they couldn’t
-- they, Special Operations Command, were told by their legal advice,
their legal attorneys, they were not supposed to show up for these
meetings. And that was the issue.

In a written response to questions from Representative Cynthia McKinney that arose out
of the Joint Hearing, LTC Shaffer further discussed his allegation that he had arranged for
meetings between Col Worthington and the FBI. He asserted, “I was asked in the late Summer
and early Fall of 2000 to set up meetings.” He added that the meetings “were set and
rescheduled at least three times, the last being in the September/October 2000 time frame.”
LTC Shaffer further wrote, “He [Col Worthington] did not meet with the FBI and I was told by
the FBI that he did not make the meeting.”

In his response to Representative McKinney, LTC Shaffer asserted that according to
CAPT Phillpott, MG Lambert canceled the meetings. LTC Shaffer wrote, “It is my
understanding, as gained from conversations with [CAPT] Scott Phillpott, that Worthington’s
meetings were canceled by MG Lambert.” LTC Shaffer added, “I personally did not, because of
the SOCOM OPSEC [Operations Security] restrictions, share specifics of Able Danger with the

FB1 or any other non-DIA organization.”

We found insufficient evidence to corroborate the assertions of LTC Shaffer that DoD
officials prohibited Able Danger participants from attending meetings with the FBI.

A statement by UC Mangum, dated December 12, 2005, made to Supervisory Agents,
Inspection Division, FBI, explained that in March or April 2000, in response to a request from
LTC Shaffer, she gave LTC Shaffer the telephone number of the Usama Bin Laden Unit or the
FBI headquarters” switchboard. She stated this was the only conversation she had with
LTC Shaffer concerning him requesting a point of contact at the FBI. She further stated that she
had “never received any requests to schedule meetings related to Able Danger.” After we told
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LTC Shaffer of UC Mangum’s statement in which she denied involvement in the alleged
scheduled meetings LTC Shaffer testified,

It was either her or someone over there [at the FBI] that we made the
meeting with. I, my memory on this is not exact but someone called
me and said, “He didn’t show up. What’s going on?”

CAPT Phillpott described the purportedly scheduled meetings with the FBI as
“something I have the least knowledge of.” He denied ever telling anyone, including
LTC Shaffer, that the lawyers at USSOCOM or MG Lambert prohibited Col Worthington from
meeting with the FBI. CAPT Phillpott provided, “As I understood it, Col Worthington didn’t go
but I never knew why.” CAPT Phillpott stated, “That was something that happened between
Tony [Shaffer] and Col Worthington” and “I guess Tony was talking to Col Worthington

primarily.”

Col Worthington denied that he had ever been scheduled to meet with the FBI in order to
provide Able Danger material. When Col Worthington was asked to describe his reaction upon
reading in press accounts that he had failed to attend three meetings scheduled with the FBI in
order to provide information from Able Danger, he responded, “Ah astonishment. Basically a
bunch of, well BS. No, I was, I recall nothing of that sort.” However, the memorandum
prepared by Col Worthington, dated October 17, 2000, which provided an update on OCWG
activities (previously mentioned in the Background section above), also described
Col Worthington’s upcoming schedule, advising that he planned “on going to LIWA and the FBI
the latter part of next week.” When we asked Col Worthington about that memorandum, he
stated that he had no recollection of traveling to Washington, D.C., to meet with the FBI during

October 2000.

Contrary to LTC Shaffer’s assertions, COL McSwain denied ever contacting the FBI in
order to set up a meeting between Col Worthington and an agent of the FBI. COL McSwain
acknowledged that she had contacted FBI representatives on other matters, but under repeated
questioning denied ever doing so to convey information obtained by Able Danger. She told us
that if anyone made the call regarding Able Danger, “[it] would’ve been Tony [LTC Shaffer].”

In a letter to Senator Arlen Spector, dated September 20, 2005, Ms. Eleni Kalish,
Assistant Director, Office of Congressional Affairs, FBI, reported that the FBI queried their
Automated Case System and existing telephone message logs for the Usama Bin Laden Uliit and
Strategic Information and Operations Center for references to Able Danger, CAPT Phillpott,
LTC Shaffer, and Mr. Smith, between the period of January 1, 2000, and September 11, 2001,
and received negative results. The letter also indicated that negative results were received when
current FBI personnel who were assigned to the Usama Bin Laden Unit in April and May of
2000 were asked whether they had any contact of any kind, including meetings, telephone calls,
e-mail, or other correspondence with CAPT Phillpott, LTC Shaffer, and Mr. Smith. On April 14,
2006, in response to an inquiry from this Office, Ms. Charlene Thornton, Assistant Director,
Inspections Division, FBI, provided that her office conducted a search of pertinent records to
determine whether there were any references for “Robert Worthington™ or “Bob Worthington.”

This search also produced negative results.
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Mr. Jeffrey Builta, Senior Intelligence Analyst, Joint Intelligence Task Force Combating
Terrorism, DIA, testified he had been read-on to the Able Danger program in 1999 and had
attended the January 10, 2000, conference at TWAC. He added that he had met LTC Shaffer for
the first time at that conference. Mr. Builta testified that when he joined DIA in 1997, he was
DIA’s first full-time al Qaeda analyst and was attached to the Transnational Warfare Center
(TWC). He stated that working as an al Qaeda analyst he became a member of a “small, sort of
tight knit community with NSA [National Security Agency], and FBI and CIA . . . State
Department, other parts of the intel community.” He added, “We were talking every single day,
multiple times a day about intel that was out.”

Mr. Builta added that he was confident that any DIA employee working in Defense
HUMINT in 1999 and 2000 who possessed information indicating there was an al Qaeda cell in
the United States would have known to provide that information to the FBI or the TWC.
Accordingly, Mr. Builta stated that if attempts to transfer the information to the FBI were
unsuccessful, the HUMINT office would know to provide the information to the TWC.

Mr. Builta stated,

If you are a Defense HUMINT officer [in the 1999-2000 time frame],
it means you are a DIA employee. And if you don’t know there is a
DIA all source fusion center for terrorism [Transnational Warfare
Center], then you have done a very poor job.

COL York testified that he “had a lot of contact with” LTC Shaffer because LTC Shaffer
was working on special projects about which COL York needed to be kept informed. With
regard to providing information related to suspected terrorists within the United States,

COL York discussed that in 2000 a Defense HUMINT officer would have had various options.
He stated, “The first thing that [he] would do is that would be passed as an actionable lead for
Defense HUMINT Service.” He added, after coordinating with the FBI, the Defense HUMINT
Service would, “in that particular time frame . . . would have tried to have taken the lead in
running an operation against those particular individuals because they were at that point one of

our number one targets.”

COL York added that in 2000 DIA “would have taken it and tried to run with it as a
Defense HUMINT Service-led operation.” COL York added that LTC Shaffer would have been
aware that Defense HUMINT would take the lead on such an investigation because “he was
involved in a couple of them.” COL York also indicated that he would be surprised if
LTC Shaffer had attempted to schedule meetings with the FBI by contacting the Usama Bin
Laden Unit rather than coming to him “and saying, ‘We need to have a meeting with the bureau,’
because they [HUMINT officers] knew that if we needed a meeting with the bureau we could get
one.” Finally, COL York testified that although he was read-on to the Able Danger program, he
was not informed by LTC Shaffer that there had been any problems with passing intelligence

information to the FBI.
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We did not find evidence that DoD attorneys or other senior DoD officials prohibited
Able Danger participants from sharing information with the FBI. Further, we did not find
credible LTC Shaffer’s assertions that Col Worthington failed to attend meetings that were
arranged with the FBI to discuss Able Danger matters. We set forth the following points to

support this conclusion:

As a preliminary matter, we note that Able Danger did not develop the type of
intelligence information that would be actionable by law enforcement authorities.

Figure 1, provided by Orion in January 2000, contained the names and/or
photographs of 53 terrorists who had already been identified and in many cases,
incarcerated, before 9/11. We consider it unlikely that the FBI did not already

possess the information conveyed by that chart.

None of the principal witnesses in the matter corroborated key activities that
LTC Shaffer attributed to them.

» CAPT Phillpott denied telling LTC Shaffer that DoD officials prohibited contact

with the FBI. Rather, CAPT Phillpott testified that the only knowledge he had
regarding prohibited FBI contacts was based on information he received from

LTC Shaffer.

COL McSwain denied contacting the FBI to arrange meetings for
Col Worthington, contrary to LTC Shaffer’s assertions.

UC Mangum acknowledged LTC Shaffer’s request in March or April 2000 for an
FBI point of contact, but denied any further conversations with him regarding

meetings on Able Danger. UC Mangum’s statement thus corroborates

CAPT Phillpott’s recollection that his discussions with LTC Shaffer regarding
contact with the FBI occurred in March/April 2000, not “Summer and early Fall”
as LTC Shaffer indicated in his response to Representative McKinney. Further,
since CAPT Phillpott testified that he understood MG Lambert was actively
working to coordinate with the FBI in September 2000, there was no reason for
CAPT Phillpott to ask LTC Shaffer to act as an intermediary with the FBI at that

ilme.

Moreover, although LTC Shaffer initially testified that it was UC Mangum who
complained to him about Col Worthington’s nonattendance at scheduled meetings
with the FBI, he later revised his assertion based on UC Mangum’s denial of such
contact. In later testimony LTC Shaffer stated that it could have been someone
else at the FBI. In view of LTC Shaffer’s longstanding friendship with

UC Mangum, we question his inability to recall whether or not UC Mangum was
the person who registered the relatively serious complaint of DIA noncooperation

with the FBI.
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> Col Worthington denied that he attempted to meet with the FBI in order to share
Able Danger information and considered LTC Shaffer’s allegations in that regard
inaccurate. We acknowledge that Col Worthington’s denial appears inconsistent
with his memorandum of October 17, 2000, which mentioned a forthcoming FBI
visit. As Col Worthington had no recollection regarding the background for that
memorandum, we were unable to determine whether, in fact, such a visit ever
took place, and if so, its purpose. Nevertheless, from a broader perspective,
Col Worthington’s memorandum indicates that as of October 17, 2000, when he
was planning follow-on Able Danger activities, he was not prohibited from

meeting with the FBI.

» COL York, LTC Shaffer’s second-level supervisor, testified that LTC Shaffer
never indicated to him a need to set up meetings with the FBI or expressed
concemns to him regarding restrictions on Able Danger contact with the FBI.
Rather, COL York pointed out that LTC Shaffer could have arranged contact with
the FBI by working through his supervisory chain (i.e., COL York), but failed to

do so.

e A records review indicated that the FBI had no record of contacts related to
Col Worthington, Able Danger, CAPT Phillpott, Mr. Smith, or LTC Shaffer.

LTC Shaffer had other alternatives to providing the information to the FBI, other than
direct contact. As Mr. Builta testified there was a section in DIA, the TWC, which
was responsible for issues related to terrorism and was in regular contact with the
FBI. LTC Shaffer’s failure to communicate with the TWC is inexplicable given his
introduction to Mr. Builta at the January 10, 2000, conference at JWAC.

C. Did DoD officials improperly direct the destruction of Able Danger mission related

data?

Standards

DoD 5240.1-R, “Procedures Governing the Activities of DoD Intelligence
Components That Affect United States Persons”

DoD 5240.1-R sets forth procedures governing the kinds of information about United
States persons that may knowingly be retained by a DoD intelligence component without the
consent of the person who the information concerns. It provides, in part, that information that is
incidentally collected on United States persons may be retained temporarily, but not more than
90 days, solely for the purpose of determining whether that information may be permanently

retained for an authorized purpose.

Facts Concerning Data Destruction at LIWA

We determined that sometime during the April/May 2000 time period, data that had been
collected at LIWA in support of the Able Danger mission was destroyed. This destruction was
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carried out by Mr. Kleinsmith (Chief, LIWA Intelligence Branch), who told us that he destroyed
approximately 2.5 terabytes of data that he had collected in anticipation of providing support to
Able Danger team members during March 2000. In addition to data, Mr. Kleinsmith testified
that work products which he had developed during his preliminary analysis of that data were also
destroyed. He indicated that the destruction of Able Danger material was carried out to comply
with the 90-day limit, imposed by DoD 5240.1-R, regarding retention of information on United

States persons.

Mr. Kleinsmith testified that he destroyed Able Danger data shortly after LTG Noonan
(then Commanding General INSCOM, parent organization of LIWA) terminated LIWA support
to the Able Danger program and ordered all analysts to stop work on the program.29
Mr. Kleinsmith told us that his actions complied with direction from Major Anthony Gentry,
U.S. Army, the LIWA Legal Advisor and designated intelligence oversight officer, who
reminded him at the time: “You guys are going to have to delete this data for intelligence
oversight reasons.” After receipt of that direction, Mr. Kleinsmith testified that he reviewed a
copy of the Army regulations to determine for himself whether he did, in fact, need to destroy
the data. He told us that his review confirmed the guidance given by Major Gentry, and
thereafter, counted back to when he had collected the data in order to determine the “absolute
last day” that the data could be destroyed to comply with the 90-day limit. He stated,

I was upset with the fact that we would lose the analysis, all the work
that we had done. And I wasn’t completely confident that we would
be able to recreate the analysis. We’d be able to collect the data. I
didn’t care about that. We could go find more data and recreate that

process.

We found that impetus for the destruction of Able Danger data stemmed from concerns
regarding the retention of data on United States persons that was collected as part of a LIWA
venture immediately preceding Able Danger. That venture, known as the “Joint
Counterintelligence Assessment Group (JCAG) demonstration,” had parallels to the Able Danger
mission. That is, the JCAG demonstration sought to apply advanced analytical tools to data
collected from open and DoD sources in order to identify and assess hostile espionage threats.
Because the JCAG experience caused a heightened sensitivity to collection of data on United
States persons at LIWA and ultimately resulted in the decision by LTG Noonan to withdraw
support for Able Danger with the attendant destruction of Able Danger data, we believe a
summary of the JCAG experience is helpful to understanding the atmosphere that existed at

LIWA in early 2000.

In February 1999 Dr. John Hamre, former Deputy Secretary of Defense, proposed a
“threat mapping model” for industrial security. Dr. Hamre testified the proposal was a reaction
to “an active espionage operation by a hostile intelligence force.” As part of this threat mapping
model Dr. Hamre established a task force “to find a way to develop analytic tools to try to find
out how hostile forces would come at us.” LIWA was selected to perform the demonstration.
Dr. Hamre testified, “And we said, please use advanced data mining techniques to determine
what would be the potential paths or avenues of hostile penetration.” He stated that the goal was

% See Background section above for additional detail regarding LIWA support to Able Danger.
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to evaluate whether DoD had “the proper security structures in place to stop or detect” hostile
penetration attempts.

In May 1999 JCAG was formally proposed. Contemporaneous documentation indicated
the JCAG demonstration was to follow all applicable intelligence oversight and DoD General
Counsel guidance regarding handling of data that included United States persons information.
Data for the JCAG demonstration was to be supplied by various Government agencies and
obtained from open sources. Further, the demonstration was to be completed in November 1999.
The May 1999 documentation also stated that upon completion of the demonstration, data would

be purged from the LIWA system.

In late October 1999 the Department of the Army provided guidance to LIWA that stated
that upon completion of the JCAG demonstration, all data would be purged from the LIWA
system and data bases would be returned to the agency that supplied the data base. It added that
under no circumstances would data be maintained for more than 90 days without a “collection
determination” in accordance with DoD 5240.1-R.

Dr. Heath was tasked to oversee the JCAG demonstration. He testified, “The whole
intent was to do a 90-day proof of principle so they would understand what legal and policy
issues needed to be addressed as we moved into a digital age.” He stated that he clearly
understood from the inception of the JCAG demonstration that at the end of the 90 day period
“we were supposed to get rid of the data because it was meant to be a proof of concept.” He
added, “we didn’t want a pot of data that would potentially have U.S. citizens . . . without clear
guidance from the lawyers in terms of how we had to treat the data.”

Dr. Heath selected Dr. Preisser, Mr. Kleinsmith, and two analysts working for
Mr. Kleinsmith to work on the JCAG demonstration. Beginning in August or September 1999,
the LIWA team applied data mining and data visualization to the Government data bases that had
been provided as well as to large amounts of data from the World Wide Web they had

“harvested.”

LTG Noonan testified that in November 1999 he became aware of interest by Members
of Congress in the JCAG demonstration project and subsequently briefed several Members of
Congress, using charts depicting link analysis. LTG Noonan stated he was not comfortable with
sharing that information because of his concerns that the information LIWA collected “was not
vetted, and by vetted, I mean it hadn’t been analyzed.” LTG Noonan stated, “There were a
bunch of . . . things on there that I inherently knew probably weren’t right.”

Although LTG Noonan told us that he repeatedly reminded the Members of Congress
“that this hasn’t been vetted,” the Members expressed keen interest in the charts, some of which
suggested links between United States persons and foreign sources. Because of concerns that
LIWA might destroy the data, a congressional subpoena was issued on November 16, 1999, for
JCAG demonstration documentation. LIWA complied with the subgoena and provided a copy of
all the data that had been produced during the JCAG demonstration.”® Immediately after the
subpoena was received all work on the JCAG demonstration ceased.

3 Approximately 30,000 pages were provided pursuant to the subpoena.
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During interviews with us, Dr. Hamre and LTG Noonan expressed concern with the
release of raw data on United States persons that had not been subjected to any type of rigorous
analysis. They noted that the information released to Members of Congress was easily
misinterpreted because it implied associations and linkages between United States persons and
foreign sources that were attenuated and without any intelligence significance. LTG Noonan
explained, “When you do link and node analysis, names just pop up, and then you’ve got to vet
every link and every node. That was the part of the JCAG site that we had not [yet] done.”

LTG Noonan testified that based on the experience of the JCAG demonstration he was
unwilling to permit LIWA to support the Able Danger mission without first receiving guidance
from higher Army authorities. We reviewed e-mail that showed that on April 5, 2000,
Commander (CDR) Kevin M. Brew, Judge Advocate General Corps, U.S. Navy, former Chief of
International Operational Law, USSOCOM., met with Army officials, including active duty
attorneys from INSCOM and the Office of the Army Judge Advocate General (International and
Operational Law Directorate), to discuss LIWA support to the Able Danger team. The e-mail
indicated that “in [the] best interest of the Army” a proposed “LIWA Methodology™” setting out
parameters for LIWA’s support to the Able Danger mission would be provided to the Legal
Counsel to the Chairman of the Joint Chiefs of Staff for review and comment. This LIWA
methodology addressed issues regarding collection of data on United States persons.

By memorandum to the Army dated April 14, 2000, Rear Admiral (RADM) Michael F.
Lohr, Judge Advocate General Corps, U.S. Navy, then-Legal Counsel to the Chairman of the
Joint Chiefs of Staff, expressed concern that LIWA would be data mining both Government data
bases and open source data which would enable it “to pull together into a single data base a
wealth of privacy protected U.S. citizen information in a more sweeping and exhaustive manner
than was previously contemplated.” RADM Lohr added, “We . . . need to think carefully how
we want to deal with a capability which can gather such information into one cross-referenced
super-data base.” He also stated that the decision for DoD to operate such an extensive data base
with potential “domestic collection restrictions” concerns “should be decided at a very senior
DoD policy level.” RADM Lohr indicated that he had consulted with an attorney in the Office
of the DoD General Counsel and the attorney agreed that “the best course of action in the short-
term would be to limit LIWA to DoD data bases for purposes of supporting the USSOCOM

planning effort [Able Danger].”

Shortly after receiving RADM Lohr’s memorandum, LTG Noonan terminated LIWA’s
support to the Able Danger mission and ordered LIWA analysts to stop work supporting the
Able Danger mission. As described above, Mr. Kleinsmith destroyed the data collected for Able

Danger training purposes shortly thereafter.
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Facts Concerning Data Destruction at the Garland Facility

Mr. Westfall testified that when the Able Danger team left the Garland facility to return
to USSOCOM headquarters a large quantity of “extraneous” data that had been collected by the
Able Danger team was destroyed. Mr. Westfall provided, however, that the team retained all the
data they considered useful. He stated, “I know because I helped retain it back here in [the
current USSOCOM facility] . . . I was involved with the CDs . . . helping to load the CDs onto

the system.”

According to CAPT Phillpott, however, the Able Danger team “made very little
progress” at Garland by the end of October 2000 when he left. He acknowledged that the team
“collected a lot of stuff,” but we “never got any product partially because nobody had a firm

agreement on what the product should be.”

Discussion

We determined that the destruction of Able Danger data at LIWA and at the Garland
facility was appropriate. The LIWA experience with JCAG clearly demonstrated the danger of
data collection on United States persons which was not rigorously controlled and safeguarded.
Accordingly, LTG Noonan’s decision to terminate LIWA’s support to Able Danger, and the
destruction of data which would no longer be needed, was reasonable in the aftermath of JCAG

and the requirements of DoD 5240.1-R.

Likewise, the destruction of unneeded data at Garland, which may have contained
information on United States persons, complied with DoD 5240.1-R and was a sound
management decision. Based on CAPT Phillpott’s testimony, the data at Garland consisted of
large volumes of information obtained via searches of Web sites, but the data had not been
subjected to any type of rigorous analysis. The Able Danger team retained any useful data and
brought it back to USSOCOM headquarters where it could be used for follow-on projects.

D. Did DoD officials terminate the Able Danger project prematurely?

Standards

We found no regulatory standards that could reasonably be applied to the decision to
terminate the Able Danger project. Rather, we reviewed the facts and circumstances surrounding

the termination of Able Danger to determine whether there was any indication of an effort to
undermine or suppress worthwhile intelligence gathering efforts. '

Facts

In evaluating this issue, we drew on facts presented in previous sections of this report and
reiterate the following relevant information concerning Able Danger.

The Able Danger project was created in October 1999 when GEN Shelton tasked
USSOCOM to produce a campaign plan to deter the al Qaeda terrorist organization. In turn,
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GEN Schoomaker, then Commander, USSOCOM, assembled a team of military planner,
operators, and analysts to develop the required plan. The evidence indicated that
GEN Schoomaker initially anticipated that the Able Danger team would complete the campaign

plan by October 1, 2000.

Dr. Preisser testified that when she first met CAPT Phillpott in January 2000 at JWAC he
was frustrated because he was unhappy with the products that were being produced and had a
“drop dead date” of October 1, 2000. CAPT Phillpott testified that after LIWA was unable to
support the Able Danger mission he entered into a contract with Raytheon Company for use of
the Garland facility for 90 days which was subsequently extended by GEN Schoomaker for

30 days.

The evidence established that GEN Schoomaker was favorably impressed during the
October 12, 2000, presentation at the Garland facility and directed that the campaign plan would
be published by December 15, 2000. He further directed that the capabilities of the Garland
facility would be brought to USSOCOM headquarters. Thereafter, the Able Danger team was
ordered to work exclusively on preparing the campaign plan. On January 8, 2001, the campaign
plan was presented to, and accepted by GEN Shelton. Accordingly, GEN Shelton’s tasking was
satisfied and the Able Danger mission was completed.

Discussion

We concluded the Able Danger mission was not prematurely or unwisely terminated.
Further, there was no indication that the decision to terminate the Able Danger program was
based on a desire to suppress intelligence gathering efforts. Rather, the termination decision
must be understood in terms of the objective of Able Danger -- the development of a campaign
plan; i.e., a strategy for using advanced analytical tools to target the al Qaeda infrastructure.
Having achieved that objective, Able Danger was appropriately ended and its technology applied
to follow-on intelligence operations at USSOCOM.

E. Did DoD officials execute the Able Danger mission in compliance with applicable
intelligence oversight guidance?

Standards

. The focus of intelligence oversight is to ensure tat the collection, retention, and
destruction of intelligence information concerning United States persons complies with the

following standards.

Executive Order (E.O.) 12333, “U.S. Intelligence Activities,” dated December 4,
1981

This order authorizes agencies within the intelligence community to collect information
concerning, and conduct activities to protect against, intelligence activities directed against the

United States, international terrorist and international narcotics activities, and other hostile
activities directed against the United States by foreign powers, organizations, persons, and their
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agents. This includes information collected about United States persons or organizations
reasonably believed to be engaged or about to engage, in international terrorist or international

narcotics activities.

DoD 5240.1-R, “Procedures Governing the Activities of DoD Intelligence
Components that Affect United States Persons,” dated December 7, 1982

This regulation implemented E.O. 12333 in DoD. It allows information about United
States persons to be retained temporarily, for a period not to exceed 90 days, solely for the
purpose of determining whether that information may be of permanent value as defined in
- E.O. 12333. It requires that all personnel assigned to, or supervising, intelligence components
must, at a minimum, be familiar with the general provisions and guidance on collection,
retention, and dissemination of United States person information, employee conduct, and
procedures for identifying, investigating, and reporting questionable activities.

Facts

In evaluating this issue, we reiterate evidence set forth above. Additionally, we
determined that in order to overcome the issues regarding United States persons which arose
during the JCAG demonstration and motivated LTG Noonan to terminate LIWA’s support for
the Able Danger mission, Terms of Reference (TOR) were drafted by CDR Brew who worked
closely with Mr. Richard Shiffrin, DoD Deputy General Counsel, Intelligence, and members of
Mr. Shiffrin’s staff. The TOR set out the parameters on how the Able Danger team would
conduct their mission, with specific attention paid to Intelligence Oversight as it related to
searching the World Wide Web and retention of data related to United States persons. The TOR
was signed by Col Worthington and the USSOCOM Staff Judge Advocate on July 17, 2000.
LIWA signed the TOR on September 26, 2000, but, as indicated previously, LIWA ceased

support to Able Danger in April 2000.

Once the TOR was finalized, the OCWG implemented a process to ensure compliance
with the procedures regarding United States persons. Members of the Able Danger team built a
Microsoft Access data base application, which they called the Information Management System,
to track search targets. This application was completed by mid-August. Shortly thereafter the

team began operations.

The TOR described the aata souices, methods, and process that would be used by the
Able Danger team members. It also discussed retention of United States person data and the
disposition of data upon completion of the Able Danger mission. Signed acknowledgment
documents indicated that Able Danger team members were required to review the TOR prior to
working on Able Danger. Witness testimony indicated personnel understood the TOR.

The TOR directed a Special Operations Judge Advocate be assigned to Able Danger as
well as an Intelligence Oversight officer. Documents established that the Special Operations
Judge Advocate conducted appropriate intelligence oversight training for the Able Danger

members.
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Testimony and documents indicate that a legal review of the Able Danger project was
conducted before work began at the Garland facility. The USSOCOM Inspector General
conducted an intelligence oversight inspection in August 2000. In November 2000, Mr. Shiffrin
inspected the Able Danger intelligence oversight program. Both inspections assessed the
oversight program as “Excellent.”

Discussion

We reviewed the TOR, which remains classified, and determined that it complied with
E.O. 12333 and DoD 5240.1-R. Further, based upon our interviews and review of applicable
data we determined that the Able Danger team members complied with the TOR. Accordingly,
we determined that the DoD properly applied intelligence oversight to Able Danger.

Moreover, we found the intelligence oversight program established for Able Danger to be
well planned. The program required and documented training, inspections, and reporting. Each
person involved in the project was required to read and sign the “Able Danger Terms of
Reference and Concept of Operations” as a condition to participate. Witnesses testified that the
TOR did not prevent them from executing their mission, but in fact facilitated their efforts.

With regard to retention of data on United States persons, we determined that the TOR
set out appropriate methods for retaining such data. Further, we determined that data was
retained in compliance with the TOR. We also determined that data that was destroyed when the
Able Danger mission departed the Garland facility was properly done so in accordance with the

TOR.

F. Did DIA Officials. when cleaning out LTC Shaffer’s civilian office, improperly
destroy Able Danger documents that LTC Shaffer had accumulated there?

Standards

We found no regulatory standards that applied to possible destruction of Government
documents that were not stored in a system of records, but were abandoned by the former
occupant of a Government office, other than established procedures for the destruction of any
documents that were classified. In this case, we sought to determine whether, in fact,

LTC Shaffer left behind significant Able Danger documentation in his DIA work spaces when he
vacated them in March 2004 and, if so, whether the disposition of that documentation evidenced

impropriety.

Facts

LTC Shaffer testified he accumulated a significant amount of Able Danger related
documents in his office at the Clarendon DIA facility. Regarding the volume of the documents
he alleged he possessed, LTC Shaffer stated “[it] was probably about four boxes of Office Depot,
the, the standard box size. That would include charts, background documents and other related

material.”
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LTC Shaffer explained how he came to possess documents and charts related to Able
Danger by asserting that he served as a “forward operating headquarters” or “repository.” He
provided, “During the, the time of the running of Able Danger . . . I functioned as the forward
headquarters of the Able Danger task force.” LTC Shaffer estimated that Col Worthington and
CAPT Phillpott provided 80 to 90 percent of all the Able Danger documents that he came to

possess.

With regard to his duties related to Able Danger LTC Shaffer stated,

I became the repository for whatever the Able Danger team, that
meant Captain Scott Phillpott, that meant Colonel Worthington, who
was the Chief, whatever they wanted to have, I became the repository
for them in Clarendon. That way, they could just pop by Clarendon,
coming off a plane from Tampa or Texas, come by the building, grab
the stuff, go over, take the metro over to the Pentagon, brief and then
bring it back. They had a secure holding area at the top secret level
they could keep, keep all this secure. So that’s why I had all these

charts.

We interviewed both CAPT Phillpott and Col Worthington regarding the assertion that
LTC Shaffer stored documents for them in his office at Clarendon. Both denied they had left any
documents with LTC Shaffer. Further, neither recalled ever having been to LTC Shaffer’s office
at Clarendon.”' Both CAPT Phillpott and Col Worthington testified that they were unaware of
anyone associated with Able Danger leaving anything with, or picking anything up from,
LTC Shaffer. CAPT Phillpott did, however, add, “I think he volunteered for that. He says, you
know I’ll store all this data here in Clarendon.” With regard to LTC Shaffer’s assertion that
CAPT Phillpott had left charts with him, CAPT Phillpott testified, “That’s false.”

CAPT Phillpott did recall providing LTC Shaffer with the TOR, a document which set
out standard operating instructions and applicable legal guidance, while LTC Shaffer was at the
Garland facility. CAPT Phillpott estimated the TOR to have been 10 to 15 pages long.

After we informed LTC Shaffer that Col Worthington and CAPT Phillpott both denied
being at his office and leaving materials with him, LTC Shaffer stated,

I can’t attest to Worthingtoi: cver being there. Idon’t know that for a
fact. But I do know 100 percent, 110 percent, that Phillpott came and
dropped off the documents at least on one occasion.

In April 2003 LTC Shaffer and CAPT Phillpott worked together to develop a briefing in
order to reconstitute the tools that were at the Garland facility. When CAPT Phillpott was asked

whether LTC Shaffer made Able Danger documents or charts available at that time,
CAPT Phillpott responded,

31 CAPT Phillpott testified that LTC Shaffer talked with him about being in LTC Shaffer’s office. However,
CAPT Phillpott told us, “He says I was [in his office] but I don’t recall.”
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I don’t think he had anything. He always referred to documents at a
DIA site that he was trying to get a hold of and back-up documents
that he had when we did briefs up in D.C., but I never recalled them
generally. Nothing ever came to my desk.

LTC Shaffer provided us with specific details regarding a portion of the Able Danger
documents he had in his possession that he alleged were classified “collateral top secret” and
required special handling, which included keeping them in a safe and inventorying them
annually. He estimated that he had stored in a safe “probably about six linear inches of
[collateral] top secret documents.” LTC Shaffer testified, “[then-] Lieutenant Colonel McSwain
was my, my primary deputy, principal deputy, who actually controlled these doc- these control

documents.”

COL McSwain testified that while she had heard the term “collateral top secret” she did
not know what it meant. Further, she testified she had never in her career inventoried any
classified documents and had no knowledge of documents stored in a safe at the Clarendon DIA
facility. CAPT Phillpott testified that he did not know the term “collateral top secret.”

LTC Shaffer testified that though a portion of the documents in his possession were
“collateral top secret” and, therefore, required being locked in a safe and periodically
inventoried, when COL McSwain was transferred to another position in DIA he took control of
the documents and thereafter “kept it all in a briefcase.” He stated he kept this briefcase and “all
the different data . . . hidden under my desk on the, wherever I went, it was, it was physically
under my possession wherever I went at that point in time.” He added, “I did not have a safe
after a certain point, so since we were authorized open storage, I just kept it with me.”?

Regarding the Able Danger documents LTC Shaffer alleged he possessed, LTC Shaffer
testified that after the September 11 attacks he had various members assigned to DIA review the
documents. He added that he “talk[ed] to them about the fact that we identified Atta and some of
the other terrorists before 9/11.” He testified that COL McSwain; Captain (CPT) David L.
Kasten, U.S. Army Reserve; Mr. Thomas Auld, who was a Professional Staff Member,

U.S. Senate Select Committee on Intelligence; and an individual we designated as “Witness 2>

reviewed the Able Danger documents that were in his possession.

COL McSwain testified she never reviewed any Able Danger documents after
September 11, 2001, that identified any of the terrorists prior to the attacks. She discussed that
though LTC Shaffer had on occasion told her that he had identified some of the 9/11 terrorists
prior to September 11, 2001, he never offered to show her any documents supporting his
assertion. COL McSwain added, “And Tony gets real hyper in his beliefs and talking. . . . How
much of it was in his . . . I'm not even going to say in his mind . . . how much of it was actually

factual, I’m not sure.”

32 The inventory of personal belongings shipped to LTC Shaffer (discussed in the following section) listed a leather
briefcase, but the individuals who took the inventory told us they found no Able Danger related documents in it.

* Witness 2’s identity was shielded for operational security reasons.
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CPT Kasten, a friend of LTC Shaffer who had worked with LTC Shaffer while assigned
to DIA, stated he did not recall reviewing any Able Danger documents. He testified, “I don’t
have any memory of that at all . . . I do not remember that.” However, CPT Kasten discussed a
conversation LTC Shaffer had with him in 2005. CPT Kasten testified,

He told me that, you know, in passing, ‘David, you know, I even --
you know, you were there. I showed you those Able Danger
documents.” And I just kind of, you know, nodded my head . . . But I
don’t —I'll just go on the record right now. Idon’t ever remember -- I
don’t think that I was ever shown those documents.

CPT Kasten also testified that he had no memory of LTC Shaffer telling him that prior to
the 9/11 attacks he had identified Mohammed Atta. CPT Kasten expressed certainty that he
would have remembered being told such a fact. He testified, “Because I didn’t fall off the turnip
truck yesterday, and I understand the significance of that.” CPT Kasten added that not until
“after this whole kind of Able Danger thing broke” had he heard LTC Shaffer mention

Mohammed Atta.

Mr. Auld testified that he was an Air Force Reserve officer and had been on active duty
assigned at DIA from October 2001 through October 2002. Mr. Auld testified that in 2002
LTC Shaffer showed him a document regarding a project that LTC Shaffer was attempting to
organize out of an office at the Pentagon. He said that LTC Shaffer told him that the document
was very sensitive and that he was showing it to Mr. Auld because he wanted Mr. Auld to join
him on the project. Mr. Auld testified that LTC Shaffer told him, “Why don’t you come also? 1
mean, we’re going to go off of active duty. We can get jobs over there.” Mr. Auld testified,

Iread it. I don’t remember any of the details of it. All I remember is
the gist of it was it was going to be some type of information
gathering type of project based out of the Pentagon. And Tony said
he had contact with the people that were trying to stand this thing up,
get it moving. I don’t know that he used the word ‘stand up,” but

trying to get it underway.

Mr. Auld denied that LTC Shaffer had ever shown him any charts. Further, he testified
that LTC Shaffer never mentioned to him that he had previously worked on a project in which
Mohammed Atta, or any of the other 9/11 terrorists, or any terrorist, had been identified. When
we asked whether he was surprised that LTC Shaffer had not disclosed to him that he had
identified Mohammed Atta and other 9/11 terrorists, Mr. Auld responded,

But, I mean, right now it does surprise me. . . . That if he had known
that why he wouldn’t have come to this committee? I mean, he knew
I worked on the committee since 2003. So yeah, | mean, in that sense

that is surprising.
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Witness 2 denied seeing any Able Danger related documents in LTC Shaffer’s office, and
told us that there were no rolled up charts in LTC Shaffer’s office as LTC Shaffer alleged.

LTC Shaffer testified that he met with staff members of the 9/11 Commission while
deployed to Bagram Air Base in Afghanistan in October 2003. He stated that he returned from
his deployment in December 2003 and went on leave. He returned to the Clarendon facility in

January 2004. He testified,

At that point in January of *04, is when I actually physically put all
these documents together in one location preparing for my belief that
the 9/11 Commission would want to have a look at them based on the
fact that I did have, and, and again, I’ll say this for the record . . . I
had actual top secret documentation regarding the actual mission
orders and focus of the operation.

LTC Shaffer stated, “The key stuff was in this briefcase.” He added, “The briefcase was
actually located right next to my desk in Clarendon. I had stuck it underneath right next to my
feet, next to the boxes.” LTC Shaffer also told us that he never reviewed the materials that he
had collected in order to provide it to the 9/11 Commission. He stated, “I didn’t feel it was my
job to sort through and inventory just to turn it over to them.”

As set forth in the following section, the DIA employees who cleaned out LTC Shaffer’s
office spaces inventoried a leather briefcase, but testified that they found no documentation

pertaining to Able Danger.

Discussion

We determined that LTC Shaffer did not possess Able Danger related documents as he
alleged. He testified that he possessed documents that were provided to him primarily by
Col Worthington and CAPT Phillpott, both of whom denied providing LTC Shaffer any such
documents. Further, each witness LTC Shaffer alleged he had shown the Able Danger
documents denied seeing any such documents. Accordingly, we concluded DIA officials did not
improperly destroy Able Danger mission related documents in LTC Shaffer’s possession.

G. Did DIA officials improperly ship Government property and classified documents to
LTC Shaffer’s attorney?

Standards

The DoD 5200.1-R, “Information Security Program,” dated January 1997

Chapter 6 , “Safeguarding,” paragraph C6.1.1.1. states that components shall have a
system of control measures that ensure that access to classified information is limited to
authorized persons. Paragraph C6.2.1. states no person may have access to classified
information unless that person has been determined to be trustworthy and access is essential to
the accomplishment of a lawful and authorized Government purpose.
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Chapter 7, “Transmission and Transportation,” paragraph C7.1.3.4. states that Secret
information may be transmitted by U.S. Postal Service registered mail within and between the
50 States, the District of Columbia, and the Commonwealth of Puerto Rico. Paragraph C7.1.4.4.
states that Confidential information may be transmitted by U.S. Postal Service first class mail

between DoD Component locations

Paragraph C7.2.1.1. states when classified information is transmitted, it shall be enclosed
in two opaque, sealed envelopes, wrappings, or containers, durable enough to properly protect
the material from accidental exposure and facilitate detection of tampering.

DIA Regulation 50-2, “Information Security,” dated July 15, 2003

Paragraph 7a states that individuals are responsible for protecting classified information
in their possession or for which they have been given custodial authority.

DIA Regulation 12-30, “Mail and Distribution Management Program,” dated
October 27, 1995

Paragraph 10f provides direction for mailing/pouching classified material, following
guidance contained in DoD 5200.1-R.

Facts

LTC Shaffer testified that seven boxes, which contained his personal property, property
of others, and Government property, were mailed from DIA to his attorney’s office.
LTC Shaffer stated that on October 7, 2005, he opened one of the boxes in his attorney’s office
and observed an empty camera box and several documents relating to his employment that were
addressed to him. He thereafter opened the remaining boxes at his residence and asserted the
boxes contained a variety of items that did not belong to him.

LTC Shaffer also alleged he found six classified documents in the boxes that were sent to
his attorney’s office.* We reviewed the six documents (actually four documents totaling six
pages) which included two documents that had “Confidential” classification markings on the top
and bottom of each page (a 1992 TDY travel request and a 2002 document regarding an
administrative matter related to LTC Shaffer); and two OERs that consisted of two pages each
with no classification markings on the top and bottom, but did have classified “S/NF” (Secret/No

Foreign) paragraph markings.
On December 16, 2005, LTC Shaffer delivered to this Office one box of items that he

alleged were included in the shipment to his attorney, but were not items of his personal
property. We inventoried the contents and itemized 61 items that included a Garmin Global

3 LTC Shaffer stated he provided the classified documents to Representative Weldon’s Chief of Staff who, in turn,
forwarded them to Mr. Bill Ostendorff, Counsel, House Armed Services Committee. Mr. Ostendorff subsequently

provided the documents to this Office.
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Positioning System (GPS) V Personal Navigator, a box for a Garmin GPS V Personal Navigator,
one pair of stereo headphones, 25 felt tip pens (“Skillcraft”), 11 blank compact discs, various
mementoes, and 24 pieces of unopened mail many of which were postmarked in 1998-1999 and
addressed to unknown individuals. Other than some unclassified documents (aged, incomplete
performance appraisals for DIA employees, travel vouchers, and Army regulations), none of the
items were obviously Government property. However, it is reasonable to conclude that the

25 markers/pens and 11 compact disks were Government property, although not labeled as such.

We found that between the fall of 1999 and March 2004, LTC Shaffer was assigned to
three different divisions (and three different office spaces) in the DIA facility located in
Clarendon, VA. He was assigned to the Sub-Sahara Africa Division, located on the 13th floor,
until April 21, 2003, when he transferred to “Focal Point and Cover Staff”, a 24-hour watch
section in the Clarendon Situation Room. On January 5, 2004, LTC Shaffer was assigned to the
Asia Pacific Division, located on the third floor in the Clarendon facility.

LTC Shaffer went on temporary duty (TDY) to Afghanistan from March 9, 2004, to
April 3, 2004 (a Saturday). Upon LTC Shaffer’s return to the Clarendon facility on Monday,
April 5, 2004, he was escorted by an unidentified Navy noncommissioned officer to the
Personnel Security Division office, notified that his Sensitive Compartmented Information (SCI)
access had been suspended, and was escorted out of the Clarendon facility. LTC Shaffer was
thereafter prohibited from entering the Clarendon facility unescorted and did not enter the

facility again until February 2006.

When LTC Shaffer was assigned to Focal Point and Cover Staff from the Sub-Sahara
Africa Division in April 2003, he left approximately 8 to 10 boxes of personal and work related
belongings in his Sub-Sahara Africa Division work cubicle on the 13th floor of the building.
Mr. David Church, Senior Intelligence Officer, Sub-Sahara Africa Division, testified that after
LTC Shaffer was assigned to Focal Point and Cover Staff, he spoke with LTC Shaffer and also
sent him several e-mail messages asking him to clean up his old cubicle and remove his
belongings. Mr. Church stated that new employees were arriving in the Sub-Sahara Africa
Division who needed LTC Shaffer’s former work space. Eventually, Mr. Church requested that
Ms. Lanette Cooper, Sub-Sahara Africa Division Administrative Officer, e-mail LTC Shaffer
regarding his boxes. Mr. Church further stated that sometime after January 2004, when
LTC Shaffer did not respond to Ms. Cooper’s e-mail messages, he directed the boxes be moved
to LTC Shaffer’s new location in the Asia Pacific Division on the third floor.”

Ms. Cooper testified she tasked two of her subordinates to assist her move the boxes into
LTC Shaffer’s cubicle in the Asia Pacific Division. Ms. Cooper also told us that some of
LTC Shaffer’s belongings were already in boxes and that some boxes were closed but not sealed,
and other boxes were open. Ms. Cooper stated she and the other two employees boxed items that
were not already packed. She stated approximately 6 to 8 boxes of LTC Shaffer’s belongings
were deposited in LTC Shaffer’s cubicle in the Asia Pacific Division. Staff Sergeant Kimberly
Williams, U.S. Air Force, and Mr. Chris James, the Sub-Sahara Africa Division employees who
boxed and moved LTC Shaffer’s articles, corroborated this sequence of events.

3 LTC Shaffer was TDY in Afghanistan from late July to early December 2003.
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We found evidence that LTC Shaffer’s belongings were next shipped from the Asia
Pacific Division to DIA headquarters, Bolling Air Force Base, but shortly thereafter returned to
the Clarendon facility -- this time positioned in the Middle East/North Africa Division on the
13th floor. Ms. Cooper testified that approximately 2 to 3 weeks after LTC Shaffer’s boxes were
moved to the Asia Pacific Division, the same boxes were returned to the 13th floor, but that the
returned boxes had LTC Shaffer’s name lined through and Mr. Dennis Roeding’s name printed
on the boxes.’® Based on that notation, Ms. Cooper assumed that the boxes had been sent to
Mr. Roeding at the DIA headquarters, and then returned by Mr. Roeding to the Clarendon
facility. The boxes were then returned to the Asia Pacific Division.

CAPT Michael Andersen, U.S. Navy, former Division Chief, Asia Pacific Division,
confirmed that Mr. Church had LTC Shaffer’s office contents delivered to the Asia Pacific
Division while LTC Shaffer was on TDY in Afghanistan during March 2004. Because
CAPT Andersen understood that LTC Shaffer would not be allowed back into the Clarendon
facility on his return from Afghanistan, he initiated action to segregate any personal belongings
in those contents and deliver them to LTC Shaffer. CAPT Andersen testified he directed
Mr. Jose Jaramillo, Administrative Assistant, Asia Pacific Division, to go through the material in
the boxes and separate the official Government documents from LTC Shaffer’s personal
belongings and arrange to return LTC Shaffer’s personal belongings to him.

Mr. Jaramillo testified that some time in March 2004, someone delivered approximately
12 boxes of LTC Shaffer’s office contents to an area in the Asia Pacific Division where extra
computer equipment was stored. Because the boxes were taking up space allocated for new
personnel and cubicles, CAPT Andersen told him to separate LTC Shaffer’s personal belongings
from the Government property and place Government documents, including classified material,

in burn bags for destruction.

Mr. Jaramillo told us he went through the boxes whenever he had a free moment,
sometimes 15 minutes at a time, over the period of approximately 2 to 3 months. Mr. Jaramillo
told us he separated LTC Shaffer’s boxes into two categories and put what appeared to be
documents with classification markings and official documents into burn bags and what appeared
to be LTC Shaffer’s personal belongings into boxes for shipment. Mr. Jaramillo also told us that
the documents that appeared to be personal and had no classification markings were grouped
with LTC Shaffer’s belongings. Mr. Jaramillo testified that he observed no documents that had
“code words” or “collateral top secret” marked on them. Mr. Jaramillo asserted that he did
wbserve “Secret,” “Secret/No Foreign,” and “Confidential” documents in LTC Shaffer’s office
contents but never saw anything marked “Top Secret,” “TS,” or “Top Secret Sensitive
Compartmented Information (TS SCI).” Mr. Jaramillo told us he did not read the documents, but
reviewed them for classification and if documents did not appear to be LTC Shaffer’s personal
property, they were put in the burn bag. In response to the alleged inclusion of classified
performance appraisals, Mr. Jaramillo testified he recalled seeing copies of LTC Shaffer’s
performance appraisals but did not see any classification markings on them so he retained them

with the personal belongings.

% Mr. Roeding was LTC Shaffer’s supervisor when LTC Shaffer was assigned to the Sub-Sahara Africa Division.
He had moved from the Clarendon facility to DIA Headquarters.
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Mr. Jaramillo further testified that he observed no ringed binders, charts, or maps in any
of the materials he reviewed and no oversized pieces of paper that were laminated (e.g., charts)
and no paper that was rolled up. Mr. Jaramillo testified that for the most part, everything was in
folders or piled in stacks. Mr. Jaramillo further told us that he did observe various pieces of
personal mail and testified that even though LTC Shaffer was not the addressee on the mail, he
thought the mail belonged to LTC Shaffer or someone LTC Shaffer knew, and that was why he
did not destroy it. Mr. Jaramillo testified he did not recall seeing any document with a picture of
Mohammed Atta in any of LTC Shaffer’s belongings and that the only photos he observed were
personal photos belonging to LTC Shaffer. He further testified that at no time did he observe
any documents with the words Able Danger stamped or written on them.

In response to the allegation that a Government GPS unit was included in the shipment to
LTC Shaffer’s attorney, Mr. Jaramillo testified he did not observe a GPS unit but recalled an
empty cardboard box for a GPS. He told us that if there had been a GPS, he would have set it
aside as Government property. Mr. Jaramillo recalled that he found a laptop computer and small
printer in LTC Shaffer’s office contents and he, in fact, set those aside as Government property.

Mr. Jaramillo told us that he placed LTC Shaffer’s belongings inside of 8 to 10 boxes,
taped them shut, marked them with LTC Shaffer’s name, and moved them into a corner of the
Asia Pacific Division conference room sometime in July 2004. Mr. Jaramillo testified he called
LTC Shaffer at his residence on three separate occasions and left messages in an attempt to have
LTC Shaffer retrieve his belongings, but that LTC Shaffer never responded to his messages.’’

The boxes remained in the conference room for approximately 13 months, until
August 17, 2005, when Mr. Jaramillo turned them over to two individuals from the Personnel
Security Division at DIA. By e-mail to Ms. Diane Peterson and Mr. Victor Bryant, Special
Agents, Personnel Security Division, Mr. Jaramillo summarized his efforts to segregate
LTC Shaffer’s personal belongings during the March to July 2004 time period, stating that the
task took him about 15 work hours, during which he removed and destroyed all classified
documents. Mr. Jaramillo acknowledged that he did not make an inventory of the personal items

he put aside for LTC Shaffer.

Ms. Peterson and Mr. Bryant told us that on August 17, 2005, they were directed by

Mr. Karl Glasbrenner, Chief, Personnel Security Division, DIA, to take custody of the boxes
containing LTC Shaff2r’s personal belongings, inventory the contents, and ensure thz classified
material had been removed. In separate interviews, Ms. Peterson and Mr. Bryant stated they
brought the boxes to the office of Mr. Douglas Pulzone, Chief, Counter Intelligence and Special
Investigations Unit, DIA, at the Clarendon facility.”® They both testified that they received no
specific tasking regarding Government material and when they observed items such as pens,
blank compact disks, and headphones that could belong to the Government, they left them with
LTC Shaffer’s belongings. However, Ms. Peterson and Mr. Bryant emphasized that if they had

37 LTC Shaffer recalled receiving telephone calls but stated it was not clear to him what DIA’s expectation was with
regard to him retrieving his personal property.

% Mr. Palzone was then on leave.
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gbserved anything that was clearly identifiable as Government property they would have
inventoried it and removed it from the boxes of LTC Shaffer’s belongings. Ms. Peterson and
Mr. Bryant testified they took the task seriously and painstakingly conducted the inventory.

Ms. Peterson and Mr. Bryant told us that although Mr. Jaramillo told them he checked all
the documents in the boxes for classified information, they found seven classified documents in
the boxes during their inventory and assumed Mr. Jaramillo overlooked them. They retained
those classified documents separately. Mr. Bryant told us that they looked at the top and bottom
of each document for classification markings, and that even if the documents were not marked on
the top and bottom they looked for markings at each paragraph throughout the document.

Ms. Peterson and Mr. Bryant testified that they recalled a box for a GPS unit that included
accessories and software, but there was no GPS unit inside the box and there was nothing on the

box indicating it belonged to the Government.

Ms. Peterson and Mr. Bryant testified that they did not see any charts or any documents
with pictures on them, they did not observe any type of document or chart with Middle Eastern
names on them, and they did not see any documents marked with the words “Able Danger.”

Ms. Peterson and Mr. Bryant provided a detailing listing of the items that were contained
in the seven boxes. That listing described the seven classified items and itemized other items
with generic descriptions. No items were identified as Government property, although some
could have been Government owned, such as “Flags--US and USMC,” “CD Read/Write disks--
unopened--10,” “Office supplies--pens,” “Rolodex,” “Box of accessories for GPS device,” and
“Typewriter print disk, Elite font.” Ms. Peterson and Mr. Bryant testified that when the inventory
was completed, the classified documents were removed and the boxes were sealed with tape.
They remained in Mr. Pulzone’s office until they were transported to the mailroom on September

26, 2005.

In communications to us, LTC Shaffer represented that the GPS unit itself - an item of
Government property -- was in the GPS box included in the shipment to his attorney -- contrary
to the assertion of DIA employees that only a box with GPS accessories was included in the
shipment. As a result, we sought to resolve the disparity. We noted that the serial number on the
box that LTC Shaffer provided to us from the shipment was 93048763. The serial number on the

GPS unit that LTC Shaffer provided was different -- 93086668.

Mr. Irvin E. Daniel, Chief of Logistics, Defence HUMINT, DIA, conducted a records
check and found no record of DIA having purchased a GPS unit that matched serial number
93048763, identified on the box shipped by DIA to LTC Shaffer. However, he did confirm that
DIA had purchased the GPS unit with the serial number, 93086668, that LTC Shaffer provided.

Mr. Charles Dehoag, a contractor employee, worked in the Asia Pacific Division and
participated in the TDY to Afghanistan in March 2004 in which LTC Shaffer was the team
leader. Mr. Dehoag testified that he was issued two GPS units from DIA and that he brought
them to Afghanistan. Mr. Dehoag testified that along with several other members of the team, he
returned to the United States, but LTC Shaffer remained in Afghanistan for several more days.
Mr. Dehoag testified he personally handed the two GPS units to LTC Shaffer prior to leaving
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Afghanistan on March 26, 2004. Mr. Dehoag acknowledged he did not have LTC Shaffer sign a
receipt for the GPS units. Mr. Dehoag testified that he had no further knowledge regardin g the
disposition of the two GPS units and had not seen LTC Shaffer since he departed Afghanistan on
March 26, 2004.

Mr. Daniel provided a DD Form 2062, Hand Receipt, dated March 3, 2004, that
confirmed that two GPS units (serial numbers 93086541 and 93086668) were issued to
Mr. Dehoag on March 3, 2004. Mr. Daniel further testified that DIA HUMINT supply records
indicated that the GPS unit with serial number 93086541 was transferred to a DIA satellite office
overseas, and that there was no further record for the GPS unit with serial number 93086668 (the
one that LTC Shaffer alleged was shipped to him with his personal belongings).

LTC Shaffer did not recall receiving two GPS units from Mr. Dehoag, but acknowledged
that he received other equipment from him before departing Afghanistan. LTC Shaffer
suggested that one of the GPS units (i.e., number 93086668) may have been left behind in his
office at Clarendon and never brought to Afghanistan. He told us that the team did not take all
the equipment they had been issued and that the GPS unit he allegedly found in his shipment

could have been left behind.

Discussion

While we viewed DIA’s handling of LTC Shaffer’s office contents and personal
belongings as lacking in due care, we found insufficient basis to conclude that the shipment to

his attorney contained Government property of any significance or any classified documents.

With respect to DIA’s handling of the matter, we noted that LTC Shaffer’s office
contents were first collected and boxed in April 2003, when he moved from the Sub-Sahara
Africa Division to Focal Point and Cover Staff. Although LTC Shaffer remained employed in
the Clarendon facility, no effective action was taken to have him review and properly dispose of
the material. Nine months later, LTC Shaffer’s office contents, which contained some classified
material, were moved to the Asia Pacific Division (3rd floor), then shipped to DIA headquarters
at Bolling Air Force Base, returned to the Clarendon Building (13th floor), and moved to the 3rd
floor (Asia Pacific Division) where they were finally segregated into personal and Government
property. Items considered personal were forwarded to the Personnel Security Division for
inventory and shipment to LTC Shaffer. The simple task of gathering, inventorying, and
disposing of contents of a single office cubicle went on for over 2 years. We.found no
reasonable explanation for the disorganized manner in which DIA officials carried out this basic

task.

That observation notwithstanding, we concluded that DIA ultimately took effective
action to dispose of LTC Shaffer’s belongings. Special agents from the Personnel Security
Division conducted an inventory of the boxed contents, removed classified material, and shipped
the boxes to LTC Shaffer’s attorney. While we question the inclusion of some of the material in
that shipment (unclassified Government forms and vouchers, pens, and compact disks that were
of the type commonly purchased for Government use), we consider the value and significance of

those items minimal and further action unwarranted.
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In that regard, the preponderance of evidence leads to the conclusion that DIA did not
include a GPS unit in the shipment as LTC Shaffer alleged. Rather, we concluded that
LTC Shaffer was provided the GPS unit (serial number 93086668) by Mr. Dehoag while TDY in
Afghanistan and carried that unit with him when he returned to the United States. Because
LTC Shaffer was not allowed to enter the Clarendon facility when he returned, it could not have
become part of the inventory that had been held in boxes at the Clarendon facility since April
2003. We considered Mr. Dehoag’s testimony credible and supported by the hand receipt that he
signed. Further, we considered it highly unlikely that the GPS unit (serial number 93086668)
was returned to DIA from Afghanistan by Mr. Dehoag (or someone else) and somehow placed in
- a box containing LTC Shaffer’s office contents.

Regarding LTC Shaffer’s assertion that he was sent classified materials by DIA, we
concluded that no such items were sent to him. Ms. Peterson and Mr. Bryant testified they
reviewed every document in his belongings and removed any classified documents. They told us
that they looked for classification markings at the top and bottom of each document as well as
every paragraph. Accordingly, we concluded, by a preponderance of the evidence, that the
classified documents LTC Shaffer indicated were mailed to him by DIA officials were likely to
have already been in his possession separate from the boxes mailed by DIA.

H. Did DIA officials take action to suspend LTC Shaffer’s access to classified

information and revoke his security clearance in reprisal for his communications to Members of

Congress or the 9/11 Commission regarding Able Danger?

Standards

Before proceeding with an analysis of LTC Shaffer’s reprisal complaint, an explanation
of his DoD employment status is appropriate. As a Senior Intelligence Officer in DIA,
LTC Shaffer’s civilian position was funded with civilian appropriated funds and he served within
the Defense Civilian Intelligence Personnel System (DCIPS). DCIPS is a statutorily excepted
service personnel system, authorized by Section 1601 of Title 10, United States Code, for the
intelligence community which includes DoD intelligence agencies and the intelligence
components within the Military Departments. Personnel policy oversight and direction is
exercised by the Office of the Secretary of Defense, not the Office of Personnel Management.

No stand alone whistlebiower protection program has been developed within DCIPS
comparable to the whistleblower protection program available to non-DCIPS appropriated fund
employees under Sections 2301 and 2302 of Title 5, United States Code. Accordingly,

LTC Shaffer’s whistleblower protection, as a civilian employee, flows not from the jurisdiction
of the United States Special Counsel, but rather from his role as a complainant to this Office,
which exercises investigative jurisdiction under the IG Act of 1978 (as amended).

It is our practice to use Title 5 issuances for guidance in addressing DCIPS employee
issues, in the absence of separate Title 10 policy. Accordingly, we use standards generally
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applicable in Title 5 whistleblower cases when investigating reprisal complaints from DCIPS
employees.39

Title 5, United States Code, Sections 2301 and 2302, “Prohibited Personnel
Practices” (5 U.S.C. Sections 2301 and 2302)

These sections prohibit an agency from taking an adverse personnel action against a
civilian employee, hired under Title 5 (appropriated fund) for making a protected disclosure.
Protected disclosures include information that the civilian employee reasonably believes
evidences, among other things, a violation of law, rule, or regulation; gross mismanagement;
gross waste of funds; or an abuse of authority.

Title 5, Code of Federal Regulations, Section 1209.7, “Burden of Proof”

A complainant asserting reprisal for whistleblowing activity must first establish by a
preponderance of the evidence that: 1) he engaged in whistleblowing activity by making a
protected disclosure; and 2) that such disclosure was a contributing factor in an adverse
personnel action that he challenges. A complainant successfully demonstrates, prima facie,
reprisal when he establishes, by a preponderance of evidence, that he made a protected disclosure
and such disclosure was a contributing factor in an adverse personnel action.

Thereafter, the burden of persuasion shifts to the agency to show by “clear and
convincing” evidence that it would have taken the personnel action in the absence of the
disclosure. Thus, in this inquiry we examined whether DIA could demonstrate by clear and
convincing evidence that its security clearance decisions would have been taken whether or not
LTC Shaffer communicated with the DIA IG, 9/11 Commission staff members, Members of

Congress, or eventually with the media.

Director of Central Intelligence Directive 6/4, Personnel Security Standards and
Procedures Governing Eligibility for Access to Sensitive Compartmented Information

(SCI) (DCID 6/4)

Annex C, Adjudication Guidelines for Determining Eligibility for Access to Classified
Information, March 24, 1997, provided that “the adjudicative process is an examination of a
sufficient period of a person’s life to make an affirmative determination that the person is
eligible for a security clearance.”® It discussed that the adjudicative process “is the careful
weighing of a number of variables known as the whole person concept.” Factors that the
adjudicator should consider included: the nature, extent, and seriousness of the conduct; the
frequency and recency of the conduct; the motivation for the conduct; and the likelihood of

continuation or recurrence.

* The reprisal analysis in this section differs somewhat from reprisal analysis in the following section that pertains
to alleged unfavorable actions taken against LTC Shaffer in his capacity as a military officer. As described below,
whistleblower protection for Service members and investigative work into their reprisal complaints is based on

Section 1034 of Title 10, United States Code.

 DCID 6/4, Annex C, was revised on December 29, 2005.
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Facts

LTC Shaffer’s protected disclosures

In addressing whether DIA officials reprised against LTC Shaffer, we considered whether
LTC Shaffer made a protected disclosure and whether DIA’s decision to suspend LTC Shaffer’s
access to classxﬁed information and revoke his security clearance would have been made absent
the disclosures.*! For purposes of our analysis, we determined that LTC Shaffer made two sets

of protected disclosures.

LTC Shaffer alle gcd that in two separate DIA IG investigations he provided information
to investigators as a witness.*” In order to provide LTC Shaffer broadest consideration, we
proceeded under the principle that witness testimony to an IG as part of an official investigation
constitutes a protected disclosure. The two IG investigations where LTC Shaffer provided
witness testimony occurred in 2002 - one from March to June and the other from October to
December. Although we were unable to confirm that LTC Shaffer was, in fact, a witness in the
latter investigation, we assumed that he was for purposes of our analysis.

With respect to disclosures involving Able Danger, we determined that LTC Shaffer’s
first disclosure that might arguably be considered “protected” occurred when LTC Shaffer spoke
with the 9/11 Commission staff members on October 21, 2003, while he was on TDY at Bagram
Air Base, Afghanistan. LTC Shaffer alleged in a written sworn statement that he provided the
staff members “full details of the problems and failures of DIA and SOCOM to have properly
used the information that was obtained through the Able Danger effort.” He further alleged that
he told the staff members that USSOCOM failed to provide the FBI “critical information about

al Qaeda.” Finally, LTC Shaffer asserted,

I also stated that within the information on al Qaeda we (Able

Danger) had found two of the three al Qaeda cells that had conducted
the 9/11 attacks, “to include [Mohammed] Atta.” Ido not know why
the 9/11 Commission staff deny I ever said that statement, but I know

I did.

LTC Shaffer’s account of that meeting differed significantly from recollections provided
by others who were present. Dr. Phillip Zelikow, Executive Director of the 9/11 Commiission
staff, told us that he met with LTC Shaffer at Bagram Air Base, Afghanistan, accompanied by
two 9/11 Commission staff members and a representative from the National Security Council.
Dr. Zelikow testified he was leading a team of investigators to Afghanistan, Pakistan,

Saudi Arabia and Yemen to “understand how we were doing in the war on terrorism today, so
that we could make recommendations for future policy improvement.” Dr. Zelikow explained

41 Access is distinct from clearance. Access is the ability and opportunity to obtain knowledge of classified
information. A clearance is the determination that a person is eligible for access to classified information.

2 Both DIA IG investigations related to matters distinct from Able Danger.
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that at each stop they made they interviewed people who had information related to the 9/11
attacks.

Dr. Zelikow testified he had no recollection that LTC Shaffer disclosed that
Mohammed Atta was identified prior to September 11, 2001. He stated that after news of Able
Danger broke in the press he spoke with the other staff members who were present at the Bagram
interview and reviewed a Memorandum for Record that had been prepared by one of the staff
members shortly after the interview. He testified that the other staff members similarly did not
recall LTC Shaffer stating that Mohammed Atta had been identified.

Dr. Zelikow expressed surprise that he and the other staff members who were }Jresent
would not recall LTC Shaffer disclosing the prior identification of Mohammed Atta.*
Dr. Zelikow stated, “That would stand out hugely to us - the nature of our work, it would have
been galvanizing.” Dr. Zelikow added, “I mean, I’m trying - is that possible? Yeah, it’s
possible. So I don’t know that he’s - I don’t know that he’s lying. But it’s just so - it just seems
improbable.” With regard to the possibility that LTC Shaffer had discussed other matters that
had been of such importance that the staff members had failed to recognize the significance of
LTC Shaffer informing them that Mohammed Atta was identified, Dr. Zelikow responded, “Atta
was such a big deal to us that I doubt there’s anything he could have said that would have

drowned it out.”

Dr. Zelikow testified that he recalled LTC Shaffer and that he “made a very strong
positive impression. . . . He’s a very good presenter. He’s very articulate. He presents well.”

Dr. Zelikow specifically recalled that LTC Shaffer spoke about data mining, an issue about
which Dr. Zelikow had a personal interest. Dr. Zelikow testified that what LTC Shaffer talked

about was “important and interesting” and based upon what he had told the staff members
Dr. Zelikow initiated a records request from DIA.

Mr. Charles Hurley, was Senior Counsel and Team Leader of Counter Terrorism Policy
and Investigation on the 9/11 Commission staff. He testified he was present at the Bagram
interview and that in August 2005 he reviewed the Memorandum for Record that had been
prepared at Bagram. Mr. Hurley testified that he had no recollection of LTC Shaffer mentioning
Mohammed Atta being identified prior to September 11, 2001. Mr. Hurley also testified that he
was certain that LTC Shaffer had not disclosed that Mohammed Atta had been discovered before
September 11, 2001. He stated, “It would have been an explosive bit of information™ about
which he would not forget. He stated that the pessibility that LTC Shaffer told the staff members
Mohammed Atta was identified was “Zero percent” and the possibility of him forgetting that
LTC Shaffer had told him that Mohammed Atta was identified was “Zero.”

Mr. Dylan Cors was working for the National Security Council Staff in the Office of the
Legal Advisor to the National Security Council at the White House and accompanied 9/11
Commission staff to Afghanistan. Mr. Cors recalled that LTC Shaffer stated that he had been
attached to an intelligence program prior to 9/11, which LTC Shaffer “described as having had
some success in obtaining information about senior, well personnel who were in the Taliban or

> One witness who was on the 9/11 Commission staff told us that Mr. Zelikow “has an amazing memory that is, |
think something that is almost unique in my experience in dealing with people.”
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al-Qaeda in Afghanistan.” Mr. Cors testified he had no recollection of LTC Shaffer alleging that
he was prohibited from sharing information with the FBI, that he identified a Brooklyn cell, or
that he identified the 9/11 terrorists. He stated, “I’m quite confident he did not mention
Mohammed Atta or any other 9/11 hijacker or plotter by name.”

Major (Maj) Christopher B. Howard, U.S. Air Force Reserve, was LTC Shaffer’s
supervisor while he was TDY to Afghanistan and attended the meeting with 9/11 Commission
staff.** Maj Howard testified that he did not recall LTC Shaffer mentioning a Brooklyn cell or
indicating that Able Danger discovered Mohammed Atta or any other 9/11 terrorist.

Based on the foregoing, the preponderance of evidence indicates that LTC Shaffer did not
make specific claims regarding Able Danger intelligence discoveries to the 9/11 Commission
staff in October 2003, or provided other information that evidenced “a violation of law, rule, or
regulation; gross mismanagement; gross waste of funds; or an abuse of authority” -- criteria for a
protected disclosure under Title 5. However, we considered his discussion with the 9/11
Commission staff relevant to reprisal analysis because DIA officials could have become aware of
those disclosures by virtue of Dr. Zelikow’s request for DIA records in January 2004 -- and that
awareness preceded the DIA action to remove LTC Shaffer’s security access in March 2004.

We also considered LTC Shaffer’s subsequent disclosures to Representative Weldon and
other members of Congress or their staff beginning on May 14, 2005, as protected disclosures for
purposes of our analysis. Finally, we considered LTC Shaffer’s statements to the media,
beginning in August 2005, as protected disclosures. Those communications became generally
known to DIA supervisors and managers after LTC Shaffer’s media appearance on August 17,
2005, before responsible officials took final action to revoke his security clearance.

Actions taken against LTC Shaffer

On February 28, 2006, LTC Shaffer’s security clearance was revoked, the ultimate result
of a process that began in March 2004 with the suspension of LTC Shaffer’s access to classified
information. The event that triggered the March 2004 suspension and subsequent unfavorable
adjudication decisions was a DIA IG investigation, completed on March 2, 2004, that
substantiated three instances of misconduct by LTC Shaffer: (1) misuse of a Government
cellular telephone, (2) submitting an award package for himself under false pretences, and

(3) filing a false travel claim.

In November 2005, after LTC Shaffer’s appeal regarding his security access was denied,
DIA officials proposed to remove him from the Federal service. That action was held in
abeyance pending completion of this investigation. LTC Shaffer remains on paid administrative

leave from DIA.
Because the March 2004 DIA IG investigation initiated the series of events that led to the

revocation of LTC Shaffer’s security clearance, we set forth the following facts regarding that
investigation and events thereafter.

“ LTC Shaffer held the rank of major at the time.
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Most significantly, we found that CAPT Andersen’s rating of LTC Shaffer’s job performance
was consistent with the rating by Mr. Napoli, who had no knowledge of LTC Shaffer’s
communication with the 9/11 Commission staff.

We considered CAPT Andersen’s testimony that one factor in his overall assessment of
LTC Shaffer was that he had exhibited poor judgment by failing to inform his superiors before
he met with the 9/11 Commission staff (October 2003). However, CAPT Andersen’s testimony
about LTC Shaffer’s meeting with the 9/11 Commission staff was focused on his perception of
LTC Shaffer’s propensity for bypassing his chain of command, rather than the content of his
communication. For the same reason, CAPT Andersen gave LTC Shaffer a Letter of Counseling
on January 15, 2004, for bypassing his chain of command by independently trying to make
arrangements for a second TDY to Afghanistan.

In reaching our conclusion that LTC Shaffer’s OER was not written in reprisal for his
communication with the 9/11 Commission staff, we also took into account the testimonies of
Mr. Napoli, CAPT Andersen, Col Longenecker, and Mr. Allard, that LTC Shaffer was an officer
who sometimes needed to be “reined in” because of his tendency to skirt the chain of command

to further his own goals.

We found no evidence to support LTC Shaffer’s assertion that senior DIA officials
pressured CAPT Andersen to downgrade LTC Shaffer’s OER because they were embarrassed
that LTC Shaffer told the 9/11 Commission staff that DIA had not acted on information collected

by Able Danger identifying the terrorists before the 9/11 attack.

Other Observations Concerning LTC Shaffer’s OER

We concluded, as previously stated, that LTC Shaffer’s raters did not give him an
unfavorable OER for the rating period May 30, 2003, to March 29, 2004, in reprisal for his
communication with the 9/11 Commission staff. However, based on our review of Army
regulations and consultation with subject matter experts, we also concluded that LTC Shaffer’s
OER did not comply with all of the requirements of AR 623-105 “Officer Evaluation Reporting

System,” dated April 1, 1998.%

While LTC Shaffer received an OER for the rating period May 30, 2003, to March
29, 2004, Mr. Napoli (rater) and CAPT Andersen (senior rater) rated LTC Shaffer’s performance
based only on the three month period they supervised him from early January 2004 through the

% The subject matter experts included the Chief, Evaluation Systems Office, Human Resources Command,
U.S. Army, and the Branch Chief, Evaluation Support, Human Resources Command, U.S. Army Reserve.
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end of March 2004. That OER did not include any comments about LTC Shaffer’s performance

during his TDY to Afghanistan from July to about December 3, 2003, which comprised
approximately one-half of the rating period.*

The following table provides a breakdown of the rating period at issue and an explanation

of our findings.

Assignment Dates Approximate | Supervisor OER Required?
number of
days rated
DIA May 30 to 55 Mr. Allard No.
July 23, Less than
2003 90 days
TDY/Afghanistan | July 23 to 51 Lt Col Milner No.
Sept 15, Less than
2003 90 days
TDY/Afghanistan | Sept 15 to 83 Maj Howard No, but could
Dec 3, 2003 have submitted
an optional 60-
day OER (see
below).
DIA Dec 5, 2003 115 Mr. Napoli Yes.
to March 29, More than
20047 90 days

Subject matter experts at the Human Resources Command, U.S. Army, and Evaluation
Support, Human Resources Command, U.S. Army Reserve, suggested two options for
addressing the deficiencies in LTC Shaffer’s 2004 OER.

e LTC Shaffer’s March 2004 OER, as submitted, could be corrected to indicate (in
block K) that the period May 30 through December 5, 2003, was “non-rated” time

% However, LTC Shaffer was on leave for most of December 2003 and TDY to Afghanistan for 3 weeks when
supervised by Mr. Napoli and CAPT Andersen. Mr. Napoli testified that when he signed the completed OER on
September 21, 2004, he did not notice the dates on the OER. However, he stated that he still would have signed an
OER covering the 10-month period because it was not unusual for someone rating a Reservist to have to account for
time the rated officer was somewhere else, such as in training. CAPT Andersen testified that the OER was not
accurate because it did not contain comments about LTC Shaffer’s service in Afghanistan. He stated, “I should
technically only have written and signed for this from December 2003 on.” However, CAPT Andersen said he

stood by his ratings of LTC Shaffer’s performance under his supervision.

™ There is no official documentation indicating the exact dates of LTC Shaffer’s TDY assignment to Afghanistan.

However, based on evidence and testimony, including e-mail correspondence between LTC Shaffer and

Col Longenecker, we determined that LTC Shaffer departed Afghanistan on December 3, 2003. Given travel time,
he mostly likely reported to DIA offices on December 5, 2003. As stated previously, LTC Shaffer was on leave for

most of December 2003.
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because none of his raters during that period had supervised him for at least 90 days.”"
This would clarify that Mr. Napoli and CAPT Andersen were evaluating LTC Shaffer
for only about 3 months after he returned from Afghanistan in early December 2003
and until he was reassigned from DIA on March 29, 2004.

e Under AR 623-105, Table 3-3, “Codes and Reasons for Submitting Reports,” an OER
is required upon an officer’s “Relief from Temporary Active Duty” if all other
requirements are met.”” Those requirements, per AR 623-105, include that a rated
officer is due an OER if he/she is TDY 90 days or more, and that under most
circumstances, the rater must have observed the rated officer for 90 days. However,
as shown above, regarding LTC Shaffer’s first TDY to Afghanistan, the 90-day
requirement was not met because neither Lt Col Milner nor Maj Howard supervised
LTC Shaffer for 90 days. Nevertheless, LTC Shaffer may qualify for an exception to
the policy that a rater must observe an officer’s performance for at least 90 days.

At the beginning of the Iraq war, the Army issued a “Contingency Operations
Message” effective July 2003, stating that upon request “an exception to policy”
would be authorized allowing a 60-day optional OER for military members deployed
in the “contingency area of operations” including Afghanistan. Therefore, if
requested and approved under the policy, LTC Shaffer could receive an OER from
Maj Howard, for the rating period May 30, 2003, to December 3, 2003, because

Maj Howard was LTC Shaffer’s supervisor for more than 60 days.

VI. CONCLUSIONS

A. The anti-terrorist program, Able Danger, did not identify Mohammed Atta or any of the
other 9/11 terrorists before the 9/11 attack.

B. Able Danger members were not prohibited from sharing intelligence information with
law enforcement authorities or other agencies that could have acted on that information. In fact,
Able Danger produced no actionable intelligence information.

C. The destruction of Able Danger documentation at LIWA and Garland was appropriate
and complied with applicable DoD regulations.

D. The Able Danger program was not terminated prematurely. It concluded after it had
achieved its objective and its work products were used in follow-on intelligence gathering efforts

at USSOCOM.

"I Under AR 623-105, paragraph 3-16, “Administrative Data,” non-rated periods may include the following: the
period of time between the date an officer departs one duty assignment and reports to another, and the time a rated
officer serves in a duty position when either he/she or the rater lacks the minimum time requirement for an OER to

be rendered.

2 LTC Shaffer’s active duty orders expired on December 5, 2003, and a new set of active duty orders went into
effect the following day.
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E. DoD officials executed the Able Danger program in compliance with applicable
intelligence oversight guidance.

F. DIA officials did not improperly destroy Able Danger documentation when cleaning out
LTC Shaffer’s office spaces. We concluded that LTC Shaffer did not serve as a repository for

Able Danger documentation as he alleged.

G. DIA officials included some Government property in the personal belongings that were
shipped to LTC Shaffer after they were removed from his office spaces. However, the
Government property was of minimal value (pens, aged Government documents, and computer
disks). DIA officials did not improperly include classified documents or the Government GPS in

that shipment.

H. DIA officials did not suspend LTC Shaffer’s access to classified information or revoke
his security clearance in reprisal for his communications regarding Able Danger. Rather, the
adverse actions taken with respect to LTC Shaffer’s access and security clearance followed
established process and were justified apart from his protected communications.

1. DIA officials did not issue LTC Shaffer an unfavorable OER for his protected
communications to the 9/11 Commission. The OER would have been issued absent those

protected communications.

J. LTC Shaffer’s OER did not properly reflect non-rated time pursuant to applicable Army
regulations and he could have been issued an optional 60-day OER for service in Afghanistan. By
separate correspondence we advised LTC Shaffer of his options for correcting his military record

and offered our assistance if he chooses to do so.

VII. RECOMMENDATIONS

We recommend that the Director, DIA, review procedures concerning disposition of
personal belongings when abandoned by DIA employees and procedures for rendering military
performance reports to ensure that Service requirements are met.
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Why did the 9/11 Commission ignore "Able Danger"?

Wallstreet Journal | November 17, 2005

BY LOUIS FREEH

It was interesting to hear from the 9/11 Commission again on Tuesday. This self-perpetuating
and privately funded group of lobbyists and lawyers has recently opined on hurricanes, nuclear
weapons, the Baltimore Harbor Tunnel and even the New York subway system. Now it offers
yet another "report card" on the progress of the FBI and CIA in the war against terrorism, along
with its "back-seat™ take and some further unsolicited narrative about how things ought to be on
the "front lines."”

Yet this is also a good time for the country to make some assessments of the 9/11 Commission
itself. Recent revelations from the military intelligence operation code-named "Able Danger"
have cast light on a missed opportunity that could have potentially prevented 9/11. Specifically,
Able Danger concluded in February 2000 that military experts had identified Mohamed Atta by
name (and maybe photograph) as an al Qaeda agent operating in the U.S. Subsequently, military
officers assigned to Able Danger were prevented from sharing this critical information with FBI
agents, even though appointments had been made to do so. Why?

There are other questions that need answers. Was Able Danger intelligence provided to the 9/11
Commission prior to the finalization of its report, and, if so, why was it not explored? In sum,
what did the 9/11 commissioners and their staff know about Able Danger and when did they
know it?

The Able Danger intelligence, if confirmed, is undoubtedly the most relevant fact of the entire
post-9/11 inquiry. Even the most junior investigator would immediately know that the name and
photo ID of Atta in 2000 is precisely the kind of tactical intelligence the FBI has many times
employed to prevent attacks and arrest terrorists. Yet the 9/11 Commission inexplicably
concluded that it "was not historically significant.” This astounding conclusion--in combination
with the failure to investigate Able Danger and incorporate it into its findings--raises serious
challenges to the commission's credibility and, if the facts prove out, might just render the
commission historically insignificant itself.

The facts relating to Able Danger finally started to be reported in mid-August. U.S. Army Col.
Anthony Shaffer, a veteran intelligence officer, publicly revealed that the Able Danger team had
identified Atta and three other 9/11 hijackers by mid-2000 but were prevented by military
lawyers from giving this information to the FBI. One week later, Navy Capt. Scott J. Phillpott, a
U.S. Naval Academy graduate who managed the program for the Pentagon's Special Operations
Command, confirmed "Atta was identified by Able Danger by January-February of 2000."

On Aug. 18, 2005, the Pentagon initially stated that "a probe" had found nothing to back up Col.
Shaffer's claims. Two weeks later, however, Defense Department officials acknowledged that its



http://www.infowars.com/articles/911/why_did_the_911_commission_ign.html

http://www.infowars.com/articles/911/

http://www.opinionjournal.com/extra/?id=110007559



"inquiry" had found "three more people who recall seeing an intelligence briefing slide that
identified the ringleader of the 9/11 attacks a year before the hijackings and terrorist strikes."
These same officials also stated that "documents and electronic files created by . . . Able Danger
were destroyed under standing orders that limit the military's use of intelligence gathered about
people in the United States." Then in September 2005, the Pentagon doubled back and blocked
several military officers from testifying at an open Congressional hearing about the Able Danger
program.

Two members of Congress, Curt Weldon and Dan Burton, have also publicly stated that shortly
after the 9/11 attacks they provided then-Deputy National Security Adviser Stephen Hadley with
a "chart" containing preattack information collected by Able Danger about al Qaeda. A
spokesperson for the White House has confirmed that Mr. Hadley "recalled seeing such a chart
in that time period but . . . did not recall whether he saw it during a meeting . . . and that a search
of National Security Council files had failed to produce such a chart.”

Thomas Kean, the chairman of the 9/11 Commission, reacted to Able Danger with the standard
Washington PR approach. He lashed out at the Bush administration and demanded that the
Pentagon conduct an "investigation™ to evaluate the "credibility” of Col. Shaffer and Capt.
Phillpott--rather than demand a substantive investigation into what failed in the first place. This
from a former New Jersey governor who, along with other commissioners, routinely appeared in
public espousing his own conclusions about 9/11 long before the commission's inquiry was
completed and long before all the facts were in! This while dismissing out of hand the major
conflicts of interest on the commission itself about obstructions to information-sharing within the
intelligence community!

Nevertheless, the final 9/11 Commission report, released on July 22, 2004, concluded that
"American intelligence agencies were unaware of Mr. Atta until the day of the attacks.” This
now looks to be embarrassingly wrong. Yet amazingly, commission leaders acknowledged on
Aug. 12 that their staff in fact met with a Navy officer 10 days before releasing the report, who
"asserted that a highly classified intelligence operation, Able Danger, had identified Mohammed
Atta to be a member of an al Qaeda cell located in Brooklyn." (Capt. Phillpott says he briefed
them in July 2004.) The commission's statement goes on to say that the staff determined that “the
officer's account was not sufficiently reliable to warrant revision of the report or further
investigation,” and that the intelligence operation "did not turn out to be historically significant,”
despite substantial corroboration from other seasoned intelligence officers.

This dismissive and apparently unsupported conclusion would have us believe that a key piece of
evidence was summarily rejected in less than 10 days without serious investigation. The
commission, at the very least, should have interviewed the 80 members of Able Danger, as the
Pentagon did, five of whom say they saw "the chart.” But this would have required admitting that
the late-breaking news was inconveniently raised. So it was grossly neglected and branded as
insignificant. Such a half-baked conclusion, drawn in only 10 days without any real

investigation, simply ignores what looks like substantial direct evidence to the contrary coming
from our own trained military intelligence officers.

No wonder the 9/11 families were outraged by these revelations and called for a "new"
commission to investigate. "I'm angry that my son's death could have been prevented,” seethed
Diane Horning, whose son Matthew was Killed at the World Trade Center. On Aug. 17, 2005, a





coalition of family members known as the September 11 Advocates rightly blasted 9/11
Commission leaders Mr. Kean and Lee Hamilton for pooh-poohing Able Danger's findings as
not "historically significant." Advocate Mindy Kleinberg aptly notes, "They [the 9/11
Commission] somehow made a determination that this was not important enough. To me, that
says somebody there is not using good judgment. And if I'm questioning the judgment of this one
case, what other things might they have missed?" This is a stinging indictment of the
commission by the 9/11 families.

The chairman of the Senate Judiciary Committee, Arlen Specter, has led the way in cleaning up
the 9/11 Commission's unfinished business. Amid a very full plate of responsibilities, he
conducted a hearing after noting that Col. Shaffer and Capt. Phillpott "appear to have
credibility.” Himself a former prosecutor, Mr. Specter noted: "If Mr. Atta and other 9/11
terrorists were identified before the attacks, it would be a very serious breach not to have that
information passed along . . . we ought to get to the bottom of it." Indeed we should. The 9/11
Commission gets an "I" grade--incomplete--for its dereliction regarding Able Danger. The Joint
Intelligence Committees should reconvene and, in addition to Able Danger team members, we
should have the 9/11 commissioners appear as witnesses so the families can hear their
explanation why this doesn't matter.

Last modified November 17, 2005
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Towards the end of the show he asked about Able Danger:

MR. RUSSERT: A few weeks ago | had the former director of the FBI, Louis
Freeh, on this program, and he was very pointed on some comments about
your commission. And he wrote this piece for The Wall Street Journal. Let
me walk you through it: "Why Did the 9-11 Commission Ignore "Able
Danger'? Recent revelations from the military intelligence operation code-
named "Able Danger' have cast light on a missed opportunity that could have
potentially prevented 9/11. Specifically, Able Danger concluded in February
2000 that military experts had identified Mohamed Atta by name (and maybe by
photograph) as an al-Qaeda agent operating in the U.S. Subsequently, military
officers assigned to Able Danger were prevented from sharing this critical
information with FBI agents, even though appointments had been made to do
so. Why?...

"Was Able Danger intelligence provided to the 9-11 Commission prior to the
finalization of its report, and, if so, why was it not explored? In sum, what did the
9/11 commissioners and their staff know about Able Danger and when did they
know it? ...the 9-11 Commission inexplicably concluded that it "‘was not
historically significant.' This astounding conclusion--in combination with the
failure to investigate Able Danger and incorporate it into its findings--raises
serious challenges to the commission's credibility and, if the facts prove out,
might just render the commission historically insignificant itself."
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MR. HAMILTON: Well, that's a big "if* on the end there. Look, we looked at Able
Danger very, very carefully. We do not think there was anything there of great
significance. Now, something could come out in the future. | don't know. Butin
Mr. Freeh's article he did not present any new evidence at all. Our investigators
were informed about Able Danger. We requested all of the documents relating to
Able Danger. We reviewed these documents. We had investigators meet with
some of these people in Afghanistan and other places. The bottom line is that
they can furnish no documentary evidence to support their charges that they had
a chart, for example, with Mohamed Atta's name on it. Itis...

MR. RUSSERT: Congressman Weldon of Pennsylvania says he gave that chart
to the national security advisor.

MR. HAMILTON: And the national security advisor denied that he ever got it.
That was the assistant, Stephen Hadley, not Condi Rice, at the time. We have
not seen that chart. We have not seen Mohamed Atta's name in any
documentation prior to 9/11. Believe me, we know the name of Atta and we
would have been alert to it. We just need evidence to support these charges. We
don't accuse anyone here of bad intentions. But the people that have brought
forward this information have not given us any documentation. They were not
involved in the analysis of it themselves. Their recollections in some respects--
for example, the whereabouts of Mohamed Atta--simply are not accurate. We
have documentation to show that. So we need to have more evidence, and Mr.
Freeh's article simply did not bring forward any new evidence. We concluded--
the staff concluded, not the commission--that this information was not valid, that
there was too much doubt about it.

MR. RUSSERT: Do you agree with that?

MR. KEAN: Yeah. We had an awful lot of people coming forward, 50 or 60,
saying they saw Mohamed Atta here, they saw Mohamed Atta there; they had
this and that. There was absolutely no evidence to back this up. There still isn't





any evidence to back it up. If people want to look into it, they're welcome to. We
still haven't seen the evidence to indicate it. We saw every file. The Pentagon
denies it. They say they haven't gotten any information. The White House...

MR. HAMILTON: White House denies it.

MR. KEAN: White House denies it. Nobody brought the congressional
investigation any information. Nobody gave any information to the 9/11
Commission to back this up. If this is true in any way, it's a monstrous
conspiracy. | haven't seen any evidence to back it up.

MR. RUSSERT: | want to go back to your original report. You found that there
was no connection between al-Qaeda and Saddam Hussein that was
"operational.” And you found that there was no evidence that the--lraq
cooperated with al-Qaeda in developing or carrying out attacks against the U.S.
Is that accurate?

MR. KEAN: That's correct.

MR. RUSSERT: So there's no suggestion that Irag was, in any way, shape or
form, involved with September 11?

MR. KEAN: No, and we can find no evidence whatsoever, and we came out with
that statement clearly.

Advertisement | ad info

MR. RUSSERT: Before you go, if one year from now we have exactly the same
report in terms of all the factors | raised with you this morning, what would you
say?

MR. HAMILTON: I'd be extremely disappointed.
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MR. KEAN: And extremely worried that we may have had another attack at that
point because some of these things weren't done.

MR. HAMILTON: We believe another attack will occur, and we had better get to
it and protect the American people.
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MR. RUSSERT: Not if but when.

MR. HAMILTON: It's not a question of if. We know what their intent is. They've
expressed it over and over again.

MR. RUSSERT: And are we prepared?
MR. HAMILTON: We've...
MR. RUSSERT: Are we prepared?

MR. HAMILTON: No, we are not as well prepared, as Tom put it early on, as
well prepared as we should be. There is plenty of room for improvement, and
we've got to get with the task.

MR. KEAN: And God help us if we have another attack and we haven't done
some of these things.

MR. RUSSERT: Who has to grab hold of this? Is it the president?

MR. KEAN: It's the president and the Congress. It's our government. And there
are things we talked about today that Congress has to do; there are things we
talked about that the administration has to do. First of all, the safety of the
American people has got to be their number one priority. There is nothing more
important.
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MR. RUSSERT: Are you now out of business?

MR. KEAN: We're going out of business as of December 31.
MR. RUSSERT: That's it.

MR. KEAN: That's it.

MR. RUSSERT: Never to be heard from again.

MR. KEAN: As individuals, we're going to be around, but...

MR. RUSSERT: And your son is running for the United States Senate of New
Jersey.

MR. KEAN: Our son is--my son is running for the United States Senate. Good
candidate, by the way.

MR. RUSSERT: OK. We need equal time for the Democrats, but that's--
Governor Tom Kean, Congressman Lee Hamilton, thanks very much.

And we'll be right back.
(Announcements)

MR. RUSSERT: Start your day tomorrow on "Today" with Katie and Matt. Then
the NBC News with Brian Williams.

That's all for today. We'll be back next week. If it's Sunday, it's MEET THE
PRESS.






http://judiciary.senate.gov/hearings/hearing.cfm?id=1606

http://judiciary.senate.gov/search.cfm?g=Able+Danger&site=judiciary&num=10&filter=0&submit.x=5&s
ubmit.y=8

“Able Danger and Intelligence Information Sharing”

Senate Judiciary Committee
Full Committee

DATE: September 21, 2005
TIME: 09:30 AM
ROOM: 226 Dirksen

OFFICIAL HEARING NOTICE / WITNESS LIST:

September 8, 2005

NOTICE OF COMMITTEE HEARING
RESCHEDULED -- Wed., September 21, 2005 at 9:30 a.m.

The hearing on "Able Danger and Intelligence Information Sharing” scheduled by the Senate
Committee on the Judiciary for Wednesday, September 14, 2005 at 9:30 a.m. in Room 226 of the
Senate Dirksen Office Building has been rescheduled to take place on Wednesday, September 21,
2005 at 9:30 a.m.

By order of the Chairman

Witness List

Hearing before the
Senate Judiciary Committee

on
"Able Danger and Intelligence Information Sharing"

Wednesday, September 21, 2005
9:30 a.m. Senate Dirksen Building, Room 226

PANEL I

The Honorable Curt Weldon
United States Representative [R-PA, 7th District]



http://judiciary.senate.gov/webcast/judiciary09212005-0930.ram�

http://judiciary.senate.gov/hearings/hearing.cfm?id=1606

http://judiciary.senate.gov/search.cfm?q=Able+Danger&site=judiciary&num=10&filter=0&submit.x=5&submit.y=8

http://judiciary.senate.gov/search.cfm?q=Able+Danger&site=judiciary&num=10&filter=0&submit.x=5&submit.y=8



PANEL Il

Mark Zaid, Esq.
Attorney at Law
Washington, DC

Erik Kleinsmith

former Army Major and

Chief of Intelligence of the Land Information Warfare Analysis LIWA
Project Manager for Intelligence Analytical Training

Lockheed Martin

Newington, VA

PANEL IlI

Gary Bald

Executive Assistant Director
National Security Branch

Federal Bureau of Investigation
United States Department of Justice
Washington, DC

William Dugan
Acting Assistant to the Secretary of Defense for Intelligence Oversight

United States Department of Defense
Washington, DC

Mark Zaid Testimony:

http://judiciary.senate.gov/hearings/testimony.cfm?renderforprint=1&id=1606&wit id=4668

Erik Kleinsmith Testimony:
http://judiciary.senate.gov/hearings/testimony.cfm?id=1606&wit id=4669

Kurt Weldon Statement:
http://judiciary.senate.gov/hearings/testimony.cfm?id=1606&wit id=4667




http://judiciary.senate.gov/hearings/testimony.cfm?renderforprint=1&id=1606&wit_id=4668

http://judiciary.senate.gov/hearings/testimony.cfm?id=1606&wit_id=4669

http://judiciary.senate.gov/hearings/testimony.cfm?id=1606&wit_id=4667



		 “Able Danger and Intelligence Information Sharing”




PAT ROBERTS, KANSAS, CHAIRMAN
JOHN D. ROCKEFELLER IV, WEST VIRGINIA, VICE CHAIRMAN

ORRAIN G. HATCH, UTAH CARL LEVIN, MICHIGAN
MIKE DEWINE, OHID DIANNE FEINSTEIN, CALIFORNIA :
CHRISTOPHER 5. BOND, MISSOURI RON WYDEN, OREGON -
TRENT LOTT, MISSISSIPP1 EVAN BAYH, INDIANA
OLYMPIA J. SNOWE, MAINE BARBARA A. MIKULSKI, MARYLAND “l [s
CHUCK HAGEL, NEBRASKA RUSSELL D. FEINGOLD, WISCONSIN
SAXBY CHAMBLISS, GEORGIA
SELECT COMMITTEE ON INTELLIGENCE
BILL FRIST, TENNESSEE, EX OFFICIO WASHINGTON, DC 20510-6475
HARRY REID, NEVADA, EX OFFICIO
SSCI #2006-4735
JAMES D. HENSLER, JR., STAFF DIRECTOR AND CHIEF COUNSEL
ANDREW W. JOHNSON, MINORITY STAFF DIRECTOR
KATHLEEN P. MCGHEE, CHIEF CLERK D
ecember 22, 2006
?

Members of the Senate Select Committee on Intelligence
United States Senate
Washington, D.C. 20510

Dear Colleague:

The Senate Select Committee on Intelligence staff has completed its review
of the Department of Defense (DOD) program known as “Able Danger” and we
wanted to apprise you of the findings. The results of this staff review were
confirmed in all respects by the DOD Inspector General investigation of the Able
Danger program (Case Number HO5L.9790521) released on September 20, 2006.

Background

“Able Danger” was the unclassified name for an effort that began in
October 1999. Then Chairman of the Joint Chiefs of Staff, General Henry H.
Shelton, U.S. Army, directed the U.S. Special Operations Command (USSOCOM)
to develop a campaign plan against transnational terrorism with an initial focus on
the al Qa’ida terrorist network, its command and control infrastructure, leadership,
and decision-making process. The USSOCOM fulfilled its mission to draft a
campaign plan and delivered this final product to the Joint Staff in January 2001,
at which point the Able Danger effort was concluded.

Committee staff began its review of the Able Danger program in August
2005, when certain allegations relating to the program first gained prominence in
the media. Specifically, the staff review examined the following four claims:

Claim 1:  The Able Danger program had linked Mohammed Atta and three
other September 11 hijackers to al-Qa’ida on a chart prepared almost
two years prior to September 11, 2001.
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Claim 2:  Soon after the September 11 attacks, the pre-September 11, 2001
chart with Mohammed Atta’s picture was passed to then Deputy
National Security Advisor Stephen Hadley.

Claim 3:  DOD lawyers prevented Able Danger team members from sharing
Able Danger’s findings with the FBI.

Claim4:  DOD lawyers wrongly interpreted intelligence oversight law and
1ssued legal guidance that unnecessarily restricted the Able Danger
effort and caused the destruction of Able Danger program data.

In September 2005, Committee staff advised Committee Members during a
briefing about this inquiry that, based on initial witness interviews and document
reviews, staff believed the individuals who claimed to see Mohammed Atta’s
picture on an Able Danger chart prior to September 11, 2001, were mistaken.
Following that brief, Committee staff conducted additional interviews and
document reviews. Committee staff interviewed numerous individuals who had
worked on the Able Danger program or had knowledge of the issues surrounding
its activities, including each of the individuals who claimed to have seen
Mohammed Atta’s name and picture on an Able Danger chart produced prior to
9/11.

Claim 1: Atta and Three Other Hijackers on Able Danger Chart Prior to 9/11

Committee staff concluded that Able Danger did not identify Mohammed
Atta or any other 9/11 hijacker at any time prior to September 11, 2001. The
allegation that the Able Danger program identified Mohammed Atta and other
hijackers comes from a small number of individuals involved directly or
tangentially in the Able Danger effort. These individuals claimed to have seen an
Able Danger chart with a photograph of Atta identified as part of a “Brooklyn
cell” before September 11, 2001. Evidence indicates, however, that the Able
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Danger program never produced a chart with Mohammed Atta’s photograph or
name prior to the 9/11 attacks. Committee staff found that all Able Danger charts
containing photographs were produced by a single defense contractor, using open
source information. These charts were produced for training purposes to show
link analysis of known al-Qa’ida members. The former president of the defense
contractor and the former employee who created the charts with the photographs
of al-Qa’ida associates were emphatic that no charts produced by the defense
contractor included the name or photograph of Mohammed Atta, or any of the
other 9/11 hijackers, prior to the 9/11 attacks. The former president of the
company told Committee staff that within days after 9/11 he personally searched
the company’s data holdings that were available prior to 9/11 and confirmed that
the database did not have any information about Mohammed Atta, making a pre-
9/11 chart from that defense contractor with information about Mohammed Atta
impossible. The Committee staff found that the only Able Danger charts with
photographs came from that single defense contractor. Therefore, the Committee
staff found it implausible that the Able Danger program produced a pre-9/11 chart
with Mohammed Atta’s picture.

Individuals who claim to have seen Mohammed Atta’s name or picture on a
pre-9/11 Able Danger chart may be recalling information associated with other
individuals on one of the defense contractor’s charts. This chart (attached),
provided to the Able Danger program in January 2000 depicted a “Brooklyn cell”
comprised of individuals identified as terrorists, and in some cases incarcerated,
because of their involvement in the 1993 World Trade Center attack and New
York City “Landmarks” plot. One of these individuals depicted on the chart
arguably looked like Mohammed Atta. In addition, the chart contained names of
al-Qa’ida associates that sound like Atta, as well as numerous variations of the
common Arab name Mohammed. The memories of these individuals also may
have been influenced by seeing similar charts produced immediately after the 9/11
attacks by the same former employee of the defense contractor. This post 9/11
chart contained information about Mohammed Atta and the other 9/11 hijackers
that was available publicly after the attacks.
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The staff review found that the testimony of the five individuals who
claimed to have seen Mohammed Atta’s picture or name on an Able Danger chart
prior to 9/11 was not credible or reliable. Their testimony was inconsistent with
the testimony of other witnesses and, in some instances, inconsistent with their
own previous statements to staff and the media. Committee staff also found
testimony from several of these witnesses to be inconsistent with statements they
later made to the DOD Inspector General. The witnesses can recall few details
about the chart, other than the picture or name they believe was Mohammed Atta.
Witnesses also have admitted to having numerous conversations with each other,
years after the 9/11 attacks and continuing through the Committee’s inquiry, about
the chart and their recollections. These conversations have made it difficult for
Committee staff, and even the witnesses themselves, to distinguish between their
own memories of events and what they have been told by other witnesses.

Claim 2: The Pre-9/11 “Atta Chart” was Passed to Mr. Stephen Hadley

Committee staff also concluded that a chart allegedly presented to then
Deputy National Security Advisor Stephen Hadley was not a pre-9/11 chart. Ina
June 27, 2005, floor statement and in a book published the same month,
Congressman Curt Weldon said that two weeks after 9/11 he met with Mr. Hadley
in the White House and presented him with a chart the Congressman had been
given in the aftermath of 9/11 by “friends from the Army’s Information
Dominance Center.” Congressman Weldon said the chart was developed in 1999
as part of the Able Danger initiative and that it showed Mohammed Atta and the
infamous “Brooklyn cell.”

A member of Congressman Weldon’s staff told Committee staff that the
chart was given to Congressman Weldon after 9/11 by a former analyst from the
Army’s Information Dominance Center. The former analyst confirmed to the
DOD Inspector General that Congressman Weldon’s staff told her that she was the
source of the chart in question, but she denied providing Congressman Weldon
with a pre-9/11 chart. Likewise, when interviewed by Committee staff, she said
that at the time of the Hadley meeting, she did not have any pre-9/11 Able Danger
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charts in her possession. She told Committee staff that she did take a chart to
Congressman Weldon’s office before his September 2001 White House meeting
that showed several of the 9/11 hijackers, including Mohammed Atta, but stated
that this chart was prepared by the defense contractor after 9/11, not before. She
refused to answer questions from Committee staff about whether Congressman
Weldon or his staff understood that the chart she brought was a post-9/11 chart.
She said that in addition to this post-9/11 chart, she observed Congressman
Weldon bringing several additional charts to the meeting with Mr. Hadley. She
said she did not see the contents of those additional charts nor did she see any
charts exchanged between the Congressman and Mr. Hadley.

National Security Council (NSC) staff told the Committee that Mr. Hadley
met with the Congressman on September 25, 2001, to discuss counterterrorism
coordination issues. According to the NSC staff, Mr. Hadley recalls receiving a
link analysis briefing and various charts during this time period, but does not
specifically recall receiving or seeing any charts in conjunction with the meeting
with the Congressman. Atno time did Mr. Hadley ever see a chart with pre-9/11
data bearing Atta’s picture or name as described by Congressman Weldon.
Finally, the NSC staff told the Committee that no White House personnel involved
in the meetings on September 25, 2001, recall seeing such a chart and White
House files contain no such chart.

Committee staff cannot determine whether a chart bearing Mohammed
Atta’s picture was ever presented to Mr. Hadley, but concluded that if such a chart
was presented it was a chart prepared after 9/11. Committee staff found no
credible evidence that a pre-9/11 Able Danger program chart with Mohammed
Atta’s picture or name existed. Furthermore, the analyst who went to the White
House with Congressman Weldon told Committee staff that the chart she provided
to the Congressman with Mohammed Atta’s name and picture had been prepared
after 9/11, not before.
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Claim 3: DOD Lawyers Prevented FBI Access to Able Danger Information

Committee staff found no evidence to support the allegation, stemming
primarily from the claims of an Army Lieutenant Colonel associated with Able
Danger, that Able Danger team members were prevented from pursuing contact
with the FBI to share terrorism related information found by the Able Danger
program. The Lieutenant Colonel claimed, publicly and during interviews with
the Committee staff, that he asked his deputy to arrange meetings between the FBI
and the Army Colonel who directed the Able Danger team. He claimed further
that these meetings were cancelled because of the concerns of DOD lawyers,
which he vaguely described as issues regarding the involvement of DOD with
domestic law enforcement.

Testimony from several witnesses, however, contradicts the Lieutenant
Colonel’s claims. The Lieutenant Colonel’s deputy denied ever setting up
meetings with the FBI related to the Able Danger program. The Colonel who
allegedly was to have attended the meetings said he had no knowledge of such
meetings being scheduled. The Lieutenant Colonel’s FBI contact said she
provided the Lieutenant Colonel with a phone number in another FBI office, but
never had any conversations with him about the Able Danger program or the
proposed meetings as the Lieutenant Colonel alleged.

A Navy Captain, who was part of the Able Danger team, provided
inconsistent testimony about his discussion with the Lieutenant Colonel pertaining
to the alleged FBI meetings. In his first interview with Committee staff, the
Captain testified that the Lieutenant Colonel told him only that he was trying to
arrange meetings, but in a second interview the Captain told Committee staff that
the Lieutenant Colonel notified him that he had arranged meetings with the FBI
and that the Colonel, who was to have attended, did not show up. Despite
describing himself as a “zealot” on the issue of sharing terrorism-related
information with the FBI, the Captain said he never asked the Colonel (who
directed the Able Danger team and for whom the Captain worked) why he did not
attend the meetings. The Captain denies telling the Lieutenant Colonel that DOD
lawyers prevented the Colonel from attending the meetings.
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Committee staff found no evidence to support the Lieutenant Colonel’s
claims. Furthermore, Committee staff found no evidence that the Able Danger
program produced any actionable intelligence or any information which would
have warranted sharing with the FBIL. '

Claim 4: The Advice of DOD Lawyers Improperly Restricted Able Danger and
Resulted in the Destruction of Program Data

Finally, Committee staff concluded, contrary to witness claims, that DOD
lawyers correctly interpreted intelligence oversight law and issued appropriate
legal guidance on the collection, retention, and destruction of information. DOD
legal staff prepared terms of reference which set guidelines for the use and
retention of U.S. person information and established an intelligence oversight
program for Able Danger team members. The terms of reference stated that
“while the mission is focused on the collection of foreign intelligence information,
it 1s possible that U.S. person information will be collected, either intentionally or
incidentally. ... Incidentally collected information will be destroyed unless it meets
the criteria for retention described in DoD 5240.1....” DoD 5240.1-R is a DOD
regulation that allows information about U.S. persons to be retained temporarily,
for a period not to exceed 90 days, solely for the purpose of determining whether
that information may be of pertinent value as defined by Executive Order 12333.
That definition refers to information collected concerning intelligence activities
directed against the United States, international terrorist and international
narcotics activities, and other hostile activities directed against the United States
by foreign powers, organizations, persons, and their agents. Able Danger data was
destroyed properly and in compliance with this guidance. Committee staff
concluded that these guidelines were not an impediment to the Able Danger
program mission.

The DOD Inspector General Investigation
On September 20, 2006, the DOD Inspector General released its report of

investigation into allegations that DOD officials mismanaged the Able Danger
program and brought reprisals against a key proponent, the Lieutenant Colonel
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mentioned above. The Inspector General conducted its investigation at the request
of several Members of Congress. The Inspector General examined four
allegations concerning the treatment of the Lieutenant Colonel by DOD officials,
which were not addressed by the Committee staff, and five allegations related to
the operation of the Able Danger program and its termination, substantially
covered by the Committee staff and discussed above. The Inspector General’s
investigation did not substantiate the nine allegations it examined regarding Able
Danger.

The Inspector General concluded that prior to September 11, 2001, Able
Danger team members did not identify Mohammed Atta or any other 9/11
hijacker. The Inspector General also found that testimony from witnesses who
claimed to have seen a chart which contained the picture and/or name of
Mohammed Atta varied significantly from each other, and in some instances,
testimony from witness re-interviews was inconsistent with the testimony those
witnesses had provided earlier. The Inspector General also found no evidence to
corroborate the claims of witnesses that Able Danger team members were
prohibited from sharing information with the FBI or that Able Danger data was
improperly destroyed.

Conclusion

In conclusion, both the Senate Select Committee on Intelligence staff
review and the DOD Inspector General review revealed no evidence to support the
underlying Able Danger allegations discussed above. We consider this matter
closed. If after reviewing this summary you have additional questions, the
Committee staff is available to brief you in detail on these findings.

Sincerel
at Roberts ()Jom D. kockefe‘er IV

Chairman Vice Chairman

Attachment






719N Yum pajeroossy sjjaQ jeuonesadQ [edldA] jo sjoysdeus
HIOMIBN epaeD-|V aylL






Senators Accuse Pentagon of Obstructing Inquiry on Sept. 11 Plot - New York Times
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Senators Accuse Pentagon of Obstructing Inquiry on Sept. 11 Plot
By DOUGLAS JEHL

WASHINGTON, Sept. 21 - Senators from both parties accused the Defense Department on Wednesday of
obstructing an investigation into whether a highly classified intelligence program known as Able Danger
did indeed identify Mohamed Atta and other future hijackers as potential threats well before the terrorist
attacks of Sept. 11, 2001.

The complaints came after the Pentagon blocked several witnesses from testifying before the Senate
Judiciary Committee at a public hearing on Wednesday. The only testimony provided by the Defense
Department came from a senior official who would say only that he did not know whether the claims
were true.

But members of the panel, led by Senator Arlen Specter, Republican of Pennsylvania, said they regarded
as credible assertions by current and former officers in the program. The officers have said they were
prevented by the Pentagon from sharing information about Mr. Atta and others with the Federal Bureau
of Investigation.

A Pentagon spokesman had said the decision to limit testimony was based on concerns about disclosing
classified information, but Senator Charles E. Grassley, Republican of lowa, said he believed the reason

was a concern "that they'll just have egg on their face."”

Senator Joseph R. Biden Jr., Democrat of Delaware, accused the Pentagon of "a cover-up™ and said, "I
don't get why people aren't coming forward and saying, 'Here's the deal, here's what happened.' "

The Pentagon has acknowledged that at least five members of Able Danger have said they recall a chart
produced in 2000 that identified Mr. Atta, who became the lead hijacker in the Sept. 11 plot, as a
potential terrorist, but they have said that others with knowledge of the project do not remember that.

"Did we have information that identified Mohamed Atta?" said William Dugan, an assistant to Secretary
of Defense Donald H. Rumsfeld for intelligence oversight, restating a question put to him. "l've heard the
testimony presented, but | don't know."

Among those who testified about Able Danger was Representative Curt Weldon, Republican of
Pennsylvania, who has mounted an aggressive campaign to call public attention to the program, which
used computers to sift through volumes of unclassified data in an effort to identify people with links to Al
Qaeda.

Another witness, Mark S. Zaid, a Washington lawyer, testified on behalf of two clients whom the
Pentagon barred from speaking at the hearing. The clients, Lt. Col. Anthony Shaffer, an Army Reserve
officer, and J. D. Smith, a former contractor on the project, were in the audience.
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Erik Kleinsmith, a former Army major who was involved in early stages of Able Danger, told the
committee that, by April 2000, the program had collected "an immense amount of data for analysis that
allowed us to map Al Qaeda as a worldwide threat with a surprisingly significant presence within the
United States." Mr. Kleinsmith said that his affiliation with the project ended about that time and that he

had no recollection of information that identified Mr. Atta.

But Mr. Kleinsmith told the committee that he had been "forced to destroy all the data, charts and other
analytical product” in compliance with Army regulations that prohibit keeping data related to American
citizens and others, including permanent residents who have legal protections, unless the data falls
under one of several restrictive categories.
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Able Danger and DIA had advanced knowledge of 9/11
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Able Danger and DIA had advanced knowledge of 9/11 Email this article
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Online Journal Contributing Writer

Sep 11, 2009, 00:21

(WMR) -- A source with close ties to the highest echelons of the Defense Intelligence Agency

(DIA) told WMR that personnel who worked for the DIA on the classified counter-terrorism data
mining operation known as Able Danger were aware of the planned attacks on the World Trade
Center, the Pentagon, and other major facilities in Washington, DC, on 9/11 but their
information was permitted, on purpose, to languish in the intelligence and law enforcement
bureaucracies without any proactive measures being taken.

Able Danger began during the Clinton administration but was sidelined by order to DIA from the
Bush White House, the FBI, and the CIA.

In fact, Able Danger personnel were able to pinpoint the planned time and date of the terrorist
attacks on New York and Washington and that some journalists working for ABC News

were aware of the information from DIA sources but failed to report on the story. In 2006, a
year after the Able Danger details first came to public light, ABC aired a docudrama called “Path
to 9/11,” which echoed the 9/11 Commission Report’s shallow findings and absolved the Bush
administration of any intelligence bungling in failing to prevent the attacks. President Obama’s
Middle East special envoy, George Mitchell, served as the chairman of ABC’s parent corporation,
Disney, at the time of the docudrama’s airing in September 2005.

On October 3, 2002, PBS’s “Frontline” series ran a program titled “The Man Whio Knew.” The
program concentrated on the FBI’s top counter-terrorism special agent, John O’Neill, who was
hamstrung in his investigation of “"Al Qaeda” and was eventually forced to retire from the FBI.
O’Neill was only a few days on the job as the head of security for the World Trade Center when
he told New York ABC News producer Chris Isham, “I'm head of security at the World Trade
Center.” Isham said in the PBS interview, “And | joked with him and said, ‘Well, that will be an
easy job. They're not going to bomb that place again.” And he said, ‘Well actually -- he
immediately came back and he said, ‘actually they’'ve always wanted to finish that job. I think
they’re going to try again.””

On the night before 9/11, O’Neill told some of his friends over drinks, “We're due for something
big.” The next morning, O’Neill died in the World Trade Center collapse.

ABC News reporter John Miller, who had an interview with Osama Bin Laden in May 1998 in
Afghanistan, was also close to O’Neill. Miller eventually became an assistant director of the FBI.
Miller covered the 9/11 role of the Israeli Urban Moving Systems “movers,” all of whom reported
to Mossad agent Dominic Suter, for ABC News 20/20 program. The “movers,” some of whom
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showed up in a joint CIA/FBI database of known Mossad agents, were allowed to return to Israel
after being arrested and jailed by the FBI for taking pictures of the World Trade Center from
Liberty State Park in Jersey City and from a parking garage tier in Union City, both in New
Jersey, before the first plane hit the North Tower. Suter was also permitted to flee abroad after
being interviewed by FBI agents and told to stick around for follow-on interviews. Miller’s
investigation for ABC News concluded the Israelis had nothing to do with the attacks, which was
cheerfully echoed by anchorwoman Barbara Walters.

WMR also learned from the DIA source that links between lead hijacker Mohammed Atta
and some of his hijacking team members, on one hand, and CIA and Israeli intelligence assets
and agents, on the other, were also discovered by the Able Danger operation in 2000.

Able Danger began to suffer pressure from the Clinton administration in 2000 and, according

to Army Major Eric Kleinsmith, LIWA's intelligence head, during May and June of 2000 some 2.5
terabytes of data, equivalent to all the holdings in the Library of Congress, collected on the “al
Qaeda” cell was ordered destroyed by the general counsel for the U.S. Army Intelligence and
Security Command. U.S. Army Lt. Col. Anthony Shaffer, the DIA’s liaison to the Able Danger
effort at the U.S. Army’s Land Information Warfare Activity (LIWA) at Fort Belvoir, Virginia, was
later retaliated against when he publicly stated that Able Danger was completely terminated by
the Bush administration some four months before the 9/11 attacks.

Another highly classified DIA program that was monitoring “Al Qaeda” operatives and was shut
down in the months prior to 9/11 was code-named Dorhawk Galley. Dorhawk Galley may have
involved surveillance of U.S. and Israeli intelligence operatives who were coordinating their
efforts with the lead hijackers and their cells in the United States and abroad.

Shaffer’s job, as the head of the DIA’s Stratus Ivy program, was to provide Able Danger with top
secret, code word intelligence derived from DIA’s Integrated Database (IDB) on intelligence
from foreign military organizations around the world and the National Security Agency’s signals
intelligence (SIGINT) and geo-spatial databases, including Anchory, Oilstock, and Texta.

In an August 12, 2005 press statement, then-Representative Curt Weldon (R-PA) wrote, “Able
Danger was about linkages and associations of individuals identified with direct links to Al-Qaeda
and not about dates and times. To clarify, Able Danger was a Department of Defense planning
effort, tasked to Special Operations Command (SOCOM) by the Chairman of the Joint Chiefs of
Staff (JCS). The task assigned to Able Danger was to identify and target Al-Qaeda on a global
basis and, through the use of cutting edge technology (data-mining, massive parallel

processing, neural networking and human factors analysis) and enhanced visualization and
display tools, present options for leaders (national command authority) to manipulate, degrade
or destroy the global Al-Qaeda infrastructure.

“"The 9/11 Commission has released multiple statements over the past week, each of which has
significantly changed -- from initially denying ever being briefed to acknowledging being briefed
on both operation Able Danger and Mohammed Atta. The information was omitted primarily
because they found it to be suspect despite having been briefed on it two times by two different
military officers on active duty. Additionally, the 9/11 Commission also received documents from
the Department of Defense on Able Danger. Despite their varied statements, two critical
questions remain unanswered.
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“1) Why did the Department of Defense fail to pass critical information obtained through Able
Danger to the FBI between the summer and fall of 2000?

“2) Why did the 9/11 Commission staff fail to properly follow-up on the three separate occasions
when they received information on Able Danger and Mohammed Atta?

"1 will continue to push for a full accounting of the historical record so that we may preclude
these types of failures from happening again.”

A relatively obscure news report by Emrah Ulker from New York in the Bulgarian Turkish
newspaper Sofia Zaman on August 22, 2005, stated that “Lt. Col. Anthony Shaffer, military
intelligence officer from the ‘Able Danger’ unit, claimed that in mid 2000 his unit had uncovered
information about Mohammad Atta and three other terrorists who took part in the 9/11 attacks
in the United States. Shaffer reportedly said that the unit he worked for wanted to share the
information with the FBI but all three scheduled meetings with FBI agents were cancelled by
Pentagon lawyers. According to the report, Shaffer believed ‘the military lawyers cancelled the
meetings because they were concerned the Pentagon might face allegations of collecting data by
illegal means.” Shaffer also reportedly said that he disclosed this information to the 9/11
Commission ‘but it was not taken seriously enough.””

In August 2005, the Pentagon, in an official statement, said that Able Danger had no
information identifying Mohammed Atta or any other of the accused hijackers as “Al Qaeda” cell
members prior to the 9/11 attacks. The DIA then moved to deny Shaffer access to classified
information and deny him his security clearance.

On February 16, 2006, at a joint hearing of the House Armed Service subcommittees on
Strategic Forces and Terrorism, Unconventional Threats, and Capabilities, Weldon stated, “We
just heard the witnesses state that they destroyed 99 percent of the data, yet we now
understand there are libraries of data against which runs were just held as recently as six
months ago. The data runs that I'm talking about which were done by a professional employee
were done within the last two months and they were done on data that was collected prior to
9/11 but after the attack on the Cole. And in that data set, the name Atta, prior to 9/11, came
up over 800 times. The name Mohamed Atta with an O came up five times. The name Muhamed
Atta with a U came up three times. The name Mohamed Atif (ph) came up five times.” Weldon
added that Able Danger had identified five “Al Qaeda” “hot spots” -- Malaysia, Mauritania,
Hamburg, Germany, New York [including Brooklyn] and Aden, Yemen -- prior to 9/11.

At the same hearing, Reprsentative Cynthia McKinney asked Stephen Cambone, the
Undersecretary of Defense for Intelligence, “does Able Danger have anything to do with Larry
Franklin or the passing of classified information to foreign nationals?” Cambone, answering the
question about Franklin, who was convicted of passing classified information to two American
Israel Public Affairs Committee (AIPAC) employees and the chief Mossad agent at the Israeli
embassy in Washington, responded with a contradictory answer, “l1 dont know. | don’t know. It
doesn’t have anything to do with Mr. Franklin’s case.”

Although the Pentagon downplayed the effectiveness of Able Danger, Weldon told UPI in 2000
that the program was effective enough to discover a businessman in Vienna who had close
business links to Serbian President Slobodan Milosevic during the Kosovo war.
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The DIA source, who was present in the Pentagon on the morning of 9/11, said that senior
officials in the Donald Rumsfeld Pentagon were well aware of the planned attack on the building
but made no effort to evacuate it beforehand.

After 9/11, the Bush administration moved to conduct exactly the type of deep data mining
operations conducted by Able Danger prior to the attacks. The controversial program, known as
the Terrorist Surveillance Program by the Justice Department and Stellar Wind by the National
Security Agency (NSA), conducted wireless surveillance of phone calls, faxes, and e-mails of
millions of Americans, without the issue of privacy ever raised by senior White House officials as
they had apparently done with Able Danger prior to 9/11.

There were also reports that after scuttling Able Danger in the months prior to 9/11, the
Pentagon moved to restore the same program under the code name Able Providence under
Director of National Intelligence John Negroponte.

Previously published in the Wayne Madsen Report.

Copyright © 2009 WayneMadenReport.com

http://onlinejournal.com/artman/publish/article_5116.shtml (4 of 4) [5/3/2010 12:25:36 AM]



http://www.waynemadsenreport.com/

http://www.waynemadsenreport.com/



		onlinejournal.com

		Able Danger and DIA had advanced knowledge of 9/11






http://archive.newsmax.com/archives/articles/2006/12/11/124905.shtml

Curt Weldon: CIA, FBI 'Out of Control'

Kenneth R. Timmerman
Monday, Dec. 11, 2006

WASHINGTON -- Defeated Pennsylvania Republican Curt Weldon believes that the CIA and
the FBI are "out of control," and that the next Congress must do better oversight to prevent them
from continued interference in domestic U.S. politics.

The charge by the outgoing Republican congressman and deputy chairman of the House Armed
Services Committee, one of the top targets of the Democratic National Committee in November's
congressional election, was not idle speculation.

"Just yesterday, FBI Director Mueller took the unusual step of publicly acknowledging that the
FBI had launched a criminal inquiry into the activities of two of its agents for misconduct in a

federal investigation,” Weldon said. "Even more unusual, Mueller said that the improper leaks

involved Congressman Weldon."

Weldon spoke to NewsMax on Friday just outside the House chamber in the Capitol building on
his last day as a United States congressman. He planned to stay for votes scheduled to continue
until 11 p.m.

Six weeks before last November's election, Weldon continued to dominate his Democratic
opponent in the polls. Then, out of nowhere, "anonymous law enforcement sources™ leaked to
the press that the FBI was conducting a federal probe into the Pennsylvania Republican for
alleged influence peddling.

Weldon has been in Congress since 1986, and was re-elected in 2004 with 59 percent of the vote.
After a televised FBI raid on his daughter's townhouse on Oct. 16, Weldon dropped like a rock in
the polls.

"l was exceptionally disappointed, and that is being charitable in terms of my response,” Mueller
told the Senate Judiciary Committee on Thursday, referring to the leaks in the "Weldon matter."

"It is unfair in advance of an election; but, as importantly to us, it adversely affected the
investigation,” Mueller said.

Judiciary Committee Chairman Sen. Arlen Specter, R-Pa., blasted Mueller and said he found the
FBI behavior to be "highly prejudicial.”



http://archive.newsmax.com/archives/articles/2006/12/11/124905.shtml



Weldon's opponent, retired Rear Adm. Joseph A. Sestak, won top drawer support from the
national Democratic Party, including an endorsement and campaign appearance by Bill Clinton
on Oct. 5.

The list of his campaign contributors reads like a "Who's Who" of the Clinton administration.
Contributors included former Secretary of State Madeleine Albright, former National Security
adviser Sandy Berger, former White House political director John Podesta, and a host of Clinton
White House aides including national security experts Rand Beers and Bob Bell, and terrorism
analyst Daniel Benjamin.

Also significant, Weldon believes, was a contribution from Mary McCarthy, a senior CIA
official forced to resign just 10 days from retirement in April on allegations she had leaked
highly-classified information to The Washington Post that helped expose the existence of CIA
secret prisons for terrorists.

"The CIA is out of control,” Weldon said. "They are not leaking for the good of the country, or
out of national security concerns, but purely to satisfy a personal agenda."

Weldon believes he became a top target of the national Democratic Party because of his
investigations into Clinton-era national security scandals, including the sell-off of military
technology to communist China. He further cooled his relationship with the Democratic Party
after asserting that before 9/11, the Able Danger intelligence program identified Mohamed Atta
and other 9/11 hijackers as possible members in al-Qaida.

Weldon also charged the former CIA station chief in Paris, Bill Murray, of attempting to smear
the incoming chairman of the House Permanent Select Intelligence Committee, Silvestre Reyes,
by alleging that Reyes attended a meeting in Paris with Iran-contra figure, Manoucher
Ghorbanifar.

Those allegations appeared in a left-wing Internet publication on Nov. 17 that was clearly aimed
at thwarting Reyes's candidacy to take over the sensitive intelligence oversight position. "What
does this say about Reyes' judgment, meeting with a guy like this?" left-wing journalist Laura
Rozen wrote.

Impeached former federal judge Rep. Alcee Hastings, D-Fla., was in line to become chairman of
the intelligence committee, but was facing stiff opposition from security-minded Democrats as
well as Republicans, who argued he was unfit for the job. Reyes was seen as a compromise
candidate for the job.

"Bill Murray's aim was to impugn the reputation of the incoming chairman of the House
intelligence committee,” Weldon said. "This is outrageous. And it is a blatant lie, because Reyes
never met with Ghorbanifar in Paris."”

Weldon also accused Murray of having leaked to the press the name of a confidential source in
Paris who had provided Weldon with intelligence information on Iran.





"l questioned the CIA about this," Weldon told NewsMax. "They sent me a memo with the name
of my source blacked out. | asked them why. They said, because it was classified. That didn't
stop Murray from releasing his name."

"This is what the whole Valerie Plame case was about," he added. Murray was embarrassed
because he had mishandled the informant, so was seeking to discredit him through the press,
Weldon believed.

Despite protests to CIA and FBI over Murray's leaks, neither agency launched a criminal
investigation. "Murray got away with it," Weldon said. "This demonstrates everything that is
wrong with our intelligence community."

Weldon said he was not bitter about his defeat, but was encouraging Congress to do stricter
oversight of an intelligence community he believed was "out of control.”

Kenneth R. Timmerman is president of the Middle East Data Project, author of "Countdown to
Crisis: The Coming Nuclear Showdown with Iran,” and a contributing editor to NewsMax.com.
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ABLE DANGER FAILURE -- (House of Representatives - October 19, 2005)
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The SPEAKER pro tempore (Mr. Reichert). Under the Speaker's announced policy
of January 4, 2005, the gentleman from Pennsylvania (Mr. Weldon) is recognized
for 60 minutes.

Mr. WELDON of Pennsylvania. Mr. Speaker, | rise tonight to talk to our
colleagues and through our colleagues to the American people about an issue that
troubles me greatly.

I have been in this institution 19 years, and during those 19 years | have been
on the Committee on Armed Services. Currently, | am the vice chairman of that
committee and chairman of the subcommittee that oversees the purchase of our
weapons systems. In the past | have chaired the research subcommittee. | have
chaired the readiness subcommittee, and | have spent every available hour of my
time working to make sure that our military troops were properly protected and
have the proper equipment and training.

I am a strong supporter of our military. Whether it was in the last 2 years of the
Reagan administration, the four years of the Bush administration, the 8 years of
the Clinton administration, or the current administration of President George W.
Bush, | have been a strong supporter of our military. | am a strong supporter of
President Bush. | campaigned for him. I am a strong supporter of Secretary
Rumsfeld. | say all of that, Mr. Speaker, because tonight | rise to express my
absolute outrage and disgust with what is happening in our defense intelligence
agencies.

Mr. Speaker, back in 1999 when | was Chair of the defense research
subcommittee, the Army was doing cutting-edge work on a new type of
technology to allow us to understand and predict emerging transnational terrorist
threats. That technology was being done at several locations, but was being led by
our Special Forces Command. The work that they were doing was unprecedented.
And because of what | saw there, | supported the development of a national
capability of a collaborative center that the CIA would just not accept.

In fact, in November 4 of 1999, 2 years before 9/11, in a meeting in my office
with the Deputy Secretary of Defense, Deputy Director of the CIA, Deputy Director
of the FBI, we presented a nine-page proposal to create a national collaborative
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center. When we finished the brief, the CIA said we did not need that capability,
and so before 9/11 we did not have it.

When President Bush came in after a year of research, he announced the
formation of the Terrorism Threat Integration Center, exactly what | had proposed
in 1999. Today it is known as the NCTC, the National Coun ter ter ror ism Center.
But, Mr. Speaker, what troubles me is not the fact that we did not take those
steps.

What troubles me is that I now have learned in the last 4 months that one of the
tasks that was being done in 1999 and 2000 was a top-secret program organized
at the request of the Chairman of the Joint Chiefs of Staff, carried out by the
general in charge of our Special Forces Command, a very elite unit focusing on
information regarding al Qaeda. It was a military language effort to allow us to
identify the key cells of al Qaeda around the world and to give the military the
capability to plan actions against those cells so they could not attack us as they
did in 1993 at the Trade Center, at the Khobar Towers, the U.S.S. Cole attack, and
the African embassy bombings.

What | did not know, Mr. Speaker, up until June of this year, was that that
secret program called Able Danger actually identified the Brooklyn cell of al Qaeda
in January and February of 2000, over 1 year before 9/11 every happened. In
addition, | learned that not only did we identify the Brooklyn cell of al Qaeda, but
we identified Mohamed Atta as one of the members of that Brooklyn cell along
with three other terrorists who were the leadership of the 9/11 attack.

| have also learned, Mr. Speaker, that in September of 2000, again, over 1 year
before 9/11, that Able Danger team attempted on three separate occasions to
provide information to the FBI about the Brooklyn cell of al Qaeda, and on three
separate occasions they were denied by lawyers in the previous administration to
transfer that information.

Mr. Speaker, this past Sunday on ~ ~Meet the Press," Louis Freeh, FBI Director
at the time, was interviewed by Tim Russert. The first question to Louis Freeh was
in regard to the FBI's ability to ferret out the terrorists. Louis Freeh's response,
which can be obtained by anyone in this country as a part of the official record,
was, Well, Tim, we are now finding out that a top-secret program of the military
called Able Danger actually identified the Brooklyn cell of al Qaeda and Mohammed
Atta over a year before 9/11.

And what Louis Freeh said, Mr. Speaker, is that that kind of actionable data
could have allowed us to prevent the hijackings that occurred on September 11.
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So now we know, Mr. Speaker, that military intelligence officers working in a
program authorized by the Chairman of the Joint Chiefs of Staff, the general in
charge of Special Forces Command, identified Mohammed Atta and three terrorists
a year before 9/11, tried to transfer that information to the FBI were denied; and
the FBI Director has now said publicly if he would have had that information, the
FBI could have used it to perhaps prevent the hijackings that struck the World
Trade Center, the Pentagon, and the plane that landed in Pennsylvania and
perhaps saved 3,000 lives and changed the course of world history.

Mr. Speaker, | rise tonight because we have been trying to get the story out
about Able Danger and what really happened. Unfortunately, Mr. Speaker, | have
to rise tonight to tell you that as bad as this story is, and as bad as it is that the
data was not transferred to the FBI, and as bad as it is that the 9/11 Commission
totally ignored this entire story and referred to it as historically insignificant even
though it was authorized by the Chairman of the Joint Chiefs of Staff, even though
Louis Freeh has now said it could have provided information to prevent the attack
against us, the 9/11 Commission ignored it. Not because the commissioners
ignored it, but because someone at the staff level on the

9/11 Commission staff decided for whatever reason that they did not want to
pursue the Abel Danger story.

Mr. Speaker, in August and September I met with the military officials involved
with Abel Danger and one by one they told their story, until, Mr. Speaker, leaders
in the Defense Intelligence Agency, including the deputy director, decided they do
not want the story told. | think because they perhaps are fearful of being
embarrassed and humiliated.

So what direction had they taken, Mr. Speaker?

They have gagged the military officers. They have prevented them from talking
to any Member of Congress. They have prevented them from talking to the media.
And the Defense Intelligence Agency has began a process to destroy the career
and the life of Lieutenant Colonel Anthony Shaffer.

Now, it might be easy for us to ignore this, Mr. Speaker. We all have busy
careers and worry about reelections every 2 years and worry about our own
families and our jobs. But | cannot do that in this case and neither can this body,
and neither can the other body. You see, Lieutenant Colonel Shaffer took an oath
to defend our Constitution. He took the words ~ “duty, honor, country" seriously
and devoted 23 years of his life in four deployed intelligence operations of our
military to protect America.
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During the time he served our country, he has received the Bronze Star, an
award that does not come easily, for showing acts of courage, leadership, and
bravery in the course of his activities.

[ Ti me: 20: 30]

He has received public commendations from previous directors of the Defense
Intelligence Agency, including General Patrick Hughes, including generals at
Special Forces Command, and including Admiral Wilson of the Defense Intelligence
Agency. He has received dozens of letters and commendations for his work. The
laudatory comments | reviewed in his files are unbelievable.

But, you see, Mr. Speaker, there is a problem. The Deputy Director of the
Defense Intelligence Agency was in a meeting with Lieutenant Colonel Shaffer
almost a year before 9/11, and Lieutenant Colonel Shaffer showed him a disk in
his office with information about al Qaeda and Mohammed Atta, and the Deputy
Director of the Defense Intelligence Agency stopped the briefing and said, you
cannot show me that. | do not want to see it. It might contain information |
cannot look at.

Now, Tony Shaffer was not in the room alone, Mr. Speaker. There were other
people, and we know their names. So we have witnesses. Now, the Deputy
Director has denied that meeting and denied he was there and denied this
particular story, but the fact is he knows that we are going to pursue it.

So what has happened to Lieutenant Colonel Shaffer, Mr. Speaker? The Defense
Intelligence Agency has lifted his security clearance. One day before he was to
testify before the Senate Committee on the Judiciary, in uniform, they
permanently removed his security clearance. And now our Defense Intelligence
Agency has told Colonel Shaffer's lawyer that they plan to seek a permanent
removal of his pay and his health care benefits for him and his two children. Why,
Mr. Speaker? Because Lieutenant Colonel Shaffer, like Commander Scott Philpot of
the Navy, like J. D. Smith, and like a host of other Able Danger employees, has
told the truth.

Now, Mr. Speaker, | sat here in the 1990s and | sat here during the 9/11
investigation and watched a ridiculous situation develop with Sandy Berger, the
National Security Adviser under President Clinton. He walked into the National
Archives before he was to testify before the 9/11 Commission looking through
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documents. He took documents out of the archives and stuffed them in his socks
and pants so that no one would see them as he left the National Archives. Now,
that is a felony, tampering with Federal documents and removing classified
information regarding our security and information that the 9/11 commission
needed to see.

Sandy Berger initially lied about it. He said he did not do it. Then he admitted it,
and he was given a punishment. And, oh, by the way, his security clearance was
temporarily lifted, but he will get it back again, for lying, for stealing, and for
committing an act of outrage against our country’s security. Lieutenant Colonel
Shaffer, a Bronze Star 23-year military veteran, simply told the truth and now his
life is being ruined.

His career is ended. He is no longer in military intelligence. They have taken his
security clearance, and they are about to destroy him as a person. They are about
to deny him the basic health care and the salary that he has earned, and they are
doing it in this way. This is outrageous. It is evil. They do not want to fire Tony
because they also do not want him to talk to the media. So by suspending him
and removing his pay and his health care, they hurt him bad, but he cannot talk
because he is under suspension and his lawyer has advised him that to talk to the
media, to talk to Members of Congress, even when he is not being paid, would
cause him further problems and totally prevent him from ever having this gross
problem reversed. Mr. Speaker, this is outrageous. Mr. Speaker, this is not
America.

Over my 19 years in Congress, | have led 40 delegations to the former Soviet
Union. | have sat in the face of the Soviet Communists and confronted them on
full transparency. | sat at the table with President Lukashenko of Belarus, who has
been called by our Secretary of State the last dictator in Europe. | took both
delegations to North Korea, Mr. Speaker, and sat across the table from Kim Gye
Gwan and | told him we abhor the way they treat their people, the way they lie
about what is happening, and the way they distort information.

Mr. Speaker, | took three delegations to Libya to meet with Qadhafi, and | told
him that we are absolutely outraged at what Libya did in helping complete the
Lockerbie bombing and the bombing of the Berlin nightclub.

You know, Mr. Speaker, | never thought | would have to take the floor of this
Chamber and make the same statements about the Defense Intelligence Agency.
As a supporter of the President, as a supporter of the military, Mr. Speaker, if we
allow this to go forward, then we send the signal to every man and woman
wearing a uniform that if you tell the truth, you will be destroyed if a career
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bureaucrat above you does not like what you are saying. If you tell the truth, we
will take your health care benefits away from your kids. If you tell

the truth, we will ruin you.

Mr. Speaker, this is not America. Mr. Speaker, this is not what I have been told
by Secretary Rumsfeld that we are doing with our troops in protecting them, in
giving them the best equipment and the best training. This is not what | spend
hours in committee hearings on. This sends the wrong signal to America's troops.
It tells them, do not be honest. Do not respect the fact that you have to be
truthful. If there is somebody that the truth offends, then you better be silent.

Mr. Speaker, | have today asked for an independent investigation of the Defense
Intelligence Agency and their efforts at destroying Tony Shaffer's life. This is
outrageous, Mr. Speaker. They trumped up charges against him. They said while
he was overseas in Afghanistan, forward deployed, that he forwarded cell phone
calls from his official phone to his personal phone; and when they checked that
out, it ran up a cost to the taxpayers of about $60. The second verbal charge they
gave him was that he went to a course at the Army War College and he got
reimbursed for his travel, his mileage and tolls, 100-some dollars. And they said
he received a commendation for which he was not entitled, even though it was
sighned by his commanding officer and the acting Secretary of the Army.

But they went beyond that, Mr. Speaker. They went beyond that with this man.
They said he had $2,000 of debt, personal debt. Well, | would like to have every
Pentagon employee tomorrow, | would like to have the senior leadership show us
what debt they have in the Defense Intelligence Agency so we can make that
public.

They even went to this length, Mr. Speaker: the Defense Intelligence Agency
wrote in an official document that Lieutenant Colonel Shaffer stole public property.
A serious charge. Well, when you check what that public property was, it was an
assortment of pens, government pens. But what they did not say in the Defense
Intelligence report was that he took those pens when he was 15 years of age and
was with his father when he was on assignment at one of our embassy outposts.
He took the pens to give to other students at the school when he was 15 years of
age. And by the way, Mr. Speaker, it was Tony Shaffer himself who admitted to
that thievery when he applied for his security clearance. So the Defense
Intelligence Agency knew that during his entire career of 23 years, but they put
that in the document against him.

This is a scandal, Mr. Speaker. It is an outrage. It is a travesty. Everyone that
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worked with Tony Shaffer, the Navy officers, the private citizens have all said the
same thing. This is a scandal to get Tony Shaffer because he has told the truth.

Now, this Defense Intelligence Agency and this Deputy Director had the audacity
to have their legal counsel send Tony Shaffer's lawyer a letter on September 23. |
cannot put that letter in the RECORD because it is privileged information, but it
will eventually come out. But in that letter, in the second to last paragraph, the
legal counsel for the Defense Intelligence Agency says to Mr. Shaffer's lawyer, he
cannot receive any more classified information from the Defense Intelligence
Agency because | checked and his security clearances have all been removed.
Therefore, he is not allowed to look at anything that is secret or confidential.

Now, that is a letter sent by the general counsel of the DIA on September 23 of
this year. Two weeks later, Mr. Speaker, to show the stupidity of the Defense
Intelligence Agency, they send seven packages to Mr. Shaffer's lawyer

[ Page: HB981]

of his personal belongings, which the Deputy Director of the DIA told my staff 3
months ago did not exist any more. And in those seven boxes, Mr. Speaker, were
five classified memos. The Defense Intelligence Agency sent five classified memos
to Lieutenant Colonel Shaffer, which they told him on September 23 he was not
allowed to have access to.

Mr. Speaker, that is a felony; and | have asked the Inspector General and the
legal officials to investigate and prosecute the Defense Intelligence officials who
sent five classified documents through the mail or by hand delivery to Tony
Shaffer.

In addition, Mr. Speaker, the Defense Intelligence Agency, in its absolute total
stupidity, included in those boxes $500 worth of Federal property, including a
multi-hundred dollar GPS system owned by the Federal Government, which they
sent to Tony Shaffer, | guess to keep. They also sent, Mr. Speaker, 25 pens,
brand new, and marked on them is ~ “Property of the U.S. Government."” The
Defense Intelligence Agency, in its absolute utter stupidity, sent Tony Shaffer
Federal property which they accused him of taking when he was 15 years of age.

Mr. Speaker, there is something desperately wrong here. There is a bureaucracy
in the Defense Intelligence Agency that is out of control. They want to destroy the
reputation of a 23-year military officer, Bronze Star recipient, hero of our country,
with two kids because people in defense intelligence are embarrassed at what is
going to come out.
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And what is going to come out, Mr. Speaker? Well, we are going to find out, Mr.
Speaker, that that unit, Able Danger, not only identified Mohammed Atta before
9/11, not only did they try to pass that information to the FBI, not only was that
large data destroyed in the summer of 2000, but now, Mr. Speaker, | can add a
new dimension to this whole story. Yesterday, Mr. Speaker, I met with another
Able Danger official. | was not aware of this official's knowledge because he does
not live within the Beltway.

This official, Mr. Speaker, has impeccable credentials. | cannot reveal his name
today. I will to any Member of this body, any of our colleagues that want to come
to me, | will tell you privately who this official is, and you will agree with me when
I tell you his name that he has impeccable credentials. This official yesterday, Mr.
Speaker, in a meeting in my office, told me that he has never been talked to by
the Pentagon. He has never been talked to by the Defense Intelligence Agency in
their supposed investigation. He has never been talked to by the 9/11 Commission
staff in their investigation; yet this official had a leadership position in Able
Danger.

This official told me that there is a separate cache of information collected from
over 20 Federal agencies in 1999 and 2000 on Able Danger that still may exist.
Now, the Pentagon has told us all this material was destroyed, and now | have a
senior official telling me there is a second pot of information that may well still
exist.

Furthermore, at the hearing over in the Senate Committee on the Judiciary,
when Senator Specter asked why this data was destroyed, the witness who
destroyed the data said, well, | was told that we could not keep this data for more
than 90 days because it might involve information that contains U.S. persons, so
we had to destroy it.

[ Ti me: 20: 45]

Well, |1 found out that is not the story. The reason the data was destroyed was
because Special Forces Command asked the Army for that data and within a
matter of days, that data was destroyed so the Army would not pass it to Special
Forces Command. Yet there still is, was and | hope still is a massive pot of data.

But furthermore, that official that | talked to yesterday will also say that there
was no 90-day requirement, as was testified before the Senate Committee on the
Judiciary. He said on a regular basis they kept information from Able Danger data
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mining for months and months and months. In fact, he will say he had a
discussion with a lawyer in DOD named Schiffren who told him do not worry about
it, just fill out a document, sign your name that you need it, put it in the box, and
you can keep it as long as you want.

Mr. Speaker, that is entirely contradictory to what the Defense Intelligence
Agency has been telling us, to what DOD has been telling us. Now we have
someone who is willing to come forward and say that 90-day period is not real,
they kept Able Danger information for months and months and months.

Mr. Speaker, there is something desperately wrong here. A sitting President of
the United States resigned his position because he tried to cover up a third-rate
burglary when some low-level operatives from the Republican committee to
reelect him broke into the Democrat headquarters in Washington, D.C. No one
was killed. No money was stolen. No State secrets were stolen. It was a third-rate
burglary, but it caused the resignation of President Richard Nixon.

Mr. Speaker, we are talking about the deaths of 3,000 Americans.

Mr. Speaker, we are talking about 2.5 terabytes of data about al Qaeda. That is
equal to one-fourth of all of the printed material in the Library of Congress.

Mr. Speaker, we are talking about Mohammed Atta and three of the terrorists
that attacked us on 9/11.

Mr. Speaker, we are talking about military intelligence officers, including an
Annapolis graduate who will command one of our destroyers in January of 2006
who risked his entire career to state on the record | will swear until | die that |
saw Mohammed Atta's face every day starting in January of 2000, a year and a
half before 9/11.

Mr. Speaker, this is not somebody off the street, this is a graduate of Annapolis,
a 23-year Naval officer who will command one of our destroyers in January who is
agreeing with Lieutenant Shaffer. We have three other people who have testified
under oath that they saw the same photograph, and the person | met yesterday
will testify that he had the name of a Mohammed Atta before 9/11 but not the
face.

Mr. Speaker, this is not some third-rate burglary coverup. This is not some
Watergate incident. This is an attempt to prevent the American people from
knowing the facts about how we could have prevented 9/11 and people are
covering it up today. They are ruining the career of a military officer to do it and
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we cannot let it stand. | do not care whether you are Democrat or Republican, you
cannot let a lieutenant colonel's career be ruined because of some bureaucrat in
the Defense Intelligence Agency. If we let that happen, then no one who wears
the uniform will ever feel protected because we will have let them down. Anyone
who wears the uniform of this country who is serving today expects us to back
him or her up and that is not happening. We are seeing lying, distortion.

Mr. Speaker, do you know, Wolf Blitzer on CNN told my staff that a Department
of Defense employee told him that Lieutenant Colonel Shaffer was having an affair
with one of my employees. How low can we go, Mr. Speaker? How low can we go
to allow this Defense Department to try to ruin the reputation and the personal life
of a lieutenant colonel with a Bronze Star? To Wolf Blitzer, Mr. Speaker.

We need to know the name of that defense official who told Wolf Blitzer who told
my staff, and he is not the only one. | have other media people who will come
forward in this grand effort to destroy the reputation of a uniformed military
officer, to create scandalous accusations. He does not even know my staff, to
accuse him of stealing pens when he was 15, to take away his health care benefits
for his two kids because he is telling the truth.

What do we stand for if not the truth? Is it more important that we be politically
correct? Is it more important that | not rock the boat because my party is in the
White House, because | campaigned for Bush, and support Don Rumsfeld. Is that
more important? If that is more important, | do not want to be here. | will leave. |
will leave my post, but | will not do it until we get justice for this man and for
these people who the 9/711 Commission called historically insignificant.

Mr. Speaker, there is something wrong inside the Beltway.

Mr. Speaker, there is something desperately wrong when a military officer risks
his life in Afghanistan time and again, embedded with our troops under
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an assumed name with a false beard and a false identity, forward deployed with
our troops, gets castigated, gets ridiculed, gets some low life scum at the
Pentagon spreading malicious lies about this individual, and then say to his
lawyer, we are going to take away his health care benefits, we are going to take
away his salary.

Mr. Speaker, if we allow this to stand as Democrats and Republicans, then none
of us deserve to be here. When we all go overseas and meet the troops, we tell
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them how proud we are of them. We provide funding for them. We give them
training and take care of their families. What we are allowing to happen right now
iIs the Defense Intelligence Agency to ruin the career and the life of a man who
spent 23 years protecting his Nation. If Lieutenant Colonel Shaffer was telling this
story alone in a vacuum, that would be one thing. But he has been corroborated
over and over again. | have met with at least 10 people who fully corroborate
what Tony Shaffer says. Those meetings with the FBI, the FBI employee still
works there and she told the Senate Committee on the Judiciary, | set those
meetings up with the FBI to transfer information about al Qaeda and Able Danger.
So she is still there and she testified.

What we have here, | am convinced of this now, is an aggressive attempt by
CIA management to cover up their own shortcomings in not being able to do what
the Able Danger team did: They identified Mohammed Atta and the al Qaeda cell
of Brooklyn 1 year before B9/11. But even before that, as the story unfolds, you
are going to hear the story that they also identified the threat to the USS Cole 2
weeks before the attack, and 2 days before the attack were screaming not to let
the USS Cole come into the harbor at Yemen because they knew something was
about to happen.

Mr. Speaker, bad news never comes easy; but in a democracy, the bad news
has to come out so we can make sure it does not happen again.

Mr. Speaker, this whole thing started, not to embarrass anyone, this whole thing
started because none of us knew that Mohammed Atta was identified before 9/11.
It started because this Congress, this body in particular, tried to establish what is
now in place back in 1999, a national collaborative center, but the CIA said we did
not need it. The American people deserve to

have the answers here. They deserve to know why 3,000 people died. They
deserve to know what we could have done and should have done to better prepare
ourselves and to work to prepare for the next incident. The American people need
to know where those multiple terabytes of data is. Is it still being used? We know
in January of 2001, General Shelton was given a 3-hour briefing on Able Danger.
So even if they destroyed the data back in the summer of 2000, in January of
2001 there was enough material to give General Shelton, Commander of the Joint
Chiefs, a 3-hour briefing.

Mr. Speaker, there is something here. | am not a conspiracy theorist, but there
iIs something desperately wrong, Mr. Speaker. There is something outrageous at
work here. This is not a third-rate burglary of a political campaign headquarters.
This involved what is right now the covering up of information that led to the
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deaths of 3,000 people, changed the course of history, led to the invasion of Iraq
and Afghanistan, and has disrupted our country, our economy and people's lives.

Mr. Speaker, we could ignore this. | cannot. If it means | have to resign from
this body, I will resign. I will not allow, after 19 years in this body and as a vice
chairman of the Committee on Armed Services, bureaucrats in the Defense
Intelligence Agency to concoct stories, to talk about the theft of pens when this
lieutenant colonel was 15 years old, to talk about this man’'s personal debt of
$2,000. | would hate to check the indebtedness of Members of Congress. | know
mine is more than $2,000.

Mr. Speaker, this is not America. | had a group of college students down from
Drexel University. There were about 20 of them, including representative students
from eight other nations. We talked about this. Of course we have talked about all
of the problem countries in the world. We talk about our values as a Nation, the
need for a democracy to have people involved, to have transparency, to have
people who respect the rule of law and the Constitution.

How do | tell them that is what is working here, Mr. Speaker, when the
Pentagon says that these people who simply want to tell the truth are not
allowed? They are saying it is for classified purposes, yet the DOD lawyer on the
Senate side there is nothing classified about any of the information. It is not about
classified programs. | would be the last to want to see anything classified
revealed. | have seen many, many instances where | have been given sensitive
information that only a few people in the Congress and the country had. | would
never reveal it. It is not about that. This is not about the DIA, this is not about the
CIA, this is about CYA. It is about CYA by bureaucrats in the Defense Intelligence
Agency and possibly some political operatives that do not want the facts to come
out about Able Danger and the information that the Able Danger team put
together. And in the process, they are going to destroy a man, a man who has
been recognized by his country, who has a family, and who simply wants to do the
right thing.

Mr. Speaker, | hated to take the floor tonight, but I did not know what else to
do. We have committees of Congress working on this. | want to thank the
gentleman from Virginia (Mr. Wolf), chairman of the FBI Appropriation Committee
on Oversight. He is as outraged as | am. | want to thank the gentleman from
Wisconsin (Mr. Sensenbrenner), who is looking at this, and the gentleman from
California (Chairman Hunter). The Committee on Armed Services has a full-time
staffer assigned to get to the facts of this. | want to thank the gentleman from
New York (Mr. King), chairman of the Committee on Homeland Security, because
he is looking at this. | want to thank the gentleman from Michigan (Chairman
Hoekstra) and the Permanent Select Committee on Intelligence. He has met with
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Tony Shaffer and has offered to get more information. | want to thank my
colleagues on the other side of the aisle for standing up and beginning to ask
questions, and | want to thank Senator Specter and Senator Biden, who attended
a Committee on the Judiciary hearing and expressed their outrage. | want to
thank Senator Sessions, Senator Kyl, and Senator Grassley, who were all there. In
fact, Senator Grassley called it a coverup.

Mr. Speaker, | cannot tell you the number of Members who have come to me
and said this is unacceptable. | would hope that as a result of what we have heard
tonight every Member of Congress will ask for an inquiry. The gentlewoman from
Georgia (Ms. McKinney) wrote a letter to the chairman of the Committee on
Armed Services asking for an investigation. We have from Republicans to
Democrats, left to right, conservatives to liberals. What is happening here is
unacceptable. It is unimaginable. It is un-American. All over the world tonight,
young Americans are wearing our uniforms. They are doing a great job. They
make us all proud when we travel overseas. They make us proud because of the
pride they have. When | talk to them, they say | am glad to be doing what I am
doing. I am doing the right thing for our country. I will go any place the
Commander in Chief sends me. Whether | am in Afghanistan or Iraq, they will tell
me that.

[ Time: 21:00]

Whether we are in Kosovo or Somalia, they will tell us that. Whether we are at
Hurricane Katrina, whether we are at Hurricane Andrew, or whether we are out in
California, the earthquake, or the Midwestern floods, our troops are all the same.
They respect our country. They respect our Constitution. If we allow this travesty
to continue, Mr. Speaker, then we have let all of those people down for some
nameless, faceless bureaucrat who is fearful that the information will finally come
to light, that the DIA just did not get it.

Back in 1999 and 2000, they did not have a clue. They had millions of dollars,
hundreds of millions of dollars, and could not do what a 20-member team did in
being able to identify Mohammed Atta before the 9/11 attacks. DIA does not want
that to come out, Mr. Speaker. They do not want that to come out. Heaven forbid
the Defense Intelligence Agency, with hundreds of millions of dollars, would have
a 20-member team do what they could not

[ Page: H8983]
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do because they were using new technology and new software. They do not want
that to come out. That is why that Deputy Director, when he was at that meeting,
said, | do not want to see this. Do not show it to me. And that is why today that
Deputy Director is trying to ruin the career of Lieutenant Colonel Shaffer.

The only way to resolve this, Mr. Speaker, is to have a full independent
investigation by the Inspector General of the Pentagon. | have asked Secretary
Rumsfeld today to do that. I would ask my colleagues on both sides of the aisle to
join me in that request. Let the independent inspector for the Pentagon go in, not
DIA. DIA cannot investigate itself. It does not have the capability to do that. It
does not have the integrity to do that. Let the Inspector General do the
investigation and while that is being done, protect Lieutenant Colonel Shaffer. He
does not deserve to have his career ruined or destroyed for telling the truth.

And while we are at it, Mr. Speaker, if DIA is going to continue to press this
ridiculous set of facts, then as | said earlier, | want DIA prosecuted for the five
felonies they committed in sending classified documents to a person that 2 weeks
earlier they said was incapable of receiving classified information. And if this
continues, | want DIA held responsible for illegally transferring $500 of public
assets to a person, that in the process of sending that stuff to him, DIA committed
fraud against the taxpayers. | want them held accountable: DIA's stupidity; DIA's
incompetence.

We have a new nominee for the head of DIA, and | am going to ask every
Senator to fully explore each of these issues before that person is confirmed. | will
meet with every Senator personally and go over all of this information. And |
would encourage the Senators and the House Members to interview the other
people who worked with Lieutenant Colonel Shaffer and to get their assessments
of what is going on there. They will all tell them the same thing: Shaffer is being
abused and used as a scapegoat. If they can ruin Shaffer, they can silence the
story.

It cannot happen, Mr. Speaker. We cannot let it. That is not what America is
about. That is not what we say to our enlisted personnel when they sign up for
duty. That is not what we say when we pass our defense bills every year.

This man is being maligned and mistreated. He is being harassed. The most
scurrilous accusations, totally unfounded, have been given to the American media;
and | will name names, and | will ask for an investigation of the people who made
those statements to these media people because it all needs to be put on the
record.
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And as someone tomorrow who will chair another hearing on our defense
oversight to try to get the best value for the dollars for our military, |1 ask all of
our colleagues, Mr. Speaker, on both sides of the aisle to join us. This is not
Republicans or Democrats. It is about what is fundamental to this country. | would
ask our constituents across America we represent to join us, to express their
outrage, to e-mail, make phone calls, write letters to the Secretary of Defense,
the President of the United States, to Members of Congress to simply let the story
be told. Let the Able Danger story finally come out to the American people. Let
them understand what really happened. Let Scott Philpott talk. Let Tony Shaffer
talk. Let the others who have been silenced have a chance to tell their story to
Congress and openly to the American people. In the end, the country will be
stronger.

END
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Weldon: More on Able Danger

Congr essi onal Record: Novenber 18, 2005 (House)
Page H11029- H11031

ABLE DANGER

The SPEAKER pro tenpore. Under a previous order of the House, the

gentl eman from Pennsyl vania (M. Wl don) is recognized for 5 m nutes.

M. WELDON of Pennsylvania. M. Speaker, | include materi al
regar di ng
Abl e Danger for the Record:

House of Representatives,

Washi ngton, DC, Novenber 9, 2005.
Hon. Donal d Runsfel d,
Secretary, Departnent of Defense, The Pentagon, Washi ngton,
DC

Dear Secretary Runsfeld: W the undersigned are formally
requesting that you allow fornmer participants in the
intelligence program known as Abl e Danger to testify in an
open hearing before the United States Congress. Until this
poi nt, congressional efforts to investigate Able Danger have
been obstructed by Departnent of Defense insistence that
certain individuals with know edge of Abl e Danger be
prevented fromfreely and frankly testifying in an open
hearing. We realize that you do not question Congress's
authority to maintain effective oversight of executive branch
agenci es, including your departnent. It is our understanding
t hat your objection instead derives from concern that
classified information could be inproperly exposed in an open
hearing. W of course woul d never support any activity that
m ght conpromni se sensitive information involving nationa
security. However, we firmy believe that testinony fromthe
appropriate individuals in an open hearing on Abl e Danger
woul d not only fail to jeopardize national security, but
woul d in fact enhance it over the long term This is due to
our abiding belief that Anerica can only better prepare
itself against future attacks if it understands the ful
scope of its past failures to do so.

On Septenber 21, the Senate Commttee on the Judiciary
conducted a hearing on Able Danger which Bill Dugan, Acting
Assistant to the Secretary of Defense for Intelligence
Oversight, certified did not reveal any classified
i nformati on. Congressman Curt Wel don's testinony at that
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hearing was | argely based on the information that has been
given to himby Able Danger participants barred from open
testinony by DOD. Their testinony would therefore closely
mrror that of Congressman Wl don, who did not revea
classified information. Therefore we are at a | oss as to how
the testinony of Able Danger participants woul d jeopardi ze
classified informati on. Much of what they woul d present has
al ready been reveal ed. Further refusal to allow Abl e Danger
participants to testify in an open congressional hearing can
only lead us to conclude that the Departnent of Defense is
unconfortable with the prospect of Menbers of Congress
guestioning these individuals about the circunstances
surroundi ng Abl e Danger. This woul d suggest not a concern for
national security, but rather an attenpt to prevent
potentially enbarrassing facts fromcomng to light. Such a
consi deration would of course be an unacceptable
justification for the refusal of a congressional request.

Si ncerely,
Curt Wel don,
John P. Mirt ha.

[ [ Page H11030]]

Wiy Did the 9/11 Comm ssion I gnore " Abl e Danger'?
(By Louis Freeh)

It was interesting to hear fromthe 9/11 Conm ssion again
on Tuesday. This self-perpetuating and privately funded group
of | obbyists and | awers has recently opi ned on hurricanes,
nucl ear weapons, the Baltinore Harbor Tunnel and even the New
York subway system Now it offers yet another " “report card
on the progress of the FBI and CIA in the war agai nst
terrorism along with its " "back-seat'' take and sonme further
unsolicited narrative about how t hi ngs ought to be on the
““front lines.'

Yet this is also a good tine for the country to nake sone
assessnents of the 9/11 Comm ssion itself. Recent revel ation
fromthe mlitary intelligence operation code-naned, " Able
Danger'' have cast light on a m ssed opportunity that could
have potentially prevented 9/11. Specifically, Able Danger
concluded in February 2000 that mlitary experts had
identified Mohaned Atta by nane (and maybe by phot ograph) as
an al Qaeda agent operating in the U S. Subsequently,
mlitary officers assigned to Abl e Danger were prevented from
sharing this critical information with FBI agents, even
t hough appoi ntmrents had been nade to do so. \Wy?
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There are other questions that need answers. Was Able
Danger intelligence provided to the 9/11 Conmmi ssion prior to
the finalization of its report, and, if so, why was it not
explored? In sum what did the 9/11 conm ssioners and their
staff know about Abl e Danger and when did they know it?

The Abl e Danger intelligence, if confirnmed, is undoubtedly
t he nost relevant fact of the entire post 9/11 inquiry. Even
the nost junior investigator would i mmedi ately know that the
nane and photo ID of Atta in 2000 is precisely the kind of
tactical intelligence the FBI has many tines enployed to
prevent attacks and arrest terrorists. Yet the 9/11
Commi ssion inexplicably concluded that it "~ was not
historically significant.'' This astounding conclusion--in
conmbination wwth the failure to investi gate Abl e Danger and
incorporate it into its findings--raises serious challenges
to the conmmssion's credibility and, if the facts prove out,
m ght just render the comm ssion historically insignificant
itself.

The facts relating to Able Danger finally started to be
reported in md-August. U S. Arny Col. Anthony Shaffer, a
veteran intelligence officer, publicly revealed that the Able
Danger team had identified Atta and three other 9/11
hi jackers by m d-2000 but were prevented by mlitary | awers
fromgiving this information to the FBI. One week |l ater, Navy
Capt. Scott J. Phillpott, a U S. Naval Acadeny graduate who
managed the program for the Pentagon's Special Operations
Command, confirmed "~ Atta was iden- tified by Able Danger by
January- February of 2000."

On Aug. 18, 2005, the Pentagon initially stated that "~ "a
probe'' had found nothing to back up Col. Shaffer's clains.
Two weeks | ater, however, Defense Departnent officials
acknow edged that its "~ “inquiry'' had found " “three nore
peopl e who recall seeing an intelligence briefing slide that
identified the ringleader of the 9/11 attacks a year before
the hijackings and terrorist strikes.'' These sane officials
al so stated that " “docunments and electronic files created by

Abl e Danger were destroyed under standing orders that
limt the mlitary's use of intelligence gathered about
people in the United States.'' Then, in Septenber 2005, the
Pent agon doubl ed back and bl ocked several mlitary officers
fromtestifying at an open Congressional hearing about the
Abl e Danger program

Two nenbers of Congress, Curt Wl don and Dan Burton, have
also publicly stated that shortly after 9/11 attacks they
provi ded then-Deputy National Security Adviser Stephen Hadl ey
with a "“chart'' containing preattack information coll ected
by Abl e danger about al Qaeda. a spokesperson for the Wite
House has confirmed that M. Hadley " "recalled seeing such a
chart in that tine period but . . . did not recall whether he
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saw it during a neeting . . . and that a search of Nati onal
Security Council files had failed to produce such a chart.’

Thomas Kean, the chairman of the 9/11 Conm ssion, reacted
to Abl e Danger with the standard Washi ngt on PR approach. He
| ashed out at the Bush adm nistration and denmanded that the
Pent agon conduct an " “investigation'' to evaluate the
“Ccredibility'' of Col. Shaffer and Capt. Phillpott--rather
t han demand a substantive investigation into what failed in
the first place. This froma former New Jersey governor who,
along with other comm ssioners, routinely appeared in public
espousi ng his own concl usi ons about 9/11 |ong before the
comm ssion's inquiry was conpleted and | ong before all the
facts were in! This while dism ssing out of hand the nmjor
conflicts of interest on the comm ssion itself about
obstructions to informati on-sharing within the intelligence
communi ty.

Neverthel ess, the final 9/11 conm ssion report, released on
July 22, 2004, concluded that "~ Anmerican intelligence
agenci es were unaware of M. Atta until the day of the
attacks.'' This now | ooks to be enbarrassingly wong. Yet
amazi ngly, conm ssion | eaders acknow edged on Aug. 12 that
their staff in fact met with a Navy officer 10 days before
rel easing the report, who " "asserted that a highly classified
intelligence operation, Able Danger, had identified Mhamed
Atta to be a nenmber of an al Qaeda cell located in
Brooklyn.'' (Capt. Phillpott says he briefed themin July
2004.) The conmi ssion's statenment goes on to say that the
staff determ ned that "~ “the officer's account was not
sufficiently reliable to warrant revision of the report or
further investigation,'' and that the intelligence
operation " "did not turn out to be historically
significant,'' despite substantial corroboration from
ot her seasoned intelligence officers.

Thi s dism ssive and apparently unsupported concl usi on woul d
have us believe that a key piece of evidence was summarily
rejected in less than 10 days w thout serious investigation.
The conmm ssion, at the very |east, should have interviewed
t he 80 nenbers of Able Danger, as the Pentagon did, five of
whom say they saw " "the chart.'' But this would have required
admtting that the | ate-breaking news was inconveniently
raised. So it was grossly neglected and branded as
significant. Such a half-baked conclusion, drawmn in only 10
days wi thout any real investigation, sinply ignores what
| ooks |i ke substantial direct evidence to the contrary com ng
fromour own trained mlitary intelligence officers.

No wonder the 9/11 famlies were outraged by these
revel ations and called for a "~ "new' comission to
investigate. "I'mangry that ny son's death could have been
prevented,'' seethed D ane Horning, whose son Mtthew was
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killed at the Wrld Trade Center. On Aug. 17, 2005, a
coalition of famly nmenbers known as the Septenber 11
Advocates rightly blasted 9/11 Conm ssion | eaders M. Kean
and Lee Ham | ton for pooh-poohing Able Danger's findings as
not ~“historically significant.'' Advocate M ndy Kl einberg
aptly notes, "~ "They [the 9/11 Commi ssi on] sonmehow nade a
determ nation that this was not inportant enough. To ne, that
says sonebody there is not using good judgnent. And if [|'m
guestioning the judgnent of this one case, what other things
m ght they have mssed?'' This is a stinging indictnment of
the comm ssion by the 9/11 famlies.

The chairman of the Senate Judiciary Commttee, Arlen
Specter, has led the way in cleaning up the 9/11 Conmmi ssion's
unfini shed business. Amd a very full plate of
responsibilities, he conducted a hearing after noting that
Col. Shaffer and Capt. Phillpott "~ appear to have

credibility."* Hnmself and fornmer prosecutor, M. Specter
noted: " "If M? Atta and other 9/11 terrorists were identified
before the attacks, it would be a very serious breach not to
have that information passed along . . . we ought to get to
the bottomof it.'" Indeed we should. The 9/11 Comm ssion
gets an "~ I'' grade inconplete--for its dereliction regarding

Abl e Danger. The Joint Intelligence Commttee should
reconvene and, in addition to Abl e Danger team nenbers, we
shoul d have the 9/11 conm ssioners appear as W tnesses so the
famlies can hear their explanation why this doesn't matter.

Sent: Friday, Novenber 11, 2005 9:21 AM
To: curtpa0O7
Subj ect: USS COLE

Qur son Kenneth was the 1st killed on the USS Col e when it
was attacked. Every since President Bush cane into office
|"ve been trying to get a neeting with himand the 17
famlies and the Wiite House wll not even acknow edge. |'ve
been saying things |like you are now sayi ng ever since the
attacked happened and NO one in governnment will talk to us.
The FBI has lied to us on several facts and nmy own
Congressnen w Il do anything for ne except a neeting with the
President. President dinton did nothing to go after those
that attacked the Cole and if he had of they woul d have
uncovered numerous signs out there about what was going to
happen on 9/11. W sure would like to talk to you.
John C odfelter.

Sent: Friday, Novenber 11, 2005 9:21 PM
To: curtpaO7
Subj ect: Able Danger--9/11 Fam |y Menber

http://www.fas.org/irp/congress/2005_cr/weldon111805.html (5 of 6) [9/28/2010 3:20:43 PM]





Weldon: More on Able Danger

Dear Congressman Weldon: | wite again to thank you for all
you are doing to uncover the "~ Able Danger'' story. | lost ny
brother Pete on 9/11, and over the |last 4 years | have done
what | could to educate nyself on the "~ "how s, why's and
who's'' of 9/11. | attended the Conm ssion hearings both in
Washi ngton, D.C. and New York City, and to be frank . . . |
t hought the Conm ssion was a farce. They may have reached
recommendations that may prove worthy, but the agenda of sone

was all too obvious. | have felt fromthe beginning that
certain Comm ssioners sat on the wong side of the table, so
to speak. Now that you have uncovered Abl e Danger, | want

themall to sit as w tnesses before Congress. Just who knew
what and who deci ded these nost inportant findings to be
““historically insignificant,'' are questions that must be
answer ed.

The | oss of Pete on 9/11 is sonething | deal with every
nonment, of every day. Now that we are 2 weeks from what
woul d' ve been his 47th birthday (one he shared with ny
sister, Kathy), a week away from Thanksgi ving, 5 weeks from
his favorite day of the year--Christmas . . . well, the
heartache of his nurder is felt a bit deeper.

On a personal note, Pete's death on 9/11 was one tragedy
fromthat day, but it is not the only one. What his mnurder
has done to our famly is quite another. There is no way to
explain how those terrorists ruined nore than one |ife that
day and there is no way to express ny anger at how life for

us will never again be the same. W struggle to find joy, we
find it difficult to acconplish what once were ordinary tasks
but we do, and thanks to our faith. | also believe we

do because of public servants |ike you. Decent
[ [ Page H11031]]

el ected officials who actually serve the public instead of
t hensel ves. You have ny famly's backing and full support and
we pray to GOD that nore and nore elected officials join you
in your fight to expose Able Danger and in your fight to keep
our Nation safe and secure, so no other famly has to endure
what we did on 9/11, and what we continue to endure since
because of the acts of hate filled cowards.
Thank you agai n Congressman Wl don and God bl ess! Pl ease
keep up the good fight on Able Danger!
You remain in our thought & prayers, as does our President
and our Brave Troops!
Si ncerely,
A proud Aneri can,
John P. Owens,
Loving brother of Peter J. Ownens, Jr.
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Rep. Curt Weldon on U.S. Intelligence

Congressi onal Record: June 27, 2005 (House)
Page H5243- H5250

U S. | NTELLI GENCE

The SPEAKER pro tenpore (M. MHenry). Under the Speaker's announced
policy of January 4, 2005, the gentleman from Pennsylvania (M.
Wel don)
is recogni zed for 44 m nutes.

[ [ Page H5244]]

M. WELDON of Pennsylvania. M. Speaker, | rise this evening to
di scuss for the next 45 mnutes the nost inportant topic that wll
allow us to protect the honel and, provide for the security of the
Anerican people and our allies and our troops around the world: our
intelligence.

Last Thursday, M. Speaker, | had a neeting with the very able and
di stingui shed chairman of the Pernmanent Sel ect Committee on
Intelligence, the gentleman from M chigan (M. Hoekstra). W di scussed
many things, one of which was a source that | had hoped that we could
get sonme information to assist us in understanding the threats in Iraq
and the Mddle East, and especially in regard to Iran.

| said to the gentleman from M chigan (M. Hoekstra), | amgoing to
make a prediction to you. Based on ny source, | said, common w sdom
tells us that the winner of the election in Iran that will take place
on Friday and Saturday our time will probably be Rafsanjani. He is the
nanme that nost pundits have said would be the likely winner in a two-
person runoff against the nore conservative and not well-known mayor
of
Tehran. But | said to the gentleman from M chigan (M. Hoekstra),
based
on informati on we had, the election was not going to be close; it wll
be a landslide. But the conservative mayor of Tehran, a relative
unknown, had been anointed by Ayatollah Honeni in Iran and he would in
fact win the Iranian el ection.

W all saw the results, M. Speaker, on Saturday night and Sunday
norning as, in fact, the mayor of Tehran won the election with a
mar gi n
of 62 to 38 percent, an overwhelmng landslide. | raise this issue,

M.

Speaker, because good intelligence and good information is the nost
critical tool that we can have over the next several years and decades
to protect our honel and.

M. Speaker, | rise because information has cone to ny attention
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over
t he past several nonths that is very disturbing. | have |earned that,
in fact, one of our Federal agencies had, in fact, identified the
maj or

New York cell of Mhanmed Atta prior to 9/11; and | have | earned, M.
Speaker, that in Septenber of 2000, that Federal agency actually was
prepared to bring the FBI in and prepared to work with the FBI to take
down the cell that Mhaned Atta was involved in in New York City,
al ong
wth two of the other terrorists.

| have also | earned, M. Speaker, that when that reconmendati on was
di scussed within that Federal agency, the |awers in the
adm ni stration
at that tinme said, you cannot pursue contact with the FBlI agai nst that

cell. Mhamed Atta is inthe U S on a green card, and we are fearful
of the fallout fromthe Waco incident. So we did not allow that
Feder al

agency to proceed.

M. Speaker, what this now neans is that prior to Septenber 11, we
had enpl oyees of the Federal Governnent in one of our agencies who
actually identified the Mohaned Atta cell and rmade a specific
recomendation to act on that cell, but were denied the ability to go
forward. CGbviously, if we had taken out that cell, 9/11 would not have
occurred and, certainly, taking out those three principal players in
that cell would have severely crippled, if not totally stopped, the
operation that killed 3,000 people in Anerica.

Tonight, | amgoing to provide sone background to ny col | eagues,
because | think this represents a major problemw th our intelligence
that needs to be focused on by the commttees of the House and the
Senate, by the | eadership of the House and the Senate, by John
Negroponte, the new person assigned by President Bush, and a very able
man, to integrate the 33 classified systens overseen by the 15 Federa

agenci es.

I want to also start off by praising Porter Goss, the director of
t he
ClA. Porter served us extrenely well in this body as the chairman of
the Permanent Select Conmittee on Intelligence; and he went over to
t he

ClA with an aggressive agenda to change that agency, and he has begun
that process. W, in this body, need to rally the Anerican people to
support the efforts brought forward by Porter Goss and to all ow John
Negroponte to undertake perhaps the nost difficult task in protecting
the security of Anerica, a task that wll not be easy, given the
hi story of our Federal agency system

Let me take ny col | eagues back, M. Speaker, to 1999. It was, In
fact, the spring of 1999 when | was first involved in taking a
del egation of 10 Menbers of Congress to Vienna with the support of ny
friend and col | eague, the gentleman from Maryland (M. Hoyer), and
with
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the support of the Clinton State Departnent.
{time} 2320

The 11-nenber del egation of five Denocrats, five Republicans and
nyself, along with the State Departnent enployee, traveled to Vienna
to
meet with five senior |eaders of the Russian political parties. CQur
purpose was to try to reach a framework that could allow for a
peacef ul
resolution of the war in Kosovo on the terns that the U S. had desired
after Ranmboul | et.

After securing a mlitary plane, nmy Russian friends told nme they
wer e
bringing a Serb along with them a Serb who would be able to
under st and
what we were tal king about and hel p us decide and determ ne whet her or
not M| osevic back in Bel grade woul d accept any recommendati ons t hat
we
woul d devel op. | did not know anything about the Serb. | knew the
Russians. But | figure | had better ask the Cl A what they knew about
this Serb so | could be better prepared, and to nake sure that the
Ser b
was not a part of the MIlosevic regine, because that woul d cause
nysel f
and ny col |l eagues to be in violation of the Hobbs Act because we were
at war with Serbia at that tine.

So | called George Tenet. | said, Director Tenet, can you give ne
some information about this Serb? His famly is evidently well known.
I
need to know whether or not he is a part of the MIlosevic reginme. |
need to know any other information you can provide to ne because we
are
going to neet with himwhen we travel to Vienna to neet with the
Russi an | eaders to hel p provide a beginning of a solution to end the
war i n Kosovo.

He call ed ne back the next day and he gave ne a coupl e of sentences
and said not to worry, he was not a part of the M| osevic regine. And
he had strong ties to the Communi st Party inside of Mdscow and had

ties

to other |eaders in the Russian Governnent. It was not nuch to go on.
But at the tinme, M. Speaker, | was chairman of the Defense Research

Subcomm ttee of the Arned Services Conmttee. My job was to oversee

t he

fundi ng, approximately $40 billion of defense research noney on new

systens and new technol ogi es. And one of the nbst striking

t echnol ogi es

was the work being done by the Arnmy's Information Dom nance Center at
Fort Belvoir, fornerly known as the LIWA, the Land Information Warfare
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Assessnment Center. | had visited the LIWA several tinmes and was
tremendously inpressed with not just the ability to provide security
for our Arny classified systens, but | saw a uni que approach to doi ng
wel | beyond that, data m ning, data collaboration, using cutting-edge
software tools like Starlight and Spires, able to do profiling. Having
pl ussed-up funding for this facility after talking to George Tenet, |
called ny friends at the Arny's Information Dom nance Center and said,
can you do sonething for ne as a favor, off the record? And they said
sure, Congressnman, whatever you like. Wuld you run ne a profile of
this Serb, for the sane reason | had asked the Director of the C A

They said, no problem Congressnman; we will get back to you in a few
hours. And they did. They gave nme 10 pages of information, M.
Speaker,

about the Serb and his ties. Now, the information was not vetted but
it
was froma nunber of sources that the Informati on Dom nance Center was

able to pull together very quickly. | used that information as we
traveled to Vienna to understand who we were neeting with. W had
t hose

nmeetings for 2 days and ny col |l eagues, ny five Republican and five
Denocrat col | eagues, worked aggressively to establish a franework that
woul d begin the end of the Kosovo war. In fact, it was historic.
Wien we returned to Washi ngton several weeks later | was contacted
by
the FBI and they said, Congressnman, we would like to debrief you. W
would like you to tell us what you know about that Serb that you al
met in Vienna. | said, no problem | will be happy to do it Monday
afternoon in ny office. The Friday before the Monday, ny D.C. office
paged ne with a 911 page. Wien | called themthey said, you have got
to
call CI A Congressional Affairs imediately, which | did. CIA

[ [ Page H5245]]

Congressional Affairs said, Congressman Wl don, we are going to fly

t wo

agents to Phil adel phia this evening. They will neet you at the

ai rport,

at a hotel, at your hone, wherever you want to neet them And | said,
I

amsorry, | cannot do it. It is a wekend. It is a Friday night. |
have

got events already planned. Wat is the urgency of this neeting? And
the Cl A Congressional Affairs person said well, Congressman, we have

been tasked by the State Departnent to brief our Anbassador, who is
negotiating the final terns to end the war in Kosovo, and he needs to
know sonet hi ng about this Serb that you net in Vienna. | said, well,
the FBI has already called nme for that. Can we not do it together? And
finally, after pushing back for 10, 15 mnutes, the ClI A agreed. And so
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on Monday afternoon in ny office | hosted four agents, two FBI and two
Cl A. These agents asked ne four pages of questions about the Serb that
| had nmet wth along with our colleagues in the House.

When | finished answering all their questions and giving themall of

the information | had, | said to them now you know where | got ny
dat a

from right? And they said, well, you got it fromthe Russians.

sai d,

no. Well, you got it fromthe Serb. | said, no. | said, before I left

Washi ngton, before |I left ny office, | called the Arny's Information
Dom nance Center and asked themto do ne a favor. They ran a profile
and gave ne 10 pages. The ClArep and the FBlI rep said, what is the
Arny's Informati on Dom nance Center, congressman?

It was then, M. Speaker, that | knew we had a problem that our
intelligence systens were not |inked together, that the stovepipes
wer e
so great that we would never be able to deal with energing
transnational terrorist threats. So beginning in the spring of 1999, |
began a process working with the Arny, and their subgroup working with
them Special Forces Command down in Florida, which had a simlar
capability to devel op a national prototype, a prototype that could be
provi di ng support for the President, the National Security Adviser,

and
all of our policymakers. In fact, working together over a nultiweek
period, we cane up with a plan, a docunent. And M. Speaker, | would

|ike to place this docunent in the Record at this point in tine.
Nat i onal QOperations and Anal ysis Hub: NOAH

Policy makers' tool for acting against energing
transnational threats and dangers to U. S. national security.

Pol i cy nmakers need better decision support tools.

Policy nmakers continue to work in a vacuum Briefings and
testinonies are the primary vehicles for transmtting
information to | eadership.

The vol unme of information germane to national issues is
expanding so rapidly that policy nmakers are overwhelnmed with
dat a.

Pol i cy makers need robust situational awareness over
growi ng asymmetric threats to national security.

Pol i cy makers need an overarching information and
intelligence architecture that will quickly assimlate,
anal yze and di spl ay assessnents and reconmended course of
action frommany national agencies sinultaneously.

Policy makers need tools to aid themin devel opi ng courses
of action against threats to U S. policy, interests, or
security.

Pol i cy nakers need virtual conmunications with one another.

Wi te House, Congress, Pentagon and at the agency |levels
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shoul d each have centers they can go to and receive, send,
share, discuss, and col |l aborate on assessnments before they
act .

Nat i onal Level Collaboration Solution: NOAH, Nati onal
Operations and Anal ysis Hub.

Tasks supported by NOAH s overarching col | aborative
envi ronment :

Provide Multi Issue, Multi-agency Hybrid Picture to Wite
House Situation Room JCS;

HUM NT Support;

Peackeepi ng M ssi ons;

Humani tari an Aid;

Battl e Danage Assessnent;

Devel op and Leverage new Technol ogi es of inportant to
nati onal security;

Support Congressional Conmmittees/Hearings;

Apply Anal ysis of Foreign Threat to Policy;

Provide Hybrid Situational Awareness Picture of the Threat;

Incorprote Industrial Efforts of Interests to the Policy
Maker ;

Li nk academ a directly to policy maker; and

Nat i onal Energenci es.

NOAH can | everage existing networks to address diverse
I ssues:

NOAH s Hub Center if linked to other agency centers
el ectronical ly;

Each key agency must prossess a Pod Site and be connected
to the NOAH net work;

The Pod can consist of a |l arge screen and appropriate
connect for collaboration. Operations Centers can sinply be
converted into NOAH,

Nat i onal Policy makers cannot control agency Pods, agencies
must post replicated data on the NOAH system so that sister
groups can access dat a;

Support nulti-level security requirenents and can sanitize
and " push'' data to many types of users to nmany |evels;

NOAH can address National, |aw enforcenent and mlitary
needs. The situation will determ ne the m ssion;

Ties policy maker, mlitary and | aw enforcenent together;

Goal s of the NOAH Hub Center is to apply agency operations,
strategi es analysis, tactical assessnents to a course of
action for the policy maker; and

Optim zes group of expertise wthin each organization--
experts always on hand regardl ess of issue.

NCAH and Pod Site Network:

Part of national policy creation and execution system

W1l existing sites and connectivities where avail abl e;

WI1l share tools available at LIWA I DC so every agency has
same tools;
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Al'l agencies will post data on NRO highway in a replicated
format sensitive to classification;

NOAH s d obal Network will use NRO System as backbone;

Al'l centers connect to other centers electronically; and

Mechani sm for gathering, analyzing, displaying, tailoring,
and dissemnating all kinds of information quickly at the
nati onal |evel

Overvi ew - Nati onal Operations and Anal ysis Hub:

Center dedicated to National Policy Makers at White House,
Congress and Nati onal Agenci es;

Provi des system of system advanced technol ogi cal
communi cati ons environnment to harvest, analyze, display data
as needed;

Coordi nate and synchroni ze i nformati on anong | C, S&T
centers, mlitary services;

Provide near real tine situational awareness at the
national |evel

Link virtually via a pod site to every participating nenber
agency; and

Pod sites designed to pull together agency resources on
singl e system of systens.

NOAH s is staffed by nenbers from participating agenci es.
The staff has a 24 x 7, high bandwi dth, virtual connectivity
to experts at agency Pod Sites. This provides decision nakers
with real-tine situational awareness of adversary picture and
cour ses.

Steps to Achi eve NOAH Capability:

Establi sh baseline capability by building initial Hub
Center and congressional virtual hearing room Equip Wite
House Situation Roomto Coll aborate with these sites;

Staff the Hub Center with two reps fromeach of the 28 key
participating agenci es;

Li nk up NOAH i nternal and external coll aborative
envi ronnent ;

Hook in Back up Site for redundancy and begin training on
col | aborative tools;

Build the 28 Key Agency Pod Sites al ong nodel of the
| nformati on Dom nance Center at Fort Bel voir, VA

Link all Pod Sites to NOAH hub center establish Protocols
for Inter-agency data sharing;

Exercise live ability to retrieve, collate, analyze,

di spl ay disparate data and provide policy makers course of
action analysis at the NOAH Hub Center; and

Refi ne procedures and Protocols.

Agenci es Represented in the National Collaborative Center:

Central Intelligence Agency; Defense Intelligence Agency;
Nat i onal | magery and Mappi ng Agency; National Security
Agency; National Reconnai ssance O fice; Defense Threat
Reducti on Agency; Joint Chiefs of Staff; Arnmy/LIWA, Ar
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Force; Navy; Marine Corps; Joint Counter-Intelligence
Assessnment Group; ONDCP; and FBI

Drug Enforcenent Agency; U S. Custons; National Crim nal
| nvestigative Service; National Infrastructure Protection
Center; Defense Information Systens Agency; State Departnent;
Five CI NCs; Departnent of Energy; Departnent of Commerce;
Departnment of the Treasury; Justice Departnent; Ofice of the
Secretary of Defense; National MIlitary Command Center; and
Nati onal Joint Mlitary Intelligence Command.

El enments to be connected to the national coll aborative
center would include the Wite House Situation Room a
Congressional Virtual Hearing Room and a possi bl e redundant,
or back-up site.

Thi s docunent, as you can see, M. Speaker, is entitled the NOAH
Nat i onal Operations and Anal ysis Hub, Policy Mikers' Tool for Acting
Agai nst Energi ng Transnational Threats and Dangers to U.S. Nationa
Security. This 9-page briefing, M. Speaker, was put together in the
spring of 1999.

| asked the Deputy Secretary of Defense, John Hanre, to take a | ook
at this capability. He went down to the LIWA and he canme back and he
said, Congressman, you are right. | agree with you. This capability is
amazing. It offers unlimted potential. How about sending ne a letter
descri bing your interest, Congressman?

[ [ Page H5246] ]

So on July 30, 1999, | sent this 3-page letter to Deputy Secretary
John Hanre, Deputy Secretary of Defense, at his request, talking about
creating an integrated coll aborative center for all of our
intelligence. | would like to place this letter in the Record at this
point in time, M. Speaker

House of Representatives,

Washi ngton, DC, July 30, 1999.
Hon. John Hanre,
Deputy Secretary of Defense,
The Pentagon, Washi ngton, DC.

Dear Dr. Hanre: | believe the tine has cone to create a
central national level entity that can acquire, fuse and
anayl ze di sparate data from nmany agencies in order to support
the policy naker in taking action against threats from
terrorism proliferation, illegal technol ogy diversions,
espi onage, narcotics, information warfare and cyberterrorism
These chal | enges are beginning to overlap, thereby blurring
their distinction while posing increasing threats to our
Nat i on.
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Before we take action to counter these energing threats, we
nmust first understand their relationship to one anot her,
their patterns, the people and countries involved, and the
| evel of danger posed to our Nation. The Departnent of
Def ense has a uni que opportunity to create a centralized
nati onal center that can do this for the country. It would be
patterned after the Arny's Land Infornmation Warfare Activity
(LI'WA) at Fort Belvoir, but would operate on a nuch broader
scale. This entity would allow for near-tinme infornmation and
analysis to flowto a central fusion center, which | would
designate the National Operations Analysis Hub (NOAH). |
think this title is fitting, as NOAH will provide a central
hub built to protect our nation fromthe flood of threats.

NOAH woul d be conprised of a system of agency-specified
mni-centers, or "~ pods'' of participating agencies and
services associated with grow ng national security concerns
(attachnment 1). NOAH would link the policynaker with action
recommendati ons derived fromfused informati on provi ded by
t he individual pods. NOAH woul d provi de the autonati on and
connectivity to allow the pods to tal k together, share data
and perspectives on a given situation in a near real-tine,
comput er - based envi ronnent.

The NOAH center in the Ofice of the Secretary of Defense
woul d be conprised of representatives froman initial cluster
of pod sites to include: CIA DA National |nagery and
Mappi ng Agency (N MA), NSA, NRO, Defense Threat Reduction
Agency (DTSA), JCS, Arny, Air Force, Navy, Marine Corps,
ONDCP, FBI, DEA, Custons, National Crimnal Investigative
Service (NCIS), National Infrastructure Protection Center.
Def ense I nformati on Systens Agency (Dl SA), State, the five
CINCS, DCE, INS, Commrerce. Treasury.

El ements which woul d be connected i nto NOAH woul d i ncl ude
the White House Situation Room a Congressional Virtual
Heari ng Room and a possi bl e redundant (back up) site.

The benefits of creating a NOAH i ncl ude:

For national policy makers, a national collaborative,
envi ronnment offers situations updates across a variety of
i ssues and offers suggested courses of action, based on
analysis, to help governnent officials nmake nore informnmed

deci si ons.
For the Intelligence Coormunity, a national collaborative
environment will help end stovepi ping and create nore robust

strategi c anal yses as well as near real-tinme support to field
oper ati ons.

For mlitary commanders and planners, a nati onal
col | aborative environnent offers full battlefield
visualization, threat profiling, robust situational
awar eness, as well as near real-tinmer support to speci al
m ssi ons such as peacekeeping, humanitarian aid, nationa
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ener genci es or special operations.

For | aw enforcenent, a national collaborative environnent
provi des investigative and threat profiling support, and
field station situational awareness.

Along with its system of connected agency pod sites, NOAH
woul d permt the display of collaborative threat profiling
and anal ytical assessments on a |large screen. It would be a
national |evel operations and control center with a m ssion
to intergrate various inmagery, data and anal ytical viewpoints
for decision-nmakers in support of national actions. | see
NOAH as goi ng beyond the capability of the National Mlitary
Command Center (NMCC) and the National Joint Mlitary
Intelligence Command (NJM C), providing recomrended courses
of action that allow us to effectively neet those energing
chal |l enges fromasymretrical threats in near real-tinme. Gven
its mssion, | believe that NOAH should reside in the Ofice
of the Secretary of Defense (Attachnent 2).

| amaware of the initiative to |ink counterintelligence
groups throughout the comunity. | am al so aware of the
counterterrorismcenter at the CIA the new Nati onal
Infrastructure Protection Center at the FBI, and a new HUM NT
speci al operations center. | have heard of an attenpt to
connect the Ofice of Drug Control Policy (ONDCP) and OSD
assets with federal, state and | ocal | aw enforcenent
agencies. | also have seen what the Arny has done at LIWA
whi ch has created a foundation for creating a higher-I|evel
architecture collaborating all of these efforts. Each of
t hese i ndependent efforts needs to be coordinated at the
national level. | believe LIWA has created a nodel that
shoul d be used as a basis for creating the participating
agency pod sites.

| do not expect that establishnent of NOAH shoul d exceed
$10 mllion. Each agency involved could set up its own pod to
connect with the central NOAH site or to exchange data with
any of its participants. Each agency coul d dedicate nonies to
establish their own pod site, while the $50 mllion avail abl e
in DARPA for related work could be used to establish the NOAH
structure i mredi ately.

The NOAH concept of a national collaborative environnent
supporting policy and decision-makers mirrors the ideas you
have expressed to ne in recent discussions, and it is a
tangi ble way to confront the growi ng assynetrical threats to
our nation. | have a nunber of ideas regarding staffing
options and industry coll aboration, and woul d appreciate the
opportunity to discuss themwth you. Thank you for your

consideration. | look forward to hearing fromyou at your
earliest convenience.
Si ncerely,
Curt \Wel don,
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Menber of Congress.

Secretary Hanre was interested and he told nme, Congressman, | wll
even pay the bill. The Defense Departnent wll provide the funding for
this. And | do not care where they put it, Congressman. It could be at
the Wiite House, it could be at the NSC, wherever it is nost
appropriate, but I will pay the bill. But, Congressman, the problemis
not with nme or the noney. You have got to convince the CIA and the FB
that this is sonmething they want to pursue.

In fact, he wote ne a letter, M. Speaker, dated Cctober 21, 1999:

" " Dear Congressnman Wl don, | whol eheartedly agree that conbating
asymmetrical threats challenging national security requires a

col | aborative interagency approach as suggested in your concept of the
Nat i onal Operations Analysis Hub. We are actively engaged in assessing
how t he departnment shoul d | everage ongoi ng activities and develop a

| ong-term strategy along these lines. | will keep you apprised of our
progress. | would be happy to neet with you on the subject."’

And then he puts a personal comment on the note that | will read.
""Sir, this is a nealy-nouth response because no one wants to conmt
to
a LI WA-based solution. You know | amvery inpressed by LIWA and see
theminvolved in a range of activities. | would |ike to get together
with you to review sone of our thinking when you have tine. John.'

M. Speaker, | would like to place this in the Record.

Deputy Secretary of Defense,

Washi ngton, DC, Cctober 21, 1999.
Hon. Curt Wel don,
House of Representatives,
Washi ngt on, DC.

Dear Congressman Wl don: | whol eheartedly agree that
conbatting the asymmetrical threats chall enging National
Security requires a coll aborative, inter-agency approach, as
suggested in your concept of the National QOperations Analysis
Hub. We are actively engaged in assessing how t he Depart nent
shoul d | everage ongoing activities and devel op a | ong-term
strategy along these |ines.

Il wll keep you apprised of our progress, and | woul d be
happy to nmeet with you on this subject.
Si ncerely,

John J. Harne.
{time} 2330
M. Speaker, that was in Cctober of 1999 at John Hanre's suggestion
on Novenber 4 of 1999, alnost 2 years before 9/11. | had John Hanre

and
the representatives of the CIA and the FBI in ny office. And at John
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Hanr e' s suggesti on, we went through the 9-page briefing to create an
over ar ching national collaborative center. Wien | finished the
briefing
whi ch had been prepared for ne with our intelligence officials off the
record, the Cl A said, Congressman Wl don, that is all well and good,
but we really do not need that capability. It is not necessary. W are
doi ng sonething called Cl-21; and, therefore, we do not need to pursue
that nulti-system approach that you have outlined where we bring in
al |
of these other classified systens.

| was very unhappy with that response because |I knew full well the
Arny and our special forces commands were using that capability at
t hat
very nonent in a special project against al Qaeda.

So, M. Speaker, in 1999 and in 2000 and in 2001, | put |anguage in
each of our defense bills calling for the creation of a national
col l aborative center to bring together our disparate intelligence
capabilities and systens for 3 consecutive years. And, in fact, one of

[ [ Page H5247]]

those bills required a response by the CIA as to why this system had
not been put into place.

But in the neantine, on Novenber 12, 1999, the Defense Infornmation
and El ectronics Report published an article about the need for a
massive intelligence network for shared threat information. On Apri
of
2000, Signal Magazine did another story on a fusion center concept
taki ng root as we kept pushing this process.

M. Speaker, the following are both of these articles:

[Nov. 12, 1997]

Def ense I nformati on and El ectroni cs Report

VELDON: DOD NEEDS MASSI VE | NTELLI GENCE NETWORK FOR SHARED THREAT
| NFORMATI ON

Seni or Pentagon officials are nulling over an idea proposed
by Rep. Curt Weldon (R-PA) that would link classified and
uncl assified docunents in a massive intelligence
cl eari nghouse that could be accessed by 33 federal agencies--
a concept simlar in sone ways to one floated by DOD
intelligence officials but wwth significantly fewer players

i nvol ved.
"TQur problemwith intelligence is that we're stove-
pi pped,'' said Wl don, chairman of the House Arned Services

mlitary research and devel opnent subcomm ttee, during a Nov.
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8 interview °~ " Each agency has its own way of collecting data
and analyzing it, but they don't share that information with
ot her agencies. The need is to have a better system of

anal yzing and fusing data sets across agencies and services--
certainly within the Pentagon and the mlitary, but ny
opinion is that we have to go further than that.'

Vel don first proposed the concept of a " National
Operations Analysis Hub'' to Deputy Defense Secretary John
Hanre | ast July, although the congressman said he kept his
initiative quiet until a stronger plan could be devel oped.

The Pent agon-funded network of agencies woul d be operated
by DOD. According to Weldon, it would pull together |arge
amounts of information to produce intelligence profiles of
peopl e, regions and national security threats, such as
i nformati on warfare and cyber-terrorism

" " The NOAH concept of a national collaborative environnent
supporting policy and decision-makers mrrors the ideas you
have expressed to nme in recent discussions, and it is a
tangi ble way to confront the growi ng asymmetrical threats to
our nation.'' Weldon wote in his July 30 letter to Hanre.

The NOAH concept, however, was not whol eheartedly enbraced
by Hanre, who net with Wel don | ast sunmer and told the
congressnman his suggested use of the Arny's Land I nformation
Warfare Activity at Ft. Belvoir, VA as a nodel for NOAH
woul d never sti ck.

Because LIVWA is already short of resources, the Arny is
appr ehensi ve about taking on any new tasks, Hanre told
Wl don.

Wel don, in a July 21 letter to Hanre, also urged the
Pentagon to support additional future funding for LIWA
citing critical budget shortfalls that he said have kept the
agency fromfulfilling a barrage of requests for intelligence
files from Arny commanders (Defense Information and
El ectronics Report, July 30, pl).

"“There's nmassive anmounts of data out there, and you have
to be able to analyze it and create ways to focus on that
data so its relevant to whatever you're interested in,'' he
said this week about his support for LIVWA. "~ "Well the Arny
has al ready done that."''

Wil e Wl don continues to push for NOAH to be patterned
after LIWA, he sees it operating on a nuch |arger scale.
| mpressed by its ability to pull together huge anmbunts of
bot h uncl assified and cl assified data, Wl don noted LIWA' s
| nformati on Dom nance Center can create in-depth profiles
that could be useful to the CIA FBlI and the White House. Yet
nost federal agencies don't even know LIWA exi sts, he added.

""Right nowthe mlitary is limted to [its] own sources of
information,'' Weldon said. " "And in the 21st century, a
terrorist group is nore than likely going to be involved wth
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terrorist nations. So the boundaries are crossed all the
time. We don't have any way to share that and get beyond the
st ove- pi ppi ng."'

Meanwhil e, officials within the Defense Departnent's
intelligence community have been considering another way to
anmass intelligence information through a concept called the
Joint Counter-intelligence Assessnent G oup. A DOD
spokeswoman sai d proponents of the idea, for now, are
unwi | ling to disclose details about it. She was al so unabl e
to say whether a formal proposal to Hanre had been made yet.

In Weldon's July 30 letter to Hanre, however, Wl don
alludes to an ongoing “initiative to link
counterintelligence groups throughout the comunity."'

"1 have heard of an attenpt to connect the Ofice of Drug
Control Policy (ONDCP) and [Ofice of the Secretary of
Def ense] assets wth federal, state and | ocal |aw enforcenent
agencies,'' Wl don wote. However, Wl don said in the
interview he believes JCAGis sinply nore " stove-pipping.'

"I also have seen what the Arnmy has done at LIWA, which
has created a foundation for creating a higher-Ievel
architecture collaborating all of these efforts,'' his July
letter states.

NOAH woul d i nk together al nost every federal agency with
intelligence capabilities, including the National Security
Agency, the Nation |Imagery and Mappi ng Agency, the Energy
Departnent, the CIA and the FBI. Both Congress and the Wite
House woul d be offered a "~ "node'' for briefing capabilities,
meani ng intelligence agencies could detail situations on
terrorist attacks or wartine scenari os.

“It's mainly for policynmakers, the Wite House decision
nmakers, the State Departnent, mlitary, and mlitary
| eaders,'"' he said.

Al t hough information sharing anong the intelligence
community has yet to be formalized through NOAH or JCAG or a
simlar system mlitary officials have said they need sone
kind of |inked access capability.

Intelligence systens need to be included within the d obal
Information Gid--the mlitary's vision of a future gl obal
network that could be accessed from anywhere in the world,
said Brig. Gen. Manlyn Quagliotti, vice director of the Joint
Staff's command and control, comruni cations and conputers
directorate, during a Nov. 5 speech on informati on assurance
at a conference in Arlington, VA

""We need a nore integrated strategy, including help from
[the Joint Staff's intelligence directorate] with
Intelligence reports or warnings of an attack,'' he said.

Quagliotti said the toughest chall enge for achieving
““information superiority'' is the need to unite networks and
net wor Kk managers under one command structure with stronger
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situati onal awareness capabilities.

Part of [the challenge] is the overwhel mi ng amount of
information, the ability to access that Information, and the
ability to reach back and get that information, which neans
t hat networks becone nore crucial to the warfight'' she said.

Fusi on Center Concept Takes Root As Congressional |nterest Waxes
[ From Si gnal, Apr. 2000]

Creation of a national operations and analysis hub is
findi ng grudgi ng acceptance anong senior officials in the
U.S. national security community. This fresh intelligence
mechani smwoul d |ink federal agencies to provide instant
col | aborative threat profiling and anal ytical assessnents for
use agai nst asymmetrical threats. National policy makers,
mlitary commanders and | aw enforcenent agenci es woul d be
beneficiaries of the hub's information.

Prodded by a resol ute seven-term Pennsyl vani a congressnman
and rem nded by recent terrorist and cyberthreat activities,
the U S. Defense Departnent is rethinking its earlier
aversion to the idea, and resistance is beginning to crunble.
Fundi ng to establish the national operations and anal ysis hub
(NOAH), which would link 28 federal agencies, is anticipated
as a congressional add-on in the Defense Departnent's new
budget. An initial $10 mllion in funding is likely in fiscal
year 2001 fromidentified research and devel opnent accounts.

Spear heading the formation of NOAH is Rep. Curt Wl don (R-
PA), chairman of the U S. House of Representatives National
Security Conmttee's mlitary research and devel opnent
subcommi ttee. He enphasi zes that chall enges facing U S.
| eaders are beginning to overlap, blurring distinction and
jurisdiction. "~ The increasing danger is both domestic and
international .’

Conceptual Iy, NOAH woul d becone a national -l evel operations
and control center with a mssion to integrate vari ous
i magery, data and anal ytical viewpoints. The intelligence
products woul d support U.S. actions. | see NOAH as going
beyond the capability of the National MIlitary Conmand Center
and the National Joint Mlitary Intelligence Command. NOAH
woul d provi de recommended courses of action that allow the
US to effectively neet emerging challenges in near rea
time,"" the congressman illustrates.

""This central national-1evel hub woul d be conposed of a
system of agency-specified nmni centers, or " pods,' of
participating agencies and services associated with grow ng
national security concerns,'' Wl don reports. ~ NOAH woul d
link the policy with action reconmendati ons derived from
fused i nformation provided by the individual pod.'
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Aut omati on and connectivity would allow the to talk to each
ot her in a conputer-based environnent to share data and
perspectives on a given situation

The congressnan believes that NOAH should reside within the
Def ense Departnment and is nodeling the hub's concept on a
U S. Arny organi zation he closely follows. He says the idea
for NOAH cones fromofficials in several federal agencies.
However, it is also based on his own experiences with the
US Arny's Intelligence and Security Comrand' s (I NSCOM s)
Land Warfare Information Activity (LIWA) and I nformation
Dom nance Center, Fort Belvoir, Virginia.

Patterned after LIWA (SIGNAL, March, page 31), NOAH woul d
di splay coll aborative threat profiling and analysis with the
aid of a variety of electronic tools, the hub would
support national actions, Wl don discloses.

The congressman i s conscious of other initiatives such as
I inking counterintelligence groups throughout the conmunity.
He also is aware of the Central Intelligence Agency's,
(ClA's) counterterrorismcenter, the Federal Bureau of
| nvestigation's (FBI's) National Infrastructure Protection
Center and a new human intelligence (HUM NT) speci al
operations center, ~~We don't need anot her

[ [ Page H5248]]

anal ytical center. Instead, we need a national-Ievel fusion
center that can take already anal yzed data and of fer courses
of action for decision making,'' he insists.

Wl don's wi de experience in dealing with officials from
the FBI, CIA and the National Security Agency (NSA) convince
himthat policy makers are continuing to work in a vacuum
""Briefings and testinobnies are the primary vehicles for
transmtting information to | eaders. The vol une of
i nformati on gernmane to national security issues is expanding
so rapidly that policy makers are overwhelned with data,'' he
cl ai ns.

Robust situational awareness of asymetric threats to
national security is a key in assisting | eaders, Wl don
observes. " Policy makers need an overarching information and
intelligence architecture that will quickly assimlate,
anal yze and di spl ay assessnents and reconmend courses of
action for many sinultaneous national energencies,'' he
decl ares. The concept of NOAH also calls for virtual
communi cati ons anong policy makers.

Wel don's plan is for Wite House, Congress, Pentagon and
agency-1l evel |eaders each to have a center where they
recei ve, send, share and col |l aborate on assessnents before
they act. He calls NOAH the policy nmaker's tool. In the
col | aborative environnent, the hub would provide a
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mul tiissue, multiagency hybrid picture to the White House
situation roomand the Joint Chiefs of Staff.

NOAH s concept al so includes support for HUM NT and
peacekeepi ng m ssions along with battle danage assessnent.
The sane systemcould |l ater help brace congressional
comm ttees and hearings. The new capability would all ow
application of foreign threat analyses to policy, while
providing a hybrid situational awareness picture of the
threat, Weldon relates. Industrial efforts of interest to the
policy maker could be incorporated, and academ a al so coul d
be directly |inked.

In neetings with high-level FBI, CIA and defense officials,
Wl don stressed the need to " "acquire, fuse and anal yze
di sparate data from many agencies in order to support the
policy maker's actions against threats fromterrorism
[ballistic msile] proliferation, illegal technol ogy
di ver si ons, espionage, narcotics [trafficking], information
warfare and cyberterrorism'' He is convinced that current
coll ection and anal ysis capabilities in various intelligence
agenci es are stovepi ped. " To sonme extent, this involves turf
protection, but it clearly hinders policy naking.'

Wel don, who was a Russian studies major, offers sonme of his
own recent experiences as exanples of why there is a strong
need for NOAH. He maintains close contact with a nunber of
Russi ans and understands their prograns and technol ogi es. The
congressman is quick to recall vignettes about Russian
officials and trips to facilities in the region.

During the recent U.S. conbat action involvenent in Kosovo,
Wl don was contacted by senior Russian officials.* * *

Vel don | earned fromthe agents that they were seeking
information on Karic to brief the State Departnent. \Wen he
expl ained that the information cane fromthe Arny and LI WA,
the Cl A and FBI agents had no know edge of that organization,
he confirnms. Before his departure for Vienna, the congressman
received a six-page LIWA profile of Karic and his famly's
links to M1 osevic.

""This is an exanple of why an organi zation |ike NOAH is so
critically necessary,'' Wldon contends. "~ "LIWA's Information
Dom nance Center provides the best capability we have today
in the federal governnent to assess massive anounts of data
and devel op profiles. LIWA uses its contacts with other
agenci es to obtain database information fromthose systens,’
he explains. "~ Sone is unclassified and sone classified.'

VWl don cites an ~“extraordinary capability by a forner CA
and Defense Intelligence Agency official, who is a LIWA
profiler, as one of the keys in LIWA's success. She does the
profiling and knows where to | ook and which systens to pul
information fromin a data mning and extrapol ati on
process,'' he proclains. "~ She nakes the system work."
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Wel don intends to use LIWA's profiling capability as a
nodel for building NOAHL " "My goal is to go beyond service
intelligence agencies and integrate all intelligence
collection. This nust be beyond mlitary intelligence, which
is too narrow in scope, to provide a governmrentw de
capability. Each agency with a pod |inked to NOAH woul d
provide two staff nenbers assigned at the hub, which would
operate continuously. Data brought together in "~ “this cluster
woul d be used for fusion and profiling, which any agency
could then request,'' he nmaintains.

NOAH woul d not belong to the Arny, which would continue
wthits own intelligence capabilities as would the other
services. There would only be one fusion center, which would
handl e input fromall federal agencies and from open sources,
Wel don expl ains. " NOAH woul d handl e threats like information
operations and exam ne stability in various regions of the
world. We need this ability to respond i mediately.'' The
congressman adds that he recently was briefed by LIWA on very
sensitive, very limted and scary profile information, which
he describes as " "potentially explosive.'' In turn, Wl don
arranged briefings for the chairman of the House Nationa
Security Commttee, the Speaker of the House and ot her key
congressi onal | eaders.

""But this kind of profiling capability is very limted
now. The goal is to have it on a reqgular basis. The profiling
coul d be used for sensitive technology transfer issues and
i nformati on about security breaches,’'' the congressnan
all ows. LIWA has what he terns the fusion and profiling

state-of-the-art capability in the mlitary, "~ even beyond
the mlitary.'' Weldon is pressing the case for NOAH anobng
| eaders in both houses of Congress. "It is essential that we
create a governmentw de capability under very strict
controls."'

Wel don adds that establishing NOAH is not a funding issue;
it is ajurisdictional issue. "~ Sonme agencies don't want to

tear down their stovepipes. Yet, information on a drug |ord,
as an exanple, could be vitally inportant to hel p conbat
terrorism'' He nakes a point that too often, federa
agenci es overlap each other in their efforts to collect
intelligence against these threats, or they fail to pool
their resources and share vital information. "~ This
redundancy of effort and confusion of jurisdiction only
inhibits our nation's capabilities,'' he offers.

NOAH woul d provi de hi gh-bandw dth, virtual connectivity to
experts at agency pod sites. Protocols for interagency data
sharing woul d be established and refined in links to all pod
sites. The ability to retrieve, collate, analyze and displ ay
data woul d be exercised to provide possible courses of
action. A backup site would be established for redundancy,
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and training woul d begin on coll aborative tools as soon as it
is activated.

The hub system woul d becone part of the national policy
creation and execution system The tools available at LIWA
woul d be shared so that every agency woul d have the sane
tools. Wl don explains that all agencies woul d post data on
t he National Reconnai ssance O fice (NRO highway in a
replicated format sensitive to classification. NOAH s gl obal
networ k woul d use the NRO system as a backbone.

NCAH optim zes groups of expertise wthin each
organi zati on--experts who are always on hand regardl ess of
the issue. This approach ties strategic analysis and tactica
assessnment to a course of action. "~ "Before the U S. can take
action against energing threats, we nust first understand
their relationship to one another, their patterns, the people
and countries involved and the | evel of danger posed to our
nation,'' Wl don say's " "That is where NOAH begins.''--CAR

So we have pushed the process, M. Speaker. W pushed it in
| egi sl ati on passed by this Congress 3 years in a row. | pushed it
publicly in magazine articles, in newspapers, in speeches before
intelligence synposiuns and agency briefings; but the CIA continued to
bal k.

In fact, M. Speaker, | have one of the report |anguages fromH R
5408, the conference report printed Cctober 6, 2000, the section
entitled "~ Joint Report on Establishnment of a National Collaborative
I nformati on Anal ysis Capability.'

That section is as foll ows:

Joint report on establishment of national collaborative
i nformati on anal ysis capability (sec. 933)

The House bill contained a provision (sec. 905) that woul d:
(1) require the Secretary of Defense and the Director of
Central Intelligence to prepare a joint report assessing
alternatives for the establishnment of a national
col | aborative information analysis capability; (2) require
the Secretary of Defense to conplete the data m ning,
profiling, and analysis capability of the Arny's Land
I nformati on Warfare Activity; and (3) restrict funds to
establish, support, or inplenent a data m ning and anal ysis
capability until such a capability is specifically authorized
by | aw.

The Senat e anendnent contained no simlar provision.

The Senate recedes with an anendnent that would: (1)
require the Secretary of Defense and the Director of Central
Intelligence to prepare a joint report assessing alternatives
for the establishnment of a national collaborative information
anal ysis capability; and (2) require the Secretary of Defense
to conplete the data mning, profiling, and anal ysis
capability of the Arnmy's Land Information Warfare Activity.

http://www.fas.org/irp/congress/2005_cr/s062705.html (19 of 25) [9/26/2010 4:45:46 PM]





Rep. Curt Weldon on U.S. Intelligence

The anendnent would not restrict funds, but would require the
Secretary to nake appropriate use of such capability to
provi de support to appropriate national defense conponents.

M. Speaker, to push this process, a report cane back fromthe ClA
dated May 1, 2001, just a few short nonths before 9/11. And | wll
read
one sentence in this report in the sunmary: "~ A single overarching
col | aborative solution addressing the totality of m ssion requirenents
is not practical."'

In other words, the Cl A said, W cannot create what the Departnent
of
Def ense al ready has. Now, M. Speaker, the Departnent of Defense and
the Arny and our special forces commands already had this capability,
and they were using it in 1999 and 2000. | knew they were using it,
but
was not quite sure of the extent of the use until 2 weeks after 9/11.

M. Speaker, exactly 2 weeks after
9/11 where | |ost sonme very good friends, Ray Downey, the chief of al
rescue for the New York City Fire Departnent and one of ny best
friends, was the chief of all rescue at G ound
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Zero when the first tower cane down. It was Ray Downey who had taken
e

t hrough the Trade Center in 1993 when bin Laden hit us the first tine.
It was Ray Downey who convinced ne in the late 1990s to introduce

| egi sl ation, eventually becomng law, to create a comr ssion to nake
recommendations to prepare for the next terrorist threat.

My | egislation was passed, becane |aw, and created what is now known
as the Gl nore Comm ssion, chaired by Virginia Governor JimG | nore.
Ray Downey was one of those comm ssioners. The G | nore Comm ssion and
Ray Downey gave us three reports before 9/11 of recomrendati ons of
thi ngs we should be doing to prepare for the next terrorist attack.
And
they gave us those three reports before 9/11 occurred. In fact, al nost
40 percent of the recomrendati ons of the 9/11 Conm ssion were actual
recomendations of the G| nore Comm ssion. But because the attack had
not occurred, it did not get as nuch visibility.

On Septenber 11, Ray Downey was killed. |I brought his wfe and five
kids to ny district 1 nonth after 9/11, and 40,000 of ny constituents
came out to honor Ray as an Anerican hero at a parade ending at our
county park.

We al so | ost one of ny neighbors, M. Speaker, a fellow graduate of
West chester University, Mchael Horrocks who served our Nation in the
Navy, was a pilot on one of the planes that was commandeered on
Sept enber 11. M chael |eft behind a young wife, a teacher in ny
district, and two young children in the Rose Tree Medi a Schoo
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District. In fact, we built a playground in Mchael's honor at the
school of the two children.

M. Speaker, Septenber 11 touched all of us; 3,700 of us were w ped
out. Two weeks after 9/11, ny friends fromthe Arny's Information
Dom nance Center in cooperation with special ops brought nme a chart.
This chart, M. Speaker, this chart. Two weeks after
9/11, | took the basic information in this chart dowm to the Wite
House. | had asked for a neeting with Steve Hadl ey, who at that tine
was Deputy National Security Advisor. The chart was snmaller. It was 2
feet by 3 feet, but the sane information was in the center.

Steve Hadl ey | ooked at the chart and said, Congressman, where did
you
get that chart fron? I said, | got it fromthe mlitary. | said, This
is the process; this is the result of the process that | was pitching
since 1999 to our governnment to inplenent, but the Cl A kept saying we
do not need it.

St eve Hadl ey said, Congressman, | amgoing to take this chart, and I
amgoing to showit to the man. The man that he neant, M. Speaker,
was

the President of the United States. | said, M. Hadl ey, you nean you
have not seen something like this before fromthe CIA this chart of
al

Qaeda worldwide and in the U S.? And he said, No, Congressman. So |
gave himthe chart.

Now, M. Speaker, what is interesting in this chart of al Qaeda, and
you cannot see this froma distance, but right here in the center is
the nane of the | eader of the New York cell. And that nanme is very
famliar to the people of America. That nane is Mohammed Atta, the
| eader of the 9/11 attack against us. So prior to 9/11, this mlitary
systemthat the CIA said we did not need and could not do actually

gave
us the information that identified Mohammed Atta's cell in New York
And with Mohammed Atta they identified two of the other terrorists
with
t hem

But | | earned sonmething new, M. Speaker, over the past severa
weeks
and nmonths. | have talked to sone of the mlitary intelligence
of ficers

who produced this docunent, who worked on this effort. And | found
sonet hing out very startling, M. Speaker. Not only did our mlitary
identify the Mohammed Atta cell; our mlitary made a reconmendation in
Sept enber of 2000 to bring the FBI in to take out that cell, the cel

of Mohamed Atta. So now, M. Speaker, for the first tine | can tel

our col |l eagues that one of our agencies not only identified the New
York cell of Mohammed Atta and two of the terrorists, but actually
made

a reconmendation to bring the FBI in to take out that cell. And they
made that recommendati on because Madel ei ne Al bri ght had decl ared that
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al Qaeda, an international terrorist organization, and the mlitary
units involved here felt they had jurisdiction to go to the FBI
Why, then, did they not proceed? That is a question that needs to be

answered, M. Speaker. | have to ask, M. Speaker, with all the good
work that the 9/11 Comm ssion did, why is there nothing in their
report

about abl e danger? Whay is there no nention of the work that able
danger

did against al Qaeda? Wiy is there no nention, M. Speaker, of a
recomendation in Septenber of 2000 to take out Mohamed Atta's cel
whi ch woul d have detained three of the terrorists who struck us?

{time} 1140

Those are questions, M. Speaker, that need to be answered.

Last week, | asked the gentleman fromCalifornia (M. Hunter), the
chairman of the Conmttee on Arned Services, ny good friend, and the
gentl eman from M chigan (M. Hoekstra), the chairman of the Pernmanent
Sel ect Commttee on Intelligence, my good friend, who I have the
hi ghest respect for both of these individuals, to allow us to proceed
wWith an investigation that has not yet been brought forward to the
American peopl e and our colleagues in this body.

We need to know, M. Speaker, why those recomrendations, if they, in
fact, occurred, as ny intelligence mlitary friends told ne that they
occurred, why were they stopped. Now, M. Speaker, | have been told
informally that they were stopped because the |awers at that tine in
2000 told themthat Mhamed Atta had a green card and they coul d not
go
after soneone with a green card.

| have al so been told, M. Speaker, that it was because of the fear
of the lawers of the fallout that had occurred on the Waco attack in
Texas just a short tine earlier. M. Speaker, if that is, in fact, the

case, that is an outrage and a scandal. If our reason for not going
after the Mohaned Atta cell was because of the fear of the fall out
from

Waco, then sonmeone needs to answer sonme guesti ons.

The bottomline process in all of this, M. Speaker, is that this
capability, which the CIA said we did not need, which the Cl A said was
not necessary, which was, in fact, being used by the mlitary, both
t he
Arny and Special Forces command did sonething the CIA did not do. It
identified the key cell of Mhanmed Atta prior to 9/11, and it actually
gave us a suggestion to deal with that cell. M. Speaker, this story
needs to be investigated. This information needs to be pursued.

Now, M. Speaker, in spite of the ClA's refusal to inplenent a
nati onal coll aborative center, thank goodness our President did
respond, and in January of 2003, standing in this very chanber, in the
State of the Union speech, he announced the TTIC, the Terrorism Threat
Integration Center. M. Speaker, the TTICis identical to the NOAH, no

http://www.fas.org/irp/congress/2005_cr/s062705.html (22 of 25) [9/26/2010 4:45:46 PM]





Rep. Curt Weldon on U.S. Intelligence

different, sanme concept, sanme design, |inkage together in one |ocation
of all 33 classified systens.

But, M. Speaker, we proposed that in 1999, 2 years prior to 9/11.
The adm nistration put it into place in January of 2003. That is the
sanme capability that the ClA said we do not need that, Congressman; we
cannot do that, Congressman; we have better ways to assess energing
threats. TTIC has now been refornmed. It is now known as the NCTC, the
Nati onal Counterterrorism Center, but M. Speaker, | still have
concerns, and | rise this evening to express those concerns.

This capability was produced in 1999 and 2000 by the IDC, the
I nformati on Domi nant Center. | asked themto update nme on al Qaeda, to
show nme what they can do today at the IDC. This, M. Speaker, is al
Qaeda today. It is obviously inpossible for anyone watchi ng our
television nonitor to see what is on this chart. | have had this chart
magni fied by a |arge factor and have |arge copies in ny office.

Each of these little individual people are cells of al Qaeda, are
groups of al Qaeda, clusters of al Qaeda around the world. In fact,
Mohaned Atta's cell is identified in this chart. This chart, M.
Speaker, was prepared through the national collaborative efforts of
our
| DC, using, M. Speaker, open source data. That chart was produced
with
open source data.

What troubles me, M. Speaker, is in talking to ny friends in the
def ense community who work with the NCTC, | have |learned that quite
possi bly the NCTC cannot duplicate this capability. That is a question
| plan to get answered this week because we have a
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very new and very capabl e | eader of the NCTC that hopefully will tel
me | am wong, that they can produce this kind of capability to
understand a threat group |like al Qaeda.

| rise tonight, M. Speaker, to raise the inportance of intelligence
col | aboration. We can never allow ourselves to return back to the days
prior to 9/11, to the days where individual agencies or individual
agencies that think that they have all of the answers in providing
security for our country and intelligence for our agencies and our
policy-makers. M. Speaker, we can never return to the days of 1999
and
2000, and | hope this is not the case today, but back in those days
where the agency bureaucrats were fighting with each other over who
woul d take credit for the best information. Let nme read a couple of
excerpts, M. Speaker.

Back in 1999, when | was pushing the CIAto establish this
col l aborative capability and our mlitary was actually using that
capability, focusing on enmerging threats |like al Qaeda, this
conversation went back and forth, M. Speaker, Septenber 1999. This
IS,
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by the way, witten frommlitary intelligence officers, a summary of
notes to ne.

At the mlitary's inception, the CIA drags its feet and limts its
support to the effort. In an off-the-record conversation between the
DCI and the CIA representative to this mlitary unit, a man that |
wil |
call Dave and our mlitary intelligence officer explains that even
t hough he understands the mlitary's effort is against the gl obal
infrastructure of al Qaeda, he tells me that the CCAwll, and
qguot e,
never provide the best information on al Qaeda, end quote. Wy woul d
they not do that? Because of the effort that they were taking as part
of a finding they had on bin Laden hinself and if the mlitary's
proj ect was successful it would, quote, steal their thunder. Steal the
Cl A's thunder.

Dave went on to say that short of the CINC, General so and so,
calling the Director, CGeorge Tenet, directly, the Cl A woul d never
provide the best information to the mlitary on al Qaeda. To ny
knowl edge, that information was never provided.

M. Speaker, never again can Anerica allow intelligence bureaucrats
to argue back and forth over who is going to steal whose thunder, that
you heaven forbid would want to enbarrass the Cl A because a mlitary
intelligence unit got information that is supposed to be under their
authority and jurisdiction.

M. Speaker, | amnot going to read all these pages, but this
classified information that | have to back up what | have given in
uncl assified format, will be provided and has been provided for the
chairman of our intelligence oversight commttee and our armned
servi ces

oversi ght commttee.

Again, | have to ask the question, why did the 9/11 Comm ssi on not
investigate this entire situation? Wiy did the 9/11 Conm ssion not ask
the question about the mlitary's recomendati on agai nst the Mhaned
Atta cell? Wiy did the 9/11 Conmm ssion not docunent the internal
battl es and di sputes between agency personnel going after the sane
terrorist organization al Qaeda?

If we are truly going to have an understanding of the need to reform
our intelligence system then we have to be honest with the Anmerican
peopl e about the past.

{time} 2350

M. Speaker, | rise tonight because | amvery troubled by what |
have
seen and by what | have heard. | have interviewed and tal ked to sone

very brave mlitary intelligence officers who, back in 1999 and 2000,
were involved in protecting Anerica. They knew what we needed, and

t hey

were trying to do it. As | have read to you, there were sone in other
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agencies, especially the CIA and sone in DIA, who were saying you
cannot do that, that is not your area. That is our area. You cannot
steal our thunder. That is our job, not your job.

Never again, M. Speaker, can we allow agency bureaucrats to argue
over who is going to get the credit for solving the next attack or
pl anned attack against us. | do not rise tonight, M. Speaker, to
enbarrass anyone. | rise toni ght because of my own frustration. W
knew
6 years ago what direction we had to go. The agency said we do not
need
t hat, Congressman, we know better than the Congress. Trust us.

Thank goodness President Bush put that systemin place when he took
office. If we had had that systemin 1999 and 2000, which the mlitary
had al ready devel oped as a prototype, and if we had followed the |ead
of the mlitary entity that identified the al Qaeda cell of Mhaned
Atta, then perhaps, M. Speaker, 9/11 would never have occurred.
Certainly taking out the Mohamed Atta cell and two of the terrorists
that were with him would have had a profound positive inpact in
shutting down the ngjor plan against us that noved forward on
Sept enber
11, 2001.

M. Speaker, | have placed these docunents in the Record because
want our col | eagues to have a chance to read them | want our
col l eagues to see the facts and the information, and | want to support
our very capable chairman, the gentleman from California (M. Hunter)
and the gentleman from M chigan (M. Hoekstra) as they nove forward
Wi th an investigation.

We have to ask the question, why have these issues not been brought
forth before this day? I had ny Chief of Staff call the 9/11
Conmi ssi on
staff and ask the question: Wiy did you not mention Able Danger in
your
report? The Deputy Chief of Staff said, well, we |ooked at it, but we
did not want to go down that direction

So the question, M. Speaker, is why did they not want to go down
that direction? Wiere will that |ead us? Wiy do we not want to see the
answers to the questions | have raised tonight? Wio made t he deci sion
to tell our mlitary not to pursue Mhaned Atta? Who nade the deci sion
that said that we are fearful of the fallout fromWco politically?

Were those deci sions nade by | awyers? Were they nade by
pol i cymaker s?

Who within the adm nistration in 2000 was responsi bl e for those
actions? This body and the Anerican people need to know.
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