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Introduction

Many antivirus and antispyware solutions identify malicious programs by looking for known unique
signatures contained inside them. Those signatures are stored inside a database which is constantly
updated. This tutorial guides you through a number of steps to encrypt the executable file code section in
order to render antivirus signature checking techniques ineffective against identifying the malicious code.

Tools
The tools used in this paper are the following:
- OllyDBG [http://mwww.ollydbg.de/]
Plugins:
0 Analyze This! Plugin v0.1 by Joe Stewart
- WinAsm Studio [http://www.winasm.net/]
- A Hex editor

Example Software

Program Name: SimpleCrypt

Md5sum: 0550212afa60066cfd7c6d4e318d2c5f
Compiler: MASM (WinAsm)

Program Analysis

Source Code

simcrypt.asm
486

.model flat, stdcall
option casemap :none ; case sensitive

include simcrypt.inc

.code
start:
invoke GetModuleHandle, NULL
mov hinstance, eax
invoke DialogBoxParam, hinstance, 101, 0, ADDR DlgProc, 0
invoke ExitProcess, eax

DigProc proc hwin  :DWORD,
uMsg :DWORD,
wParam :DWORD,
IParam :DWORD

Jif uMsg == WM_COMMAND
Jif wParam == IDC_ENCRYPT
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invoke GetDlgltemText,hWin,EDIT1,addr userBuffer,32 ; Get 32
characters from Input textbox
call Convert
Jifal ==
invoke SetDlgltemText,hWin,EDIT2,addr userBuffer ; Print result to
Output textbox
.else

invoke MessageBox,hWin,addr nullPassMsg,addr
nullPasswnd,MB_ICONERROR
.endif

.elseif wParam == IDC_EXIT
invoke EndDialog,hWin,0
.endif
.elseif uMsg ==WM_CLOSE
invoke EndDialog,hWin,0
.endif

xor eax,eax
ret
DigProc endp

Convert proc

invoke Istrlen, addr userBuffer
test eax,eax

jle NULLINPUT

mov ecx,offset userBuffer

xor ebx,ebx
@@:
.if ebx<eax
mov dl,byte ptr [ecx+ebx] ; dl = ascii value of character in possition ebx (counter)
add edx,ebx ; edx = edx + ebx (counter)
mov byte ptrlecx+ebx],dl ; character in possition ebx (counter) = dl
inc ebx
jmp @b
.else
mov al,1
ret
.endif
NULLINPUT:
XOr eax,eax

ret
Convert EndP
end start
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simcrypt.inc
include windows.inc

uselib MACRO libname
include libname.inc
includelib libname.lib
ENDM

uselib  user32
uselib  kernel32

DlgProc PROTO :DWORD,:DWORD,:DWORD,:DWORD
EDIT1 equ 1001

EDIT2 equ 1002
IDC_ENCRYPT equ 1005
IDC_EXIT equ 1004
.data

nullPassMsg db "NULL == Bad",0
nullPasswnd db "Error",0

.data?

hinstance dd ?
userBuffer dd 32 dup(?)
simcrypt.rc

;This Resource Script was generated by WinAsm Studio.

#define EDIT2 1002

#define EDIT1 1001

#define IDC_STATIC1006 1006
#define IDC_STATIC1007 1007
#define IDC_ENCRYPT 1005
#define IDC_EXIT 1004

101 DIALOGEX 0,0,100,76

CAPTION "Basic Crypt"

FONT 8,"Tahoma"

STYLE 0x80c80880

EXSTYLE 0x00000000

BEGIN
CONTROL "Exit",IDC_EXIT,"Button",0x10000000,52,55,41,13,0x00000000
CONTROL " EDIT1,"Edit",0x10000080,3,12,90,12,0x00000200
CONTROL " EDIT2,"Edit",0x10000080,3,35,90,12,0x00000200
CONTROL "Encrypt",IDC_ENCRYPT,"Button”,0x50010000,3,55,41,13,0x00000000
CONTROL "Input",IDC_STATIC1006,"Static",0x50000000,35,3,24,8,0x00000000
CONTROL "Output”,IDC_STATIC1007,"Static",0x50000000,33,25,23,9,0x00000000

END
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User Interface

Basic Crypt
Inpuk
. EDIT1
| basaaaaasaasaaasaaaa:
Cukput
| ahcdef ghijklrmnopagrstuys: EDIT2
Encrypk | Exit IDC_EXIT
' IDC_ENCRYPT

Assembled Code
00401000 /$ 6A 00 PUSH 0 ; IpModule = NULL
00401002 |. E8 F9000000 CALL <JMP.&kernel32.GetModuleHandleA> ; \GetModuleHandleA
00401007 |. A3 20304000 MOV DWORD PTR DS:[403020],EAX
0040100C |. 6A 00 PUSH 0 ; IParam = NULL
0040100E |. 68 28104000 PUSH SimpleCr.00401028 ; |DIgProc = SimpleCr.00401028
00401013 |. 6A 00 PUSH 0 ; [hOwner = NULL
00401015 |. 6A 65 PUSH 65 ; [IpPTemplate = 65
00401017 |. FF35 20304000 PUSH DWORD PTR DS:[403020] ; |hinst = NULL
0040101D |. E8 BAO00O00O CALL <JMP.&user32.DialogBoxParamA> ; \DialogBoxParamA
00401022 |. 50 PUSH EAX ; [ExitCode
00401023 \. E8 D2000000 CALL <JMP.&kernel32.ExitProcess> ; \ExitProcess
00401028 /. 55 PUSH EBP
00401029 |. 8BEC MOV EBP,ESP
0040102B |. 817D 0OC 11010> CMP DWORD PTR SS:[EBP+C],111
00401032 |. 7565 JNZ SHORT SimpleCr.00401099
00401034 |. 817D 10 ED030> CMP DWORD PTR SS:[EBP+10],3ED
0040103B |. 7547 JNZ SHORT SimpleCr.00401084
0040103D |. 6A 20 PUSH 20 ; /Count = 20 (32.)
0040103F |. 68 24304000 PUSH SimpleCr.00403024 ; |Buffer = SimpleCr.00403024
00401044 |. 68 E9030000 PUSH 3E9 ; |ControllD = 3E9 (1001.)
00401049 |. FF7508 PUSH DWORD PTR SS:[EBP+8§] : [hwnd
0040104C |. E8 97000000 CALL <JMP.&user32.GetDlgltemTextA> ; \GetDlIgltemTextA
00401051 |. E8 59000000 CALL SimpleCr.004010AF
00401056 |. 3C 01 CMP AL,1
00401058 |. 75 14 JNZ SHORT SimpleCr.0040106E
0040105A |. 68 24304000 PUSH SimpleCr.00403024 ;I Text=""
0040105F |. 68 EA030000 PUSH 3EA ; |ControllD = 3EA (1002.)
00401064 |. FF7508 PUSH DWORD PTR SS:[EBP+8] : [hwnd
00401067 |. E8 88000000 CALL <JMP.&user32.SetDlgltemTextA> ; \SetDIgltemTextA
0040106C |. EB 3B JMP SHORT SimpleCr.004010A9
0040106E |> 6A 10 PUSH 10 ; MB_OK|MB_ICONHAND|MB_APPLMODAL
00401070 |. 68 0C304000 PUSH SimpleCr.0040300C ; [Title = "Error"
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00401075 |. 68 00304000

0040107A |. FF7508
0040107D |. E8 6C000000
00401082 |. EB 25
00401084 |> 817D 10 ECO030>
0040108B |. 751C
0040108D |. 6A 00
0040108F |. FF7508
00401092 |. E8 4BO00000
00401097 |. EB 10
00401099 |> 837D 0C 10
0040109D |. 750A

0040109F |. 6A 00
004010A1 |. FF75 08
004010A4 |. E8 39000000
004010A9 |> 33CO0
004010AB |. C9
004010AC \. C2 1000
004010AF $ 68 24304000

004010B4 . E8 4D000000
004010B9 . 85CO0
004010BB . 7E 1B
004010BD . B9 24304000
004010C2 . 33DB
004010C4 > 3BDS8
004010C6 . 730D
004010C8 . 8A140B
004010CB . 03D3
004010CD . 88140B
004010D0 . 43
004010D1 "MEBF1
004010D3 . EB O3
004010D5 > BOO1
004010D7 . C3
004010D8 > 33CO

004010DA . C3

004010DB CC

004010DC $- FF25 20204000
004010E2 $- FF25 14204000
004010E8 $- FF25 10204000
004010EE $- FF25 1C204000
004010F4 $- FF25 18204000
004010FA .- FF25 04204000

00401100 $- FF25 00204000

00401106 $- FF25 08204000

PUSH SimpleCr.00403000

PUSH DWORD PTR SS:[EBP+8]
CALL <IJMP.&user32.MessageBoxA>
JMP SHORT SimpleCr.004010A9
CMP DWORD PTR SS:[EBP+10],3EC
JNZ SHORT SimpleCr.004010A9
PUSH 0

PUSH DWORD PTR SS:[EBP+8]
CALL <JMP.&user32.EndDialog>
JMP SHORT SimpleCr.004010A9
CMP DWORD PTR SS:[EBP+C],10
JNZ SHORT SimpleCr.004010A9
PUSH 0 ; IResult =0
PUSH DWORD PTR SS:[EBP+8]
CALL <JMP.&user32.EndDialog>
XOR EAX,EAX

LEAVE

RETN 10

PUSH SimpleCr.00403024

CALL <JMP.&kernel32.IstrlenA>
TEST EAX,EAX

JLE SHORT SimpleCr.004010D8
MOV ECX,SimpleCr.00403024
XOR EBX,EBX

CMP EBX,EAX

JNB SHORT SimpleCr.004010D5
MOV DL,BYTE PTR DS:[EBX+ECX]
ADD EDX,EBX

MOV BYTE PTR DS:[EBX+ECX],DL
INC EBX

JMP SHORT SimpleCr.004010C4
JMP SHORT SimpleCr.004010D8
MOV AL,1

RETN

XOR EAX,EAX

RETN

INT3

; [Text = "NULL == Bad"
; [nOwner
; \MessageBoxA

;/Result =0
; |hWnd
; \EndDialog

; |hWnd
; \EndDialog

; IString =
; \IstrlenA

JMP DWORD PTR DS:[<&user32.DialogBoxPara>; user32.DialogBoxParamA

JMP DWORD PTR DS:[<&user32.EndDialog>] ; user32.EndDialog

JMP DWORD PTR DS:[<&user32.GetDlIgltemTex> ; user32.GetDlgltemTextA

JMP DWORD PTR DS:[<&user32.MessageBoxA>] ; user32.MessageBoxA

JMP DWORD PTR DS:[<&user32.SetDIgltemTex> ; user32.SetDlgltemTextA

JMP DWORD PTR DS:[<&kernel32.ExitProcess> . kernel32.ExitProcess

JMP DWORD PTR DS:[<&kernel32.GetModuleHa>;
kernel32.GetModuleHandleA

JMP DWORD PTR DS:[<&kernel32.IstrlenA>] ; kernel32.IstrlenA
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Binary Code Encryption

The idea of encrypting your binary code is simple. The binahy obyour software is vulnerable

towards static disasseni In order to avoid that, your code has to be stored in an encrypted form and
decrypted on runtime.Additionally, thistechnique isa simple way obypas@g most antivirus systems

By just chanigg the code sectio, you change the signatud your program and therefore making it
undetectable.

Although the theory is quite simple, creating a working example might have a level of difficulty on
understanding the techniques used. Therefore additiantd will be provided.

Stepl
Fire up your olly debuggand load your targetYour ollydbg®@ CPU windows should look similar to this



