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Introduction. The goal of this report isto achieve acommon understanding and develop standard
practices for disclosing and managing vulnerabilities in networked information systems. Over the
last 20 years, businesses and governments have increased their reliance on networks,
applications, and the Internet for core government and business operations. Vulnerabilities in
technology vital to interconnected, critical infrastructure operations represent a threat to both
national and economic security. Managing these vulnerabilities has become a critical component
of customer care and protecting citizens. There are no standards or broad agreements among
stakeholders regarding how, when, and to whom to disclose vulnerabilities.

Charter. The Nationa Infrastructure Advisory Council (NIAC) established the Vulnerability
Disclosure Working Group (VDWG) in December 2002 to develop the guidelines and
recommendations in this report. This framework covers the notification, investigation,
disclosure, and resolution of discovered and reported network security vulnerabilities. The
guidelines that follow are applicable to al stakeholders in the global vulnerability disclosure
process. This report aso includes specific recommendations for the President of the United
States to direct to the U.S. federal government as appropriate.

Vulnerabilities. Vulnerabilities can be caused by software and hardware design flaws, poor
administrative processes, lack of awareness and education, and advancements in the state of the
art or improvements to current practices. Regardless of cause, an exploitation of such
vulnerabilities may result in real threats to mission-critical information systems. The NIAC
recommends the universal use of common naming conventions, such as the example provided by
MITRE s Common Vulnerabilities and Exposures (CVE) project, whenever possible.

Vulnerability life cycle. Every vulnerability is unique, but each evolves through a predictable life
cycle. There is a difference between the well-meaning resolution of vulnerabilities and what
happens when a malicious actor is involved. The life cycle used in this report assumes a benign
environment. The NIAC adopts the following nine-step vulnerability life cycle.

Research

Verification

Report

Evauation

Acknowledgement

Repair

Advisory and patch evaluation
Patch release

Feedback and case closure

©COoN~WNE

Per spectives. There are numerous schools of thought regarding the disclosure of a vulnerability.
At one end of the spectrum are those who believe that vulnerabilities should be publicly
announced to compel vendors to develop a patch promptly. Others maintain that information
about vulnerabilities should not be disclosed until developers have had a reasonable opportunity
to diagnose and offer fully tested patches, workarounds, or other corrective measures. Despite
disagreement about when to disclose vulnerabilities, these views share a common goal: reducing

7 of 52



NIAC Vulnerability Disclosure Framework

the risks to information systems and stopping related malicious activity. Fundamentally, this goal
is about protecting not only individua networks and the data that flows through them, but
society s use and reliance upon the information highway itself as a fundamental component of
commerce and communication around the world.

Sakeholders. Stakeholders may be grouped into four major categories. discoverers, vendors,
users, and coordinators. Each mgor category contains several subgroups, and there are also
overlaps between major categories. For example, vendors maintain research staffs that often
perform the function of discoverer. The guidelines in this report have been written for the four
primary stakeholder groups.

Scoring. To protect the nation s critical information infrastructure, the Council believes reliable,
consistent vulnerability scoring methods are essential. The Study Group evaluated aternative
procedures actively employed by severa stakeholders to categorize reported vulnerabilities.
Existing vulnerability scoring methods vary widely. To protect the nation s critical information
infrastructure, the Working Group concluded that reliable, consistent vulnerability scoring
methods are essential. Unfortunately, the existing diversity in the methods used to identify
vulnerabilities and assign scoring metrics presents a contradictory risk  disagreements provide
malicious actors increased time to exploit the vulnerability or increase the damages resulting
from existing exploitative situations. Therefore, the NIAC commissioned a research task to
develop a consistent scoring methodology. The results of the Scoring Subgroup s work will be
published separately when compl ete.

Communications. Effective vulnerability disclosure depends on effective communication
between and among the stakeholders. Vulnerability disclosure has been problematic in the past
due to communication issues. E-mail related to managing vulnerabilities should be both
encrypted and electronically signed by all participating parties. This ensures the authentication
and non-repudiation of all participants, while preserving the integrity and confidentiality of
message contents. The NIAC strongly endorses the practice of encrypting and signing al E-mail
related to vulnerability management as a best practice. Maintaining a trust infrastructure so that
people can use public keys easily can be cumbersome, and most encryption products do not
interoperate well. PGP (Pretty Good Privacy) and its open-source equivaents like GPG and
OpenPGP, are the lingua franca of the international incident-response community. Various
governments, including the U.S. government, have been slow to adopt PGP or have resisted
efforts to use it. As a result, most government agencies have effectively eliminated themselves
from the exchange of encrypted communications regarding vulnerabilities. Federa organizations
protect sensitive data with Triple-DES and AES-128; both of these algorithms are widely used in
secure E-mail programs. Some federal agencies have a clear-text archive requirement for all
communication, mandating against the use of encrypted message traffic.

Information Sharing. Existing public and private information-sharing practices were reviewed
during this study. Reports of vulnerabilities in software products and services have four primary
sources. licensed, authorized users of the products, independent researchers who have been
informed by users, discoverers operating at the fringe of commerce, and the vendors themselves.
As information sharing is a key component of protecting critical infrastructures, the NIAC
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strongly endorses the establishment and use of industry Information Sharing and Anaysis
Centers (ISACs) as vehicles for sharing information on vulnerabilities and their solutions.

However, reports are frequently distributed publicly without any advance verification as to their
accuracy. The software vendors and service providers that are the subject of inaccurate reports
are distracted from their primary operations and face injuries to their reputation from the reports
and related activities. Many of those issuing false reports (@) hide themselves behind anonymous
identities, (b) are located outside the United States or (c) are reporting their claims based on the
use of unauthorized or bootleg copies of the relevant software. As a result, traditional
disincentives to false statements, such as defamation lawsuits or criminal investigations, are not
available.

Legal Framework. Today, each stakeholder involved in vulnerability disclosure may adopt a
differing view regarding the scope and type of role they are willing take. Such decisions are
often predicated on the individua stakeholder s assessment of the percelved risk to them of
incurring financia or other liabilities or reputational injury, or of potentially violating federal or
state law. The legal landscape is further complicated by the globa nature of vulnerability
reporting against a backdrop of conflicting domestic and foreign laws and regulations. Clearly,
such variations in both domestic and foreign laws provide an inconsistent foundation from which
to manage vulnerability communications and disclosures.

Conclusions. After studying the complex issue of vulnerability disclosure, the NIAC has drawn
the following six conclusions:

» Discoverers and vendors often disagree; but not with respect to the fundamental goal to
improve the security of software used in critical processes.

* Common terms and procedures are a fundamental requirement for effective vulnerability
management.

»  Compatible encryption schemes are necessary to ensure all stakeholders can participatein
vulnerability management, and to ensure protection of sensitive information.

» A common threat scoring method may help facilitate a foundation for the common
understanding among stakeholders.

* Robust information sharing of vulnerabilities, threats, countermeasures, and best practicesis
key to minimizing threats to critical infrastructure networks.

» Lega and regulatory frameworks at al levels of federal, state, and local government need to
be reviewed with the goal of reforming public policy to support the secure sharing of
vulnerability information among stakeholders without fear of financial or other liability.

Guidelines. This report includes comprehensive guidelines for all stakeholders in the
vulnerability disclosure process. The guidelines are grouped under the maor headings of
discoverers, vendors, end users and organizations, and coordinators. Readers are encouraged to
read al the guidelines, since some apply to more than one major stakeholder group.

Recommendations. The following seven recommendations are made to the President to direct
appropriate Departments and Agencies involved in any aspect of managing software
vulnerabilities.
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Support development of a common vulnerability management architecture, including
common terms and universally compatible procedures to be employed in the public and
private sectors for identifying, reporting, scoring, remediating, and resolving vulnerabilities.
This includes standardized E-mail addresses for reporting and standardized Web site
locations and content for sharing information effectively.

Provide policy and funding to ensure that trusted environments are available to protect
vulnerability information and ongoing investigations.

Promote universal use of multiple compatible encryption methods to ensure the U.S. federal
government can participate effectively in the global vulnerability management process.
Conduct aregulatory framework review. The federal government should review existing
federal regulations and practices in order to identify barriers to resolving software
vulnerabilities.

Support robust voluntary information sharing through policy and funding. The federal
government should set up or support neutral clearinghouses for vulnerability management,
accessible to researchers, the private sector, and federa agencies.

Support arobust infrastructure for international coordination.

Promote and fund advanced university and industry security research and education.
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Ove the last 20 years, businesses and governments have increased productivity, improved
efficiency, and created new partnerships by relying on networked operating systems and
applications and the Internet. Critical infrastructure operations are now interlinked across sectors,
with customers and partners, and with governments at all levels. Governments and businesses
have fundamentally changed the way they relate to their citizens and customers all expect
instant availability of key information needed to conduct business. This connectivity is no longer
aluxury; itisarequirement of core government and business operations.

Vulnerabilities in technology vital to interconnected, critical infrastructure operations represent a
threat to both national and economic security. Managing these vulnerabilities has become a
critical component of customer care for businesses, and of protecting citizens for governments.
Stakeholders in the process discoverers, vendors, end users, coordinators all have the same
goal: reduce or eliminate software vulnerabilities to ensure continued delivery of critical services
and timely, secure flow of information.

How, when, and to whom to disclose vulnerabilities are complex issues. There are no standards
or broad agreements among stakeholders regarding vulnerability disclosure. Achieving a
common understanding and developing generally standard practices is the goal of this report.
Agreement among stakeholders on disclosure practices will improve the expeditious resolution
of vulnerabilities, build trust among stakeholders, and help assure delivery of critica
infrastructure services to citizens and customers.

The National Strategy to Secure Cyberspace, published in February 2003, analyzed the issues
relating to the disclosure of security vulnerabilities as follows:

... the Nation needs a better-defined approach to the disclosure of vulnerabilities. The
issue is complex because exposing vulnerabilities both hel ps speed the devel opment of
solutions and also creates opportunities for would be attackers. In addition, the
clearinghouse for such disclosures must be a neutral body between vendors, security
companies, and the public at large. Today the government partially funds such
organizations. However, the appropriate level and form for this funding need to be
reviewed. DHSwill work with the National Infrastructure Advisory Council and private
sector organizations to develop an optimal approach and mechanism for vulnerability
disclosure.

The National Infrastructure Advisory Council (NIAC) was formed by Executive Order in
October 2002. It is charged with advising the President, through the Secretary of Homeland
Security, on information system security issues important to preserving the integrity of the
nation s critical infrastructure. The NIAC recognized that a consistent vulnerability disclosure
framework could improve vulnerability management and potentially mitigate the risks to
information systems, and, to that end, established the NIAC Vulnerability Disclosure Working
Group (VDWG), which delivered this report to the Council.
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The NIAC reached consensus that the nation s interests are advanced by a commitment by all
stakeholders in cyberspace to responsibly manage, disclose, and resolve vulnerabilities that put
the security of the nation scritical infrastructure at risk.

To this end, and in support of the National Strategy, the VDWG set as its goal to develop a
framework, built on existing best practices and input from industry and government experts', for
the notification, investigation, disclosure, and resolution of discovered and reported network
security vulnerabilities. The guidelines set forth in this report serve as that framework.

The co-chairs decided that in order to ensure representation from all mgor stakeholder groups,
including opposing perspectives on the problem, the study group supporting the VDWG should
be composed of a cross-section of al those to be represented. During deliberation, the VDWG
significantly broadened this representation by soliciting additional input and review by selected,
internationally known leaders in each stakeholder community. The following major steps were
used in the study of the problem and production of this report:

» Conduct aliterature search, including known vulnerability management best practices
and white papers on vulnerability disclosure

» Survey study group members and external reviewers to augment the literature search,
define the problem, and articul ate stakeholder perspectives

» Develop key definitions: vulnerability, vulnerability life cycle, stakeholders; and scope
the project: international; guidelines, vice policy; scoring research to be conducted
separately

» Write drafts; submit for internal and external review; resolve conflicts in teleconference

See Appendix A for alist of Working Group members, study group members, external
reviewers, and resources used to produce this report.

Security begins with a security policy, which has physical and cyber aspects. Companies,
governments, and individuals must make risk decisions governing their critica business
operations, processes, relationships, and public access. This report does not cover security policy
creation, but is intended to assist readers in managing vulnerabilities that may affect risk.
Readers are encouraged to develop fundamental policies on which to make sound risk decisions
involving critical infrastructure systems.

Information systems and their hardware and software are produced and consumed all over the
world. The Internet is borderless, offering the potential for unlimited global interaction for al
connected to it, as well as an interconnected pathway for attacks and other malicious activity.
Stakeholders in the vulnerability management process include those that discover them, software
vendors, governments, critical infrastructure owners and operators, and other users. Rather than
attempt to develop a US-centric policy, the Working Group decided to produce non-binding
guidelines with global applicability. Voluntary implementation of these guidelines will help in

! See Appendix A for sources of best practices and alist of contributors.
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minimizing risk to critical infrastructure systems worldwide, including those important to the
United States.

The guidelines that follow will be applicable to all stakeholders in the global vulnerability
disclosure process. This report also includes specific recommendations for the President of the
United States to direct to the U.S. federal government as appropriate.

For purposes of this report, avulnerability is defined as a set of conditions that leads or may lead
to an implicit or explicit failure of the confidentiality, integrity, or availability of an information
system. Examples of the unauthorized or unexpected effects of a vulnerability may include any
of the following:

»  Executing commands as another user

» Accessing datain excess of specified or expected permission

* Posing as another user or service within asystem

» Causing an abnormal denial of service

* Inadvertently or intentionally destroying data without permission

* Exploiting an encryption implementation weakness that significantly reduces the time or
computation required to recover the plaintext from an encrypted message

Common causes of vulnerabilities are design flaws in software and hardware, botched
administrative processes, lack of awareness and education in information security, and
advancements in the state of the art or improvements to current practices, any of which may
result in rea threats to mission-critical information systems. Although the presence of a
programming flaw is not required, the accidental introduction of defects into software is
expected to comprise a significant portion of the vulnerabilities addressed by this framework.
The Working Group recommends universal use of common naming conventions such as the
example provided by MITRE s Common Vulnerabilities and Exposures (CVE) project,
whenever possible.?

Every vulnerability is unique, but each evolves through a predictable life cycle. How do
vulnerabilities cometo bein thefirst place? Possibilitiesinclude:

* A newly introduced software flaw

» A flaw that has been present since the release of a product

» A fix that reveals a security issuein prior releases of a product, with or without the vendor s
awareness

» Theresult of acomplex dependency

* Vulnerahilities introduced into the repository that a vendor uses to distribute code

Figure 1 illustrates the major steps in the life cycle of the resolution of a vulnerability.® The
continuous arrows in the figure illustrate the maor forward steps in the resolution of a

2 Common Vulnerabilities and Exposures, The MITRE Corporation, http://cve.mitre.org/
% Source: TiinaHavana. See full citation in Appendix A.
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vulnerability, and dotted lines depict potential paths for feedback or refinement. This life cycle
model identifies the window of vulnerability as the time between initia discovery to the
implementation of a patch or sufficient work-around.

Note that the three columns in the diagram represent different functional groups which may or
may not correspond to distinct individuals or organizations. For example, some vendors may
employ an internal coordinator such as a product security response team with primary duties
of coordinating the vendor s vulnerability resolution efforts. In that case the Vendor
responsibilities column will also include the Coordinator duties for Advisory and Advisory
Release at the same statesas Repairing and Patch Release , respectively. Likewise, note that
in some cases, the Discoverer may be the same entity as the Vendor or the Coordinator. Finally,
the role of Coordinator is optional.

» Research: Discovering vulnerabilities is usually accomplished by research, conducted by
security researchers, individuals, coordinators, or vendors themselves. Initial discovery
moves a vulnerability from the theoretical realm to something that could be exploited. Some
vulnerabilities are discovered by conducting research on actual attacks. All stakeholders
conducting vulnerability research should have well-defined root cause analysis processes,
with clearly assigned responsibilities for performing this analysis for every attack.

* Vaeification: It isrecommended that whoever conducts the research validate the
vulnerability by developing a repeatable process to verify its effects and determine possible
methods of exploitation.

* Report: Communication with affected vendorsis the next step in the cycle. Thisis
accomplished either directly or through a coordinator.

» Evaluation: Vendors evaluate the reported vulnerability, sometimes working with the
discoverer to repeat the conditions under which it was discovered and verify that the exploit
reveals a genuine, previously unknown and unpatched vulnerability.

* Acknowledgement: Vendors acknowledge receipt of the report, maintaining contact with the
discoverer to provide status reports, cooperate in further research, and discuss disclosure
plans.

* Repair: Vendors develop fixes, typically software patches, for the vulnerability. Sometimes
fixes aso involve operational procedures or coordination with third-party vendors, especially
when the vulnerability affects software on which several vendors products depend.

* Advisory and patch evaluation: Testing validates the effectiveness of the patch, exposes
any undesired effects, and may involve subsequent and repeated patch devel opment,
especially when the vulnerability affects more than one vendor s product. Ideally, the vendor
also tests the patch in multiple environments representing customers implementations,
including testing the patch against many third-party software products normally found in
customer networks.

» Patch release: Once the vendor is satisfied that the patch is effective and not harmful to most
customer software environments, it notifies customers and the general public.
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Vulnerability Resolution Process Life Cycle

Coordinator Discoverer Vendor

Evaluation

Ewvaluation

Acknowledgement

Repair

_— Advisory & Palch I
= Ewvaluation =
,

_________ Feedhack & I I
- Case Closure -

Figure 1: Vulnerability Resolution ProcessLife Cycle
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» Feedback and case closure: Any new collateral effects, modifications of the malicious
exploit, or new discoveries of the vulnerability or patch s effects on customer installations
are fed back to the vendor that issued the patch. The vendor updates advisories as
appropriate, generally until further updates are no longer relevant. The reason could be that
the vendor has confirmed with a high percentage of customers that affected softwareis
patched; the affected software is obsolete; or the vulnerability and its solution are known for
along time. At this point, the case is considered closed.

There are numerous schools of thought regarding the most appropriate way to minimize the risks
associated with the uncontrolled disclosure of a vulnerability. At one end of the spectrum are
those who believe that, once discovered, vulnerabilities should be publicly announced so that
information system security professionals can begin to mitigate the associated risks and to
compel developers to develop a patch to fix the flaw promptly. Proponents of this view contend
that those who seek to exploit the flaw are likely to already know about it and informing the
public at the earliest possible time may prevent widespread exploitation of that vulnerability.

Others maintain that information about vulnerabilities should not be disclosed to the general
public until developers of the affected product have had a reasonable opportunity to diagnose and
offer fully tested patches, workarounds, or other corrective measures. Defenders of this latter
view claim that limiting the release of information about vulnerabilities reduces the exposure to
malicious activity until afix can be developed and deployed. Despite disagreement about when
to disclose vulnerabilities, these views share a common goal: reducing the risks to information
systems and stopping related malicious activity.

While there are many ways to organize actorsin vulnerability disclosure, the study group defined
stakeholders in four major categories. discoverers, vendors, users, and coordinators. Each major
category contains several subgroups of uniquely interested stakeholders. There are also overlaps
between major categories. For example, vendors maintain research staffs that often perform the
function of discoverer. The guidelines in this report have been written for the four primary
stakeholder groups. Specific organizations or individuals within these groups should be able to
use the guidelines, making any necessary modifications as required by local procedures.

Discoverers include individuals or organizations that find vulnerabilities. Subgroups include
researchers, security companies, users, governments, and coordinators.

The vulnerability management process begins with discoverers. Vendors conduct quality
assurance testing as part of the development process. Research institutions, security
organizations, and interested individuals in both the public and private sectors employ and test
software products in creative ways, including some not envisioned by the product vendors.
Hacker groups are becoming more and more organized, forming clubs and sponsoring
conferences, many of which are dedicated to discovering and publishing vulnerabilities in well-
known software. Some of these take great pride in being first to publish, regardiess of the
consequences to the affected vendor or its customers. Others attempt to contact affected vendors
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directly or through a coordinator, to help the vendor remediate the vulnerability and publish a fix
along with the advisory. Typically, the more responsive a vendor is to a responsible discoverer,
the less hostile the relationship between discoverer and vendor. In the best of circumstances,
discoverers work closely with vendors, sharing test cases and providing sufficient details to
enable the vendor to quickly validate the discoverer s claim and focus on remediating the flaw.

Vendors develop or maintain information system products or services that may be vulnerable.
Subgroups include information security teams, product security teams, incident response teams,
researchers, communications coordinators, legal officers, and operators.

In the management of security vulnerabilities, vendors are the key to developing and distributing
timely solutions. For the purposes of this document, vendors include both large vendors of
software and smaller open-source software development groups. There are primary vendors, who
develop a particular technology or product, and secondary vendors, whose products incorporate
or rely on another vendors product. Vendors also include open-source distribution and
development repositories, such that it may be impossible to identify a single vendor entity.
Sometimes a vulnerability is discovered in in-house applications (e.g., Web portas for
employees or students, business applications, or other software not intended for sale), or third-
party e-commerce infrastructure applications (e.g., Web carts, billing systems, etc.), which
makes identification of the vendor and impact of dependencies on the product very difficult.

Software products created by vendors are the primary targets of malicious exploitation, and
vendors are best equipped to design patches and other fixes for their products. However, thereis
little similarity among software vendors regarding how vulnerabilities are reported, how they
resolve them, how they communicate results, and how they work with discoverers, coordinators,
law enforcement, and other stakeholders. Inconsistency among vendors can cause confusion
among discoverers and the public.

Patches and Wor karounds

Vendors develop fixes, typically software patches, for vulnerabilities reported to them.
Sometimes fixes aso involve operational procedures or coordination with third-party vendors,
especialy when the vulnerability affects software on which several vendors products depend.
Testing validates the effectiveness of the patch, exposes any undesired effects, and may involve
subsequent and repeated patch development, especially when the vulnerability affects more than
one vendor s product. Once the vendor(s) are satisfied that the patch is effective and any
potential side-effects to customer software environments are understood, they notify customers
and the general public.

Most vendors aso develop interim workaround solutions that can prevent exploitation in
customers networks until patch development and testing can be completed. This can be
especialy important when the vulnerability involves software on which vendor products depend,
or if patch development is complicated. Discoverers, researchers, and coordinators can assist
vendors in developing and communicating workarounds. End users and organizations should
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implement vendor-published workarounds as operationally feasible, and work with vendors to
expeditiously install fully tested patches when they become available.

This group includes everyone using a vendor s product that could be affected by a vulnerability.
Subgroups include governments, critical infrastructure owners and operators, and service
providers. Each of these groups may also have information security teams, incident response
teams, researchers, communications coordinators, legal officers, and operators.

The coordinated effort made by discoverers, vendors, coordinators and others can provide a
timely and thoughtful disclosure of information surrounding a vulnerability, intended to mitigate
risk to a system. However, in order for the risk represented by a particular vulnerability to be
reduced or eliminated, end users and organizations must be notified and must take action to
address the problem. Reaching the end users or organizations and their corresponding response
to that notification are key components of the disclosure and mitigation process.

Coordinators can manage a single vendor s response or multiple vendors responses to a
vulnerability. Coordinators may also serve as unbiased, independent evaluators of severity, and
may act as a medium for communicating with the public and multiple users and vendors.
Additionally, coordinators may be able to enhance international reporting, especially in support
of organizations that are prohibited from reporting issues to non-citizens. A coordinator may be
in a good position to study relationships among vulnerabilities and recognize trends.* The most
important attribute of a coordinator is to be trusted. Additional attributes required for effective
coordination of vulnerabilities include:

» Theability to reach the correct audience quickly: One of the main goals of
vulnerability disclosure isto motivate system administrators, network managers, policy
and decision makers, and others to act in response to a new vulnerability to prevent
compromise. To achieve this, vulnerabilities must be disclosed to al affected users,
including technical and managerial professionals, as quickly as possible.

* Theability to marshal expertsand decision makers: Develop solutions in response to
new vulnerabilities. Effective vulnerability response requires the ability to gain direct
access to senior management, technical officers, scientists, academicians, and policy
makers.

* Theability to communicate securely with stakeholder s Communications between and
among stakeholders must be secure. In the period when a vulnerability is not yet public,
message traffic must be strongly encrypted. Without this, the information is at risk of
being intercepted, modified, or rerouted in transit. After publication, the public needs to
be able to authenticate the veracity of the information. Otherwise, intruders could forge
legitimate-looking messages that actually cause system administrators to make their
systems less secure. Finally, the cryptographic keys used for these communications must
be verifiable and actually be verified by the parties who use them.

* See Appendix B for a description of some of these groups.
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* Aninfrastructurefor secure electronic mail: E-mail related to managing
vulnerabilities should be both encrypted and electronically signed by all participating
parties.

* Proceduresto guard against information leakage: It is easy to design secure
communication policies that nonetheless leak information about the very topicsone is
trying to keep secret. Email systems, encryption tools, and communication policies
relating to vulnerability disclosure must be carefully considered to guard against
unintended information leakage. For example, tools used to encapsulate files and other
artifactsinto asingle unit (e.g., tar ) may also encode information about the machine on
which the archiving was performed. Similarly, certain word processor programs may
include information in the file that is no longer readily visible and was thought to have
been removed.

* Proceduresand toolsto compartmentalize infor mation: It may be appropriate to
compartmentalize information between groups. For example, vendors should not
necessarily know which of their competitors are vulnerable to a certain problem.
Therefore, E-mail messages must be individually signed, encrypted, and delivered
directly to each recipient. By contrast, most encryption systems encrypt a single message
using multiple keys one key per recipient. Thus, atraditional system can leak
information about everyone the message was sent to, even if the E-mail headers are
appropriately constructed.

* Freedom toinform relevant parties: The nature and scope of the next big
vulnerability are hard to predict. An effective vulnerability disclosure process must
include the ability to securely inform relevant parties who are only known after initial
communication about the vulnerability has occurred. That is, any vulnerability disclosure
scheme must include the ability to bring people and organizations into theloop prior to
public disclosure.

* A well-known publicinterface: The ability to effectively respond to a new vulnerability
depends in part on the extent to which an organization is known in the technical circles
that discover and respond to new vulnerabilities.> Vendors are frequently criticized for
the lack of an obvious front door for reporting newly discovered vulnerabilities. In
some instances, vendors accept reports only if the discoverer has purchased a support
contract.

* Independence: Newly discovered vulnerabilities often affect multiple vendors, even if
the original researcher hasidentified only a single product during his or her initial
research. By reporting his discovery to the vendor prior to public disclosure, the
discoverer is acting with the best interests of the public in mind. But what can the vendor
do then? Of course, the vendor should fix its own product, but how can this vendor fairly
inform other vendors who may suffer from the same or similar vulnerabilities? Large
vendors are sometimes inclined to form exclusive organizations in which vulnerability
information is shared privately, but where does that |eave smaller vendors? A

® For example, serious vulnerabilitiesin LDAP and SNMP were discovered by the OUSPG (University of Oulu
[Finland] Secure Programming Group). The OUSPG contacted the CERT/CC in part because the cert@cert.org E-
mail address is known worldwide as a vulnerability reporting center.
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