NXDN 48/96 AND dPMR KEY FINDER
for
RASPBERRY PI CO

Disclaimer: This software must be used on your own radios in
your test lab. Do not use this software on radios that do not belong
to you, it is illegal in most countries. Check your local legislation.

This software allows you to find the key to the NXDN 48/96 and dPMR
scramblers.

I am not the author of this software, I explain to you what I understood
about how it works.

A Raspberry PICO costs about 3 dollars and looks like this:

I tested this software on a PICO W (Wifi) but normally it should work on a
normal PICO.

It connects to a PC using a USB cable. You will have to press the
BOOTSEL button while connecting the USB socket of the PC, this opens
an additional drive:

e RPI-RP2 (F:)

Copy-paste or drag-and-drop the nxdnkeyfinder.uf2 file into the drive
and you're done.

nxdnkeyfinder.uf2

| | -




RPI-RP2 (F:)

Maom

O INDEXHTM
| INFO_UF2.TXT

If you are using an old Windows (before Windows 10), use the Zadig
software to have the additional USB port recognized.

https://zadig.akeo.ie/

Download and run Zadig.
Connect the Rasbperry PICO to the PC.

Select Board CDC (Interface 0) from the drop-down box. Select USB
Serial (CDC) as the driver.

£ Zadig ol & s
Device Options Help

Board COC (Interface 0) - ] [ Edit

Driver  (NONE) m) USB Serial (CDC) = More Information

WinlJSE (libush
USBID 2EBA 0005 OO libush-win32
- Install Driver hd libusbk
we s X WinUSE (Microsoft

Mo new version of Zadig was found

Then click Install Driver. A serial port will be assigned when the
installation is complete.

‘? Board CDC (Interface 0) (COME)


https://zadig.akeo.ie/

Download the Putty software for Windows and enter this (the Raspberry
PICO must be connected to the PC).

Serial
COMG6
speed 9600
Click Open

PuTTY Configuration ?

Basic options for your PuTTY session

Specify the destination you want to connect to

Serial line Speed
COME S600
C_l:unnectiun type: _ _ _
(JRaw () Telnet (_)Rlogin (_)SSH (@) Serial

Load, save or delete a stored session

COMS6 - PuTTY

Press any key:




COM6 - PuTTY

NXDN48:

Enter the 16 frames:

COMS6 - PuTTY




NXDN96 :

Enter the 8 frames:

COM®G - PuTTY =
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COMS6 - PUTTY =

How do I get NXDN or dPMR frames?
Use DSD-FME.

To get help:

dsd-fme.exe -h

Decode only NEDM48x (6.25 kHz> ~ IDAS=
Decode only HRDH?6= (12.5 kHz>
Decode only EDACSProloice=

_Decnde only dPMR=

For NXDN48:

dsd-fme -Z -fi

If you have too many receive errors, DSD-FME allows you to capture
directly from an RTL-SDR dongle:

Frequency capture 432.153 Mhz :
dsd-fme.exe -Z -fi -i rtl:1:432.153M:22:-2:12:0:6021

You may need to fine-tune the frequency : 432.151, 432.152, 432.154,
432.155 ...

You can use 2>log.txt to save the screen output to a text file.



dsd-fme.exe -Z -fi -i rtl:1:432.153M:22:-2:12:0:6021 2>log.txt

You must use the first 16 frames of an NXDN48 transmission, but be

careful, you have to start at Segment #1 (PF 1/4) then use Segment #2,
then #3 and finally #4

It is necessary to ensure that the errors are at O:

LMEE 3CC1708BODCE00 err = [0] [0] [0] [0] = no
LMBE 46RABCELETEEI00 err = [0] [0] error
LMBE 279FSECAEAS900 err = [0] [O]
LMBE CF3C3DE16C6CE20 err = [0] [O]

[O][1]
AMBE 90D59D6744A500 err = [0] [1] [11[2] =
AMBE 5204AB45755D00 err = [1] [2] errors
AMBE 2ASDDD437AD700 err = [0] [2]
AMBE AF02015C53FFE0 err = [0] [2]

It is not always possible to have the reception without any errors and
sometimes this software even works with errors.

But if it doesn't work, then you have too many reception errors.



12:14:18 Sync: NXDN48 L40 — RDCH EEM([36m Datz EES([0m PF 1/1 IDLE
SLCCH NSF [R2][DR)[31][69)ME®[31m (CRC ERR) S [0m
FACCH1 Pawyload [O7][8D][72]1[41][A2][CA][2BI[BE][28][AS])[7D] [00] HEE[31m
FACCH1 Payload [62][SC][DB][ES][A5][D2][8D][40]1[1C]IICEBI[IC][S0]EFM[31lm
Lich Parity Error €95
false sync or unsupported |NXDN lich type OXSE

Lich Parity Error 02

(CRC ERR) 2E® [ 0m
(CRC ERR) BFE®[0m

12:14:18 Sync: NXDNH48

L57 - RDCH BEE[32m Voice OES[OmEESI[3e6m ES [ OmEPF 3/4

SACCH SF Segment £3 [49][90] [00] [1D]

AMBE 90D5SDE744R500 err = [0] [1] TOO many receptlon
LMBE S804AB45755D00 err = [1] [2]

AMBE 2A5DDD437ADT700 err = [0] [2] errors

LMBE AE02015CS53FFE0 err = [0] [2]

12:14:18 Sync: NXDN48 L57 - RDCH BEE[32m Voice

Full SACCH Payload [FF][FF][FF][FF][F3][00][00][56][00]

SACCH SF Segment #4 [09][15] [80] [14]

AMBE 3CC1708BODCE00 err = [0] [0]

LMBE 46ABCE167E6900 err = [0] [0] First

LMBE 279F8ECAGA9900 err = [0] [0]

LMBE CF3C3DE16C6CE0 err = [0] [0] Segment
12:14:18 Sync: NXDN48 L57 - RDCE BEE[32m Voice BES[OmPEM[36ém RAN 02 BES[OmPF 1/4 1/4

SACCH SF Segment #1 [C9][3F][68][81]

LMEE FEBBOEE1455680 err = [0] [0]

LMEE COE0Q18R223EAE0 err = [0] [0]

LMEE 847EDDB04B9100 err = [0] [0]

LMBE 077ACEDDOBA280 err = [0] [0]

12:14:18 Sync: NXDN4& 157 - RDCH BEMI[32m Voice BEE[omBEMI[36m [0][0] gOOd no
SACCH SF Segment £2 [89] [08] [10] [B&]

LMBE 1D45CDO598B300 err = [0] [0] errors

LMEE 447964F4FBB600 err = [0] [0]

LMEE D52B13ED60CEE0 err = [0] [0]

LMBE 73EESDOS552FB80 err = [0] [0]

12:14:18 Sync: NXDN48 157 - RDCH BEE[32m Voice HEW[0mEE®([36m RAN 09 BES[0OmPF 3/4

SACCH SF Segment #3 [49][40] [00] [2D]

LMBE 6805BFO6CECDO0 err = [0] [0]

LMBE A2F9356645C800 err = [0] [0]

LMEE DF43BEBFCSCEE0 err = [0] [0]

LMEE SAAFA11D32AD00 err = [0] [0]

18:19:53 Sync: NXDN48 LE57 - RDCH BEM[32m Voice PEW[OmPEM[3eém RAN 09 BEM[OmPEF 4/4PEM[33m ALIASPEM[Om

Full SACCH Pavload [3F][68][82][04][24]([00][00][00][00]

SACCH SF Segment #4 [09][00] [00] [15]

LMBE DA6FAG59609D00 err = [0] [1] There are errors but
LMBE AEE2DC19F83C00 err = [0] [2] we try anyway,

LMBE SA317DSAF3R680 err = [2] [0] . .

LMEF 636FEF3F667380 err = [0] [0] sometimes it works
18:19:53 Sync: NXDN48 157 - RDCH BEMI[32m Voice [OmPF 2/4




For NXDN96:

dsd-fme -Z -fn

If you have too many receive errors, DSD-FME allows you to capture
directly from an RTL-SDR dongle:

Frequency capture 432.153 Mhz :
dsd-fme.exe -Z -fn -i rtl:1:432.153M:22:-2:12:0:6021

You may need to fine-tune the frequency: 432.151, 432.152, 432.154,
432.155 ...

You can use 2>log.txt to save the screen output to a text file.

dsd-fme.exe -Z -fi -i rtl:1:432.153M:22:-2:12:0:6021 2>log.txt

You must use the first 8 frames of an NXDN48 transmission, but be
careful, you have to start at Segment #1 (PF 1/4) and then use Segment
#3 (PF 3/4) because segments #2 and #4 do not exist in Half Duplex.

Sometimes you can start further, not just at the very beginning of the
transmission but there is less chance that it will work or you can find
several potential keys instead of just one.

For example, here, we have to start much lower, because there are too
many reception errors:



Segment
1/4 not
usable

18:24:32 Sync: NXDNS6 L51 - RDCH BEE[36m Datz BES[OmPEW[36m RAN 24 BEE[0mPF 1/4

SACCH SF Segment #1 [D8][01][00] [02] BEW[33m ALIASEEW[Om INTE

FACCH1 Payload [3F)[68][22][04]([14]([49][4E]1[54][45][00]([33][E0]

FACCHL1 Payload [3F)[46][ES][5&][4F]([26][90][06][E3][2F][8D] [30]EE®([31m (CRC ERR) BEM[0m

18:24:32 Sync: NXDN96 L51 - RDCH BES[36m Datz BES[OmEES[36m RAN 24 BEW[OmPF 2/4

SACCH S5F Segment #2 [98][88] [0C] [A4]

FACCH1 Payload [3F)[68)[82][04][34][20][1DI[C1][9D] [1R][4F][20)PEM[31m (CRC ERR) ES[omEEs[33m ALILSHES |
FACCH1 Payload [3F)[68][82][04][44][00][00]1([03][1B][00][CB][70]

18:24:32 Sync: NXDNS6 157 - RDCH BEM[32m Voice WEM[0midEw[36m RAN 24 HEW[0mFF 3/4

SACCH S5F Segment #3 [58][20][02][D7]

AMBE EBBFS0C1B2F380 err = [0] [0]
AMBE 9589BE2599EF00 err = [0] [0]

LMBE 26961E3594DAS0 err = [0] [1]

LMBE 3CA62295BFOE00 err = [0] [1]

18:24:32 Sync: NXDN96 151 - RDCH BEW[36m Data [OEE[OmBES([36m RAN 24 BEE[0mPF 4/40EE [33m VCALLDES [ OmbEs
Group Call - Half Duplex 9600bps/EHR (02) - Src=802 - Dst/TG=44 HEE[Om

BE® [ 33mScrankler — Eey ID 0 — BEW[Om
Full SACCH Payload [01][00][22][03]1[22]1[00]1[2CI[40]([00]
S5ACCH S5F Segment #4 [18][10][00][29)EE[33n VCALLMEE [ OmiNEE[32m
Group Call - Half Duplex 9600bps/EHR (02) - Src=802 - D=t/TG=44 BEE[0m
FE® [ 33mScrankbler — Key ID 0 - BEM[Om
FACCH1 Pavyload [01]1[00]1[22]1[03]1[22]1[00][2C]I[40]1[00][00]([30]([20]
FACCH1 Payload [01][C0][22][01][D3][35][CCI[40][00]([C0)[30][20]@EM[31m (CRC ERR)DEE[0m
18:24:32 Sync: NXDN96 L57 — RDCH BEM[32m Voice @E®[OmBE®[36m RAN 24 PEM[OmPF 1/4
SACCH SF Segment #1 [D8] [3F] [68] [AE]

AMEE ASDF36D2A93D00 err = [0] [0]
AMBE ATCB19FBC4EES0 err = [0] [1]

AMEE FB14B33ADAFCO0 err = [1] [1]

AMEE F50DEDOTE33680 err = [0] [0]

18:24:32 Sync: NXDN96 151 - RDCH BEW[36m Data BEE[OmEES([36m RAN 24 BHES[0mPF 2/4

SACCH SF Segment #2 [98] [08] [10] [52] Segment

FACCH1 Payload [01][D7][44][20][63]([71]1[8&]([50]([02][8D][6E] [20]EEM[31m (CRC ERR)BEW[0m
FACCH1 Payload [34][40][05][BB][F3]1([28]1[071[29]([6D][75][8B] [E0]BEM[31m (CRC ERR)EEW[0m 3/4 dOGS
Lich Parity Error 73
Lich Parity Error 62| nOt appear
18:24:32 Sync: NXDNS6 L51 - RDCH BEE[36m Datz BES[OmEPEW[36m RAN 24 BE®[0mPF 4/4

Full SACCH Pavload [3F][68][82][04] [1F][FF]1[FC][1F][24]
SACCH SF Segment #4 [18][07][C9][1C] CRC ERR - QE 1C
FARCCH1 Pavload [01][00][00][&8][EE8]([D7][3E][2E][8D][1A][5E] [E0]EEM[31m (CRC ERR)

FARCCH1 Payload [01][00]([22]([01][D3][23]([54]1([40]1([00]1[00][30][€0]EEM[31m (CRC ERR)EEM[0m

18:24:32 Sync: NXDN96 L57 - RDCH BES[32m Voice HES[OmEEW[36m RAN 24 BEW[OmPF 1/4

SACCH SF Segment #1 [D&] [3F] [68] [AB] Ok Segment
LMEF 38DFEBESA18DO0 err = [0] [1] ]_/4 usable
LMEE D7DD5572C3D700 err = [0] [1]

LMBE DB14095B1EF680 err = [1] [1]

BMBE DSOD2FA1AB3FE0 err = [0] [0]

14:19:40 Sync: NXDNS6 151 - RDCH BEE[36m Data OFEE[OmilE®[36m RAN 24 [@EW[OnPF 2/4
SACCH 5F Segment #2 [22])[02][10][9C) EM[33m VCALLPDES [ OmiEW[32m
Group Call - Half Duplex 9600bps/EHR (02) - Src=802 - D=t/TG=44 [OEW[0m
e [ 33mScrankbler — Eey ID O - [GEW[0m
FRCCH1 Pavload [01][00]1[22]1[031[221[001[2C][40]1[00]([00]1[30]1([201
FRCCH1 Payload [01][00][22]1[01]1[D0][6B] [8R][F8][D7][1&][5B] [E0]@EM[31m (CRC ERR) BES[0m
14:19:40 Sync: NXDNS6e L57 - RDCH BEE[32m Voice OEW[OmiEw[36m RAN 24 [OEW[OnPF 3/4
SACCH SF Segment #3 [58][45][24] [0B]
LMEE RBLT2TC3B2FDEOD err = [0] [1]
LAMEE BS547549B49AFE0 err = [0] [0]
LMBE 92D0B247345D00 err [0]1 [1]
AMBE 3ES1EAI12D97EQD err [01 [1]

Ok Segment 3/4
usable

There are errors but
we try anyway,
sometimes it works




