ARC4 KEY FINDER
for
RASPBERRY PI 1/2/3/4

Disclaimer: This software must be used on your own radios in
your test lab. Do not use this software on radios that do not belong
to you, it is illegal in most countries. Check your local legislation.

This software allows you to find the key for Motorola/Hytera/Anytone
DMRA EP/ARC4-40.

I am not the author of this software, I explain to you what I understood
about how it works.

There are two pieces of software: a 32-bit version and a 64-bit version,
depending on the operating system you have on your Rasbperry Pi.
The 64-bit version is faster than the 32-bit version.

Verify that the program has execution rights. If it does not have them, set
the execution rights, such as:

sudo chmod 777 arc4dkeyfinder

If the program finds a key, it writes it to the keys_found.txt file (the file
does not exist and will be created when a key is found). Check that write
permissions are possible by the program or run the program in root
mode:

sudo ./arc4keynfinder

KEY FINDER Awit Team (c) 2813




Anytone:

Enter the 3 frames:

ODMR ARC4-48 KEY FINDER Awit Team

The MI, Start Block : 00 and End Block : FF

You can use all the threads available on your Raspberry Pi: answer Yes

Or all threads minus one: answer No (if you want to continue using the
Raspberry Pi to do something else).



Motorola :

Enter the 3 frames:

You can stop the search and resume it later. For example, you searched
for blocks from 00 to 4F (hexadecimal) and stopped the search and
turned off the Raspberry Pi.

Another day you can resume the search from 4F. You put 4F in the start
block (you have to put the frames back because the program doesn't keep
them in memory):

If the program finds a key, it writes it to the keys_found.txt file (the file
does not exist and will be created when a key is found). Check that write



permissions are possible by the program or run the program in root
mode:

sudo ./arc4keynfinder

How do I get ARC4 frames?

Use DSD-FME.

To get help:

dsd-fme.exe -h
dsd-fme -Z

If you have too many receive errors, DSD-FME allows you to capture
directly from an RTL-SDR dongle:

Frequency capture 432.153 Mhz :
dsd-fme.exe -Z -i rtl:1:432.153M:22:-2:12:0:6021

You may need to fine-tune the frequency : 432.151, 432.152, 432.154,
432.155 ...

You can use 2>log.txt to save the screen output to a text file.
dsd-fme.exe -Z -i rtl:1:432.153M:22:-2:12:0:6021 2>log.txt

You must use the first 3 or 18 frames of an ARC4 transmission, but be
careful, you have to start at first superframe of the transmission.

It is necessary to ensure that the errors are at 0:

LMEE 3CC170BBODCE00 err = [0] [0] [0][0] = no
LMBE 46RABCELETEE200 err = [0] [0] error
AMBE 279FSECAEA9900 err = [0] [O]
LMBE CF3C3DE16C6CE0 err = [0] [O]

[0][1]
AMBE 90D53DET44A500 err = [0] [1] [11[2] =
AMBE 5204AB45755D00 err = [1] [2] errors
AMBE 2ASDDD437ADT700 err = [0] [2]
AMBE AE02015C53FFE0 err = [0] [2

If you have errors : start again, don't waste your time with frames with
errors. The ARC4 is very sensitive, a simple error in receiving can
prevent the key from being found.

You need to look for the first 3 frames of the first superframe of a
transmission or the first 18 frames (for options 4 and 5).



If you capture frames in direct mode, the display by DSD-FME is not the
same as if you capture frames in relay mode.

You should always look for "PI H-" (this is the PI HEADER) in the DSD-

FME log files, only "PI H-" (not "PI C-")
PI H- =Pi

Anvtone Direct Mode: Header

092:17:

SLOT 1 TGT=1 S5RC=1 F
DME PDU Pavload

09:17:
S5lot

09:17:
AMEBE
AMEBE
AMEBE
AMEE
AMEBE
AMEBE
AMEBE
AMEE
AMEBE
AMEBE
AMBE
AMEE
AMEBE
AMEBE
AMEE
AMEBE
AMEBE
AMEBE
SLOT

DME PDU Pavload

Slotc

12 S5ync: +DME MS/D

[

12 Sync:

1 DME PI H- ALG ID:
DME PDU Pavload

/MORO | VLG
00 FID=0x10 S5VC=0x40 Grou
101 [40] [00] [0O][01] [OO][00] [
M5/0M MODE/MCNO | PI

0x01 EEY ID: Ox0B MI:
[O1][10] [OE] [12] [34][=e]([7E][00][0O][0O1]([0OD][1

12 Syne: 4DME MS/DM MCDE/MCNC | VC*=

T24T5C3ED3ILCO0
298TeABF1TBCEO
g§90C356R6Ce600
S85T72D5F138C300
69435B593D6680
2650608BE85BESD
EF61CS2DF25C00
DRS3ATIZZFST00
TA4T25TFTESES80
Q1CT3ATIBS0380
13952486C21380
1CAF3Z2EDEe45800
6AFS8CEDBEBZ480
DensDeZE42ECE0
Cl1EFEE03481000
TTB4CATI0CIB00
C1T7T1ES06BEE3E80
23CB3496E4CCDOO

err =

err
err
err
err
err
err
Err
err
err
err
EIr
err
err
err
err
err

err =
1 TGT=1 5RC=1 FLCC=0x00 FID=0x10 5VC=0x40 Group Encrypted Call

[0]
[0]
[0]
[0]
[0]
[0]
[0]
[0]
[0]
[0]
[0]
(0]
[0]
[0]
[0]
[0]
[0]
[0]

[o]
[D]
[D]
[O]
[D]
[D]
[O0]
[O0]
[D]
[D]
[O]
[0l
[D]
[D]
[O]
(o]
[D]
[D]

T

MI = 12345678

0x1234567TE8 Anvtone

First 3 frames
[0][0] = Ok not errors

good !

No CRC
error, MI is

(0=01)

Anytone Mode

[00][10][40][00][00]([01] [00][00][01] SB:

1 MR LE 5B ALG ID: 0Ox21 KEY ID: Ox0B

00001011001 — 059;




. MI = CRC Error for
If_’II Hc{ =P B26F723677? the MI, MI is
eade
Motorola Relay Mode: adet bad, do not use
this MI !!!

15:12:17 Sync: +DM otl] slot?2 | Color Codes®r | PI EREM[33m

Slot 1 DMR PI H- ALG ID: Ox21 EEY ID: Ox01 MI: OxB2eF723ciEW[Cm OEM[31m (CRC ERR)
EW [ 36m DME PDU Pavload [21][10]1[01][DA][6&]([0D]I[98]([00] [OF] [&1][43][0C) & [0m
PEW [ 33m Activity Update TS51: Group Voice; Hash: 173; T52: Idle; Hash: 0;

SLCCO Completed Block [18] [0A] [DO] [OE] [CO]

&8 [ Om

15:12:17 Sync: +DMR slotl [2lot2] | Color Code=07 | IDLE VC1 = First 3
15:12:17 5ync: +DME [5LOT1] =2lot? | Color Code=07 | VC1* .

AMBE 2DF3D1145B7380 err = [0] [0] frames in relay
AMBE ADB42ERORFECDEO err = [0] [0] mode

AMBE 220R2CE51F5100 err = [0] [0]

15:12:17 Sync: +DMR slotl [2lot2] | ColorX de=07 | IDLE

15:12:17 5ync: +DME [5LOT1] =2lot? | Color Co | VC2

AMBE FB&TECE2DA1T700 err = [0] [U]|

AMBE B863486174D100 err = [0] [0O]

AMBE FC1FB402D77480 err = [0] [0]

BEW [33m Lctivity Update TS51: Group Voice; Hash: 173;
SLCC Completed Block [18] [OA][DO][OE][CO]

T52: Idle; Hash:

EW [ Om15:12:17 Sync: +DMR slotl [2lotl2] | Color Code=07 | IDLE _
15:12:17 Sync: +DME [SLOT1] slot? | Color Code=07 | VC3 HH[O]_-HO
AMBE SCE1E1FAZECCE0 err = [0] [O] errors OK' !
AMBE 2FBCOE402C3880 err = [0] [0]

AMBE FEF1FATOS55380 exrr = [0] [0O]

15:12:17 Sync: +DMR slotl [2lot2] | Color Code=07 | IDLE

15:12:17 5ync: +DME [5LOT1] =2lot? | Color Code=07 | VC4

AMBE &T4BOSDCAECE00 exrr = [0] [0O]

AMBE SEZ03958F7T5380 err = [0] [0]

LMBE DFSFE0Z2502C580 errx [01 [O]

VC1 to VC6

BEM [33m Letivity Update T51: Group Voice; Hash: 173; T52: Idle:; Hash: 0;
= 18 frames

SLCC Completed Block [18] [OA][DO][OE][CO]
EW [ Om15:12:17 Sync: +DMR 2lotl [=lot2] | Color Code=07 | IDLE

15:12:17 Sync: +DME [SLOT1] slot? | Color Code=07 | VC3
AMBE 368ARF40854BE0D err = [0] [0]
AMBE 34A8CE97541700 err = [0] [0]
AMBE SDODADDEDCS2280 err = [0] [0]
15:12:17 Sync: +DMR slotl [2lot2] | Color Code=07 | IDLE
15:12:17 5ync: +DME [S5LOT1] =slot? | Color Code=07 | VCé&

BE®[31m SLOT 1 FLCO FEC ERR BEM[Om@EE[31m (FEC ERR) BEW[0m
BEM[36m DME PDU Payload [20][10][60][00] [OF] [&1][00] [0C] [9D] BEM [Om

AMBE TCES8055B893B80 err = [0] [0]
AMBE DIBSFOTET&8180 err = [0] [0]
LMBE BE96CCCBSABLROO0 err = [0] [0]

BEM[36m SBE: 00000001001 — 009; BEM[Om

A particularity of the DMR in relay mode exists: if the walkie-talkie is far
from the relay, its transmission can arrive with errors.

The relay will send this data back with errors but as it is a new emission
it sends the data received with error into data without error (but without
really correcting them).

If you listen to the output relay you may believe that there are no errors
(display err = [0] [0] when there are errors inside the data because the
frames received by the relay were bad.

The key will then never be found with these frames.




To be sure that there are no errors, you have to listen to the input relay
(before the relay rebroadcasts). If you capture frames with err = [0] [0] in
the input relay then you can be sure that there are no errors.



